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ANONYMOUS ELECTRONI C VOTI NG SYSTEM AND  ANONYMOUS

ELECTRONI C VOTI NG METHOD 5 TECHNI CAL FI ELD [0001]

The present invention relates to anonynous el ectronic
+ voting system and nethod and, nore particularly, to

0 | ectronic voting system and an
NAINYMO US HFLHCRRONIC YV RTING SYSTEM AND
capabl e of being used from various client
ANODY O TRSCRIRBAD REINNCORO TINGIME T OD
anonynous el ectronic voting systemis a systemthat
el ectronically realizes uninscribed secret vote
effected through a network, fore exanple. Exanples
of the conventional anonynous electronic voting
system are described in Patent Publication .1 and a
Publication 1. In the follow ng 20

_ - Pat ent
TECH&&Z&A%tF&ELDie "vote" includes a vote for electing

a candidate from anong candi dates set beforehand, as
[IN)Ol]meII as a questionnaire etc. which allows a free
description. In addition, the "candi date" and

na nangy Prelgy Wale) Pe) -
The B eélégdir@vggmiog%_t GEL ann%é?%gtﬂﬁgﬁl,s bﬁ%‘wtmmc
voting ﬁ%gquag 1S S8 Hod' 88, nf0r€ PEPHANTY, 0 an

anonymous electronic voting system and an anonymous

‘electronic voting method, which is capable of being used from

various client environment.

' BACKGROUND TECHNOLOGY
[0002] o

An anonymous electronic VOting system is a system that

electronically realizes uninscribed secret vote effected through

a network, fore example. Examples of the conve-ziti_onél

anonymous electronic voting system are described in Patent

Publication 1 and a non-Patent Publication 1. In the following

description, the “vote” includes a vote for electing a candidate

from among candidates set beforehand, as well as a
questionnaire etc. which allows a free description. In addition,
the “candidate” and “candidate name” are directed not only to a

candidate and a candidate name in an election, but also to an

element (item) or an element name (item name) in a case
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wherein the el enent or el enent nane are sel ected by
the intention of the votep froman assenbly. [0003]
As shown in Fig. 28, a conventional anonynmous 5

el ectronic voting systemincludes an anonynous
decryption system 900 configured by a wi ndow center

wheredfl trel elphyealti tor eledgentptnamehuil eséRe&d by the
902, and a vote nanagenent center (voting server)

intentfgA 6P tHH Sy é%%{n‘%éée S The anonymous
ecryption sys em I'S pro in order to keep 1o
[O(NI3 he secrecy of vote, and is used for outputting the
ecrypted result while securing secrecy for the
corre ondence between the voter and the encrypted
10ave. [10004/1g.The28onvant comventiopabtusanonymous
electronlc voting system is having such a

electronidi auytitn® nsgﬁmﬁe&n&ﬁﬁ@ésom hﬁgﬁﬁimﬁu@tdeb‘i‘?ptmn

wi ndow center and the decrypting center

systenf B0y SHAERAHE, sfzr%f ﬁwﬁg)&fcgﬁ?@y@m%ﬁ@ ) flurality

of dofSuhlintc ShARHE ST P Shd A bl h Sgement

t he voting period starts each voter encrypts own
center (voting server) 910 to which each voter will access. The

~anonymous decryption system 900 is provided in order to keep

the secrecy of vote, and is used for outputting the decrypted
result while securmg secrecy for the correspondence between
the voter and the encrypted voting data.
[0004]

The conventional anonymous electronic voting system
having such a configuration operates as follows. |
[0005] |

First, the window center 901 and the decrypting shuffle

center 902 create public information of the system, such as an

encryption key for voting, and transmit the same to the vote

management center 910, which notifies each voter of the public

information.

100061

After the voting period starts, each voter encrypts own
voting contents based on the public information, to create an

encrypted voting contents, and also creates a digital signature
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voting contents based on the public information, to

create an 25 encrypted votdng contents, and al so

creates a digital signature 3 of the voter

transmtting the encrypted voting contents and the

digital signature to the vote managenment center 910.
of theavaters tramsymittangy the encrypted wvutierciamyeents and the

voting contents and the digital signature in the own
dlglta%'Ongglatﬁ_i‘@ re! th@ﬂ@_dﬂea&ﬁ@ﬂégb?ﬂﬁeite%@ﬁt@re@ Yo' "At this

ntents and the digital signature to the -vote

e 10 1.1 li,ent term na
stage, BASH RSte B ¥ Phie BRgalio P4l Soufie sRubiehits and the
.. genier Elo verifies the ieceived digital signature, .
digital,stgnatoreeln ol e oM Bhelgnt ntermdngl, basell tsansmits the
- list of electorate nanes, and accepts the 1o
encryptedi vedingncomptenity andgtkondégitabfdigmannfe oo nthe vote
that there is no duplication of the vote. [0007

]
ars NEdi | 1P | t _
mar agéafent e et W1 0efi6fh T Pwn dﬁteﬁlg fe RN thiough a

ctenter 910 finishes registration of ,a

s r ARSI 15+ st of t C ted,voti : . pn
variety QAP OPEs oAb Bte BabAEdRIChn LenETe 1 0y verifies
~_the vztkgg.peiioﬂ to the wi ndow center 901 of the )
the reggiwgsbebigidal prgnatuje; axansingnethe raotingnright of the
901 decrypts the list of the encrypted voting
voter dmsedt on htheghistheof debegborate shafrhles, canidr aBeepts the
pernmutes the voting contents in 20 the list to obtain

Teceive® btrypraavottl ¢oid Rh&OURR Scoddrming that there

- is no duplication of the vote.

[0007]

After the voting period expires, the vote management

- center 910 finishes registration of the votes, and transmits the

list of the encrypted voting contents received between the start

and the end of the voting period to the window center 901 of

~the anonymous rd_-ecryptio;n; system 900. The window center 901
rsd-ecry.pts the list of the encrypted voting contents thrdugh the
- decrypting shuffle center 902, permutes the voting contents in

the list to obtain the list of plaintext voting contents, and

returns the list of the plaintext voting contents to the vote

management center 910.

- [0008]

25

The vote management center 910 tallies (sums up) the

voted results based on the list of the plaintext voting contents
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returns the list of the plaintext voting contents to
the vote managenent center 910. [0008] The vote
managenent center 910 tallies (suns up) the 25 voted
results based on the |list of the plaintext voting
contents 4 received fromthe wi ndow center 901

Pat ent Publication 1: JP-2002-237810A Patent

receiubirogathOWirdodRee2R@198P1289A S5 Patent Publication
3: JP-2002-344445A Non-Patent Publication 1:

"Real, héﬁhFﬁPaﬁgnLﬁrﬂ%%?&%@ %}r onic Voting System

usi ng on "secon g of Information
March, 2001, by SAKQ,

Pr cessk) g Soci efﬁ/ Japan,

KaAENEPRBLiCARPR A NE -3PAEr2 289 enber s. BRI EF
EXPLANATI(]\I OF THE DRAWNGS 10 [0009] [Fig. 1] is a
bl RedkndPablieatish i g2 6 02-cdddfisgur at i on of an
anonynous el ectronic voting systemaccording to a

f iNeh-rerbod PuBcatibhi B: “ﬁ]sahﬁa@oﬁ|MQ§‘%OS§£9V\ETE@E§MC Voting

operation in a default of the first di men
SystexLl ltlgngtsﬂehrdr%ﬁﬁggf,lfdb er:]caornidh%%%ﬁngg?fogr%galiaﬁg)ﬂfﬁrc{cgg&ngdﬁ0c1ety of
hart show ng operation of the voter

Japany Ef{w%a%ﬁaoby SARD. Wrnbreeniuatng other six members.
BRIEF EXPLANATION OF THE DRAWINGS
[0009]

[Fig. 1] is a block diagram showing the configuration of an anonymous
electronic voting system according to a first embodiment.

[Fig. 2} is a flowchart showing operation in a default of the first
embodiment,

[Fig. 3] is a flowchart showing operation of the voter terminal 100 in the
first embodiment.

[Fig. 4] is a flowchart showing operation of the voter terminal 110 in the
first embodiment.

[Fig. 5] is a flowchart showing operation of the voter terminal 120 in the
first embodiment.

[Fig. 6] is a flowchart showing operation of the voter terminal 130 in the
first embodiment.

[Fig. 71 is a flowchart showing operation of the voter terminal 140 in the

first embodiment.
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[Fig. 5] is a flowhart show ng operation of the
voter termnal 120 in the 20 first enbodinent. [Fig.
6] is a flowhart showi ng operation of the voter
terminal 130 in the first enbodinent. [Fig. 7] is a
fl owchart show ng operationdaf the voter term nal 140
inthe first enbodinent. 25 4a [Fig. 8] is a

fI h8y s ahO¥iBHa AP AV i ling>
[ ]fsl 8 Tk Daft e n%FFﬁ’éra e élligﬂgé' ]yl)gé'vl\r;:@eg@mé-l P50 in the

gperation of the voting server 200 in the 5
fHSte%n9W%Hgﬁbodinent [Fig. 10] is a block diagram

&omﬁn the configuration of an anonynous el ectronic

g bys BellPHEEBF P GViRg APSEEHTY ot tbodiating sprieg. 200 in the
11] is a flowhart show ng operation of the voter

first epdyodingint100 in the second enbodinment. 10 [Fig. 12]
is a flowmhart show ng operation of the voter

t gFig nab] 1@ bidckn@ agsfs08Kb fﬁ%oﬁier@@ﬁfxg{lf:dtﬁ)n 53la n: dnonymous

a flowchart show ng operation of the voter termn

second nbo i ment . 4
elear%]ln% 4“ﬂta}rl%]%glsﬁc‘?v%/ll %&C%rgdé? t?oansec?fo hé'g()/%%e%erfter m nal 200
in the 15 second enbodi nent. [Fig. L I's a block _
diléf-ahl kivonilog et ébﬁ?vl@ep@pmwwf ¢ antatyteomdnal 100 in the

second embodiment.

[Fig. 12] is a flowchart showing operation of the voter terminal 110 in the
second embodiment.

[Fig. 13] is a flowchart showing operation of the voter terminal 140 in the
second embodiment.

[Fig. 14] is a flowchart showing operation of the voter terminal 200 in the
second embodiment.

[Fig. 15] is a block diagram showing the configuration of an anonymous
electronic voting system according to a third embodiment.

[Fig. 16] is a flowchart showing operation of the voter terminal 100 in the
third embodiment.

[Fig. 17] is a flowchart showing operation of the voter terminal 110 in the
third embodiment.

[Fig. 18] is a flowchart showing operation of the voter terminal 140 in the
third embodiment.

[Fig. 19] is a flowchart showing operation of the
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el ectronic voting systemaccording to a third
enbodinent. [Fig. 16] is a flowhart show ng
operation of the voter termnal 100 in the third
enbodi nent. 20 [Fig. 17] is a flowhart show ng
operation of the voter ternitbal 110 in the third
enbodinment. [Fig. 18] is a flowhart show ng
encrygpewmasdronr 600tihehedghed ¢mboiliabntl40 in the third
enbodi ment. [Fig. 19] is a flowhart show ng

f
t h| j Iezrlfnbolgl ?Tetbmnfck [a%%}@né%]ﬁ‘éfnbsiﬁé'tﬁg Y ara.flgg & ah r‘!1(;1‘1onylrnous

electlso qwr%%st heysggrggl ra‘?i]tl?&o"?)oaé‘}“&ﬂ? ym)gfslheﬁlt ecgr oni c

|1%1g ]ﬂ is a flowhart show ng operatlon of the

tiie. d ﬁfﬁaﬂlo‘f@baﬂrﬁwngf ergrehioantotieneeter tpiEnipal 100 in the
22] is a flowhart show ng operation of the voter

fourth emmbatiimehtO in the fourth enbodinent. [Fig. 23] is
a flowchart show ng operation of the voter term nal

140riign 2bhes 210 feHh s HRRM %‘ éllatloh':éfgthezfﬁltek%&mal 110 in the

bl ock di agram show ng the | guration o
us._.electronic voting systemaccording to a
fourt?' %{r‘% S84 ment . [Fig. 25] is a flowhart show ng
operation of the voter termnal 100 in the fifth
enbdd@ A8dts a flowchart showing operation of the voter terminal 140 in the

fourth embodiment.

[Fig. 24} is a block diagram showing the configuration of an anonymous
electronic voting system according to a fifth embodiment.

[Fig. 257 is a flowchart showing operation of the voter terminal 100 in the
fifth embodiment.

[Fig. 26] is a flowchart showing operation of the voter terminal 110 in thé
fifth embodiment.

[Fig. 27] is a flowchart showing operation of the voter terminal 140 in the
fifth embodiment.

[Fig. 28] is a block diagram of the configuration of a conventional
anonymous electronic voting system.
DISCLOSURE OF THE INVENTION
Problem to be Solved by the Invention

[0010]

In the conventional anonymous electronic voting system,



15 [Fig. 26] is a flowhart show ng operation of the
voter termnal 110 in the fifth enbodinent. [Fig.
27] is a flowhart show ng operation of the voter
termnal 140 in the fifth enbodinent. [Fig. 28] is a
bl ock di agram of the configgration of a conventiona
20 anonynous el ectronic voting system DI SCLOSURE OF
. THE I NVENTI ON _ ProblemtqQ he Solved by the Invention
if the ¢lipmy orminal pprd bbAweleE ion deviembaKipg a small storagsriapacity and a lower
voting system 255 if the client term nal used by
proces@ingah@iighsutasudh s aecehialar phowe, amabblemtoisegm thap@eott \wecuring the
- and a |l ower processing throughput, such as a

secrecg el hithalit BNRARYe AT B8R ikeS&R ok %ce?siﬂg)ﬁx%%ram used by the
ecuring the secrecy is difficult to achieve. This

i s because.the encryptign processing program.us :
voter o e G ERGT BT RL A BB SatAn Syl 9L R dp ¥t om the
- voting systemis difficult to |oad on the device
devicenkgpingya smafgiqraga eAPagEy %&&QW@I meeessing dhavehput, and on the other

processi ng throughput, and on the other hand, if the
hand, w¥othe ngtiag Rbaehts ae erahsmaiteditd ed ehayated bynarofpt eldvioy, the voting

anot her device, the voting contents are known to the

conter[ﬁ%%rfgl_k]%ﬁwﬁ%{ tHeSnBHRE HEViOGelcBRIBNGE ¥Rl AL r8&R§aENT-

I'n addition, there is another problemin'the
[mnlfonventipnal_anpnynnus electronic voting systemin
hat it is difficult to verify the el ectorates and

thus to prevent a vote an unqualified electorate

abuiadshition, phere @ta@@ﬂ%p@%ﬁ insthg §pRvenLgR agenERMIsiciectronic voting
of fice el ection) having

~ system in that it is difficult to verify the electorates and thus to prevent a vote by an
unqualified electorate and/or duplicated votes in a vote (such as public office election) having
a large .number of public electorates.- This is bécause, although the conventional electronic
voting system prémises that all the voters are registered on the common public-key;certiﬁcate
base for the digital signature used for voters authenticatién, such a base has not been widely
used heretofore.

[0012]

In view of the above, embodiments of the present invention provide an electronic

voting system and an



a |l arge nunber of public electorates. This is
because, although the conventional electronic voting
system prenises that all the voters are regi stered on
the conmon public-key-certificate base for the
digital signature used for voters authentication,
such a base has not been mﬂﬁely used heretofore.
[0012] In view of the above, enbodi nents of the
anonyrpowss elattromy evting nmpthod i wWhichmre | @pihle nifcperftomingg the votes while
system and an 6 anonynous el ectronic voting nethod

securindhth€ Be & GaP Bk el el il ToRG BREcY/RIVES: %fnlaﬁ storage capacity
securlng the secrecy of a vote delivered even froma

ce havi sLor age acity and a | owner
and o I558 Sed e PRloBerBBusp o S RIELE TR0 1 U o "bhone.
[ 0013] Enbodi nents of the present invention provide
[0013]an anonynous el ectronic voting  system and an
anonynous el ectronic voting nmethod which are capable
dAmipeiidentsi ofg then presémc iroeaticen pervidd ian adngens idectdoric voting
condition where all the electorates are registered on

systermt £81 ar® QABBIMAKOLIESGHIRY vl aRtihdaihRR Ras@phisie r@,@ e¥f8kming an
establ i shed. Means for SolVving the Inventlon &

elector@ﬁgﬁ,ergtg |1cage L9 8 cf acthongﬁt oo(rlz‘]‘l;xtwr\rr%%rse a pﬁle (%lg Hraies{/ag%:/ %g%lstoeped on the
systen1conpr|5|n% a voter termpnal for receiving a
commqr}-pyblistkey gythepteationdasy isaghyt gsleklishgde and encrypt ed
candi date nane, to transmt said encrypted candi date
nane of a selected candidate via a network;

Means for Solving the Invention
[0014]

According to a first aspect of the present invention, there is provided an anonymous
electronic voting system comprising:

a voter terminal for receiving a list of combinations of candidate name and encrypted
candidate name, to transmit said encrypted candidate name of a selected candidate via a
network;

at least one encryption server for receiving and re-encrypting the encrypted candidate
name to create encrypted voting data, and returning the encrypted voting data to the voter

terminal having transmitted the encrypted candidate name;
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at | east one encryption server for receiving and
re-encrypting the encrypted candidate nanme to create
encrypted voting data, and returning the encrypted
voting data to the voter term nal having transmtted
the encrypted candidate nane/ 7 a voting server for
recei ving the encrypted voting data fromthe voter
t eanvotahg tsereeredbe racdiviiig aheetd@ghiae vOMHY BREH from the voter
voting data from anong received encrypted voting
e PR o PR SR oRE PRV o B e fEnoione received
and.a decryption,server, for decrypting the |ist of
encrynied &p %‘&W& éﬁér@ﬂf’éﬂlt‘ﬂe}stﬁ?‘ﬁfsﬁ‘w& g@c@f ey effestive encrypted
. the voting server, to create a |list of plaintext
voting flada ¥a¢ he pameerk; eadr anged from the list of the
ef fective encrypted voting data, wherein the voting

set vd¢criypeienvesrvehef@ debtypiinsand dat @ Mae S LN, encrypted
the 10 decryption server, to tally vote results :

tinPase4 r08k;t, | Al t . candi dat names. .

YO mFomsf i'n g&pf?%%gﬂrh\rég‘%@r‘mggf%h{‘gSFe%tﬁea gﬁ%ﬂ@%ﬁﬂ&"ext candidate
el ectroni c voti systemof  the first aspect of the

nameg sEEERREGH, (R B 115t RS 106K i (S RS YIS dovaeE et o
the 15 decryption server (anonynous decryption
sywhergin thadvdtsngpsowicdedcwivich thn danrnypt tondidR&NSames from the
wherein a voter term nal having therein no encryption

decrypei@nssdryer,CONOALH @@td Qe tabhienbihcall %_eﬁferd\rlrgfain{rejﬁ candidate
encryption server includes a re- encryption neans,

nameWhereas the authentication server includes ID
coalition neans and a conmobn-base-signature creation

wmsqeans. 20 [0016]

In a preferred embodiment of the anonymous electronic voting system of
the first aspect of the present invention, the voting server is connected to the
decryption server (anonymous decryption system), and is provided with an
encryption means, wherein a voter terminal having therein no encryption means is
connected to an authentication server. The encryption server inciudes a re-
encryption means, whereas the authentication server includes ID coalition means
and a common-base-signature creation means.,
f0016]

In the above configuration, the voting server transmits a combination of

plaintext candidate name and encrypted



In the above configuration, the voting server
transmts a conbination of plaintext candi date nane
and encrypted 25 8 candidate nanme to a voter
term nal having no encryption nmeans. The voter
term nal having no encryptjon neans transmts the
encrypted candi date nane corresponding to the
candi date nane el ected by the voter via an ) )
candidaip oayp €4 orotseicpsinabhavang pe cepyptipgrnengst Hee wiggrigipiag having no
candi date nanme. The voting server decrypts the
encrypli@f eiedfd nanghiypitederdaimed yanthidng name avorypmidng to the candidate
decryption system [0017] In addition, a voter
mame A o P AT S Bk O RAkcRbred candidate
rtifjcation,dthe ayt henti.cation §%%ve&'gonverts t he
name. (1 sYOUnErFErYETadeer YRR NG FESEY L atiCOW ¥ 8% OF Jtffisnah 44 gnymous
ID by using a ID coalition neans, and transmts the
decryp@omgysieati on of | D and voted contents by affixing
thereto a common-base digital signature to the voter
[0017]term nal . Thus, the authentication server certifies
based on the digital signature of the authentication

SR" ¥RfudDa o RERFADHavir! hd féoﬁﬁﬁ&—ﬁ%e‘[%%%& {Beation means

using an’ existing authentication base.
According.to a second ect of Hgﬁ resent
perforepi {AlararihizaL B pEPERl e caao- die 2T eaves comsrs dhe voter
~voting system conprising: voter_term nals_connected
ID in g slesearganitetion injor g coameenypasedR Bemgime ¢ AP| ediitign aneans, and
first data conversion neans (206) for creating a
transmit Rtco@idikayiph o6 ID pad aort eobntkniks beatiixing thereto a common-base digital
signature to the voter terminal. Thus, the authentication server certifies based on the digital
signature of the authentication server that the personal certificate is performed using an
existing authentication base.
[0018]
According to a second aspect of the present invention, there is provided an
anonymous electronic voting system comprising:
voter terminals connected to a network;

a first encryption server including a first data conversion means (206) for creating a

first encryption parameter for each
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9 of the voter termnals frompublic informtion,
and transmtting the first paraneter to the voter
term nals; a second encryption server including a
second data conversion nmeans for 5 creating a second
encryption parameter, and trnsmitting the second
paraneter to the voter termnals; a voting server

of theorvotec efevinigaiendromt edbliot iinfprdedidord,r @mdt hean@ti®fing the first
termnals to create a list of effective encrypted

paran¥Qb} 0@tk 8t riepmANRg received encrypted voting
data, and transmtting the created |list of the

effective encrypted 10 voti data via the network;
ot SR PO arvar PordiBerd seron Rl pPSYS3ion means for
the effective encrypted voting data received from

creatiiged $o¢THY CRAFPEION p@r@fl@tﬁtﬁa@g ltragsmgttipg dhetsegond parameter to
candi date names rearranged fromthe list of the

the vefet eetmitlgncrypted voti ng data, wherein: the voting
server receives the plaintext candi date names from

the v&éngeﬁéﬂ@}i s 2%5%%?%: QnEx‘E}Jg’té(d V%ﬁggr astl t8om fhe voter

based on"the receiv ext “candi da names: an

.1 voter termnals.each include an encryption neans )
termipgf Ontrapht frigst 9%??@5%88&%%%&%%6%ﬁlyﬂttﬁefr«rmr%mong received
and second encryption paraneters to create encrypted
encrypgrd Wotingtdataaned transomitting tthe caziedpisdot tid affeddva encrypted
to the voting 20 server. [0019] In a preferred

votingriodivietie aétvidi&; ananynmous el ectroni c voti ng system
of the second aspect of the present invention, the

VOL i DL rFFTiYAT sdRCk VRS dbBS dddStine list of the effective encrypted

voting data received from the .Voting server, to create a list of plaintext candidate
names rearranged from the list of the effective encrypted voting data, wherein:

the voting server receives the plaintext candidate names from the
decryption server, to tally voted results based on the received plaintext candidate
names; and

the voter terminals each include an encryption means for encrypting
voting contents based on the first and second encryption parameters to create
encrypted voting data, and transmits the encrypted voting data to the voting
server.

[06019]

In a preferred embodiment of the anonymous electronic voting system of

the second aspect of the present invention, the voting server includes the first

conversion means instead of the



conversion neans instead of the 25 to encryption
means in the anonynous el ectronic voting system of
the first aspect, and includes the second conversion
nmeans i nstead of the re-encryption neans of the
encryption server in the ggonymous el ectronic voting
~system of the first aspect,“and the voter term na
: i ncludes an encryption neans (encrypted-data : )
encryptipe atenoninmbe as)ny@B2dictionict yesing spvismed sheefiest asnseli and includes
voting system according to the preferred enbodi nent
the sec®hd cbh@rsi6s adna sReat oftthera@idrgionanstdl ofehd aidiBption server in
part of cal culation necessary for encryption

the amgnr £S5 Sl08oRE v%ﬁi’qg %{gslt‘%xﬂ 9f ﬁﬁ%%ge&,yanﬁsﬁh@ goti'ep Fe}’tfrﬁrfaf Includes an -

nver s on neans ransmt resul tan
encrypting par ter to the voter termnal, and the -
encrypiiAe mggng GROYE AL EHIYA PGS her f or s @ part of
cal cul ati on necessary for encryption processing of
[0020% he voting contents by using the second conversion
" nmeans, to transmt the resultant encrypting paraneter _
11 thO8non¥BiRE dldtiinialotinkhe sté@l R tordipnb N piefridssmbodiment of
addition to the voting contents, the first
conversion r. ' f k ' :
the se R “ShRr et pel EE Pt d PRI ST SRR 18 Weryption
anr%ption server in the enc&¥g%§d-data.creation

procesgipgnd thy P ORIRIS It JANGOIF st GARYETSipERReApS & transmit the -
THE I NVENTION [0021] Il  The. anonynous el ectronic o
resultant tehenypys tperansficrt toe ther esen terinmadnando thegetsirgritnn gggver similarly
advantage that the electronic voting can be performed
perforf @Ml SMaAcll@MbnCRecessary for encryption processing of the voting contents by
using the second conversion means, to transmit the resultant encrypting parameter to the
voter terminal. The voter terminal inputs, in addition to the voting contents, the first
conversion result received from the voting server and the second conversion result received

from the encryption server in the encrypted-data creation means to create encrypted voting

data.

EFFECTS OF THE INVENTION

[0021]
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having a small storage capacity and a | ower

processing throughput. This is 5 because all the

encryption processing or the conversion processing

having a | arge conmputing anount in the encryption

processi ng need not be executed by the voter

termnals. [0022] In addition, the anonynous

elfdet £100n yanves ehgtsysterntbfy thachr 86 e prdlnt MYRBitidachieves

achi eves an advantage that the secrecy of the vote

d f the voteti.s I .

an adgé’rﬁ.agg ﬁ%@”trh% ef‘e\é?ﬂmlb V(;lj?ﬁ% € bl PQ%MSQEQY%%E?M a device

evi ving a snall storage capactiy an
._processing throughput. Thjis i.s because the decryption L
havinre SRRl (flpFghs GADOORT rthe dalG™ee PRFoTREdUyIWReL.  This is
decryption server, and thus the correspondence
becaugrelidds encigptnorpipressinptariedatry casiont procpbsingthenting a large
cannot be known even after all the 15 encrypted

computdid Aot dnahe AREYYRLLPradskhesause HbdPéaddteX by the voter
voting contents are encrypted by both the voting

terminy®¢ ver and the encryption server and thus each of
the voting server and the encryption server al one
[002 ﬁannot decrypt the encrypted voting data. [0023] 20
2l an anonynous el ectronic voting systemof a
preferred enbodi nent of the present invention, the
véri adgdidam.béhef ieerwdowki ¢tlecproeventotigg amystem of the present
unjustified vote even if the condition wherein al

inventidie achROcQraf 88van@ gk abhs iy e€crelytdterheCOMDOEar?Be 8cured even
publ i c-key authentication base is not established.

if the 18t id ‘?)e%?ﬁl%%leb?rb Slagﬁteoﬁaq;iﬁg a small storage capacity and a lower

processing throughput. This is because the decryption of the encrypted voting
data is performed by the decryption server, and thus the correspondence between
the encrypted voting data and the plaintext cannot be known even after all the
encrypted voting data are decrypted and because the plaintext voting contents are
encrypted by both the voting server and the encryption server and thus each of
the voting server and the encryption server alone cannot decrypt the encrypted
voting data.
{0023]

In an anonymous electronic voting system of a preferred embodiment of
the present invention, the voting can be effected while preventing an unjustified
vote even if the condition wherein all the electorates are registered in the

common-



10

15

20

25

having a limted certification nmeans in a specific
organi zation can be verified by the authentication
server, and the voting data thereof is affixed with
the digital 5 signature of the authentication server,
whereby the data can be veriiied as such by the
voter verified by the authentication server. BEST

. : /| THE . 002 10 Ne
puer AFEES, FEER SO N5, O T LMENLEN 0024 a0 corae

havi be ﬂﬁﬁcr'bedﬁ;n .detail wth reference to the o

aving gy b‘-‘sA CerdHreAtion Iy B SAPHEIR Preanjzation sensbe Nerified by
configuration of an anonynous el ectronic voting

the awdhentemtids secoor dindgtlo vatihigr ddtactiiooch frentfiked heith the digital
present invention. This anonynous electronic voting

signatﬁyéb@mhienz‘}dtﬁgﬁﬁcﬁﬂbﬁrsetreéﬂ”i \ﬂﬁkﬁ:bjyoghe 430 480G %‘gﬁfied as such
140, 150 having different conponents and processing

by theéﬁc%t%i’%?ﬁiesd b tﬁgtaiur‘g erggcga’ fdn gé/r%tei ng server) 200, an

enticati on server encryp{ion servers 400,
410, 440, and an anonynous decryption system 500.
The encryption servers 400, 410, 440 are 20 connected
to the voter termnals 100, 110, 140, respectively. A
BEST\WMOREY KIRMDABRR Y EX{GsOUTh TiHHe INMENTIOOh fromt he
voter termnals 100, 110, 120, 130, 140, 150 to the
[0024yoting center 200, 25 13 and include a direct
connection of sone to the voting center 200, and a

;Wﬁ;%%%{%gng%té?@z@%gEBQF thveo;tni'e%%ng ?Q\tie%rtiozno%iﬁi t?e tclle;]s(:"cribed in
detail with reference to the drawings.

[0025]

[First Embodiment]

Fig. 1 shows the configuration of an anonymous electronic voting system
according to a first embodiment of the present invention. This anonymous
electronic voting system includes voter terminals 100, 110, 120, 130, 140, 150
having different components and processing throughputs, a voting center (voting
server) 200, an authentication server 300, encryption servers 400, 410, 440, and
an anonymous decryption system 500. The encryption servers 400, 410, 440 are
connected to the voter terminals 100, 110, 140, respectively. A variety of modes

exist in the connection from the voter terminals 100, 110, 120, 130, 140, 150 to

the voting center 200,
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and a parallel connection including the direct
connection and the connection via 5 the

aut henti cation server 300. Here, two or nore of each
voter termnal 100, 110, 120, 130, 140, or 150 nay
exi st, although not illustrated for a sinplification
purpose. In addition, a single voter term nal may be

and 1?19[1%“ e%l}%tacﬁhﬂg%ﬁonegy%q}léo o E\éﬁr glageacef%er 200, and a

[uralit voter term nal's may
rypti.on server. Moreaqgver, the encryption
°°nne§EP3e?f aFFTE e thit NeHPECSintEh 208 Vi he| guthgptisgéiont gerver 300,

on a conmon server. [0026] First, the configuration
and agfaredehcontertiorrintvalling 0Be didd;t &@Meclid, addi®he cdhfection via
wi |l be described. [0027] 15 The voter term nal 100

the autRehtictasoRservep|3a). URieke 1o o8 Wedrcast Sadi §9{e%ytenﬁ{h 1100, 110,
i nput unit 102, such as ‘buttons and a keyboar &

i si de rii o] 0

120, gg%ngg?e ! ﬁlhago ?%% sgP§§$Q£5% %% %ﬁgﬁplggiloﬂn”ﬂlﬁcauon
server %g? and enc yption server 400 via a

PUTPO R i 2AMHGH- 19 EMBIS. VOrGOSENMInRY TRE bt eonnasted el a single
110 includes a display unit 111, such as a display,

encrypimon iSepusr, mi a plum,htsumﬂwasrbermmsls angly dckeybaated to a single
and an intra-organi zati on-base- signature creation

encrypRen Sedvle3, Mlﬁlebﬁelc%@%ﬁc@?pﬁ@nts@?vé&oﬁﬁ@ghé%ﬁﬁ?é'nt?rgl%on server

aut henti cation server 25 14 00, and encryption
Inayoﬁ@ﬁﬁ@ﬂnﬂ&goﬁhﬁoﬁQﬁr&onn“n'Cat'on line etc.
[0026]

First, the configuration of each voter terminal 100, 110, 120, 130, 140,
150 will be described.

[0027]

The voter terminal 100 includes a display unit 101, such as a display, an
input unit 102, such as buttons and a keyboard, and a device-side certification
means 103, and is connected to the voting server 200, authentication server 300,
and encryption server 400 via a communication line etc.

[0028]

The voter terminal 110 includes a display unit 111, such as a display, an
input unit 112, such as buttons and a keyboard, and an intra-organization-base-
signature creation means 113, and is connected to the voting server “200,

authentication server
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[0029] The voter termnal 120 includes a display unit
121, such as a display, an 5 input unit 122, such as
buttons and a keyboard, a device-side certification
means 123, and an encryption neans 124, and is
connected to the voting seryer 200 and

aut hentication server 300 via the conmunication |line

C v . inal 130 j.ncludes a displ ay
300, sfitioncy SISk PP LA BREL DR dmati RSB, 135
uch as buttons and a keyboard, an
[Oozgfntra-organization-base- signature creation neans
133, and an encryption nmeans 134, and is connected to
t Fiéhevpoiongesmivar 1 20Gnehdecaut Hesplay amioh2 esveli a8Q0display, an
via the communication line etc. [0031] 15 The voter

input G8TtM 7Rl suld0a4 BatieAeard 8ileRba%rdini He@ﬁ%»siﬁ‘éc&rg?ic%tion means
di splay, an input unit 142  such as buttons and a

123, P8 AN SRR OAREL L AL TP B B 200 an

encryption server 440 via the comunication |line
authendicatiqmperypr 398 Relby ABRMUBIGATHE 105G ncl udes a

di splay unit 151, such as a display, an input unit
[0030]152, such as buttons and a keyboard, a

comon- base-si gnature creation neans 153, and an

ety PhicPNefMatl 15¢ indRdct S GRMISFLEG i]@l,t E‘@cﬁ’%&ia{lgisplay, an
server 25 15 200 via the conmmunication |ine etc.

input unit 132, such as buttons and a keyboard, an intra-organization-base-

signature creation means 133, and an encryption means 134, and is connected to

the voting server 200 and authentication server 300 via the communication line

etc.

[0031]

The voter terminal 140 includes a display unit 141, such as a display, an
input unit 142, such as buttons and a keyboard, and a common-base-signature
creation means 143, and is connected to the voting server 200 and encryption
server 440 via the communication line etc.

[0032]
The voter terminal 150 includes a display unit 151, such as a display, an

input unit 152, such as buttons and a keyboard, a common-base-signature creation

means 153, and an encryption means 154, and is connected to the voting server
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[0033] The voting server 200 includes an

el ectorate-list data base 201, a 5 conmpn-base

signature verification neans 202, an encryption neans

203, and a storage device 204, such as a hard disk

drive, and is connected to the voter termnals 100,

110, 120, 130, 140, 150 and authentication server 300
200 v thel ENMR@ARALNG £ @lnleQitc] i ne etc. [0034] 10 The

aut henti cation server 300 includes a server-side

[0033 ertification neans 301, an _
ntra-organi zati on- base-si gnature verification neans
3%%1 a common- base-signature creation neans 303, and
ant 06D YIS t $9NChedfS Bodudpposm) elpgioratrsiippt flate base 201, a
servers 400, 410, 440 include re-encryption nmeans
comma@ihasel§ gddture MFificasprohbaed 02[ @03&]cr¥htion means 203, and a
devi ce-side certification nmeans 103, 123 of the voter

storageefdvital 2800 sucl 24 GONHHDI Ggk edMyt h ahlieisSebNRECISHIR the voter
certification means 301 of the authentication server

. t t [ tifier.qf the vpter ogperatin .
terminghd S, (PP, 1P8 | OO0 A0 718 b d B Ric AR, Yk vk 505 via e
communi cate with the server-side certification neans
commypicagion; Hge gig-nent i cati on server 300 to notify the
aut hentication server 300 of the identifier 1D of
[0034} he voter | operating the voter terminal 100, 120. 25
16 [0037]
The authentication server 300 includes a server-side certification means
301, an intra-organization-base-signature verification means 302, a common-
base-signature creation means 303, and an ID coalition means 304.
[0035]
The encryption servers 400, 410, 440 include re-encryption means 401,
411, 441, respectively.
[0036]
The device-side certification means 103, 123 of the voter terminal 100,
120 communicate with the server-side certification means 301 of the
authentication server 300 so that the identifier of the voter operating the voter
terminal is verified to be IDj, and communicate with the server-side certification

means 301 of the authentication server 300 to notify the authentication server 300

of the identifier IDj of the voter j operating the voter terminal 100, 120.
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The encryption neans 124, 134, 144, 154, 203,
provided in the voter termnals 120, 130, 140, 150
and the voting server 200, receive an encryption 5
public key Y and a plaintext voting data v, and
out put encrypted voti ng dat B0 E(v) obtalned by
encrypting v based on Y. [0038] The re-encryption
[0037heans 401, 411, 441 of the encryption servers 400,
410, 440 receive the encryption public key Y and

endiey Rheey ptadd NHc sl a 2( V)34 and4, 1G0uppit prov1ded in the voter
re-encrypted voting data E (V) obtalned by

Aer [ E e
termmea % 1)aé[btﬁr g%gm Z%’fl i koi;slBSI %‘%g%lur eoé?%a% | ‘6‘?1r gtggngeﬁ@e qm gncryption
the voter termnals 110, 130_receive the
Pubhcelﬁ%% ypeBd a/plai R X AALE drte Vi pRd SUEREasn Zapteshvoting data E(v)
identifier 11Dy of the voter j and a signature
obtaingdilyateckwyinesedrastd bayyY. dj, and 15 output a digital
signature Sej for the data (E(vj), 11D) directed to
0038} he organization of the voter j. [0040] The
I ntra-organi zati on-signature verification neans 302

h henticatiop,se celves encr
vo}tl'lg ng eé%? ERU A nt?g’ %rg’aﬁgg&fl § enﬁﬁyﬁ’ta‘é?]# Veé? 400, 410,
1Dy, intra-organization digital signature Sej and
440 r%&w.t@ﬁt PREFYPISID PuRby PPy ¥nan{ rhgexPidevAingodataok(v), and
Sej is correctly calculated for the data (E(vj),
outputl tebphcryipase dooimgt detadi'gvataineinedbby enkeyptijig E2D) Based on Y.
[ 0041]
[0039]

The intra-organization signature creation means 113, 133 of the voter
terminals 110, 130 receive the encrypted voting data E(vj), intra-organization
identifier IIDj of the voter j and a signature private key (secret key) dj, and
output a digital signature Sej for the data (E(vj), IIDj) directed to the
organization of the voter j.

[0040]

The intra-organization-signature verification means 302 of the
authentication server 300 receives encrypted voting data E(vj), intra-organization
identifier IIDj, intra-organization digital signature Sej and verification public key

Pj, and judges whether or not Sej is correctly calculated for the data (E(vj), IIDj)

based on the signature public key dj.
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The common- base-si gnature creation neans 143, 153 of
the voter termnals 140, 150 receive the encrypted
voting data E(vj), conmon identifier 5 CID of the
voter j and signature private key dj, and output the
conmon- base digital signatpyre Sej of the voter j for
the data (E(vj), CI D). [0042] The
[0041£onnnn-base-signature creation nmeans 303 of the
ut hentication server 300 receives the encrypted
voting data E(vj),.comon identifier CJE{ of 10 the
Vot §ommd-SptfraianadusubsTeativay meator 14he 153 of the voter
aut henti cati on server, and outputs the comon- base
termirdhilgi 14, sh@nateive Bek eabrgftedvodeng jddtarE{Ve, datmnon identifier
(E(vj), D). [0043] The common-base-si gnature
CIDj ¥€rthbi €&fek G afB AN 4AR Opril R K@%"c{]g a‘}ﬁsnbﬁ{ ut?B common-base
a'E(v]), é%nnnn

receives the encrypted voting da

- . jdentifier .Cldj, and . n- e.djgit.al
dlgltais ?%ﬁlaa% llﬂrree§ @e‘%ﬂha?n?ﬂo%ﬁdégg %gﬁn@f@e ?ﬁg"rj)ﬂg?b@ek is
correctly calcul ated based on the signature private
[0042key dk for the data (E(vj), CID). [0044] The
correspondence between the intra-organic identifier
| e awothmhbe-bmersignaiwtentidatikm Ch&dnd S3egifsties efhithbntication
“the ID coalition nmeans 304 of the 20 authentication

serverSEHY 86c R8s l@i@deliiérygfbd %%Egﬁg‘i%ﬂgwgg%BHIM’EGFH‘%FI CIDj of

IS input thereto, corres nmon 1 den

e oGP PR T B RSSO TSP i
the co?nrlr(i(r)gpi)tziisgndigital signature Sek of the voter j for the data (E(vj), CIDj).
[0043]

The common-base-signature verification means 202 of the voting center
200 receives the encrypted voting data E(vj), common identifier CIdj, and
common-base digital signature Sek, and judges whether or not Sek is correctly
calculated based on the signature private key dk for the data (E(vj), CIDj).
[0044]

The correspondence between the intra-organic identifier IIDj and the
common identifier CIDj is registered in the ID coalition means 304 of the

authentication server 300, and if an intra-organic identifier 1IDj is input thereto,

a corresponding common identifier CIDj is output therefrom.
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public key Y in accordance with the default
information input fromthe outside. 5 If the |ist of
encrypted voting data E(vj) is input fromthe
out si de, the anonynous decryption neans 500 decrypts
the list of E(vj) and outpuig the list of the
pl ai ntext voting data vj rearranged at random and
[004 ihe data certifying presence of the one-to-one
orrespondence between the [ist of the input EU and
out put vj . 0046] 10 The
i rﬁ}f‘a%?l@érﬁpgetqe&ﬁyeﬁiaﬁaﬁywén Y ¥atieghenBRAOUEPBLs 3B Fncryption
of the voter termnals 110, 130, the
publicc bayron-ibaseosid gmext swich theateifoult ria&mndﬁk&; Ibpuofrdmehe outside.
voter termnals 140, 150, and the

If the @QW%@??& | gRFhsldatL 8@})' 1@ﬂnﬁﬁa@ﬁ)n§(€§e %fllt51'iillaethe anonymous
aut henti cati on server 300 ‘each are provid d

ital an he;
decry;?tﬁ ?I?a grgﬁsgngdz(gtﬂ{%ﬁ éilsgngé 31:1%" Ve {ngafl?% % %Z%St of the
) of t he 15 aut hentication server 300 and the o
plaintgxiwphingade 7 gratrgracy af irpneem, gRdribardatpgprtiffingeresence of
voting server 200 are provided for verifying the
the ondiigi-vat corgrabndencAbedigint tle Bsgnhthe enmsi BG) and the output vj.
comon public key, such as RSA encryption, nay be
[004g]sed as this digital signature. If the RSA encryption
|s used here t he S|gnature Sjv of the signer j for
cal cul at ed the V a tu
205y o Beoriely et Hefa e B Aor RN bRt The voter
elatlonshlp 25 19 S v=vAdj nod n, and the :
terminglynayr B3 el icOMMBR-hasestiapanye Wicptipar meenedi43,153 of the
the following relationship holds: 5 §jv*ej=V nod n,
voter terminals 140, 150, and the common-base-signature creation means 303 of

the authenticatien server 300 each are provided for creating a digital signature.
On the other hand, the intra-organization-signature verification means 302 of the
authentication server 300 and the common-base-signature verification means 202
of the voting server 200 are provided for verifying the digital signature. A
digital signature using a common public key, such as RSA encryption, may be
used as this digital signature. If the RSA encryption is used here, the signature
Sjv of the signer j for the data V is calculated by using the V and signature

private key dj of the signer j by the following relationship:
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by using the V, Sv, and verification public key ej.

It is to be noted that "A" neans the synbol of

rai se-power, and thus V'dj neans the result of

raising Vto the dj-th power (i.e., V). [0047] 10

Here, dj, ej, and n are intpgers expressed by: n=p X

g; and di X ej=1 nod (p-1) X (g-1), for two prine

f Lgﬁﬁdﬁ (gnq. A pair (dj, e) which is unique for

each signer 1S’ created for each signer j, and dj is

held. in secrecy by the each signer j whereas a 15 )
and the; signatugs ) ved gD, gspyBrFessiwly epstfosmeds ifhghe following

identifier IDj of the signer j. For verification of
relatiartsdighghdt:ure, a verification processing i s conducted

by retrieving the correspondence between the open

I E"v&ﬁ&\(ﬁuxph) to obtain the (n, ). The dj  1is
: re#erred to as signature-creation private key whereas

. N,veia., i S. . neferred.to as..signat.ure-verificatio nos
by “Stéﬁgltuiﬂ‘% Xeﬁ"’z%nﬂoﬁ%fw%ﬂ%ni TS KP8rcr DRt {5 tp e Boted that

i ntra-organi zati on-signature creation means 113, 133
meansyihg $HRPAL 8f garFczpe Ven- a1 ke Ve dy angusctre myubeahsaising V to

302 is an intra- organization identifier, such as an
the djehployere(icod® “Jopen to and used in only the interna

of a 25 20 specific organization. Thus, it is
[0o4Mmossible that the identifiers allocated to different

persons bel onging to different organizations are the

S%ﬂa‘%e,l a,’ej\,l\ggcri%agre integers expressed by:

n=p X q; and

dj Xej=1 mod (p-1) X (g-1),
for two prime factors p and g. A pair (dj, ej) which is unique for each signer is
created for each signer j, and dj is held in secrecy by the each signer j whereas a
pair (n, €j) is open to public in relation to the identifier IDj of the signer j. For
verification of the signature, a verification processing is conducted by retrieving
the correspondence between the open IDj and (n, €j) to obtain the (n, ¢j). The dj
is referred to as signature-creation private key whereas the (n, ej) is referred to as
signature-verification public key.
[0048]

The identifier IDj in the intra-organization-signature creation means 113,
133 and intra-organization-signature verification means 302 is an intra-
organization identifier, such as an employee code, open to and used in only the

internal of a
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the correspondence between such an identifier and the
identifier of the electorate 5 (such as electorate
nane) registered in an electorate list is not
necessarily open to the public. The conbi nati on of
the signature-verification public key (n, g)
corresponding to the 1D may be open to only the
specifidll §f iz Oﬁ.hel" Jagy zat P?E‘m@?e Mﬁltl theﬁoig.%ghfle}g) ocated 1o
t he ot her hand, e Identffier e S|gne as
conmon- base- si gnat

differ%fl lg?liaséﬂg ﬁ%eéﬁgéifilgsto %ggfer%sor&@&matwns are t e same IDj, whereas

comon- base-si gnature verification neans 202 is

A'the cogfeseiopdepen bebwetie spablancideatidiarhasl tse dadifiemof the electorate

identifier which-is not allocated to different

(such pereseatsratk faon &pid i pter o1t Eludhrhgebﬂﬁatecﬁmnnétd@éﬂeisgéﬁgf open to

is registered in the electorate |ist database 201. 1

the pﬁﬂ@ém Tmecgﬁmlﬁsflﬁhdsf qggt glnggseeoy 805040 ml@gkey (n, <)

of the voter termnals 1 e server-s

certificat nmeans 301 of .the au hentlca i on_server
corresgapding g 11%3Péefaa¥d°epei>%r%%ﬁws%ﬁaqnt%wﬁ iof thgt grggnization as

Here, the personal certification based on an
well. | D-character train and a password, as well as the

personal 20 certification based on an term na
[0049jertificate in a cellular phone systemcan be used.

[0051] 25 21 For perform ng personal certification

b35eeh OBk ehel%%@@%hﬁﬁ etrrIE[‘jl_]roaf"girjeg %%ep%ﬁswmgﬁ as (tn €j) in the

correspon ence betwe zatTon

ntifier of th
common ase-signature crea‘uon means 143, 153, 303 and common-base-signature

verification means 202 is widely open to the public, and thus is a common
identifier which is not allocated to different persons. Information including the
common identifier is registered in the electorate list database 201.
[0050]

The device-side certification means 103, 123 of the voter terminals 100,
120 and the server-side certification means 301 of the authentication server 300
are provided to perform personal certification. Here, the personal certification
based on an ID-character train and a password, as well as the personal
certification based on an terminal certificate in a cellular phone system can be
used.

[0051]
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voter and the password is regi stered beforehand in
t he authentication server 300. 5 The device-side
certification neans 103, 123 transnits the
intra-organi zation identifier 1D of the voter,
input via the input unit 1021 122, to the
aut hentication server 300. The server-side
cdrdri pérdatmory peassuhaB@Eriifichiionsbdskdton hke 1BCehy@dter train and
1D is included in the [ist of intra-organization

the pals§@BEd [ RS SoMBLSdh R M RIWRER B in%f-Qfg}ﬁﬁgt’ior?riggﬁt?ﬁer of the
random nunmber ¢, and returns the same to the voter

certificatjon

vt T30 AL SRS S S L e 30,

i nput unit 102, 122 and the random nunber c into a

The deyaee-pidtcrcrolicatgshmegnsidl. dRd fwmamits tthe intra-organization
resultant output value r to the authentication server

identiB00 IIIThef sler vetersiigiguiceiat fhki i@t @nitTe@®s1 BD1io the authentication
retrieves the pw corresponding to the [0 fromthe

server! 8686, Oofnt %rhﬁ-ﬁﬁeoﬁ%migﬁﬁéﬁ!ﬁléﬁﬁ%Bi'&f]ﬁfﬁﬁﬂéﬂ that the received
passwords by using 15 the Il Dj as a key. €

. .server-side certification neans .301 in t he. pw and

11D i SRR, e RS U e G- ERIERUBD "GaAR ek hieh e Tegistered
recogni zes the voter operating the voter term na

beforehgpd] gocaiss rardemt eembge st iahidetvgnst the $amp toithethger terminal
resultant output value coincides with the value r

100, 2@t uMheddévienrdiie oeptiticationnineahs 108, 1220ind193BE padOword pw
In the present enbodi nent, the techni ques descri bed

: i : e Pupl i [ e l e, .

e T BTy ot g h O yubitey 2 L €y hunciion,
provided in the voter termnal 120, 130, 150 and the,

such (S GAd 2at el Ths e TepbltrE Seny 5 h T fhdRS asgaen tigpiion server
441 provided in the encryption server 400, 5 410,

300. 4A@, savarshie gadnfiapaen deeanspbidnressisvemtB® pw corresponding to

the IIDj from the list of the intra-organization identifiers and passwords by using
the IIDj as a key. The server-side certification means 301 inputs the pw and ¢
into the hash function, such as SHAI1, and recognizes the voter operating the
voter terminal 100 120 as the voter identified by the IIDj, if the resultant output
value coincides with the value r returned from the voter terminal 100, 120.

[0052]

In the present embodiment, the techniques described in
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200, thekaghlryption whedrs 401,54 Bn 441 pgevidedHe Wei énctypaAbhGRrver 400

[0053] If the techniques described in the Patent
Publication 1 are used, upon input of the security
paranmeters (pL, qL, t) and session ID fromthe voting
center 200, the anonynous decryption neans 500 wil |
create the public informatipn (p, g, 10 g) and a
private key X based on the (pL, qL t), output the

o R PR, 0 B, B By Bl s 12

same to the voting center 200. Here, p and q are
133, 1t5ﬁe 293 restided infthel wigalterremel 20, 330, i@ and the iveging server
factors defined by the follow ng rel ati onshi p:

?

whi ch creates the subgroup of orders g in nodulo p.

410, 440€ aRk tﬁ@%n%yﬁ{&st@@crkgﬂ%ﬁggfeﬁ% prinme factors p

and q, and the t is r of repetition tinmes
[OOSBfO be used for creation and verification of the data
n order for certifying that a correct processing is
perfornmed for the change of the sequential order.
The tBesisicbpiqupsi desgribeibrini tieePatent Biblicaidonshiarg used, upon
the object for 20 the processi ng. Exanples of the

input objlectedwrityppoaesseng(pDcqlde) fh@etisdondD &om the voting center
prefectural governor and city council nenbers. 25 23

200, tﬂ@ﬁn@%‘oﬁs lfﬁléuypﬂlén Ql%zﬂisn%’() ﬁﬁmﬂ JrQStedﬁfé d%t%l'l@ m}%q‘}{laxmn P, 9,

by calcul ati ng: _
g) andfz}g)mvaée tkﬁgrgﬂ%a%g Sorggf%\g\pmﬁ,_ q?eb)jﬂsuetlpggttﬁg p% ]1rcal?1 ormation (p,
g, g, Y) after adding the public key Y to the public information, and return the
same to the voting center 200. Here, p and q are the parameters of ElGamal
encryption, and are prime factors defined by the following relationship:

p=k X q +1,
where k is an integer. The g is a source which creates the subgroup of orders q in
modulo p. The pL and qL are the length of the prime factors p and q, and the t is
the number of repetition times to be used for creation and verification of the data
in order for certifying that a correct processing is performed for the change of the
sequential order. The session ID is an identifier for distinguishing the object for
the processing. Examples of the object for processing include election of a

prefectural governor and city council members.
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The encryption neans 123, 133, 153, 203 receives the
public information (p, g, g, Y) and plaintext voting
data vi, and outputs encrypted voting data E(vi).

The E(vi) is expressed by the pair (G, Vi) by
calculating: 10 (G, Vi) _ 49Ar nod p, vi X YAr nod
p), where r is a random nunber selected at randon1for

The pﬁ@ﬁc @Jeg gtlg)&ltbta\_/l 'dr}%rqﬁ% ebly tl%l’l ?é%%}( lbg/ aaﬂglé{agf)n%

e prese
certlflcat that the encrypted voting data is
cﬂ@%%é%fﬁ?§é$ legitimately knowing the r. For 15
: exanpl e, after generating a random nunmber si in the
wheredherdegptrypnionfkeyi X isheramivdo munnberbehiobeisi §dleaticidoat random from
data a i and ti are created by using; a i=g"si nod p;

them&ﬁ};—éﬂ@%]&ﬂ g, 9, Y, G, Vi, ai); and ti=ci X ri+si
nod p. 20 fﬁls certificate can be verified by

[0054£alculat|ng ci=HASH (p, q, g, G, a i), and by

xam ni ng whet her or not the follomﬁng relationship
hol ds: 25 24 g"ti .. Here,
HAdY ¢RcTygliog, mvan§3123v13 a 11 3=|?é)3arwuw tist anhbg ipjormation
inputting p, 9, g, Y, G, Vi, and ai into the hash

(p, q, funtit amd ,p1$im¢dfxta$otﬁr@\113t25\z[1 05)15@]011@51&5 rerceneieypt ol data E(vi).
means 401, 411, 441 receives the public |nfornat|on

The E(‘ﬂ) is expressed by the pair (Gi, Vi) by calculating:

(Gi, Vi) = (g*r mod p, vi X Y r mod p),
where r is a random number selected at random for the plaintext voting data vi.
[0055]

In addition, it is possible in the present embodiment to create a certificate
that the encrypted voting data is created after legitimately knowing the r. For
example, after generating a random number si in the encryption of vi, the random
number verification data « i and ti are created by using;

« i=g”si mod p;

¢i=HASH (p, q, g, Y, Gi, Vi, a1); and

ti=ci X rit+si mod p.

This certificate can be verified by calculating:

ci=HASH (p. q, g, Gi, «1), and

by examining whether or not the following relationship holds:
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g, g, Y) and encrypted voting data E(vi) _ (G, Vi),
and outputs encrypted voting data E (vi). E (vi) is
expressed by the group (Gi, Vi), and is obtained by
calculating: 10 (G, V‘i)= (G Xg*rs nmod p, Vi XY's
nod p). Here, s is a randompunber selected at random
for the encrypted voting data E(vi). It is to be
not a e foIIo ng equation holds: (Gi, Vi) =
&&ﬂ t{rﬁ‘}g Pyrs mod p) _ (gMr+s} nod p, vi

X Y%%é+s} nmod p), 15 and_the plaintext voting data vi

Here,cHi (@bﬁaugae‘é B> MloceBsisngy velwa pbiiingd &y inpudtingims q. g. Y,
decryption processing conducted to E(vi). That is,

Gi, ViElwid) cdndtdEtie hpslc fimndieon,Ssuuh ay BAr.eated for t he
decryption processing thereof. [0057] After the

[0056yot|ng center 200 inputs the list of El= (G, Vi) and
session ID 20 into the anonynnus decryption system

i TG L1 B B o .

_% , &, , \2 and decry%élon ke 25 25 X specified
9, & ﬁap ESEERICINV N slagr Féyvir nd Gind 1) aad eptpligiemcexpted voting
voting data vi, which are rearranged in the order at

data E'endomE‘dnd) tihexgaeidcd oat itlon gaua, (@H] chi),cendiifsi 8btained by
presence of the one-to-one correspondence between the
calculghﬁg_ of (G, Vi) 5and the list of vi, to the voting
center 200. [0058]

(G'1, V'i)= (Gi X g”s mod p, Vi X Y"s mod p).
Here, s is a random number selected at random for the encrypted voting data
E(vi). Itis to be noted that the following equation holds:
(G'1, Vi) = (Gi X g”s mod p, ViXY"s mod p)

= (gM{rts} mod p, vi X YMr+s} mod p),
and the plaintext voting data vi can be obtained by processing E'(vi) similarly to
the decryption processing conducted to E(vi). That is, E(vi) and E'(vi) can be
similarly treated for the decryption processing thereof.
f0057]

After the voting center 200 inputs the list of Ei= (Gi, Vi) and session ID

“into the anonymous decryption system 500, the anonymous decryption system 500

decrypts the list of (Gi, Vi) based on the public information (p, q, g, Y) and

decryption key
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The techni ques described in Patent Publication 1 are
used as the nethods for creating p, q, g and X
decrypting the list of (GL, Vi), rearranging the
order thereof, certifying the presence of the
one-to-one correspondence bgfween the |ist 10 of
(G, Vi) and the list of vi and verifying the sane.

L.Jn this .cont,ext, (i nputs and.outputs .of the . .
X speg el But ePubBntE ang' RBHLD: PREARGERRfRlentEorine data i,
. .case of using the techni ques described in Patent
whichpgtg resiringedl inthej ardes derantam. endt theeepsiifgertzon olata, which
certi-fying the presence of the 15 one-to-one
certifiesrpresgoredefiche batessennt heorrésiomienea et pieed tthat As@nd (Gi, Vi)
the data list output after the decryption thereof,

and the (10t vanY thealol cQftct heol nformation of the
concrete correspondence itself are described in

{005§;P'2001'251289A (Patent Publication 2),

P- 2002- 344445A (Patent Publication 3) etc., and that
the encryption nmeans 123, 133, 153, re-encryption
nedsstesbniquesidesganbedaiiy Patendnimlivaisordd cangpe dedinas the methods
system 500 may be realized by using those techniques.

for cr¢Q06D]p, 25 LandNExtdecomaing thedestadfl €B1 0V iy,harranging the order
anonynous el ectronic voting system of the present

thereo?,n@&‘iif&%mé { M E)!re&%cgeogf%ie —tt%%%@jtlorr%gﬁgflge %@9\)@@%11 the list

operation for the default o e anony ectron

VoLl N temof. th r.esent .enbodi ment. First, the
of (GIVS}H ﬁ‘adstglgjés& ot ?I}(EHEH?}’%@S@&R@?? paraneters (pL,

gL, t) and session ID to the anonynous decryption
[0059kyst em 500

In this context, inputs and outputs of the constituent elements are
described mainly in the case of using the techmiques described in Patent
Publication 1. It is to be noted that techniques for certifying the presence of the
one-to-one correspondence between the list of encrypted data and the data list
output after the decryption thereof, without any leak-out of the information of the
concrete correspondence itself are described in JP-2001-251289A (Patent
Publication 2), JP-2002-344445A (Patent Publication 3) etc., and that the
encryption means 123, 133, 153, re-encryption means 401, 411, 441, and
anonymous decryption system 500 may be realized by using those techniques.

[0060]
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(step Al). The anonynous decryption system 500
creates public information (p, q, g, Y) based on
(pL, qL, t) (step A2), and returns the same to the
voting server 10 200 (step A3). The voting server 200
registers (p, q, g, Y) in the storage device 204
(step A4). Thus, the default is finished. [0062]

Ne¥dxt, operal ioprrafioh he thet EndiBicigud BRAME JARIHE @?Et%m of the
100, 110, 120, 130, 140, 150 will be descri bed w

Figs. 3 to 8 show 15
preserg%ﬁ%@@%ﬁ%{st%m B achelfbed; 70O S 100, 110, 120,
[0061i30 140, 150 (as well as processings by the voting
erver, authentication server, and encryption server,
relevant to the processings by the voter term nals).
Fifge. 9 shesor ppestimptestiendefautiopf dxpendiymous electronic Votlng
operation fromthe start of reception of votes to the

systeri alflthe qfresemtcﬁﬁboaﬁnélﬂoﬁﬁirsﬁfth@ rvdthey YOieRD ORefrhRSnits security

stars, a voter, i.e., electorate, accesses to the
semnv n r naI 100
param¥ ek NPLELSH 3?% Svés%é’% Bto H GRS, B Bpg " stem s00
m.t,.he 25 27 er termnal 100 110 140, _an
(step A1%T eean%ﬂnﬁgls GSYREPT oY BTl ciesites pahbigi infarmation (p,
éste -1in Figs. 3, 4, 7), whereas in a vote from
4, 2. Yhbasast Qfl (I‘Pér rmlnal) (5190 A2)3@nd 1%0yrna tersme to the voting server

voting-informati on request is transmtted (step A5-2
200 (sitep A DI gFhe otbng %brveThﬁ)O/@églﬁﬂB@Q?V@f 2200) iMRRE storage device

recei ving the encrypted-voting ormati on request

204 (s{t{ﬁéméit)heﬂﬁ%t,qhetcferfgﬁﬂqls i%hed 10, 140, encrypts all
[0062]

Next, operation of the vote using the voter terminals 100, 110, 120, 130,
140, 150 will be described with reference to Figs. 3 to 9. Figs. 3 to 8 show
processings by the voter terminals 100, 110, 120, 130, 140, 150 (as well as
processings by the voting server, authentication server, and encryption server,
relevant to the processings by the voter terminals). Fig. 9 describes processings
corresponding to operation from the start of reception of votes to the tally of
votes.
[0063]

After the voting period stars, a voter, i.e., electorate, accesses to the

voting server 200 via one of the voter terminals 100, 110, 120, 130, 140, 150. At

this stage, in a vote from the
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candi date nanmes vj based on the public information
(p, 9, g, Y) to create the list of (vj, E(vj)) (step
A6 in Figs. 3, 4, 7), and returns the public
information (p, q, g, Y) and list of (vj, E(vj)) to
the voter term nal 100, 11037140 (step A7-1 in Figs.
3, 10 4, 7). On the other hand, if the voting server

recei.v r ot pg-infornmati request. fromthe .
votor |eFminel, g Tiho, 1450 4 "8y P obHEr i ermitian request s
200 returns the public information (p, g9, g, Y) and
transnyified GfemP-htiaxk 12saddidd e whwness ] atvwte Heomvibeevoter terminal
term nal 120, 130, 150 (step A7-2 in Figs. 5, 6, 8).
120, 1306450, 25mides eiotatd-enforpraaes SEQESSIUR tr@nsmitted (step AS5-2 in
transm ssion of the voting data are separately

; escrigbed r e t er. , et
Figs. %28‘?’ %o 11‘1}1%0," o8 .%f‘;oég(s% 0L HpobiCr &Pty 400 e"}%’g?ted voting

. upon recei Vi P, d,. 4, and -t list. o Vj,
inforntlofh GG A" e e et 290 (Flo. 1 4b ncqypts all the
on the display unit 101, and the 20 voter elects and

candidapp e cvahasahee thangublic inhrmation (Btq.0€. V) tei ercate the list
the input unit 102 25 28 (step A100-1). Thus, the

_of (vjvBtdh) {eepiA@iin Fa@s 13 ansh tandfatuinCicr gstpoanehiigniRion (p, q, g,

vi and the public information (p, q, g, Y) to the
Y) an®isk %@t(!vﬁnﬁégﬂ)vﬁf 16006 (i 8Pm Oro@,-nd\'el&to'E((%%? A7-1 in Figs. 3,

encryption séetrver 400 I nputs the réceived
pybl i c information 5 . q, to the . .
4, 7). PR HE UBeT BAbfreaniia b8 iag sl et feied e Fungrepyoting-information
re-encrypting E(i) (step A100-3), and returns E (i)
requedtofrphe thoveten arminal 1260 13$k ep 1&000he)voteMienpinah 200 returns
voter termnal 100 acquires the intra-organization
the pubtieninfbi@btibh@p, @f, 4,7€) and list of plaintext candidate names vj to the
voter terminal 120, 130, 150 (step A7-2 in Figs. 5, 6, 8).
[0064]
Hereinafter, processings up to transmission of the voiing data are
separately described for each of the voter terminals 100, 110, 120, 130, 140, 150.
[0065]
The voter terminal 100, upon receiving (p, q, g, Y) and the list of (vj,
E(vj)), as shown in Fig. 3, displays the list of vj on the display unit 101, and the

voter ¢lects and inputs a candidate name vi from the Iist of vj via the input unit

102
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voter through the input unit 102, certifies the
intra-organi zation identifier IID to the
aut henti cati on server 300 by using the term nal -side
certification nmeans 103 10 (step A100-5), and
transmits E (vi) to the auth®ntication server 300
(step A100-6). [0066] The authentication server 300
(step ANPOL 5).t MEhusDitha-vorgea i radinadr 000 Rhshi€IEdi PlcorRispbh8ing to vi
voter confirmed by the server-side certification

- ' - Lhe | coal ] ti 4
o RSV BT OB BTN sl G aton-)
R MO K T N S —

private key dk for the authentication server 300 are

(P, 4. igipli toothehee-cpomindietbasennsi §hhitar@lcunkat iFd(viydanse-encrypting
303, whereby the common-base signature Sek of the

E(i) (sstphentoioca),i ond setvels BOG) frar tHEVOWD) terfiBh) 1109 (step A100-4).
created (step A100-8). The authentication server 3%0

] ' ). =L E Vi ). - t ot h .
Then, S BB ol F OS5 piteg, SRt PP A ARIP of the
oter terminal 110 on recej Vi , 0,. 0,. and
voter %/}*:F@ugps ed]npmlju’n}t E?%p%r’t{féess %%%ré—ﬁrg&%&_zg‘(@pidentiﬁer D1 to
displays the list of vj to the voter on the display
the augh¢nticBidn servend3 (hdyvosiog ticettrsmianbsideputtifacation means 103
candi date name vi fromthe list of vj via the input
(step AMDD-3D]1 AnAsk@spNkd B Lvi)toHihe- avthent] B8 ¥P8F v S0V Nalp A100-6).
110 transmts E(vi) corresponding to vi and the ,
{0066EUb|iC information (p, q, g, Y) to the encryption
erver 410 (step A110-2 in Fig. 4). The encryption

server 410 inputs the received E(vi) and public L ]
i A6 A 'eaﬂceg?nq%ef‘g?r WOilppyty the idlasregaipradan rdangfier ITDi
411 to

of the voter confirmed by the server-side certification means 301 into the ID
coalition means 304, and obtains the corresponding common identifier CIDi (step
A100-7). Then, in the authentication server 300, the pair (E’(vi), CIDi) and the
signature private key dk for the authentication server 300 are input to the
common-base-signature creation means 303, whereby the common-base signature
Sek of the authentication server 300 for (E’(vi), CIDi) is created (step A100-8).
The authentication server 300 transmits (Ei, CIDi) = (E'(vi), CIDi) and Sek to the

voting server 200 (step A100-9).
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10 calculate E (vi) by re-encrypting E(vi) (step
A110-3, and returns E (vi) to the voter termnal 110
(step A110-4). The voter termnal 110 inputs the
intra- organi zation identifier 11D of, the voter and
signature private key di infp the
I ntra-organi zation-signature creation neans 113,
0067Ealculates the intra-organi zation digital signature
for (E(vi), 1ID) (step A 10-5), and returns
(E (vi), I'I'Di) 15 and Sei to the authentication
s&ﬁ\ﬁevomote(rgnepl A190-wppn] 0068YinEhép.aat ltenY) caudi dre list of (vj,
server 300 verifies whether or not Sei is
E(vj))l agishiomat e Yigcal dupbed thonist (¥ Jo thd Polerbas @hle @dsplay unit
the signature private key di in the intra-

111, aﬁﬁgtﬁg' * ?ﬂ:c%é dhat PE? V&%gﬁ&fd%&% gféeﬁlhﬁ‘oﬁ-pghé fisE8r vj via the

A110-7 success verl
[ver 300 acquires

aut h |cat e
input uagnfﬁ i(&fe -1% &Py g%oﬁj G 80qudermnghélpﬁransm1ts E(vi)
coalition neans 304 (step 25 30 Al110-8). Next, the
corresponfiang iteavi @nds@wgubhgomfnpma@oa' (wi 31, D) tanthe kecryption
signature private key dk for the authentication

serverSENY edte Q01 1 M0int PR COIMDRe RaS Ly pt5d 10 Btviel & 10F Bt ®bhe received
nmeans 303, to output the connnn base digital

E(vi) ?E@E@%lﬁﬁ@éﬁ@?ﬁ{h%} 69 q‘;gé gﬁgt rggrﬁz-%%/gi) JLQ(PIr means 411 to

Cl Di [ nd. Sek to the _voting serve
Calcu%o%%g‘flépbmrirf?%ypﬂpsolgbﬁﬂ ‘lﬁ%éGR/o*%feﬂ) BerHin B UMY £ (vi) to the
upon receiving (p, Y) and the list of vj,
voter delspirmjtsll‘he(srtﬂ:}stAbiOﬁ) t ol'hdhevatet erermnnalnd 10i sty the intra-
unit 121, and the voter elects and 10 inputs a
organ&aﬂ@hdﬂieﬁltﬂaﬂelml forofRet ROtdr hdOfighhtite aptibgte RBYLA] into the

unit 122 (step A120-1).

intra-organization-signature creation means 113, calculates the intra-organization
digital signature Sei for (E’(vi), IIDi) (step A110-5), and returns (E’(vi), TIDi)
and Sei to the authentication server 300 (step A110-6)
[0068]

The authentication server 300 verifies whether or not Sei is legitimately
calculated for (E'(vi), IIDi) based on the signature private key di in the intra-
organization-signature verification means 302 (step A110-7). If successfully

verified, the authentication server 300 acquires a common identifier CIDi

corresponding to ITDi in the ID coalition means 304 (step



10

15

20

25

The voter termnal 120 inputs vi and the public
information (p, q, g, Y) into the encryption neans
124, to create E(vi) by encrypting vi based on Y
(step A120-2). Next, the voter term nal 120
certifies the infra-organizgfion identifier 11D of
the voter to the authentication server 300 by using

e yices si de ifi.cation 15 ans te .
Ar10-55, BIRETR CRubERlatiefy ol sl RS a I QaEl D1 and the
) server 300 (step A120-4). [0070] The authentication
signatyky pEvagoley rdufer ieanthionsicariganierser 4A0iiaemthe cemmon-base-
1D of the voter confirmed by the sever-side
signatgeyr tidatival meanssdnss t3Qkitput thd bemhidn-BAs€ dadiitsli Ognature Sek of
means 30, to obtain a correspondi ng common identifier

1 T 1 t 1
the au?hgﬁrl]t %%t%ﬁ[?sse?ﬁgppigl}r@ E( V)IaL{f,‘ﬁ?ﬂ K?@ggﬂgi@e%)\éeénéqgansmlts (Ei,

e o8 Tl o P kB o e Bt b LorgTd (s b ek DTN

means 303, to create the common-base-signature Sek
[0069F or (E(vi), CID) (step Al20-6), and transmts (Ei,
CDh) = (E(vi), D) and 5 Sek to the voting server

2Qbe( sbrp RE20Ond) .120[ Qpok] rdbdviigd €p, tgergni N9l addB@he list of vj,
upon receiving (p, q, g, Y) and the list of vj, as

d1sp1a§§‘9ﬂ\ﬂhsf‘ o'k:'v? 0Ghe UciPf BYSHE ?@sél‘a?turﬁf 190, Fﬁ’d ttﬂ@ V604 ELlects and

't
di sptay unlt 131, he voter elects a
. nane vi_fro e list of vj.and in
inpursgRandidafs REMeoS gt %P 2531 o2 g it uptt FrRelstep a120-1,
voter termnal 130 then |nﬁuts vi and the public
The voter demminadnl 3G inputsgvi and ithe pubhie aferyptioan(prehns, Y) into the
134, to create E(vi) by
encryption means 124, to create E(vi) by encrypting vi based on Y (step A120-2).
Next, the voter terminal 120 certifies the intra-organization identifier I1IDi of the
voter to the authentication server 300 by using the device-side certification
means 123 (step A120-3), and transmits E(vi) to the authentication server 300
(step A120-4).
f0070]
The authentication server 300 inputs the intra-organization identifier 1I1Di
of the voter confirmed by the sever-side certification means 301 into the ID

coalition means 30, to obtain a corresponding common identifier CIDi (step

A120-5). The authentication server 300 then inputs the pair (E(vi), CIDi)
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encrypting vi based on Y (step A130-2). The voter
termnal 130 then inputs the intra-organization
identifier IID of the voter i, signature private
keys di and E(vi) into the

I ntra-organi zation-signaturg creation means 133 to
calculate the 15 intra-organi zation digital signature

Sei  for (E(vi [1,Di) .(ste 30-3)., and tr Lts.. .
and siggapp§ phivery Kewg (8ot s Rebsifination citeh SREVEIDD into the
300 (step A130-4). [0072] The authentication server
commgghageryi EREITQEEE Hepn Fpeanst 3 &b to ercatyith¢ pamehgn-base-signature
cal cul at ed based on the signature private key di for
Sek forEE(v)), CIIH) )(sigp BHEO0L6).rard BAnemg@niEatdIoN) s gIEJ?Ii?l,T €1Di) and
verification neans 302 (step A130-5). If successfully
Vi@l f | j imAyserver 300 acquires a
Sekto&%ﬁﬁ%%%%%géﬁﬁ??gﬁhgﬁ%Pgggmgg)'corresponding to IIDi
[0071Ln the ID coalition neans 304 (step Al130-6). The
ut hentication server 300 inputs E(vi), CD and the
sig&ature private key dk of the authentication _
sdihgeyoBogerminnlt hit).copemncpeigensi(pngt @ eY b redtthgnlist of vj, as
means 303, 5 to output a comon-base digital

shownSirgFag.u6 edSghapd thdeisautthente cht ivocrsenude &QPlay Qhit 131, and
E(vi), D) (step A130-7), and transmts (E, CID)

: . k. e . _

e voprt BCHL) 5L FRd ERduRel 0 HIEUEDE 0 HRLNET R some via n

. receiyin : : and the list of (vj, 10 )

input E(lv‘] )1¥b &ééﬁ%%o-ﬂﬁ \F(i)—@j.e Folef; éﬁ%f)tlﬁa& {t]ilgq IBPHW vi and the
_to the voter on the display unit 141, and the voter

publiceindermating (Paputs ¥) daidtiacactipi®n meanon dheol ¢rsate E(vi) by

of vj via the input unit 142 (step Al40-1). The
encryptOi € i theked nal Y1ddephen3048NSThe Syt kdrminal 130 then inputs the

intra-organization identifier IIDi of the voter i, signature private keys di and
E(vi) into the intra-organization-signature creation means 133 to calculate the
intra-organization digital signature Sei for (E(vi), IIDi) (step A130-3), and

transmits (E(vi), IID1) and Sei to the authentication server 300 (step A130-4).

[0072]

The authentication server 300 verifies whether or not Sei is legitimately
calculated based on the signature private key di for (E(vi), IIDi) in the intra-
organization-signature verification means 302 (step A130-5). If successfully

verified, the authentication server 300 acquires a common identifier CIDi
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corresponding to vi and public information (p, q, g,
Y) to the encryption server 440 (step Al46-2). The
encryption server 440 inputs the received E(vi) and
the 15 public information (p, g, g, Y) into the
re-encryption nmeans 441 to galculate FE (vi) by

re encrypting E(vi) (step Al40-3), and returns E (vi)

t he vot ter 140 (.step Al140-4).. The vot
correspRRHiEal 01 40D hdh WIS cORL GBI Bacl® (GEm (41 -6  The
CID of the voter i, nat ur e private key di and
authetigation isarvert Hed ml@msoﬁg Has 6155 gimalt thee signestieoprivetinkey dk of
143, to calculate the common-base digital 20
the aush@ntaddatich Seivet FOK Eltb\/th):,c&hllﬁloh b&deefighdftic rca@bl means 303,
transmts (Ei, CD) (E (vi), d4D) and Sei to the

to outéﬂrt' ngoﬁﬁﬁ%?rbagggldéﬁaﬁ%l I(a?t‘i.l?é) 8%21{49E Qﬂle a%QlZég e[]t?on server 300
oter term nal upon recei ving %8
] S own in i sp
for E(W&téfﬁﬁ\/@%ﬁl@ Tyt 6%%8%@@ fgipﬁm t(E@ Qi) and Sk
the voter elects and inputs a candi date nane vi from
to thetvieging sarvef 20P (siep AHEO0FBpuUt unit 152 (step A150-1).
The voter term nal 150 inputs vi and the public
[0073]nformation (p, g, g, Y) into the encryption neans
154, to creates E(vi) by encrypting vi based on Y

( h%pvéﬂeﬁoge@nmgp%‘ém 0 ‘:CF%EIO?J% %120 ggp‘{ %‘dtﬁ%t li]lst of (vj,

common- base si gnat u signature
rivate ke E( Vi nto
E(V_])) Féggﬁaﬁllfr}éaggé il q{r{;‘é]ngo 115%\70{63 on the display unit
calculate the conmon-base digital signature Sei for

141, apg(the)voter Bloctf endpnputia Shndatude mrarsm fron( Big 1i€t B )vj via the
_ (E(vi), AD) and Sei to the voting server 200
input (SHeP 4130t A140-1). The voter terminal 140 then transmits E(vi)
corresponding to vi and public information (p, q, g, Y) to the encryption server
440 (step A140-2). The encryption server 440 inputs the received E(vi) and the
public information (p, q, g, Y) into the re-encryption means 441 to calculate
E’(vi) by re-encrypting E(vi) (step A140-3), and returns E’(vi)} to the voter
terminal 140 (step A140-4). The voter terminal 140 then inputs the common-base
identifier CIDi of the voter i, signature private key di and E’(vi) into the
common-base-signature creation means 143, to calculate the common-base digital

signature Sei for (E’(vi), CIDi) (step A140-5), and transmits (Ei, CIDi) = (E’(vi),

CID1) and Sei to the voting server 200
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[0075] 15 The processings up to transm ssion of the
voting data are descri bed above. The processings for
receiving the voting data and tallying the votes
after close of the votes will be described
hereinafter, with references3o Fig. 9. [0076] The
voting server 200, upon receiving (Ei, CD) and Sek
20 aut hentication server 300, confirnms that
(step éﬁgmés) the legitimate signature by the
ut hentication server 300 for (Ei, CD), in the
[0074ﬁommn-base-si gnhature verification neans 202 25 34
(step A8-1). The voting server 200 retrieves in the
elldst vowtretekingtaldab dbapen 20teivong dpsuy, .t Yiptan@l the fist of vj, as
regi stered and vote fromCI D is not received before

shown( &t €PgAQ; d13pladddhé aQitSdelp td Ehe vOtB¥ hnamd ﬁ%bldwuhnem and

vot i ng- dat a storage device 204, and 5 records in

orate i | t hefcttatthe

the nggxegeﬁtg.a%d t]'ﬁtg%leggr?stﬁgge Mﬁw vid StIIISntgm;éq Véfl the input
upon receivin Ei, D) and Sel fromthe

unit b%%éﬁtqrbr%ﬁ%1 )140%h15®°teéoﬁ‘frlmlr?§dth%@ igputy svit g@d the public

) | egitimate signature of the voter i for (Ei, CID)
infornmtiarsi(pg ¢.he, cBimine bdwe catgeien envard flisdat foorremansE(vi) by
202 (step A8-2). The voting server 200 retrieves in

encryﬁt’ihgg el antsen ate vt (ﬁb%)dﬂl?@ 358 THe 2bket PodFal QStOhﬂlten inputs the

is registered hereln and vote fromC D is not

comm e RERCHFPhERET 3R o ETHSDPLE 565 Py o)

records in the el ectorate Ilst dat abase 201 the fact
the cammyon hgsey shgaapyrcorrsatians meaisshad, (et epfcplige Ahe common-base

digital signature Sei for (E(vi), CIDi) (step A150-3), and transmits (Ei, CIDi) =
(E(vi), CIDi) and Sei to the voting server 200 (step A150-4)
[0075]

The processings up to transmission of the voting data are described above.
The processings for receiving the voting data and tallying the votes after close of
the votes will be described hereinafter, with reference o Fig. 9.
[0076]

The voting server 200, upon receiving (Ei, CIDi) and Sek from the
authentication server 300, confirms that Sek is the legitimate signature by the
authentication server 300 for (Ei, CIDi), in the common-base-signature

verification means 202



10

15

20

25

[0077] 15 After the vote is closed, the voting
server 200 transmts the list of all the E recorded
in the voting-data storage device 204, and the
session IDtransmtted to the anonynous decryption
system 500 in step A2 to thg anonynous decryption
systen1500 (step All). The anonynbus decryption

(step %ﬁﬁ emn'Sl qecr rtvse(t et%itev%ca)filg Elé% b??scggraﬁg liggcgqt%lﬁase 201 to
I D and the 20 r|vate ke X, to create the list of

assurepfhg rQIBetIS\F@ngr%@ad \VOW Eegp gt st el reicebvadabefore (step A9-
random and certificate data z certifying presence of

1), anthegistes¢ gEONEIDD) 3hd Bek riesfhendetiag-dmb vwrermdehdelicgt 204, and
of Ei and the list of vj (step Al2), and returns the

record&h% Bk MiecthGid sz dhidaREe Y01 'ﬂHQ $EV B at2 B (V%tt@pDCP/ CIDi is

The votlng server 200 tallies the votes base

the e pl ai_nt ext vot at a
finish B (LB ATPRDY TR Servel 20 LU riissy Y eBingf 10D and Sei
Next, advantages of the present enbodinent will be
from Té‘és%?ﬁebé@fmlf{agdﬂé] 13- 19 fpmes grat 29ivisdibeelagititmee signature of

voting server 200 transmts encrypted 10 voting data
the votter { ier YBi,eCIDBriny malmpe 100 cohtdon-b4Qe-segichtihe verification means
encryption servers 400, 410, 440 re-encrypt the

202 (KBFTAPIE TﬁE'Mlﬁ?%@t@étﬁQ@@Cﬁ%{e 881 hETeIeABate list database
transmt the resuftant data to the voting server

201 230 LT BRGSO St ot received

the secrecy of the vote. In addition, since the
beforeygtep A% rraistcrgdEi1 98D hend dekt vethrevoiag sdade storage dovice
certification

204, and records in the electorate list database 201 the fact that the vote by CIDi
is finished (step A10-2).
[0077]

After the vote is closed, the voting server 200 transmits the list of all the
Ei recorded in the voting-data storage device 204, and the session ID transmitted
to the anonymous decryption system 500 in step A2 to the anonymous decryption
system 500 (step All). The anonymous decryption system 500 decrypts the list
of Ei based on the public information (p, q, g, Y) specified in session ID and the
private key X, to create the list of plaintext voting data vj rearranged therefrom at

random and certificate data z certifying presence of the one-to-one
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15 means 103, 123 and the authentication server 300
i ncludes the server-side certification neans 301, a
certification can be effected without using a digital
signature, and even the voter termnals having no
signature creation nmeans cas vote by transmtting
the encrypted voting data to the voting server 200
[ Ll -£0 9- hgit S| gnat of
corresihinedEr e8P hOUGITRR AR Buptidh et (ABF 418 Hpa returns
.voter, teymnals 100, 120 i ncl t he i
the list . %a?itﬁﬁ-‘f%}%a%ref%%sééﬁﬁbﬁlﬁéar{%hemtmg@grver 200
and the 25 36 authentication server 300 includes the
tallies Hter womsglaaredaon ohe siegniitedr pladetext iwdinodatareansnB@2leases the
and the ID coalition nmeans 304, the encrypted voting
result ddtialiaf(ktoped 1Mt h  the intra-organi zation digital
signature can be verified by the authentication 5
[0078§erver 300, and then transmitted to the voting server
00 while being affixed with the common-base
signature of the authentication server 300 after the
i L adyyuaessel dhic PaerRnt o igrand T Pediesatibet no
common- base identifier, whereby all the voters can
[0079}0ote even if the voters are not registered in the
common open-key authentication base. 10 [0080]

Al hoegBréfa cas®oWae i, Nt Sofdlee setfdienbh Cabhits encrypted
server 300 is provided is described herein,

. i ff i cat. ided f
voring A GSEEnt: SIS Y TR DERATE Shrvers <00,

4gifferent organi zations. [0081] 15 [Second )
410, %%?Wﬂt the encrypted voting data elected by the voters and transmit

the resultant data to the voting server 200. Thus, even a voter terminal having no
encryption means can perform a vote while securing the secrecy of the vote. In
addition, since the voter terminals 100, 120 include the device-side certification
means 103, 123 and the authentication server 300 includes the server-side
certification means 301, a certification can be effected without using a digital
signature, and even the voter terminals having no signature creation means can
vote by transmitting the encrypted voting data to the voting server 200 while
affixing the common-base digital signature of the authentication server 300.
Further, since the voter terminals 100, 120 include the intra-organization-

signature creation means 113, 133 and the
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Next, a second enbodi nent of the present invention
W Il be described wth reference to drawi ngs. The
anonynous el ectronic voting systemof the second
enbodi nent shown in Fig. 10 is such that the voting
termnals 100, 110, 140 in&éude encrypted-data
creation neans 104, 114, 144, the encryption neans 20

authe®@Satioh [RSv4OBIONY i$GLYEE tAQ0idiPa-L8RARGEHoRYsiBnhivrE verification
conversion neans 206 and an encryption-cert ?lcate
VeRhTi [ ne 207, th esencryption neans, 401, . )

meand; 304 un e 3 UGERgRaRean S04 B et uRBBRG R attixed with
.means 405, 415, 445, and a conversion verification

the indgg-paganizatiopndigitnlngignadvim < bs veriffedc dwi dhe nesthsntication
701 is provided, in the anonynous electronic voting

serversy®h.embihdrherahbmstte énbade meiingshoawer 200RVBile beibg affixed with
[0082] The first conversion nmeans 206 receives the

the cORSbLH-BLY BEhSbreaBE (HRULAM S fdat Rl GRRVET S8 2884 Athe intra-
(first encryption paraneters) and first conversion-

certificate.data, [00 2%. 10 .The secong conyer si.on
orzan (gl 68U G o PRI im0 o RN £23 HIGHHEh oRbereby all
and out puts second conversion data (second encryption
the voleysapddt &Pty evemdl sbe omdesoreenel meitiered fi dhe wodamnan open-key
[0084] Encrypted data creation neans 104, 114, 144
authemtéciotebat¢che public 15 information, first conversion
data, first conversion-certificate data, second
[0080]

Although the case wherein a single authentication server 300 is provided
is described herein, different authentication servers may be provided for
respective organizations if the voters belong to different organizations.

[0081]
[Second Embodiment]

Next, a second embodiment of the present invention will be described
with reference to drawings. The anonymous electronic voting sysiem of the
second embodiment shown in Fig. 10 is such that the voting terminals 100, 110,
140 include encrypted-data creation means 104, 114, 144, the encryption means
203 in the voting server 200 is replaced by a first conversion means 206 and an

encryption-certificate verification means 207, the re-encryption means 401, 411,

441 are replaced
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conversion data, second conversion-certificate data
and plaintext voting contents, and outputs the
encrypted voting data E(i) and an encryption
certificate which certifies that E(vi) is
legitimately created. [0085}7 20 The
encryption-certificate verification nmeans 207
Iy c n 0 ed voti .
by se%gﬁpde é%@elgsli]@n %r#csr?/% |%25ggg¢i | Ca%185%9%r510%v8r390at10n server
rify whether .or not E(vi) is legitimtely created.
700 H[ Bé@{g A SOYETSi T oF]  SHU G Wi OH o RFRVISeR, im debAgonymous
conversi on nmeans 405, 415, 445, encrypted-data
electronwaydng sgsiesn ©64he firdf eibhdismdt shown in Fig. 1.
encryption-certificate wverification neans 207
[008Hperate as described hereinafter, if the techniques
5 described in Patent Publication | are applied to

thﬁleanﬁf@fnegﬁvgr%f&ypﬁfeg%sxagerece‘% B,thS7 Spka | Mifrmetion. and

first conversion nput
i nf.ormati on Y) thereto selects a
OutP“Faﬁ%‘nFﬂ‘aWéfm% délFPal(flé?t Fﬁawmwraﬁarqan@&erﬂaﬁaérﬁusarﬁpnversmn-
calculates: (G, Yr, r) (gAr nod p, YAr nod p, r),
certificatodafaut first conversion data (G, Yr, r), and also
calculates: (Gd, d) = (g”d nod p, d) 15 to out put
[oogF]i rst conversion-certificate data (Gd, d).

The second conversion means 405, 415, 445 receives the public
information, and outputs second conversion data (second encryption parameters)
and second conversion-certificate data.

[0084]

Encrypted data creation means 104, 114, 144 receives the public
information, first conversion data, first conversion-certificate data, second
conversion data, second conversion-certificate data and plaintext voting contents,
and outputs the encrypted voting data E(i) and an encryption certificate which
certifies that E(vi) is legitimately created.

[0085]

The encryption-certificate verification means 207 receives the public
information, encrypted voting data E(vi) and encryption-certificate data, and
verify whether or not E(vi) is legitimately created.

[0086]
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[0088] The second conversi on neans 405, 415, 445,
upon i nput of the public information (p, q, g, V)
thereto, selects a random nunber s snaller than q,
and calculates: 20 (Gs, Ys, s) = (g”"s nod p; Y*s nod
p, S) to output second convggsion data (Gs, Ys, s),
and calculate: (Gu, u) = (g™u nod p, u) to output

segan onversion data_ ( u. Here, u.is aran
iBor ST YR Sa™h MR aibyoniia Fetyind Rganndts. 415, 445,
0089] 39 The encrypted-data creation neans, upon
encrypiggedatds qmgatippr smeaphvdPdi od idat 448G andr | ergryptionsgertificate
conversion-certificate data (Gd, d), second
verificoinver sicans da0a E@srate Yas dpsci$ednblereinafter, if the techniques
conversion-certificate data (Gu, u), and plai ntext
describ@d AP L0 i1, l : bhyiT '
B PR o L P B B ey oS et ign system
data E(vi). In addition, the encrypted-data creation
nmeans cal culates: a =Gu X &d nod p; 10 c=HASH (p, d,
g, ¥, G, Vi, a); and t=c X (r+s)+u+d nod q to
obtain the encryption-certificate data ( a , t) and
out put the encryption- certificate data (a, t) in
[0087hddition to the encrypted voting data (G, Vi).

500.

The first conversion means 209, upon input of the public information (p, q,
g, Y) thereto, selects a random number r smaller than g, and d at random, and
calculates:

(Gr, Yr, 1) = (g”r mod p, Y r mod p, 1),
to output first conversion data (Gr, Yr, r), and also calculates:

(Gd, d) = (g"d mod p, d)
to output first conversion-certificate data (Gd, d).

[0088]

The second conversion means 405, 415, 445, upon input of the public
information (p, q, g, Y) thereto, selects a random number s smaller than q, and
calculates:

(Gs, Ys, s) = (g”s mod p, Y”s mod p, s)
to output second conversion data (Gs, Ys, s), and calculate:

(Gu, u) = (g"u mod p, u)
to output second conversion data (Gu, u). Here, u is a random number selected at
random and smaller than q.

[0089]
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[0090] 15 The certificate using the
encryption-certificate data is verified by the
encryption-certificate verification neans 207
calculating: c=HASH (p, 9, g, Y, G, Vi, a) , and
assuring whether or not theygollow ng relationship
hoI ds: gMXG~™{-c}=a nod p. 20 [0091] The
rificati.on means 701 verifie et her or

n th\éeeg{gzl ?fﬁﬁﬁﬁg?@l Waa&namegls upon ],I)pué %ev}‘hrst conversion data
conversion-certificate data (Gd, d) are legitimtely

(Gr, Yar eht Bestoeoyaersion-pertifidste cla2s (661, d)nfsecomd iconveéion data (Gs,
g, Y). If the techniques described in Patent

Ys, s)PubtosdtdodredsianecertitRatd dath@Gua)anadypRiStext voting contents
decryption system 500, the conversion verification

vi, caldRBfSs-701 receives the public information (p, g, g,
Y), conversion data (G, Yr, 5 r), and

Si rtificate and j udges
agg?éé 5%@% sgned tphglﬁff%c}((/\ﬁ Cﬂébatl ons hol d:
G =CGr nod p; Yr=Y*r nod p; and GJd=Y~d nod p, 10
to obtaind eponigysd uneldee stadb | ke viif. almyaéfhélcuf thieosecrypesd-data creation
hol d. [0092] Next, operation of the anonynous
means@la@€lila®y:Cc voti ng system of the present

a =0uXxXGd mod p;

c=HASH (p, q, g, Y. Gi, Vi, a); and

t=c¢ X (r+s)+u+d mod gq
to obtain the encryption-certificate data ( « , t) and output the encryption-
certificate data ( @, t) in addition to the encrypted voting data (Gi, Vi).
[0090]

The certificate using the encryption-certificate data is verified by the
encryption-certificate verification means 207 calculating:

c=HASH (p, q. g, Y, Gi, Vi, «),
and assuring whether or not the following relationship hoids:

g™ X GirM{-c} = a mod p.
[0091]

The conversion verification means 701 verifies whether or not the
conversion data (Gr, Yr, r) and conversion-certificate data (Gd, d) are

legitimately created based on the public
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enbodi mnent will be described. Figs. 11 to 13 show
processings in the voter termnals 100, 110, 140,
respectively, (and processings by the voting server,
15 aut hentication server, and encryption server

rel evant to the processingsggn those voter
termnals), and Fig. 14 explains processings fromthe

. f recejvi votes tpo th ally thereof. .

or?h6] oL BN 19 hESecBhER ob h Tol Bt BB Blicacion 1 ar
jn the present enbodinment is simlar to that in the

used i th¢ BRLHMIIEREUS LeErYMAPD opstemi o0, Hie chavertien verification
termnals 120, 130, 150 is simlar to that in the

meansf 79 Streentyeditireniyblandnfa2trativus (p.hse, dPeranivendonrdata (Gr, Yr,
omtted for description. [0093] Hereinafter,

r), anldl @6REEINEGS-ckiQMcatCahsat QG AUdNGuasEy e, .
: 200 by the voter ternin%laioo,)llo, %Hogto ceebtable if all the

fOUO“F&QS%%Eﬁ§5$@nﬁ3:the voting data will be described.

he voter term nal 100, 110, 140 transmts
a voting-information request and a conversion-data
r &HadEt B8dthe voting server 200 (step B5 in Figs.
11, 12, and 13). The voting server 200, upon
r ageiYimgothe axahver si on-data request, inputs the
public information (p, g, g, Y) into the first
cqnyeysagﬁxpggns 206, to create the first conversion
data (G, Yr, r) and first conversion-certificate

. 1 .Astep B6.n Figs., 11 .1 13), and
ond 1ufBef phdestenun B Buder fose fey oy gyl 015 ™)
and (Gd, d) to the voter term nal 100, 110, 140 (step
[0092B7 in Figs. 11, 12, 13). The voter terninals 100,
110, 140, upon receiving (p, d4, 9, Y), (G, Yr, r)
Next, operation of the anonymous electronic voting system of the present

embodiment will be described. Figs. 11 to 13 show processings in the voter
terminals 100, 110, 140, respectively, (and pfocessings by the voting server,
authentication server, and encryption server relevant to the processings in those
voter terminals), and Fig. 14 explains processings from the start of receiving the
votes to the tally thereof. It is to be noted that the operation in the default in the
present embodiment is similar to that in the first embodiment, and that operation
of the voter terminals 120, 130, 150 is similar to that in the first embodiment, and
thus those operations are omitted for description.

[0093]

Hereinafter, processings from access to the voting server
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and (&d, d) fromthe voting server 200, transmt (p,
g, 9, Y) and a conversion- data request to the
encryption server 400, 410, 440, respectively, (step
B100-1, 15 B110-1, B140-1 in Figs. 11, 12, and 13,).
The encryption servers 400,4410, 440, wupon receiving
the public information (p, g, g, Y) and

ver dat a u t the publi ) )
200 o SR ST B 100, TTh; 1008 e hheSiRee § he vatipatate will be
conversion neans 405, 415, 445, to create the second
descripgfver si on dat a (Gs, Ys, s) and second
conversion-certificate data (GQu, u) (steps B100-2,
[0094B110-2, B140-2 in Figs. 11, 12, 20 13), and returns
(Gs, Ys, s) and (Gu, u) to the voter term nals 100,

11[@16 $6tbr te&ﬁﬁﬁ@lctlbﬁellylo( Slt4Q)0 ﬁ% Qfsl—lervgltn}gﬁ? fo%‘hqlci% request

|n |gs 11, 12 . 257 42
oces to t he nsn1SS|o f the v t|n
and = opRe PGP e R snid A VGRS PF S0 Vefbbi oD Fies. 11, 12,
Wi Il be described separately for the 5 respectlve

and 1ot edbeevatinal $erv60, 200L01paa oreckDO9B] ththeonwemion-data request,
term nal 100, as shown in Fig. 11, upon receiving the

inputsf thespubléonntorsiaaionl@paq( & Y)antorthe fitstSdonversion means 206, to
conversion-certificate data (Gd, d), second

createCRV el s Qangétts?or§ Erta (&ir, Y e ?&aﬁ@(}?{yf] contver%Bn chertlflcate data

conver si on cert| icate , u)

(64, PAHEGHET Ppgylh ﬂ)lgpgégbzxyil}gt%gg:tﬁasq ditn Uy, 081 N9 (Gr(s),

encryptlon creatlon means 104., to calculate

Yr(s).edamgpted. bt the voaemtarminyl éﬂa 110, 140 (step B7 in Figs. 11, 12,
encryption-certificate data ( a , t) (step B100-4),

13). @hd votansetiniinal £190) 1309 108, upoh fReiVigg (p, q. g Yl) &_Gr, Yr, 1)

aut hentication server 300 after certification of
and (é&,t 8P from the voting server 200, transmit (p, g, g Y)and a conversion-
data request to the encryption server 400, 410, 440, respectively, (step B100-1,
B110-1, B140-1 in Figs. 11, 12, and 13,). The encryption servers 400, 410, 440,
upon receiving the public information (p, ¢, g, Y) and conversion-data request,
input the public information (p, q, g, Y) into the respective second conversion
means 405, 415, 445, to create the second conversion data (Gs, Ys, s) and second
conversion-certificate data (Gu, u) (steps B100-2, B110-2, B140-2 in Figs. 11, 12,

13), and returns (Gs, Ys, s) and (Gu, u) to the voter terminals 100, 110, 140,

respectively (steps B100-3, B110-3, B140-3 in Figs. 11, 12, 13).
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B100-6). The authentication server 300 creates the
comon- base digital 15 signature Sek of the
aut henti cati on server 300 for (E(vi), ( a, t), CD)
(step B 100-8), and transmts (E(vi) (a, t), CD)
and Sek to the voting serveg, 200 (step B100-9)
- [0097] The voter termnal 110, as shown in Fig. 12,
[0095rpon receiving the first 20 conversion data (G, Yr,
), first conversion-certificate data (Gd, d), second
caonversion data (Gs, Ys, s) and second
cRE BTt qwrt of inmaresdags vpds, thy fransmissontdfethe voting data
voting contents vi input by the voter i, as well as
differ:Gr frovt ,tha) of (t&d, fieht, edbodBuefGwillYbe debcaBEd (Bparstkly for the
to the encryption creation nmeans 114, to cal cul ate
respec@N&! YO deMBEA19 168t 3 16( i), and
encryption-certificate data (a, t) (step B 110-4).
[0096The voter termnal 110 then creates the
] ntra-organi zation digital signature Sei 5 for
(E(vi), (a, t), IID) (step 13110-5), and transmts
( B( ')"Ptqra]lefﬁl}l,nallltﬂ& anchesin inoFighel huuhent iaaiviog the first
server 300 (step BI10-6). The authentication server
conve3i0n donaf (Gop Yhat), Shirst sohberdiegideribicetsidapat(G® @, second
D for (E(vi), (a, t), IID) (step B110-7),
convel?sqgﬂ'cfa%é (@Sﬁe@'g'r'gﬂ dnﬁe{gc'oﬁl'deéonQe%m 8%{&?12{’0%89'&%%{(%)11: u), inputs

I'D fromt coalition means

reates the comon-bgse djgi.tal signature_ 10 Sek of
the vof{ng CORHRBHY Ve IRB P IS a1 KPIesdo aF OFLL BRVEY, YEaD (L ), (Gs, Vs,

CIDi) (step B 110-9), and transmts (E =E(vi) (a,
s) andt(Gu,@Dio) thenen@aktion ¢isetivotinngns éPdeto 2Gu{stemcrypted voting

B110-10) [0098] The voter terminal 140, as shown in
data IHiv@) ahd, enip@pticeceenifeateh@atal (3, t) (step B100-4), and transmits
E(vi) and (a, t) to the authentication server 300 after certification of IIDi (step
B100-6). The authentication server 300 creates the common-base digital
signature Sek of the authentication server 300 for (E(vi), («, t), CIDi) (step
B100-8), and transmits (E(vi) (a, t), CIDi) and Sek to the voting server 200 (step
B100-9)
[0097]

The voter terminal 110, as shown in Fig. 12, upon receiving the first
conversion data (Gr, Yr, r), first conversion-certificate data (Gd, d), second

conversion data (Gs, Ys, s} and second conversion-certificate data (Gu, u), inputs

the voting contents vi input by the voter i, as well as (Gr, Yr, 1), (Gd, d),
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conversion data (G, Yr, r), first
conversion-certificate data (Gd, d), second 15
conversion data (Gs, Ys, s) and second
conversion-certificate data (Gu, u), inputs the
voting contents input by thguser as well as (G, Yr,
ry, (&, d), (Gs, Ys, s) and (Gu, u) into the
Cryp a.greatian .14 t h
(Gs, gﬁcr%p%gg g(g%xl r%g g(gtﬂg%E gﬁfﬂﬁu%n 4rehQofidhe4h@t 14160 calculate
tio i cate data ste Bl40
eﬂcrypmff@ Yv/‘gtﬂ‘ér% el vl S8 Gt st BE RS Denhn thdsier B110-4).
gital Pnature Sei for 20 (E(vi), (a, t) CID)
The Vpgqrepsrgmzng )0 dHrah crestssiths @Eazg(gan)lzat@m dipital signature Sei
CGD0), and Sei to the voting server 200 (step
for (EBIA0( @), t)25134 (s{&083l10Thy aﬁbpt&@nglﬁmramhpr[ d St) 1I1Di) and Sei

directed to processings up to transm ssion of

to the gﬁ%ﬂ%%ﬁ %El%gsg%ﬁ%gfﬁt(ﬂgﬁe&)ohlsl)%cgft"glg %ﬁnﬁ&ﬁb g d'%erver 300

escri
. or, the part. differe I n1that of the
contirfiy G Reifodh Rene i PN DeBHEeb Y g (0 (ro1bojlIDI) (step
The voting server 200, upon receiving (Ei, ( a, t),

B110-@) Dryquiang aSekmimgmidenétigutGaNt cemtspmdiegvier [0 from the ID
confirnms in the commobn-base-signature verification

coalitiblh MRS 202 (shep ArK0I89, tdheale@Oitel BB Sh-BASE Wigi@l signature
the authentication server 300 for (Ei, QD) (step

Sek oﬁ%ﬁel%mtk?ecm datlﬂﬁl E&\}eg%ﬁﬁgryf’%xﬁ? (:(leért fb‘f’ﬁi istep B110-9), and

verification neans ég tirma
iin the electorate

cr retrie l'is
transmyty g%h:g%&zbﬁ%ot?céﬁpﬂ} Aid ek @ e TRG§PEteEr2dd (siep BL10-10)

that vote fromCl D has not been received (step
[0098B10-1), records (Ei, (a, t), CID) and Sek in the

vot i ng-dat a

The voter terminal 140, as shown in Fig. 13, upon receiving the first

conversion data (Gr, Yr, r), first conversion-certificate data (Gd, d), second
conversion data (Gs, Ys, s) and second conversion-certificate data (Gu, u), inputs
the voting contents input by the user as well as (Gr, Yr, r), (Gd, d), (Gs, Ys, s)
and (Gu, u) into the encrypted-data creation means 144, to calculate the
encrypted voting data E(vi) and encryption-certificate data («a, t) (step B140-4).
The voter terminal 140 then creates the common-base digital signature Sei for

(E(vi), (a, t), CIDi) (step B140-5), and transmits (Ei=E(vi), (a, t), CIDi), and

Sei to the voting server 200 (step B140-6).
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15 storage device 204, and records the fact that vote
fromCID is finished in the electorate |ist
dat abase 201 (step Bl1l-1). The voting sever 200, upon
receiving (Ei, (a, t), D) and Sei fromthe voter
termnals 140, 150, confirmgin the
comon- base-si gnature verification neans 202 that Se
[009915 the legitimate signature of the voter i for (Ei,
a , 1), CAD) (step B8-2), confirns in the
ted ﬁo certificate verification neans 207 that
mﬁ PHETRILGN dF difesdeqd 4o gpopeRspygs updortranasission of the
the electorate i st database 201 to confirmthat CI D
voting da25 BSocasegist &vreckcaptionotBtife ontiGpDiathamdetibe@eent thereto
accepted (step B10-2), records (Ei, C D) and Sek in

will Bdhedaselribid- datsinsifRrags: dgyl ‘i)%r?oéﬂlffeﬁfeﬂt r&6R] O%hat NGE the first
the vote fromC D is finished in the electorate

embo%hﬁgtd%g}bpe 1Fezo t(osf;(%oﬁll 2). 5 [0101] The voters

avi ng |n|s t hrough the own voter
tern1nals 100, 110, 140, after the reception of the
[0100 oting data, may input the public information (p, g,
g, Y) received fromthe voting server, first
cdieersiing daver &00, fupost recednivgr sEQNC @ erthj OIDAf,eand Sek from
data (Gd, d) into the conversion certificate neans

the auffhtRfatidd §d1€cF 30VELehAPmMYEh thk G AR nSE kel Egglret\%rification
verify whether or not the first conversion data an

t conyersi o rtlfl at e
meansy I8 AR U SienRE SabiEafiRatisationmepyer 300 for
) C&P Y). The voter may also verify simlarly
(Ei, CiRéx keePdd8nios coméirarcbhdhe sRGBYR Qi cgali HicgGsyertEicatipn means
and conversion-certificate data (Gu, u) received
207 tHatoHi tikelegndmppdliyooremted dsepd BN- 141 0ctrdQ sale the electorate list
legitimately 15 created fromthe public information
databalsB 200 t@-coXFirnPYhMSCMO] DG SRMVRISLRD that vote from CIDi has not
been received (step B10-1), records (Ei, («, t), CIDi) and Sek in the voting-data
storage device 204, and records the fact that vote from CIDi is finished in the
clectorate list database 201 (step B11-1). The voting sever 200, upon receiving
(Ei, (e, t}, CIDi) and Sei from the voter terminals 140, 150, confirms in the
common-base-signature verification means 202 that Sei is the legitimate signature
of the voter i for (Ei, (@, t), CIDi) (step B8-2), confirms in the encrypted-

certificate verification means 207 that Ei is legitimately created (step B9-2),

retrieves in the electorate list database 201 to confirm that CIDi is
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verification neans 701 of the conversion verification

server 700. [0102] Processings subsequent to cl ose of

the vote are simlar to those in the first

enbodi nent, and are omtted herein for description.

20 [0103] 25 46 Next, advhkhtages of the present

enbodi nrent will be described. [0104] In the present
registentiodidmnts frowa CODE ilgsr a0t boen takatptelde(stop i BD0-2), records (Ei,

termnals 5 100, 110, 140 include the encrypted-data

CIDi) WiRieBeRNinMBRN S o ifh- ddthAstotdde dehBsiPeoll Valyreddh@l thR€the vote
voting server 200 includes tThe first conversion means

from 8]9§ Cgfl%elaalt éhe enﬁoréf’t tndzH;él ﬁgg 2ﬂggste}%§’l 1;%0

respectlvely, allow the voter terminals 100, 110, 140
[0101} o create the encrypted voting data w t hout

perform ng a conplicated cal cul ati on. Mreover, 10

siliheevatiees daeingpfadsivat iing vdat shionghalheubwherbtbasedninals 100,

on both the first conversion data and second

110, 190NVUE$tRE rdadmiof FNKET VI ¥9td 18 ??ﬁl\fﬂ th?eoﬁu fid information

encryptlon servers 400, 41 440 a one canno

B R T TR e
encryptlon certlflcate data created by the

conversieppstidficatn daty éadi sh Wdarihcigmversion santifieateboeans 701 of
verified by the 15 processing sane as the processing

the cémvertha encifipition- serveirf 708} etodatcaifyr ash@tebyor tHi€t the first
encryption neans 124, 134, 154 of the voter term na

converls%)n dh$d andolre 1'1'5tt B@ﬁvers?dﬂ‘%@rﬁﬁ@&%o&ﬁ% AL lﬁﬂlnsately created

0, 110, 140 includ encrypted-data crea

from trﬂ% pubhc information (p, q, g, Y). The voter may also verify similarly
whether or not the second conversion data (Gs, Ys, s) and conversion-certificate
data (Gu, u) received from the encryption servers 400, 410, 440 are legitimately
created from the public information (p, q, g, Y), by using the conversion
verification means 701 of the conversion verification server 700.
[0102]

Processings subsequent to close of the vote are similar to those in the first

embodiment, and are omitted herein for description.

[0103]
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104, 114, 144, respectively, the present enbodi nent
is applicable not only to the vote wherein the
voting contents such as the candi date nanmes are fixed
in 20 advance but also to the vote (questionnaire)
of free description 25 47 xyherein the voter decides
the voting contents at his discretion [0105]

Furt her , by, usin he conversjon ver.ifi.cati pn neans
" OIS Ry Rt EEs O shE SO kb SRS L B e BRD
first conversion-certificate data transmtted from
[0104lhe voting server 200 as well as the second
conver si on data and second conversion- certificate
ddhatHer preswint tedtb ddianetthehenconfpdirationerthat #H00vorddd, terminals
440 are legitimtely created fromthe public
ifRHor i g _ verd.ti ed.
100, Aggbrg?ggﬁ3?6?? ?%% Sgﬁﬁﬁgégégﬁirgg%%°§r‘?ﬁ%ﬂs 104, 114, 144
ncryptiqn.servers 400 .. 440, 10.int.end to inpede
respedi YDA UROT AR £V, 20 g fitiehane MEaresiRgapgans 206,
or conversion-certificate data to a voter term nal
and thapdh¢ epegintiomser vaEt400 141 O 4 0r impbyd eethe Sviond conversion means
suppresses the illegitimate act by the voting server
405, 4260 4ars, trhgpeceinefiyphilonw ey vetess 408inx30,00440.0, [100Q] create the
15 [Third Enbodi nent] Next, a third enbodi nent of the
encryﬁ’t"e@sﬁ{q%% WA L9 blerf%?mqlﬁ%q Eﬁlgxgli\e"a{em cgﬁ:fu?{itggﬁ:.e Moreover,

to the aw ngs. The anonynous e tronic votin

. stemof the thir enbodi nent, sho in Fig, 15.1is L

since T KRERERIoH T HAF 3L 0 O TR ChPES PR PEUL fin Trst conversion
server 600 is further provided, an

data agdr s¢qindarenwsmion nigtaneasiptofomeneansg 285ves 200 and encryption

>

servers 400, 410, 440 alone cannot know the plaintext voting contents from the
encrypted voting data of the voter. In addition, the encryption-certificate data
created by the encrypted-data creation means 104, 114, 144 can be verified by the
processing same as the processing for the encryption-certificate data created by
the encryption means 124, 134, 154 of the voter terminal 120, 130, 150. Further,
since the voter terminals 100, 110, 140 include the encrypted-data creation means
104, 114, 144, respectively, the present embodiment is applicable not only to the
vote wherein the voting contents such as the candidate names are fixed in

advance but also to the vote (questionnaire) of free description
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20 provided instead of the encryption neans 203 in
the voting server 200, certificate-affixing
re-encryption neans 402, 412, 442 are provided
instead of the re-encryption neans 401, 411, 441 of
the encryption server 400, 410, 440, respectively,
25 48 and a encryption-certificate verification
. d.a re-encryption-, cert.ifj.cat
whereEHE vaich 808, 1 BRGRER PR oG fa i4isEon
ncryption-certificate verification server 600, in
{0105fhe anonynous el ectronic voting systemof the first
5 enbodi mrent shown in Fig. 1. [0107] The
cdiurilidre dtyeuaify Kiagoanersypt ivamifiesisn 205 0se?@i vedhether or not
the public information including encryption public

the fitk@¥oXvaRGoR|dkNhRY i dRlcBnYerA0A- QYLiPWLE: dEHadransmitted from the
obt ai ned by encrypting v based on Y and certlﬁlcate

. d w Wi N hat .10 E(v), i s obtained b .
Votmgi' géﬁ’teirrr%{ﬁ;ﬁ/ Vg%liraysp‘%hlenaeéf) L SQnVersiqp %ﬂ?e)c{ind second conversion-
..certificate- affixing re-encryption neans 402, 412,
certifigate daa VepspHECguBF® ithe ocRBENRSIPD | StEVendi He04 HEl0, 440 are
encryption public key Y and encrypted data E(v), and
legitimateput srektedv rombtiai padlieyinferencionp(p,.ng, B VY )basede verified.
on Y and certificate data w showing that E (v) is

Accor\ﬁ(ﬁi%g[‘?g Y {&GhLi IRV E! Y 00CLENGEY drggti’éSV%ez%?&dLo%” 410, 440

108] The encryption-certificate verification

ocend 58" SriRhet S 16 0° B AT L OB et o

and verifies whether or not E(v) is obtained by
conver%gptqeﬁﬁf@aye &ﬁ;pymiﬁqut%aggdnmal,y_the illegitimate act will be
revealed. This suppresses the illegitimate act by the voting server 200 or the
encryption servers 400. 410, 440.
[0106]
[Third Embodiment]

Next, a third embodiment of the present invention will be described with
reference to the drawings. The anonymous electronic voting system of the third
embodiment shown in Fig. 15 is such that an encrypted-certificate verification
server 600 1s further provided, an certificate-affixing encryption means 205 is
provided instead of the encryption means 203 in the voting server 200,
certificate-affixing re-encryption means 402, 412, 442 are provided instead of the

re-encryption means 401, 411, 441 of the encryption server 400, 410, 440,

respectively,
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The re-encryption-certificate verification neans 602

recei ves the public 20 information including the

encryption public key, encrypted data E(v), re-

encrypted data E (v) obtained by re 25 49 encrypting

E(v), and certificate data y¢, and verifies whether

or not E(v) is obtained by legitimtely encrypting

( ed on Y. [.0109]..5 Lf the techniques .
and G U RITEN O Lleh® Blbi el P ediie Wobdangna re-cneryption-
..certificate-affixing encryption neans 205 receives

certificaie p{Asiileatiom omwalp of0Z parey, prgvided iandhp| emeryekion-certificate

voting data vi, and outputs the encrypted voting data
verifid&(twn samer 6801 iiftithat encdatmmons efaticdnicsSvenps es8eembyf the first

the pair (G, Vi) and obtained by calculating: 10
embodidentWhbwn (@Ffgpd p, vi X Y r nod p). Here, r is a

random nunber sel ected at random for the pl aintext
[0107ﬁoting data vi. Thus, r is output as the certificate

ata w. [0110] The certificate-affixing re-encryption

means 205 receives the public 15 information (p, q,

g,/he) emidifsaiepitiesdng oeney Ritem EIsAns 2Q5G reodiiyes atik  public

.outputs the encrypted voting data F(vi) and
inforncgidn fincladénglanaryptio pubide ksy eX pmespRdnfxt dabe vaind outputs

(Gi, Vi) and obtained by calculating: (Gi, Vi) =
E(v) d6ehired™®¢ EnorYhieYvShaRd ?ﬂY & cestifiRath rdgng%nshowing that

G
nunber sélectéd at random for the plaintext voting

~ E(v) gato%té/iln'ed by legitimately encrypting v based on Y. The certificate-

affixing re-encryption means 402, 412, 442 receives the public information
including the encryption public key Y and encrypted data E(v), and outputs E’(v)
obtained by re-encrypting E(v) based on Y and certificate data w’ showing that
E’(v) 1s obtained by legitimately re-encrypting E(v) based on Y.

[0108]

The encryption-certificate verification means 601 receives the public
information including the encryption public key Y and the plaintext data v, and
verifies whether or not E(v) is obtained by 1egitiﬁ1ately encrypting v based on Y.
The re-encryption-certificate verification means 602 receives the public
information including the encryption public key, encrypted data E(v), re-

encrypted data E’(v)} obtained by re-
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20 Thus, s is output as the certificate data w .
[0111] The encryption-certificate verification neans
601 receives vi, (p, q, 9, YY), Evi) = (G, Vi) and
w, judges the 25 50 certificate to be acceptable if
both the followi ng equati o G =G‘e nod p; and
Vi=vi X YAw nod p 5 hold, and judges the certificate

encryﬁt@n% Qvl%h%ﬂdt CBRiAchlc @Ma e Afd LRemdoss, ARt, I'bql fot E’ (v) is

ere- encryptlon cerfificate verl lcatio

BN AP BB, 0

acceptable if both the follow ng equations: 10
[0109 i =G ~w nod p; and Vi=Vi X YAW nod p hold, and
judges the certificate to be illegitimate if any one
ofif t them dobaiquets dwebeibefl0iA3Patddi Nexlicafar at i @fe Ofised, the
t he anonynous el ectronic voting system of the present

certifieFRQSFIER é’ﬂdrkr%)ﬁ%ndtﬁégﬁé bgdl. reEél%s t]}g@q}%ii]lcginsfg%%’ation (p, 9, g,

processi ngs of voter termnals 1

) and GERBHE oS TR B ot DRt F5h i vt and
certlﬁcgtet %ﬁtapr\gcesﬁs(lv?)gsislQx;r?:sged by the pair (Gi, Vi) and obtained by
calculating:

(Gi, Vi) = (gr mod p, vi X Y”r mod p).

Here, r is a random number sclected at random for the plaintext voting data vi.
Thus, r is output as the certificate data w.
[0110]

The certificate-affixing re-encryption means 205 receives the public
information (p, q, g, Y) and encrypted voting data E(vi) = (Gi, Vi), and outputs
the encrypted voting data E'(vi) and certificate data w'. E’(vi) is expressed by
the pair (‘G’i, V’i) and obtained by calculating:

(G'i, V'i) = (Gi*s mod p, Vi X Y”s mod p).

Here, s is a random number selected at random for the plaintext voting data vi.
Thus, s is output as the certificate data w'.
[0111]

The encryption-certificate verification means 601 receives vi, (p, q, g, Y).

E(v1) = (Gi, Vi) and w, judges the
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voter termnals). Fig. 19 explains processings
corresponding to the operation 20 fromthe reception
of the votes to the tally thereof. The operation of
the default in the present enbodinment is simlar to
that in the first enbodi nreni} and the operation of
the voter termnals 120, 130, 150 is simlar to that

. : i T o1
ceruriid DEREEeEpm SRR ol Ve LSRR 21

einafter, processings fromthe access to the

voling % e?’%%% by the 5 voter ternminals 100, 110,
140 to transm ssion of the voting data will be
deé&icil fe¥ "W 1hod 5] The voter terminals 100, 110, 140
transmt an encrypted-voting- information request to

hold, ahe jwdfdsnthesedrvidical®Qo bEhidlapdtinige SEANEOnR0EE tHéPPRoes not hold.
recei ving the encrypted-voting-information request,

[0112fF eates E(vj) by encrypting 10 vj for all the voters
Vj based on the public information (p, q, g, Y) in

t certificate-affixing encryption nea 205,. R
o st e D PEGR P TERE M e R om, RS 0Q Gp9eives (GL, Vi), (p,
obtained by legitimtely encrypting vj based on the

q. 8 PubEi(e)i ey maY ilpandpw, Jedeey, the) cqréifamtOsoibe Ricgsptable if both
17, 18, 19), and returns the public information (p,

the folpwdng eYhadbdst he list of (vj, E(vj), w) to the
voter termnals 100, 110, 140 (step C7 in 15 Figs.

165 Al [(PL1R] The encryption servers 400, 410,
4401 ubon%%gg I’'ving E(vi) and the public

V'i=ViXY"*W' mod p
hold, and judges the certificate to be illegitimate if any one of them does not
hold.

[0113]

Next, operation of the anonymous electronic voting system of the present
embodiment will be described. Figs. 16 to 18 show processings of the voter
terminals 100, 110, 140, respectively (and processings by the voting server,
authentication server and encryption server relevant to the processings in the
voter terminals). Fig. 19 explains processings corresponding to the operation
from the reception of the votes to the tally thereof. The operation of the default
in the present embodiment is similar to that in the first embodiment, and the
operation of the voter terminals 120, 130, 150 is similar to that in the present

embodiment. Thus, those
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information (p, q, g, Y) fromthe voter termnals,

input E(vi) and (p, g, g, Y) into the

certificate-affixing re-encryption nmeans 402, 412,

442, respectively, to 20 create E (vi) by

re-encrypting E(vi) and cer¢jficate data wi which

certificate that E (vi) is obtained by legitinmately

ncrypting, EGVi ased..on (p, q, g, Y) (steps

operatigipX ¢ OE%TSg ,O)fégsgﬁptléﬂo-l in Figs. 16, 17, 18),

and returns E (vi) and wi to the voting termnals
[0114)o0, 110, 140 (steps Cl00-2, Cl10-2, Cl40-2 in Figs.

16, 17, 18). [0117] 5 The above description is

difleeirdt¢n pactsdhgs Heomr dresséadgsiouthd Qoting server 200 by the

transm ssion of the voting data, which is different

f e fd [ [ : :
vorer KAMANPLOO L1090 L5 ey mIROEb BRI LA MR be acscribc
[Ollsgescribed with 10 reference to the flowhart of Fig.
9. [0119] The voters having perforned the vote

t hrough the voter term nals 100, 110, 140, after the

r ddept Vosroftctminalet iR, ddtl8, tAdndnersmithanpupiérypted-voting-

information (p, g, g, Y) and list of (vj, E(vj), W)
inforni®ten viedubsonot tiee woltimg ssevate20200 ‘BBe Wedtind SsedSer 200, upon

(E (vi), Wi) received fromthe encryption server to

ivh CLYRYb R 68 bkl NASRARSE Y r ey -
recet P BECLURD QR SBURR IPAR T Ao EB e KELY B encrvping
vi for @il The faers ap BRsd B ERY | Subtfy Sofm ol Pip, %, & v) in the

certificate-affixing encryption means 205, creates the certificate certifying that
E(vj} is obtained by legitimately encrypting vj based on the public information (p,
q, g, Y) (step C6 in Figs. 17, 18, 19), and returns the public information (p, q, g,
Y) and the list of (vj, E(vj), wj) to the voter terminals 100, 110, 140 (step C7 in
Figs. 16, 17, 18).

[0116]

The encryption servers 400, 410, 440, upon receiving E(vi) and the public
information (p, q, g, Y) from the voter terminals, input E(vi) and (p, q, g, Y) into
the certificate-affixing re-encryption means 402, 412, 442, respectively, to
create E’(vi) by re-encrypting E(vi) and certificate data w’i which certificate that
E’(vi) is obtained by legitimately encrypting E(vi) based on (p, q, g, Y) (steps

C100-1, C110-1,
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the encryption-certificate verification neans 601, to
verify whether or not all E(vj) are obtained by
legitimately encrypting vj based on (p, q, g, V)
(step C16), 20 and also inputs (E (vi), E(vi), w)
into the re-encryption verifpcation nmeans 602, to
verify whet her or not E (vi) is obtained by

C140- (1 Fi%ﬂ;%' 3176%23/915& Q?%IE{I%/? é@ﬁhaél rgg&h(@ gx‘ﬁmfgg é{;)mmals 100,
f Cl18). [0120]. Ne
110, 140 ¢ sm%ﬁszb'éﬁgnﬁséﬁﬁ% Hei0 in biesadbe7bda). o 1 0351)

In the present enbodi nent, the voting server 200
[0117] ncl udes the certificate- affixing encryption neans
205, wherein the list of (vj, E(vj), W) is
t raes rtdved dtegcr.l?H%nV%'ﬂlﬁeéﬁrdmtﬂabﬁrt ¥ the processings up to
encryptlon certificate verification neans 601 can
her the .E vj; obt ed b
transn}’f‘ggft rrafll\gﬁ)% gcr)]tcl?l {&?1%% \}fmbése% % fe(rrfj‘n%jl meb é‘lath)f the first
cordlngly i f the voting server 200 transmts (vj,
embogimpnty to the voting termnals by pretending
t hat (VJ, E(v'j), w) is obtained by encrypting vj,
[011&]he illegitimacy will be reveal ed. This suppresses
the illegitimte act by the voting server 200.

[ Qi3] prbeed ! CHYRT Be
454 e TR LR ROCHEUIRT B Bried i

refere% %‘?ﬁé/%t v%lq)anFE?\?llgol?g 412, 442, respectively,

W are transmtted to the

voter term nals, and the encryption-certificate
[0119] yp

The voters having performed the vote through the voter terminals 100,
110, 140, after the reception of the voting data, transmits the public information
(P, 4, g, Y) and list of (vj, E(vj), wj) received from the voting server 200 as well
as (E’(vi), w'1) received from the encryption server to the encryption-certificate
verification server 600 (step C15). The encryption-certificate verification server
600 inputs the public 'information (ps 9. g, Y) and the list of (vj, E(vj), wj) into
the encryption-certificate verification means 601, to verify whether or not all
E(vj) are obtained by legitimately encrypting vj based on (p, q, g, Y) (step C16),
and also inputs (E'(vi), E(vi), w') into the re-encryption verification means 602,
to verify whether or not E’(vi) is obtained by legitimately encrypting E(vi) based

on (p, q, g, Y) (step C17), thereby outputting the results of
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verification neans 602 can verify whether or not
F(vi) is obtained by legitimtely encrypting E(vi)
based on (p, g, g, Y). Accordingly, if the 20
encryption server returns E (v), E(vi), w while
pretending that E(vi) is Iggitimtely re-encrypted,
such an illegitimcy will be revealed. This
S e 25 54 illegitimte act by the
"“’“f‘iﬁ‘:"%ﬁﬁgﬂ fvers 400, 410, 440. [0123] In
ddi tion, although the configuration wherein the
ncryption certificate 5 verification neans 601 is
provi ded in another server (encryption-certificate
ve¥ext the pdnaniegveofebopresentambgdiaidrgrwilie deddritgpd.
is finished, another configuration my be enpl oyed
[012ipherein the encryption-certificate verification is
provided in the voter term nal as a constituent

ellﬁqﬁgtprt?g%te%bﬁﬂuﬁgﬂgUt‘ﬁh J(ﬂ?n glrxjefri 1nCITugesgIngg certificate-

[0120

the vot'i ng. Furt ariot her c |gura on
£f é?d 10 mhere 9%¥ verifi atlgn means
a “‘“ﬁﬁ 89? 9T meqgs G75HP 8¢ Jis ohdvhr ECOheYI ) ifetiansmitted to

el ement thereof to verify only the certificate of
the vosingy {gsniionalshythe eacreptéopseirficdty vagficationomieags Galdcan verify
to verify only the certificate data by the

whethenNoF Yk itBB ISEf Y & oBfatlﬁEdtHSﬁlégQiltdlﬂelyFé‘ﬁérﬁ'%Ei,ngaﬂjoBQ@d on (p, q,
configuration may be enployed wherein t

g, Y) ig%cysg}cﬂl?l ]feﬁf‘ iil% Cﬁftt?n esrer(félc tOIOo Ak AT g .16€gvd,g;ew) to the

encryp |on cer e verl ca i 0N nea
n the voter termnal, performall the

.__provide
VOUHE»]\[/)EFF?IP&& Py gerthat W8t kgy'i)- OWMP obtained by encrypting vj,

the illegitimacy will be revealed. This suppresses the illegitimate act by the
voting server 200.
[0122]

In addition, the encryption servers 400, 410, 440 include the certificate-
affixing re-encryption means 402, 412, 442, respectively, wherein E'(vi), E(vi),

1

w' are transmitted to the voter terminals, and the ecncryption-certificate
verification means 602 can verify whether or not E'(vi) is obtained by
legitimately encrypting E(vi) based on (p, q, g, Y). Accordingly, if the
encryption server teturns E'(v), E(vi), w' while pretending that E(vi) is

legitimately re-encrypted, such an illegitimacy will be revealed. This suppresses

the
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[ Fourth Enbodi nent] Next. a fourth enbodi nent of the

present invention will be described with 20

reference to the drawi ngs. In the anonynous

el ectronic voting systemof the first enbodi nent, by

allowing a single voter terfdnal to use a plurality

of encryption servers, the secrecy of the vote can
illegit?Rab®Ret HPRNS bhyraReel 8ervel@085490, aRpesENt _

enbodi ment i ncludes a nore nunber of the encryption
[Olzaervers for a single voter termnal. [0125] 5 The

nonynous el ectronic voting systemof the fourth

enbodi ment shown in Fig. 20 is such that, the voter

t drmdiiifionpalibenabcthe eonfigerdioppihsrcivetheesncryptiontcertificate

to 400-k, with k being an integer equal to or |arger
verifi¢dizon 2meansd 60 Isardrpviddie iuotabthieer Renadrs (dddyplidd-certificate

connect to encryption servers 410-1 to 410-k and
verifi@Nedy PEERR T SHOBT S04 40srlfyl 0 AS0- Kne 1 gﬁﬂ‘ﬁ% 'iﬁeli%fnishgd, another

t he anonynous el ectronic 10 voting systemthe first
conciffJRR%H ERY 1Sl s eSS 0P i cation

.include the re-encryption nmeans 401-1 to 401-Kk,
providef in the vater dermipalias -a cppstent elemspéchievetiy to Toaduct the

configuration of the voter termnals 100, 110, 120,
verifidn H46ingl B0, vuoinigngFaetheer an2Rr cdidigihtient ingatbORmployed

server 300 is simlar to that in the first enbodi nment

wheredP SROWLrificdtidh ﬁr_eah@lgsﬁ]nprl};%)f&ed OREr @k %ﬂcp)teptﬁ(%? server as a

anonynous el ectronic voting system of the prese

constituent element thereof to verify only the certificate of emcryption by the
encryption during the voting, and to verify only the certificate data by the
encryption server after the voting. Further, another configuration may be
employed wherein the encryption-certificate verification means 601 and re-
encryption-certificate verification means 602 are provided in the voter terminal,
to perform all the verification during the voting.
[0124]
[Fourth Embodiment]

Next. a fourth embodiment of the present invention will be described with
reference to the drawings. In the anonymous electronic voting system of the first
embodiment, by allowing a single voter terminal to use a plurality of encryption

servers, the secrecy of the vote can be more robustly secured. The
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enbodi mnent will be described. Figs. 21 to 23 show

processi ngs by the voter termnals 100, 110, 140

(and processings by the voting server, authentication

20 server and encryption server, relevant to

processings in the voter teffninals). It is to be

noted that operation in the default of the present

BN+ I 2 :

P S I B Ok Dk ErcyR¥iom gy for a single
votmrf ter #ern1nals 120, 130, 150 are simlar to that in

8 Prst enbodi ment. Thus these operations are

omtted herein for depiction. [0127] 5 Hereinafter,
[0123r ocessings fromthe access to the voting server 200

by the voter termnal 100, 110, 140 to transm ssion

of Theosn sy rdata eid ditorie wasey ishe@dm of R28bukheenibb@ment shown

term nals 100, 110, 140 transmt an encrypted-voting-

in Flgloz(] g %Eeﬁtthﬁﬂ ﬂ"L%qggﬁitr Ee?nﬁﬁ Y@b'&gln%%{ & kzggﬁléﬁ)ttﬁﬁa servers

-1 in Figs. , voti ng server
400-1 L*@ZE%@-?(C% Bk yiseee %%Cr%ﬁégﬁgﬁﬁ%fdaqg@rﬁéﬁé%a {jeihasead similarly

on the public information (p, g, 9, Y), to create
the vaeyjtyrmpmalihd l@nc}%ﬂbm@neﬁbéﬁsemspt@gnwrw@rsl #1Eilggo 410-k and
21, 22, 23), to return the public information (p, q,

encryetion) seanelrsl 4g0- Dfto( VA0 -KE( vpdpedtivel e in ofher addnymous electronic
termnals 100, 110, 140 (step A7-1 in Figs. 21, 22,

votmg%) StCl%rlﬁlevﬂ}ﬁreIElS?@ﬁja{tsﬁl( ka'r;;’;?ﬂ fg?c?' VriRg eéprypqlqrgs?rvers 400-

and the list o splays t

1 to #)hék’v%ige] é é@; ggaahﬁﬁ Ist% g%gﬁg ég\]jbe]if%}g}ﬁ]igr%gon means
list of vj via the input unlts 102, 112, 142 (steps

401-1 At00401 4016111 Almo411-k, and 441-1 to 441 -k, respectively. The

configuration of the voter terminals 100, 110, 120, 130, 140, 150, voting server

200, and authentication server 300 is similar to that in the first embodiment

shown in Fig. 1.

10126]

Next, operation of the anonymous electronic voting system of the present
embodiment will be described. Figs. 21 to 23 show processings by the voter
terminals 100, 110, 140 (and processings by the voting server, authentication
server and encryption server, relevant to processings in the voter terminals). Tt is

to be noted that operation in the default of the present embodiment is similar to

that in the first embodiment,
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1in Figs. 21, 22, 23). 20 [0129] The voter term nals
100, 110, 140 then transmt the encrypted data E(vi)
corresponding to vi and public 25 57 information (p,
g, g, Y) to the first encryption servers 400-1,
410-1, 440-1 (steps D101-1K5D [1-1, D141-1 in Figs.
21, 22, 23). The encryption servers 400-1, 410- 1,
and tha4he apwationhey thee eoveadiendnyist 80,0886, E§Viare aighilar to that in
public information (p, q, g, 5Y) into the
the fifs@ eI Rien@N TRA 40 bptratfddk dre 6% tdd herein for depiction.
respectively, to calculate E' I (vi) by re-encrypting
[0125(\” ) (steps D101-2, D111-2, D141-2 in Figs. 21, 22,
3), and return E'I(vi) to the voter term nals 100,
110, 140 (steps D101-3, Dil |- 3, D141-3 in Figs. 21,
o ersmaltey, pragaesingy fremethgopeicss donihraretingoseryen 200 by the
140 transmit E |l (vi) obtained fromthe first
voter taroriypl 100, $&0ye46 tdAtrkmiddidnlof 4dOng dada WAt he described.
second encryption servers 400-2, 410-2, 440-2,
allowwng E|l(vi) to be encrypted again to thereby
obtain E 2(vi). Hereinafter, these processings are
terated for all the encryption servers 400-1 to
00-k, 410-1 to 410-k, and 440-1 to 440-k, to obtain
the encrypted data E'k%vi) steps DI Ck-3, D Ik-3,
DA 3Voier gpgainady 199, 23;% THE drarsppitedindaticrypted-voting-
E' k(vi) corresponds to the data obtai ned by 15
informagi@nceqypisi ng thewotifoselvet i208s (stIPer 3.t @f Figl minal2s 23). The
100, 110, 140 determne FE k(vi) as the encrypted
votin - (0 e ) tigd g LFEIa
éjekt@@Vfg 2?%])0 5909 réd@gﬁ@ the Eggrf(ﬂwd g‘gg‘tg%gﬂigﬁﬁfa?{bn request,

server of voting server ste
Subsequent

110 D14Q-5.in Figs.. 21, 22,  23).

encryfy glLans S S PBihsec oM uE Fr kdpation (. 4. & V),
nbodi .

to cregte %(I\Urge?rtl the encryption means 203 (step A6 in Figs. 21, 22, 23), to

[0128

return the public information (p, q, g, Y) and list of (vj, E(vj)) to the voter
terminals 100, 110, 140 (step A7-1 in Figs. 21, 22, 23). The voter terminals,
upon receiving (p, q, g, Y) and the list of (vj, E(vj)), displays the list of vj to the
voter on the display units 101, 111, 141, the voter elects and inputs a candidate vi
from the list of vj via the input units 102, 112, 142 (steps A100-1 All10-1, A140-
I in Figs. 21, 22, 23). |
[0129]

The voter terminals 100, 110, 140 then transmit the encrypted data E(vi)

corresponding to vi and public
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[0130] 20 Next, the advantages of the present

enbodi nent will be 25 58 described. [0131] In the
present enbodi nent, the voter term nals connect to
the encryption 5 servers 400-1 to 400-k, encryption
servers 410-1 to 410-k, andSEBncryption servers 440-1
to 440-k, respectively, and transmt the encrypted

infornatién Ep( Y b AR r Y en di§ peidar YRV ERI4EOVI )
HIOItransE?%?eg S?on1the 5ot?%é%server 200 fgévkﬁé“%ét44° L (steps

D101 g, L4 9, 0 9S8 % AR AR 001, 10

servers collude together, the plaintext votin

1, 44Q 3 i heireearvisdh ey Pty datie Bl el andoppbligvinfornsidon (p, q, g,
the secrecy of the votes can be strongly assured.

Y) in{o01i82]retencipption bmeand dd 1t hat 181 hoagh ,t e paetibely, ab calculate
encryption servers connected to the voter termnals

E’ 1(v£909y 2 1&hcrifpBiniS EGv A Ofst&RC D MALSI M1 {NbS HY %r HP%QS. 21, 22,

be thé sarre and may be different for t

o, R AP P S DB 0, T B0, o111

enbodi nent . LngB& Moreover, as in the third
3, Dlghtoth Hest- 3 PA)-Figpbseguentyh thhepygt fesmingler 19, 110, 140

may include a certificate-affixing re-encryption
transmie &g (vi)oolenaatdefioes thé fioat encogtivr efrveRe400-1, 410-1, 440-1 to
encryption. 20 [0134]
the second encryption servers 400-2, 410-2, 440-2, allowing E'l(vi) to be
encrypted again to thereby obtain E'2(vi). Hereinafter, these processings are
iterated for all the encryption servers 400-1 to 400-k, 410-1 to 410-k, and 440-1
to 440-k, to obtain the encrypted data E'k(vi) (steps D10k-3, D11k-3, D14k-3 in
Figs. 21, 22, 23). The encrypted data E'k(vi) corresponds to the data obtained by
re-encrypting E(vi) for k times. The voter terminals 100, 110, 140 determine
E’k(vi) as the encrypted data E'(vi) to be transmitted to the authentication server
300 or voting server 200 (steps D100-6, D110-5, D140-5 in Figs. 21, 22, 23).
Subsequent processings are similar to those in the first embodiment.

[0130]

Next, the advantages of the present embodiment will be
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[Fifth Enbodi ment] Next, a fifth enbodi nent of the
present invention will be 25 59 described with
reference to the drawi ngs. In the anonynous
el ectronic voting systemof the second enbodi nent,
by allowing a single voter &rmnal to use a
plurality of encryption servers, the secrecy of the
descri¥@@ies can be nore robustly 5 secured. The present
enbodi nent is such that a | arger nunmber of encryption
[0131fervers are enpl oyed corresponding to a single voter
ermnal. [0135] The anonynobus el ectronic voting
stemof the fifth enbodi ment shown in Fig. 24 is
i@ht he presepthampedamentr tienuptergermirecoanget ko the encryption
encryption servers 10 400-1 to 400-k, wth k being
serveratO0ni agefOefuahctyptoson karges 4tlbant@ 41®nld theé evi@f|ftion servers
term nals 110, 140 connect to the encryptlon servers

440- I4$Q¢4]0-§<0r %clﬁv%n? aﬁ&'%éﬁ%ﬁh@r}hé%\é?ﬁﬁteﬂA@at& Ptftw) obtained by

440- K, r espective I n the anonynous el ectroni

re-enci§pring es%@efifmsaﬁ% e?‘:°”dﬂ%3‘é’s‘3%%§§9%a§rh° 46t fhigotal of k
410-k, and 440-1 to 440-k include second 15

times, donifier spong mearer A08- 1Aceowionely, uplessiallAtis: kotinpderver and
445-1 to 445-k. For an m satisfying 1 the second

k encrypnivar séroerymealadéGogerhed] Shanpididbexo 0btihpecoted Rl vi cannot be
encryption servers 400-m 410-m 440-mcreate the
detectSEFANM ISQUMELALAN
sree conver si gny)cgrt [ fleg%icge at a%eefﬁnmsuﬁ?b%&gi%ﬁpeggnsumd'
[0132Y3n1 s (g"smnod p, Y*smnod p, sn); and 20
kGUmlﬂﬁ (gAum nod p, um.

it is to be noted that although the number of encryption servers connected

to the voter terminals 100, 110, 140 is k for each herein, this number need not be
the same and may be different for them. In addition, some voter terminals may
share some encryption servers as in the case of the first embodiment.

[0133]

Moreover, as in the third embodiment shown in Fig. 15, each encryption
server may include a certificate-affixing re-encryption means, to create certificate
data for the encryption.

[0134]
[Fifth Embodiment]

Next, a fifth embodiment of the present invention will be
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25 60 [0136] The encrypted-data creation neans 104,
114, 144 of the voter termnals 100, 110, 140, upon
i nput of the first conversion data (G, Yr, r) _ (g”"r
nmod p, 5 Y*r nod p, r) and first
conversion-certificate datas¢CGd, d) = (g*r nod p, d)
fromthe voting server, and input of the k second

descrl%‘éﬁvﬁr'iﬁl' pircdat @ (GFoilhe Xlsivglggls) gg thé %nyﬁ%&%@ctﬁ@c voting

conver sion-certificate

t he nc .ion.s sas vveII S
syster S el R Ehftedie 5 EhPwitafesinsls Vol jpruaal to use a
voting data E(vi) based on the foll ow ng equation: 10
pluralgyy pf “encrgptivn)serzery, Xbe1 X@RXXGlk e poreX¥aXyYbt mMre robustly
Ys2 x X Ysk nod p) . Furthernore, the

securehcr e greaina anbaliimentmbanacl Gat blthrgddhumber of encryption
calculate: a=@Qu X Gd1 X Gd2 X X &dk nod p; 15

Serveﬁﬂ#@%ﬂldél%yeg’ é)grenégn@mf_tg Yo sq}ligle Fe(Lrisighg 2+ - +sk)

+u+dl + d,
mwsgncryptlon certificate data (a, t) and output the
ane together with the encrypted voting data (G,
\ﬁﬁél. [0137] 20 This certificate can be verified in
ceARPYPNPBA-cdeetrphiccaptingesysi¢mari olme frﬁhm&@&irﬂngm shown
calculatlng c=HASH(p,q,9,Y,G, Vi,a),

in Fig. 24 is such that, the voter terminal 100 connects to k encryption servers
400-1 to 400-k, with k being an integer equal to or larger than 2, and the voter
terminals 110, 140 connect to the encryption servers 410-1 to 410-k and
encryption servers 440-1 to 440-k, respectively, in the anonymous electronic
voting system of the second embodiment shown in Fig. 10. The encryption
servers 400-1 to 400-k, 410-1 to 410-k, and 440-1 to 440-k include second
conversion means 405-1 to 405-k, 415-1 to 415-k, and 445-1 to 445-k. For an m
satisfying 1 =m=k, the second conversion means 405-m, 415-m, 445-m of the m-
th encryption servers 400-m, 410-m, 440-m create the second conversion data
(Gsm, Ysm, sm) and second conversion-certificate data (Gum, um). Here:
(Gsm, Ysm, sm) = (g"sm mod p, Y sm mod p, sm); and

(Gum,um) = (g”um mod p, um).
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and confirm ng whether or not the follow ng
relationship holds: 25 61 g~t X G7{-c} =a nod p
[0138] The configuration of the voter term nals 120,
130, 150, voting server 200, 5 and authentication
server 300 is simlar to thef of the second
enbodi nrent shown in Fig. 10. [0139] Next, operation
[013¢f the anonynous el ectronic voting system of the
present enbodiment will be described. Figs. 25 to 27

Shaw Bh ShNGSa Wheh Sn;’rﬁggﬁs 159, 18 123 1182 A terminats

140 (and "processi ngs by e voting server,

ication ser d encryption server, relevant
100, {1l PEAE 8 SR ERY the Tt SopuERYer ARG V2. DY Tehr mod p,
Qperation of the voter termnals 120, 130, 150 is
Y7 r mgidnpy By and finshconyerhenssedfigatedbod{Gentd) =atg tiog p, d) from
is omtted for description. [0140] 15 Hereinafter,

the vqimgeessidrgunklr PBCoL3Be 1O stdiend @bhRBr§65 VRita 3AX10YYs1, s1) to
the voter terminals 100, 110, 140 to transm ssion of

(Gsk, :m,vs%t)id?ﬂ Eaéo%%%i'oﬁ%rﬁ?&%é b, (Gfuql‘h]lﬁ tIh&}du‘a’llf,gl?l{) from the

ermnals 100, 1 transmt a conversion:
K request to the voting server .200 (step B5 in Figs.
enchEpliG seryprs Hie Walli Hy 1her DAL, VAPER copients,” caleulate the
recei ving the conversion data request, inputs the
encrypygBlvadingeerenitviorbagpd og, thg, folowimgoeqihidr:r st
conversi on nmeans 206, to create the first conversion
d@(ai (S(GiyWi) r)
= (GrXGsl XGs2X - - XGsk mod p, viX Yr X Ysl
XYs2X +++ XYsk mod p) .
Furthermore, the encrypted-data creation means 104, 114, 144 calculate:
a=Gu X Gdl X Gd2 X+« - X Gdk mod p;
¢=HASH (p, q, 2. Y, Gi, Vi, a);
t=¢c X (r+sl+s2+--+sk) +utdl+d2+ - - -+dk mod q,
to obtain encryption-certificate data ( «, t) and output the same together with the
encrypted voting data (Gi, Vi).
[0137]
This certificate can be verified in the encryption-certificate verification
means 207 by calculating:

¢=HASH(p.q.2.Y,Gi,Vi,a),

and confirming whether or not the following relationship holds:
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and first conversion-certificate data (Gd, d) (step
B6 in 25 62 Figs. 25, 26, 27), and returns (p, q, 0,
Y), (G, Yr, r) and (Gd, d) to the voter termnals
100, 110, 140 (step B7 in Figs. 25, 26, 27). The
voter termnals 100, 110, d4#0, upon receiving (p, g,
g, Y), (G, Yr, r) and (&, d) fromthe voting 5
Seg’A\feJG?zO{Qc}Ua%%f&lls (p, 4, g, Y) and a
conversion-data request to the encryption servers
[013épo-1, 410-1, 440-1, respectively, (steps E101-1,
111-1, E141-1 in Figs. 25, 26, 27). The encryption
servers 400-1, 410-1, 440-1, upon receiving the
puthd eonfigeratian oh the voder trmmalksnt? & okitbr K Greama@server 200,
request, input (p, 9, g, Y) into the second
and actbevecsiion seeans 34055 1simdkh- b, thd Dflther @%padt éMBbY¥iment shown
to create the 10 second conversion data (Gsl, Ysl,
in Figshp. and second conversion-certificate data (Gul, ul)
(steps E101-2, E111-2, E141-2 in Figs. 25, 26, 27)
[0139?nd return (GBI Ysl, sl) and (Qul, ul) to the voter
erm nal s 100, 110 140 (steps E101-3, El 11- 3,
E141-3 in Figs. 25, 26, 27). The voter termnals 100,
11Nt gperatiompd threanomym oy elestisinig vosingt srstemcofthe present
encryption servers 400-1, 410-1, 440-1, and then
emboditesrat @ill54¢ hiessabedpr ¢égssngiof a7 sldwif@ckssings by the voter
encryption servers 400-1 to 400-k, 410-1 to 410- Kk,

termirfilg 14)4)0 td 01460 %&dt B@c%géﬁ %Qtﬁft' Qh?&ﬁlﬁgcs%Wer authgntlcatmn

converS|on ‘dat a (
cond conversi on erti te data (&ul,, ul
Se”er e“['ﬁ%j 1"(’hfjertv&rs{"glﬁ§aﬁ B 15 PEpCqsRLngs E&éﬂaequtﬁr terminals).
F|g . 25, 26, 27). [0142] 20 Subsequently, t he voter
Operatiernphahe veder tamoinalsgd Z0aplit0,vl 56 npwimblart twe thatotrethe second
first conversion data (G, Yr, r), first
embodiment, and thus is omitted for description.

[0140]

Hereinafter, processings from access to the voting server 200 by the voter
terminals 100, 110, 140 to transmission of the voting data will be described.
[0141}

The voter terminals 100, 110, 140 transmit a conversion-data request to
the voting server 200 (step B5 in Figs. 25, 26, 27). The voting server 200, npon
receiving the conversion data request, inputs the public information (p, q, g, Y)
into the first conversion means 206, to create the first conversion data (Gr, Yr, 1)

and first conversion-certificate data (Gd, d) (step B6 in
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25 63 conversion-certificate data (Gd, d), k second
conversion data (Gsl, Ysl, sl) to (Gsk, Ysk, sk) and
k second conversion-certificate data (GQul, ul) to
(&@uk, uk) into the encrypted-data creation neans
104, 114, 144, to calcul atesl he encrypted 5 voting
data E(vi) and encryption-certificate data (a, t)

Figs. Qst eps 25%0%1& refehrnkO¢ g, g, 149y, 4@{] 71 98) ake. (&6 d)’% the voter

Subsequent processings are similar to those inth

tormiiF g A SR Od HE P W 1170 Redsr Dot ). 103 oiofs] Spinas 100,

the present enbodinment, the voter term nals 100, 110,
110, hih eepihdesciveng t(Re den®r Yt (6. o6k vidrandi§6d1 dofrom the voting
400-k, encryption servers 410-1 to 410-k, and
serverehﬁﬁ),yﬁﬁhmmis@’,V@,r 8, A40ard taOGGlmebrki,onr-émeIHqiu%et yo tAedncryption
create the encrypted data E(vi) based on the first

server%Qm(ﬁ‘iSWi’U dad g necelyedifd oM ibss ¥abiing E?[Yelr B -1 in Figs.
and 15 second conversi on data recei ved fromK

t d t pted dat
25, E0SYP R SFSE R SR DR, A, LI G Sk

voting server and k encryptlon server coIIude

public bfermationt(Re dplgaint ed codY Pisio Wit e FEE eatelnpyt (P, 4. g, Y) into
detected fromE (vi), whereby the secrecy of the

the seawohdscoaneeomasedred 400, 4965rONGUY -1 20e{f2b4Bkly, to create the
Al t hough the nunber of the encryption servers

seconc?gémﬁﬁ:gkﬁgln;@afah?@é@t 51t eIMAA SedMy bhQerstd-&R2BRicate data
(Gul, ul) (steps E101-2, E111-2, E141~2 in Figs. 25, 26, 27), and return (Gsl,
Ys1, s1) and (Gul, ul) to the voter terminals 100, 110, 140 (steps E101-3, E111-
3, E141-3 in Figs. 25, 26, 27). The voter terminals 100, 110, 140 iterate the same
processing for the second encryption servers 400-1, 410-1, 440-1, and then iterate
the same processing for all the k encryption servers 400-1 to 400-k, 410-1 to 410-
k, and 440-1 to 440-k, thereby obtaining k second conversion data (Gsl, Ysl, sl)
to (Gsk, Ysk, sk) and k second conversion-certificate data (Gul, ul) to (Guk, uk)
(up to steps E10k-3, E11k-3, E14k-3 in Figs. 25, 26, 27).

f0142]

Subsequently, the voter terminals 100, 110, 140 input vi input by the

voter, first conversion data (Gr, Yr, r), first
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25 64 nunber need not be the sane and may be
different. In addition, sone voter termnals nmay
share sone second encryption servers therebetween.
[0146] 5 Another configuration wherein the voting
sever is not provided wth éhe first conversion
means and the encrypted voting data E(vi) and

conveRAGH YRRt C Rt flcatH, dakachid 'cgglgvgfgé%s ibtgiatggﬁgstl?dﬁfs 1, s1) to

usi ng only the second coénversion

ond .enc tion-certificate d ecej v fromthe
(Gsk. 300 BREAP SePOf Eohpptsieh e BLEalegRle Fhinly aar e Guk, uh)
. term nals including the voter termnals 100, 110, 140
into tho cpeiipdpdtdapmicoyeationmenrns hPdr ddti dA4r souestulate threencrypted
voting server 200, and the voting server 200
votingt dansifi(ve aheé epiehlpriohnleotifiatomald ( o, P (stéps ADN0-4, E110-4,
candidate information to all the voter term nals.

£140-7he PN& YR el dedp @&%Eg%hﬁ?%&sé— ?‘S al%lsdinﬁéa“'r4t00tthose in the

the voter terninal 100, 40 cal ¢cul ate 't

ncrypted yoting data E(vi) and
Seconiﬁ%ﬂ%%?@ﬁﬁ¥certificate data (a , t) based on the k
second conversion data 15 (Gsl, Ysl, sl) to (Gsk,
[0143¥sk, sk) and k second conversion-certificate data
(&dl, dlI) to (&dk, dk) as follows: E(vi) _ (G, Vi)
= (NEsct X8 220teg karo d ph iphkysanX¥éeiZh o K¥sdIT00) be 2R s8ribed.
=CGd| XGd2XGdknodp; c¢=HASH (p, q, 9, Y, G, Vi, a);
[0144f=C¢ X (sl +s2+  sk)+dl +d2 dk nod q.

In the present embodiment, the voter terminals 100, 110, 140 connect to
the encryption servers 400-1 to 400-k, encryption servers 410-1 to 410-k, and
encryption servers 440-1 to 440-k, respectively, and create the encrypted data
E(vi) based on the first conversion data received from the voting server 200 and k
seccond conversion data received from k encryption servers, and transmit the
encrypted data E(vi) to the voting server 200. Thus, unless all the voting server
and k encryption server collude together, the plaintext voting contents are not
detected from E’(vi), whereby the secrecy of the votes can be assured more
strongly.

{0145]
Although the number of the encryption servers connected to the voter

terminals 100, 110, 140 each is k herein, the



10

15

20

25

25 65 [0147] It is possible for the voting server to
cal cul ate beforehand the first conversion data and
first conversion-certificate data, and simlarly, and
that the 5 public information (p, q, g9, Y) is

di stributed beforehand to té& encryption server, to
cal cul at e beforehand the second conversi on data and

numb&E€GEBd £ONYEr HORameehhd fhGat Be dBFRréMk. adV20A81 1]
[0148] Although preferred eﬁbodinen{s of the present ¢ voter

] nt i are described as .10 above, .each of the
termi Y 300 SPaf¥ a8 SEEORE SrBiimlin STER AT E e Rhsrn

server, encryption server and encryption-certificate
[0146erification server configuring the above anonynous

el ectronic voting system can be inplenmented by

i istathler ngndi guratiput ehepringthany éidng i sepkei®iidtNgrotvied with the

function thereof in a server conmputer or persona

first CONRHERIp ABhL%@X Rt ENGyHIEL IR ugh,; .
e conputeﬁlprogranfﬁs 15 gengpally reégqF%?oEgYﬂaa%%t?gxypuon

corir SRS BB M Br R KB SRR Pttt i

voter termnals, voting server, authentication

and secopdenergpEpYparbhicase vata reardvehdrgmtthork enetsipticrasevers. In
verification server can be inplenented by software

this cese,halldvier erot¢i014@hina?0 inshelihal the Voterai@@ipUtLn00, 110, 140
i mpl ementing the voter termnal, a conputer, such as

sy S o RO OB LSl Pyt v 200 a1
voting server 200 transmits the public information (p, q, g, Y) and candidate
information to all the voter terminals. The encryptied-data creation means 104,
114, 144 of the voter terminal 100, 110, 140 calculate the encrypted voting data
E(vi) and encryption-certificate data ( a, t) based on the k second conversion data
(Gsl, Ysl, s1) to (Gsk, Ysk, sk) and k second conversion-certificate data (Gd1,
dl) to (Gdk, dk) as follows:

E(vi) = (Gi, Vi)

= (Gs1XGs2X -+ XGskmod p, viXYsl X Ys2
XK+ +-Ysk mod p);
a = Gdl XGd2 X -+ - Gdk mod p;
c=HASH (p, q, g. Y, Gi, Vi, a);

t=c X (sl+s2+++sk)+d1+d2- - -dk mod q.
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25 66 processing throughput and smal |l er storage
capacity, can be used so long as the conputer has a
data processing capability and a network connecti on
capability. APPLI CABLI TY TO THE | NDUSTRY 5 [0150]
The present invention is appticable to the use of an
anonynous el ectronic voting systemvia a the network
[0147¢tc. It is also applicable to the use of an
anonymty el ectronic questionnaire systemvia a

n r . |.C I f scription.as the .
CanrBnPeTpic ot vahe i 5r GO h M R i Tolgiing the first
anonymous e] ectronic voting system conpri sing:; voter
convep P AR i B EBPYPHGOR SHTOCHI B ARL POMdady. and that the
_candi date nanme and encrypted candi date nanme, to
publiq ifesmiatiosaipd ersrYpiedigaihditehbeloraend ab thesaicegpadn server,

candi date via a network; at |east one encryption

to caRelMer beOsreh@68i YhdGscRBEAdr @oANEFYM | dta 8Aldsecond conversion-
encrypted candi date nane to create encrypted voting

certifil@tPda@Ng adBiideni Ng said encrypted voting data to
sald voter termnal having
10148]

Although preferred embodiments of the present invention are described as
above, each of the voter terminals, voting server, authentication server,
encryption server and encryption-certificate verification server configuring the
above anonymous electronic voting system can be implemented by installing a
computer program for implementing the function therecof in a server computer or
personal computer, and by executing the program. Such a computer program is
generally read into a magnetic tape or CD-ROM, or a computer via a network. In
other words, each of the constituent elements in the voter terminals, voting server,
authentication server, encryption server, and encryption-certificate verification
server can be implemented by software or hardware.

[0149]
Especially for a computer implementing the voter terminal, a computer,

such as a cellular phone or a variety of potable data assistants (PDA), having a

relatively lower
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transmtted said encrypted candi date nane; a voting

server for receiving said encrypted voting data from

said voter termnal to create a list of effective

encrypted voting data fron1$nong sai d received

encrypted voting data, and b ansmtting said created

list of said effective encrypted voting data via said
procesrengdhkoughg andieomalpen storses wepadioy, decrhepused) svalahg as the

list of said effective encrypted voting data

compute€ diay @dd4ta Qrosas An¥ WapaBiisHT ¥ed a de@wbbRbANEMNon capability.
transmt via said network a list of plaintext

APPL g@ﬁ#ﬁ@1ﬂ§ﬁ§§51; ficgnged fromsaid list of said
¢

ective encrypted voting data, wherein said voting

erver receives said list of said plaintext

andi date nanes from said decryption server, to tally
vote results based on said |ist of said received
cdriui peasent8nveardes is applikebEnonthrouse of @atamniyenous electronic
voting systemaccording to claim1l1, further
votingC GFPrensi vig antichekiwotierett er m nal aisBChpgliiBhiaNto the use of an

encryption nmeans for encrypting a candi date name of

.sel . f . . d i
anonythi .e?é:étﬁgm%ﬁ@?ésgf&ﬁhatépea sggt%% i rgll & (%&E(}O/r%lt %tcv o‘ﬂuﬁ:& allows free

[0150

carndi date na nonyimous™ el ec
d .Sﬁsten1 ccording tg 1 or 2 further conprising an
eSCTIRHOREAR 1PCHITBAN SePVBPS ncl udi ng a storage device for
storing a list of identification data of voters or
voter termnals included in a voter |ist, said
aut henti cation server receiving said



encrypted voting data and identification data from
said voter termnal to certify said encrypted voting
data based. on said identification data stored in
sai d storage devi ce, mherelg said voting server
acknow edges at | east sald ncrypted voting data
affixed with certificate data by said authentication
server as said effecti veLAAMS$pt ed voting data. 4.
The anonynous el ectronic voting system according to
claim1 or 2, further conprising an authentication
server, wherein: said voter termnal includes an

i0 r a a
L. cfﬁba?%ﬂéﬂ%&léﬁﬁ f#‘l@?ﬁiﬂ‘g@amﬁ%ﬂé 533&@8@?@}5?’&1% voter
ed.on said.encrynted voti
is A0 [ReRIVANEA 118 atmf eoma mﬂh@asaof sandidgite eame and
key, said authentication server receives said
encryptedypandidaté naet 40 traasmitreaid- engeypiad icamdidate name
identification data, and said intra-organization

of a S@l@bte’ﬂ candidate &ibre et ctkvoter termnal, to

certify said Intra- organi zation digital S|gnature

Q%iiﬁw"f” 93]&9 GlCrsliidn Stvan dy RATARE, Bild, gesencrypting
said Speipipied Gadidaser BB dOoREe3HR EACTBDIRG WAL s0ata, and

The anonynous el ectronic voting system according to
returnimyg osaid enatypted vatong, daberie saidi woder | gasninaie having

encryption server include a group of encryption

transEHtR] Sal@erkevpredt caedidare! hamle- encrypting

termt;

a voting server for receiving said encrypted voting data from
said voter terminal to create a list of effective encrypted voting data
from among said received encrypted voting data, and transmitting said
created list of said effective encrypted voting data via said network;
and

a decryption server for decrypting said list of said effective
encrypied voting data received from said voting server, to create and
transmit via said network a list of plaintext candidate names

rearranged from said list of said effective encrypted voting data,

wherein said voting server receives said list of said plaintext
candidate names from said decryption server, to tally vote results

based on said list of said received candidate



said encrypted candi date nanme, and said voting server
receives said encrypted voting data
nmul ti pl e-encrypted by said group of said encryption
servers. 6. The anonynobus %Iectronic voti ng system
according to claim1 or 2,8wherein: each of said
conbi nations in said list includes, in addition to
-nNameasxi d candi date nanme and said encrypted candi date 70
nanme, certificate data for certifying that said
candidate nanme is legitimately encrypted; and said
encryption server creates, in addition to said

2. COPe BBy By BIERyBpiC Siting, 51l etBiding dg glaim 1,

to return the sane,to said voter.termnal ., 7. An .
furthgg ofoRADEISINE: ANSNET v ¥OLel Syl sRSRIding: avoeseryption
term nals connected to a network; a first encryption

meanserfosr cnerypting a candidatéarmmenodr ai selevieds chodidate to
creating a first encryption paraneter for each of

createai eyRirehted’ tamdldatbr@aifubl i ¢ information, and

transmtting sald first paraneter to said voter

term nals; a second encryption server including a

second data conversion neans for creating a second

ryption paraneter, and tranpsmtting said gecond |

3. phPEnenanymans Elosionicevathagssysicrs: asgosdmerto 1 or 2

for receiving encrypted voting data fromsaid voter
furtheecomgpirssing ancanthenticationf sefvecinokiding gsiedage device

voting data from
for storing a list of identification data of voters or voter terminals
included in a voter list, said authentication server receiving said
encrypted voting data and identification data from said voter terminal
to certify said encrypted voting data based on said identification data
stored in said storage device, wherein said voting server
acknowledges at least said encrypted voting data affixed with
certificate data by said authentication server as said effective

encrypted voting data.

4. The anonymous electronic voting system according to claim 1 or
2, further comprising an authentication server, wherein:
said voter terminal includes an intra-organization-signature

creation means for creating



anong said received encrypted voting data, and
transmtting said created |list of said effective
encrypted voting data via said network; and a
decryption server for decrypting said |ist of said
effective encrypted votiné data received fromsaid
. voting 71 server, to create and transmt via said
an intea~erganization digpiadisigmature batiathon saikencrypted voting
rearranged fromsaid list of said effective encrypted
data, Viati 1@ zatfori edentitiiativaldaa, seid Qrpfi%ﬂ? iy,
ames fro

said |ist of said plaintext candi date

sai; i On: Ser :ad
ST, ARSI ver. BpbRly o5 S e hERKhS "Bifle data,
.,said voter.tetrmna] s each include an enctyption nmeans
Sald¥ 'a'%%]fﬁeﬁh%nvﬁq @@ﬁ@hﬁﬁﬂ%ﬂa &A1€ dndra-qrganization
. ..and second encryption paraneters to create encrypted
digitabt sigmatnra, faam t sard nivotes atermimal,y goeccartifyngsaid intra-
data to said voting server. 8. The anonynous

orgatizetiowaigitdtdiphatisé SuseeLondh pabiec ey ;mad
wherein said first encryption server and”said voti ng
server operate on a comon server. 9. The anonynous

el ectronic voting systemaccording to claim?7 or 8,
wherein:..said voter fermnpals cr e, ,in.addition t )
SRR StV hekToRIHSes ity lsvissr g encrpied voting
data, and transmts the same tq said voting _
data atfixed with certificate data by said authenticafion server as said

effective encrypted voting data.

5.  The anonymous electronic voting system according to any one
of wclaims I to 4, wherein said at least one encryption server include a
group of encryption servers for consecutively multiple-encrypting
said encrypted candidate name, and said voting server receives said
encrypted voting data multiple-encrypted by said group of said

encryption servers.

6.  The anonymous electronic voting system according to claim 1 or
2, wherein:
each of said combinations in said list includes, in addition to

said candidate name and said encrypted candidate



server; said voting server, upon conpleting
verification of legitimacy by verifying at | east
said encryption-certificate data, acknow edges
correspondi ng sai d encrypt voting data as said 72
effective encrypted voting‘data. 10. The anonynous
el ectronic voting system according to any one of

namey, getgifzcate odatair forercernying rihain saidheandidatenname is
server including a storage device for storing a |ist

Iegitﬁﬁait ehth—ypté;@paﬁdta of voters or voter termnals
included in"a voter list, said authentication server

SR SRTONTOBETEE GRSt s cncrypred
T R PTC SEE SRR L p—

. Wherein said voting server acknow edges at | east
volingdatanto yptwm the sagnedossaid veéer temhinakrtificate
data by said authentication server as said effective
encrypted voting data. 11. The anonynous el ectronic
voti ng system according to any one of clains 7 to 9,
further conprising an authentication server, wherein:
said voter termnals each include an
7 iﬁ%é?rorganization-si nat.ure cr.eation neans for . .
- credli 28 HB{mRHSa-f‘JPQ Bigt | WALIHEy DALCH gRampHESINg: voter
based on said_encrypted voting data, .
terminalscongeaated o ahetreronks;i  finssrenatyptionseraer including a
private key, said authentication server receives said

first datayeomrdersiomendahs. for creating a first encryption parameter

o]

for each of said voter terminals from public information, and

transmitting said first parameter to said voter terminals;

a second encryption server including a second data conversion
means for creating a second encryption parameter, and transmitting

said second parameter to said voter terminals;

a voting server for recetving encrypted voting data from said
voter terminals to create a list of effective encrypted voting data from
among said received encrypted voting data, and transmitting said
created list of said effective encrypted voting data via said network:
and

a decryption server for decrypting said list of said effective

encrypted voting data received from said voting



said intra-organi zation identification data, and said
intra-organi zation digital signature fromsaid voter
terminal 73 to certify said intra-organization

digital signature based on7§ public key; and said

voting server acknow edges‘at |east said encrypted

voting data affixed with certificate data by said

servesyt Weneieaici andsdrassmis via dsaiet fnaﬁ:tWOEkeaci/lysbteﬂ plaintext

voting data. 12. An anonynous el ectronic voting

candidateodanses qeanm&%@d femesaidlist b fraldetfeaiveoencrypted

voting therethrou by a voter, an encryption

‘VOHﬂ%fﬂéﬁi*?&ﬂg} decryptlon server, said conprising the

ansm tting from sai d votlng server a list

Sémﬁfa”"f’sitﬁ%‘é;%&%ﬁ EP o Sy SO Bt g ahinihbaisastosapdidate

(Lglvoter term nal via a network;
nama& sm ecrypiism sevvenria éalyneotethresclty hased on said
candi date name, which is paired wwth a candi date

list offiaakdyelcetved ¢amc&1dmeeﬂamf§s &aild encryption server;

re-encrypting said encrypted ’candi date nanme in said
0 t d
SR NORY, PGl eFet AN BT S BT epms for
rtecrm nal havi tr smtte ai d .
encryffifkpifa kol hadd r%nfsaé& fivtabel 88oaenaryption
said encrypted voting data, which is received from
pararggtersnte ygreate encrypted voting data, and transmits said

encrypted voting data to said voting server.

8. The anonymous electronic voting system according to claim 7,
wherein said first encryption server and said voting server operate on

d COminon sSCrver.,

9. The anonymous electronic voting system according to claim 7 or
8, wherein:

said voter terminals create, in addition to said encrypted voting
data, encryption-certificate data, and transmits the same to said voting
server;

said voting server, upon completing verification of legitimacy
by verifying at least said encryption-certificate data, acknowledges

corresponding said encrypted voting data as said



74 server, to said voting server; receiving said
encrypted voting data in said voting server (200) to
create and transnmit a list of effective encrypted
voting data; decrypting sajﬁ list of said encrypted
voting data in said decrypti<on server to create a
| ist of plaintext candi date nanes rearranged; and
effeteceienarypiadavotisge dataai d pl ai ntext candidate nanes
in said voting server to tally vote results based on
said list of said received candidate nanes. 13. The
anonynous el ectronic voting nethod according to claim

12; ra S -he ecei vi from
10. SThg JEAB eIy RIPERARCHBITHE o5 et B chifintofii any one
£ Iidenti\zfic ti-on,data i n an. aut henti cati.on server to, .
Or clains; { Jog3; EUII Q‘ﬁér%ﬂ%ﬁ@%&@ authentisatican server including
i dentification data stored in a storage device and
a storagesdevicedarastorng ypiist ebtdeatacatioandata of voters or
acknow edging in said voting server at |east said

voteertermpneds Mutiutedlain &f Fbkad 114t s rgqth%?ﬁfcﬁ%ﬁ server

by sai d authentication server as’sal ective

recci§TRLINTECHER) R A3 gt gall S TRARITAE 0 from saia
s of ' aid voter

voter, ¢S fo wert r §aHl z%ﬁ?@a%g%%'ﬁfgl g data based on said

identification data stored in said storage device, wherein said voting

server acknowledges at least said encrypted voting data affixed with
certificate data by said authentication server as said effective

encrypted voting data.

11. The anonymous clectronic voting system according to any one

of claims 7 to 9, further comprising an authentication server, wherein:

said voter terminals each include an intra-organization-signature
creation means for creating an intra-organization digital signature
based on said encrypted voting data, intra-organization identification
data, and a private key,

said authentication server receives said encrypted voting data,
said intra-organization identification data, and said intra-organization

digital signature from said voter terminal



creation neans for an intra-organization digital

signature based on said encrypted voting data,

i ntra-organi zation identification data, and a

private key; acknomﬂedgingj said voting server at

| east said encrypted voti épdata affixed with

certificate data by said authentication server as

, to @@t&'}@sagitm-@r@@maﬁmmmgualamg:natarmbm;ed on a public
anonynous el ectronic voting nmethod according to claim

key;gguimherein said step of re-encrypting said encrypted
candidate nane is the step of consecutively

TS RG0SR R B A TR el oting
data SR B B TR S kAl S RSk Berver as said

i ncludes, in addition to said candidate name and

cffecte caseypied veting date nane, certificate data for
certifying that said candidate nanme is legitimtely
encrypted; and said encryption server creates, in
addition to said encrypted voting data, certificate

- dat if i Lt f i

12. A ARt ¥l bR WO Ae B WS 4V Sting server,
term nal . 17..An anon us electronic voting ]

VOteﬁw&Fﬁ Y n@énﬁrsi"%lrtl% eﬁ%@‘e%g})oag:% ¥alli YPW®EE A eseryption
encryption server a first encryption paraneter

server, and a decryption server, said comprising the steps of:

transmitting from said voting server a list of combinations of
candidate name and encrypted candidate name obtained by encrypting

said candidate name to said voter terminal via a network;

transmitting from said voter terminal an encrypted candidate
name, which is paired with a candidate name selected by a voter, to
said encryption server;

re-encrypting said encrypted candidate name in said encryption
server to create encrypted voting data, and transmitting said encrypted
voting data to said voter terminal having transmitted said encrypted
candidate name;

transmitting from said voter terminal said encrypted voting data,

which 1s received from said encryption



. for each of voter termnals frompublic informtion,
and transmtting said first paraneter to said voter
termnals; creating in a second encryption server a
second encryption paramate7r for each of said voter
termnals fromsaid public 4information, and

transm,tting said second paraneter to said voter
Sewqrertﬂiﬁﬁdldsyog\ilﬁﬁﬁfVﬁ@ voting contents of a voter in
said voter termnal based on said first and second

erevsivingnspial amerspied ovoties eatarier S@idéd/dt@hdgr&rver (200)

data, and transmtting said encrypted voting data to

to cré@icdamdtf ﬁﬁsﬂ‘ﬁt"ﬁgist%]‘feé‘fferdﬁi\?e gétﬁfsrg%eﬂfxf(?ﬁﬁ Vata;

~encrypted voting data from anon receiv
e v Of, 14 a_ien sai;d votin erver., an . .
t&g{‘éﬁ{)ﬁ&gngéé@?dﬁgi eQifec?%ﬂﬁlsteIHfrygﬁpa e‘f@égg \/‘iata in said
encrypted voting data via_ said eti/vo,rk; decrypting
decryplighyeseEpan o9 sereale sai disti 9f oplasniexes candidate names
encrypted voting data received fromsaid voting

rearranged; and create and transnmit via said network a
list of plaintext candidate nanmes rearranged from

Sid %yhﬁg Shigalidt ?6?%&%1’%%1%&% @aﬂd’idd’cg Yehfes in said

and ecelving in sal server sai

: ' C ' tally voted.results .
voting SLEVER o2 Pty EbPe 1 2Shis basl o SBHETIACE! Meldsreceived
1& The anonynous el ectroni c voting nethod according
candidile BAMAS:,  wherein said encryption voting data
creating step creates encryption-

13. The anonymous -electronic voting method according to claim
12, further comprising the steps of:

receiving from said voter terminal said encrypted voting data
and identification data in an authentication server to certify said
encrypted voting data based on identification data stored in a storage
device and transmitting said encrypted voting data; and

acknowledging in said voting server at least said encrypted
voting data affixed with certificate data by said authentication server

as said effective encrypted voting data.

14.  The anonymous electronic voting method according to claim 12,

further comprising the steps of:



certificate data certifying legitimcy of said

encrypted voting data, further conprising the step:

after verifying legitimacy in said voting server by

verifying at |east said eR@yption-certificate data,

acknow edgi ng correspondin said encrypted voting

data as said effective encrypted voting data. 19. The

arioAtRg 1B seid ovpter dermynad i d nita-Qrgary zabian-signature

17, further conprising the steps of. receiving in a
creatoent iiéamns ifor aer iatra-arganénatiopt et oveli B'%ﬂ@tﬁﬁeab@lsed on

identification data fromsaid voter termnal, and

said Iégggywé@ O §Bhe Sﬁfé,yﬁﬁﬁ‘é-g?géﬁﬂza‘i A i*?}?rgilﬁ%ﬁtion data, and

I cation“data ” store n a storage device, an

. n edging in said voting server at |east said
alnjga%?g: ed voting data affixed with said certificate

data as sajid effectiye votjng data. 20. The .
arﬂfaﬂ}ﬁﬁl‘él BEr dRi 2 tVﬁ@H@t&ﬂi’d’%o@brlﬂa‘S@ S@Iilﬁnmypted
. 17, further conprising the steps of: 78 «creating in
votingaddta affixee rwitlalceatificateadatady zaidamttiaitieation server
signature based on said encrypted voting data,
i 'ﬂ@%i ' { it 1 on data, and a
as Sa};‘??@?gﬁggﬁ r (;Igl@\(lil Xgﬁlﬁr‘g ?gi% “aut hentication server
said encrypted voting data, said intra-organization
identification data, and said intra- organization
diigital signature fromsaid voter terminal, to_, .
ce:El Cf GNORYANOUS edcehgariczyoting angthed ecgesding to claim

based on a public key; and acknow edging in said

12, wihergin said stepitofl sestncmiptingcesaiot ederypted candidate name

15.

is the step of consecutively multiple-encrypting said encrypted

candidate name in a group of encryption servers.

16.  The anonymous electronic voting method according to claim
12, wherein:

each of said combinations in said list includes, in addition to
said candidate name and said encrypted candidate name, certificate
data for certifying that said candidate name is legitimately encrypted;
and

said encryption server creates, in addition to said encrypted
voting data, certificate data for certifying legitimacy of said encrypted

voting data, to return the same to said voter terminal.



voting data affixed with certificate data by said

aut hentication server as said effective encrypted

voting data. 21. The anonynous el ectronic voting

met hod according to clain1é, wherein said at |east

one second encryption serv ﬁ i nclude a group of

second encryption servers, and said_ voter term pnals

egé'h IHINYHOEH © gpiG srotaegnmetdhrod comprising the steps

mul ti pl e-encrypting said voting contents based on

of: said first paraneter and said second parameters
transmtted from said group of second encryption

SorRing! 8 AR ool Sy BECAr o TSR0 parameter
for cAFEYGF e, AL, G S RO BB RSECASM Bt Smiring

., parameter includes creating a,plurality of said
said E&%ﬁ@%ﬁ}%t‘[@rsﬂd Holehigrminalsond encryption
servers, and said encrypting of said voting 78a
contents includes nmultiple-encrypting said voting
contents based on said first paraneter and a

Ripeatingy hﬁgas FRARE BAPAHANA Netver alecbhd encryption

ubj ect o pr € an anaonymnous

pararRefét " $8¢ SR "SEYSAR voter terminals from said public

information, and transmitting said second parameter to said voter

17.

terminals;

encrypting voting contents of a voter in said voter terminal
based on said first and second encryption parameters to create
encrypted voting data, and transmiﬁing said encrypted voting data to
said voting server;

creating a list of effective encrypted voting data from among
said received encrypted voting data in said voting server, and
transmitting said created list of said effective encrypted voting data
via said network;

decrypting in a decryption server said list of said effective
encrypted voting data received from said voting server, to create and
transmit via said network a list of plaintext candidate names

rearranged from said list of said effective encrypted voting data; and



whi ch is capabl e of securing secrecy of the vote from

a device s such as a cellular phone having a snaller
storage capacity and a |ower processing throughput,

and verifying the electora in the case where

there is no common-key veri‘fi cati on base for all the

el ect,orates. [Sol ving Means] A . votjng server (200)
tFRGRINING W patd verting serves-saidnplasnteybcandidatengames, to
data obtai ned by encrypting the plaintext to a voter

tally veteidnedsulto baseahdnt e dviise ofteidimaeivédRandidate names.

transmts a sel ected encrypted candi date nane
corresponding to the plaintext elected by the voter
to an encryption server (400). The encryption server
(400) returns encrypted voting data obtai ned by
re-encrypting the encrypted candi date nane to the

vaoter termnal (100), and the voter termnal (100) .
18. (F aneglmeUSe%lﬁcmgm veting methodaesarding tonclaim 17,
the encryption server (400) for voting. Decryption
wherein tsaddecncypptidny stotige ddaen meauﬁ% stedrentdd encryption-
e

anonynous decryption system (500). vot er
. : - | H - r -
certifienfu bl RIS ISR BELcla, Servpiod, vafing data,
' . rypted voting data based on a
ﬁﬂihgtggﬂhﬁ&gyhéhﬂﬂgﬁgﬁﬁation base, transmtting the
sgﬁ? to L?§.voting server. (20Q),. ) .
after verifying legitimacy in said voting server by verifying at
least said encryption-certificate data, acknowledging corresponding

said encrypted voting data as said effective encrypted voting data.

19. The anonymous electronic voting method according to claim 17,
further comprising the steps of: receiving in a certification server said
encrypted voting data and identification data from said voter terminal,
and certifying said encrypted voting data based on identification data
stored in a storage device; and acknowledging in said voting server at
least said encrypted voting data affixed with said certificate data as

said effective voting data.

20. The anonymous electronic voting method according to claim 17,

further comprising the steps of:



78
creating 1n said voter terminal an intra-organization digital
signature based on said encrypted voting data, intra-organization
identification data, and a private key;
receiving in said authentication server said encrypted voting
data, said intra-organization identification data, and said intra-
organization digital signature from said voter terminal, to certify said
intra-organization digital signature based on a public key; and
acknowledging in said voting server at least said encrypted
voting data affixed with certificate data by said authentication server

as said effective encrypted voting data.

21.  The anonymous electronic voting method according to claim 7,
wherein said at least one second encryption server include a group of
second encryption servers, and said voter terminals each include an
encryption means for multiple-encrypting said voting contents based
on said first parameter and said second parameters transmitted from
said group of second encryption servers to create said encrypted
voting data and transmit said encrypted voting data to said voting

SCrver.

22.  The anonymous voting method according to claim 17, wherein
said creating of said second parameter includes creating a plurality of
said second parameter in a group of second encryption servers, and

said encrypting of said voting
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contents includes multiple-encrypting said voting contents based on said first

parameter and a plurality of said second parameters.
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ABSTRACT

[Subject] To provide an anonymous electronic voting system
which is capable of securing secrecy of the vote from a device

such as a cellular phone having a smaller storage capacity and a

lower processing thr-o.ughput_ and verifying the electorates in

the case where there is no common-key verification base for all
the electorates.

[Solving Means] A voting server (200) transmits a list of

plaintext an_d encrypted voting d.ata.‘obtained by encrypting the

plamtext to a voter terminal (100), and the voter termmal (100)

- transmits a selected encrypted candidate name corresponding to

the plaintext elected by the voter to an encryption server (400).
The encryption server (400) returns encrypted voting data
obtained by re- encryptmg the encrypted candidate name to the

voter terminal (100) and the voter terminal (100) transmits the

'rencrypted voting data received from the ,encr_yption server
'(40'0) for vOti'ng Decryption of the encrypted veting data is
';performed by an anonymous decryptlon system (500). Th'e

'Voter terminal (100) certifies the voter to an authentication

server (300), and afflxes a dl_gl_t_al SLgnature to the encrypted

voting data based on a common-key authentication base,

ir-a_nsmitting the same to the Vloting-s'e_rv'e'r (200).



