WO 03/ 090027 PCT/ US03/11952 MOBI LE ACCOUNT AUTHENTI CATI ON SERVI CE FI ELD OF
THE | NVENTI ON The present invention relates generally to nobile electronic
transact iwo3/0200d7 nore 5 specifically to authenticating tea/isdent9szy of
account hol ders dur Mg nobi, | e trangactions, @\w OF THE | NVENTI ON
During a paynent tr OB A CRUNGAYTEENHGAT g~, a credit, debit,
or stored value card), it is inportant to verify a cardholder's ownership
of an account to avoid a variety 10 of problenms, such as unauthorized use.
Payer authentication is th b a cardhol der's ownership
of an account. The nost comﬁ@?mw;ﬁﬁgﬁgl cate a cardholder's
owner ship of an accqunt occurs routipely at. . oi.nt.of sale duri what is
ly' s aagrife ]

cal led a "d@rprepméduypniion F%\lﬁ@é(ﬁepﬁfﬁ & gdronte P%Sr?gté(&s! 8" "iV6I ves a
mesC h%gé 'iﬁczfllszgﬁ %ﬁﬁféﬁ&éa;tﬁﬁg thd 1akiRY of R ofAY @ d@iri Habith trashdtong it though
a pay At card termnal to veritfy account 15 status and credit |ine
availability, and then checking to see that the signature on the back of
the card matches the purchaser's signature. Conparison of the signatures

provi des aut henti cation HWE he nmerchant foll ows
specific guidelines for ]%‘Ig{:gwigfa%ﬁsac |I§Jr1ﬁ01t\]t he nmerchant wll be
guar ant eed paynent for the anmpunt .authorized | ess di scount e A
service pr VRS amegfstr%sgg{th%pg?g,gtQaafﬂ‘hqngggf(ﬁvﬂj%& %ggegl)ézl}f gg‘lﬁ gn&( %?regnot her
Servi Ga 1A 438 !uﬁﬁértaﬁmo vy BreadheRlel b 0SRciRpiffanGogstind @ avis a vafiatyd not
present” tranSactions, on the other hand, such as those occurri n,? .onl i ne,
t HOougif probiche, dech aesnauthmrizadse.nPapren puthenticaiery ist e RreeespREVETIYIAZ 8l ve
paynments_that are nof. aranteed, to reanbn 5 t tons
i ncl uddrdhedder’s; ﬂ&'ﬂlelé?fl@ ggr?&’u@f%’é‘,m'f oFﬁQ%(lgﬁrrp{‘;e, (B)I\ller thgeﬁomﬁgt’}lﬁ%&% NO
guar ant,eddider i Svid@ep Bf iiBédobit ReBUGEtIdNE apaysintofyate daing2Ehatis baliedi cat ed
in such non face-to-face transactions, therehy all ow n& many ri sk% to

Rant My es

acconpafuard peeséwt3 tinspstionr dseaid PrasprifEREIGGRIVORIFS IR Pf BISE
such as, ch ebhagks, of Y. t: t | {081 re btaud for
R e s R
expensasut and ok Sine avdlability,nod denategidng tpde dimt theatignabug on ghegersl of Hied
services online or through nobile devices is not safe and,secure, which may
30 keegprd graiches Hag pHEplasey %ﬁ%%&‘/‘ienéfjoc‘ﬂﬂaflﬁ%r.‘ O%hﬁé’rg“@lé%r%l OF *THEKS

i ncl ude

the un ' fihS tRt BAntAB AGW bpdelH in@fdr@hip WypEhasengasida, and
ser vi c‘gfsjécgﬁﬁr‘#‘taog&e{‘%%ﬁ%aﬂtlié%ln of card T WD 03/ 090027 PCT/ USO3/ 11952

accounthemerbies wibh bemkerafitcedigdayraent forthe Awopuirastesiaad lesh diseqnt aod {58 6f
cl ear ée%i%e aﬁﬁf%ﬁ‘etr sdc'ﬂf 9 r@}slao %térrrﬁtri%n%?t g‘@r@ﬁ:et N dctdtion (or another service

20  organization) may provide these specific guidelines.

“Card not present” transactions, on the other hand, such as those occurring online,
through mobile devices, through the mail, or over the telephone, involve payments that are not
guaranteed to the merchant. Online transactions include those that are conducted, for
example, over the Internet. No guarantee is provided primarily because the payers are not

75  authenticated in such non face-to-face transactions, thereby allowing many risks to
accompany the “card not present” transactions. Such risks involve issues such as chargebacks
of payment transactions to online merchants, fraud for both merchants and cardholders,
increased exception item processing expenses for banks, and an increased perception that
buying goods and services online or through mobile devices is not safe and secure, which may

30 keep some consumers from buying online. Other examples of risks include the unauthorized

use of stolen account information to purchase goods and services online, fabrication of card
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an account holder during online and mobile transactions. The present invention is relatively
easy to implement and use, requires a minimal investment of resources to implement, and
provides a high level of interoperability between the system’s participants. The authentication
25  service of the present invention allows a trusted party to verify an account holder’s identity
using a variety of authentication techniques, such as passwords and tokens. The
authentication service can also provide authentication results to the merchant in real time
during the checkout process. The present invention provides processes and systems to
implement the authentication service when an account holder accesses the service using
30  mobile devices. These processes and systems support mobile devices that send messages over

the Internet, voice channels, and text messaging channels.
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channel, sending a payment authentication request message (PAReq) from the requesting
party to the trusted party over the Internet, establishing a connection between the account
25  holder and the trusted party over a second voice or messaging channel, and transmitting an
authenticating token from the account holder to the trusted party over the second voice or

messaging channel.

Yet another aspect of the present invention pertains to a system capable of supporting

the method described just prior. This system includes a merchant server configured to

30 communicate with the account holder in order to process the transaction, a merchant plug-in
software module, a first HTML form containing the payer authentication request message that

is posted over the Internet to the trusted party from the merchant plug-in software module, a

first voice or messaging channel established between the merchant server and the account

3
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FIG. 2 schematically illustrates one embodiment of a system architecture 100 that

supports the authentication service of the present invention in payment transactions.

FIG. 3 illustrates the process through which an account holder registers with the

20  account authentication system according to one embodiment of the present invention.

FIG. 4 illustrates one embodiment of an Internet web page in which an account holder

can enter information during the account authentication system enrollment process.

FIG. 5 describes an authenticated payment transaction on the core account

authentication system where an account holder uses a computer that is connected to the

25 Internet.

FIG. 6 illustrates an exemplary window that prompts the cardholder for his or her

password.
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15 FIGS. 13 and 14 illustrate and contrast the basic message exchange for account

authentication systems for the voice and messaging channels wherein FIG. 13 does not use

proxy servers and FIG. 14 does use proxy servers.
FIG. 15 illustrates a typical architecture that is used for two-way message processing.

FIG. 16 illustrates a telecommunications network suitable for implementing an

20 embodiment of the present invention.

FIG. 17 illustrates systems housed within an interchange center to provide online and

offline transaction processing.

FIG. 18 illustrates another view of the components of the telecommunications

network.

25 FIGS. 19A and 19B illustrate a computer system suitable for implementing

embodiments of the present invention.
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ACCOUNT AUTHENTICATION SYSTEM FOR VARIOUS IMPLEMENTATIONS

25 The account authentication system is designed to authenticate cardholder account
ownership during transactions in which one party cannot physically verify the identity of
another party who purports to be the owner of a specific account. For example, the account
authentication system can be used in various transactions when a trusted party authenticates
the identity of an individual or entity for the benefit of a third party. As is commonly known,

30 the trusted party usually accepts legal responsibility for the authentication of the individual or
entity to the third party. Certainly, one important application of the system is in the field of

payment transactions that take place either online or over portable electronic devices.
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12 l_’lc%\lg\rllslirherg, kSn%rW\;lI e?seanoigs%?nngi ‘bZ aj! %Beéggﬂly?gn }gsge% or a card issuer, personalizes
new cards received from a card supplier and then issues these cards to its customers.
Personalization may also be performed by the card supplier or by a personalization bureau. In

25  addition to being a financial institution, an issuer may be any suitable issuing entity such as
telecommunications network operator, a service association, a merchant or other organization,
or even an agent acting for an issuer. Third party or requesting party domain 1506 includes
components that are primarily controlled by a third party and/or a requesting party. A
requesting party can be any party who makes a requests for the identity of an account holder

30 to be authenticated. For example, a requesting party can be a merchant who desires to
authenticated the identity of a person alleging to be the owner of a credit card account. A

third party can be an acquirer who is a financial institution that enrolls merchants in the

payment scheme and manages the accounts of merchants. An acquirer also routes information
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authentication transaction, ACS 114 provides digitally signed receipts to an authentication
requesting party, controls access to the account authentication system, and validates account
holder participation in the service. A card issuer or a service organization such as Visa can
operate ACS 114 for the trusted party. While the account authentication service does not

25  require any additional cardholder software to be used, optional account holder software and

hardware may be deployed. Additional account holder software can support additional
authentication techniques such as digital certificates, integrated circuit cards (chip cards) and

chip card readers. Note that in the present invention, the only system participant requiring a

certificate is the issuing financial institution.

30 Account holder file 118 is a trusted party managed database for storing information
relating to the account holders who are successfully enrolled with the account authentication
system. Issuer cardholder system 110 (or Trusted Party Account Holder System) is controlled

by the trusted party and contains information about account holders. Such informtion relates
8
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enbodioffestthafthaiggraetem ar chi tecture 100 that supports the authentication
service in paynent transactions. As with the general system architecture
1500 of FIG 1, architecture 100 is divided into three domains: issuer
domain 102, 10 interoperability domain 104, and acquirer domain 106. |ssuer
domai n 102y @ ACHAUTHENUIETTON 8§ STEMEFGR PA ¥MEMT AIRAGSSA CITEONSust ed
party domain 1502 and third party or requesting party domain 1506 of FIG

1, respecti elecrirplt§ﬁUcﬁfthQ%¥ﬁEﬂ AORtdchet dstesutimmtieatirg) hiraodousi heldéO8, then
i ssuer cardhol der system 110, a cardhol der_client device 122, an

er0ol |meant oSpaynent tradsactensavidloroyv beptavideds d¥aje Fha( Beay of 11}1: gegﬁfal concepts
described in this section are applicable to various fields of use since the authentication process

for payment applications is analogous to non-payment applications.

An exemplary use of the authentication system and protocol in payment transactions is

described as follows. The authentication system is useful in a scenario when a cardholder

25  shops online, adds items to a “shopping cart,” proceeds to the online merchant’s checkout
page, and completes the online merchant’s checkout forms. The authentication processes can

take place after the consumer decides to buy his or her desired products or services, for
example, after the consumer clicks a “buy” button. The authentication process can also begin

at various other times in the consumer’s payment transaction. The authentication process is

30 conducted mostly in a transparent mode to the consumer by utilizing software that has been
incorporated in several points of a payment network. The system validates participation by

the cardholder and the cardholder’s financial institution with the authentication service. Then

9
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126. The connection via Payment Gateway Service 124 allows enrollment server 112 to query
the issuer’s authorization system 127 to determine if a cardholder being enrolled has an active
75  card account. Enrollment site 108 is an Internet web site where the cardholder can register to

participate in the account authentication service provided by the account authentication

system.

Cardholder client device 122 is used by the cardholder to participate in the account
authentication system. Specifically, cardholder client device 122 can be any device capable of

30  accessing the Internet, such as a personal computer, mobile telephone, a personal data
assistant, or an interactive cable television. In some embodiments, cardholder client device

122 cannot connect to the Internet, however such devices can still be used by a cardholder

because input and output messages from client device 122 are routed through special nodes

10



issuer or third party already has on file regardi ng cardhol ders. Database
116 is used by issuer 15 in the process of enrolling cardholders to verify
t he i dentwOy3p$ooehe car dhol ders. For instance, infornmatiomrCenises/eddsby
cardhol der s, duni ng, ! t TRQleghhaie] RbNE BAEHonEH Hat FRAsERt the

i nfor F%lﬁhgﬁy({rléegg?/ on@??g%?nﬁégﬁgﬁghti cgti oﬁ dat abase 116 in order for

car dhehdledcsivicanessugs amsédiipon vaige sndor et messegesedoshetecopnestitoldlp njernete
account authenticatjon syste Third ties.can be co nies such.as

Equi f &8wepd the %%?ﬁeatwﬁﬁ@ﬁ%w%g‘%ﬂﬁﬁcﬁ%%syﬁm beatiE REPP 26, an
aut hegtdi'gtgitehp thalth&t O’Tﬁe SREF IEssdS0 SaRitea SRSk B coTmdalT uskd loxaldbleedft Oy
server routes authentication requests frommerchants to specific

ACS' s mdSsaping oysyers.erAmeinteR8tive Vopesr Bewanssy ((NRoamit ean be ysed sutdugemated ych as

Vi sa. Authentication history.server 130 and ey

si gne@XFRAREPHYET a(VQ.lcﬁ.cl,ha%rbe&‘i SUSFROSPRES rﬁ%@h r?eanr%a%%gllélgltétst Irikes pONSe r%%tgggge t hat
are desgfiiRest RAbAMe defioreés o2 niaubhepitleaswcespayment transaction.

Aut hentication history server 130 contains information that verifies which
transacti ofg u\éfké‘rdﬁb'lhteﬁ NhGR1A0 RN RERYIcHRfoIRAykiea dbnthifliy HRéhRfiodUr i ng

di spute resolution processes. Authentication history server 130 and recei pt
manageboit3 tagheldesper Hiiedsysiena informpien goganisz axfp@mﬁtlonhéén@gu@% ,aceeEi r er

or _mer.chant .can al.so intain.a co of th L gi eipt.. 30
AdQui rBoTEARR $CHBES ﬂ?}%ﬁé}y e Oé%e&n?tc'lg‘?oq%%(?%t 4e¥r%/f§h’|9&g§)g‘| ‘é’ﬁﬁ@e@%er
136. AssubBEABR0EerRlys8n dindRfdss@iethegeedess fo34nfoditidesdiatlddrh éntb deaiccomtof

mer chant 132. Merchant plug-in software nodule 134 is a software nodul e
t hat iamthegtiedton syste@. a nerchant's el ectronic commerce web sites. Plug-in
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from merchants to specific ACS’s. Directory server 128 is operated by a service organization,

such as Visa. Authentication history server 130 and receipt manager 131 store signed receipts
(e.g., copies of the Payment Request Response message that are described below) for each
25  authenticated payment transaction. Authentication history server 130 contains information
that verifies which transactions were authenticated and provides additional information during
dispute resolution processes. Authentication history server 130 and receipt manager 131 are

operated by a service organization. The issuer, acquirer, or merchant can also maintain a copy

of the digitally signed receipt.

30 Acquirer domain 106 includes the merchant 132 and the validation server 136. A
merchant plug-in software module 134 resides at the location of merchant 132. Merchant
plug-in software module 134 is a software module that integrates into a merchant’s electronic
commerce web sites. Plug-in software module 134 provides the interface between the account

11
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participants within the system. The set-up procedures are generally the same for both the

authorization of payment and non-payment transactions. These participants include entities
such as merchants or other authentication requesting parties, financial institutions or other

25  trusted parties, and account or card holders.

Requesting parties, such as online merchants, who sign up with the account
authentication system receive plug-in software modules such as plug-in software module 1534
in FIG. 1 and module 134 in FIG. 2. The plug-in software module should be specific to the
computing platform and server software used by the requesting party. Requesting parties,

30 such as financial institutions, participating within the account authentication system will
provide their service logos and marketing designs to be incorporated into their customized

enrollment site template. Third parties that are acquiring banks should also provide merchants
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and ACS IP addresses (URLs) to the directory server. With respect to payment applications

of the account authentication system, the service can be offered through bank branded web-

25  sites, which allow for cardholder registration.

FIG. 3 illustrates the process through which an account holder registers with the
account authentication system according to one embodiment. As shown in step 1, account
holders visit an enrollment server Internet web site maintained by a trusted party, for example,
an issuer financial institution. Account holders register with the account authentication

30 system by registering their account numbers. For example, with payment transactions, an
account holdér can register his or her credit, check, or debit card account number. With
respect to non-payment transactions, an account holder can register an account number held

with an insurance or brokerage company. Account holders can register one or more cards.
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Verification Value 2 (CVV2). The CVV2 is a three-digit number printed on the signature

strip on the back of the payment cards. In a non-payment transaction, a one-dollar transaction

is not required if the PAN is with the enrolled card number range.

25 At step 3 the account holder is prompted for additional authentication information to
verify the account holder’s identity in an interactive, real-time, online session. In some
embodiments, the account holder can also be requested to enter a password and a “hint
question and response” pair that will be-used to authenticate the account holder during the

authentication transaction.

30 As shown in step 4, when the account holder’s identity is verified and the appropriate
responses are returned, an authorization message is sent to the issuer financial institution.
Then at step 5, enrollment server 112 passes account holder information to ACS 114 to set up
records in account holder file 118. Account holder file 118 can store information such as:
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PAYMENT TRANSACTION DESCRIPTION

After all participants are set up and the account holders are registered, account
authentication is performed. Account authentication can be performed in a variety of manners

25  depending upon the particular systems utilized by the participants. Three implementations
that will be described concern: a conventional computer that is connected to the Internet
(FIGS. 5-8), a mobile device that connects to the Internet (FIG. 9), and a mobile device that
cannot connect to the Internet (FIGS. 10-12). As will be described below, the main difference
among each of the three Variations is how a payment request and payment response message is

30 created and transmitted between the plug-in software module (in the Requesting Party
domain) and the access control server (in the Trusted Party domain). Note that FIGS. 5-12

illustrate the process for authenticating account holder identifications in payment transactions.
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the transacti.on back tp the r.chant f . i i nt,
the mereSHaRtbis obFBRkoAIE 5Pt dos 0t ROy B BB B e T es”
proceegfl Wi%—ﬁs kh g)ufdh%& qsd EQBhol@&F Vebind Ahigrahdckomoptbekssy @impdeted thetdheckaer vi ce
to the cardholder, or  proceed with alternative paynment nethods. On the
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checked, a process where only the ACS is checked, and a method in which the merchant can

check a cache memory containing the same information held in the directory server can be

used.

25 A description of the two-step process will now be provided. Reference to FIG. 2 will
be made during this description. In the first step, the merchant plug-in software module
identifies the card account number and queries the directory server 128 to verify that the
account number is within a range of numbers associated with an issuer bank that is a
participant of the account authentication system. If the account number does not fall within a

30 range of account numbers defined on the directory server 128, then the issuer and thereby its
cardholder are not registered. In this case the merchant is notified that the account number is
not registered and the merchant plug-in software module 134 returns control of the transaction

back to the merchant storefront software. At this point, the merchant storefront software can
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to the hrnt queéestion. e paynment ~aut hentication continues if the correct
aut hertiihoat fisn gpaymacdicbctory sokenl28i sTherthisdinatkad, as meaferpdabovhds édrtfol der
provi des the correct response to.t.he.hint I
PCT/ US@?S?@E@WaV?ﬁé’aﬂé‘SmgW@W oopRning e sam §ﬁ§‘|%?‘%"f‘t?@1 }éeihg};%t t\aépgfe}géécl gt ﬁ‘gelrng t he
| gguenss, Ei@ﬁ@hﬂﬁ&rkﬁé/m@fchm%@ﬁxﬂ@m dpagvélieinas deyk. This receipt will
contain the nerchant name, card account nunber, paynment anmount, and the
payment date shdu%i 52 1B AR MERHofi1d bdBiokE ERh Rinei physicglaiiechly téeePmyent
espon

Aut henti cat'i on se (PARes) nessage, or a_ nessage having at |east sone
of t hecunbfatteaticationt systeads ddpiendr.f it om nraksrabiRékat HBerg e onfyhane logical

t henticati hi 1 { ' j ta:
et ohabec B ror B Orats Waptdns BRSRY iR bR A b e

anount,. PaYIRREmE M Brméths. | ssuer paynent signature and the cardhol der
aut hentication verification value. The ACS then redirects the cardhol der

bagk to t I WG At i eccont belhd@icalon wysem, ACS Hild
& flﬁé@@ Ghiiadp! v % ?gltl%lgﬁﬁﬁht c cabl6 0 Wsstem

point, the al so passes e nerchant the digitally signed receipt
and t hddsplstser ankiraded axintdow wh terrardholder.c Thel hantgsanded window confains basic

payment transaction information and prompts the cardholder for his authentication password

or token. See FIG. 6 for an exemplary window 500 that prompts the cardholder for his or her
authentication password. The cardholder enters his or her authentication password and ACS
75 114 verifies the authentication password. The size and layout of window 500 varies
depending upon the parameters of the device used by the cardholder. As is common today,
the cardholder can be given a certain number of attempts to correctly enter the authentication
password. If the cardholder is unable to correctly enter the authentication password, then the
cardholder can be prompted with the hint question that was established during the
30 cardholder’s registration process. Preferably, the cardholder is given one chance to enter the

correct answer in response to the hint question.

The payment authentication continues if the correct authentication password or token

is immediately entered or the cardholder provides the correct response to the hint question.
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aut hori zation nmessage. For .instance, e fol.l ow ng,infor LORN:1: al so be
sent : e@bpqhagenﬁnaﬁ%régfs HEn§aetQS CBQPEWE#’ ﬂmca%!;go?%gglég% ﬁﬁn%gupﬂggﬂ'r Cat ed,
ageount . Lnfar mat | @bt andi GBaAL W 86w pasasrdhel stetsedeforffunae iomtinval ue
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(CAWhpurcaasesf f I i ne PI'N aut henticated by chip card Europay, Mastercard, and
Visa (EMV) cryptogram and the necessary fields to provide the merchant
with guar aeethepesribsitier Eheuthdfidated thatstepi 3, stepat dditisiest the moesesihfogh

aut henticated the cardhol der, and i ni_ que val.ue. for LV nent

card andorzygdhe fpect Ea%ﬁ&ﬁﬂ&tr Pa?ﬁ%?iﬁ’?'i gr‘llﬂg) PO T toctglF 3?0(1%%8 c?fgbegigégﬁ by
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subsequen I Sputes oc After the issuer financial institutj 08
PROC e shingstofutlidndicatinut tefars toethe processaofseesifying thesiderfip PEaR accoypt halflerorIn he

T e
I €S PON§&sYdeitotdBayAti BBt IR kel d VisalNbie Theer yarent nétwoskt Bptubn, dorvrirds the, t he
authorization message and an electronic commerce indicator (ECI) to an issuer financial
institution. The authorization message is a message as is commonly known in the art. The
25  authorization message is sent to the issuer so that the issuer financial institution can verify to
the merchant that a specific account is in good standing and has adequate credit line for the
requested purchase amount of the payment transaction. The ECI indicates that the transaction

was completed over the Internet and indicates that level of message security (i.e., channel

encryption (SSL), in the clear) and authentication used.

30 In alternative embodiments, the merchant is capable of providing additional
information along with the authorization message. For instance, the following information
can also be sent: a flag indicating if the cardholder was successfully authenticated, account

information, digital signatures, a cardholder verification value 2, card authentication
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to have a directory.that proxi.des the. ad 4 er ! t he
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i Nfor pRd AR @heddaBlivatd 65@srad becohrn@n tthedithieat e dooeumth et be dictinatadt i vity
froma merchant exceeds normal activi t%( t hen account. . aut h}g@{i cation

sy§t emapanllyldnythe cerdbelden op byrErechast: I Afag@isedrovifgp spmitedigrevad]
access_.i. s no | onger .vali ' : e { et gdd is
deenmed°BrHHB RSCRT ]\R%thgf %é%%gqc%%f%ﬁg%ﬁ)ﬁ%%ﬁ&%@c%ﬁ aut RenPPaati on
R v b s sriivinrcrpga b il i
FIG | Dioviflgin et s GfeeaPraonde dtba 4 Fesingh Pors ehrr i By eny
transagesqia iy 'vagd&tg €h R 2 AGE FtAbri Adt HRAHOIERIOF e egfstenst Mvoter trcughs umrer
uses 4 conputer that is 5 connected to the Internet according o one

erpoodigiendr. mbhe ofielss dojbsviog nidchaniymer pass peasengigialysigpaprosnan galnefNsyst em
architecture as _shown in FIG 2. .1t shoul od that even though
t he mERERRFECTARE o?ﬁ@%%ﬁgaqtp%tlagtlw I?Sﬁ‘ilghrlrg 8%((:1 %ﬁ\gy%?ﬂ)g‘sﬁe@é ages are given

speci fic nanmes, these nanes do not .affect the perfornapce of e
aEt hent i Cat]}/l@yphant 132 can rPrci\teropera’ce w1t% existing systémis where the merchtalﬁ has the

cardholder account information on file, interoperate with existing merchant authorization and
clearing systems, support third parties who provide services to mﬁltiple merchants, support a
25  variety of payment interfaces between the merchant and the acquirer, and minimize the
mandatory impact to payment network authorization messages from the acquirer when setting

the value of the electronic commerce indicator (ECI).

One method for routing transactions from the merchant to an ACS is to have a

directory that provides the address of the server based on the cardholder account number. In

30 such a method, requests for routing information are only acceptable from authenticated
merchants. When activity from a merchant exceeds normal activity, then account
authentication system can deny access to a merchant whose acquirer indicates that such access

is no longer valid. This could be the case when merchant fraud is deemed probable.
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protocol. Therefore, different names can be assigned to the nessages and
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for rratsf(étaﬁ vailMekithy cErdholdbmendnterddis Re eepaynienERefomations daenctallyn gnrn of
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wi |1 8 B IHORBRLAT IR B RERS B St SRORRENe ?ﬁr}iec’:{%'?‘g@ Hrdyst? {hrg%é
dyk ECto?fs%&Se?{ci’ ioﬁiﬁoteéoLA@&hénlﬁe M6 lienindiakg-tha he ok shaisreddyitonfindlizeear ch
for a card range ntry that corresponds to the cardhol der PAN at é rious
| ocat it sranR0tMO 108 /MIGOGRY s PENNEISoSSEND Jvokes merchag, RIHEHR SHIHELS MOSYPt war e
114 caonducgts the search, the  VEE ! r BE AES ei t her
dir ectllga; c@@n%(ﬁmw%bqu’ihﬁ % %ug' (I)Rr? Qoatﬂt?agrg |%ru %etsl%a?élé%gg&%e%g)o 3?1 dijr%g)trory
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account authentication system. In the case that plug-in module 134 can check its own cache,

plug-in module 134 should have the ability to copy the contents of directory 128 into its local
cache. If this capability is used, the merchant can determine immediately from its cache if the
25  account is part of an enrolled range. If the merchant implements this capability, the contents of
the cache should expire and be refreshed at least every 24 hours. The cache should be

requested when the merchant plug-in software module 134 is loaded and at regular time

intervals thereafter.

Plug-in software module 134 searches for the PAN by formatting a Verify Enrollment

30 Request (VEReq) message using the cardholder PAN. If not already established, merchant
plug-in software 134 will establish a secure connection with and authenticate itself to
directory server 128 or ACS 114. Merchant plug-in software 114 will search for a card range

entry that corresponds to the cardholder PAN at various locations.
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4. the case of an unsuccessful match, the ACS sets the Status of PAN Enrollment to “N.” Then,

as shown by line 2a, the ACS returns a VERes message back to the merchant plug-in through
directory server 128. For the case when a VEReq message is transmitted directly to the ACS,

25  the VERes message is transmitted directly back to the merchant plug-in as shown in line 2b.

Caching the data of directory server 128 within MPI 134 can be facilitated by utilizing
a CRReq and CRRes message pair. The CRReq message is sent from the merchant plug-in
module to the directory server and requests the list of participating card ranges, in order for
the plug-in module to update its cache. The CRRes message is the response containing the

30 participating ranges.
In some embodiments, the account authentication system checks to see if the
cardholder client device has distributed authentication capabilities by using a

QueryCardholderReq and QueryCardholderRes message pair. The merchant plug-in will
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payment terms, order description or link to description, special terms and conditions of sale or

link to this information, personal assurance message (PAM), and prompt for the cardholder’s

25  password or any other type of authenticating token.

The ACS will then prompt the cardholder to enter the appropriate password. The ACS
accepts the cardholder input and validates it against account holder file 118. The account
authentication system will allow, for example, a number of unsuccessful attempts (e.g., three
attempts) to enter the correct password. Of course, the number of attempts allowed can be

30 varied. After the final unsuccessful attempt, the account authentication system may display a
hint question. The cardholder will need to enter the correct hint question response. The hint
question associated with the cardholder is then displayed. The cardholder is provided at least

one attempt to enter the correct response. If the cardholder provides an incorrect response, the
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Upon matchi ng of the password, the ACS generates and digitally signs a
PARes nessage. The ACS al so generates and sends a SaveRecei pt nessage to

t he aut hewoiosagioeon history server 130 and recei pt managePCIABp3/a®95i s shown
by line 7. As shq i . . i passed
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information, request the cardholder to use a different payment card or form of payment, or

process the payment transaction as a non-authenticated payment transaction.

25 In the case that acquirer domain 106 contains a validation server, the validation server
136 validates the signature on the PARes message. Validation server 136 then returns the
result of the signature validation to MPI 134. If the signature cannot be validated, merchant
plug-in notifies the merchant that the transaction cannot be processed using the account
authentication system. On the other hand, if the signature is validated, the merchant proceeds

30 with an authenticated payment authorization. The PARes message may also be passed from
the merchant to its acquirer payment processor 140 as shown in line 6a. The PARes message

may then be passed from the acquirer through a telecommunications network 142 to the
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Message Version Nunber, Mer¢chant entifi Mer chant ~Coupt r O der
Nunbe Plugpity ©orhe A Gt a4 ﬁﬁ?‘é‘ﬁ&& Sﬂ%ﬂﬁtﬁl%eﬁﬁ%ﬁs@ﬁﬁa% figp apil?s%(cant i Ur chase
T?gms Qfl]ﬂ ﬁg?di tions. Also, the QueryCardhol derRes Message typically

i el udés Tiel'ds such as but not limted to Message Version Nunber, 24 WO

03/090027 RCT/ WS03 Mo GSIgheABReF shddll BhaseyRad B
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_ J é\li)t ngilia e Ccg(rtensi on
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encryption certificate in order to protect the PAN data contained in the VEReq and VERes

messages and the ACS URL address contained in the VERes message.

The channel between the ACS to the cardholder should be encrypted to protect the
prompt for the cardholder’s password and the cardholder entered password. This channel

25  should be protected with an SSL certificate obtained from a service organization-approved

certificate authority.

For most transactions the Payment Authentication Request and Response messages
include fields that include but are not limited to Message Version Number, Merchant
Identifier, Merchant Country Code, Order Number, Purchase Date, Purchase Amount,

30 Transaction Status, and Purchase Terms and Conditions. Also, the QueryCardholderRes

Message typically includes fields such as but not limited to Message Version Number,
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These additional elenments can be used to further facilitate specific
transactions, including non- paynent transactions. FIG 8 illustrates an
al t er nat iwe osiogo2df a paynent transaction using the core &CTalsny/11930
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easi | YrauoReos Sans Theehodskapes oan be indXMibh(Ek ensibieddarkepiangiageh®ringbent i on.
The two nobil e enbodinments that follow after FIG 8 involve the account
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I nt er gper ahi| i .domai n 104 includes a Visa directory 1612, which in this
case P%m%qéllla#ge%%lory that is controlled by Visa, an authentication history

server 130, ang.Vi sanet : j gﬁﬁ@ﬁ b Gk 8B SordREsdAant 132,
a mer chant Fﬁﬁug}]i\{%%g% ta&/;a?%ﬁiﬁ%&éﬁfeéw( ﬁf’%? 134?ragﬁagtltbhe 1agqui ring bank 1622.
The PayikBRYicatibANSaRhi. ONFIgE. §i6. siffiplified ésc répvesdnting c;iugimgltﬁgddﬂe@cpf dhal

arrows that are 25 nunbered_1-12. The paynment transaction i step 1
when éragmi;ﬁ@érmw%ﬂ%e%l@t 8¥111n%1}’@hgﬁtr69%5¥? mere 53 %Cd Wganflﬁgglfﬂgovﬁbgshep

W sheg, Lo, BlfC i <gdri]1§191lt§‘ SNAPRRELSRT tThe aRd hoWiR erfibstBiveRiehith@llpwr affease. At

this poi At et 2 has the necessary data, which includes the
pri MImGase hivolventhahecoRArgldertsxpier af ilgerngiacampaiivie mabilesdeviess gndeiqfon, to

proceed with the, payﬂgné t.ransaction. The PAN should be provided to
mer chdniernes oompatitkyMeREe 86dt®out 30 process either by cardhol der input or

through a wallet function. The expiration dat hqQul d, he no earlier. than

t B8 cur r entThepasepunt guthgngigaton WISFCHELSIZPE@@W&FQ 1?%&&: rlﬁﬁlggﬁse@ &S5 (IfiTanﬁém
account,,nu i [ |2 fRf TR id8fhain TO62ARNuE adthsth 100 iMd16des
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PCT/ USRaThbIR5222 WACH 1t hparatissuentl 65Ut Rerdhpldar 128hrepresertpiherimaeasdhalderoccur s
after the final "buy' click _.confirmation f : . r t he
mer chad thasarbrlfernslisabdevicendyresxample, 'at?ﬁﬁ}‘l’“{eg F@Irfg%?all g?%a e,lgﬁlllggﬁeyg ant ' s
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Enrol I ment Request (VEReq) nessage. MPI 134 deterni nés if .it,current lg/ 5
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Connecg lii?er:]ctcr)]r?fsthzrt]t% cgr?’u?orhed by Visa, an authentication history server 130, and Visanet 1616.

Acquirer domain 106 includes a merchant 132, a merchant plug-in software module (MPI)

134, and the acquiring bank 1622.

The payment transaction of FIG. 8 is described through the directional arrows that are

25  numbered 1-12. The payment transaction begins at step 1 when a shopper browses at a
merchant website, adds items that he or she wishes to purchase to a shopping cart, and then
finalizes the purchase. At this point, merchant 132 has the necessary data, which includes the
primary account number (PAN), expiration date, and address information, to proceed with the
payment transaction. The PAN should be provided to merchant 132 during the checkout

30  process either by cardholder input or through a wallet function. The expiration date should be

no earlier than the current month.

At step 2, MPI 134 sends the cardholder’s primary account number (and user device

information, if applicable) to Visa directory 1612 to check if the cardholder PAN is enrolled
25



established, MPI 134 establishes an SSL connection with Visa directory

server 134. If the Visa directory server configuration indicates that
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cdfit aidetarménedwhather ententigating (8t Rroqtginythsdication g igppt dﬁ&w%*%?’ fgt e
Proto . 30 After I S VEEq\ERR8cdBemage t o
MPI 1?4%1%t @nsr%%ﬁasﬁto &Lﬁ?gﬁ%@fﬁl g{ﬁg%gﬁr%ﬁ%{:%%rieg&g%ﬂgﬂ ety qof magnners. For
i nst ange] 184he paynent transaction can conme to a conplete end, the paynent
transaction can proceed as a non-authenticated 26 WO 03/090027

PCT/ US03/ 1193Rdert foANSaGtiicefory Sdrvihisi2as shdfydbat thaRAN semppattivipatiog gard

di fferent account nunber. These various mangﬁ%;sv LI be descri btg-%] bel ow in
mor e dehgd, [Visaflisectenyreetesrlp 13 apligates e sydas PE s 9 PSSEES ALY PR A ng a

cajd range.t hat, i nclygess BlEE 6 PAV I hALs BSVEREE eEshet Matd®y VERe(
sag@‘f‘ #I‘ﬁillgat&fglr 5#%[ d\ef}sth ﬁgﬁégﬁot 5 found, then Vi qu?di regt ory server
1612 fQfsiRt $had odethin yedmivenichtveate Retpofiss, (heERegyirer BIN should represent a

participating acquirer. Secondly, the Merchant ID should represent a participating merchant

of the Acquirer identified by Acquirer BIN. Thirdly, if the Visa region of the Acquirer
requires a merchant password for the account authentication service, then a value for
75  Password should have been received and the password should be valid for the combination of
Acquirer BIN and Merchant ID. If any of these requirements are not met, then Visa directory
server 1612 formats a Verify Enrollment Response (VERes) that includes a PAN
Authentication Available set to “N” and an Invalid Request message. Note that this VERes
does not contain the data fields of Account Identifier, ACS URL and Payment Protocols.
30 After Visa directory server 1612 returns the VERes message to MPI 134, the payment
transaction can proceed in a variety of manners. For instance, the payment transaction can

come to a complete end, the payment transaction can proceed as a non-authenticated
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Afier a successful connection with a URL is made, Visa directory server 1612 removes

the Password field from the VEReq message and forwards the message to the ACS URL.

25 At step 4, ACS 114 determines if authentication for the PAN is available and then
indicates to Visa directory server 1612 the determination. This process occurs after the ACS
receives the VEReq message via Visa directory server 1612. ACS 114 validates the syntax of
the VEReq and returns an Error if validation fails. Note that when it is not possible to
authenticate a payment transaction, it is sometimes possible to provide a proof of

30  authentication attempt instead. ACS 114 uses the Cardholder PAN from the VEReq message
and queries an Account Holder database located within ACS 114 to determine whether the
cardholder is enrolled. If the PAN is not found, ACS 114 formats a Verify Enrollment
Response (VERes) message including a PAN Authentication Available set to “N” and does

27



5 value, the ACS formats a Verify Enroll ment Response (VERes) nessage that
i ncl udes a PAN Aut hentication Avail able set to "U' and does not include the
data fielwe oafooobeTount Identifier, ACS TJRL, Paynent Protrctalissi/1asz

Inval i d .Request.. | f -ei.t her, A e{ Ss FRIVSEH R PotbdIP 0BE EMalidt hen
ACS 19% ”&ciﬁ%o eéjlatacgglgs O?ﬁgﬁé%gﬁﬁ%@%gé\(?s by the’car dhol der devi ce or the
user RERRL. I ndicated by the values of those 10 elenents. ACS 114 formats a

VERes nessage that includes a PAN Aut hentication Available set to "U and

that does pqbeiRCCHLEo rls@%s@ﬁmhehd@@s i1fl i @annoA@BoddRL. trafRayiimstseRtr by Geol s, or
I nval id Request. ACS 114 formats a Verify Enroll nent ,Reg);()eo({ues,e VERes
nes s adevidehategoiniidiaitssl. aA Ppmatively dhACSat ifotPeARal TespBHzE gice pategily an

Account I dentifier that,,t ' j it ; PAAN( not e
ety e M@ﬂ%ﬁ%@%@t@%@% O RRedt ALER i o3 to the

ACS) , AlilRnAGEoMRlyallable&ettd el tmdidoansdtiihclideethPARadi addssefadyesousindentifiarai n
Paynent Protocols. No Invalid Reguest is included in the VERes nessage. ACS
114 t AEIS YBhdRaynpent Prreeclpnand @l Reqissh directory server 1612. At step 5,
Visa directory server 1612 forwards the decision of A(g‘S 114 to, MPI 134.
From t he pifi eitheofAcdepivEishders oa User okgent js srser theg12CS; hi4 gt 5Lt cur s

DR RIS S0 Y s SORRT o8 bf phPbqtpiafen iBBeAEES METARICl Bb® Ta
e A T e emns = wh o cont s PANG?%GMS i?mgg‘”féﬁé
¥E§Z§ sc)t;to EUF’Ssg ﬂl@tsbpe@i npleaelydy ag &09%‘%11: i%%*élf%ﬁ@%ﬂn*@w ﬁé@?ﬁ%ﬁgﬁ’ Pﬁfa §
VR né%‘?i&g"r‘%%%i Vg,gd% | 4 ‘f@%@tﬁ@?&ﬁ? EdBIAGS Ridohde PAERED hORagAIHaS

rom Is’syntacticall'y correct, Visa directory
ser vernd@fkR of ANeA b elithatiMERasilahle Estrtor Yo' cniRin Aq@ant Jdentifier thatstha eCS

received fromACS is not syntactically correct, Vis I I eGt 1612
o nmtwemalig prspgiatms ek A Raapb gt iRt rast i b e PAEY aihe oy
Aythent i cat | i B &8 be Nsed i trhiiatit @REBARSY nhddsdgedendieatuint

I g%nti ?fgﬁ??o %@Gﬁi’,éhg%@n%nt 3%0lg$c_l§tszcol s, or lnvali d(tl Requéggt . Visa

di r ectRaymentroIcolk6 N nvalid Requeseis VioRuled i e ek esgmedseee- 132 and possi bl y
stops the account authentication process. Fromthe point of view of MI
134, this pESess eacends theViiReaeksagatd Visaikctogusepesstlél2he VEReq nessage
to Visa directory server 1612. Fromthe point of view of Visa directory
server 1612y didy 9CVaSdiredBry\@08/ (0GR PG tHoSRBisibhoF2A CBrirkd dp MBI §34f t er

the Visa directory server forwards the VERes. nessageto t 2 . MPL 134
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114, this process occurs after ACS 114 sends the VERes message to Visa directory server

1612.

Visa directory server 1612 reads the VERes message, which contains the
corresponding VERes or Error. Visa directory server 1612 validates the syntax of the VERes

25  message and returns an Error to ACS 114 if validation fails. If the message received from the
ACS is syntactically correct, Visa directory server 1612 forwards the VERes or Error to MPI

134. If the message received from ACS is not syntactically correct, Visa directory sever 1612
formats a Verify Enrollment Response (VERes) message that includes a PAN Authentication
Available set to “N” and that does not include Account Identifier, ACS URL, Payment

30  Protocols, or Invalid Request. Visa directory server 1612 returns the VERes message to MPI
132 and possibly stops the account authentication process. From the point of view of MPI

134, this process occurs immediately after MPI 134 posts the VEReq message to Visa

directory server 1612. From the point of view of Visa directory server 1612, it occurs
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reloaded), a Serial Number element is not included in CRReq, which will result in Visa

directory derver 1612 returning the entire list of participating card ranges. Otherwise, MPI

75 134 should include the Serial Number from the most recently processed CRRes, which will

result in the Visa directory server only returning the changes since the previous CRRes. A

serial number is a value that defines the current state of a card range database at Visa directory

server 1612. Visa directory server 1612 provides the serial number to MPI 134. The specific

value is only meaningful to the specific Visa directory server that returns it.

30 Visa directory server 1612 validates the syntax of CRReq and returns an Error if
validation fails. Visa directory server 1612 formats a Card Range Response (CRRes)
containing the participating ranges and sends it to MPI 134. Visa directory server 1612

includes a serial number in the response. MPI 134 should retain this value to be included with
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implementation, the ACS must preserve it unchanged and without assumptions about its

content. This field must contain only ASCII characters in the range 0x20 to 0x7E; if other data
is needed, the field must be Base64 encoded. The size of the field (after Base64 encoding, if

25  applicable) is limited to 1024 bytes. If MD includes confidential data (such as the PAN), it
should be encrypted.

MPI 134 passes the PAReq through the cardholder browser to the ACS URL received
in the VERes, by causing the cardholder browser to POST the form to the ACS. This is

typically accomplished by using JavaScript. All connections are HTTPS to accommodate the

30 cardholder browser.

Step 7 represents the Payer Authentication Request message being sent to ACS 114
from cardholder client device 122. This process occurs after ACS 114 receives the post
including the PAReq from MPI 134. The following description applies to the case where
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JavaScr formats a Payer Authentj cati
and then applies a digital signature to the respon)s{e message. ACS 114 Vaﬂdates the password,

data response, or cryptogram against the account holder database located within the ACS.

25 At step 9, ACS 114 returns the Payer Authentication Response message to cardholder
client device 122. At this point in time, ACS 114 can also send selected data to authentication
history server 130. In order to return the PARes message, ACS 114 deflates and Base64-
encodes the PARes message, the result of which is referred to as PaRes (note case difference).
ACS 114 constructs a form containing a PaRes and an MD field. ACS 114 passes the signed

30 PARes through the cardholder’s browser to the merchant’s URL (TermUtl in the post from
the MPI) by causing the cardholder browser to POST the form to the MPL In the process, the

popup is closed and control is returned to the merchant’s browser window. This is typically
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bhonedie FopaRn Fyocab B AToR EREEeat DA A nstre prePaRieitvRad’y

usf? PR{SIRL S Casigdate 22 @R VafddtiAprotiyesters thé beult wRipanmrobalidation to
aut hentication are also available.” In a WAP environnent, the connection

bet weéie MIP& nobil e I nternet device and the ACS and the connection between
the device and the WAP Gateway can be secured by various securjty 30
protocol s, Manepof2, whiretant B2Wnededs withransthorieationexchaee Wit apdpywLISP2. The
connection between the gateway and the ACS can al so be secured by various
protocols, for exanple, with Secure Sockets Layer (SSL) or Transport Layer
Security (TLS). This nmeans that a password 32 WO 03/090027 PCT/ US03/ 11952

is encrypted on eagfoBigeMPL EREENDATEIN i INTERNET DEVIGESef | y) in the clear
at the gateway. Gateways are usually inplenented so that this translation

ocgurs in arhl gllyoS Qe es the protocol changes required to support Internet-capable
mobile devices within the account authentication system of the present invention. The design
is intended to allow a mobile-enabled device to also support standard PC-based
implementations and to co-exist and interoperate with standard account authentication
implementations. The Internet-capable mobile devices include devices such as but not limited

25  to wireless application protocol enabled phones, otherwise known as WAP phones.

Typically, account authentication for mobile Internet devices will use password-based
authentication. However, other manners of authentication are also available. In a WAP
environment, the comnection between the mobile Internet device and the ACS and the
connection between the device and the WAP Gateway can be secured by various security

30 protocols, one of which is Wireless Transport Layer Security (WTLS). The connection
between the gateway and the ACS can also be secured by various protocols, for example, with

Secure Sockets Layer (SSL) or Transport Layer Security (TLS). This means that a password
32



envi ronment, which ensures that neither internal staff nor external
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si ze dptarthey ?%R]I&I‘%zﬁﬁﬁer ﬁé%gene%‘lﬁﬁjserﬁg r%ycog %g{ae f%%ldélg(ﬁ etr}fggeéd1 E@ggsiaggs of
the sxbalit et CRRQuANE GRS, 6esde tiiitsetyyicalGneall inoitle tangatdf®@0itnvol ves
reducing the tag sizes for each of the nessages. For instance, eatﬁﬁ of the
headeng@0@rytdsooMiersage sizeds dherefore e imperant ilaig ot hrumeispess| tgla*a%‘% % or a
| ar ge .anount, of dat f ; STBILBT (e & HoNS.
| ondiEnED sy LR SRR PLpAR EPERT IRNBGHR o B! (D
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PaiTes ey GrovaReSL RIS THRTET ASMES UBOFEFbn 197 Hh ROREChR & BRicald® 2
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na n aracters a a total Of 2n+5 characters to the nessage.
33 VWO R £18680:d o PEhAMBRB] dk8s2 Therefore, for nobile Internet
i npl enent ati ons of the account authentication system the o
With these obstacles in mind, several modifications to the account authentication

0

process need to be made to incorporate mobile Internet devices into the account authentication
system. These modifications focus on reducing the size of the PAReq and PARes messages
25 by creating condensed versions of the messages called CPRQ and CPRS, respectively. One
modification involves reducing the tag sizes for each of the messages. For instance, each of
the headers and footers for each of the data fields cumulatively account for a large amount of

data and therefore can be condensed to smaller versions.

In one embodiment, the PAReq and PARes messages are defined as XML messages,

30 making them easily readable and easily extended. XML messages are made up of multiple
clements that have identifying name tags. The tag names, however, make up a significant
portion of each message. An aggravating factor is that each tag name appears twice, with
brackets. A tag name of n characters adds a total of 2n+5 characters to the message.
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PAReq and PARes nessages are replaced by: Condensed Payer Authentication
Request (CPRQ and Condensed Payer Authentication Response (CPRS). CPRQ
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el enerinclodealt i deddsnof thﬁa@?RKb rand PR rwherg cthe genteptfe pres %retmlﬁ% KEWSnt o
el enent ne d. not be t sent to the
vel wiDeHiSH aﬂ[yff‘é)p{}ﬁ% hgﬁ 14jie) Ell’h@lt? ﬁf@ AEPendd¥i0a8h tHelCPISs.

ssage etains this data for subsequent use

t t th R t t d
Further 1 YAGPRET SO RBSRIIA, SHOGE sEioph] T8 AR AT I LI ©

FI G 9ybt {tﬁ'éﬁ% 1208 InfFhef CBOURktafids, H%rﬁlgﬁaatobﬂfﬁcﬁfe(dfohmhmmempmmmer a
system architec

e St comowehonie (oo otk 6 e SBBeTES PARY o8 €1
authenticated using the authentication protocol. In this way, the digital certificate need not be
passed through the CPRS message, which is transmitted through cardholder’s mobile Internet
device. The digital certificate can be placed in the extension field of the VERes message. In
one embodiment, a specific element of the digital signature is sent through the VERes - the

25 Keylnfo element. The Keylnfo element of the digital signature contains the Issuer signing
certificate chain, which is a static element that does not vary for each transaction. Therefore,
the KeyInfo element need not be sent as part of the CPRS. Instead, it is sent to the MPI within

the VERes message. The MPI retains this data for subsequent use in reconstructing the

PARes signature.

30 These methods are illustrated further in the following description of a payment
transaction in FIG. 9.

FIG. 9 illustrates an account authentication protocol superimposed over a system

architecture for a mobile Internet device implementation of the present invention. The
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account authentication systemarchitecture in FIG 9 includes an issuer
domain 102, an interoperability domain 104, and an acquirer domain 106.
| ssuer doweion/o4®27 i ncl udes cardhol der 122, access contr olPCIASVEI196ACS)
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S Vench&hat piBan V5@ are MRBIAQEPT) 164 Ltdth¢ heuirigtuank 1622.der' s primary

account nunber (PAN), channel, and user device information to Visa

directory sgf é)% L6021 MRlonlo3F16€ D66 ddsbEbaibthroudt the diréotioasimnmidvwarthatsare t hat
t he ACS can 5 térmne if it is able to receive and send the cond&rgiﬁg

messagembereddui t.eThe prymetitiassactior bagins atesier bavhesgeqount heldernor
Browsey . devi ceCategory field i i 1 nt LCes.
At ot Shots anct Sopac sy st ety falpfle, i pitotint 25 B Bltbfiniof (¥ s G 6 e

ser veryldhded, GMEPIR TR BnpREYeeRlY Mf@mAESn irodet ®©rfinahisc purebdser aut henti cation
is available for the specific PAN At step 4 ACS 114 responds to Visa

dijgectory sgr NG 2 A2 WiskRist VERSS nidesga g Visaalirectdy senvtird6125Thé VEReqPAN i s
enrolled in tsh account aut hentication service and whet her aext hepti cation
6

can ben@ssdeomcbulebdbedcannt heldeyp prigtary @gsdit P%Perp%@ﬂblcé‘é@ B P&usi ng
o odiiss A VR Girpdpr R 614, PEib1ABR (s cho Atk REALS fRbOtoRA" D

perfo certifrcate is included In a nessage

ext ensiyofaf el A chpacivbas ifeskagsde diretedye tuod serdetheyqiridmgsedrmessagappt ed
nmessage can al so be included within the ssage e tensqﬁggog g&jgilé 30 This
Al

key (eegquired for mabjlednisrast davpes) Sﬂi’ﬁlﬁé‘éubggﬁ BrovishABERe iS§n%t ur e.
At, step.5 Vi.s L y.server 1612 forwards the ACS response to MPlI 134.
330p 8@’/%’@%%#%&%?%%%7311952 At step 6 MPI 134 does not create a PAReq
essage, bukt 's{’e%t f,aﬁl &L 0¥ Ss g%‘a?ﬁ&ﬁﬁﬂ'lg card range, Visa directory server 1612

queries an appropriate ACS to determine whether authentication is available for the specific
PAN.

At step 4 ACS 114 responds to Visa directory server 1612 with a VERes message that

25 indicates if the PAN is enrolled in the account authentication service and whether
authentication can be performed based on the type of device that cardholder 1616 is using and

the channel information. As described above, if authentication can be performed, an issuer
digital certificate is included in a message extension field of the VERes message. An key for
decrypting an encrypted message can also be included within the message extension field.

30 This key (e.g., the KeylInfo element) can be used to unlock the PARes signature.

At step 5 Visa directory server 1612 forwards the ACS response to MPI 134.
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Payer Aut hentication Request (CPRQ nessage and then sends the CPRQ to ACS
114 via cardholder's 122 device. See FIG 10, which shows a table that

i ncl udes whe3daoar fi el ds that nake up the Condensed PayerCAUiSh&NISTat i on
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Fr equi¥éle %@P?ﬂtéﬁﬂleﬁéﬁﬂf’?ipﬁ%e%pi ry (er) data fields are optional,

however, if one of these elenents is_ included, bo nust be .i,n¢l u The
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i npl egent at| L Db AZBat Ba dddishlagedio thb@alslabaduringRL i n
or der%ﬁgaﬁl %ﬁ’??&%gﬁmﬁ%@ggﬁ%@\dﬂof thé1 CPRQ. A?tﬁ%.ugh the Merchant URL is
opt i opRl avtientibitsorpr Thiedizld éxomitedoigmithe CPRE bedauseet dendsdoiinclidr adpad age

t t th th icati hi st L thi i Fved |
THo. PRt CS BRdOERe devisngeety F et PR Btef Spghfesr e 1"
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does ?1%? %}S\gv%h%eé@%a?%%gggiffi&?ﬁéeﬁ&hig}ﬂghant URL SO must be included in

PAT R - j ' ajptidnal,
o ossed AR SRS G R CRalm L X el o ot

conpressed "an n of RQ. e conpression algorithm that
can bgowsed, ifSortehef {BES Adificats doinciuded, Toth mpRbeiaclydese ThaMaehawbdiRh ed by

e oadiett IrapBRTL R Fhe MADHF IR Dogiee cr s Pofe Mg ERR e AR e |
dasa g%g&%@@%@g&ﬂt BRLNARSASER! Bdilithic thasilskiBn e €PRQ. daltlovghrtmt , as

speci 0. The resulting data streamis al so Base64-encqded.
Ther ef\éreharnt URIDés eptivoadl imshis prompeol E3tEnsian, it detilleguissidinghs B3R SedOt he

CPRQ nessage to.create a C64 ssage. I t m
cont aitF Al EHIBHOR I 1 el L DA A e B P TSy
the the%% han fedMeedhat UL Usdd hotich® AREHSREQrwith atrp| entants g the

st andard Script 30 such as On Enter Forward or .On. Tipger .For I Then
MPl 1T ER RIEFERER headari Hcthe drowmser ees egesoridp t@&@dﬁro{%&yﬁﬂgﬂ At"Step 7

ACS 114 receiyves {t.h L digssage. Note that a full Paynent
A her’f?‘rlséiteil%c u%gdﬂgét%%gggéae%g&ﬁ% recreated at ACS 114. At step 8 ACS
114 36 VO hq%/ogngeoe?nzb%dﬁncgr{tslg%%f 13P%ates a compressed and modified version of CPRQ.

One compression algorithm that can be used is the DEFLATE algorithm. The CPRQ message

can be modified by encoding it in Base64 so that web browsers can more easily handle the
message. The DEFLATE algorithm is described in RFC1951 and the resulting data stream

25  shall be represented in the ZLIB compressed data format, as specified by RFC1950. The
resulting data stream is also Base64-encoded. Therefore, in one embodiment, MPI 134 can
deflate and Base64-encode the CPRQ message to create a C64Q message. MPI 134 also
_constructs a form containing three hidden fields: the C64Q (or the CPRQ), the TermURL, and

the MD. MPI then redirects the user to the ACS (for example, using a standard WMLScript

30  such as On Enter Forward or On Timer Forward). Then MPI 134 sends the form including the

C64Q (or CPRQ) to ACS 114.
At step 7 ACS 114 receives the CPRQ or the C64Q message. Note that a full Payment

Authentication Request Message is not recreated at ACS 114. At step 8 ACS 114
36



aut henti cates cardhol der 122 using processes applicable to PAN and channel,
formats the PARes nessage with appropriate values and then signs it as
descri bedwproewpooes| y. At step 8, ACS 114 perforns the i deRCirtgso3/11952
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the CPRS { ?géﬁ?u% PAR2! @ 660 SédorBlyScostradtinthe
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excl Uﬁlll%(ﬁ df? sCE.h th%l@dﬁﬁgﬁseﬁ Pader &uthéiﬁicuﬁlﬁﬂRbspoth%E@a&bfmngi al so
be in déd i n eCPR with the tag 15 changed and no chang Q

cont etot ane d%nivodemamtplleﬁomﬁ embOdmﬁnéﬂaéﬂCS L @eﬂa§es, Fd| Bageeft-grcodss g‘ﬁﬁﬁ% | ement

in the PARes, |t _should al I S e

modi f [Pefreptge? é@ AEPRRESASE o eFﬁAS Q& #gﬁgb?ﬁ D ar e wagﬁﬁ{]#%%mPA&%es but
(? eé%hS'g CPRS) bh€ tHePRD ﬁé'lfdetﬁ@t @mfeaeﬁedd fri tled3PRQahesdage. EA@SoﬂlMathen DTD
errent cq

uirer BIN Merchant.acgB] N Mer chant rchase
Dat e &ediiiepts tl@@lru@ﬂa@ethdéﬁeém% 6@&§Wuﬁﬁln$&rW§$Wiﬁﬂ?ﬁ? Eaﬁu&& hase

Curre urch en rency Exponent Purchase. exponent 20 Note
t hat Epilqﬁg ?glulf(lmrgémaqu not included in the CPRS, they are avail able

to the f t he .\VPI (U |..10f fd t he
CPRQ and 5379 {tﬁéﬁwcepﬂgg ‘}fh&;g e&%??t%\?lgl lagg%gﬁ{ogelgs%&?ﬁleg%g%é( |air%g t he
nggﬁo}e?&eﬁ LR i9 iRGRIchlh hetRKRSs SRBE also Ga4iSchded imnehd GPRSt wifPtheltzd vi a

er's 122 device. At the sane tine, .ACS 114 %ﬁ datadl cluding a
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dis pUtrEodiﬁ@{dgthl'PRST dThe peldsilisgd below are defined in the PARes but are excluded in

the CPRS. These excluded fields include:

Field Name DTD Element
Acquirer BIN Merchant.acgBIN
Merchant ID Merchant.merID
Purchase Date & Time Purchase.date
Purchase Amount Purchase.purchAmount
Purchase Currency Purchase.currency
Currency Exponent Purchase.exponent
20 Note that although these fields are not included in the CPRS, they are available to the

memory of the MPL. The MPI included ail of the CPRS fields in the CPRQ and so the MPI

has this data available to use in reconstructing the PARes.

At step 9 ACS 114 returns CPRS or C64S and the form to MPI 114 via cardholder’s
122 device. At the same time, ACS 114 sends data including a full version of the PARes to
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At step 10 MPI 132 receives CPRS, retrieves data fields fromthe nmenory of
MPI 134 in order to reconstruct a full PARes, validates its signature,
t hen procweemItbke remaining 5 fields. MPI 132 perforns Poe/fsed/ it ng
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usiyng: 1) BQ?VIa@&er&g’a@é%#@ﬂg“@% ,S%I%F%{rr}lé\s/aegggg g{e%%% ?r\?ggﬁsem in
the CEBQa @.nﬁlﬁ@ 10herieud BbR 6 GhE Rdcofdstthe Bath ficldsdrst wére ekdsdel fremndgheé ng
certi |catg cha i

e in) retrieved fromthe VERes. At ée 1iL, e cha]irllt 132
pr oceEBRSwintehsageit Hbr ersure st dthe PARRs @petad ibb’sth%c‘%{‘i respetyagairbes g, ae

earlier, the fiel ddNGlu ' [ deggr LRescddrap@ehithell ar
20 t r%@ﬁ?f“{%ﬁ% ﬂ%%g/{)ﬂ;}t ﬁlbe goglzesdlt%%ﬂﬁﬁie)%s 1t‘e| el accorrpanices t he

ayh he oipiRGAdHoAMH Beskdesy asindhe PARPpQNSe nmessages so that the merchant can
associ ate the authentication response nessage wth the original shopping

sessi on anﬁl@ﬁﬁ}ﬂe@fo‘fﬁ@bmaﬂ BRpMB Vilidhtd tBeACSWigatirbe FERRCisatoted that the
subsequently returned with the CPRS shoul d be keptgfs sh gsas ossi bl e.
Pr ef eP#Reg, ist hasigned snessags, dwvhibothel GBRREnist §ois optgad: Hiso FPREWSsfich as

Transacti on entjfier.ca . o Wao-Tgh!

| MPL E%WPR‘F? ue ﬂtﬁwﬁﬁ‘%ﬁﬁﬁgﬁéﬁﬁ@g Eﬁ%ltl@% aﬁ%]lg) accogﬁ‘?gg%eﬁgiﬁtﬂielégtoifon
prot oggl GlsithhQiRaRSE nSignB&mﬁlﬂi i aﬁfclh mmfge lTlod osliddtd e?:]igmtulfGé[ralueasth@ oMPdcus
upon "I nternet shopping,” ere the cardho . NOpRI N i.hg an .

| 1 er metonsizaets el AdtEsgBINgd) da?@d)f?ﬁéecgmtg% ﬁ?ﬁéa{zfﬁ?ﬁjﬁ‘éﬁgégﬁﬁ%&a%ﬁ ntrmt he
| nt er net 1t reyi LR i isteidl 156Nk Refificateadhai

i mpl eﬁg%pgh?%ina@@h rt§¥F%&g}ége?%%gg}%ﬁﬁgﬂﬁﬁfqﬁﬁgg %et giE;jle\g/i cels (in ain)

parti ghfriaved HOM tho ¥Ry, are used to support the Internet shopping. However,
both 38 WO 03/090027 PCT/US03/ 11952 shopping and aut hentication can be
performed ugi fg MRhdrehaphOBEproskdds withr anthdrizetiedexchapgebivith its dequiksr exanpl e,
devi ces that use two-way nessagi hg under Short Message Service (SMs) or
Unst r uct ur egy SURPILEIRAMRE MhSMDI §dé ihdtides (hiSHDMti@athankdswribes thegehrtiéuldr t he

20  transaction or shopping session. The MD field accompanies the authentication request and
response messages so that the merchant can associate the authentication response message
with the original shopping session and restore state. The MD field sent with the CPRQ and
subsequently returned with the CPRS should be kept as short as possible. Preferably, that this

field should be empty so that another field such as Transaction Identifier can be used for state

25  management.

MOBILE IMPLEMENTATION: NON-INTERNET CAPABLE DEVICES

The account authentication protocol of the present invention has been described so far

as to focus upon “Internet shopping,” where the cardholder is shopping using an Internet-

30 enabled device, and the authentication takes place over the Internet. In the previous section,
the protocol is described in an implementation where Internet-capable mobile Internet devices

(in particular, WAP phones) are used to support the Internet shopping. However, both
38



present invention. Al so, devices that used the standard voi ce channel,
particular using an 5 Interactive Voi ce Response (IVR) system can also be
used. | n wom/ogmwRndi ments, both the nessaging channel an@CrhEsoyvoi9sE
channel can be sim Yo O ohBLELL NERESABbYe PhihdsZRetn Mierd Meniedf f er ent
phas omln%haél%aﬁ‘tlt Iﬁticl%@gl?:%lﬁ lf)ér) gfefg}an (frh?isgsectlieolr? specifi es the protocol
changagakigae. res dxamplepdovites thet weawotwBMBessugsPunder ShoirtclesseBe Sewicghoppi ng

d t henticati ithin th t h Lcat i t
o1 o Mo RURBHERIES. SYRPERETu SR M QPSR 5rorARo ARty tin by

sendin M. QL sgd LR tRe AGRnadld phrtieuPlsibpraaugh the
cardh‘%ﬂ‘%}eg‘-}r '1%V6§é3%19$h§é§%ceg§§?@%gaz;dl?i acconpl i shed bypenbléddi hrb%fg%e Payer

Aut hemitdreaivieWoiReBogrnsa (¥ RBeypems eamilsh be v Ingyome\guRbadim s, are

t hen exchanged by _redifyectjon, of the cardh [ i I 1 a

r ecapmessasig hanied a‘égé%% vaies chamst SERge ﬁ@?‘g{.ag%usﬁhgleﬁ}g%@ﬁ%ﬁ?g%zWlé%%Pl ug-in
(MP1) 4 Qiffordm PHESELCSE tHeOhuthREREtIGH biRBds! CahisOsectisihSperifidsothehgrotosslier ' s
ACS an celves ‘a response (PARes), note that bqth_of grleéﬁamassa s are

r out echankepueiuitedetoc anpiost dee 'use defv SMS, BSSPheor vifdhoR d PR n be
connected to.each, other, thereby.. bl ishi arough  which the
ACS cé‘HﬁE‘HW&H%Q Wﬁ 1 Fﬁ%cr?i‘lpt(:aaut%il%lﬁl%%ﬂio% 1158‘%?&’ 1{18: g géglrp NG tgtfaﬂr?; gand 3) The
cardhol der can be reconnected to the nerchant.in_ofde t e
pHyment pr dBe8esagt @ erIIB\?Jé%P’fO?‘?ﬁHE ROTHY THPRY P girl’% EITEJ@F %g@r/{ﬁabggéed;s

devi c Rexe inhe Mt thrguaR @l tdribbld@ndddvicep allicse attioms dees  not
use aﬁ\fé%%gsrgé%\g%??%gl tgr nélti ve mchan%gm shoul d be used t,ﬁ)&'gi@gﬁer t he

Payer aduohipdishédlay ebeddéng s PagercArbepisaden Requsslemdiirspaise vy °5nd to
conduct the authentication dial bet: ; ; ekgs These
al ter W&v T Ellil %1}?3}1%?"0?1%5%&r§{1’.¥%§8? Egﬁlg?e 0 ﬂf\%lg Ig EVIEﬁB%Efa%? ng 25
devi CaSebdpy Ae¥e bhdié bﬂé—-?@ ateh@cdkddondrag 1) BierNferchtiteScRir Ringtin\Q8PBxehdmyi ng

t he Payer " Aut henticati on Request and ResEonsg Srs]a S f((F.‘AReg/ PAResg

dil§ ectréquestvéor pasr | anthentieation (BAReD s samrmg&f éﬁ&tfﬁ BUGh 4t fePons

cardh r's devicge. .. n i ! HR&%k dhsedPARes

i ot oR6ek aRe et B B e D R Lo

cont aigaidngldePend®ACS cALbd enriectatlito matteohes therebsRestyblighisg PCFsnel Harongh m
directly to the 30 ACS. Then ACS construcgts the,fgrm containi h

r esporvdic FARAGS @HdCPIBTs a’tlha_éclﬁ?wl tloﬁagﬁ_??otgow WeaﬁP?%r&ﬂ%?%’t gt §)t ﬁge MPI
may h%"?dhtofdec#%& lg\ﬁreggﬂﬂeggd% tHel 1B chht HEGREMO dohDI RARRPayfneaiProdwsiAES. Thi s

is partal cu e case when authentication is perforned via SMS, which

has inherent |aren hR1d BRPLAldceRs dSMRe thiSBe®hol MiveSlnfir@drs ar e
u%ﬁl ized OW%S‘%%B’%&E@/‘%%?M g2 " bet ween t he cardhol der and the
ACS angphsitineend ih pasietihdbetenotarsd o Web MRowsenhalieenative mechamisme should be

E (r)a? ﬁg]lsgc? Itc()) ?rznsafgrethg OPr;L(}j'ng ﬁt eI?t\llCeaEiOItl eeq{ugs %rrlg' ﬁte'spo'%rs]éj bgt%v%gﬁl gﬂey MP'T%Q& fA@S’ft I ons

and to conduct the authentication dialog between the ACS and the cardholder.

These alternative mechanisms for incorporating the use of voice and messaging

75 devices involve include the following, First, the MPI and ACS exchanging the Payer
Authentication Request and Response messages (PAReq/PARes) directly over the Internet,
rather than routing them through the cardholder’s device. In one embodiment, to transmit
PAReq and PARes directly between the MPI and ACS, the MPI constructs the HTML form
containing the Payer Authentication Request (PAReq) and POSTs the form directly to the

30 ACS. Then ACS constructs the form containing the response (PARes), and POSTs the form
back to the MPL. Note that the MPI may have to wait a period of time to receive the PARes

from the ACS. This is particularly the case when authentication is performed via SMS, which

has inherent latency. In this implementation, SMS, USSD or IVR systems are utilized
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PAReq, PARes, VEReq, and VERes nessages are made. FIG 12 describes an
exenpl ary paynent transaction in which voice and nessaging 5 devices are
utilized.wefmeeoodi scussi on of FIG 12, further details reg@ardiSog1198e

nodi f.i cati ops of P , TheMrRE FRe snfABES AgeS Wilild thee

di scEEeEn @‘Féai‘gmwe?uaél@ra g?ée\s@%\%av?eew o19th g%ggh;l\réent transacti on

superefp: trsRissidhsag€ oomttuctedLdvier titei lneet n Asylsseeandly, apediBeatione tq thewhi ch
non-1nternet capabl e devices are incorporated. The account authentication
syst Mﬁ%fﬂ&lﬁ%tMEBeﬂarﬁnFll\@Rﬂsfn?ﬁﬁﬁﬁﬁéé%“ﬁ ‘i ssuer dommin 102, an 10
interoperability domain 104, and an acquirer . domai &%26 I ?%ter dorﬁai n 102
i ncl udes Eit dlodeserbesom eyqomlarypayaiegt fraasgetion g HiBy Yot e Feiss!e

D SRS ek L R AEPGORR o FROM Y R pfeRucaM fpfrdalyd @B maakdaaons 6101

exXanpteics 2% rmnar. |ssuer 1610 represents and card-issuing bank
that jus bbRReS, VEREY, agd ¥ BRey messtageawill bodistissahar dhol der .
I nteroperabiTity domai n 104 includes a Visa di rectory 1612, which in this

case is a fidestirak’ Jrndatiew of@piyndnt edndnptivh saperampaged lgert irc acdognt
hi story server 130, and Visanet 1616. Acquirer g%&%‘ﬁr‘]" 106 i.ncl ude

> a
mer ¢ hathertB2tiora systers rraehiteptung) in Ve PORAMCTREY GRS S U° 1%??&9%%‘1'
acqui rj ng ban 22, A St l 122 £8i@blah $886r dori&h 46204n
messangl?l c ﬁﬁé&mﬁﬁc X Srscﬁ%%%c@é(g&% l{iﬁgﬁ g%?%ﬁ%l dgr 122 can shop for
P{®@UUGiSoPEraBiBity 6RSIPN0Y, hedl ahyacueireh domaib320ky Iser clonenie t i0&gingludPal og

th t 132 to det i f i h 1.Chi th
't or mathodor B A LI aph qisner 110 feribudd 197 BiEEARoE] Hfa REENORERD (e
shoppin thqe%(_'eg oslélé}gcﬁ'e.hpﬁéﬁgg fhe %ﬁﬂl@,ga astfputeiPteeinah Msdthierof 610r epresehtai r t i me

accoufit ne odiment, the connection between cardhol der é%fﬁé and
mer chapd dB&idsting bawk Wbt isvesisabis g shdnped . paymsat SRBbIP niei sar tlct ed

via two-way nessagi ng, e rdhql.der. 25 d . . I

sessi énterperbility Aepal) I(M]’cnﬁﬁﬁ%ﬁc %gqec?%rgqu%,gﬁ%ﬂcggl\rfﬁgg ée(S\?}Oigea rfﬁ&gfbtéy a
phone.u JiSs @iﬁﬁ{dll% & VRal SERIMERENGT hidRSE agea: 138hand Viemsayels. nhgqiier used
even m%en e phone 1s also in use for a voice call.. Thi ns t hat,
af t er doamin Votigcldes Pa;eecrhanm%ém@r@@mngﬂéaﬁ%‘gﬁfe(Wl%@ﬁg%t‘H’él |, the
ACS may i'mm%iﬁtjﬂtﬁéﬁvi nitiate an authentication dialog with the cardhol der
over SEBUIEESHIL voi ce. 30 In another enbodi ment, the connection between

cardhol der 122 and rcha 132.is a _voice

cust omer nedt deeal C%FEIE‘?IHF%%TSI%%’@S@?ﬁ ac‘ém?eeosrpnol%sggﬁﬁg %IFEF‘RTRY&? %@%}%ﬂ ??z)azt'e t he
reple nfﬁeﬁméé}hh&ﬁera 1 ?Z ec-aﬂag}gpag&opmﬁuctg fort feevit&s pryvid¥dSbypl mash:mb LBs’f‘e biyhe
messagi ng channel for authentication, there wll gggplo c%gfl i.,ct wi.th the

mey0c hasvndsctinger difloghveitly oicedhan A0 Grmgsohe im 19y - and providing
lI\J/tS) iblnlgethg hi?l o?’rsna%limmll lre%llilre%wir'{ %?delrst%u BhaliR E%Ms&at ExihbiBs tdtesuenr sHapbier
excursions include ticketing and replenishment of prepaid airtime accounts. In one
embodiment, the connection between cardholder 122 and merchant 132 is a two-way
messaging channel. When shopping is conducted via two-way messaging, the cardholder

25  does not have any permanent session established with the merchant. The cardholder’s device,
e.g., a phone, is available to receive other messages. Short messages may be used even when

the phone is also in use for a voice call. This means that, after receiving the Payer

Authentication Request (PAReq) from the MPI, the ACS may immediately initiate an
authentication dialog with the cardholder over SMS, USSD, or voice.

30 In another embodiment, the connection between cardholder 122 and merchant 132 is a
voice channel. For example, a customer may dial an interactive voice response unit (IVR) to
initiate the replenishment of a pre-paid account. If the Issuer ACS plans to use the messaging
channel for authentication, there will be no conflict with the merchant’s use of the voice
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messagi ng while the voice call with the nmerchant is maintai ned. However,
the ACS cannot wuse the voice channel for authentication unless the

mer chant wods/oedee7 call with the cardhol der before sendi ngCrhEso?A8s;. Thus,
if the A t e i B combrfuniBasd witht @ Nafofiel hatngei t her :
1) sh (ﬁg%ﬂg%@ﬁ?ﬁ‘?sn‘évhg%u?ﬁe&rgmlg%ggi ngochan_nel, or 2) the MPI hast(,:)’e

i ndi %E@ﬂgihlg‘l whilkethyEBRg dalavith te meckdmng nianteined.i Hgwevck e ARS eganot i f t he
ACS needs the voice channel. If the ACS daes, no | an,t.Q e j ce
channese thaigoichehanpel 105 FHBENESHAR (‘:‘P{éﬁ% © n%ﬁf&ﬁ‘é’ﬁ F’i“itsatﬁ? sl mltgﬁg%c%gﬁﬁégﬂt he
messagi A p | H9hS AL (ishstth asdMEBRBidetBlnnedUt Masttdetaininn i s
not g@%?%ﬁ%?@ﬂg%%kg%ﬁ%’ {I\}/gl 134 IJser?qls a VEReq messi\&g to Visa directory
SeF Vethal&iRr: TshoppReds oomssagien ihvohesgesing phanagl ghd) the MEL hgsiindicafedit ount
nunber (PAN), channel, and usgr devi i.nf [ | hafsd10

ser veﬂle(l‘é‘i&‘?q that thmaerphast é”‘s‘glﬁﬁ%%e?ﬂldg‘ﬁ%lc esgg?rﬁ%eg&hl\én@gcre?%tl on Ezed to
confi i e RIbEY QP! plh® € uiks aBe Bividehenamelinaliddie’ A(fe\anent dindstephs, | f
the PAN is 1n a participating card range, Visa dir .Ctori/ sergﬁg 16&\29 15
quer i esthamticajpr cialogtusingCthe: Megeagienthanngh f Hapst dodicats: e 288 JiFRS Bhi 1 abl e
for the PAN. .At. st 4 responds to Visa directory server indicating
whet hayth W@awsil??g‘éaﬁ]ragﬁed in the account authentication system and

whet h t henti cati b f d . ' ' d
cHannel | nASATRR BRI 14 Sanag BT aTscderr LRty EReper 1 0% e rBREE TS,
(or i hfes%g?)in&@déy%e ¢3dholibr s FAnGaAf shehtaiunibd? (P ANNathaanelphddeaser devibe

accoun hentication systemor if authentication is %’Hﬁg@@g%e )
unav aiinfatthationt tve Viser dhregtory server &2, & thisyPrepesSpVERESs {Qonipin
traditional . authorizati re ' AL step 6, M
creat é‘éfoffﬂ@olﬂal&%&%A‘Eﬁlﬁmqp%g%oﬁ%%%Ee%&%ggg?g%;%a@éﬁggiigds it directly to
ACS t hrough the Interne ain, note t.hat I §:10%: CS via
car dhol der AtZ%eMQQ}feW | S0 & PRRICIDAURE ec%JfDdAF% 8’5?5% (liusf%?dggls%@ﬁ% teiglé\

CORNech -BRPA OB Ab@rAes wiBlher aherficafiorisACS dbbe foir iePANe Payer
AE?he%@%t#%ﬁb@quest. At step 8, ACS authenticates cardhol der 122 using

processes gsggét;%&??ﬁ'&é Qe Bﬁd?&l\'\ﬁl@aﬂéﬁm@r fandeindioiieg Wikt ftae AN ishe

PARes ness appropriate values and digitally signs it. Tq do this,
ACS neggsileiGnasé abiduah avthamaetiposystém nd avlmledr paitheatisation, @adis pPHEPIEIPARe g

from MPI. Specifically,.ACS needs. the phone nunber of cardholder to
establha§‘?f1Qﬂq?aédh%ger’frﬁe‘{etvfcﬁr@dfﬁ%nnﬁhglﬁ%mﬁﬁﬂ%er can be pre-registered with the
ACS. Alternatively, the ACS can obtain .t cardhagl der e r rough
A A S R o N e it RS o
p:@[\e (%;r'l(ﬂ;%?({er fHemtNe SASIAGhAGE -ackdtn® Rulch@dafioh i syStem® Ehaificaticationofs t he
pradtocol,

otherwise unavailable, the merchant, acquirer, or payment processor submits a traditional

authorization request and processing ends.

At step 6, MPI creates the Payer Authentication Request (PAReq) and sends it directly

to ACS through the Internet. Again, note that PAReq is not sent to the ACS via cardholder

25  122. The MPI acts as a client to establish a secure connection to the appropriate ACS URL.
At step 7 ACS receives the Payer Authentication Request.

At step 8, ACS authenticates cardholder 122 using processes applicable to the PAN
and the channel type, then formats the PARes message with appropriate values and digitally
signs it. To do this, ACS needs to establish connection with cardholder after receiving

30 PAReq from MPL Specifically, ACS needs the phone number of cardholder to establish this
connection. The phone number can be pre-registered with the ACS. Alternatively, the ACS
can obtain thé cardholder phone number through the Merchant, who in turn received the
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aut henticating informati on such as a password can be sent from cardhol der
122 to ACS, or from cardholder 122 to nerchant 132, who then re-routes the
passvvord WOOA@S)0114 Bot h two-way nessagi ng and voi ce chamaogltsoyarsbe used

2 SRR R RS B g smeaancho)

used Ssuer sen nore nessages to t’he
cust Oc{ﬁ%{enﬁmmg infdtrationlisa¢H ay s phssswoed camntle tsemnfam tdantholdenfld? heti@h, orand

asks for the custonmer's appraoval he nes est that a
passviverd cadhpider £27 tormerchait 134, Whe they & @Ui‘??qﬁwt %/%’ ngrg%%?%e user's

device, such as a SIM Tool ki t appl i cation. The ACS rr%y tu ugheﬂg” ety of
aut henti c%mtbnmmnﬂwgﬂ%r h&oige I"I@é@ | g O5ans EHIN sns

i ncl ude: | e sswor d/ I
el | ongrPes SUhEnE SRR b bing el Bt for B E%Waﬂéﬁ’ 1§ Toler sends
MAC) ; ofh) oPURbeC nieB¥rgbasediteh ahdienee phexsp owsieh niisplays IssuePiing ; tramacmgn EMV

cryptogram If no application is avail on the hone a_Si
passwodatuitisndanguashe ot et FUSHPREY %?@fovaggt}ie HIgSspge ynsdlglglg qeﬂg‘%@ it a

aut hent | caly i HSLAG: A1 by LR APES ASHIRGIAH of B Kelsecrlantal scasibp | used

even PISYHE P's Ui Rg an rnet connection through thei I PC as

the cirgsiRiel apblicaticshomhe NACS (Depesdangristy ofi@uibapédotipn echagisms [pyer the
car dhol der' s phone and nobile o rat

cH dhategregings clemdghi nghisseghaR! Ry ﬁlrﬁpgﬁﬁ‘%‘?gﬁog%’?@p%ﬁsé&@twen the
Aut he% g@t : qmltengé)&t lﬁ?%‘?%ﬁ% é’}‘nhhetﬁ@ocﬁ?ﬁbgagﬁé}d (é.mvueammem and

t he A redi recti the cardh S brovSS If the Issuer
Wi shesfA0); ) tﬁabhb |keycﬂaasetdhd1allclag gloneg m@glita@gsns EMY eoRiegrape

t hey maylnltlatethec I en.the r usea
pr e- r dighe eRpt @aﬂ%m@&ﬁiﬁe I\ll\%rplwﬁy ug%ﬂ)‘fié S?I’to re‘% ﬁ%t% : \éggrr?ﬂﬂe-%? i @%5%%@%' he

cardhglger's PC to have the cardhol der supply one. Before inplenenting such
an approach, the Issuer and ACS provider should consider 25 issues related

t i latencyy R otécf%@ﬁutﬁ@ﬁf&aﬁb@ﬁﬁh@guﬁ& tHS theSdpidoosr tAutvbiatchamtel om bdhe
?ency f or l ong, and even if the browser c %nlfctllo%ﬁwth

t he ¢ al@aiwedef thle&ar&naldet & sl mnhtqlmtcop@cn@@ thrpygly thels o3y

nerchant systemw |l hav
aut heﬁbppp&%/g o RDERENINE O |cg]eag;§ldu J&?cglok%g@ Zl,?%é %gi %%%ggpetri‘t@r th1s

al so selealesh akmid Whatihbeatdhore @@hdippilﬁgmgmg 3WAPR bwawset B Gn thithease, the

authentication is conplete, the ACS returns the PARes tﬁ’ 1{/@2 I\gll‘1 as

f ol | oveayerrAwthentication Rgquest and Resnense vHbowsshaaged hetvaradbeMELant e ffr3ps)
coaneat! it didn" QP Lorolyset, N BRARSIALyfsBéMd thahna e

pr28w gté'dr rﬁ%ﬁ’ ﬁ“é %{h&#ﬁ@é@d«%ﬁ bmws BesURL. Note that the proxy server

provi dgrdndet usiaf iSNESAUSSD 604n D&Bys‘tem,aﬂhey usdnitigtetthe calkyhenhg ILPHEHE7

Pet! Usr(gge/n:fl-e]c-lgalghe ACS may use a pre-registered phone number, or may use the Internet

connection to the cardholder’s PC to have the cardholder supply one.

Before implementing such an approach, the Issuer and ACS provider should consider

25  issues related to latency, particular when planning to use SMS for authentication. The latency
for the SMS may be long, and even if the browser connection with the cardholder is
maintained for that period, it is probable that the merchant system will have “timed out” the

transaction before the authentication can be completed.

At step 9 ACS returns PARes to MPL ACS also selected data to authentication history
30 server 130. When authentication is complete, the ACS returns the PARes to the MPI as
follows. First, acting as a client, the ACS establishes a secure (HTTPS) connection to the
appropriate URL. If the paResURL form field was provided, then the ACS connects to
paResURL. Note that the proxy server provider will define the root certificate used by the
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proxy server to establish the TLS/ SSL session. In the case of a proxy
server in the interoperability domain, this will be the Visa root
certificawe.030p®2pr oxy server should ensure that the respomasod/s196Dr war ded

to the Ternlr!l .origi.pall icded - 1 h 1 t : hagwew se,
the AEEYSAYELE I?%éb?lélﬁ n%re Piﬂgldﬁgir %%gloﬁ'e(rﬁtli iécdgtbée h)tfoggpergﬁsggwf %Eﬁl ot =

est abih{e%ﬂefw,iﬁt?%&aﬁg FhiSSHilldrshé Visawbdtl cettificateh Bire oy setwer shguldrpmsure
Ter mMJRLRoot Cert in the HTML form that. .i ncl ude e,,P . ri bed
abov ethattthe reapssse an Erwaeded t%"%‘?ﬁ’i“ﬁ@rﬂ%ﬁ“?ﬁq&é’r?w e‘i%’ g}?ﬁ\%g‘gﬁ@@%ﬁ%ﬁg&c ase),
and FOBIS th ¢ | 4 COMRElkitebe uEbE fofastabRilRotiser t
field S’H’i“é?’ﬁl%é L ?%g{ecﬁgﬁigg{rl??f F@gtﬁg’tt hat the Ml will use when the ACS

sups ePUSRELscassrabiill Hhesbedneprowidsd anthedrerm&RIRgotgert e o AREML fora thes
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maintaining and updating the cache. It is recommended that the certificate received in the

TermURLRootCert field be added to the cache for subsequent use.

At step 10 MPT receives Payer Authentication Response. At step 11, MPI validates

25  Payer Authentication Response signature. At step 12, merchant proceeds with authorization
exchange with its Acquirer.

Further description of the modifications to each of the PAReq, PARes, VEReq, and

VERes messages will now be discussed. Modifications to these messages include adding new

data fields. In one embodiment, these new fields are implemented as XML elements that are

30 contained within Extension elements (extension fields). Some or all of the modifications are

made to the messages depending upon the specific parameters of the account authentication

system.
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of this field is included, then the value of “browser” can be assumed.

Third, the MPI should include a hash of the cardholder’s phone number, which may

25  help the ACS to determine whether or not authentication will be available. This indication

can be included in an extension field to the VEReq message called ChphoneHash. The MPI

can create a SHA-1 hash of the cardholder’s phone number. The phone number being hashed

should be in the same format defined for a CHphone Extension field in the PAReq message.

The ACS may use this field, if necessary, to determine whether the cardholder is using a

30 phone number already known to the ACS. In one embodiment, the CHphone field is 28 bytes,
containing the Base64 encoding of the 20-byte hash.

Fourth, the MPI should indicate whether the merchant is willing to transfer use of the
voice channel to the ACS. This indication can be included in an extension field called
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Mobile phone or PDA with USSD support.

Modifications to the VERes message are now described. The VERes message can be

75  extended to allow the ACS and the Visa directory server to handle additional data
transmission. With respect to the ACS, the VERes message can be extended so that the ACS

can respond to the extension fields added to the VEReq message. In one embodiment, VERes

has the additional fields of paReqChannel and VoiceChanTransfer.

The PaReqChannel extension field is used when the MPI has offered one or more

30  alternative channels for the exchange of the Payer Authentication Request/Response pair. The
value of PaReqChannel in the VERes indicates the selected method for exchanging PAReq

and PARes. The VERes may include only one instance of PaReqChannel. The PaReqChannel

field should match the first supported channel listed in the VEReq. If Device Category in the

45



45 WO 03/ 090027 PCT/ US03/ 11952 VEReq i ndi cates the two-way nmessagi ng or
the voice channel, the "direct" channel nust be selected for exchanging
t he PAReqgwBag/opmeT. |If the ACS does not support any offer@dT/uset/hos; this

fields. not:ingcl L Gio8 cRANeAUhd editdceatiaanel Avadtltabl e
shouﬁ]dﬁﬁ%ae?nsdé a?%otﬂgﬁﬁ'? Vgayt gsségl?gg%ﬁg@nyrr angf er eext ensi gn fi eI?:I i s used by
the AGRcwkdefortdxehAGEnyitsh ®AReq/Rassprit. hdf vt ACT dapnapt seppostyime effeest i on

and the MPI has .indicated that . the voice | ol S i.Nn

S hoppRAoLTHE SRS Tay! TRERHUE BRITGERSAE PRCEATCe IR EnCRedlBE il
VEResbes%pﬁhci » shoul d match an instance received in the VEReq. If the ACS
request’s at ‘'the nerchant end the call (by sending a value of "endcall"),

3 (8 .
then the RS ﬁ%@tﬁgﬂaﬂ%@%&g&n@m id Qsai HiherleeCS WHh ahe AICWishEs t0

sendi ng t oes not include this element, or sends a
val ueysefthé Refte"chahi fonauthertticatiori and thg VIPEHasoindidated hattthe voich chamned fant .

Wth t. to the Visa_ di . the ) -
exct arioas Se Fit ShopRiev Tie (e ooty gup ol SRS, PORafafdl e )

serv 1 @G AGShcetiebdingl inte RARaY, RE theeXCHaag®ests ltimtdhne
enbogy]r%g%%’\,lﬁtﬁﬁlt éﬁ}g‘%\/glﬁsi on 1fi elcd is called the 15 paRegURLH{i el d Trﬂ]s

fi el dmepbent éndsthe hall (RLseofling aprabeyofssndastl”), dhanrihe merdhant Sorldediths ftthg  t he
PAReq is to b sted. As w.l|..he, disc d I : p be
lba wahges sl da s e IR EF R TRACR Pl n MOy iR FORRnERE Ty
provi Qfl s A% R SIrembhd T @b sctidvbldiréquirtioanise part ofithe RARdGniressage are now
descri bed. The PAReq nessage can be extended to allow the MPI to. provide

the cardho ?}[ I{Fégga%ﬂ%%@v@%ﬁeétw fevehGRe VER @NBessd canthedixtamded sathat

ext ensi on fi one can be used. PAReq can al so be ﬁé@gndgd (tgg

i ndi c ]fneeVis}aedifbatoey a;md/ef] icare speteif thevasevPf adirpxy seIveRpatween the T tinme
out of an acc ut henti catiQon_pr i - P - ha egn ihved

f rom SHENAGRS %eqé?se CEHES el %rﬁeourﬁg&ggeétbgg}sf e bdsﬁl ﬁallaefr% e%%%mé?ﬁgman
T'gS"E- ﬁa@mm e ETE GRcifiestit PRBeABppogestrvedéo whatl thefortrhicsitgpungose.

2 Th«g ACS may use the contents of the C‘gphone field to |Q|t| te the. "push”
aut hetitd BARegis toelsspestedni Ahwilhbe diseensed BelpW, p I S5EE! £ Do AGiBs ¢ hannel
or the voige, channel.i i . i : feah BRdwagiaoul d

Suppl S ieacs pEaRRy ofdds PRI Hhatififinkdhe KOBRRRGyigtdRy SRR ATy

avai one field should contain the

entire phone number, .inclyding th T oul d
be. i nel hdodadtaeringp the LARPR pieifaef A d68i6ed. 10 PR meiadan RO
char aghahded 39 alleW thervipf iepdsideatie chribolddet iphene hambérhe HEMCS.orlmansat i s

used to transport the PAReq nessage so as to.allaw the . to provide at
| efst enwmdadeits poratensippdislbpl GEPAONECAY S‘? used. ¢ #’éﬁ‘&,‘l °§H@%F‘)’al%e SceBnded

Ter MURLROOL Cer b, DL QWi e Rl e 8 wiPh1&H th frhiiiabitort 0atmé bet #Pin wicbhntuse
authentication process if no PARes has been received from the ACS. The date and time
should be specified using Greenwich Mean Time. An optional extension field paReqExp can

be used for this purpose.

25 The ACS may use the contents of the Chphone field to initiate the “push”
authentication session with the cardholder. If either the messaging channel or the voice
channel is being used for shopping, the merchant should supply this field if available. The
Chphone field should contain the entire phone number, including the country code. The phone

number should be included as a numeric string with no embedded spaces or other characters.

30 New form fields have been defined for the HTML form that is used to transport the
PAReq message so as to allow the MPI to provide at least two additional types of data. First,
a field, such as TermURLRootCert, provides the root SSL certificate that the MPI will use

during the session in which the PARes is returned. Second, a field, such as ACSURL,
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addresses to which it will be necessary to connect. In order to

aggonmodat @HARITSAIEIEEROR WOICR A2 MESSAGING IMPLEMENTATIONS

t he

This protocol extension requires that the MPI be able to establish a connection with the
ACS to POST the form containing the PAReq. Many firewalls restrict the ability to create
such out-bound connections, and will often only permit connection to a specific list of known
trusted TP addresses. The purpose of this restriction is to ensure that “Trojan horse” software

25  on the merchant system cannot open a connection to a fraudster’s server and send sensitive
data.

Two variations of the system architecture can be employed with respect to the
security/firewall restrictions. One version of the architecture involves updating each
firewall’s list of known and trusted IP address. The other version of the architecture involves

30 using trusted proxy servers. In a fully implemented account authentication system, there will
be many possible ACS systems, and there will be no way to know in advance the IP addresses

to which it will be necessary to connect. In order to accommodate the requirement to connect
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provi 48 &3 assurance of personal identity.

FIG. 15 illustrates a typical architecture that is used for two-way message processing.

The ACS should be able to send SMS or USSD messages to the cardholder giving information
about the transaction, and requesting identifying data such as the cardholder password. The

ACS should also be able to receive the response from the cardholder and associate it

25  unambiguously with the request. The ACS developer may wish to develop this capability, or

may wish to work with an aggregator that has the requisite capabilities and relationships with

the relevant operators.

Regardless of what channel is used for authentication, the Issuer must be able to

identify itself to the cardholder. In the “traditional” Internet channel, the Issuer can display a

30 fairly large amount of information, including brand logos, and such things as the “Personal
Assurance Message” (PAM4) defined at cardholder registration. When using two-way
messaging, the PAM may also be used to provide some assurance of personal identity.
However, a more robust method is required to ensure that cardholders know the service
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30 access point. An interchange center is..a data,pr I - fhat may
B e s od oIS, GEOLSE 3 P AP OREP IRl o
UZ{)t eglﬁegta%t H2arl .dTﬂﬂgct&ﬂ%Qcﬂaﬁgé bermilistedpitaRgaerssand in Japan. Each
i fiter nge cent'er houses the conputer system't hat

Transactions can be authorized, cleared and settled as either a dual message or a single

message transaction. A dual message transaction is sent twice—the first time with only
information needed for an authorization decision, an again later with additional information
for clearing and settlement. A single message transaction is sent once for authorization and

25  contains clearing and settlement information as well. Typically, authorization, clearing and

settlement all occur on-line.

The main components of telecommunications network 800 are interchange centers

802, access points 804, 806 and processing centers 808 and 810. Other entities such as
drawee banks and third party authorizing agents may also connect to the nemork through an

30 access point. An interchange center is a data processing center that may be located anywhere
in the world. In one embodiment, there are two in the United States and one each in the

United Kingdom and in Japan. Bach interchange center houses the computer system that
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functi Srrc])?gra{nrllsc’lchl%glllgr}]lgthreei%?erréﬂaﬂgé cgﬁtlerl.' @gﬁhe?pﬂlegﬁ&%Bﬁg bildres that all links have
multiple backups. The connection from one point of the network to another is not usually a
fixed link; instead, the interchange center chooses the best possible path at the time of any

25  given transmission. Rerouting around any faulty link occurs automatically.

FIG. 17 illustrates systems 840 housed within an interchange center to provide on-line

and off-line transaction processing. For dual message transaction, authorization system 842
provides authorization. System 842 supports on-line and off-line functions, and its file
includes internal systems tables, a customer database and a merchant central file. The on-line

30 functions of system 842 support dual message authorization processing. This processing
involves routing, cardholder and card verification and stand-in processing, and other functions

such as file maintenance. Off-line functions including reporting, billing, and generating

recovery bulletins. Reporting includes authorization reports, exception file and advice file
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FIG. 18 illustrates another view of the components of telecommunications network

800. Integrated payment system 850 is the primary system for processing all on-line

75  authorization and financial request transactions. System 850 reports both dual message and
single message processing. In both cases, settlement occurs separately. The three main

software components are the common interface function 852, authorization system 842 and
single message system 846.

Common interface function 852 determines the processing required for each message

30 received at an interchange center. It chooses the appropriate routing, based on the source of

the message (system 842, 844 or 846), the type of processing request and the processing

network. This component performs initial message editing, and, when necessary, parses the
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secondary storage medium (such as a hard disk) that is slower than primary storage. It will be

appreciated that the information retained within fixed disk 926, may, in appropriate cases, be
incorporated in standard fashion as virtual memory in memory 924. Removable disk 914 may

25  take the form of any of the computer-readable media described below.

CPU 922 is also coupled to a variety of input/output devices such as display 904,
keyboard 910, mouse 912 and speakers 930. In general, an input/output device may be any of:
video displays, track balls, mice, keyboards, microphones, touch-sensitive displays, transducer
card readers, magnetic or paper tape readers, tablets, styluses, voice or handwriting

30 recognizers, biometrics readers, or other computers. CPU 922 optionally may be coupled to
another computer or telecommunications network using network interface 940. With such a
network interface, it is contemplated that the CPU might receive information from the

network, or might output information to the network in the course of performing the above-
52
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magneti c tape; optical nedia such as CD- and . hol ogr aphi I ;
Tagnaesialy Heriendieans 2OBTEIRASOT G PLIRESFS GhERE AR e Loy aiPrEst o
are  SRGShENN GRRNH ULt e A fhodd hagirgCikile (RI 0gI PN Sofisueh ans.

appli -Vgpem I'C Integrated circuits (ASICs), progranmmable |ogic
devi CEgankReds) conmslitRbhdnbit Radiz delideebut arenpiinied tsf magRpHsBPdi2 SBEN #hcl ude

machi ne code, such_as produce a compi | er, M ot
A Gichird iRk, Sas ke e argieie (petpin oG sulis oM R BARGAPMAT
Whi | et hles. in'iﬁ’gt%aid-%}ﬁicaﬁsnéa% RudessT iGRital Widkes wRd dfardwearer ddviqes ethet rael

enbodi nent’s, here are alteration, permnutatiaons, gﬁ]d equi val.ents .f\r{:hi ch
fal | wicthily térefigeahdootorehiand oot Progran ¢ casifo SUeh #5s SPHSHOT SRF %

there, are ny alterpative w | APl enEntd o A8Ndevices.

appar H]f“?%%tgg%c‘fl*‘fe&ﬁ@@)emog ‘mﬁtﬁ%é&%@ ?t S (¥Egrsie%1§1r%o?tntenqbd that the

f ol | opRniR0 0B BBEPEeH csdeintldbmatiiine cpdes sech asprodeded diyrrgccanpiles, asid files

al terationhs, pernutations, and equival ents s fall within the true spirit
ahfl scopani tigeerjevel eode thahaEnexcgHted DY ARBMPEIB 5HS A1 03/ 11952 CLAI MBS
W claim 1. A nethod by which a trusted party_aut hagnt%tpa%fswhhg identity
of an accoWWiile thié thentien hasgbeentdeserabedt inJAERPHBRYITTE FIFCHEL STRP er and
a requestin arty, said net_hod L SI PG abhihSh kR0 s@ne OpMiiE cat i on
connedisd r?r%e%%aé by QFH“‘#%%%%SS ta?é;geq(gg@{/&%n‘gﬂmg:%g g’(h:ﬁcl%u IEl.t holpder in order
to congduatiosaidsHohRNSAE b @bted dhigahéra granzop diersetivewyyreof inplerentingchei on

response nessage at said_ trusted ) ) ) X
g methods andgapparatuses of the present invention. It is therefore intended that the following

20  appended claims be interpreted as including all such alterations, permutations, and equivalents

as fall within the true spirit and scope of the present invention.
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party; 10 transmtting said condensed paynent authentication response
nmessage to said requesting party via said account holder; retrieving a
first setwofosdatoar fi el ds froma nenory device | ocated at ®ardiSos/enysesti ng
party; constructing a conpl ete paynent authentication response nessage at
said 15 requesting party by conbi riCIndIMai d condensed paynent

aut hentication response nessage with said first set of data fields; and
aut hori zi 48 §ahLf transaction between said account hol der and requesting
party when sald conplete paynent authentication response nessage indicates

that the ideng: ﬁ,}gthgg W'cﬁcé:%ﬂéd bt anthefticutdshBp idenitedf a?Qcébund et hod
as reci te%’ inclarm urther conprising: creating a condensed paynent

aut hent i chéldendurimue stnsaeseabetwatn said doccquathelder ¥yl pEragsing DAY nF4ei ng sai d
condensed paynent aut hentication request nessage from said requesting
party o B&iiedicopdrS®enarty via said account hol der; 25 receiving an

i dentity authepiiahidida CoMefimatis@iconrettisn detwean syidf requestiag gartpaodunt
hol der; and conparing said identity authenticating token against a token
pr evi ousl| yaid desiughbelder ihordesio gendyaitridbiransa¢itPiaccount hol der wherein said

trusted party aut.henticat ' ' | dhelidefsted0 3. A
nmet hod as reci Fﬁe&%l{lgu agﬂg}&éﬁéd é&g’%ér?gg‘%%%@écéﬁ{’%%@sﬁs%%e| n the menory
devi ce Ioi:,gitt d at the requesting party is a nerchant plug-in nodule. 4. A
nmet hod as recited in claim?2 further congrjﬁsi ng.. 54 \\O 036/ 09002714

PCT/ U$03/ 11952 transraiiting said sgndenyed paymest fEReHIcAuon BEPAER I PEted t M essage

fromsaid requesting t. i 4188 party wherein said verification of
“%gtﬂfé‘% A8 4948 agcotICJF'lu ;

enr ol | ment®¥ ssage 1n es an account nunber of said account

hol der; det er nirpiriegingby faati sht tafudtze dielarfrgm 4 imeamors cdeyiset lopaipthat said sai d
account 5 holder is contained within a |ist of enrolled account hol ders
who are capiiss@n®pPahsi ng authenticated by said trusted party; transmitting

a verification gf ensall MRk I&S PaRsetTRABaGRafidDRpoIE Messapedt spal ty to
sai d requesting party Fhr ougﬁ t he ?ﬁt ernet wherein sajd verification of
15 requesting party by combining said condensed payment authentication response
message with said first set of data fields; and
authorizing said transaction between said account holder and requesting party
when said complete payment authentication response message indicates that the
identity of said account holder is authenticated.
20 2. A method as recited in claim 1 further comprising:
creating a condensed payment authentication request message at said
requesting party;
transmitting said condensed payment authentication request message from
said requesting party to said trusted party via said account holder;
25 receiving an identity authenticating token at said trusted party from said
account holder; and
comparing said identity authenticating token against a token previously
designated for an account of said account holder wherein said trusted party
authenticates the identity of said account holder.
30 3. A method as recited in any one of the preceding claims wherein the memory
device located at the requesting party is a merchant plug-in module.

4, A method as recited in claim 2 further comprising:
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enrol | ment response nessage indicates if said account nunber is contained
within 10 said list of enrolled account holders; and including an

ext ensi orwDiogloghoen sai d verification of enroll ment respon®PeT/UseysAGE t hat
includes a chain of trusted party digital certificates. 5. A nethod as

recited in claiihsdnithil £idifRatin of errblenem ssqyatsmessegd fiomsadireqursting
nmessages that are nade up of multi the,eI epents that have. aﬁ;dm ement

h each
15 nane t tigsaidtrostedparive hereinEic ¥eiiabemgt gnip it rleﬂ'besglir’f%s?gesglgc ffet hod
further %gﬁ%ﬁ%ﬂgﬁbgf%@sgﬁlag&uﬁ%d&f the el ement name tags with a

respectiv el’emrent nane tag that has a second tag size, each of

the second t ag dsiezaminegihgssdahised pirgn iftas accewpernia of pad acemdi ze. 20
6. A nethod as recited in any

) .one of clains 1, 4 r
conpri i n§older iscaniarpdvithip 1ist © Wﬂll%doq‘r‘ﬁ?'éqtimb% HA? gl[aégctaﬁaetﬁg PE(; gﬁhg n
response gﬁ%@gg@tﬁbygﬂg@tgdﬁ@g party; and transmtting said copy of said
conpl ete paynent aut’hentication’response nessage fromsaid trusteg party

to an aut henti eanimitting stverificationvesrentelimeirt dpSPPRFRHMEsSLe fopbedd rustedp et hod
as recited in any .one of .clai 2 , | Rasald; et party
is a finaPétylto; %’%&FF&‘HSHH{% @g‘;’&%ﬁ%‘gﬁoﬁma@@%‘% %gfelﬁin @gﬁy{’%ﬁgﬁgf@ﬁ claims 1,
2, 4, and g WIgHiBspdaidmeRas esditates Haskid atcduannanbérnie coetaitedrvithind

wherein said account of said account_ 30 holder is maintained by said
trust @ad panidyist shentohed snsauttiholdses: 2ébnpri si ng: conducting a financi al

{ransact | on betueen ald SEANGE!HAR BRGLY FAARL omEsaHnolgsn. O An

account aut hent emin rusted party authenticates the
identity %es@ﬁ%@tﬁﬁﬁﬁ@lﬁdm élein of thlstedgmpgcligitabeertifietebunt during a
transacti on between 55 WD 03/,090027_. PCT/ US03/,11952 sai d 10l der
and a requesti ngy pethed as tf%tegygﬁgqﬁ%%ﬁgﬂgfeé? Bt afgﬁbeq‘ﬁssssﬁeﬁgﬁ%g?%“ger ver
configured to,co - - I §f AaRRIIOElchRheethat batholigerant lepkencess
sai d transaaé?q (I)Ihe;g%é g@%gagémnygﬁ?@o se_r\%ﬂe%n control | ed b'é said trusted
par t y,155ai ghn@ke ¢aS Seachnélembnt Barse rtag thaviogf & firsedrg 6iz6r 82l emgthed ged
paynent authentication response nessage; and

comprising:

replacing each of the element name tags with a respective shortened element
name tag that has a second tag size, each of the second tag sizes being smaller than its
respective first tag size.
20 6. A method as recited in any one of claims 1, 2, 4, and 5 further comprising:
creating a copy of said complete payment authentication response message at
said trusted party; and
transmitting said copy of said complete payment authentication response
message from said trusted party to an authentication history server for archiving
25  purposes.
7. A method as recited in any one of claims 1, 2, 4, and 5 wherein said trusted
party is a financial institution.
8. A method as recited in any one of claims 1, 2, 4, and 5 wherein said
requesting party is an online merchant and wherein said account of said account
30  holder is maintained by said trusted party, said method further comprising:
conducting a financial transaction between said requesting party and said
account holder.
9. An account authentication system in which a trusted party authenticates the
identity of an account holder with respect to an account during a transaction between
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a requesting party plug-in software nodul e having a requesting party nenory
unit, said requesting party plug-in nodule configured to receive said
condensedwOpagsmat aut hentication response nessage, to retPCirases/aofirst set
of data fields from 10 said requesting party nmenory unit, and to construct

a conpl et gyipayEciMAt holdelt dint requestingpares lensystemessaysingy  conbi ni ng sai d
condensed paynent authentication pes se nessage with.sai i set of
data fields. 1@.reqyesHRdBYHt SCRYRLITER g‘ggg?%‘f‘f’wg?lg%\eX’éx%hrsé%dlsgdggmﬁtnﬂoz%? one of
clainms 9 an ingsahdcfigguesting party plug-in software nodule is
further célh‘E;%d;egFoe%H?égEg@gate cigﬂand transmt a condensed paynent

aut hent i cat i on sneguestcontslsseger tconealledl by said drusted Merty) said agesss centrolay
account authenticatiop systemas recited | i i i ccess
controf s&PREF CP‘%@%‘E? R FreaGf £ gaed,[ %ay%%e%t %Lﬁem&gﬁ%ﬁﬁgh& ﬁl%%%%&

ceive an | ty aut ticating
t oken froql}n sai d account holder and to authenticate the identity of said
account ho ger based upon 20 said identi tlﬁ aut henticating token. 12. An

account aut hentd equésting gy phngas spBWRIeaaodiHe BN A ECPPSIERAHY BEENY 10
further conprising: a_. verifjcatio r e ssaasddat
i ndi cat es b sgﬁﬁddgeﬂ%%% pa osglérlﬂi @Egﬁ?o }uglgﬁﬂl%% tgﬁl%gﬂgﬁgﬁti cation servi ce,
sai d veri fGathPRutBntRRAGOL kespoise REssags ponaseves ageel n ladi fiddnfroaxt ensi on

field that Tncludes a chain of trusted rry diﬂg{ Eal certi6{ei cates . and
wher eilf saaifl asgessing opetn| MEBPPer U £§0gPBEITYCh ¢ r SPTERIete POy
verificatig I r epPELIABRiILS SAld donau@sdi Nayprnt ¥
pl ug-in sttt 18at}?0du%égﬂa{ghrorﬁéﬂg%%e ﬁternetl.é)% 13. An accmr}%t

aut hent i cafjifsmtissidremamse pessbeewith saidyfirerset of datd Gelds 9 and 10 further

conprising: an authentication history server confi e . el.\e copy
of said colpl etdn %ﬁﬁ?‘ﬁﬁr?ﬂlthgﬂtt‘??élﬁflisé’%%’ino?? §e8g%cgﬁg%n3?r§éesggtgfﬁ%r¥1§% %n\aéi }Jl@access
control se - T/ 803 elhB8wle id furthéncadiatsdlt to create

aut henti ca{;'lﬁg%ms%g(%}e/égug%{ngz)gﬁfégféﬁyégny one of claims 9 and 10 wherein

sai d t1st el pandnyit ias cendensednpsyatent muthientication rameeshEIcaage e 4 38 ount of
said account holder. 15. An account authentication systemas recited in
claim 14 WHIEHACEEd 5 requesting party is an online nerchant who
conducts aq{i nang fkottngRetéM0On WystBmSARi eited in claim 10 wherein said access

control server is further configured to receive an identity authenticating token from
said account holder and to authenticate the identity of said account holder based upon
20  said identity authenticating token.
12.  An account authentication system as recited in any one of claims 9 and 10
further comprising:
a verification of enrollment response message that indicates if said account
holder is enrolled in an authentication service, said verification of enroliment
25  response message including an extension field that includes a chain of trusted party
digital certificates; and
wherein said access control server is configured to transmit said verification
of enrollment response message to said requesting party plug-in software module
through the Internet.
30 13.  An account authentication system as recited in any one of claims 9 and 10
further comprising:
an authentication history server configured to receive a copy of said complete

payment authentication response message from said access control server.
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account holder. 16. A nmethod by which a trusted party authenticates the
identity of an account holder during a transaction between said account
hol der amstOasnemeesti ng party, said nethod conprising: 1@CTarsdsycsng sai d
transacti on between said account holder and said requesting party over a

first voigge or ARBssad: Ratehacioh; sysemdantecieday msnpnaof lebwims daaidohO r equest
nmessage fromsaid requesting party, to said trusted. par.t.y Ove'io%gzﬁd

| nt er net ; wherdin saihirsted pasty ae Anwieial insiRiongng srantains Sdased i oL ettt hol der

to said trustetg? %e party over said second voice or nessaging channel. 17.
A et hod ¥€OPEAYEE i'n claim 16 further conprising: authenticating.the

identity pf sairg acoatintauthehdertiobaswtenupsnresied nadkeients cureeg 68fen; and
sendi ng a paynent authentication, response S . L0t art
o 20 s aruL S b S aREY BRBRRIEN frgrnas Tpac P LR LAY, PILY

any one of Chﬁ{ﬁﬂgd 6 and 17 wherein said paynent authentication request
. 4CCo . . . .
nmessage i 8°%¢en Irectly fromsaid requesting party to sai trusted party.

19. A nethed as\ netidddsy whichl aitmsted parsrasthentipasesoE IdeNtHR 06PN My sai d
25 paynent aut hentication.request S i j to
o LT uobeier drmns & pupenupt BEfEen S RIS hOM fd o TEMIER] paRaRY

containin ﬁddjcogﬂ%%'in aut henti cation request nessage; and posting said
first HT e? [

ormdirectly to said trusted party. 30 0.@@ %hod as recited
in clabm 17 wheoedustivgisaidpzansesitonhatwesit $b eFOHY ]é%lé‘?fn SHBEHGEMEs sent
directly fromsaid.truste - i.d requesting party. 21. A nethod as
recited i PAEYQVH aégrs\{/\)ﬁ%l?%lgrn&?%séglg gpéﬁegn of sending said payment
aut hent i cat i on gg&REATAYNRASAGEeHivainms@idest mestagel fioar s3pd resuseing PBHuest i ng
party further conprises: 57 WD 03/090027 PCT/US03/11952 constructing a
second HTNQS@@W%?@IP@EVHVW&%WEFHB% aut henticati on response nessage;

and posting said secand ,bTM: fQedng tESH frm! idSAicBuitepiesto ngidpmndtyd
15  party over said second voice or messaging channel.
17. A method as recited in claim 16 further comprising:
authenticating the identity of said account holder based upon said
authenticating token; and
sending a payment authentication response message from said trusted party to
20  said requesting party over the Internet.
18. A method as recited in any one of claims 16 and 17 wherein said payment
authentication request message is sent directly from said requesting party to said
trusted party.
19. A method as recited in claim 18 wherein the operation of sending said
25 payment authentication request message from said requesting party to said trusted
party further comprises:
constructing a first HTML form containing said payer authentication request
message; and
posting said first HTML form directly to said trusted party.
30 20. A method as recited in claim 17 wherein said payment authentication response
message is sent directly from said trusted party to said requesting party.
21. A method as recited in claim 20 wherein the operation of sending said
payment authentication response message from said trusted party to said requesting
party further comprises:
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22. A nmethod as recited in any one of clains 16 and 17 wherein said sendi ng
of 5 paynent authentication request nessage involves sendi ng said paynent
aut hent i caDiodm9eTuest nessage from said requesting part PCrasas/prosxy
server; and forwarding said paynent authentication request nessage from
said proxy sery@trubinga dendeEIMbnforol cagivisg. said yer Authsntiepdions
recited in any one of clains 16 and 17 wherein sending of paynent
authenticé@ﬁ@hﬁﬁégﬁ%ﬁ%éHQEssage i nvol ves sendi ng sai d paynent

aut hent | cal i on [ e5RONSE.BRPATS KA Siflolly ld 4 RAuRAIEpary0 sai d_pr oxy
server; and forwardi ng sard paynent authentication response nessage. from

sai d proxyp2. 15 /s eafetterd dsaresiddddinrayuastafiedpinslyend 27, whergist sathiseadingeRfi t ed in
any one of clains 16 _.and 17 wherein sai fg rst and second voice or

d
messagP ng PekEsHeAuthentieAtlon teaqesipssaes BVBY8lp consisting of Short Message

Service, Unstr ugt hedadUpRneiie HulextiSiow regsesDaiesaganfiorhniait aauiestngVoi ce
Response. 20 25. A nethod ‘as recited in any one of clainms 16 and 17 further

conpri si nguartydo eatanygevev;andf i cati on of enrol |l ment request nessage that
includes a query as..to said tr -y Pakiekdlo¥ fomadsidensdcate the
i dentity of sai%“%%g’@ﬁn§al‘ﬁ&a Fﬂétﬁﬁ%mﬂ?\c%%ér(nnz%(ﬁ%n fegardi ng the PR~
comuni catd-pRs 1PEHd Aeess donadl yver. devi ce used by said account hol der; and

25 transmitting said verification of enroll nment re(gggsthnessaeg@. f r om sai d
requedti n23par t4 methediag nepitask Byapyopg of 4R 10 pRG ¢ /WD PRGN %1 ai m 25
further conprising. Gr I k£ I of enroll ment response nessage
t hat i ndi clg%o en# "f’lggeélﬁl&g&%ﬂr%gg(glggggeﬁaﬁgﬁgg%ﬁe capability to authenticate
the identity of seading saigmiyntenhaitbienticationdres@Dse messese fonhepid Hnged BIEY i cat i on
of enrollment response nessage fromsaid trusted party to said requesting
party. 27.tomaidRTpRy ST ted in any one of clainms 16 and 17 further

conprising: 58 W0, O3 00Q %4 vRed HRlStedB&? reshondel abisage @onnuaidoprozsnt i on
process for sai & transaction when said paynent aut hentication response
messages haserserdec ssd fredulestirgparent i cat ed the identity of said account

hol der- 74. A method as recited in any one of claims 16 and 17 wherein said first and
second voice or messaging channels are selected from a group consisting of Short
Message Service, Unstructured Supplementary Services Data, and Interactive Voice
Response. |
70 25. A method as recited in any one of claims 16 and 17 further comprising:
creating a verification of enroliment request message that includes a query as
to said trusted party’s capability to authenticate the identity of said account holder
and information regarding the communications protocol used by a device used by said
account holder; and
25 transmitting said verification of enrollment request message from said
requesting party to said trusted party.
26. A method as recited in claim 25 further comprising:
creating a verification of enrollment response message that indicates if said
trusted party has the capability to authenticate the identity of said account holder; and
30 transmitting said verification of enrollment response message from said
trusted party to said requesting party.

27. A method as recited in any one of claims 16 and 17 further comprising:
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28. An account authentication systemin which a trusted party authenticates
the 5 identity of an account holder during a transaction between said
account hwbdewomet a mnerchant, said system conprising: aPeEushanvsserver
configured to comunicate with said account holder in order to process

sai d transacti gfiatine "B Ghigtizstiongpiovess abt waidetrarsdetiosy when zaidi paymaatM. f or m

contai ning said payer authentication re t ssage.,that, |i. st.ed over
the | nt er pethentivation despppsst WESSIES Hys F‘Fcﬁ?ﬁgggﬁ’da“ﬁ?‘ﬁlﬁ%ﬁg tg‘? ﬂl%e-nlhf?' 5@? %@var e
nodul e; a fi rsﬁho\@é ce or nessagi ng channel established between said

mer chant &E€¥V8 fd sai d account hol der, wherein said first voice or
messagi ngoghanngl adcduntsadhdmicatidh syeredunt whichad Husted pery tauwnticaiesa@gess

trol trolled idt t , [
ms aghng imanel Meatcabt kil e e R dERvEAT R aa ST ocos

control s?ﬁﬁé’cﬁ{aﬁ{,%&‘a s‘?f@teﬂwo {fgat i ng token that is transmtted from said
account holdéer to sard 20 access control server over. said second voice or
- )

messagi ng chanmemerchantdseraert trefiightedt torepruawapate orith gEdaarcowioldRdyd by said
access control server t aut henticate the identity of said account hol der.
29. An acéﬁ@ﬁﬁttoaiﬂcﬁ%grﬁa}‘ﬁﬁaﬂsﬁﬁmgystem as recited in claim28 further
conprising:. a sderﬁ%galﬁwg_fncyowmwmé;ng sai d payer authentication
response nessage 25 that is posted over the hnternet to said nertflhtant

pl ug- 10 sof t warafisbHIIML faan captaimingowit PayGt AUAETHCALPRD FPRGEBEFLES Patited in

any one of, cl ai 28.and 29 . fur IS Ehid FndREIRRY LvebftiivBad routes
sai d payer's Q¢ ﬁgﬁf’?rctgf’ir}%ﬁ?mre&aou%{i Q‘ﬁ‘%@%%@?ﬁ’ sai d paye?ﬁ%ut henti cati on
response nps&ages between said nerchant plug-in software 30 nodul e and

Th any one. of of &rtoRE riaepsing GHIEr SONPP PHYeL e r et B
051 090027 BT e G B o ot on rosponse
message, WiindhctoSsaéttndactismi d
an access control server controlled by said trusted party;
a second voice or messaging channel established between said account holder
and said access control server; and
an authenticating token that is transmitted from said account holder to said
20 access control server over said second voice or messaging channel, said
authenticating token configured to be used by said access control server to
authenticate the identity of said account holder.
29.  An account authentication system as recited in claim 28 further comprising:
a second HTML form containing said payer authentication response message
25  that is posted over the Internet to said merchant plug-in software module.
30.  An account authentication system as recited in any one of claims 28 and 29
further comprising:
a proxy server that routes said payer authentication request message and said
payer authentication response messages between said merchant plug-in software
30 module and said access control server.
31.  An account authentication system as recited in any one of claims 28 and 29
further comprising:
an authentication history server in communication with said access control
server; and
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aut hentication history server to be stored for dispute resolution purposes.
32. An account authentication systemas recited in any one of clainms 28 and
29 wher ewp os@pm@2first and second voi ce or nessagi ng chanmeraisas/e9sel ect ed
froma group 5 consisting of Short Message Service, Unstructured

Suppl ement ary Sgsyy 6€5aiBajager anlentitationr mepdnse niissage, Rbighoissent 93saidn
account authentication systemas recgite ne of clainms 28 and 29

further conpmtichtien higtoesarysrdape gﬁreéffoﬁ‘%ﬁ}lzﬂq? ?Fgﬁltu%%aﬂ%’so “ressage t hat
| ncl udes ?% queM a%g%lan aifHe ticafjglg t gé’léﬂleé.j: R&tddYinSargairbdd dlaiynsta8 aud 2@nticate
'y 0 a ol'd

the ident sal ccount r and information regarding the
conmuni catyheem Rid et ahd ssetdbypica clevissaging dumnnels §& pleciRdERM? HoMRier

wherein said verification of enr.oll t re j Lt ed
from sai domsisbhant ShrtQIRMET st & DU ES DDA B rLoeapep LRSI, ™
account aﬁ%&ﬁ@tﬂe@&fc??ﬁiﬁ@gém as recited in claim33 wherein said 15

nt

verification of enro request message further inchg@esﬁr& e 2 nsi on
field thas3. i ndincadtcesnti futlsatidativaysystemuashieatied B PO G '™ §’&‘$ is to be
sent to said access . control server directly over the Internet or via said
devi ce us&thsy cQBPHSBECount hol der. 35. An account authentication system
as recited in gl\RiiRcaRobEERLNIMSA dquedd messaigh iticatindndesfa quarplas teAdr equest

message further includes a hash of said acgount qthL er's Pho['d% nynber,

sai d aocesmsedrparyls sapapdlity clontuthentisgiere Jeendy Y S ForY™ FARF #0e i f the
identity of_ said account hol Editiseat d3Bice AbedaB¢ @bkt

aut hent i cé‘?ﬁogﬂaté%fe%({i%g B&&%ﬂ@%@%q’gﬁg of cl z];?(rj% 28 and 29ﬁ_further
CONPr i Si NGucRBt USKET, WaREdiDBaid eficatibh mé atroHmepioiegesshmssrge istirasmitidi cat es

if said trusted party has the_ capability to authenticate the identity of

sai d accourm kel gegrchaphplugiih S%%W:‘% Wﬁ%éﬁﬁi%ﬁ G fpa%tp{rol | ment response

message | ﬁ%ﬂ rangm i/cth ff LOR R or rsgﬁéﬁd aPaktied & @aid 3Bewbbeit spldug-in
n

sof tware modul e 37. account authentication system as reci hg}g in claim
30 f urfisherveg@mtids b ghroBehent réduiestanessageofurther dnalides an edpsitelifEs¥alye t hat
indicates if said trysted ty. has the.c i it tihentd saess t he

identity ondisatcs 1%&%‘819%’%8‘%&%%%%}‘6 uﬁs)[s@?%%évgr?éf ?((g:)gta#on of enrol | ment

response S, YRRl tethel Tneihe airdviarsait devipanisgd by saghpctonst chant
pl ug-in sg%?lv\ﬁg?geﬁrdufe, isglr?d wherein said verification of enrollnent 60 WO
03/ 090027 wIdérUS03/ 11952

35 An account authentication system as recited in claim 33 wherein said
70 verification of enrollment request message further includes a hash of said account
holder’s phone number, said access control server configured to use said hash to

determine if the identity of said account holder can be authenticated.

36.  An account authentication system as recited in any one of claims 28 and 29
further comprising:
25 verification of enrollment response message that indicates if said trusted party

has the capability to authenticate the identity of said account holder, wherein said
verification of enrollment response message is transmitted from said trusted party to
said merchant plug-in software module.
37 An account authentication system as recited in claim 30 further comprising:

30 verification of enrollment response message that indicates if said trusted party
has the capability to authenticate the identity of said account holder, wherein said
verification of enrollment response message is transmitted from said trusted party to

said merchant plug-in software module, and wherein said verification of enrollment
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response nessage includes an extension field that specifies the URL of said
proxy server. 61
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response message includes an extension field that specifies the URL of said proxy

SCrver.
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