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Receive a first authentication factor from a first device using the server
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Authenticate the first authentication factor using the server
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Activate, using the server, recording of a keystroke timing sequence using the first device and
recording of a keystroke typing data using a second device in response to successfully authenticating
the first authentication factor.
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Allow the first device to access the server in response to the server receiving a notification of a successful
authentication of the second authentication factor from the second device such that the successful notification
is generated according to a comparison between the keystroke typing sequence and the keystroke typing data

by the second device.
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Generate a similarity score according to cross-correlating the
keystroke timing sequence and the keystroke typing data
using the second device.
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Receive a notification of an unsuccessful authentication of the
second authentication factor at the server from the second
device.
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Allow the first device to access the server based on approving,
using the second device, the randomized code displayed on the
second device.
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