;tuvwe3e| ! |\6T  SPECI AL PROGRAMM NG MODE W TH EXTERNAL VERI FI CATION 5 10
Over the years, different programm ng net hods have been devel oped to 15 2

Fi gure 2 wiooR®sa7for art progranm ng al gorithm 15 for a prAcivusant4ssar |y @
FI ELD OF THE | NVENTI ON The present invention relates to the field of

testing sem conductor nenories. More particularl t he present invention
relates to a special progSEEGIA PROERAMMING ME d4id or nenory that hel ps
to optim ze testing of a sem CERQ-E& L VEREATROIFKGROUND OF THE | NVENTI ON
program nonvol atile nenory. Fi gm'e—&sl’rmvs—p'r'm'r—art programm ng al gorithm
10 for a prior art nonvolatile erasable progranmabl e read-only nmenory
("EPROM') t 1| (. on-chi p program and erase automation
‘circuitry. |l ed to the EPROM executes programmi ng

al gorithm 10. The_m croprocessor nds ,a 1 cr.osecond prqgramm ng pul se
fo’the EPROM ThenqPEsaRY BYeRkreRimo ik fiof of \SHR3 SamForfuadEy on Lo
‘determine if the, wor inte,d?d tg be programmed into the EP has been
successf ul | P"ERYKSa &.paf{':cé‘%ﬂygg}""lﬂr fltB}VﬁFm edates toasgedidipt s fail to
programa word. On the other hand, if the word was successfully progranmed,
t hen the al @mr@mmlm@ﬁ@éﬁg‘c’%@sem'cgﬂ@&ortm%e@ﬁhe@aﬂpﬁmm@yze tgstieg ati on
flash nonvol atil e nmenory. A mcroprocessor coupled to the prior art flash
menory execatsenienrsiyetanmMmeronl gori t hm 15. The flash menory i s programred on
a word-by-word basis. The m croprocessor wites a program comand
to the flDasBAGHE ‘ THE INVENJIONond tinme out. Thus, the progranming
operation takes 10 m croseconds. Follow ng each programm ng operation, each
word just progr aGredtheyeaes, idfffeeght ipyograramingmefitods dase beer kevelopegt tam veri fy
operation is initiated by the 5 m croprocessor witing a programverify
conmand i nt prayrammvanolatieghsmery. cn‘i?mei éﬂmpﬁmmmogﬁhﬂnmg@mﬁmmaoi fy
operation stages the flash nenory for verification of the word | ast

programed. fothepridrastndirvaRritie éra@éb'l@srogfammbsmab&i-bagnﬁémb “FPROMY) Vol t age
to the word. The m croprocessor then perforns a read cycle to output the

word from thgyitbas honiﬁamaxghchhim foaia% 8Rd BfzR8REomdtidh SgulilyCraopr ocessor

then conpares the data word rea romthe flash nenory to the data word

that tNgsrm Q8RS coliplbTd ffb EPRBIPGIRIS N Barafinhh ARBAIRIALY Tne

successful conparison en the programe time data neans

h h I . full
br ogr amed. TSSO RER BERIY 2 10RO AR hrol aniifia BEIE WHe BPROMCTPIY, or Y
25 15 att emﬁ\g rﬁigroBFo%%rsggp thgﬁ" pg\ﬁ&rﬂ'is a word verification to determine if the word

intended to be programmed into the EPROM has been successfully programmed.

The algorithm terminates if 25 attempts fail to program a word. On the other
20 hand, if the word was successfully programmed, then the algorithm repeats as it
steps through each address.
Figure 2 shows prior art programming algorithm 15 for a prior art early-
generation flash nonvolatile memory. A microprocessor coupled fo the prior art
flash memory executes programming algorithm 15. The flash memory is

25 programmed on a word-by-word basis. The microprocessor writes a program
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Figure 3 shows a prior art progranmng algorithm 18 for a |l ater-generation
prior art flash nenory that includes on-chip program and erase autonation
ci rcui trywolieesesvschi p program and erase automati on ci r cuigayusoiqhsrdes a
command user interface, a wite state nmachine, a data conparator, and a
status 20 register. The program al gorithm 18 begins with the m croprocessor
coupl ed to tchmnangste the flash/mamory wiih 8 1oroigresecerd tipe outmaus, the e. , 40
Hexadecimal ) to the conmand user interface of the flash nmenory foll owed by
a second wr ipregrapening operatitratakepdOiniicrosecdraisaddr ess and data. After
successful receipt and interpretation of 25 the requested program
operation, the céolewidgeach piogtanmigeoperatione ebdtawbrdjust programmed fsor war ds a
stransl ated signal to the wite state nmachine of the flash nmenory then takes
over, contr qetifietbypthe mMicepnedespoo I PrabGer védimoperdatiomistintiafddasttheenory. In
particular, the wite state machi ne supervises internal programand verify

“Ci r cui t s5t 0 nfiefohPsdBsEdranitid |a0NYb?éhn§ 961§ cofmnandifted GothiAthS Fedfistef 6the (2)
pul se 5 repetition control, (3) time-out control, (4) program

verificati omas@ifericry. ThabkorafdedityespeiRibH Ragetsthe Tb&Umiehf ry location
to be witten to had been previously erased (i.e., stores all | ogical

ones), in OR/Qﬁﬁcattignl%'f ﬂwmtléﬁ.p@rgmbg 21]?1ef ﬁ&ﬁ*?né?ﬁtgfy:ﬁbﬁgédg %'n\}mé@tgml te

state machi ne sends a programm a predet o]

th . t P

ver: fi cat1 oo rREte naRin VAR 0 R wBle AR oo O Dy R oo BiPed 7™

liedt ' c LIS, ' ' [ t

then fed | nav ot St B ERTHon f Ren BEnS SR M M Geesl P C o T

Th t pHt f fact - f i it djusted to VtP

R A e e I ek
lifi . T t put f th | i fif t h ted int

= at a conpAFEA Bpr Brt B8 MEOPEs A BB W BB ABLES e hEBRButs of 1t he

sense anplifers to the contents of a data register. The data conparator

reports the SHEERSSIU compaiispndstveen K¢ Rregremmed ek anddhe time daf meRns whi ch

inturn determnes if pulse repetitionis required. If the program
veri fi cat i othaifles wordwas pesoesshilit progearometp fahe datagvasawd suecassfully
reprogrammed, the above program and programverification steps are repeated
until eit hepregrammes, thenltke aragramrandi vedifysieps idredepsated withadinibeh2 or a
ti me-out occurs. Wien pul se repetition ends, the wite state nmachi ne sends
a si gnallst o attpohptsetotregratrathava®®. regi ster. 3
Figure 3 shows a prior art programming algorithm 18 for a later-generation
prior art flash memory that includes on-chip program and erase automation
circuitry. The on-chip program and erase automation circuitry includes a
command user interface, a write state machine, a data comparator, and a status
20 register.
The program algorithm 18 begins with the microprocessor coupled to the
flash memory writing a program setup command (i.e., 40 Hexadecimal) to the
command user interface of the flash memory followed by a second write operation

that specifies the address and data. After successful receipt and interpretation of

25 the requested program operation, the command user interface of the flash
2



Bit seven of the status register (i.e., SR 7) is set to zero when the wite
state machine is busy. Bit seven of the status register is set to one when
the witewnees2stichi ne i s done (such as when program ng rIwsS01amI6i S
ready to performthe next operation. If bit four of the status register
(i.e., SR 4) is set to one, that 5 indicates that an error occurred in

pr ogr amm ng niengorydordiardd a trapslatgd rsigal ot themritd stateemdaline wbthe flask pr ogr anmed
is not the |ast address, then the external m croprocessor increnments the
addr ess and niepnerititer! fakegbosrecomeilimyizpriaterndl pridram agariiam withih the flash

m croprocessor sends the nenory a 40 Hex program setup conmand fol |l owed by

a wite opekpimaty. 1MpartieMaE ithe Rfite i5te Iadhie QUPRINISSES iREHIRA Proad drive

‘associ ated data word. The nenory prograns the data word, perforns internal

program ver ik t t } a ocess
is repeat edlvéllrll i%l‘rbgl&i totadr?gf °§f§? I:é ﬁ?‘;&'@@éﬁ@p@g‘?@mgﬁ%f %@lﬁ%hk}%\r@c‘ﬁg art
‘on-chip gro an bl b L R t he

oxt or nal O CPABUT RN o) Bt OB ) BB R, A BTSN
verificati O'Pe@&ér 3'9&3% di sadvantages. Wth on-chip programverification,
vol tages are tontinuously being stewed fromlow to high | evels and

e o R e A AN 0 D ar B B0
T e R
SRR Lt RO R

inventign is illustrated by way of exanple and not |limtation in the
figures18f with i hospamgmery @hailiahgeed fobeproaranmre froaY 2 PRRELE ZEMdi cat e
simlar elenents and in which: 5 Figure 1 illustrates a prior art

progranm ng al goPraghamiverifigation thefr eccarsHONwO BtapSeiAmargiesa-eensing read
m croprocessor verifies the progranm ng of each word. Fi ?Hure 2 shows a
prior art proliggeiaiapglied i9dhe jusirpragrammedicelis. afie eesulting déhioe suirentsfaraish
menory wherein program and programverify commands are
then fed individually to sense amplifiers, one sense amplifier per cell. The outputs
of factory-set program reference circuits, adjusted to Vi, (i.e., the program
15 threshold voltage), are also fed into the respective sense amplifiers. The outputs
of the sense ampilifiers are then routed into a data comparator for collation. This
collation compares the outputs of the sense amplifiers to the contents of a data
register.
The data comparator reports the results of its collation to the write state
20 machine, which in turn determines if pulse repetition is required. If the program
verification operation shows that one or more cells need to be reprogrammed, the
above program and program verification steps are repeated until either all the
cells are verified as successfully programmed or a time-out occurs. When pulse

repetition ends, the write state machine sends a signal to update the status

25 register.



used; 10 Figure 3 shows a prior art progranm ng algorithmfor a

| ater-generation prior art flash nenory that includes on-chip program and
erase aut woe2/3psmi rcuitry; Figure 4 shows a host processoscrosiilsgshet 0 a
flash nonvolatile nmenory in accordance with an enbodi nent of the invention;
15 Figure 5 is a block diagramof a flash nonvolatile nenory that includes
speci al progr ammBitgeverdef the istaius registdi (Har SR67)dhseido zeeswhem therwritei rcui try
associated with programverification and the special program ng node;

Fi gure 7 il Isteée nzchinetih buspy. oBie devarsoffiioe santsargister isssettto nge wied tlk st | ng a
20 speci al programm ng node for a flash nenory; Figure 8 illustrates the
progr anm ng s¢gie hedchite isldone (suchassiisemn @bgrnoging entisicaniod egadyi tg peefon s hows
st he verification operations during the special progranm ng node; 5

Figure 10 shiaBejtitperitiof! #bH odr GitHe ERitid legRtdr@ie. PSRAH E6t0 bAE, Bt
alternative special programm ng node that i1 ncludes hashing; Figure 11 shows

‘an_al t er Bat iiyficate® GREHA RrbPbc@Medih PeodrARniREheaorgr 0gr amm ng node. 5 8
DETAI LED DESCRI PTI ON A speci al programm ng nhode is described for testing a

ot rone R A e N PRt el sgoc 2
that the modaquoul fhen the external microprocessor increments the address and repeats
the above operations. In other words, the microprocessor sends the memory a 40
Hex program setup command followed by a write operation that specifies the
10 incremented address and the associated data word. The memory programs the
data word, performs internal program verification, and updates the status
registers. The above process is repeated until all the data words are
programmed.
Although prior art on-chip program verification is generally advantageous
15  because the external microprocessor is freed to do other tasks, on-chip program
verification has some disadvantages. With on-chip program verification, voltages
are continuously being slewed from low to high levels and vice-versa, which
generally lengthens programming times. Moreover, voltage and timing settings for
the program and program verification operations are often chosen to handie worst
20 case conditions, which also generally lengthens programming times.

Furthermore, a program command precedes each data word to be programmed,

further increasing programming times for long strings of data words.



5 often be enployed in a factory setting involving the testing of a

sem conductor nenory after it had been fabricated and packaged. As will be
descri bedwiowamsegsdet ai | bel ow, for one enbodi nent a host rmysoig¥876 such
as a mcroprocessor - is coupled to a flash nonvolatile nenory. The

m croprocessor sends one or nore conmands to the flash nenory to enter 10
t he speci aBRIERBESGRIAHION OF THE BSspeci al progranmm ng node, the
flash nenory cells are programmed w thout the use of internal data

veri fication byThelwesérddnventiorisyllusiiatedimswayrotexampe asd oot imitatieadn per f or ns
the verification of the progranm ng of the data. The flash nenory

pr ogr amm nipedigarestof dimes acooenpapyingidradinhsrin syhiekdike Teferdrizeb drxdicate sintjar ocessor
«can permanently disable future entry into the factory programm ng node by
sendi ng a sélemehtsearfdaa twdiich: pr ogr anm ng node conmand to the flash nmenory. An
alternative enbodi ment includes a dynam c hash operation wth respect to

'the pragramred Kighee 1 MOSrdtBSapadthit pedgrameninial§ompaT Bk bedr ArSEPREMY n t he
verification operation. 20 Enbodi ments of the invention help to reduce the

time it takRsrelrPar &%Ermal ﬁ\ﬁ@éﬁhé@é&?%ﬁf{ésﬁﬁ’@[ﬂd‘grérﬁﬁﬁﬁg’ ARGy can be

successfully programred. A reduction in testing tinme of a flash nmenory can

help to increa ; kGl éTﬁBWc | :ts

cont ai ni ng flazﬁg%rg%@géégg@g%?gr@y&%ﬁ% g véﬁﬁhﬁéw%n@%gl nts of the

i nvention i ar ] .7

Figure 4 s 0\/\é/;!‘—’\t5310(r?11 %ﬁ%@@%ﬁ.ﬁg@%@%@@ érra%a{'ésrggg?éﬁ‘d&?ggﬁ%m ng node
oper ati on, &0 referred to as a factory programm ng node operation. Host
conputer 22718 coupled to a nonvolatile flash nenory 24 via lines 26. Lines
26 incJqde busses that, transmt_address, .contr nd, data signals. Host
comput 52 5 daautss e Bl RO et A BOR G R o s o
m crocontroller, a personal .co ter, a personal digital assistant, a

net wor k prU!%?ét(ﬂa,s’h@%?Wzli‘%ﬁ'mweso?n'%h'ﬂﬁfW?@r?@dc% REPMaigRt processor
22 oversees the testing of flash nmenory 24. Al though for one enbodi nent of
the invent¥&WitVienory 24 is flash nenory, other types of seniconductor
menory can be used. In addition, for 10 other enbodi ments of the invention,
menory 24 can Hdguierksipve a host rracesser cetbledle acligahaianvealgtistmemoniincui try.
For exanple, nenory 24 can be enbedded in a system on-a-chip containing

di gi t al anaccarddneg withranugrnbgdimentiefithe inveolidrer nenory. Host processor 22

i ncl udes processing circuitry 33 for using a special programmng node to

pr ogr &b menory FigureThis sipleck dibgano of aflashigonvotidilelbemohothsat inoktlepr ocessor 22
to send data words for programm ng by nmenory 24 and allows nenory 24 to
enter a spsmacal progoamming mgdeidauitryyher ei n data verification is done
externally by host processor 22. Crcuitry 33 of host processor 22 includes
circuits for peFigureBrpows flasmalenttay airouiry s¢soatatethwittproggarhhe speci al
progranmm ng node. 20 Host processor 22 is also coupled to nenory 34 for

storing coggifigitbrdicPtht @peBlaigBgBPimiAg- mddee code stored in menory 34
i ncl udes the algorithmused by host processor 22 to test nenory 24. That

menory test al %g?mﬁllh&%tHQ% SHBcadBes tor BRehing, eXitiHe aﬁarh&abgw%ry 24 that

relies on extern progranmi ng verification by host processo . Menory 34

I : 22. Th d d by h
o ooy P Brdcfarin b tor BB e BORC o0 hi o marory 24 tost
processor 22 alﬁgu%ﬁ%m{}ﬁeﬁé‘f@%nﬁmﬁé@ggﬁo?%&mggﬁt e%i[agata read from

menory 34 as par e exter progr veriticat outl ne executed by

host proce For, one enbodi nent, nmenory 34 is DRAM For ot her
enbodi rrent@r?’&éi"ﬁérpgg’??‘{fpes of sem conductor nenory can be used. For yet

ot her enbodi nent.s, r onprise hard.di no or_nonvol atil e
- penory. For ond i P vERcsReReLRoRS bitifd e SPRER| MRl BBlY 5o ' For
ot her enbodi nents, nenory 34 can be included as part of host processor 22,
_ forming a '®S®¥emon a chip, for exanple. 10 For one enbodi ment, nenory 24
is a flash nonvolatile nmenory that includes wite automation circuitry.
Menory 24 includes control circuitry 28 that is coupled to a flash nenory
array 20. Control circuitry 28 include® special programmng node circuitry

32 that allows nenory 24 to enter or exit a special programm ng node.
During the special programm ng node, internal data




15 verification by nenory 24 is disabled tenporarily and external data
verification occurs externally through the use of host processor 22. Flash
menory ar wayo2aB8257acl udes i ndi vi dual flash nenory cells forpgrousoaladrs! e
storage of information. Figure 5 shows nore details of flash nonvolatile
menory 24. Flash menory 24 is conprised of a flash cell array 20, a conmand
user i nterface Fi§um 1cshawsythd rogrammitgeasd sendficatarhproeed@es $greem al
programm ng node circuitry 32, input/output logic 47, input buffers 51, 52,
and 55, oudipmbativelshecial frogmnthming meud that indubiés pashiy; 45) identifier

regi ster 85, status register 83, data register 91, data conparator 81,
address i nput tFi?ﬁn%H‘ﬁéhoMﬁﬁe?néWeCﬂ?o@a?dur@ﬂﬁreﬁfe&in A bSecidl3, power
«reduction control circuitry 73, X decoder 71,Y decoder 72, progranierase 25
vol tage svhhgfantrhingdisheY 9ating/sensing circuitry 74. 9 The flash cell
array 20 provides random access nonvol atile | arge-scal e data storage. For
‘one entgpdinent, the flash cell array 20 is arranged as a set of array

bl ocks 20a-20x. Block 20a is a 16 kilobyte main block. Block 20b is a 8

kil obyte paraneter block. Block 20c is a 8 kil obyte paraneter block. Block
20d is a 96 5 kilobyte main block. Block 20e is a 128 kil obyte main bl ock.
And bl ock 20x is a 128 kil obyte main bl ock. O her 128 kil obyte nmai n bl ocks
of flash array 20 are not shown. Control bus 106 is part of data |ines 26
of Figure 4. Data bus 104 is also part of lines 26 of Figure 4. Address bus
102 is part of lines 26, also. Address 10 bus 102, data bus 104, and
control bus 106 couple the flash nenory 24 to host processor 22. Flash
menory 24 has on-chip program and erase autonmation circuitry that includes
t he command user interface 40, wite state nachine 28, data conparator 81
and status register 83. 15 The command user interface circuitry 40 is a
request interface for flash nenory 24. The basic job of the command user
interface circuitry 40 is to arbitrate between host processor 22 and
internal device 24 functions. The command user interface 40 serves this
role via a command register to hold the issued request, a conmand decoder
to interpret/translate that request, and the 20 control logic to initiate
action. Activities include comruni cati ons between command user interface 40
and wite state nmachine 28, read path selection, and status register 83
checking and clearing. The command user interface 40 resides on an internal
data bus. Commands are input on data pins DQo-DQ7 with CE# and WE# driven

| ow. The 25 commands get |latched and interpreted after WE# is returned to
VI H. Address 10 information is captured in the address latch 62 and
programdata is stored in the



data regi ster 91 when WE# is driven high in a second bus cycle. Wen the

i ssued command is a read operation (for exanple, fromthe identifier

regi ster %) 02ms237Re status registers 83, or the nenory ar rer/@dy/4487he 5
command user interface 40 ensures that the output nultiplexer 45 gates that
data to the output buffers 53 and 54. Wite state machine 28 controls the
di fferent RETALENDESGRIATION | ash nenory 24 needed to program erase, and
verify the array 20. The wite state nachine 28 conprises integrated

osci |l ator and Aspddiallpragramming motle iscdascyibed for 1éstipg agreaticamilictorase
operations. The wite state machine 28 is a specialized reduced instruction
set pr ocesaemohpsupeas afiasingomadatiiementoras Fhe 8pecidltphegrampsingiicgieds on array
20. The wite state nachine 28 includes an arithmetic logic unit, general

pur pose f%éﬁé?éﬁed%%&Wﬁto@?&é@anﬁﬂﬁg%d‘d@%ﬂ@h tHef EHeEMB8E wollkp Wite
state machine 28 uses information received fromthe command user 15

interfare gHon'ke &RpRYEd IMETRENY SBMiihg irfvolvifphka8stiRl of BReRTiCSHRBIorEMDIrY to
execute instructions needed to perform an operation. Command user interface

40 to wri t,ﬁeﬁ]balgftépqpﬁg&?ﬁe%&ar ey érﬁkﬂpé&(ag@ﬂds transl ated user requests

for processing ‘and contr e wite stat€ nachine 28 executes the

| Dl erment at i on 4l g el Brdelin HEHLRBENII G0N eBbdiRGRs Shpgui LTy of Y

gating/sensing circuitry in or apply arge e flash cells

of the ar gy 2 And, SeIPY fGHBIEdd O bBEEH PR EsH onRlatld ey, 20 The

wite state i né generates si g Initiate a strobe bits of
array 20 regquitin rogram pr_a bl ock of arr 0 to.erase. The wite state
mach ne. 26 T G5 BIRES0E o & e Bio10s b THATED R and
associgted, 25 timngs. The wite state machi.ne 28 generate i gnal s that
contr of tﬂaeaa?%lg?ﬁfggfamfe'aaﬂm% ﬁur@g_thqﬁ@eq,{gliqrggrg g |%@% gener at es
signals that request feedback fromthe data _conparator 81 to determ ne

pul se r epdheMOBhCcRlsAre BIogsBaMeA Yinget g usspiintemnal 4aia varifigatian pydiest er 83.
The wite state machine 28 generates signals that initiate an address

count er 6Flashrmenare ThedashmiarPRIRFPRFOH insggagreriorms the yerifigptionyof the
gating/sensing circuitry 74 conprises read/wite path circuitry for
accessi ng Rragragyming ofthe dalde particularly, the Y gating/sensing circuitry
74 includes source switch circuitry for applying the appropriate voltage
| evel s to the dhedlashmmgneory prograssing apenations argraptimizest fongpasensiheg
circuitry 74 also includes 10 programload circuitry for driving program
| evel Mol thogemicraprocessorsan peimnaently disabeyfuzOe dotry intp {hedgctarymi ng.  Host
processor 22 reads the array 20 by transferring addresses over the user

addr ess bysodmmminglreods ignsdnding a dizdbleyiadtory megraniniing usele conmhamd tdous 106.
The command user interface circuitry 40 detects the read cycle and causes

the 15 addhediash aiethorp2 Ahltermatied embbbierd tHohrize & dyhamid hashusyseratatdr ess bus
102 through to the X decoder 71 and Y decoder 72. The command user
i nterface witH fagpbéttodtk programmed bits, and the resuit of the hash operation is used

in the verification operation.

20 Embodiments of the invention help to reduce the time it takes to test a flash

memory to see if the flash memory can be successfully programmed. A reduction

in testing time of a flash memory can help to increase the overall efficiency of

manufacturing products containing flash memories, especially at high volumes,

Embodiments of the invention help to optimize data programming of a flash

25 memory.



al so causes the output nultiplexer 45 to transfer the read data fromthe Y
gating/sensing circuitry 74 over the user data bus 104. The host processor
22 writ eswai22052375t he array 20 generating wite cycles 20 myrusoiismgs 26 to
transfer program conmands and data to the command user interface circuitry
40. The command user interface circuitry 40 verifies the program comuands,
araneters, to the

and queues the_.program conmands, an ddr ess data .

ot state nRck ST Te Y af ERRTRNRIo58 SBEFRGY AETATE B ogr am
operation_by programr ng the ecified data into the array 20 gt the 25
opec 1 of cliolin PPEoNy S eieifed B & lablonk Brabratd mods boSauan oPst y 32 1 o
enabling or disabling the special, praogramm ng npde of flash nepory 24. \Wen
‘the speci @MPYHEHEAMTHPladIad nogwe'ﬁglsﬁ'%ahwm éfivia ines26. ihiresgB t e state
machi ne 28 prevents the verification of data witten to nmenory array 20.
Ver i fi cat ingldgfoussesythahiransmit addresse centrelr ansl dada eigaglisoiast cemagter B3nory 24.
"The normal verification operation of flash nenory 24 is explained as

fol | ows warmbe efreiceapeecessorir gihes compating Bicams, guck as aghisvecootselietia circuitry
of flash menory 24 in nore detail. Data conparator 81 is central to the

nor mal prpesanalwemputaraa pensonalatigital assisignti & astwark procpsst, aDat a conpar at or
8l is controlled by 10 the wite state machine 28. The wite state nachine

28 enpl oywotkstatida or & oajpdraateasontplitetu rHosy processon22weisieies e testiagdf er ase
verification operations. The data conparator 81 collates just-programred

cells of fdgrayeadnagai Aiioudatfer ariecerablodimentud tideinvestiohrematgi2gtier 91. For
erase verification, data conparator 81 conpares erased | ocations agai nst

the data ftadni@efmbl; ofiff agRs iofBEmicBRaSHREr MembeCan RNSsedl an auaikied, hhr ough the

data conparator 81 via address counter circuit 63. For programverification
and e{(@s Eothgf inbedirePt ofith@irtahtior: MEMErF DA cal beldpRidded I8 chpsaH ts of its

collation to the wite state machine 28, which in turn determnes if pulse
[ obet €1 el S5 orE® LBk ey cA b B0l 20 1t
orase ot ot e b SRy b ) BB R Y B
TPVRGN, der | vadeR PBires g agpa e grrespleniroPRaGHTRT e PsbRoEn af i no 25
e PO i e Boraam ety 41" P DSectl et oge 2! 111 €1
15  allows host processor 22 to send data words for programming by memory 24 and
allows memory 24 to enter a special programming mode, wherein data verification
is done externally by host processor 22. Circuitry 33 of host processor 22
includes circuits for performing external data verification during the special
programming mode.
20 Host processor 22 is also coupled to memory 34 for storing code and data
for processor 22. The code stored in memory 34 includes the algorithm used by
host processor 22 to test memory 24. That memory test algorithm includes an
algorithm for programming memaory 24 that relies on external programming

verification by host processor 22. Memory 34 also stores data to be used by host

25 processor 22. That data used by host processor 22 includes data to be
8



(assuming a 1 Cbit word) with reference current | PREF, which is the
current froma factory-set programreference circuit 111. The margin
current |WRENs2wsderived froman el evated read vol t age amgtiesbiuemithe j ust
programmed cell. If IPVRGNis |less than | PREF, then the particul ar sense
amplifier of sense 5 anplifiers 117a-117p outputs a |ogical one. This

oper ati on o®Eegrammad isfayRemery 4. xestPregassor 22 plap aseeMmMemBy8A@siy on t he
bus wi dth of the program operation. The eight bit or sixteen bit output
val ues fromscraichspadto starel data eaad fionT memary 3dras pashef the extieenall ptagraronpar at or
81 for collation against data stored in data register 91. Speci al

pr ogr anmi ng vetfication reutinerexeg@ed by nost prosessoe 2Bachi ne 28 shown in 10 Figure
-5 can disable the programverification procedure used by wite state

machi ne 28. Ci r céot oye 8dbodimeet, tnhemoryS#is DRAMY Fdr sthbi embbeimantsg oéiver
verification by wite state machine 28 or permanently di sabl e program
veri ficabi otypes ofiseticabidatter meatorynear?Be used. Boreyet otred embotingdnts he
invention, circuitry 32 conprises code stored in array 20 and associ at ed

circuitry thedmegts dah cbnisbdard@isk hegndrol omllatlié ARINGY. PoogRsiure wi thin
flash menory 24. The program verification procedure can be either disabled

tenporarily ehfiodiméntPfriREHcAHA Rox¥rnaRb Rk Np@RbssorobdFor Sthel Ne program

verification procedure can be permanently disabled to prevent an outside
user of - MeMfrhodinéritS/ThemoR) 341cart B RARN s dHATBTRBCeIBAS:, BiihgG  he
speci al progranm ng node, circuitry 32 disables prodgram verification.

Stat us regi %@Fnﬁ% §t&ﬂ@4;fcjr%§lin§fére 5 is another conponent in the automation
ash nenofy oot

circuitry o atus register 83 is conprised of bits that

mmchi ne 6.1 ocer RGO aBAUTHERE sifthord 2 s/ BER pBFiRe MV B i o ng
e commana MR T4H8 SutdiTaiER ol oMy 2 Mlioes Sl e ALl °

regi ster indicat ether the wri t at e machi is ready to receive
further comiRiaed fBigg Eiematk alfen 0 Sopr AU AN S UARESRES ogi cal zer o).
Bit four of the status regist_er §3 inaﬂi cates program status, If hit four of
status regi SAra@gIng mode syryilty 34 that alipws merpery £¢.4Q enter gr exit 3 spesiak ne
wor d/ byte programm ng. |If the programstatus bit four is a |ogical zero,
that indi caPEIrameiedBYOge. RWing Mg ePasiab gragiamAing mededaterralidateer cont ent s
are driven out on bits DQo-DQ7 of data bus 104 at the falling edge of CE#
or OE#, 19hi veefication by imemoery4 is disabled termporeyityl and externalrdata erifigatiome dri ven
hi gh, then | ow again, to send updated content to the output buffers 10 53
and 54. HosocgursextesnallyZroupk ther usedsf hostprogeganr 238f Fiashtroemorygretye?0 83 over
data tines 104. Figure 7 is a state diagram show ng the procedures for
entering, ekidudeg, individualifeabmempry kellssioe odbavolatile storage afgnfoovationor f | ash
menory 24. Bracketed information in Figure 7 indicates the state of the
command user i nt Eiglexc® shOws firfore détailsrat flash nenvbiatietrhemarnyr2d. édasmder t he
bracketed information indicates the state

memory 24 is comprised of a flash cell array 20, a command user interface

20  circuitry 40, a write state machine 28, special programming mode circuitry 32,
input/output logic 47, input buffers 51, 52, and 55, output buffers 53 and 54, output
multiplexer 45, identifier register 85, status register 83, data register 91, data
comparator 81, address input buffer 61, address latch 62, address counter 63,
power reduction control circuitry 73, X decoder 71,Y decoder 72, program/erase

25 voltage switch 41, and Y gating/sensing circuitry 74.
9



of output mnultiplexer 45 of flash nenory 24. The special programm ng node
procedure begins at operation or state 150, with the host processor 22
sendi ng aweme®mszls programi ng node comand to fl ash nmenor yc2ASe1/a4876 nes 26
to be stored in the conmand user interface 40. 20 For one enbodi nent of the
invention, a single special programm ng node command is used to enter the
speci al progr amfhadlasibdell affay 2@ providesrardon acesssodnuelatiledargerschleddatan nor e
detail below, a special sequence of conmands is used in order to cause the
command useatoragé.eFbrote émbodineat, the flash cel Béyt20 isatrengédas apetobdray
progranm ng node. 15 At state 152, the command user interface 40 has
entered thelggkeA0at20xr BIdckna0ag amBidiobitetreain bk O BIgukt20mU tal ekiRbgle 45
-outputs a status signal. At state 152, the conmand user interface 40 causes

circuitry Fdrathetéf blogk SBRICR 208 Bilgyté parimieter b6k, SBIBEK 20d By #96ammi ng
node. In the special programmng 5 node, circuitry 32 disables internal

pr ogr amsy ergibhiatmaii bidkk f BRR 208105 Y 28 4iloBYe nail 918tk CRAPBIoRK 282 jsSgnds a
data stream setup command to the command user 1 nterface 40 of flash nenory

24 to get togyfighite hvdn bidkck SOM& 12BAI0BE nEA %893 HISI’PJshid?Fa?r P is ina
data stream setup state (i.e., the DS setup state). At state 154, out put
mul ti pl exergdg outputs a status signal. The data 10 stream setup state 154
causes the wite state machine 28 to prepare flash menory 24 for a stream

of data words t %"Bﬁopé"%g#c}%gg? grti/?gtrdgtsaf”n% 2o e A1 € %ég%éﬁﬂsaﬁ&gddr esses.

enbodi nent, the Sstreamo does not Fequi

For anot her__e di t.the streamof d words is far_seq tial

addr esses. pﬂﬂ%ﬁ&?@@@ﬁflgfl% 'Céﬁﬁr&ﬁafb%gbﬁi'sn‘?aéf?fe{@&s :aéﬂe%@pfe[sg state
machi ne 15 28, and the specia rogranmj de cjrcuitry 32 are all in the
data stiPealRUsd p‘cjj*'f‘r"BzJé'sa1 i?@%ﬁgﬁtﬁgpw gglﬂ)?%&eaﬁqsg "B%mé'fyréams nto flash
menory 24 for storage in array 20. The next event to occur is that data is
streanmed fbP89988% 2% ocessor 22 over data bus 104 to flash nenory 24. For
one enbodi nent of the invention, data 20 bus 104 is 16 bits w de and each
data word is acEtashimgmory24hashn-chip gegamangsarase auemation cikeyituiiats a
series of data words to be witten into flash menory array 20 starting with
the start doerlvdassthe command useptiderfanet40, wite stetecnachine d8: dataspapataders not
requi re sequential addresses. For another enbodi nent, the stream of data
words is fd1, sndetatus registaf@3esses. The start address is sent by host 25
processor 22 over address bus 102 to flash nenory 24. Once data is sent
over 145 dat dhbuesmbiahdt usef irderfacesinouiiry 240,is alrequestinterfacedfonftastd user
interface 40 enters state 7 56, which is the data streamstate. In state
156, the ouhgmbryad. tThy leasto jobh of the ¢ommahd asartintierface Cigoudtry 4Q\s tet at e 156,
wite state nmachine 28 and special programm ng node circuitry 32 are al so
in the dat arbitrafaetveat Rostprédesso02l bed tdraalsieviem4siuattbonsa Ther eam of data
words are being sent to flash nmenory 24 from host processor 22 via data bus

104. The Wdohfinsidlser MREMadee4RSeradsitris fofdik BYcofadkgistéetothadldthet r eam
words to be stored at addresses within flash nenory array 20. For one

enbodi ment ,isdi a8 ragisist SSEsmMBRd B8EodER 40 RldrpRit/rafiflbtel tha re§UBQAREMNe, t he host
processor 22 sends the various 10 addresses over address bus 102 and does

not comyy n%nggn IE@e% IRt BtHn A ctiofigs de'%%hr@ur}ﬁééﬂ%hs%ﬁ%ﬁrfmm’ the

addr ess sent st processor 22 over address bus 102 remains the original

starting ag}ghgﬁd@d Jé?e‘?i%fféc%@Ggﬁ@wﬁﬁcﬁéﬁ%%@irﬁé‘%.%é&géﬂ%l o esheential Iy

step throu ess counter 63 to cause t ata words to be stored at a

series of ﬁ@ug%@&%ﬁ;?%&ﬁﬁgﬁn\%%%g[@fIash menory array 15 20. As shown in

Figure 7, I's’s ‘data X, which indicates that a
S S R
 girsses B iy SRl TP TR D el o
state 355, grrmaiedih et o Erive s AR & o BeeF .




The data stream state 156 differs fromprior art progranmm ng operations.
For prior art programm ng operations, such as the one shown in Figure 3,
for 25 evewyoxbatszsword in the data stream there woul d be rcTPUSHIHEYTS COmMmand
40 17 hexadeci mal , followed by a single data word and address, foll owed
by program verification. In other words, for the prior art to programa
second dat ainemption isicapigeddn fiedaddsess latabt GReandoprograamtaiags storediindthao
hexadeci mal woul d need to be sent to flash nmenory. The second data word and
addr ess woulddta legistdy®1swhren WEsds drieer highlin asacond busneyctehen a program
verification operation would occur. Thus, for the prior art, the sequence
conmmand- dat a- ver Whenahé @sued oominadd ds b aieacopdratiat (fanexample, from the
-conmand- dat a-verification, etc. would occur as the desired addresses are

st epped t hr idegitifierfregisten85por the statdis rexfistens 83aohthemmemoaarkesr20)) ibeé as
programmed, the wite state machine would go into a "ready" state as

‘i ndi cat e§ byofmbhdridtuseeinerfaek 400ehstitel that the Huiiue multipléxer 4B qatdsaabtddtaone
state, assum ng the data word was properly progranmed. |In contrast, for the

enbodi ment ¢4 tHehsutpuit\HRiffbisBB &lfPs4.i bed with reference to Figure 7, the wite
state machine 28 remains busy at state 156 until the entire stream of a

plurality of datqnesthte machhe282eRREIsIthe Aifferett BorBoRENts MthifiagR- 15 The
"busy" state of wite state machine 28 is indicated by a | ogical zero

stored in binﬁerﬁ@!?& Wﬁéfedéé?é Hl%gfa‘?ﬂ,i &rasé aff'x%-veﬁgﬁlhé Bﬁ%ﬂg@b. Fhedf@a'sdlg mode

sequence descri th referénce to Figure assunes that the nenory

bl ocks t hat ; ; e =Y r flash
menory arr o) TP R HIE G iR el S O el T SE Y PIE! or oe°a

| ogi cal ,qne e [ r l.as | _stores a

| ogi cal 1ger _ré’&?%r'ﬂe Qseer%%gs rgﬁ%%y%%ﬁ%scﬁ}%?zrga'%%Z%e?rzﬁai'%e%e erased a
bl ock at a ticﬁm' f.ntotger V{/ords a Pata bl ock is the Smi”%ﬁét unit of data
that can be"eJUSEH NSRRI SCTPIPGPSEPLIL PPYOTOPIL RIPOraM a3 dNd G 1 ¢ hat
block is nade to store a |lqagical ogne, .Individuyal bits or cell f flash
menory ar r agpoteanonandy 287 s uiE stats Biacting 2Biastidst ShaiBineli s ¢ he

| ogi cal zero state. Neverthel ess, 18 i ndi vi dual bjits cannot_be
progranmed HPBrASNSER! PYEIASEIregiBiErs: & Ganrot ore, ARY ACRNTElREIYERsY. ThE one tries
to programa bit or cell froma |logical zero state to the | ogical one state
wi t hout er a¥iritgstatiempriypk 28uses infermatignaeceivad fram the cerpaNd €T r espond
(i.e., will not hold the charge or hold the state). 5 Figure 8 shows
proceduit®s derfagestioacsassiherapprprigig lpcationeelithe grogramanemory to execute

instructions needed to perform an operation. Command user interface 40 to write
state machine 28 signaling forwards translated user requests for processing and
control. The write state machine 28 executes the implementation algorithms for
sequencing the high voltage circuitry of Y gating/sensing circuitry 74 in order to

20 apply charge to the flash cells of the array 20 and remove charge from the flash
cells of the array 20.

The write state machine 28 generates signals that initiate a strobe to bits of

array 20 requiring program or a block of array 20 to erase. The write state
machine 28 also generates signals to supervise strobe pulse width and associated

25 timings. The write state machine 28 generates signals that control the data
11



156 during the special programm ng node. At process bl ock 204, the flash
menory 24 receives data over data bus 104 from host processor 22 while
flash menaow224237s in the special programm ng node. The daica/sseni4d7e fl ash
menory 24 is a data streamthat starts with a data word zero at a start
address within flash 10 nenory array 20. At process bl ock 206, the wite
st at e machi memp@ratod8tpEbe whritgstatgrmaching28gdperatescigralgthafregiaaste t he f1 ash
menory array 20 to be enabled for programm ng. At process bl ock 208, the
wite st at e feedbaick éroBBtheatsita sorh parator &4 rta detenginentudsearepattiotOcopitrot dved f i r st
data word in the data stream being sent from host 15 processor 22. Gven
the nature g@kovidl@ah updaterty theosthistregiser BB1 Thefwritd statinachine dsigeabratés t o be
programmed froma |ogical one to a | ogical zero are actually programred.
Prior to pregnasthaginitieasn hildres$courtetBmRk epfsetgrécoriditivningbrlepadee
programmed is already in the logical one state (i.e., the FFFF hexadeci nal
'state). FhosgriRits that need to be changed froma one to zero are
programed by 20 programm ng the respective cells. At process bl ock 208,

only a single p“?ﬁéaf%mgldé'ﬁ_biﬁﬁ ciréuigg?d cbf riﬁ%%%a‘aﬂ/r?tebgﬁhb&rcﬂft gpanmed. In

ot her words, during t peci al programm n mul t i pl e progranmm ng

pul ses are , | d i-ng a

non- speci al %gé%%%%%é'%éq@éﬁﬂeerpa [ é’ﬁgwe{;@hgﬁﬂﬂy‘?@@ﬁ%ﬁmﬁﬁ t he 25
progranmmi ng; e ds, o L f . [ &l 1 i 0, used for
07" o et DAt i B AR B, PR el B9 ST B
newy fabricate nd thus .a sing ogranm ng pul s i,l 1 usually be

Sur i ant Ao 2048080 B3 Thappanh™ SeRARoRBelredfy e Aaclitilted) Contr ast
to an ol der flash nmenory.. ich . may require nultiple ogr.anm n ul ses for
2ot B b oredtam OB Bk Rraaviig brod e U Voleds bR O afe ocese
bl ock 210, tlae wite state nmachine 28 and special programm ng node
circuitry 320yERQ Pregragmiad.a stream terni nation condition. This i s done by
checking the data bus 104 and the address bus 102 to see if the proper

term nation i nf oFi9ft PTORESSST 84 readsshe piray 28 by transfrsringhaddrosaes ygr t he
address 10 bus 102 continue to indicate that additional data words are

bei ng sent tUset address hueheRwhilkesipnainodrae ¢ycled everthe usermeptrol mE, 106en
process 202 noves to process block 212. At process block 212, the wite

st at e machi AkeZ@nmmandcusartinteifatetiregitryf 4Chddtets ing feaddyclesndaausesthe63 to
step to the next address. For one enbodi nent, the addresses are sequential.
For an 4bt eaddtassdatenib@do transfer theadtifesadsl fropsthe useraduresssiagputiR theduglnd t he
host 22 sends various addresses. For that alternative enbodi nent, the

addr ess coumd ¢e X sleoederi7icareine deeadier 72 Taadoninhendeer irertioescrcuitryr4ecei ved
fromhost 22. Program flow then returns to process bl ock 208. The next word
to be progr amtechusas fHeoGUtpIITRMILIpIBXeEr 45 totiansfyritiey reatidaya #émake Yhe next
address as indicated by internal address counter 63 for one 20 enbodi nent.

For anot her gafihgrdémsimy cirduitey T sver 386l iSsrdatf pBs loam host 22. Process flow
then continues to process block 210. The wite state nachine 28 and speci al

progranm ng nodeTak heYi froYestdr 80 Afitesidia Ko tHerarfdye2 r@ra&ﬁqgmt: |gé nat i on
condition by nonitoring the data bus 104 and thé address bus 102. If the

data st pgamoLer ifedals BitaRRAIpHaAm rfifindiRILES tethe doftffaddiernt ernal 25

n
address counter I's agaln increnented by wite state machi ne 28 at

process 20 inteerclzéz)c_?tiHft 40‘519&?? gr\il‘rvﬁlihﬁﬁé uggﬁﬁféirﬁﬁé'kircdiﬂpﬂfg@géifiegqﬁé ess instead

cones from host ces en conti nues to |'ock 208 and

by w1 te st B Aabd ShiRles A hBhd, A BB RRARY B oY, 2/
vord 1 s progeamed | o Bl e 3 BEK a AL RS RSB LAE ARG 24 arkihs "

address cou
the program operation by programming the specified data into the array 20 at the

25 specified address.
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enbodi nent, the next address instead cones from host 22. Process flow then
noves again to process block 210, where there is a check for the data
stream t ewa 0280652378 condi ti on. The sequence of noving frompomessa4dshock 208
to process block 210 to 10 process block 212 and back, to process bl ock 208
continues until all of the data words in the data stream are programmed.
The speci al progV¥itaistale magsing 2&inrludes Greudnsdd s enabling aridisahing g\eogram
verification is not done by flash nmenory 24 during the data stream during

t he speci al spedglpnegtammingdecderpifashimrmaryt24. sSivhemthempesial progranomingl ash
menory 24 15 over lines 26 by host processor 22 is not interrupted by any
commands beimedesisrgnabledHyystircpitiycis ther wiltg stdte mechine 28opréventadlset processor 22
.does not send a separate program command for each word in the data stream
t o be progr aerifichtiontod dataastitteretoongmar. artdyr20d odarifichticrhofrprogmayn data fpeetheor m an
internal programverification for each data word bei ng programmed into

‘fl ash nerdor yhorral @serition offasHmemeryr2dam t ermi nati on conditions are possible
for various enbodi ments. For one enbodi ment, the sanme address is sent on

bus 102 during t lTpeatmabidrifioat ratiopns flash mchtori0atis expainesas 22 changes
t he address sent on address bus 102 coupled with a data word of FFFF

hexadeci mal ,fofidt@nwitihAdferefbsltd FRUrREaES. FiRrdl@ERows E&RATh CREUTIE A1:RA
condition. fn other words, the 25 wite state machine 28 and speci al

progranmm ng fBASryDIA ifYhdreldetsl. DRE ofpratdr 81 is RAFAIRS thePRodHl pRRParRUS 102

and the data word on data bus 104, and 1f they see a changed address and a

cor respondi %riﬁ?&éﬁn‘é&%ﬁ%ﬁ&% tﬁﬁl?éh'?u‘?é?ﬁ&‘?%%ata EgﬁBﬁH?@rysﬂ%ﬁnl{r&%H he data

streamterm na tio as been’triggere or a varitation of that

enbodi : : S : ' data word of
Frrr hoxe il SaETHAGHH 285 TGS Bhie eBfE BN e 3pRu: her
enbodi nent t hat retligi on the host 2t2afendi n% vari O*JS addr esses V\t@h dat a,
the data terfiPHFEh SHWQ PRI e l%agg Eﬂsﬁd’eg Icaflop BpsTalgns-« 188 a5 ¢ he
| ast address, coupled with a . data word of FFFF hexadecjpal.. For .a varjation
of that  enb iR EBsral . Suas e REou e seIb ot ALRoRDARFEH A SO dat o
word of FFFF hexadecimal tq tri ?ggr a data,te{_n‘i nati on con&i@{ti on. For

anot her enbd@thfedRVics d3ta £egisteERT | 5Ar SrARe verficatian., BPARHRES on conditi on
wWith respect to state 156 is the sending of a data word that is all | ogical
ones on dat éomp@ra_mraﬁ%Iﬁ@ﬂ@%@%%ﬂ@:@%@da'uzf RFE hayadecimnah B@sBdy 24. 1n
other words, the final data word in the data streamis specified as FFFF 15
hexadecitoal .logalipng aee eyalrstinrasiah the dataccampasator 8 viaradgsessraauptey cpaiy s bei ng
tested during the special progranmm ng node in the factory, so the test
specificati @ set forth the requirenent that the last data word in the
data streamto be programred for test purposes is a data word contai ning
al! | ogi cal onesFoFprogyan verification andieoatienenification; the data comparafori®ie t est
specifications require 20 that the address on address bus 102 sent during

t he dat a st rreports thereswistof itk @ollation to the write state machine 28, which in turn

determines if pulse repetition is required. If pulse repetition is not required, the
20 write state machine 28 sends a signal to update the status register program or
erase status bit, which is reflected in status register 83.
For normal program verification, a margining function occurs just ahead of
the data comparison done by data comparator 81. For program verification,
current lpmren, derived from a program margin bias read of a column containing

25 the program cell of array 20, is fed into one of the 16 sense amplifiers 117a-117p
13



each menory word. In other words, the addresses increnment as new data words
are sent over data bus 104 from host processor 22 during this special

pr ogr anm w@ mmwars7slat a stream condition. For that enbodi memCT/uSoe4483é a
streamterm nation condition is triggered by an address on address bus 102
not 25 increnmenting coupled with a data word of FFFF hexadecimal. In other
wor ds, the Zassumingad6dit word) witb sefetansacuirentilsraticetichlistihe tcberenidfidme s
staying the sane for the |ast data word in the data stream coupled with a
dat a wor d offadtbiiyFseh progianireferencéloircut 11t Shamargmchirert I2skerisidemed al
progranm ng node circuitry 32 would check for such a data stream

t er m nat i on fioaman tlevatedread voltemei sgiplied toothe tils progyryanicdroall, 5 the condition
.of an address not increnmenting world trigger a data termi nation condition

even if not accolfpap:es IBys that by Whén thef paridufarivenssl amipliér-of 88nsdiown as

Figure 8, if the data streamtermnation condition is detected at process

‘bl ock 218, tatnﬁmﬁ@rrsome_aa1f7t2>wmmyasogi¢an@he.cerﬁ§ dpepition dtBursAbr BERC&SS bl ock
214, write state machine 28 and special progranm ng node circuitry 32 10

di sabl e f i ' kit d
i sabl e fur tshedertsiR0h PAFAIBY dgyé.ﬁﬁg 8R tiPo Rt SFifé pHIYral a4 , e

into flash nmenory array 20. ocess flow noves to process whi ch

causes the MQ&Sit%P%ng?t@t t%lu%@‘iro?rpﬁféiéhs%?@%[eiﬁé@ﬁga-”ﬂﬁg afe EGA! t[g 32

to disable array 20 mfurther programmng. | ss flow thén noves

o 11 ash iera SomPetot ot bolenin BbERE AU el ey R et on,
ter ninat 1 on conaePRaRcreg R RRE RS LSzt uffe BBl AbnRE sEHRRgh can

or ogr amiPng AU BN PR R G et RPRrY iy ChY Bisolals oce 1 1 ash
Retur i ng 1 VAT BiS 2.7 CTBIEK Serrananer RomA a1l ASRO NP GG Ve TGUBved by

flash nenory array 24, then the process f| ow noves fromstate 156 back to

ray ] . m St A
state 152. AY viteplate maching 285 pepnanenilydisaiieprogram varificatiompy wsike: i al
programm ng 25 node state and the output multiplexer 45 outputs a status

si gnal . Evestatemaghing28. Forone efraginentos theinventioancipulipt 3daeaprisase f 1 ash
menory 24 rermains in the special programm ng node state. Neverthel ess, up
to this poi #pde Bigred marayshantbasseciatetheirouisryithatacts tordiggble thesprogeampry 24 of
t he successful programm ng of the data stream sent during step 156. 5 The
next opdbat iverifidgation peocegdars withip flagyy exemong 24 dke progeavvefifications t o perform
program verification external to flash nmenory 24. This external

veri fi cati oprgoredurseant beogithes disabledddmpyrarilyefohthetprpgramesiag of 2&rtaieddtang a
read array command to conmand user interface 40 over lines 26. As shown in
Figure 7, tweordsadtie sragrano vexificdtise ptoctdurevanfoegseimememtiyydi€ableditetses t he
process flowto 10 nove to state 158. At state 158, the comrmand user

interface 4@révent an bingideaser of mayhory 24 frofn ertering the sB&:iéf;ﬁr@graﬁﬁrﬁh?)- The
output multiplexer 45 outputs a read array signal. During state 158, the

host proceswdewarwgc{ﬁe%b@cislaﬁr_@gﬁahaﬁme%db,earbun 8i8aBds bFdgParhl ash nenory
array 20 during the data stream ng during state 156. During state 158, the

host copput gerifeatipgads the data and verifies 15 whether or not the
stream ng data words had been successfully progranmed into

Status register 83 shown in Figure 5 is another component in the
automation circuitry of flash memory 24. Status register 83 is comprised of bits
that are an interface to the outside world of flash memory 24. The write state
machine 28 receives feedback from its support circuits, thereby allowing the write

25 state machine 28 to keep the status register 83 current and the command user
14



array 20. Figure 9 shows the procedures 250 for external program
verification during the special progranm ng node of flash nenory 24. At
process bWwoaknoRf525 the host processor 22 issues a read array/usonssne to
command user interface 40 20 over tines 26. The process flow then noves to
process bl ock 254, at which point the flash nmenory 24 sets the data
conpari son lirteeface 40 ﬁhf@aﬁferﬁ"l? seven; afthe status registep insicates whelbrr theavrite nst ead
of data conparator 81 performng an internal programverification with
respect to tstafedachineds cgadylte relaive fwthar ¢cammaendsyr lpgicaldoriedoebusy | y, even

t hough sensing is done using a margi ned-sensing schene. 25 Process fl ow
nmoves to pr eesfosmingdadks2atgical zpra)c Bidolr] afdie KBS registeh88tindicates | | 24
‘issue a read comand to command user interface 40 to read one data word,
whi ch i s t herograst stdiasa lfvbitrfduri of stétes degistes83 isaanogical orteq shdt deticgiesogn anmed
into flash menory array 20. Upon receipt of the read command fromthe host
"processob, tdnerdoteavaldbgter progtaemhimge 1#Ae prdtgamsitatas bit five israddyicat ze®, and
the 5 special programmi ng node circuitry 32 will cause the first data word

to be sent angtindledtas Busced S Wordipaé progeamatey. 22. The wite state machine
28 and special programm ng node circuitry 32 cause the read operation with

respect to flashgmPregisiér ontetls bR @A ouonbite DEY,JINABT 448 bls a8k PN
voltage | evels. Thus, at process block 256, the wite state 10 nachi ne 28

and speci al j ; ; i S eme to
p tbgef gﬁgg\t@e@(}igﬁgﬁ COES UnihibNevas _06(3!”§ Rasfin e Fe AP ERRD El('t;%rl?@)f‘

be used. An read voltage is applied to the programed The

current I P 1 ikl s aw ! i um
containing t et;t))rg(;edéfrvéﬁﬂ%gb‘ @‘grlq?\piagg?]é |nd(r}ﬁ{)d%teéao " é&cggr%s@t%dr%%lf@gers
117a-11 Wi r I I i o r the 15
Factory et Soruis 3 FRRErSHHsEs22 bieFeaqsieitiui ol AR SIhERL s3Il | prer
then the paréj'ta' c‘ul ar, sense anplifier of sense anplifiers of 117a-117p
outputs a z ) "qu‘\ is greater than | pREF, then sense anplifier of
sense anplifiers_117a-117 utputs a, logical one., These operati.gns occur
for al I the bitsFER A& RerEE HROFAR Shewhy TR piagstuen a5 enisings exlied
anplifiers 117a-,117,€. 20 Movi nP to r_ocesggvglir ck 258, the host processor 22
perfornms a \AOAi%3a04NY Hie Sheciahprograraming,ng lagh Mmenmpty i2g. Bragke

enbodi nent of the invention, the verification operation 258 is a conparison
oper ati on whidfpanafianya Figske 7 indieates Hie state pfdhe errpmand uRgs iBtariege Py 33 to
conpare the data word received fromflash nenory array 24 with a menory
word st dPed Infarmetiasy yitea themiclesrmndsr $hakaeketed @%QSH@@OE‘ indigates Yredates t he
original word intended by host processor 22 to be 25 stored into flash
menory ar r ayf 20tputHositiptexep4d of flash mamenudés nenory 34 to store the data
streamthat host processor 22 sent to flash nenory 24 as part of the data
st r eam oper at i onTh@lspecialgiragrammingwngderocadurd beding apepardtion otstalee dat a
stored in flash nmenory array 22 in order to performan external data 5

veri fi cati on50TWwith fiteditass prdcessort22esendinges sifetig) poogesmmingmlode 66mnAsndpr ocess
bl ock 260, the host 22 sends another read conmmand to the command user
interface 4Qo fissh mehvep242 6ia lihks 26¢a beatorbd #1 thd Lohrmnareinuber rdes@seo4dl dat a
word in the data streamfromflash nenory array 20 over data bus 104. In

process 2pl o@Eer 3R8 enttRaimetit ol thedihgentidANal Singleesprdidtl pragrarfimingemeeé a word to be

read over address bus 102 to flash nenory 24. At process bl ock 260, the

wite state c@ﬁﬁ%ﬂeﬁs%e@%r&@ﬁmbaﬂpearapﬁrrogmﬂxmgrm&@. CFor@H difeynaiReof flash
menory 24 performa read operation with respect to the second data word

using margi &R SRR iR Inore Rkl beldW, H855Eeid) B8qseie8 M comhianagligl over

data bus 104 to host processor 22. 15 Process flow then noves to process

, bl ock 262. %%ﬁ@ﬁ&ﬁéﬁ%@@é tﬁ@gommglﬁy\jugﬁr ipgegrfggé g@c&s\éecﬁﬂcnft&%tzite@n{ér- e,

conparison) O € secon ata wor
the special programming mode.
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to the data word intended to be programmed. This is done to check whet her
the data word was successfully programmed in data array 20. The process

f1 ow contwouess2sThe host 22 reads the next data word by 2@®cyarsdi/mg’@ read
command to flash nmenory array 24 along with an address. The flash nenory 24
responds by performng a read at a nargined-sensing | evel and sending the
read data word t At Bl 132 dheceromand useaintariaes 40hasEntered the ghesigdssor 22
then perfornms a verification with respect to that next data word. The
process f | owregramintiogmodBistate! Fhe autput oudiipdexsir 46 loulpits a btattmsignads Apr ocessor
22 reads the fast data word in the data stream At process block 270, 26
host pr ocesstate 282 sthadsmmansiadec interiat 4(hchuses ailckitey 82 pbwritestale array 24.
.Fl ash nenory 24 responds by reading the |ast data word using a margined

vol t age and nsachite 28 &t ertersthe dpécialyrogramvringmodes 18Ghé spduie tprggrametisgr  22.
Process flow then noves to process block 272. At process block 272, host
-processob 22ndde; eirtditng 2 disables asterriih prograrn dekification b flasim gnemaergaar i son with
respect to the last data word fromthe data streamstored in nmenory 34. The

external verifi cpekphoSticopfslitsre2&hdsedataeueamtsetup pRpandtemls 274 At
process bl ock 274, host processor 22 checks whether all the words in the

data str eamcaiFRARPId it RAIEAT Sl Thaltiof 1 ©epid hievid fAStib aB4pr 0cesS

supervi sed 10 by host processor 22. if all the data words successfully

conpared to tﬁ%‘ﬁorﬂﬁ%aﬁd‘ﬁ@éﬁﬁtérf%@ PLLET Lﬁ%gﬁﬁf@?@%ﬂ%?@%@%@.ﬁth@@@ dBRipry 24,

t hen process OW noves to process ol nt the external

ver! 11 cat | OB REPCRANAE 18AIGupl malipRKECRSBuBlAC A(4 0B, Phegessor 22

concl udes tha € wot succes re as part of the
ext ernalyaverjfli i h fl 3 S ock 278. At
process 18I ngreé%etlﬁtg%t?{epf%: a;”(s%%gﬁiezwae%\grt%‘gr'ﬂ%ﬁf%%@@'?@%%% words. This
is done by host pr ssor. 22 ngdi n data stream set onmand over |ines
% to commAtleliZA it & redd 3 5ot WorR S Bhar g RBtee ok BsF TRBNANA i gur o
7 by the noy t fromstate 158 to state, 154. The host processor. 22 then
sendls. t he d2Da KR 0e ARt fF SLBaTHOHRLR KOS ASPS MOhTeSArP S90ueTtAG: 26,
Thi s causes the conmmand user interface 40 to go fromstate 9 54 to state
156. At st atddaresges.t 5Pl anpthpiembastivgntthe ?t@&ﬂgafr%ﬁwqudﬁ@'ﬁe&é'ﬁmﬁénory
array 20 in a stream ng fashion. If there is only one failed data word,
then only t iegdrgssps.c4t stateal 5o the ¢ammapd ggerdniesiace AP.ohe waie stagrilaghiaer ay 20
at the respective address. 27  Host processor 22 then sends the data

st r eam t18r ni28aand thet spegigbprogeamminghmadersirguitpyl 32 arecalbipiheidatasieeam nt er f ace

40 then junps fromstate 956 to state
setup mode awaiting the input of data to be streamed into flash memory 24 for

storage in array 20.
The next event to occur is that data is streamed from host processor 22

over data bus 104 to flash memory 24. For one embodiment of the invention, data
20 bus 104 is 16 bits wide and each data word is accordingly a 16 bit wide data word.

The data stream is a series of data words to be written into flash memory array 20

starting with the start address. For one embodiment, the stream of data words

does not require sequential addresses. For another embodiment, the stream of

data words is for sequential addresses. The start address is sent by host

25  processor 22 over address bus 102 to flash memory 24. Once data is sent over
16



152. The process flow for external verification 250 shown in Figure 9 then
noves to process bl ock 280. At process block 280, the host processor 22
perfornms wo@os27ernal read and verification of the reprogravwsed4ysssds. | n
particul ar, the host processor 22 sends a read array command to the comand
user interface 40 via lines 26. The command user interface then noves from
state 152 t alatd bie1060)flashonemony 24, Jasremémofheorhmand pseciatesiace 20 sends a
read command with respect to each reprogramred data word. The flash nenory
array 24 reafters Biatd 056, evhiclpisaherddtadsiteanystatés 1atstatd ¢56Ethgionipdt sensi ng | evel
and sends those data words to host nenory 22 via fines 26. Host processor

22 then ver imil@slexdr 45 outPREERS Statuseighal. dat Stateorss, afitd dtalesmaerine 28@nto t he
-expected data word stored in scratch pad nenory 34. Process flow then noves

to process Rpegkl grégrapfifing nhotid ¢iguitsy $ arblaldinR@8aaStibR HaRB2, the host
processor 22 checks whether any of the reprogramed words did not verify
‘and thusgsti || f@iu'nﬁgt tséfrsémfgtatéeé sﬁé&ﬁtdfe&atvﬁoﬁg atd b&ﬁ%s@ﬁt tbhe

S st failed) t i

reprogramed data wo I en process ow noves to step 286.

B ogr amt ng "o AT 25 ¥0 ResfMpassBratiiadart ik 0L PR EbRE | oo,
processor ZQnééf'm%eC?é %?% él%w %c%%éthe Ei‘é{g)étyea 4\{Vf)?dslt§%etsl?c?rﬁ%% t done as

part of the specia a r-an al ternative e i ment of the
invention, if .all the word id no C full I t. _process bl ock
274 then t fofisse® BRoATEE o drel 5 et os b BAMR 8 alimieRE Boae. anc
attenpt to reprogramt faile at a rqs 25 usin ormal . programm ng
Cechnt ques ML SRHHSHTRH s HirterhoRebtae SiosEgropsesch 28 gends tRaflpiE s as
part of that reprogramm ng, flash _nmenpry 24 woyld appl I tipl

progr anmt’ng ﬁggféﬁg YT 9@38‘??%& qzr?’giro‘?fés W&C%@L{F‘é‘ﬁﬁgg?%d %ﬁl@?ﬂ?t hose

words. |If for that alternative procedure the reprogrammed words are not
successf ul | PAAEESSoFoRANRST eMBedimens the:adriess senty gt PraeeTser €2i0¥ekt at us
register 83 the 5 failure to reprogramthose data words. If, however, at
process bl ocddEss husd 08 semainsthe pdginalatarting addreshal hewriterstatey@aehipg ogr amed
words correctly verified and that none failed to be properly programred,

t hen pr oces8fdnoveincuitry S2tseqpentially stap huiughasidress couniee 68 thcaude thedlata he

host processor indicates that the testing of the flash menory array with 10
respect to twoedpiops shoreschtst serisiof Seqlandialaddisssiea svithindftashamemessartdyl y .
During the special programm ng node, if any invalid conmand is received by
t he command2@ser interface 40, then the command user interface 40 al ways
noves to state 158, which is the read array state. Once the host processor
has conpl et ed al |asishéwh @ Figoge TLthé datd thet isRest &uals data X, which indicates

that a series of data words are being sent to flash memory 24. For one
embodiment, address equals the previous address, which remains the start
address of the data stream. For another alternative embodiment, however,

20 various addresses can be sent. The command user interface 40, write state
machine 28, and special programming mode circuitry 32 remain in the data
stream state 156 until a data stream termination condition is encountered.

The data stream state 156 differs from prior art programming operations.
For prior art programming operations, such as the one shown in Figure 3, for

25 every data word in the data stream, there would be a program command 40
17



15 progranmm ng node, the host processor will want to exit the special
programm ng node. The host processor 22 nay wish to exit the speci al

pr ogr ammiwg oalss7svhet her or not flash nenory 24 passed or pdiraisnpi4spass t he
vari ous programm ng tests done by host processor 22. In order to exit the
speci al progranm ng node, host processor 22 sends an 20 exit speci al
progranm ng hexradenimapfoiowed by asingie dataywdd andaddiesesfol@wed bg peogramspeci al
programi ng node comand is received by the command user interface 40 of

fl ash menory verficalibe. rosthamnslonds efor thet ridr agteto ohegradrd secondtdatewdilat d N st at e
160, the command user interface is in the status state. At state 180, the

out put nul ti geexrFadthess)bpsther Brogtarhmigsdodiaand 40 hexaletindd Qvouldigedd fash
-menory 25 array 24 is no longer in the special progranm ng node. Once the

flash menory pdRent to fishMemsryNThe@@E6Hd HitaiWifd QRS abidlesd WolichiReh bg seRele, the
flash nmenory array 24 can performits usual internal programverification

"operati ong.  kQfheXRRhPREHRSHY BIY thh o (8 gtaity PétiticBfon ?é@gﬁ&?ﬁb@lh deE@gr amm ng

node can be pernmanent disabled wth respect to ash nmenory 24. For one

Y
embodi ment, §uL8iG: i3 d;ﬁiBPErt,atB%%g@eﬁd rﬂ?ﬁ@&é(ta%riﬁé’aﬁ@ﬁ?ér%rﬂ%ﬁd%@' etes
the programm ng test during the special progranming node. e speci al

pr ogranm ng U?@f?cea:q g,fdo?rﬂrﬁér?u%ét&&eﬁﬁ&at%n%‘t%? jelile oggﬁrc{bﬁtﬁgt sﬁé‘&aéég@ menory

24 is unable e Special” progranm ng no er wor or

t hat enbodi nent ., th ecj.al- progr ] i ial factory

pr ogr anm ng %%gteagé%ﬁﬁgé@husﬁc{fé&p%pﬁ%ﬂgr{;%ﬁ%%fc&@orﬁg@%ﬁﬁeﬁeg ﬁ‘gor der to
permanent|ly di sable the special progranm node, .the process. flo ves to
rate 162, ” AP amEnes e iie shiss Fraghisenal o9 I . trbdy AR 8y oicali By
progranmm ng npde co nd to the comand user jnterface 40 over 15 |ines 26.
brocess. 19 owbltREVENBLES SIS Regiiar DN Bia ogial oe Siris esiming fle dala, ¢ he
flash menory 24 permanently di sables the special programm ng node. In
particul ar, MMOr¢hWasoseperly EQIraBImed he wite state machi ne 28 and speci al
progranm ng node circuitry 32 set an internal register or CAM (content

addr essabl e nenor i cantrast, %/nrémeﬂmbpﬂ@ampf@esmmomd@w&b@dzetham repgcPal 20
programm ng node circuitry 32 fromever further entering the special
progranmi ng glee 7\¥herwrite stadep paichine R8ogmainsi hugy mbetate $5@antittireentirg

di sabl ed, the end-user then can no | onger enter the special programm ng
node. That msteamtdiatplarality of tata iards iscpnoprameme ihtavéiash memognarray 2@eci al
programm ng node conmand to the flash nenory 24, the wite state machi ne
and circuabt r Thd2basy” staté of vadte stdte ovadhire 28 s dihdicatet by adogiesl Zerm stoteerint he
speci al progranm ng node. 30 Wth the special progranm ng node

di sabl ed, thensprogbpstaiusdediétet 88 fl ash nenory array would occur inits

nor mal node, which would include internal programverification for each
programm ng of a ¢Ré 8padMirogramming mode sequence described with reference to

Figure 7 assumes that the memory blocks that are to be programmed have been
previously erased. For flash memory array 20, when a flash cell is erased the

20 flash cell stores a logical one. When the flash cell is programmed, the flash cell
stores a logical zero. To erase flash array 20, the flash array 20 must be erased a
block at a time. In other words, a data block is the smallest unit of data that can
be erased. When a data block is erased, each cell within that block is made to
store a logical one. Individual bits or cells of flash memory array 20 can be

25 programmed from the logical one state to the logical zero state. Nevertheless,
18



For an alternative enbodi nent, this special programm ng node can be 5

sem -permanent |y di sabled by setting a bit in code that controls circuitry
32 and wwbanetate machi ne 38. For that alternative enbodipcErisel/esns ai n
command sequences could be used to alter the disabling of the special
progranmm ng node. Those command sequences woul d not be told to the user,
but only kndimivitiwal tbite camrotbaqirogramnodd frére the gicainearosjate koa logital anet her
alternative enbodi ment, the 10 disable circuitry with respect to the

speci al progtasMifrmenmseo prbgrantg bitlopeelt fomialogicaledrs stte fr theAddicatoul d be
accessed by the manufacturer and altered even once the bit or register is

set to pernpReRtdty withda@idresih§ theSHIBsk, ahe %W@Fﬁélﬂ@ill@ﬁ'ﬁy not @é!a_@né@.e?,ho}/\/s
-programm ng and verification procedures 320 for an 15 alternative speci al

progr anmi ng wiiPA& Hdidihel dhakdgtihdi@ad dtgte).For the operation 320 shown in
Figure 10, the process flow shown in Figure 7 generally applies, except for

the addi5ion of Pashi BYndWs bloEsluiB T assdoiacewiPRE Bhiitieatily st e 1S

hash operation assoclated wth each ta word rather than a ve cation
associ at ed wj ; [ : t he
o ogr amm ng 3P PGS SR e persfiid b 1Al frocihs Bol 264 300 880, o
i nvol ving t ggpﬁlr' 0 . i 0. Fi e program
fl ow 320 st Ef%ﬁs% t p'JP g@gessscfi%tpg)%r @%fﬁ%}tmgﬁ@i@géﬁ&ngc&’sww& ﬁ)eag#hnenory
array 24 enters t Spegci al _progranmin . Jhu flash [y _array 24
anters the Sty 2R gL s mheRe ol upnelnate. T us it BRI ootscor
sending in specj al progranm ng G nd to flas ry, ,24. The process
f1 ow noves 26 '%Pd@&%&ﬁ"%@%ﬁé %ﬁ‘n%aﬁt@é%%rdﬁﬁ?c% ag%gﬁ aﬁﬂ@sﬁéﬂ'gﬂ"&{f am
setup copmand is sent to flash ry. array 24 via lipes 26 by host 5
processdP 2Memepyaray;20. é“tﬁchsg%ﬁ:tk@rogd{heﬁ" Eég"‘ge ma&a}nﬁ&ﬁe%n%t’ cess
bl ock 326, at which host processor 22 sends the first data word in a data
stream to fIPERFamEtpg noge crpytry 33£ause thedlaspragnamarnay 40iodeanaledfor The
state of the command user interface 40 noves to state 156, which is the
dat a streamprepramaied. At state 156, the flash nenory 10 receives a stream
of data words that are programmed into flash nmenory array 20. For one
enbodi nent, the &t presas®blodads tbe usiteisigte machine §8ibegins digipragrammingdr esses.
For anot her enbodi nment, the stream of data words is for sequenti al

into array 20 of the first data word in the data stream being sent from host

15 processor 22. Given the nature of flash memory, only those bits of the data word

that are to be programmed from a logical one to a logical zero are actually

programmed. Prior to programming, each bit in the block of the array 20 to be

programmed is already in the logical one state (i.e., the FFFF hexadecimal state).

Those bits that need to be changed from a one to zero are programmed by

20 programming the respective cells.
At process block 208, only a single programming pulse is used for each cell
to be programmed. In other words, during the special programming mode,
multiple programming pulses are not sent to each cell, as would normaily occur

during a non-special programming mode operation. This helps to speed up the

25 programming of the words. If the special programming mode is to be used for
19



addresses. The process flow noves to process block 328, at which the flash
menory 15 array perforns a hash with respect to the first data word that
has been woegwsssmed. The hash performed at process bl ock 228/ss1/asdenanm c
hash because it is performed with respect to each data word progranmed into
flash menory array 20. In other words) the hash is pertornmed one word at a
time. At przlﬁsé@g aflasbunemnery 24rat the factoryithe Sasmmemesy 24 wilhbe peMlyspeci al 20
progranmm ng node circuitry 32 performa hash by running the first data word
t hr ough a hiakhicatpdabod thusimsingiapregramnming pulpe wilbusuaily be sufficient toer dat a wor d
that is the output of the hashing algorithm The wite state nachine 28 and
circui try 38uceasphullppragyamtaditashtrhemprystelly Jhisds pr cahimetitol an gdercfsh bl ock 328
.at a location within flash nenory array 20. Array 20 al so stores the hash
al gori thm Fmemay, BRich mayaeteiremuitiple progroimingtpulsestftvea tellteride folly the wite
state machine 28 and circuitry 32 store the hash algorithmin m crocode

wi thin the programsisatin tiewsdrned piyrarfmireemedé| ow t hen noves to process bl ock
330. At process block 330, a second data word is programmed into the flash

nenory array 20. Afpiceessbibbie2 f0, 306 afite stateamagHite 28 ahl 8p&@ialdrégraffiing Pr ocess
fl ow noves to process block 332, at which the flash nenory 24 perforns a

hash oper at \/@yyevifcitfyesanRdfetl f@ PdA8 SR8SmdehAnARIintdnafibn Nahishe gan@gggr amred
in conjunction wth the hash of the first data word. In other words, the

hash al gor i LHERRERiVeRa Bs 1B MG tRALUELSILRI th 6 if1HE pldgedt hashi ng

operation 1 second data word. I ng algorithm outputs a

hashi ng i nt et amcl e RHth At s Bt HisSbOr ffhd Sath kRS A OTERR e BfGRYs 20 The
S O ata wor éS W

process flow continues for the next Serie rh the

dat t No ! ' 20. Fl ash
memory. 107 apu5 468 BTk e B SHRRA ok Frlcb iR LBFERE LB ogr armed
15 dat d. The hashi I ith t dd d d
the reoul't BYeRdRE B BOBTRTRALTY AELBErrY o 15 BREaT20E RFRLSh val ue,

d th |t i t [ 0 fl 32 ti t
oracens by oo R i ARt uEB o To B P S O thRe o5 aRe s oo
array 20 by the flash nenory 24. At process. block 352, the wite state
machi ne anddgr@al #ashipemprypadressRPURRIS3dP stap tpthe nextaddeass: ffor pagn
algorithmto performa hash operation with respect to the |ast data word
progranmred BybodEnentathr adgrasees aresaayentiale Fiopans alieingtive embedimentidhg ng

al gorithm The resulting hash value is stored in array 20. The process flow
t hen notes addigseesare nitsequatial amt therhestd2 semdscrarigps addresses. For that

alternative embodiment, the address counter is not incremented. Instead, the
next address is received from host 22. Program fiow then returns to process
block 208. The next word to be programmed is programmed into flash memory
array 20 at the next address as indicated by internal address counter 63 for one

20 embodiment. For another embodiment, the next address came from host 22.
Process flow then continues to process block 210. The write state machine 28
and special programming mode circuitry 32 check again for the data stream
termination condition by monitoring the data bus 104 and the address bus 102. If
the data stream teﬁnination condition is not encountered, then the internal

25 address counter 63 is again incremented by write state machine 28 at process
20



25 the host processor 22 conpares the hash value stored in flash nenory
array 20 33 with a hash value that the host processor 22 had stored in
menory 34Wm02#ses7sf they are the sane. The hash val ue stormai/usvimesvwry 34
is aresult of a dynam c hashing of the data stream words stored in nmenory
34 that were sent b¥ host processor 22 for programm ng into flash nenory
24. 1n ot heMogtp? 43, FananotiaersnRadiagnt, B1e nsxtaddress instead semesdErm hgstal gori t hm
as flash nenory 24 with respect to the data words to be programmed into

f1 ash nenor32. 2Rrocess flow themsepniiaveret Ipepssdlpek 206 and the nextwenshiathe 34 are
the sane, then process flaw noves to process bl ock 356) which neans that

t he dat a wodalg straamhie peegramyeddaimflagh semorymeray 20yowis State ynashingr26med
into flash menory 24. That is because a hash 10 operation neans that there
i s a high |ardedpeuialghragramntihgmods gircuitsy 32hdhbbwbrddp pragramamedsnta thai que
nunber. There would only be an extrenely small possibility that the hash
‘val ues vioul nkxt adpeese as\sdicatbd by the interokl taaldsdsseaomisn 68s Foadnsthér been
successfully programred into flash nmenory 24. |If the hash val ues conpare at
process bl oakb&ditent, iiee Aextadardsis dfisteadbarhes from Hdsap2.t Procdes flowtiieam was 15
successfully programred info flash nenory 24. Once the hashing techni que
320 is conpheveslagdiAdd picesSEEIBeK 223 witiié theta UsSE chéuk bt digliat@sieam24 to exit
t he special programm ng node. If at process bl ock 354 host processor 22
det er m nes khahalio® chbagifioryal ues are not the sane, then process flow noves
to process block 358, at which point 20 host processor 22 indicates an

error in the, progicEfeoby bR SRIRokehiold 2006 haahicughuonoape not the

sanme, it is highly li ohe or nore o a words was nhot

succes |1 L 2 . : ! f the
nvent h,  HPEERARIBET212 i Baik @ottRRHdkic s ccindBR TR M) | hen

t he hashin | for all the data 25 words of the
dat a strea%{vg@gﬁﬁﬁ?e ‘{i—%g\gg%grgl‘%rgph(&p?@@%ghbodi ment of the invention, if an
error is indicatgd in process block 358 then,the special progranmm ng node
s exi ted and_ nodt® SRS GBI e Loty B RSBl it PueReREREAR 24 Lsi ng
normal progranm ng techniques_that invo i.nternal program.verification by
f1 ash neno%{?"grﬁ%t‘% '%Pfaﬂg%ﬁ@?mﬁ(}@%%am'%ﬁ? chfa ?tffeaqﬁ‘a%'ﬂﬁf n, process
flow 320 coul d. i ncl ude the hashing of status infaornation_stored wthin

{1 ash menor3pesia! PRGERRIMINGROBe. TS 1R APASHSEM PRNG, PR ARURHIOR #r ds
dynam cally. The status information could include the status value stored
in statlfs revgr ines 288y hestrreresssr 8¢ ifcnotditgtrupted by anrgemmandsdeingiatessor
22 would store inits rrermrl)é 34 an expected hash 10 value that would result

from t he hawhhash pevcesper 2t i olheravardsd1ogt peeEssex gasloed nat $8NgsA i nf or mat i on

fromflash menory 24. The hashing of status information in addition to data
wor ds woul dsepgrate prografoeamipand ios each werd in tbe deta gtiwanciorhecprog@semeadi on by
flash nenory 24 in addition to the correct programm ng of the data stream
For exanpl eintoiflash mémoki 2y Nor doesdiashmeniorytXepesforrs mnanteusl heagndmg 15
procedure mght capture that error. If status information and data words
are verification for each data word being programmed into flash memory 24.
20 Various data stream termination conditions are possible for various

embodiments. For one embodiment, the same address is sent on bus 102 during

the data stream conditions. If the host processor 22 changes the address sent on

address bus 102 coupled with a data word of FFFF hexadecimal, then that

condition becomes the data stream termination condition. in other words, the

25 write state machine 28 and special programming mode circuitry 32 check the
21



hashed, the wite state nmachine 28 and the special progranm ng node 32
woul d oversee the running of the hash algorithm Figure 11 illustrates an
al t ernat i wo® @voseedure 402 for entering the special programomgsomegs Rat her
t han using a single special programﬂ' ng node 20 command sent from host
processor 22 to flash nmenory procedure 402 uses a command sequence
that an end adgegssjof Qﬁ‘iﬁ@%@eﬂ"jﬁ 108 ?’UIthﬁ\ﬂataﬂﬁﬂ@ onHafe bye 184 ihiey $era | ess

| i kely that an end user would enter the speci al ranm ng node. A

manuf act ur echangediaddress angdagoBesRNdngmnta werd pH’gEm?aexadﬁam% ghen$reya
procedure for factory testing of the flash memory 24, for exanple. 35

The speci al notythahthe deda stipam dereinationfcontiias hasibeen mggewsd?oraz sends a
Tead array command to command user interface 40 over |lines 26, which causes
f 1 ash nenor yattdtigroofdhateembodiment) the. changed atidress aped het bmmnmmpanimiby
interface is in the read array state and output multiplexer 45 outputs a
‘read arr ay <idgtaword\bf BFEE hAtxadédifnal thtrighkas ldatestetmipaiieh candition. i n t he

speci al progranm ng node. |If the host processor 22 sends a program setup
comrand to the cPomansthersembodiinent thatreli€s o ke sst@2sendihgwarmuses to state
418, wherein command user interface 40 is in the program setup node and the

out put nul t iggtrsees Mith @ata) e data terfingtiohasondition ahn bélthesarating/ 6 & samé
process flow starts at state 404 and the host 10 processor 22 sends an

erase set up ggareseR the IdshadereesBahlet Rlth brtiaRd haforFF RiMeeXagearRNdroser
interface 40 noves to state 416) wherein the command user interface 40 is

in the erase affalién %F HaCemBHdihiint, @4 Barhe FdbifdsB B8 Nofie Sstidmpianicd bpad array

signal . If process flow starts at state 404, then in order to enter the

speci al 445 Wa?ﬂ%@%(#ﬁﬁ?«gd?ﬁﬁa fb; t@ﬁ& &5PHatd4 ﬁrﬁﬁ&lﬁ:nacoﬁaftabﬁs of speci al

progr arrm ng node conmman menory 4 on sequential bus cycles

of bus 26._ When Fheahiihsl cmRBGah: HASIRRTIS PRSI G hRaRRN bY host

processor 22, th nmmand ters st chis a

hai cat o 2%‘@‘%@9«#&3&?@%‘&?&% Sﬁi@he?e&?r@}ﬁ#;ﬁa"é@%%%@ﬁ 3G s |
oo pt of | %%‘?e%”ﬁ > 154 FoBgreRRsasosesher i Batesn meden P4 Konmand user

interface 40to ate, 408, which is the speciag ng node
nunber 2 st Qher rf’?v tFﬁén@LﬂaﬁJWOWPtth?)p%tﬁeﬁ”eﬁg‘ ‘%?PEEI%?‘F Iglélf'i’FUmad array
signal . Anot her special programi ng node conmand 25 sent by the host
processdl5 2 hexadeaipak: JiRkong arkadiment ot thelaveriona flashsmempiy n%“ state

410, which is a special progranmm ng node nunber 3 state for commnd user
interface 4dested chringecipesial pr@mqmrpmsmdmm tbefoteryi srtha tedad array
signal. Qher sequential special programm ng node conmands cause simlar
states to bé&pagicationsisgt losimtemeaysementthat ﬁhgd@swata werdrin thesgata isiream
pr ogram ng
to be programmed for test purposes is a data word containing all logical ones.
For yet another embodiment of the invention, the test specifications require
20 that the address on address bus 102 sent during the data stream increments for
each memory word. In other words, the addresses increment as new data words
are sent over data bus 104 from host processor 22 during this special
programming mode data stream condition. For that embodiment, the data stream
termination condition is triggered by an address on address bus 102 not

25 incrementing coupled with a data word of FFFF hexadecimal. In other words, the
22



5 node commands are sent, the state 412 is entered by the conmand user
interface 40. At state 412, the conmand user interface 40 is in the special
programi wg omdes7s- 1 state, and the output nultipl exer 45 rnayysoug4sr6r ead
array signal. At states 406, 408, 410, and 412, the flash nmenory 24 is not,
however, in 10 the true sgec,i al . rodgramn'agﬁ node. ‘When comand user

i nterface 4@nALfthe dataslre 'EOB,'nd!&??ée, by the adqress sraying,hesapeg for theylastonmand
user interface 40 of a nonspecial progranmm ng node conmand can cause the
comand userdat;weickindlee datadstteam %P'-m’dﬁ(g\ﬂ'ﬁh a dataavorg of IFFEE hexadegimal (Hie st at e
404, a program setup state 418, or an erase setup state 416, for exanple.

I n ot her wornvie statemaphioe 2B a6l sPesig RIPGTaTyNIRgdeodeasirauiity B wouldehecled. | f,
‘however, once the comuand user interface is in state 412 and anot her

speci al pr odorasuchradata dtrearortesnidation conditione ffooa vatiationt ¢f thatenahyodlireentt hen t he
command user interface junps to state 414, which is the special programm ng
‘mode. At 5st dhecariditjont dfencaritiresednat smaretnantendf werld friggema tihta temuieatipeci al 20
programm ng node state and out put nultiplexer 45 outputs a status signal.
For the proweaditibh everdd Aobdcdenpanedldy)a tite wurs bf PFEE @esadeciaalds t he

requi red sequence of special programm ng node commands to get the flash
menory into statas4héwn\@8iRidures, ifitite datactrabmiePUhaHoN cuhditRAgs détatd Once

t he conmand user interface 40 and the flash nmenory 24 are in state 414,

they remain a2prdcBsd BRCR PG, tAbn PFOXeES B AOVEB 46 picasShlabk Rh4t ReprdRess
processor 22 sends a exit 37 speci al progranm ng node conmand to cause

the flash %xmpwﬁ%sgt&e%a&ﬁnémn&@beféﬂ%irpg%qrgmﬁﬁgwgg%&igy‘35. command

user interface 40. the true specia n e state is only

ent or od o | Bl fn prigBEIR el ST BTN o R TIE Bl AN RBTT)

sequentially 1n the or one enbodi nment e 1 nventrton, the

a:azﬁe;ar (a5 MEon 880 287 MiGedsE hoBAicy QP%W%%%@H@F%&?EI@@CQ% ﬁij'm

in Fi 11 22 . i S, i
o oo anmi ng MbHEEsRITRETR 28 208 SREAR o a R BE MR SRR 25 BRBhRL i ng
node has been exjited to. di sable the ocedure 402 from,10 ever,jn. the
fUture caus gy 2NdTO HiherBragrgmaING e @pessiov Hen meves 8 pragess RpSkode. 1 n

ot her words,_ the host processor 22 can,send awgi sabl e speci al progranm ng

mode command1BnalWHIS PANHERREAFAMYING PEa Biream 9k daigarerds P dash nmode.
15  array 20 ends.

For one embodiment of the invention, the block boundaries on flash
memory array 20 do not act as data stream termination conditions. In other
words, the data stream programming can continue across block boundaries within
flash memory array 20. Therefore, programming of data words can continue

20 uninterrupted even across flash block boundaries, assuming that each block has
been previously erased.

Returning to Figure 7, once the data termination condition is received by
flash memory array 24, then the process flow moves from state 156 back to state
152. At state 152, the command user interface is in the special programming

25 mode state and the output multiplexer 45 outputs a status signal. Even though
23



Alternatives with respect to the procedure 402 are possible. Additional 15
cycling or conplex procedures could be added to hel p prevent a user from
hacki ng i wiomz2tobrs7speci al progranm ng node. Thus, further eomaisexuisyecoul d
be added to the special programm ng node comand sequence to further
increase the difficulty of entering the special progranm ng node. Such
further secthe @3tasirgam has hesapregrapmieed; theflagh pemgraienpinpidhneas not
permanent|y di sabl ed. 20 For exanple, a manufacturer of flash nmenory 24

m ght not vvéﬁ@C'ﬁld)T%ﬁaﬁ’im@ng}ﬂecﬁt%tﬁbI“EVPHBelﬁS%W tg trig paint hesr hasrheery node
because the manufacturer wants to use the special programm ng node to

t r oubl eshoonofintgetal werifisatiorply Bastememosy B4 atiersyceassful pragsamming okthei el d by
cust omers. A conpl ex procedure for entering the special programi ng node
woul d al | owdata giream perdvieiring atepskd6. f rom 25 intentionally or accidentally
entering the special programm ng node, but would still 38 al l ow an

‘i nf or meddmanuf acThe aext apepatien émthet speeia prdgoarming edepmgess fiowietdur es f or
entering the special progranm ng node. In the foregoing specification, the
i nventi on haerfome pradeam velifichtion elkteredl¢o @astememodyp4.i This extepngll ary

enbodi nents thereof. It wll, however, be evident that various

nodi fi cat i onarifiation peat@es flomys Starte@ ag thdRsL pPocks STRM seh@Pf 4 fgd drfaym t he

broader spirit and scope of the invention as set forth in the appended
cl ai ms. The ceR@fdrdit6 bimpiandnibed IneFat@s4 o \or 1in6S 26.dABghown trPrigere 2aAg ded in

an | [ 1 ust rati ve rather than a rest ricti ve sense. 39_ CLAI V\_hat i's
clainmed is: rdaq ﬁri@é&ﬁﬂaﬁ@%ﬁt'@kﬁ&flaﬁ%éﬁbﬂﬂzﬁcaﬁ&%‘i&@ priecésy fidiitd'9 node of

a nmenory that disables internal programverification by the nenory, wherein
7 oty ESRISSIE 5678 4R o 4 Al BSOS A0\ AL Lol
per o 1 SRS (SR K Srdl B o PRI 5B B e
ey o2 By TR e Teh e Ben S A IR R R 1y o
A N E N M R R
EL? g; ?nm; tn ﬁg@%i@éépﬁ%ge gt%?e ‘P g/&tt#ee hgsc{sétomsp%{]e?izgqegdsctgggg?adaé vcg,rPfieesmsm)r y for
15 whether or not the streaming data words had been successfully programmed into
array 20.
Figure 9 shows the procedures 250 for external program verification during
the special programming mode of flash memory 24. At process block 252, the
host processor 22 issues a read array command to command user interface 40
20 overlines 26. The process flow then moves to process block 254, at which point
the flash memory 24 sets the data comparison level to the verification level.
At process block 254, instead of data comparator 81 performing an internal
program verification with respect to the data word, the data word is not verified

internally, even though sensing is done using a margined-sensing scheme.

25  Process flow moves to process block 256. At process block 256, the host 22 will
24



programm ng node. 5. The nethod of claim4, wherein the special progranm ng
node is exited by the host sending a conmand to the nenory for exiting the
speci al pwageaseEag node. 6. The nethod of claim 2, whereiprisniamaei al
programm ng node is entered by the host sending a sequence of conmands to
the menory for entering the special programmng node. 40 7. The net hod
of claim 2, lsm@reereﬁdpﬁ@mwgttogpmmw&ﬂsesmom@ teIrgrdPe gatgfwaler ds to t he
menory for programm ng into the nmenory. 8. The nmethod of claim 2, further
conpri si ng whicks theyfirstidataavordin the data stredne thah bas hkep pgrammeddatoof t he
menory by sending a di sabl e special programm ng node conmmand from the host
processor t flasthmenmnpasray 20. Upenmecdipicf die ksadicommandfeoreitive posigr anmi ng a
plurality of words into the nmenory further conprises using only a single

pr ogr anmm ng ppadessorf the comwhaid tuserfinteefate dyrtbe ofite statephactihe £, arfd ther ds.  10.
The nethod of claim1, wherein entering the special programm ng node of the
‘menory f8rt Bpecialprpyraresing neddle chguitrysiZewill ghusd Berfirsthiztarwordedideskntn t he
menory for controlling the nenory during the special programm ng node. 11.
The net hod efecddth Bud AD4 w1 Rostipodazeospeci al al gorithm changes a length of a
progranm ng pul se to be used during the special programm ng node. 12. The

met hod of cl ai m 2re WhRRS &thfe Mawing 28 Rad RBséialProgarmRihg Yfddel dircliyeonal to the
menory the programm ng of the plurality of data words into the nmenory

conpri ses hayidihkhead's éraﬁéu@_ﬁﬁﬁ$é§pe&%¢|akh?né?ﬁ&§:adrﬂag¥20%o [ g ogr ammed
d co th I f

Into the nenory an are w a plurality o espéective data words

stored by “Bﬁd?%tveﬂgé’ég%ﬁ%fta% 1e9eRETHIY s bioti %g?ghgg&ﬂggga% claim

12, wherein a wor t he urality of rds rea processor

wor ds- 5097 TRy Reide shsfbes R Bl fiml ode chlBnhsoblid A i SFhe host ©
Fepr ogr am R8T 8ot Rl o SR T e B Pt YRRt AR S hout the
data 417 PIRSEIMERAena TR RGO foan AR Ve METL & PrOraT BChRA R IRS the
pr ogr ammed (rjeaatdaof the column containing the programmed cell, is fed into one of the sense

amplifiers 117a-117p with reference current lprer, which is the current from the
15  factory set program reference circuit 111. If lpyron is less than Iprer, then the

particular sense amplifier of sense amplifiers of 117a-117p outputs a zero. If

IpmronN is greater than Iprer, then sense amplifier of sense amplifiers 117a-117p

outputs a logical one. These operations occur for all the bits of the word in

parallel, using each of the sense amplifiers 117a-117p.
20 Moving to process block 258, the host processor 22 performs a verification

of the first data word externally. For one embodiment of the invention, the

verification operation 258 is a comparison operation wherein the host processor

22 uses processing circuitry 33 to compare the data word received from flash

memory array 24 with a memory word stored in memory 34. That memory word

25 stored in memory 34 is the original word intended by host processor 22 to be
25



word. 14. The nethod of claim 12, wherein if a word of the plurality of
words read by the host processor does not conpare with a respective word of
t he pl ur aiwiotog/eeis7s especti ve data words stored by the host poracsess76i n t he
second nmenory) then exiting the special programm ng node of the nmenory and
sending the respective data word to the nenory for reprogranmng into the
menory as a SUBH JUp Aavbaemananay d0wiHost earaPwEidR U HEES MAMRRY B ﬂt%rnal
program verification. 15. An apparatus conprising a nmemory conprising:

aut omat i on storedhe datatstrepey thak finst praseaser 33 sant tonffasérmement 24as pait 6

di sabl ed; special programm ng node circuitry to disable internal program
veri fi cat i orthddatarstreannepeyatigre nl hatdatapiv anernonyrddgs dram aanparde withthaii try i s
-enabl ed. 16. The apparatus of claim 15, further conprising a host processor
conpri si ng: data stordd in flash ereaindrg aoray @290 brder tdperfpacaraéxtprragdatem ng node
circuitry of the nmenory; circuitry to send to the nenory a plurality of
"data wor &s tverifieatipnogr ammed into the nenory w thout the menory performng

i nternal programverification if the special programrmng node circuitry is
enabl ed; circuit Mhetprooess ifibw tieen AToves talorobéss Beck260. PAIQYbeess bieckadsd, he
plurality of data words into the nenory if the special programm ng node
circuitry i sheRastl2kende anothel readlditnid@Rdtoths ToMimafidaiset Hterfadaeseovert he
nmenory is a nonvolatile nenory. 18. The apparatus of claim15, wherein the

circuitry tqnegab!l q h%rca%é@%ﬁ 2h8read trﬁfé&bﬁd%tagvdmﬂ?tr@ dfiasfréameonpri ses
circuitry for sendi ng special commands to the nenory. 19. The apparatus of

¢l al m 16, rﬁ’h&ﬁ %gﬂg;{‘%r’ér{y ié‘b&&edatéﬁﬂ?ﬁbéeﬁm d}béé‘éé'ﬁléc%k 360 ‘ﬂbg@%‘i e further

entry into t e speci nmode of t'he ‘nenor adis e speci al

pr 0a7 aong e, BATHRR LS, BEAL PRI faBha BLESRAN: 4 IRTERT Y. 20

The apparat (s o er ei n it speci af  progr anm ng node CII‘CUItI‘y

Further COMpLLSES, 7 S5Fbals iR 90T DAt SHEMAR AP0 ol

programming mode circuitry 32 of flash memory 24 perform a read operation with
respect to the second data word using margined voltage sensing levels, and send
the second data word over data bus 104 to host processor 22.

15 Process flow then moves to process block 262. At process block 262, host
22 performs a verification (i.e., comparison) of the second data word with respect
to the data word intended to be programmed. This is done to check whether the
data word was successfully programmed in data array 20.

The process flow continues. The host 22 reads the next data word by

20 sending a read command to flash memory array 24 along with an address. The
flash memory 24 responds by performing a read at a margined-sensing level and
sending the read data word to host processor 22 via lines 26. The host processor
22 then performs a verification with respect to that next data word.

The process flow continues. Finally, at process block 270 the host

25 processor 22 reads the last data word in the data stream. At process block 270,
26



progranmm ng pul se to be used if the special programm ng node circuitry is
enabl ed. 21. The apparatus of claim 16, wherein the circuitry to verify
ext ernal wo @hs2sTenory conprises: a second nenory coupl ed Poa/usoe 44806t
processor storing the plurality of data words; circuitry for conparing the
plurality of data words stored in the second nenory with a plurality of
dat a words MESHPPERIRON B SaRdfd (eadcarmaand and pp gddess to memornaraye4r at us
conprising a nmenory conprising: neans for performng internal program

veri fi cati offlagfl reg@ot ¥aigspendsipaieadingrtheliasi gatarwprd wsiagriamargingst am
verification by the nenory upon recei pt of an enabl enent signal. 43 23.
The appar at ysltage anchsendz2hatflastidate we r §nesy2Gitohaast ppacesey 2% Ryongss si ng:
‘means for enabling or disabling the neans for disabling internal program
veri fi cat i offloimthemeavesrtor grocessarieck 272. sbplionessthdoaki2y 2nbostrprocessbuRal ity of
data words to be programmed into the nenory w thout the nenory perform ng
i nt er nal 5pr ogrifien that iasf dzda word by péfiermiega comparisbrewith respeciitbdnakast pr ogr am
verification is enabled; nmeans for verifying external to the nenory

programi ng data wbel fpdruitiad ddty sobamiasteredon dieniory 84t he nenory if the neans for
di sabling internal programverification is enabled. 24. The apparatus of

claim 22, whereimhé bﬁteﬁﬁméﬁfidaﬁor&ﬁf&@ugﬂeéﬂﬂd tBeMBIBREY to proceddIlogipppd at us of
claim 23, wherein the nmenory further conprises neans for disabling further

entry into tMersdees bick P78 Pidtessad® dHeckd haBBPAVtHefwarddiirbl s peci al
progranm ng node command i s sent fromthe host processor to the nenory. 44
stream successfully compared during the external verification process supervised
10 by host processor 22. If all the data words successfully compared to the data
words intended to be programmed into flash memory 24, then process flow moves
to process block 276, at which point the external verification procedure ends.
If at process block 274 host processor 22 concludes that all the words did
not successfully compare as part of the external verification, then process flow
15  moves to process block 278. At process block 278, host processor 22 reprograms
the failed data words. This is done by host processor 22 sending a data stream
setup command over lines 26 to command user interface 40 of flash memory 24.
This is shown in Figure 7 by the movement from state 158 to state 154. The host
processor 22 then sends the data word with an address to flash memory 24 over
20 lines 26. This causes the command user interface 40 to go from state 154 to state
156. At state 156, failed data words are reprogrammed into flash memory array
20 in a streaming fashion. If there is only one failed data word, then only that

failed data word is reprogrammed into flash memory array 20 at the respective

address.
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+10%r& () - @ 10%& () - @ 10%&' () - @F10%& () - bC, &10%& () -1 "s10%4& ()-L10%&
' () - 10nmbB10mailure to reprogram those data words.

10nB810%& () - 7S10%r&' () - | +pdEbC, &S 10%H&' () - Y10%H&' () - @ 10%4&' () - S910%H&' ()
-S 10%4& ()-S If, however, at process block 282 the host computer determines that all of

10%4&' () - WH@IEDC, &S- 10%& J) S10%#&' () - SY10%H&' () - s! 10%& () - SlO%—l& )-@,

10944& () - @)Q@@(gf%&m&%rﬂh&‘r&w&&ﬂ& and @Mtikone fdIEEd B '8
"1 10%4& () () ebC &  109B& () 10%3&()410%3&() Ll 1098& () -

101100 10N A AV AR gl
1098& () - 284, the host processor indicates that the testing of the flash memory array with
10 respect to the programmed stream of data words has ended successfully.

During the special programming mode, if any invalid command is received
by the command user interface 40, then the command user interface 40 aiways
moves to state 158, which is the read array state.

Once the host processor has completed all its testing during the special

15 programming mode, the host processor will want to exit the special programming
mode. The host processor 22 may wish to exit the special programming mode
whether or not flash memory 24 passed or did not pass the various programming
tests done by host processor 22.

In order to exit the special programming mode, host processor 22 sends an

20 exit special programming mode command to flash memory 24 via lines 26. The
exit special programming mode command is received by the command user
interface 40 of flash memory 24. The command user interface then enters state
160. In state 160, the command user interface is in the status state. At state 160,
the output multiplexer 45 outputs a status signal. At state 160, the flash memory

25 array 24 is no longer in the special programming mode. Once the flash memory
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B& ()-F710% & ()-Y/ 109B& ()- -Z"109B& ()-F$109B& () -
"109B&' () -) )be perBrabentyGisabled with respect to flash memory 24. For one embodiment,
10. ! pF" 109%& ()-! kF"10%&' ()-L"10%& ()-!L"10% >[ >& ()-!LL"10%' ()- 10. B. B
10. B. BB% - /this(900me<dftet a flash memory 24 successfully completes the programming test
during the special programming mode. The special programming mode is
disabled so that a customer purchasing the flash memory 24 is unable to enter the
special programming mode. In other words, for that embodiment, the special
programming mode is a special factory programming mode used exclusively for
10 factory testing.
In order to permanently disable the special programming mode, the
process
flow moves to state 162. At state 162, the host processor 22 sends a disable
special programming mode command to the command user interface 40 over
15 lines 26. Process flow then moves to process block 164. At process block 164,
the flash memory 24 permanently disables the special programming mode. In
particular, at process block 164, the write state machine 28 and speciall
programming mode circuitry 32 set an internal register or CAM (content
addressable memory) that prevent the write state machine 28 and special
20  programming mode circuitry 32 from ever further entering the special
programming mode. When the special programming mode is permanently
disabled, the end-user then can no longer enter the special programming mode.
That means that even if a host computer 22 were to send a special programming

mode command to the flash memory 24, the write state machine and circuitry 32

25  would not allow the flash memory array to enter the special programming mode.
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program verification for each programming of a data word.
For an alternative embodiment, this special programming mode can be
5 semi-permanently disabled by setting a bit in code that controls circuitry 32 and
write state machine 38. For that alternative embodiment, certain command
sequences could be used to alter the disabling of the special programming mode.
Those command sequences would not be told to the user, but only known to the
manufacturer of the flash memory. For yet another alternative embodiment, the
10 disable circuitry with respect to the special programming mode, although located
in a register or CAM, could be accessed by the manufacturer and altered even
once the bit or register is set to permanently disable the special programming
mode.
Figure 10 shows programming and verification procedures 320 for an
15  alternative special programming mode that includes hashing. For the operation
320 shown in Figure 10, the process flow shown in Figure 7 generally applies,
except for the addition of hashing by flash memory 24.
For operations 320, there is a hash operation associated with each data
word rather than a verification associated with the reading of each data word. At
20 the end of the programming of the data stream, there is a single verification step
involving the comparison of hash values.
As shown in Figure 10, the program flow 320 starts at process block 322.

At process block 322, flash memory array 24 enters the special programming

mode. Thus, flash memory array 24 enters the special programming mode state
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For one embodiment, the stream of data words does not require sequential
addresses. For another embodiment, the stream of data words is for sequential
addresses.
The process flow moves to process block 328, at which the flash memory
15  array performs a hash with respect to the first data word that has been
programmed. The hash performed at process block 328 is a dynamic hash
because it is performed with respect to each data word programmed into flash
memory array 20. In other words, the hash is performed one word at a time.
At process block 328, the write state machine 28 and the special
20  programming mode circuitry 32 perform a hash by running the first data word
through a hashing algorithm that distills the data into a smaller data word that is
the output of the hashing algorithm. The write state machine 28 and circuitry 32
temporarily store the hash value produced in process block 328 at a location

within flash memory array 20. Array 20 also stores the hash algorithm. For an
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10HH! 37 10%4 Buf Aot 3484 il flash memory array 20.

The process flow 320 continues for the next series of data words within the
data stream. Each data word is programmed into flash memory array 20. Flash
memory array 24 performs a dynamic hashing with respect to each programmed

15 data word. The hashing algorithm uses the new programmed data word and the
result of the previous hashing operation to create a new hash value, and the result
is stored in array 20. The process flow 320 continues to process block 350, at
which the last word in the stream is programmed into array 20 by the flash
memory 24. At process block 352, the write state machine and special

20 programming mode circuitry 32 cause the hash algorithm to perform a hash
operation with respect to the last data word programmed by the flash memory and
the previous output of the hashing algorithm. The resulting hash value is stored in
array 20.

The process flow then moves to process block 354. At process block 354,

25 the host processor 22 compares the hash value stored in flash memory array 20
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been successfully programmed into flash memory 24. That is because a hash
10 operation means that there is a high likelihood that the result of the hash operation
is a unique number. There would only be an extremely small possibility that the
hash values would compare even though the data stream words had not been
successfully programmed into flash memory 24. If the hash values compare at
process block 354, there is a high probability that the data stream was
15  successfully programmed into flash memory 24.
Once the hashing technique 320 is completed, host processor 22 would
cause the flash memory 24 to exit the special programming mode.
If at process block 354 host processor 22 determines that the hash values
are not the same, then process flow moves to process block 358, at which point
20 host processor 22 indicates an error in the programming of flash memory 24. If
the hash values are not the same, it is highly likely that one or more of the data
words was not successfully programmed into flash memory 24.
For one embodiment of the invention, if an error condition is indicated at
process block 358, then the hashing process flow 320 is repeated for all the data

25 words of the data stream.
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could include the status value stored in status register 83 as well as other status
information. Host processor 22 would store in its memory 34 an expected hash

10  value that would result from the hashing of the data stream words and expected
status information from flash memory 24. The hashing of status information in
addition to data words would allow the host processor 22 to check for correct
operation by flash memory 24 in addition to the correct programming of the data
stream. For example, if a blocking error occurred, the alternative hashing

15  procedure might capture that error. If status information and data words are
hashed, the write state machine 28 and the special programming mode 32 would
oversee the running of the hash algorithm.

Figure 11 illustrates an alternative procedure 402 for entering the special

programming mode. Rather than using a single special programming mode

20 command sent from host processor 22 to flash memory 24, the procedure 402
uses a command sequence that an end user is unlikely to follow. Thus, procedure
402 makes it less likely that an end user would enter the special programming
mode. A manufacturer would keep the procedure 402 confidential and use such a

procedure for factory testing of the flash memory 24, for example.
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interface 40, the process flow moves to state 418, wherein command user
interface 40 is in the program setup mode and the output multiplexer 45 outputs a
read array signal. Alternatively, if process flow starts at state 404 and the host
10 processor 22 sends an erase setup command to the command user interface 40
then command user interface 40 moves to state 416, wherein the command user
interface 40 is in the erase setup state and the output multiplexer 45 outputs a
read array signal.
If process flow starts at state 404, then in order to enter the special
15  programming mode, host processor 22 sends a series of special programming
mode commands to the flash memory 24 on sequential bus cycles of bus 26.
When the first special programming mode command is sent by host processor 22,
the command user interface 40 enters state 406, which is a special programming
mode number 1 state and the output multiplexer indicates a read array signal.
20 If the command user interface 40 is in special programming mode state
number 1, which is process block 406, the receipt of another special programming
mode command causes the command user interface 40 to go to state 408, which
is the special programming mode number 2 state, with the output multiplexer 45

outputting a read array signal. Another special programming mode command

25  sent by the host processor 22 to the command user interface 40 causes a jump to
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110%4&' () - Sinkerfida&a ) At staRI442( the cbimdand user interface 40 is in the special

programming mode n-1 state, and the output multiplexer 45 outputs a read array

signal.

At states 406, 408, 410, and 412, the flash memory 24 is not, however, in

10 the true special programming mode. VWhen command user interface 40 is in
states 406, 408, 410, and 412, the receipt by command user interface 40 of a non-
special programming mode command can cause the command user interface to
enter a normal state, such as a read array state 404, a program setup state 418,
or an erase setup state 416, for example. In other words, the special

15  programming mode has not been entered.

If, however, once the command user interface is in state 412 and another
special programming mode command is received on the nth bus cycle, then the
command user interface jumps to state 414, which is the special programming
mode. At state 414, the command user interface is in the true special

20 programming mode state and output multiplexer 45 outputs a status signal.

For the process flow 402 of Figure 11, the host processor sends the
required sequence of special programming mode commands to get the flash
memory into state 414, which is the special programming mode state. Once the
command user interface 40 and the flash memory 24 are in state 414, they remain

25 in the special programming mode state until the host processor 22 sends a exit
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n special programming mode commands are sent sequentially in the bus cycles.
5  For one embodiment of the invention, the integer “n” is ten, which means ten
special programming mode commands. Other values of n are possible, however.
For the alternative embodiment shown in Figure 11, the host processor 22
can send a disable special programming mode command to flash memory 24 after
the special programming mode has been exited to disable the procedure 402 from

10  everin the future causing the flash memory 24 enter the special programming
mode. In other words, the host processor 22 can send a disable special
programming mode command that would permanently disable the special
programming mode.

Alternatives with respect to the procedure 402 are possible. Additional

15  cycling or complex procedures could be added to help prevent a user from
hacking into the special programming mode. Thus, further complexity could be
added to the special programming mode command sequence to further increase
the difficulty of entering the special programming mode. Such further security
might be used if the special programming mode was not permanently disabled.

20 For example, a manufacturer of flash memory 24 might not want to permanently
disable the flash special programming mode because the manufacturer wants to
use the special programming mode to froubleshoot flash memory 24 after flash
memory 24 is used in the field by customers. A complex procedure for entering

the special programming mode would allow help to prevent a user from

25 intentionally or accidentally entering the special programming mode, but would still
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In the foregoing specification, the invention has been described with
reference to specific exemplary embodiments thereof. It will, however, be evident
that various modifications and changes may be made thereto without departing
from the broader spirit and scope of the invention as set forth in the appended
claims. The specification and drawings are, accordingly, to be regarded in an

illustrative rather than a restrictive sense.
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What is claimed is:
1. A method comprising:
entering a special programming mode of a memory that disables
internal program verification by the memory, wherein the memory includes
automation circuitry for program verification;
programming a plurality of words into the memory without the
memory performing internal program verification,
exiting the special programming mode of the memory and enabling
internal program verification by the memory.

2. The method of claim 1, further comprising having a host processor
verify external to the memory the programming of the plurality of data word into
the memory.

3. The method of claim 1, wherein the memory is a nonvolatile
memory.

4, The method of claim 2, wherein the special programming mode is
entered by the host sending a command to the memory for entering the special
programming mode.

5. The method of claim 4, wherein the special programming mode is
exited by the host sending a command to the memory for exiting the special
programming mode.

6. The method of claim 2, wherein the special programming mode is

entered by the host sending a sequence of commands to the memory for entering

the special programming mode.
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7. The method of claim 2, wherein the host processor sends the
plurality of words to the memory for programming into the memory.

8. The method of claim 2, further comprising disabling further entry into
the special program mode of the memory by sending a disable special
programming mode command from the host processor to the memory.

9. The method of claim 1, wherein programming a plurality of words
into the memory further comprises using only a single programming pulse for each
bit of each word of the plurality of words.

10.  The method of claim 1, wherein entering the special programming
mode of the memory further comprises enabling a special algorithm microcoded in
the memory for controliing the memory during the special programming mode.

11.  The method of claim 10, wherein the special algorithm changes a
length of a programming pulse to be used during the special programming mode.

12.  The method of claim 2, wherein having the host processor verify
external to the memory the programming of the plurality of data words into the
memory comprises having the host processor read the plurality of words
programmed into the memory and compare with a plurality of respective data
words stored by the host processor in a second memory.

13.  The method of claim 12, wherein if a word of the plurality of words
read by the host processor does not compare with a respective word of the
plurality of respective data words stored by the host processor in the second
memory, then the host processor will (1) send the respective word to the memory

for reprogramming into the memory as a reprogrammed data word without the

memory performing internal program verification, (2) read the reprogrammed data
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word.

14.  The method of claim 12, wherein if a word of the plurality of words
read by the host processor does not compare with a respective word of the
plurality of respective data words stored by the host processor in the second
memory, then exiting the special programming mode of the memory and sending
the respective data word to the memory for reprogramming into the memory as a
reprogrammed data word with the memory performing internal program
verification.

15.  An apparatus comprising a memory comprising:

automation circuitry to perform internal program verification unless
disabled;

special programming mode circuitry to disable internal program
verification by the memory when the special programming mode circuitry is
enabled.

16.  The apparatus of claim 15, further comprising a host processor
comprising:

circuitry to enable or disable the special programming mode circuitry
of the memory;

circuitry to send to the memory a plurality of data words to be
programmed into the memory without the memory performing internal program
verification if the special programming mode circuitry is enabled;

circuitry to verify external do the memory programming of the

plurality of data words into the memory if the special programming mode circuitry

is enabled,
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18. The apparatus of claim 15, wherein the circuitry to enable or disable
special programming mode circuitry comprises circuitry for sending special
commands to the memory.

19.  The apparatus of claim 16, wherein the memory further comprises
circuitry to disable further entry into the special programming mode of the memory
if a disable special programming mode command is sent from the host processor
to the memory.

20. The apparatus of claim 15, wherein the special programming mode
circuitry further comprises a special algorithm that changes a length of a
programming pulse to be used if the special programming mode circuitry is
enabled.

21.  The apparatus of claim 16, wherein the circuitry to verify external to
the memory comprises:

a second memory coupled to the host processor storing the plurality
of data words;

circuitry for comparing the plurality of data words stored in the
second memory with a plurality of data words read from the memory by the host
processor.

22.  An apparatus comprising a memory comprising:

means for performing internal program verification unless disabled;

means for disabling internal program verification by the memory

upon receipt of an enablement signal.
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programmed into the memory without the memory performing internal program
verification if the means for disabling internal program verification is enabled,;
means for verifying external to the memory programming of the

plurality of data words into the memory if the means for disabling internal program
verification is enabled.

24.  The apparatus of claim 22, wherein the memory is a nonvolatile
memory.

25.  The apparatus of claim 23, wherein the memory further comprises
means for disabling further entry into the special programming mode of the

memory if a disable special programming mode command is sent from the host

processor to the memory.
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