SELF- SERVI CE CONFI GURATI ON FOR DATA ENVI RONMENT BACKGROUND [ 0001] As an

i ncreasi ng nunber of applications and services are being nmade avail abl e
over netwoks1isueivas the I nternet, an increasing nunberceofUscanisrvs?
application, and/or service providers are turning to technol ogi es such as

cl oud conputing. Coud conputing, in general, is an approach to providing
access to electronic resources through services, such as Wb servi ces,
where the hardware and/or software used to support those services is

dynami cally scal able to neet the needs of the services at any given time. A
user or customer typically will rent, |ease, or otherw se pay for access to

resour ces WEPIISERYICE CONPIGURNTION FORBATAENYIRGRMENT

mai ntai n the war e an oftware to provide access to these resources.
[0002] Wile aspects of various apphirg&ipefsand resources can be adjusted
and managed in the cloud, the data repog$tg?1es upon whi ch these
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and requirements, such that the DBA can determ ne whether the configuration
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[0002] While aspects of various applications and resources can be adjusted and managed in
the cloud, the data repositories upon which these applications and resources rely are not
similarly adjustable. Typically, performing tasks such as provisioning and scaling data
storage are tedious manual procedures, in which a customer has to provide a database
administrator (DBA) or similar expert user with configuration information and requirements,
such that the DBA can determine whether the configuration is valid. The DBA typically then
has to enable, tune, and optimize the data repository. Further, there is no easy way fora

customer to dynamically and/or automatically adjust the parameters for a database instance or

manage other such aspects of a data repository.

BRIEF DESCRIPTION OF THE DRAWINGS
[0003] Various embodiments in accordance with the present disclosure will be described

with reference to the drawings, in which:

[0004] FIG. 1 illustrates an environment in which various embodiments can be

implemented;

[0005] FIG. 2 illustrates an example separation of a control plane and a data plane that can

be used in accordance with various embodiments;



[0005] FIG 2 illustrates an exanple separation of a control plane and a
data plane that can be used in accordance with various enbodi nents; [0006]
FIG 3 ilwoxnriauenoan exanpl e process for specifying paramasesiowsi’ses
before the creation of a data instance in the data plane that can be used

I n accordance with one enbodi nent; [0007] FIG 4 illustrates an exanple
process for creating a data instance and applying specified paraneter
values in the data plane that can be used in accordance with one

enbodi nment ; [0008] FIG 5 illustrates an exanple process for requesting a
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[0007] FIG. 4 illustrates an example process for creating a data instance and applying
specified parameter values in the data plane that can be used in accordance with one

embodiment;

[0008] FIG. 5 illustrates an example process for requesting a change in parameter values
for at least one data instance in the data plane that can be used in accordance with one

embodiment; and

[0009] FIG. 6 illustrates an example process for monitoring performance of a data instance

that can be used in accordance with one embodiment,

DETAILED DESCRIPTION
[0010] Systems and methods in accordance with various embodiments of the present
disclosure may overcome one or more of the aforementioned and other deficiencies
experienced in conventional approaches to managing aspects of data storage in an electronic
environment. In particular, various embodiments provide a separate control environment, or
control plane, that can be used to enable a user to manage and/or alter various aspects of a
data environment, or data planc. This “self-service” functionality can be provided via a set of
Web services, enabling the user and control plane to act togéther as a virtual database
administrator (DBA). A user or customer can submit a request to the control plane through
one of a plurality of externally-visible application programming interfaces (APIs), for
example. Various APIs can be used to perform specific functions with respect to a data
repository, such as a relational database, in the data environment. A request received to one
of the APIs can be analyzed to determine the desired action(s) to be performed in the data
plane, such as actions that adjust operational or configuration parameters of a data store or
data storage instance. A component such as a workflow component can determine the
appropriate tasks for the action, and cause the tasks to be executed in an appropriate order.
At least one of these tasks typically will be performed in the data environment, such as to

adjust an aspect of a relational database.



[ 0010] Systens and nmethods in accordance with various enbodi nents of the
present disclosure nmay overcone one or nore of the aforenentioned and ot her
def i ci enaweoe@esbenced i n conventi onal approaches to wramageangosspects of
data storage in an electronic environnment. In particular, various

enbodi nents provide a separate control environnent, or control plane, that
can be used to enable a user to nanage and/or alter various aspects of a
data environnent, or data plane. This "self-service" finctionality can be
provi ded via a set of Wb services, enabling the user and control plane to
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10013] The environnent al so includes a devel opnent and/or testing side,

whi ch includes a user device 118 allowi ng a user such as a devel oper, data
admi ni st rmbabi/eau3wester to access the system The user pdexise@obifistan be
any appropriate device or nmachine, such as is described above wi th respect
to the client device 102. The environnment also includes a devel opnent
server 120, which functions simlar to the application server 108 but
typically runs code during devel opnent and testing before the code is

depl oyed and executed on the production side and is accessible to outside
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[0018] Systens and nmethods in accordance with one enbodi nent provide a

rel ati onal database service ("RDS') that enabl es devel opers, custoners, or
ot her autwonomed4i1sers to easily and cost-effectively oltaius2@ao@dsoenfi gure
rel ati onal dat abases and ot her such data sources so that users can perform
tasks such as storing, processing, and querying relational data sets in a
cloud. Wiile this exanple is discussed with respect to the Internet, Wb
services, and Internet-based technol ogy, it should be understood that
aspects of the various enbodi ments can be used with any appropriate

services,avai l able or fer Qver e i i i t.
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received that 1 ncludes a request to create a data repository. In this
exanpl e, the Wb services |ayer can parse the request to determ ne the type
of data repository to be created, the storage volune requested, the type of
har dwar e requested (if any), or other such aspects. Information for the

request can be witten to an admnistratjon ("Adm n") data store 222, or
ot her appropriate storage |ocation or job queue, for subsequent processing.



[0022] A Wb service layer in one enbodi nent includes a scal able set of
custoner-facing servers that can provide the various control plane APlIs and
return thwoappraapibat e responses based on the APl speci Prraisc@nss17ihe Wb
service |layer also can include at | east one APl service |layer that in one
enbodi nent consi sts of stateless, replicated servers which process the
external |l y-facing custoner APIs. The Wb service |ayer can be responsible
for Web service front end features such as authenticating custoners based
on credentials, authorizing the custoner, throttling custoner requests to
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conponerih analcdy@ninynvirppmenpt. i Batréhes oviperibe sevperabiferredtogureinga pi“orlational
corrponeg(&qs of the control plane or o glervm' Ee det.erm ne ané t.asks to be

execut e t#@%%“ﬁ_ﬁ‘ﬁg’e 1} ghoy lbeu‘l‘%d(eésrji%‘? T BRSNS WY the web
Servi ces,) ayalardhyBlor BhAGEpdsitSty MdatDRSTQE i B ClbBéniOBn{iRbnrhéiR. AV RBEEn
dat abase™ request in the adm n’'data store 222, or a simlar job queue, and
t he sweehirexamplpmciudds atdbdsy onhBédb sehdcathat enabigsasetsor sustometiosasiidi ng

jobs. Various ot her roaches can be used gas woul d. . one of

or 0 nar yreRR oo FH TG £ i SOl Tt 08 Htabnly ERNBERRHcE 0" ©

noti fi caddpfyrhéht %@Eﬁ@,ﬁf&téﬂﬂh@eﬁ&m,%ﬂ&hﬁ; replieatine eflorcc oamRitent  can pi ck
abase

up the "create dat ase" request, and using information for the request. can
send a reguasstment shalingoandether sush @Rpastefedice manageiisinkf Devielerstharedhes Tegl

bl ' .' I . OF - Kf
"none. iRt R soRe T e AR e i el e A SR BT O s

is di scugg@ggé@ﬁﬁmgbgsdigf@mmcuﬁcey\orkf |l ow in general is a sequence of tasks
t hat shoul d be executed to performa specific job. The workflow is not the
act ual b ' rdpdateceRmblnte tha ihéiauesof

i nfor mr@g#]an%&le@@ﬁ?%%%%?b%ﬁ\%ﬁ%@? V\So?%{? ovc\:/'al'so@ca'n' be 1t hought of as
a state ¢omgfinests (Wi, bhrdvame amhagfevanpusedil fonmahegisg atpectfolshepdae storagst lany

time during execution. A workflow conponent .(or systemaf c o) t.s). in
e bR ARt el oGS T LRI PSSR R SSRGS o
execut i ngyof su‘égﬁlﬁgxgﬁe’?’%taif%}?{obﬁéﬁ%ﬁ ‘éﬁBw%Zﬁsef Sﬁ&%'t&ﬁéry{o PhARldal8into the RDS to

nodi fi cation, an recovery and backup; security group creation,
del et i onperfimoh copidirf taslkatrielating trs the detedenge.allbe neatatjd vanvse dediteetintestages on

and credentjal managenent. . Such. workfl.ows can be inpl ement t . a
wor ki 1 owonb ite EomatniRee iR 05 WS bt se Paverer iR RETRe P R0 RiBk,
al S0 canAPREgRe Sbdifdt E%@%‘ﬁl)b@h&?ﬁébewﬁd DhSdcaRE duts 8tbrigy ordickfogment

dat abase engi nes, such as MySQ., as the underlying workflow service does

not neceswualar tagkchange. [0024] In this exanple, a workflow can be
instantiated using a workflow tenplate for creating a database and appl yi ng
i nf or mat joeR0EX FIEC 2eludifag¥ahRea@blicdd ial RDS G iimentaion 200ahy can befustdim
request 1s for a MYSQL(r) Rel ational Database Managenent %ztem(Rlanl\/B%.

i nst anceaccaslapppwiane gnibadioeens] &Y thys exaENRe.GrcommEmesgrise NS fofrmeendiysehisy
speci T1 Cof Ao Heldoidt® AALSALL Brrblish YREKI:L 906 BAD o' Bndibl ATACHNS RVRK ML

i nst ances. e Wor ow conponent®al so can select specific tasks related to
t he anouatk edchssas pgeridieqy dsiaadpositnyy sithe idhiaglirar2iarEhersquor amapplisatiay

ot her such tasks. These tasks can. be added o the workfl ow in, an, or of
execut i offdisraseepshe nglwamositaﬁf ‘%ngwéﬁ% a?&étﬁéa%ea# %‘%%B%Biﬂ%gﬁ@d in
paral |l el W]ﬂfet&%renh‘%%&scohgi%ilng'Ele{?ircg‘éh@%lf%lg%ﬁ?ﬁ Iai;eqllsﬁ]@ f&%’fﬁb@ée@@f EkpiahatiohhB

wor kf | ow conponent or ser e can I nc S ormation int e wor kf | ow,
and t he gmskbbeamlendoskhatimyoampnabriaté osenpappbinatpas setticasdededd egmponent, or

6



[ 0025] An exanple "create database” workflow for a custonmer m ght includes
tasks such as provisioning a data store instance, allocating a vol une of

of f -i nst avoaopens31st ent storage, attaching the persi st ertTatsera®s17$ol ume to
the data store instance, then allocating and attaching a DNS address or

ot her address, port, interface, or identifier which the custonmer can use to
access or otherw se connect to the data instance. In this exanple, a user
is provided with the DNS address and a port address to be used to access

t he instance. The workfl ow al so can include tasks to downl oad and i nst al

any binaries or other informatiqQn.used fo he_ s £ :
ool oy g aopitsans el PRt Bl e AROBE N B8 et aph OhBeE i,
of theseararigyerhBddmeslst FolBer, WhildMye QinisincaRiropifaddted tnrbirtadliand data
such tasks, and canbgenerate a response to the request .indicating the

creat i on“rddnes, " itishoabsheeundenstpedthehithés ¢an refss to an agitial Tatiw seParptiQuet,
whi ch t ual | I I Hq.t o] 210,
And pr ovietd s FRuraR I £ bRy Rt Aot PR IRLART rovlc REREREARR 200 Bon

can accesscfifieili@iat a store instance directly using the DNS address and port,
wi t hout having to access or go through the control plane 208. Various other
wor kI OWohgiP! 3heBofi@l) dine ARAntils RELLOIT, Sldthtidlly 4 PBfal BYE L ARdEhELhAT,
creating, Or nodifying-one of nore data store Instances, 5Such as to .

i ncr eas esoftvaira gempdensoitet lemdtdicoamdisgndtrhanagomiehit aionsfsochras provisianing,i t t en

to storage, and at | east e separate.execution conponent t shown ull's
or ot herﬁ%ﬁg’é&é@&l@é‘é‘@% B¢ fﬁ%@?f\}@zp a§'§R’%%%?@bom%ﬁx%ﬁggg%ﬁ%ﬁwﬁgy%
wor Kf | ows §nt0FBBR A cdrQhcIBd@ TPkt oh88 & Bridi! fhexAmPRIAIGAL St MYhEEONI Ng

conponent that éxecutes provi sioning tasks, and this conﬁonent m ght not be
cal | ed bsxethmblesokivateyappligatine seryvetsuor ether snshicomponcnias kKheWeabesenyicesdayer

T v e f HeLven| _ task ‘ ;
ways a5 Antrtimgudaasd o Pl ottt Bt tudredBt ML sPlishie ey
take adv@nkag&iOfom adRIsK iHcaWrweVi0se HABIAMAANbRGRbVEed ROUESYS raucaadrat f or

a current state of a process or task, such as the provisioning of a
r eposi t olegst oandpesific acstomrtn beperfounedwithgespeet tofthe Aea gpyiceyBentiEh @6 £Xf | ow

conmponent and/ or rkfl ow.service , C : ests
to ng er f o EXEH S‘faig I?,i(onﬁu?r k?lﬁ%]?%%cfn qn%%tglgéee he %lsaiagﬁ %la%trtl%’%(%% n@kgﬁ fég% o %
i nf or mat feglledt @ ohd\6f the TS, aMe Wbt seenedyl 1egerichr pasepo oerbsisebindliee tho mequest

pl ane to determ ne the next task to be perfornmed, and_an inforg:atiﬁ)grlzj
needed flordetarming thesteps REActifes aeedes 1o Bl AbpT BRFssathe el | fayexpmpls: fR¥eYat a

pl ane ingl| udin h ' TRt | : dat a

Dl ane. carer ek 8 el op e o Bb e R e RO RN 4 TR e
schedul egkainiplpahaiedl seivicariges can pinse leasquestodethpuine dredyparf datz eepository
processi ng resources. As ‘di scussed, the act ua% srform' ng%%{ .the t as Wil
occur i ntothsecrenteds thi siaree yolumeeapestsds the ype g P% NRFReAPEHITG Headnitr et

pl ane. F %@E@ i HRAA BB b 5@ (6 ORTHAR i KRERIM A ddnilOdata
nanager,ﬂv%i C céﬁn%[%gn}é\glrfﬁth?#qggt he ?gta stot?’e. Thdgl,@ﬁfﬁor g gi \_/e?&% ask a
cal | coustdret®22radetheoapphepriute kibtape lew@tioh oe j@agsiungior evhsafven arenseties. s,

wher eby the workfl ow service generates the sequence of tasks for the

wor kf | oweaash PraOWBesnifelacel ih ok caitdtRnert ¥edluddial scalabRsdet HDEustdierplacingnt
state can be perfornmed. After the task is perfornmed (or otherw se resolved

or concl setheaty that caoppeuiverthe saridnsaontrakbplaes A Phosnsgierure die sRpFPRFAQraspenses

ot LS PR LR B o PO SOSLORH ks AT

tasks f ogertioe1ayer itht BVvorcenifydiemtdnsikROfSRIERLreplitalpd sarvels vhideprocask to
be perforned until the workflow is conpleted. Further, rrulti%lge ts){{eads can

be runni ¥g exterpdlyafacisl cugtomer A4y e Fhe rogelayer caade espans iR ¥ el essi ng
of the workflow. . [O T i i i .0

ncl udes it ot B0t S8R S B et BB ig Sl feke o ERACHIRG it Toing
creat ed {ha culendattaropliapeustomkeoromatitoto theARIhervcns tvalideingasebiapur, aod en to a

data store in the control plane, such as a nonitori g data stqre 220"bLet
shoul d bmarshalking s yamerskalling SCqHsAISEBH ITFRPOBSRSa Tt ghe et A &m SHETRRRE DAt a

store, O . ! : ClRnAsi i Sdd et of
abl ot | T SaEat BEh 8RR e  n  or
noni t or i ngpaseNe tent Pailsadc amay ehboiliviortsyabd Biebi sertites layariandior Ad’l detvace
store to determ ne active instances 234 in the data plane 210. A nonitoring
conponent al so can perform ot her tasks, such as collecting |og and/or event
information fromnmnultiple conponents of the control plane and/or data

pl ane, such as the Wb service |ayer, workflow conponent, sweeper
conponent, and various host managers. Using such event information, the

o g, o e oy r o o




port that can only be reached fromthe internal system conponents, and is
not available to custoners or other outside entities. In sone enbodi nents,
t he host wenagau4ziannot initiate any calls into the contcwoluspdiansitsayer. A
host manager can be responsi bl e for managi ng and/ or perform ng tasks such
as setting up the instances for a new repository, including setting up

| ogi cal volunes and file systens, installing database binaries and seeds,
and starting or stopping the repository. A host manager can nonitor the
health of the data store, as well as nonitoring the data store for error
conditions. su ot he
dara st oraenyArhede SR ST PGt BapbRhERR o 4l SomBAsf by LESBI o

i nst al | afridacedkiBoby,wakeniad 6fwds cantdolupericd €Bhd @evdrief thatWels semv&ealmdbnr
operating system A host nmanger also can coIIect rel.evant netr such as
may rel st hegtatpess andrsplpd haFgontally aslkpvn fﬁ’é SRS 8% ?’Vﬁg a8 Bfonent
can co

nat ancet g Sanr A LR LEPhe Yorlh .c‘n%bf%’%%‘é??? dﬁ‘t@@%ﬂ&% IS, (TP ORRIE duch
heartbea&suhe@ﬂwehemhﬁsﬂwﬂanagﬂgm;btmxdetﬁnhﬁme a status of each host. In
one enbodi nent, the nonitoring conponent includes a set of event processors
(or noni @9&3 N9 18 CYBES) ISR B B EholiBndrd SiGu kel RS h@reas Meh@s bs smNager
such as g% e status of a particular host and/or instance. If a
responsé%m&epﬂtcoememﬂEdldf@E$N@xﬁp@nnmnedtmuﬁhHﬂW@@pﬁEﬂKﬁ¢£pm@¢mﬂﬁthe
nonitorin 0 t can determne.that 1 ere S [ and_ can or.e
o or e PFTA R e et ceeangite b ins sonspl st SreMn iR AR AR gt b
per f oi M@eRehika ’fé%?oﬁs@@o hA ShAMERingYe§Hest SIH Risehiple, HREWRbGRBHEEs A

re-provision the instance if necessary. The smeeger can access this
i nf or matinight alade kistiactadits m@@@a@@wfqm«tqrw flafabased requestan dlee admintdadmpt to

aut omat i aII recover, fr ntthe f

oy 1 RO AR Y BRIk s e o8 becptE S LB o ST Ui R Bfn B ofte @
per f or m fag oht@,ﬁahalﬁngbbst h‘&aﬂtﬁ&kﬂﬂ&%‘@pﬂﬂcb@hﬁhfbe@fsed WWOﬂlﬂtHeQippaﬂeaﬂ’&) one of
conponent s, Cbcasronallg problemw || occur with one of .the instances,

such as H@magpskdBap Qu‘ﬂ'b%gtt e Wieh serdees lgyenssnding adiofdigatign 1o assPrhg,
restarti C d 0 ment ,
ther o 1 s 4 st CHRDEARB orffo R R ME i LR ke Mol ey e g

cust onerusiginiioriatipn dvetht sequeliecancged ageqespoalb ot oten smciodanﬂﬁatahtOMDI or

ot her such _ interface such that if an |nstanfe IS unaﬁg e} or a pﬁ&

of ti me, Werkélost emmporcah? Kapnerahic dpigrigpHilg @k oash ARt GP Ws PRSP ISt get
the infoLaBHANin r&ﬁ%ﬁﬁﬂoﬂﬁ?éﬂt% EURMied bl ﬁﬁﬁﬁmﬁ@&ﬁﬁn% 8 WorRHEw schik fags | ef t
pendi ng en an instance talls” Since the control ane in this enbodinent

i s separdit@isfadoaisaviterdhtrainp| Amerkfidie ic gerterd|is pbmnmvﬁﬂaslfsetbeﬁ shesldiiee dat a

request and thus cannot h re u f.or. subseque bnls

(al t houng‘eF‘rFeE SHBETLBbLY Fﬁ%&?ﬁj@“ﬁ’h gﬁ?rﬁt‘? BAC DS Ar by ]ikoE &8?%1%6
control §@OQbrk ’&-ﬁt" Sonttd1€1He YW Bf 111%1%5!1@10&1 @mH Rk Sc RiFh A IHERbrkD I Q WoileBow also
information to the user regarding t failure so the user can handl e the

request @s h@éber@moﬁ as {1 seBOhagking |V§udsezeunamrg@@ndrtemﬁsthar$éaée pka piogessstoned

and a user 1S Rrovi address or, oth ion, the
user carf¥eHe E'é‘d’ﬁ%g’fe@&nﬂ? r‘éc“t’?mr;}lﬁ PHRNERY QT YR %g%%nejﬁ ﬁrrl%as lﬂgﬁe net wor k
using a e}ﬁt’!(ﬂhﬂﬁ@ﬁtailﬁ ErabRID@8dra %b bﬂd/ﬁﬂw@nrpﬂ)e%bﬁtﬁig silcdxechitigdf workdlomact | y
interact with that |nstance 23 I n one enbodi nent, the data pl ane takes

t he for nfoptaskesuchtas| BRESItATHcragties, laradlﬁgatm angy fAleHom JREHEThafck baskp:

envi r onnent e

ot or age Batrychadh Sl dRoRRLH HET AR ORI HoRE LA IR o1
sof t war erotRitnane I&téienﬁal@h@lagéﬂléﬁts SSdch vhﬁlaﬂf)we cah bé ﬁnplembn‘@ddmrtapbﬁa cl oud
environment, as instance or availability fajlure for exagg%ﬁ@ can be

masked bYOTkilet smnasias discpssed plsspiply hereins Tha drassdow sompon R fpapage
repl ace f r

bl 1 oty BeragB! B Berl QP e e B s ey TS s

t r ansl| atthennd&ihg novitfbow 2&4jceaivenhbienccappribphange conponent, whi ch can
direct the request to the actual instance 234 or host corresponding to the
DNS of t@@z&fq e fiis e;é%lﬁb SCHSAGwW SHOL RRaARREPAGHS Bl ANEoREmpRE RACES 1O
be dynanically noved pdated, replicated, etc., wthout requiring the user
or appl i gedtingn diajalnaaaragd; applgin@Nsfoomatomextrastil e the edginal rwavestsFene

i nstance. As discussed, each instance 234 can include a host manager 228
and a data store 226, and can have at | east one backup instance or copy in
persistent storage 230. Using such an approach, once the instance has been
configured through the control plane, a user, application, service, or
conponent can |nteract mnth the |nstance d|rectIy through requests to the

N 1. . v o o " o o NN PN o o




[ 0032] When provisioning data stores, data storage instances, or other data
resources for a custoner, the control plane conponents in at |east sone
enbodi mrenye 2prioqiszies an initial set of configuration pacarste@o®sf7er use in
setting up the data instance. The paraneters of such a default paraneter
group can include, for exanple, the buffer cache allocation setting, query
ti meout setting, connection tinmeout setting, and/or other such operational
or configuration paraneters. In sone enbodi nents, an adm nistrative
conponent of a control plane will select or otherw se determ ne an opti nmal

or at |east f tee se
The' par st Llresedil sl SRHETE TReKAN] Tub et BB fon RolehPUBRRRASS

the userinsfaj@e a@Bppt@kalaasanrﬁdﬁéRDmes Pk bthet hwwh insteskep theacopssificaadtedill et c.
[0033] In cloud conputing or simlar scalable resource envir kfgfents it can

be part mmmeflyommmltk&lﬁw that ipdioriad iopvard MYYQL dpstanees Ahe ¥

confi gur ve the
L L
I Nst ancespecidcdlardigars frﬂ:[tﬂ@ﬁl@mjbﬂmhpf smhsz;sksg Thesausksesn betaddedocthst oner

can, for exanple, create one or rm daalns ce thin a,sp fied
i nst anceverdlos iy order %fpf'éé%’m%e f gy%ra{l Iﬁ%é aﬂ%tsgﬂ’@é?kﬁﬁ% Ib? he

i nstanc erfiifiel Sy pARNEN ofte congsg o %&ﬁt@gﬁ?@@b@@&h 1&&21%%/8?%6}1@%

gener at set atl on paraneters or t he i nstance cl ass,
wher eby mmpomst mmlg@cfﬁr atkde ‘ﬂus hiformdtamn io s workiflow, laad ¢he tasksokshang! t

par anet er g g?fgtj i ed. theret 10034] In many cases, the default

par anet eFECYIRG En Oﬁ’éﬂé‘?naﬁ’aéﬂs ISdE6054 i zed, or at |east appropriate or
accept abl e, for various instances. There m ght be particular use cases,
however , [0ABS) e An castbniereate glmabmqurbﬂ@\djf@rsa custmermight scdes fsks such as

r.f
ot LR R L e B PR b

cache- i nft@RBIng8he féteRtchhbrae GuEingdRY theldgiatstoriistdmee] ther eldsmatihhendache
al l ocations for one or nore databases. The custoner m_ght V\%nt t o adj ust

the par aaf@pbmgtaelPHSeadérﬁst Asethataddresscparhtinigriaes, Owﬂqntéﬁ%‘”bs@ dhe ﬁ‘gst‘i’rﬁgrt SHce
is runni -0 ch%g JF ot% %(Bﬁlre éﬁé Jat§ mézﬂﬁlayé\p %3?&5]1%@9 Wepd h;t}gvlﬁ@a a
| SCUsSse et al

i nst ance T estarts or r el'sewner e herein.
[ 0035] SyihesDRSchddedsh add; a Iplrtazddmssiw’imeeusedm ast@ss thnsnseaimxad iTentekfddr ess
at | east sone of these and other such |ssues by proyi %lnpne or

cust oneralgxprssiagluds tasks %@%W@ﬁ%w%@ﬂ@u% aLICp gr o0 s
| d
contro e{g} @@ﬁt&g&sggfr géiechﬁa%@m oM %@N&%ﬁb%oﬁ?p&@ﬁ@%trﬁéﬁgk%e ata

i nstanc etc odi ment where MySQL is used as a
dat abas ecxengiisreof these adamylrelatedgesks, camytbe aphepaisid danybindicaopilsuch tasks,
My SQ- and can generate a response to the request indicating the creation of a “database” in response
to the “create database” request, which actually corresponds to a data store instance in the
data plane 210, and provide the DNS address to be used to access the instance. A user then
can access the data store instance directly using the DNS address and port, without having to
access or go through the control plane 208. Various other workflow templates can be used to
perform similar jobs, such as deleting, creating, or modifying one of more data store
instances, such as to increase storage. In some embodiments, the workflow information is
written to storage, and at least one separate execution component (not shown) pulls or
otherwise accesses or receives tasks to be executed based upon the workflow information.
For example, there might be a dedicated provisioning component that executes provisioning
tasks, and this component might not be called by the workflow component, but can monitor a

task queue or can receive information for a provisioning task in any of a number of related

ways as should be apparent.



configuration paranmeters by submtting an updated or nodified paraneter
group containing the adjusted paraneter(s). In enbodi nents where nultiple
dat abase wogong@m4ape utilized, users can provide engi nerepaskiiooscal | s
and/ or updates, or can provide general updates or calls that can be
converted or otherw se processed by the control plane for a specific engine
corresponding to an instance. Using such an approach, users can custom ze
or tune the paraneters of a data instance, or group of data instances,
according to the custonmer workload, type of application, etc. In cases

wh | i S, i .
ot anceo2flo; s BBIREE yaflbl BrbRoBRRl £ £ RadhabP oBh wibiRSy Shsice atay
can be auhes@divCRL¥stapRiale dot Dogeah safe dfheproosss @8 paRiuY ab fst @oesRniddr i ng

a period of peak load, for exanple, a custoner m ght want to adjust a
buf f er cef@spesiory.fgd camestyrn thespientstate phipe ppcesynhde vrdwlow siBRenc®Et t i ng.

| . . i . .
val ue o) MRSIRARNGERESjod APRGATNETRE oFRf GRESH LS bo betforhE R ATBLEL
ot her panaaRl Batagahe batcarl @mfizadtias infothati@nibr thewotkfloonthaechabbs dles can

be updated over tinme as needed. [0036] Various enbodi nents proyvi de one or
more suci¥RIvnERts £ 8 coptrehplgae fp ddernype Qﬁ&%&%ﬁ%gﬁf’%‘?w MY ¥Rt er f aces

(API'S), aﬂ@gﬂrﬁﬁaﬁ&?ﬁ@é&d% St a8k GOH %&féfa%e %&%Pg?&ég%ff@az1@§rﬁmh@aaae,ﬁan\éari ous

RDS dat ses. In one enbodi nent, ©Dne or no guration APlIs are

pr ovi dedntldingahat st gifoenapmoshewhy aconpancitefibedath planacyn suwfp tha edl to

dat abase epgi ne, ufili zi a oper set o stractions. For exanple, a

cust onerp%gﬁ%ml}g%taﬁkek‘é%k‘ggﬂpla% @%gﬂf%’se]?e %?E’S‘g‘ﬂﬁé}brl P%ﬁﬁ‘%ilﬂﬂgﬁ‘f QTRRY for a

M/SQ. dahahassuiand lﬁ&iﬁz%cﬂrgcéiﬁh?l?@s%%rce'sﬁA‘é@ﬁéc@b‘@d,eiﬁé%@tuﬁpﬁéﬁomﬁpglé%ec an

send a Wb service call to one of the APlIs, and the infornmation in_the call

wi || be tpsiccwdisedutivithe data plener bietche tiskd Wik otiginptsdror ithecepnstetiplabev Eof or

processin b servi calls to, the contr.ol, pl.ane b interface |a for

P! o SR otk TDu oot Sabreer TR e FHETE hi el WERE et Blce

i nstant i @1§¢htb thd @IPNOEE TRUsAFIrQQHEST tatlOa 651636 18d He hddeI6 the WHRIIRWseaVice

i nstance storage space is established in the data plane and the afgtprlgs&gi ate
8 r

package nrasingeertqin pgramen) wharebiothe weikHgersendcagasicraes thepsequegcep
th | forr | /
cont 1 gurar SEERy BRSPS AESKLR AL buBatl IR RECAE Brel ] cqn be

admi ni stgeaforivied dathiar tHeansk is@erfoirhal (orpplicopise at®edduragacludadt 4 oomponenor
accessible to, the control plane, and can uii% those settings. to generate a

def aul t Syah anthedosymangger Rt rephntoghe sprmiceewhich can dhenyiepides fnfpamation in
t he dat g I i a r or
dot er m g s 0B A B R S G R R PR s SRR A o
f r om t hehWekks forvtheworddldw isi pekirmad,itba sat e edn porviddeness ¢ask to bé perfatmhah f or
the type of instance bei ng, geperated, etc n aqt her. enbodi nent s, e or

nor e set@t%Fh%W V‘i‘ﬁﬁ@ﬁlplfg?dr;bﬁa‘g@eé’e‘f‘l‘%tnﬁ&t s Gan bg Bred'e's Pér?llﬁﬁﬁ%fopr i ate
locat i Orﬁiff.@reh{‘%oﬂ&WSC%E a@&é’i&lﬁte %@?r&c@%ﬂ@é#&k%rﬁﬁ&w@“ rect the selection of

an appropriate set to be applie or the current task. In some enbodi nents,

a confi ion, file is.st d in the data p]ane.that is used by. the

dat abas gldé%l nih‘f BOIH%\PE%%O%@@H‘? ﬁﬁ’g’gg{m‘e@ giﬁ@ﬁ‘f“flgaeé‘c?} ietaﬁteorl@&ﬂ?'l Ur'&t i on
file m gifnidRehiU®. PRMSTE UGRSnSMER id8rehiRE AT Mta flan6 dsRembhoR eorahé ocat ed
for query results, the amount of buffer cache to be allocated, the

connect i insianderpao (e weitenstotapdape stateaia the centrodplaniessuigh s @ mopinsipg data ietge

par amet 1 ght t b t'gﬁ% Qr ferned, at
By o1 veirte Thaou b8 et B el 2R RO iR e e o, S e o
abi ity dad KRG forfibieoLAWtheG Wt $t6R shith &s andtinaskasf tabke iai Adase data store
generally not accessible to a user. A user cannot sinply utjljize an

i nt er f ac20Pr StHEr FPHERTEALE FPARECTY 0 A BIGRBAIRS COTHRRNGRH HITF 3Ecaisiie infognation igat o
I nst ance(hjé ﬂxo‘ﬁﬂgngghgta%lcoq‘g € determine active instances 234 in the data plane 210. A
monitoring component also can perform other tasks, such as collecting log and/or event
information from multiple components of the control plane and/or data plane, such as the

Web service layer, workflow component, sweeper component, and various host managers.
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[ 0038] Systens and nmethods in accordance with various enbodi nents provide
an internal API-based franework (or other interface franework) that enabl es
user to mebeoanmpszib a nunber of calls into the control plcans2eo0/0smd? fy any
appropriate data paraneter(s) via a Wb service APl or other such
interface. For exanple, a user can make a Web services call such as

"Modi f yMyDBPar ans” to the appropriate APl to nodify any of the nodifiable
configuration paranmeters for the respective instance(s). |In one enbodi nent,
a customer can create a container, referred to herein as a "DB Paraneter

G oup, " e ief I r . I t I

used nel R RAE o R R Gl oot @R BATE cAlioBleP R L S

cl ass, afpppugakésuch @t nplEhentustwi@necningeA sl Aomospednd yorapenent caror e of
t hese paraneter groups to be used when creating a dat abase igst%nce, (iluch
as may iysEaly pianges thediealil ppald fhequpning reprsttaries sl dnsiarsss Ao thg cgaifipase
engi ne, : . e : Jouf ol : to be
Gaed | n BraduelspRlE AR 8L R G R e PRl el
As di scussegks(che default val ues provided by RDS can be determ ned by the
RDS system or an authorized user thereof, to be optinmal and/or appropriate
def aul t [3)@’23]' NG3ch AstahPE2854 H @ RGta FRR! d8ahéale aB8H BRe ARk Gtoré D26@and a host
configuration file or bucket exists for a custoner, however, the RDS can be
conf i gurmendger compemuit 228 forthadachino pyoviding jiagessy tf he slafarstvret Kehost manager

configuration fil.e en creati i nstances for that custaner.

5011/ o4 rBERILTRs osT s op bl SR At ont g Sl e B 1
conf i gurgpliehtidPdedi®! fIch ab Q TEndas 86TdvA 1BFREHdhIsBE cfl Prédtasenddns haags tasks
custoner mght also want the ability to adjust parameters for existing

i nst anc esich @ pofswanepsicploymentisndbdasa siorgonerdéanisdes welhes measednsh siaeaidhe such
as wor kl gad _or rf Qrnance,.. a | i cat i 1L.qht. i ) such
Chat 1t et SRHThERRES e RInaRRE: ZFhOQ kg in Be SR RACAPE DL C
respect iyt thdésh G Be redcRed gLy tht dntbimal §asen thaponely atdshet availsbld foe user

can make a call such as "Modi fyDBParaneter G oup” hat can be recei,ved to
t he appr@istamare oppihepputside coiticss dpppresmbadapents, the, RO ginagsr FRaNtRIfY t he

Wb servj.ce e i :

o or at T 5reed s BAGIHERRYRE BESE RayelP ARl bRy B ERRPARIMIEKS MAREIE 1o The
sweeper mgiparefotmingtesksisaclans segtingrep theskstamees lier § whv qrpesitorycamldetger m ne
the appropriate tasks to be cuted, such.as tq send a reques call, or
ot her suEHIENHMRSH2 BOIH%F%? ﬁ&/@%@?ﬁ%ﬁ’é@‘%@%ﬁs g’cn@nf?%@lf ??Fh%tta&aat | east
one wor kgtér?iw% foP Etohgﬁlggﬁgﬁéﬁitor}.h% 1t KiahQWe RN 380 B2 HARR oBickdatd thre

appropriate conpo as a host nanager of a data instance in t he
dat a pl aaseyelt as mpolitréng the datal stiers fonertdrecopditimme seah agrly piroys anldtaagiplage t he

updat ed or nodified parameter gra s) to e correspondi ng. i nstance(s). In

abre. entigtmaces et Bt abBRbsth AT BiERR A0 aPgbB SO BBk o

may i ncl gdenstNBdkn ofBshwakipaR@8Kan® 8 drhd@Sor ARt Rord$H/08 dPer@Af §fstem.

settings by performng a call that causes one of the paraneter groups _to be

appl i ed Athost maegsrr flse cai gelledt relovane mesrigso sioheasteay tglaseisy OREr memyhy. ard il

changes for a specific period of tinme, but |later m ght want to go back to

the ori gi'H&8f or default settings. Various enbodiments provide for a call to

an APl such as "Reset DBPararnmeter G oup" that can, adj ust one or nore of the

par anet el082%s s dbr aaadtoying FORPPRGM Fai BPMBRBLLFIREsIediElly mathreash heslanpmagey or

ot her d val . r I . &%‘]’l \{/\Q%

perfor rr?nzcazggfo%fn O%Btggetﬁ)ég%é%&?r@#’aﬁgtaf15695%%}%2?%9, %ﬁuééjszg% e, éngﬁf"he

cust omerhonabess fronedht @GPt mintage st ty detédreing nStaamad each hosop &r opeerhbodiarog

| evel s. 100401 When a custQner subm'tg a request such as a Mdi f%hl\/yDBParanB
& SIFe

or Nbdi fPOBMIIRRBE SPOPERFT dlNdesd sgho WBE&NC%ETSAPT mopHerng,

par anet e ' | l'ook fhel ‘elphane.
e wor KT B o B el D e
t he appriust mad/er instahen clé @syspansy B roheecabwd wless specifiedinpmiter appitiiesd theprtbe

the new version is transmtted to the.host manager, .for exanple, .the new
ver si on HORBRIIESHRBRICE] GO BT AR 4T S0 SgPd A Sge TpRnaioDin

val ue SURHNS dathBERE 2IBOr &othdMahicH V%b&%@ﬁé to SR DPdctidn Y5iethe GM@ncNGIch as
state of an I nstance having the 2011/ 044319PCT/ US2010/ 051757 par anet er
group upateeidly dwrproblemi and re-prevpiondke inktance Hmetesedrydd he sveepritchD ACersE Hins
the current version nunber, the new version nunber being applied, and
information indicating that the new vergion is being applied. Wen the host
manager for an instance successfully applies the new paraneter group, the
host manager can update the current version information in the data
environment. A nonitoring conponent periodically checking the status of the

o o o o I "



[ 0041] An advantage of customers utilizing paranmeter groups, buckets,
configuration files, or other such elenents is that a custoner does not
have to swpanatmh3tot une each i nstance. A |level of abstractriusesioostrsbe
provi ded such that a customer can sinply apply a paraneter group or change
to an entire fleet, class, etc, and all the appropriate instances can
recei ve the updated paraneter values automatically. Such a process can be
advant ageous where nul ti pl e dat abases are used to run an application, for
exanple, and it is desirable to tune all those databases at the sane tine
inthe s f I t k£, f

dat abascl auga <08 KPR ERev B AR oP AR ARRA kBl By bR
abst r act ieodveg dtonh tlfetfaﬂﬁreb @hadmamlal%eu 22%sart e as u pranyeior deesonictringeed t o

separately tune for each database engine,use r the a S the
ditfer er §r mweﬂtsefglﬂ%@tr@aﬁla&e Ak @fsofﬁﬁfhedaﬂe@?eﬁ tabﬁbg‘? 8h
pl ane. Iém c§1'n§ &hé Qﬁcc%mﬁ@ﬁ,’l ? g?@!ﬂelﬁ%ll'tlltdck?lzﬁﬁh bR&bf {1 instances, such

engi ne- |n epe e contro ne can e the englne-dependent
t ransl atasche c{;@éb@ﬁhdﬂgl}ngt mtamom,entvelmbraalsng hebtmtdlgs mstwenl, gboyvehickl G 3

illustrates | e ss 300 in. acco ce.w one enbodi

which a %&9@%@@%’@%‘5 Vi iR OE‘E)EIE‘P?&W?&%’;H?TF i p}quor%p BF" {E’Pémet er
val ues tg 82! 4% RerdatRRRS GisitlAeve ! ameSogdad BomBORSH: LAL Y,
or ot her sw“ﬁ?gﬁgﬁce In a lrata envi ?S(l)nrrﬁe}ﬁet - her e t%e@g%ta % ane, using
the continoludplanrielar othasisnel mterfiae audothet i |ansea¢m1cees UIWVialléblﬁ ﬁ@r a periad of

t d h t f .ot d t t
or i not efEE TEREERe AL “hea By St e A A P Do B BB o et m

cust OWEfreF E?t%)év@rﬁ %Q@fﬁb@ase@@rehﬁ@ét n#dYYoedBAk ﬁfﬂlhgtvﬁleﬂﬁﬁﬁnﬁﬁndéﬁuﬂéj-opef
can be al to access the control plane and data plane in the varjous

WO 2011/ Singgtigronroplonoirobisasrbastimer lﬁemagateiﬁ@mﬂ?e atapipne thicaodalangnt
relating to the. coptr e
(nder st Bt e EF e e Ryt 43 BuS TS AUTELE oo S Bftteqliny SR

various @lth@ﬁg&@%ﬁfé&ﬁﬁl&)dﬁ@ﬂﬂs ¢igs miaﬁﬁétlcmaddum& fcﬁwatdedes thearonabhplansuch
resources in an environnent separate fromthe contyrol environnmen 043]

In the eXbupihe gnyebrlanc w@éﬁsq@?fﬂimr?%t RyPEidee Hfpmeatiop;tp ﬁeyuslebr ’E‘%hﬁ’at a
i nst anceﬁﬂg& %Ohtﬁ?qg%racaglhgﬂ e 30 eqﬂ_&'tasﬁ@d?:s performed in conjunction wth,
en

or indepen he cust one such as 1n response to a request fromthe

custoner, As part_of the |n|t|al cust oner, uration
par amet el00§Pbu g satisougseds prge agRpanGTds 'Pr‘?véﬂelil‘:ég?@oa YT % E@V@ﬁgt“ﬁ%&’r DiN¥at

cont ai ns, i bdsh ofife g@ﬁﬁl‘%y&j &r lB@e[tﬁﬁeih%rus&aézﬂ%%né%ueﬁgddﬁ'&lﬁ‘lye(?@ﬁﬁ'dh@e{ lafie
stored in a control’r ane data sfore for su bsequent acceSs, and ti ed (such

as by a m&armlghdhdnmwokbwmge Javap@atab@w %wm@ust@h@DB@rQ?mh@fsudughW s,
t
e are. bt yithanpiae i 17 58 ERES GBS he Mg plis doRsIRERAA ©

appl i cat iRt 1e8tGncludes or is part of) a computing cloud environment, or a set of Web services

and resources that provides data storage and access across a “cloud” or dynamic network of
hardware and/or software components. A DNS address is beneficial in such a dynamic cloud
environment, as instance or availability failures, for example, can be masked by
programmatically remapping a DNS address to any appropriate replacement instance for a
use. A request received from a user 202 or application 204, for example, can be directed to a
network address translation (NAT) router 224, or other appropriate component, which can
direct the request to the actual instance 234 or host corresponding to the DNS of the request.
As discussed, such an approach allows for instances to be dynamically moved, updated,
replicated, etc., without requiring the user or application to change the DNS or other address
used to access the instance. As discussed, each instance 234 can include a host manager 228

and a data store 226, and can have at least one backup instance or copy in persistent storage
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[ 0044] A custoner can call into the control plane to determ ne the default
paraneter val ue settings. The custoner m ght determ ne that at |east one of
t he val uewoghnul4aBibe changed for any data instances genecatusdomosi7shat
custonmer. Accordingly, a request, such as a Wb services call, can be
received fromthe custoner through one of a plurality of control plane APIs
or other such custoner-facing control plane interface conponents 306. In
one enbodi nent, the custoner can call into a "ModifyDBParaneter G oup” AP
to indicate the change in value(s). The request is analyzed to determ ne

any acti eded to process th e } i t ake
tha Tor i ESRERsbihalBiRRs, QS SRRl Ftheef Rt SR Hiflet BE2oRRY |

det er m ngaid)a va&dt bpslicaliohaeRded, 06 UeSHEsknt bin Aifcrasthadh therihstmverdretite APl
receiving the request corresponds to a specific action to be ﬁfrforned, t he
Wb ser \ﬁg@zélghlr@fwﬁwéaﬁleedataa e Witlsrurhayisg 19 aesess the cpagelddeng B2 d Yised in

det erm i I n one
oot nunAmefERREAS: Bl BAANELEE St RE Bud (RRINTELRIERE | 0 o oan
be updateendindsatlaying whihkelaiainahdzstaacbtdowghnths DNS addrags. drhetiwsebeculddated

to the control plane data store (or configuration file, for exanple), is
wri t t en haye o pesssyibe ganisal ,Iaféq}%@ea‘éseﬁﬁ?nﬁ o pgidaea 13sk saph ﬁ&jﬁ’mﬁngﬁgzﬁ‘%tore

or ot herstéug@cagiaeﬁfeﬁaﬁ ﬁg%hkenxn FNEast O GHBAMBEAD tREAIRI LML EE the UGk @S by
a sweeper conponent, to determne the presence of job information 312 and,
when | olplamf 208neni teroffsedlat sideast pnasareigeds ta pravidpethstanay pomapnpt b wlaed

wor kfl ow for the requested action 314. .This.can.ipclude a. r est.sent, by
the WODEPIPYLIY _?%@gw_&}l&sgwa%%@wea@ﬂﬁ%ﬂ@ﬁf Srgics b eRy Pote
conponent, Ligh aﬁ@hﬁﬁnﬁ%‘e 88 iRSdRB Indhe dataWhdre! hean! dsPibRTioeHaQsk RNt s, a
wor kf | ow conponent m ght nonitor the job g(2ueue for jobs, or a conponent of
t he Wb ayeilshitigsof thyserinstances émd sepeeaty dbtaimdnsy 8 i on directly to a workfl ow
conmponent. Upon receiving the job information, the information is anal yzed
to det erslm'}:mﬁ apd/dcuaed SHY RlvamadPRy Bpvidaetheaikdtioawlifyast atdoatro Epluesised
action 316. In this exanple, the workflow m ght include a single task, such
as to upWabeewins qyatharstel saysice és thatibe sartrdplateduagiansas ayartud datapase; he
control plan t,Qr, . f m ght
el ude SuiGIraRLTDBAT AR afhils ticheRy 5o FERALRTRCI Foork i, ML ELLN

conf i gurg@bieidning datd. hRilovisiddingildth ieprebantlye tedistiainaadalfprocaludg raquinigg ance
created in the data_ plane to whjch the, configurgti on fil e _applies.. Var.ious
ot her t 43R4 teapcaes the arcrsesly sABTERatieR BHoMALOS, AIFIIEF Wheter ﬁlﬁwﬁswlp?y

i n other; ' : 4.l f whifdhex@npl e process
400 for lésgﬁﬁgﬁgkiaﬁc{a&?ﬁﬁealﬁ%% (feﬁ aftligé%%%g&g?%%}gﬁﬁisik%’gwt he updated (or

ot her) cnfifigant atioont ¢firoe pad efforti Husberoswkhranesppidach previdesoogtisnepportubities hi s
exanpl e, . a request, sych as a Web servij.ces |l,, can._be received through
one of dOpFHPAM SPipfeht ant pofisptaral v &gy Gt e n%ﬁ&?‘&ﬁérp?%ns&fng

contr ol siém&f%é MEHB A0SR RN R SudtORet QrGhaBiEsmnsdah dall HRl’hge. | n one

enbodi nment e custoner or an application can call into a

" Cr eat eDBforsiating etich/Rla type phkirdate atde varsipan€ e detabass predeatedhedontme

request i.s anal yzed to,deter.m ne any actio eeded t roc h equest
400, - andVRH B REEROFT B PATET DSy TR TS ek gt geft BRGT%. et Hne
sweeper AREROKERbIIPRIdhQIstdE ot AftajseRagiiabancRMideiRnl pRnt BRoRLE SGpoer Of

the job information 408 send a request to initiate a workfl ow for the

r equest exgveret fiffeca) dambaseEmainesin ¢ aprnisientifethion vaheryrayiring allBéy feihsan

and/ or assenbl n roprj.at 4 t I 2, which
can i nclG&E tnégﬂcgl Osfﬁg%en %% %?égfﬁrglgﬁﬂ'%% @&33% Sg%gg% al%g%s?g%g% Thag%ner ate
any necessandk(9] MEgh tplimant dxigingldpplititioda(siohae MySDIL applicatibeg to tenager
for the instance to specify a setup paraneter, group to be used for the

i nst ancd)NPeaddress of piberlopptiguiniirmaHon AprgheRaitichlag stanse. il R nYERSHIGHCEne,
etc. As di i {1 ; I ased
apon  actRSHEREton & duehl el 87 bl A R R e O e
request ,applidatidng tujlpen Myt daske, enghasddxdiasgteubadogiThe control plane in
this exanple can direct, via the workflow, the list of paraneters to be
used in [ggﬁﬂr kg r#r@ﬁsﬁﬁﬁ%‘cﬂt‘tﬁﬁ%fe@ndgté bBrfbd nstdtel, oG dehiGe§RiédsGuF @t 1 on
file for the instance in the data plane 416, and starting the database

i nst ancecustinmy, thieoplaclgretceronvaingsts if polentt iseme pothwidineehts providpg ratnisal et | e
418. [0046] As discussed, the tasks can be nmanaged in part, beginning with
the first task of the workflow, by sendi®hg state information to a host
manager in the data environnment operable to use the state information to
determ ne a task to be perfornmed, performthe task with respect to a data
repository and/or data instance, and return a response upon conpletion of

o M o o o o " N T o



wor kf | ow conponent. After the final task has been conpleted, a nessage can
be sent to the requesting custoner (or another appropriate user,

appl i cat iwo,20oro4kmeat i on) that the requested acti on haspoeas2cionpi7et ed.
After the action has been perforned, the custonmer is able to directly
access the data instance upon which the action was perforned using a data
interface of the data environnent, w thout accessing or passing through the
control plane. 10047] Even after one or nore instances are up and running,
however, a custonmer m ght want to adjust one or nore of the configuration

paraneters. Eor exanple, the custoner. m n dj

ti meout gizqqniﬁgaragggg)gragﬁzt%ra??relﬁg 1 %P%gﬁ %ee%% }sn.&agf(g Tgé#?r%l%ge?% e%ﬁcgﬁ
exanpl e @dfadi paraeess cRR dAlindlpdatfbnékaparlanee Biifferfcathdalldsanion getiing lqavne

that can be used in accordance with various enbodinents. In this exanple, a

request danolsctingetanagction bugeutacting: aash opnthersualppperatopa) o gonfiguration
"Modi f yDBPar anet er G oup” AP ;. i ndj : ggg; '[ -abase
par anet e?ar%%t,erss 318 ﬁo}gllé eg%soﬁlanﬁélg[s’i arﬁ:ldiﬁlﬁlg}rl%tr?? fré;ou r gtmgffée%ﬁltt%fl P %’P’? g%ﬁ
seconds. seldt® of 6UBHke UscAnmk yineftiiml, deheleasiniany sacif ipamnreadatucds do psoess

t he request 504, and information for the creation is witten to | ob queue

506. Thesehpnaickntahasambhe PargrIctss FHeechern daperd HPYRAnt apmber i da o
store in I i I t k0 the job

gueue ors‘%g?ﬁm%{z%ﬁ@%ﬁ&?ﬁe %Aeggﬁggb%%%p%sﬁg% a&n%%ﬁ%eragé%’gét?he j ob queue
can determ ne &]rtle pr.esence of t.he]%ob information 510, and in.at | east,sone

enbodi nel033k afn slond camputing f sidlar Fealable Esquige PRYFHRIMGES 1t ¢33 Bedpriaparly

action(s; poy?ﬁt{? ol AT dBRIIO8) ihRiaPBRloY €68kidiRa Zﬁirﬁﬂl@t%rﬁﬂq/aﬁf)uﬁsse”m e an
appropriate workflow for the requested action 512. As tasks of the

wor kf | onembdimeotst antuspinagre caaheseaht abifitiotosorisose databasge pn fomanddhcloding

the. updatiuPEGRAPGUPARTTR 1ol B siprec RS @t RERORE P o VR tnbet PRhm
each hosfy: RRAABR! cre8G¥nE ioR thdrd Batd kAR 5 hithired Sheri fiedSASASER AR shRagetacé,0

the custoner indicating whether all instances were able to accept the
r equest ethdcetrardgtets those sxstances wharsthe ingauss arenoslopserawsded. InoWehan, t he

tasks of the.workfl ow can_dgpen t ' of

par anet e?rflE‘? f &eusﬁ%%l&{lg@&egg%%rﬁp*e?ﬂmﬁéﬁg fﬁ%ﬁ%@es a%%%e%%’ﬁfﬁé%t t wo
types of ins@hai@h&s whierdl udi igstre aeRdrared wiltdh tiart elasstvill have thadcfaaltanet er s
that are "dynam c." Dynam c paraneters can be set at runtinme, such that the
wor kf | ovbaraigrier arpupapshcd Herdiost manager to apply the updated dynani c
paraneter(s) at the substantially tine of the request. Static paraneters

i ncl ude pABANElentnykasescihn dofubiqiarandtyrsdbatianggdrveated anctoppinprak esst east a
dat abase (e.g., query t] ut),, and not ile th at abase is running. If
one of ¢ HProRie S AcEab o TR s EBcess Ttk O PGSR G Ut FESo b
stored i | ARG eP i St AR tGAGEst RRGraFBINAR faParfetslsab i

par amet e&‘%@%ﬂ?ﬁ%ﬁgf}&?hg da?lgbase V\AQ(IﬁI Stnot pr)i ck up and/or the ch_grnogg .
until t hethdatiabadjestipsrioebautecdvailabilspme ofirey su¢hhapeets.ahidy ornipletegreivs, t he

kfl i ssue. licit reboot task, t t he, dat {
Feboot odUEEHENBIEAL B KTE o9 LRy O3 b A BT PRt D g e

cust omer . f-QE aARRABHRFor Rk P hRRE WhBBaRbt ThOtMgodel RAM: Hahi Radjsyale as part
of the received request) to reboot the database. In other enbodinents

and/ or sparameicohefore mreinstimts uareatedwr Whils anpisiag dnsansd 1§ WNpHE. JBSAMS| ane,

and any updated static meter valye will b | i uhs
reboot. ¢ e%gm%g&%ﬁﬁ@{e Ci’atﬁ%eecfwg%nﬂﬁadﬁtea 1§%§r§%pﬂﬁ?{%ﬁ%’8ﬁ%€8g§?%c§%ﬁ%& I
to an appr il dieviipk hkeif.orce or request a reboot in the data plane. In

ot her cases, the change will take effect when the reboot occurs as a result

of a cra c - it ParS R R RH t Lkype of

par amet eﬁ%\?\nsfl lgg’gt%lln%gﬁnégj?%%g%;}ﬁggﬁré%%?%fﬂag, or ot he?géslﬁ%ﬁ&ggsgréggegh, whi | e

i n ot her senbotiihesndisl @hegl sabRlsshisty piobidingetiecatrrosstiustonparcapeded istesfnecs

static and_which are dynanic The type of Pgramat ecg can be detTi]Trqm.ned by the
a

dat abasecrabling ustgmgrsdp magsplls g thsrcopfe! Blagg faa 1 87 ERATBEC def i ned
by the Cadfize Bhaffterd ors@RPIRIRO! RARred 8R! 384n0 brdodidie whRaVESI O
pl ane can util1ze an "apply nethod' "or simlar paraneter that indicates
whet her isheepas ardehbasecagine, Shesidpleumpptandthvie tivediibityab ypdist i ddnsR1t he
system shoul d wait for a reboot. Wien the apply nethod specifies a reboot,
t he user can be infornmed such that user has the option of requesting an
explicit reboot. In sone cases the reboqy4 can be specified as part of the
initial update paranmeter call, or an agreenent can specify that any tinme a
static paraneter is indicated to be changed, the systemas part of the

wor kf | ow shoul d reboot the system [0050] In sone enbodi nents, the

o o " Y " - e o o . [ T T



Usi ng such periodi c comunications, the nonitoring conponent can determ ne
when t he dat abase has rebooted based upon an event or communi cation

recei ved woemiones19r nore of the respective host nanagePrsT/URb@omB1v61 Or i Ng
conponent can extract information about the reboot, such as the current

ver si on nunber of the new configuration file that has been applied, and can
update the information in the appropriate control plane data store. For
exanple, if an update was to be nade to a static parameter upon reboot, the
parameter in the control plane data store could have had a "pendi ng" or
simlar value soci ated therew.t.h, S r : and
t he new Cp0 %%%’P VERIT: erﬁ%ﬁfl Sluglgll,lgnfl ﬁé@}lﬁﬁﬁé@ %gl%?ﬁge g’?%ﬁ%? 12@%@ 5 %gﬂ% at ed
to "curr@etdjwled parphdteds). 1hembedmigitewht® mbliple datass cighnds apandlirider

val ue can be associated with _a version nunber, and the current vyersion
number fuésers ¢sa reovife gogiacsperific Fallsad/ Bardplgats dannEyide sBRbuPdacyet @dised.

A t L1t t v al b
cend ng Tuvigh beRbFel ol therite 8ol SE P o RGP RATT-ARREHRL Sgie vos B
cust oner sresporitisg toearl ietaabd. | Ukijg tachakeppebahgesrd canvarsiomize op@natlieng or

configuration paranmeters of various ta. i nstances, .the provider t q[lg]ifcgél y
wi || havRATRBEICE of AAid HIFHABES qrERumahAat] Bsigacesepecording & iy coviamenBiatPgd-and
per f or i /Il ' &Br ¢eRplie@ i a grRQHMENt S
to pr emﬁg%%@%?é&%%n%nn%ﬁ%ﬁ‘gh%ﬁgggg%ﬂtﬂ%g?ngan%ﬁgni T ipclant I ?/%negatri vely

i npact tdlassafandtaivies,itbyeamaglora wer tar swbnteamfpdatel plataeticngtoapdkas can e some

enbodi nents, paraneters tha n affect availability m ght be restrict.ed
£ om bei AR APBCL LTER S CHieSoRnsERE BBt rTrine RRsTos A Rk hoad.
par amet ef$ eﬁzﬁﬂ}fﬂl@,ea SRRt Faatie) QRS a UAer EAtBc BE@YD ARlerE itheogff éeﬁﬁlg?or

range or set of values to which the Custonmer nust adhere. The range o
val ues camnbeidrimeautscttiog. dh Vardeustennhmdsmenis, the pritemel gmspedty pahthe aey

cust onoraprenrare Sl ol el IR Rub Sha B HEARITRR ) B ST B EN e ¢

those cusd-aRBless GRARA/sIOATIFQLS Well, A8 Y SustdMiz6@ MBlueRedid®iihfddveritinensr
can call an APl such as a "Decri beEngi neDef aul t Par anet ers" whereby the

cust omernggded-obt ai n i nformation such as a |ist of parameters supported by
the RDS system the paraneters for the particular engine (e.g., MySQ);
curr ent , [0086puMarican ehbodipend movidelone sr e anthineafecse swh; astaet ofype  of

each paraneter (e.g., static or dynam c); whether each paraneter is

modi i abRPlicaliRn BOEERBING ipisHiges @ lvam qﬂéﬁéaltsellsé%tm@%i%%ﬁ&%"r@“
modi fi a anet.ers s h a0 [ lioapPidi ch
par amet gﬁr’agmgl?% mdﬁ@gﬁ@%&é@%ﬁ%%%&gﬁ%ﬁ%ﬁ%@%&@%g@rﬁgﬁﬁa 1(t)"he

par anet edre padidal thegare Stegint aghetic \NOr 260 bé¢ 0430 RGTHpPRAED A0BHBE Znghmanged

are explicitly validate ef or.e being applied, in order tp ensur, hatf. t he
val ues THIIZT # RRPSRFIA ERpTRHPE- re%}f%é?&?keafrswegsﬁ?e“ssﬁﬁ%ﬁ%ﬁﬁ?0 s
cust oner, andfeBfiod ﬁﬁe@ﬁt%\éﬁﬂ%"fofé'ﬂ/[ﬁl%'dé?ébﬁse%ﬁ%ﬂl@ﬁcﬁfda%émefaﬁﬁﬁé ues to

be used for a data I nstance, instiance class, etc. For exanple, a custoner
m ght hasmbalisiegisi 4 isacan agrslmVobfsendes callrtafoie of ther ARk, abthgagforpgtionay y
little traffjc. night, .such that the cust [ .chogse o run | arge and/ or
cache-in ﬁ%‘l \‘i‘_@ﬁﬁ?ﬁé’f“gcte?%’?ﬂsusgig il %?acﬁﬁl@ﬁ%rﬁgg}ﬁﬂ@%sﬁﬁfﬁeé fl%?‘flee%é Bg_fcg%érrlg ni ght
want to hawaerlidd @Nens (udAae! plafe WerBattkfavaldyes feledafgld. he daytine, and
m ght want to have different cache allocations during those hours of the

S0 e P ST TOR IS et

traffic vary er of reasons,

weekday jegqnésito wealserthtasbnhildadin an iearo BRkagcaphed is@s@bligied in Amcdutalplagty, a
schedul e mi ght be stored in the control plane that can cause, a_workfl ow
conponengnd e aBPRRITRE Deekageanannger (erg ¢ QF PEHIMEWEET 1§ PR PHNE to the

appropri g, ighoa;%m%ﬁgpe?@pé%ggﬁ@gf%gg& eh@% AP QIiGRRRR Wher e

t he paraneters change ofte n set val ues, there m ght
be mul ti gtingsarsiiginforoftibh éonontogigumaticon(ile] ddnisismatde data stoee,daothepl ane,

such that the workflow conpgnent only need co i.cate the ch e in.
ver si on FRATPRIFALE 8/OF3R8 lﬁ%@nﬁ’é’rﬂij’é?‘?ss Ifce- i CABBPoRAEH- E8% P ‘é%?g[ﬁgsetsr‘?gn}géed
to send PAUAREIELL d¥BhN PalaH b TRE P habaf bd dPPficd 1€ BANGEsPedtiVOinBBnEP@ahe

data environment. In some embodiments the parameters are generated or determined
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[ 0053] In sonme enbodi nents, a custoner can be allowed to select fractions,
percent ages, or other relative values instead of fixed values for one or
nmor e par aveterign4Fer exanpl e, a custonmer mght want thepalrhuseabestbuf f er
cache to be proportional to the current workload or allocation. In such an
exanpl e, the custonmer can be allowed to specify that the buffer cache
shoul d be 25% of the allocated storage, 25% of the instance of the nenory
bei ng executed, etc. A conponent of the control plane can determ ne the
proper val ue based on the current allocation, etc., and make adjustnents as

necessary. In ne .cases the I n be .changed. at specifi,¢ ti or
i nt er val PR PROS Hﬂ%@?ﬂéﬁﬁ%ﬁﬁﬁée%ﬁ%%agggg‘ﬂnﬁ%‘m‘%bﬁi‘l!)rtelg?%rdt hgﬁlger’
updat ed @sHiaealthYhe b fdRfiad@ HRIRVEMbrRE efS T4 OtHh anBedinaial, ohe ohatges

due to tenporary spikes or glitches,” the changes can be nade after the
al | ocat i sts effdglysuind datehase sdttingsrasurite stred taacarmreptiptp lacpben BF theicagatrolyy

averagi ng the | ues er a nu r. Q revjous. i . Li.yi ng
ranges oﬁa’ﬁ% P@éﬁlﬁeaggggiéﬁ%f%la egF ﬁ?isﬁfé’a@% taéns p@ﬁ?ﬁgrg%gg%\%/%]ﬁ?%ggbeuﬁgﬁ g ?}{ne%:/e RDS
al | ows CuptRRisk. [0s@RE EAbAliRthtsyASosi@ltaten file is @k« imahd data plamstthatdes or
add nore stor age space on the fly. Thus, when the custaoner

hanges
conput e wsddyfthodntabasgenpingdelstartap he c]aéql@ée.n@ag}enpgqaedeﬂwngggw nAUEt omer
does not_have t0 ' ' ' '
dot or m e SO Ruie @ By SRt BE LS (B o LSS e P8 1y
change oimo@ittodbaffat €icht kebgall@aridethewahbasioasinteeatea e iBSYskdAstcdiAscussed,
a customer in sonme enbqdi nents can have the ability tlo ﬁgg%%i f%%’tgultiple
par anet efisgsarthdoveyem these Brramsisrs Big aobbe eptimal, gt leashRrelerest bYigs f er ent

appl i cat Qiisncd BLpdi RIS HISIBRECEHARRET cofl GuioAERDEiakin, HdBRY1S 2

ri sk tha east e parameters W Il have differéent values
speci fi eetit thedbhfiguration Glecanpsresthua theodutalpot ergenatally noaasessiblefid atser. tAhgser

need to be resol yed.. For exapple, if a lication. is heing.run at

Cor tal n REt SRy iA aHE G of W capaf e €rlop PR e efe HBefh efi on
and a pagarlehcdiPHR L plhhe tine, and the systemcan take the union of
these paranmeter group to apply at the current tine. In one enbodi nent, any

par aret e ue, t hat ) i.citly set by a _custaonern. w.l r nce
over o cn3fl ¢ Syt AP i areotadh i RSBty plsOiE A REEAETT
speci fi edpyshid BafewekqoPEACERRAERe fatheSRIE) thas@Eblel hserndheakeangefat i ve
of the two values can be selected, in order to mnimze a potenti al

negat i venimpercif callaintafiel donirol @leee toj modifyrany apsepriate dats Parasmetene e any ¢
nmoni t ored f.or per.i,od. of. i n i i rJu ely,
the | ess>CoMe \}gtr P\‘?ljg \S/%(‘Ihuﬁel{eg%ﬁgbgmaép%fr eeg aﬁ%?f %.'E‘p%%%aﬁﬁ%? Sjt%ﬂn%s%%%a{ §

i nt er medagtModid) Mo DEPardnes"ap phd Sshromiate AVaLG niedifptahe of denhbdifibieesol ution

approaches can be used as known in the art or iubseq}gisn ly devel oped for
such pur gdiggratjonosmmetarsderiie sapsel vignstancaRe IROAT £ Péﬂg*@&rﬁo%ﬁ TSNt he

control BkAle GALAUNGILAN SHeRA bs DB PESHNRE b AOPIG Ao BEPLLAIAG
conponen or a simiar conponent of the control pl'ane) can periodically
recei ve psltésponapeaniendrront, iobe iiscnmvbdregdnosttingsiaganstances kea plyiculpe
control plane can anal yze the .&;rfor nce informtjon and .determ ne any
adj ust mefHSORY, BEOURAEESS APRIHALIVR S GOUENDASIIRTTEPE SERRETREF U5t RS be
accordi ng,.to eﬂ‘aﬁx@%?gfﬂu?s%besQfe@l'&H&%r@&frfg%eﬁ%s@hsfﬁi@&%ucﬁ Q¢ nR¥3nahe or
can instead %e made according to one or nore algorithms selected by the
provi der valoesofor sorng er pé phanmrions ® by usdddt aBithbasy engive. enedsisethoBur i ng

period of heayv rkl pad, for, exanple, .it_ m,ght, be Sl 0.l e
t he connBi‘,rﬁnSW}/? ‘\(Avﬁﬁrﬁﬁg? Sféfﬁlf? V@IPGF RES D% qsgg%éplgg%ﬁ & efa%#raﬁanuges Iag%,éﬁe?l[s
m ght bepPRELSEAS. YddrtulBRiyu@h. ABQisaiBealthe HeRakRalues bfovidd BSRISNas bel so can
be nade accordlng to various rules or policies applied faor specific
A

cust oner detetaipbd EatheoRBS spsiem, prasarborzadomehdries Lo g eptimal ped/ahet er can
be adj “355&08#%8 rdrg%aluﬁasletlti%gs %}It & c&?@mn&?gpﬂl%%tigﬁ,aekhﬁlepgtﬁ.a Fed 86&&&% itlg

or bucket exists for a customer, however, the RDS can be configured to instead (or in

addition) utilize values from the configuration file when creating instances for that customer.
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suggested to a customer, as the change can require a rebooting (and
tenporary unavailability) of the data instance. [0056] FIG 6 illustrates
an exanplwoponwrasaI600 by which a control plane or cont poli/usesviosEsTan
nonitor the performance of a data instance (or data store, repository,
etc.) in a data environnent. A request for status is sent fromthe control
pl ane to a host nmanager conponent for a data instance 602. A determ nation
is made as to whether a response is received within a specified anmount of
time 604. If no response is received, it is determ ned whether a threshold

nunmber o quest s..have been sent 60 |f~a threshal d. nu r .r equests
have notlfogégln ?é?\@dlg% bripe ?@aa%gqec@‘gﬁoggglgg P Bygmets g(;“(%e%s%g%e nessage
is recei %e%@ratﬁlg%iafagaﬁqﬁﬁﬁnée& 2OOEEdIht 8D Svamt AR adklal he hdjasypagahéton foeeds

to be taken 610, such as whether there are any errors or tasks to be
addr ess ezkistingdnstencesh Eoperanamepmestamgronight desidd that batedonfagorssughpiinet er

| dj t ld b \ : : ' h
Cur et B PR Biigin g bEhidle IR IBIREN BT e
to be heglvahhpediR@o RIGERSS L8t BORTtiofueenviry fortherépectivquest cdche. Iataaderso

being sent at a later tinme. If the response nessage_i ndi s that an
action sihewre the qyerypahosire dhowser crrapke 8 calh siHpas M%gflﬁgégﬁe@fﬁeﬁmp

i nformatj i ¢ AAGK] 185S sh@ be
used o A e bl bR B B AR o7 th REpRr A 110 BPCRBRATENERS ob2 0
as may bgelVognie@dicenlager cddmprocedatiae catlao elaoe applopriaeuatk isfoomagen ide shs on.

The job queue can be nonitored to determ ne f{he presence of job infor.mtion
514, SUCKIR B4l oSk LU0 S SRFHBAL JOBHECHN SIS BF<PoGITRAT B En JPUR oo
a requesg,, n%g d?%eeﬁ'?{satqu&&’ i ??@ﬁﬁin@tﬂ@i o4t PIskd RELd SQU@SY athcREs toRnB16.

In other e a workflow conponent” m ght nonitor the job queue for
j obs, ora sqaestpastient othér suth chimasdrty iaceakflayarompppestergrabiet wsantfte Ahat | on

directly to a workfl ow c onent ....[ 005 Upon receiving the j.ob .
ot or et 1B on RErkRS Hver e Ay kor I aaeer s e ans yid oarariate,
appropri MRAHT LW o ‘arhofst[gfﬁ?ﬁ@%' 854 88ta36d1ARR iR IR daldglanerik ubae itise e

executed 620. Wen the wor ow i ncludes tasks to be perfornmed in the data
envi r onniarths paaeeter group(Hend iapplyrthetibdaied anmipdificdparameeter grovp(Shivriiger in

the data environnment to performthe task and ex . . as
my be. aCBRITEREReofes dndp Bt B n P B ey B b IR B i BBl 2
conpl et egofpk: 8ESAMAY inchiiR ‘fatka ahi Séfipesk Geningk andthe afdr icanl ehdrge peings s
requests sent from custoners or apglhi cations via a data plane interface. If
t he wor Ky pesforminga gelf thet aausas e eldhe PATAMFECTEBARSIP beRpPHh#enPecitigdiGs to

updat e version angd. te. jpf [ ' ] ;i rhhe. wanktt ow
can di reé]tostt' e apogirl%l%}rlt?’aat%dsgbégn%?%g%?@a%gc gé%gaﬁ% r%?élgﬁ\sﬂ%{r:%%ﬁent to execute
the vari t sk gd backny thicaskgisanrdefiul seningk.eVadosuanbsdifnehtsyprovde ifdr & he
task would require an action_such as a reboot of g data instag)gg, for

exanpl e, <@l ewasiiesugh apt ResetiBPapmetar Ugine dhatiran SENSt ¢ FTHROTE r (or
anot her | A& i aaolgdr' \ BTN deMalth AU MR ault

notifi Caﬁ#%@%ﬁ%%&ﬁg@g#@cc .r%&g%tﬁfbggq%g%gfati ng an act thn ngtj fé}ucatj on
and/ or addigy. iSichmmadet oalut alsararbe osed when {RGE8ormmsneeerita databdse kanedt r ol
pl ane | ayer can take advantage, or "sit on top," of various basic software
f r anewor r?aémgpé?‘feéﬁlﬁlﬂ?g alﬂﬂﬁ‘@%ﬂ%@&?f Jants; tﬂﬁ&%ﬁ?@h‘ﬁ I BRANGAPFETES tO proper
establ i sﬁg fe§elcOMuni cati on channel s between the host managers of the
data pl ane and the conponents of the control plane, installing software on

Lhe 1nSUANGER bl ot Attt A0RP LY Mol QsBripkAPgpe backup and

recovery
ModifyDBParameterGroup call to an appropriate API, the modified parameter group can be

assigned a new version number in the control plane. The workflow can cause this new
version to be passed to a host manager of the appropriate instance(s) where the new version is
to be applied. When the new version is transmitted to the host manager, for example, the new
version number can be stored to the Admin data store along with a state value such as

“Updating” or “Not_In_Sync”, such that a user querying a state of an instance having the
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[ 0059] For exanple, a control plane |ayer can take advantage of a workfl ow
service to manage workflows. As commonly known, a key characteristic of any
wor kf | ow wognne4sm9t hat t he engi ne enabl es asynchr onous pamasSc@sosEbT e
processi ng. As di scussed above, a workflow can be thought of as a state
machi ne that starts with an initial state and goes through a series of
internmedi ate state transitions by executing different steps of the workfl ow
before reaching the end goal. This end goal can be thought of as the
termnal state of a state nmachine. A workflow service offers the ability to
create workfl ows, and.proevides h t P t of a

g ven worEAToR) GiouPRaREd St B ovs LS R RCLE OO REHRIRRIER B el T

t he cur r@mpfensi@tion@iirdbhe 15¢ Adwe veridi menbds depigngplicd akd ddfotthatict imdrcatiig ch
executed successfully and the steps that pust be executed to kee %unf

wor kf | ovihaighe fgw verdOnsisibeingaarpbed. Maen theherd mangger fa%%a&ﬁagﬂc“e%‘é’&%s Yhe

state tr Lt i f { asks for a
wor kf | ov@%\?’nﬁﬁ {}Iﬁﬁl%“f n§aﬁeifé1t§{)%{b E‘B’ﬁ‘?‘g%@qﬁﬁﬁ?@(}l }ﬁé%ﬁﬁéb@gﬁtte‘ﬁﬁﬁionponent S
of the wafdefadvn irSihechtaeraimohmeht. pA anemieang kamponarit pepbdicalty &fecking theinni ng
in parallel at_any given tine, and these workflo can be fgr @%rform ng
di f f er enttatBagkidic HOFemMamger 6N Birla HR ReREY XRialoy LFRdSA0 HRILF Ui t ect ure

M iﬁg:irﬁlafig%g% (il fip Ml @ 816 S Irhuciheh B BRWRrdi b Bleaihdt L €s

in paral er architecture that can be utilized

advant ageous isynavetlateasrehoversion; idngnspdaie shesanimactatd ish asSTNHBYNESt A

managers of the data plane fromthe conponent,s of the hest 1€ e
embodi oG PSR BH 7 REE B O Sriora: BB bad o
const ant ].yivE OfURAE &hbHH Mt hBEfiEARM ARBIYE o HR ARy el ol ol Hahs
(e.g., database mai ntenance and software installation), as well as to check
t he st atwkerthemnhe paaametasgionp issnseessanly/applie@éposi tories. It is inportant in
at | east some enbodi ments that all comruni cati ons between the control plane
and the [p0g1] MARAEEhSaOE 6LEUSOIESTs AtiHLIBY PardReiorbupsh Bhickets venfiguratiyrofilesf r om
eavesdroppi ng or_ issuing unauthorized commands to the host nﬁga ers. %0061]
In one esrbubkTRBeh elegientsds that AicstomERdeasaioh Bpe oFepaatchpline 53 @gﬁagcear
secured usi;n h t, t S8l r er
(5o AT BB SR PR E  BROE Rr G o PG SpBOE B RETY
started @sipor slehicpts amtntiredleey plass, cag) ahd all dincappr@aiae mstnaest ¢angeediee the
application server engine, a scré&ﬁ% %?1 be executed that gener tes a

S

sel f - si gHsltedarramteny AU Rylamaically s Srrza PEGerY aLAcad BRiaRi v iR maYiple
communi P@Jtéb%ges%!}@ﬂg&i foSthin ﬁ%b@%&%ﬁ Nof 2ldrfifle] Shdus RlidsRalfBeo RFRQMItHBYRL T or
encrypting the comunication annel and not for client authentication.
Client addtdients atahé omd $me s theasdnaohayefoe thanapplicatipubi gyme casas iffesgnt types

[ t dded i I, . h .t [ di. t al | ent
31 On- query AR 4761 D R ArUA Rl ey TR EENa TR
val i dat eéhvgﬂtage&,ﬂse{s%@ MR &R hot NRUHEH sGRMIBS BePIRYech ddtathsé Begine used

application sérver for the host nmanager. Further, a security group (i.e.,
firewal | for theeapplicatiprpes tstdiffbientrschervpencengimessan bo haefllehawigieically ihibedat a

pl ane such t on osts. sitting ipn a given n S 0 an
conmuni c%&nér_oﬂgfaﬁ& Fﬁ’éﬁﬂog Flnﬁjﬁﬁtg%oﬁgrct@ 53?_131 7 eeﬂhrel1 _ %SL% ﬁlg[%e&ﬁggﬁgd%t’e_ e}\lfgi al's
(such ascqidoy BlaBe QY Bindt@theR@chlcQlependdht BBnAR@MOPr i at e keystore, which can
provi de for functionality such as key nanagenent and rotation. 100621 The

i nstall atj of .t he host j I Skt be
managed #dggﬁea B LN R L Sﬁgﬁ&ggﬁg@p‘% %%?}sé%ﬁ;%l%%gt ﬁrf%qyu?g%ﬁfggfqaélg dowg al |
the ot heprokEst380 6 Secordan@s evitdrednimitimeatrby whichneaseter tan tdyecspipd i cat i on

server engine at bootup, and the host nager is jnstalled calling the
appl i cat sRSATEEEva OFIIPHYING oTNREHBFIRT Yﬂgg%ﬁéaﬁ’w%@ q@%ﬂ%@ﬁéﬁﬁf’ﬂ ion. As

R e T e R

client au re rnsta tware or pushing updates to a
host nmanageg thewbhtrhl sane bea siedlanghtashedobicticut Wakledlt femy “chgomerisaid ity

f existjng; itories. [Q063] Anot i that :
O hder] vi hdima haabiadne Spanes o driropos fe P e pamsiangs BEERLAT e rBS Ry, i
desi rabl QafofuPd bd B85 Q06d Blat HealBsn L& tHRAGKYPGHS LAREMbRD 88d 1Hf hgSamEpriate

i nstance for various reasons, such as user-initiated backups (which can be
per f or medsedor dexgloper can be allowed to access the control plane and data plane in the various
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t he backup tinme w ndows) and systeminitiated backups during database
restore, etc. A single framework can be inplenented to handl e both

i nst anceswoboiiaelup a repository, a framework can handlpeThmekiongi7ap bot h
the data files and any associated log files. Wile various steps and
processes will be described, it should be understood that various steps and
approaches can differ from various database engi nes, such as MySQ. and

ot hers. [0064] An approach for backing up data in accordance with one
enbodi ment suspends data operations until shapshots are taken of the
appropriate data volupes, .and the |l.og files a simlarly.copied I .

appr opr | FRRPAUGELF; gHI.'t ol ﬁ&ﬁﬁ?’i’?d’éﬁenﬁ\&?ﬁw& ﬁeetbe_e r%f?%%areﬁvh@hﬁlgc Up

w ndow hekgt.d Rishb@HivRGnReRRRNYRRIATAMN RackiCRni Rsisée 1d hertaakdpr wi ndow,
the Admn tier can reate a workflow that will create a workflow instance
for repositagewatiackeips: compawatsesengsiseapplivationss fdrviens, ionpBies such resources in
"supendDat abaseFor Backup" imlar APl for the host manager. This APl can
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[ 0067] Various aspects also can be inplenented as part of at |east one
service or Wb service, such as may be part of a service-oriented

ar chi t ectwoeoiBassbces such as Wb servi ces can communi earasesiongl7any
appropriate type of messaging, such as by using nessages in extensible

mar kup | anguage (XM.) format and exchanged using an appropriate protocol
such as SOAP (derived fromthe "Sinple (Object Access Protocol"). Processes
provi ded or executed by such services can be witten in any appropriate

| anguage, such as the Web Servi ces Description Language (WBDL). Using a

| anguage_such as WBDL al | ows -f or functi.onalit ch . d
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those skilled in the art. Simlarly, any necessary files for performng the
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i ncl udes conputerized devices, each such devi‘ce can include hardware
el enent sisthalyzaby deeraliecinyi @ébh yeedndpb edoocsatha rbpwst 404 and &fermation for

i ncl udi ng, for. exanpl e, at. | i it
| oast onBe erealion VR (i igb diRie A e sy BRAT HoEarT fIapting Sizdhd ffusen
or keypad, depifhi th%e SAKEn QY tRUIULFARBWLER 408 séhd a RqdbdRb aMtisEHIeRkflow

printer, or speaker). Such a system may al so include one or nore storage
devi ces, fos tietreqeestidsictiongsy 480. Ot jobdhfasmetiayés ateiized &y detpanisppn¢ost at e

Ry, Saem i BB SO he Deden b ahighal s wlieheat Prlcte IR

etc. as to provision an RDS database instance, generate any necessary storage volumes, install the

database, contact a host manager for the instance to specify a setup parameter group to be
used for the instance, persist the configuration information on disc in the data plane, etc. As
discussed, different tasks can be selected for the workflow based upon factors such as the
type of action requested, the parameters of the request, and the type of database engine being
used. The control plane in this example can direct, via the workflow, the list of parameters to
be used in generating the configuration file 414, installing the configuration file for the
instance in the data plane 416, and starting the database instance using the parameter values

from the installed configuration file 418.
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100711 Such devices also can include a conmputer-readabl e storage nedi a
reader, a conmunications device (e.g., a nodem a network card (wreless or
wired), awoiofweasmad conmuni cation device, etc.), and workirng:00eBr7¥7 as
descri bed above. The conputer-readabl e storage nedi a reader can be
connected with, or configured to receive, a conputer- readable storage
medi um representing renote, local, fixed, and/or renovabl e storage devices
as well as storage nedia for tenporarily and/ or nore pernmanently
containing, storing, transmtting, and retrieving conputer-readabl e
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Wb servi ces, conPri si ng: . L
an example of a process 500 for updating parameters for a running instance that can be used

in accordance with various embodiments. In this example, a request can be received through
a control plane APIs, such as a “ModifyDBParameterGroup”API, to indicate a change in
value of a database parameter 502, such as a change in query timeout from ten to fifteen
seconds. The request is analyzed to determine any action needed to process the request 504,
and information for the creation is written to a job queue 506. The updated parameter value
information can be stored to the data store in the control plane 508, cither directly or as a task
in the job queue or resulting workflow. The sweeper component monitoring the job queue
can determine the presence of the job information 510, and in at least some embodiments can
send a request to initiate a workflow for the requested action(s). The job information is
analyzed to determine and/or assemble an appropriate workflow for the requested action 512.
As tasks of the workflow, the control plane can call into a host manager for each data
instance associated with one or more specified parameter groups to install the updated
configuration file 514. A response can be received back from each host manager regarding
the update 516, and a response can be sent to the customer indicating whether all instances

were able to accept the requested change successfully 518.
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under control of one or nore conputer systens configured with executable

I nstructions, providing a plurality of application progranm ng
i nt er f acewo(2ARlmy3ieach enabling a user to submt a Web eemrwise@onseest to a
control environnment, each APT WD 2011/ 044319PCT/ US2010/ 051757
corresponding to a desired action to be perfornmed with respect to a

rel ati onal database for the user in a separate database environnent;
providing a default parameter group for at |east one data instance to be
provi sioned in the database environnment, the default parameter group

e ] 8 s U RSP, LI LA o
the type(s) of parameter(s) being updated. For example, many databases have at least two
types of parameter, including parameters that are “static” and parameters that are “dynamic.”
Dynamic parameters can be set at runtime, such that the workflow task can cause the host
manager to apply the updated dynamic parameter(s) at the substantially time of the request.
Static parameters include parameters that can be set only during the startup process for a
database (e.g., query timeout), and not while the database is running. If one of the tasks of
the workflow causes a new configuration file to be stored in the data plane for an instance,
and a change to a static parameter is included, the database will not pick up and/or the change
until the database is rebooted. In some embodiments and/or instances, the workflow can
issue an explicit reboot task to cause the database to be rebooted in the data plahe. This can
involve the workflow contacting the customer for approval, or otherwise obtaining
authorization (such as part of the received request) to reboot the database. In other
embodiments and/or situations, the configuration file can be stored in the data plane, and any
updated static parameter value will be applied upon a subsequent reboot. In some
embodiments, a user can make an explicit web services call to an appropriate API to force or

request a reboot in the data plane. In other cases, the change will take effect when the reboot

occurs as a result of a crash, scheduled reboot, etc.

[0049] In some einbodiments, the type of parameter will be indicated by a field, flag, or
other such approach, while in other embodiments a global list will indicate which parameters
are static and which are dynamic. The type of parameter can be determined by the database
engine, and at least some of the static parameters can be defined by the control plane. In
some embodiments, instead of a ‘type’ the control plane can utilize an ‘apply method’ or
similar parameter that indicates whether the parameter value should be applied immediately
or whether the system should wait for a reboot. When the apply method specifies a reboot,
the user can be informed such that user has the option of requesting an explicit reboot. In
some cases the reboot can be specified as part of the initial update parameter call, or an
agreement can specify that any time a static parameter is indicated to be changed, the system

as part of the workflow should reboot the system.

[0050] In some embodiments, the monitoring component of the control plane can

communicate periodically with the host manager for a data instance, as discussed above.
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In response to receiving a first Web service request to the control
environnment through a first APl of the plurality of APls, causing at |east
one task wo 2ba/@estbormed to specify a first nodified paremaisestogsep to be
appl i ed when provisioning a data instance in the separate database
environment, the first nodified paraneter group having a second version
nunber; and I n response to receiving a second Wb service
request to the control environment through a second APl of the plurality of
APls, causing at |east one task to be perfornmed in the separate database

environnegnt to apply..a second dif,ied rameter group having a thipd
Versi on Homssneh e raBEtRsalCE e ep BRui S Gn BB b BE,
wher ei N §h8bAds Bhs febodRl Bated §RAGK e orBdirhinibalonTeéeved/Rbia e nide ofr
nmore instances of the relational database by submtting a single Wb

ser vi cestheabdpeeidva st senegess. Ehe/MosHieng cONDUTS} Gragidr@cpinfpmnation about the
conput er - i npl engnt net hod of c ' . ter
aroup. | misPiite o it SR Bl THENEF A5 oMb SRR e REPAELST one
dat a i nsigyea, 4l @ upkienithd Deehdtidntii éhalaipadiatge eotitid] phamedhta tOQ7 FDEl ause

3. The conputer-inplenmented nethod of clause 1, further conprising: .
example, if an update was to be made to a static parameter upon reboot, the parameter in the

control plane data store could have had a “pending” or similar value associated therewith.
Once the database has been rebooted and the new parameter value applied, the value for the
parameter can be updated to “current” or “applied,” for example. In other cases, each
parameter value can be associated with a version number, and the current version number for
the configuration file can be updated when a reboot is detected. A customer can have the
ability to request the current parameter values by sending a Web service call to the

appropriate API, etc.

[0051] While customers can desire the ability to make changes to various operating or
configuration parameters of various data instances, the provider typically will have certain
guarantees that have to be met regarding availability and performance. Accordingly, it can be
desirable in at least some embodiments to prevent customers from making changes that can
significantly negatively impact the availability and/or performance of the data instances. In
some embodiments, parameters that can affect availability might be restricted from being
changed by a customer. In other embodiments, various such parameters can be changed by a
customer, but the provider can define a range or set of values to which the customer must
adhere. The range of values can be the same for all customers and applications, or can vary
between use cases, such as where certain customers are “preferred customers™ or where those
customers agree to certain possible results if those customers change various parameters. In
some embodiments a customer can call an API such as a “DecribeEngineDefaultParameters”
whereby the customer can obtain information such as a list of parameters supported by the
RDS system; the parameters for the particular engine (e.g., MySQL); current, default, and/or
pending values for each parameter; the type of cach parameter (e.g., static or dynamic);
whether each parameter is modifiable; and allowable ranges or values for at least some of the
modifiable parameters; as well as other such information. as well as which parameters are

modifiable. In some embodiments, at least some of the parameter values requested to be
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updating information stored in the control environnment for a current
parameter group version of the at |east one data instance and state

i nf or mat iwo 20Bpexnent i ng any changes being applied to treTais2é1east7spne dat a
i nstance. [0076] O ause 4. A conputer-inpl emented nmet hod of enabling a user

t o manage operational paraneters of data instances in a database

envi ronnent using a separate control environnent, conprising: under

control of one or nore conputer systems configured with executable

i nstructions, providing a plurality of application programm ng

I nterfaces | s) ch e | i ser to,sybmt .a Wb seryvi.ce r to
t he cont‘ﬁ’(ﬂf’é@;‘"\lﬁ’ Fﬁﬁ%ﬂl’ ygﬁ%é‘?fpgﬁreg%q’?%g@&ﬁgi Wgorfl%r 9 eB%“srlg rt%a&%%ec‘faﬁ% 3 be
per f or megitMintdd dc8SRMAL rdrgeOne or nore data instances for the user in a
dat abase environnent;

[0052] In some embodiments, a customer and/or the provider can specify a schedule of
parémeter values to be used for a data instance, instance class, etc. For example, a customer
might have a significant amount of user traffic during the day; but very little traffic at night,
such that the customer chooses to run large and/or cache-intensive operations at night. In
such an example, the customer might want to have different connection timeout values during
the daytime, and might want to have different cache allocations during those hours of the
night when specific applications are scheduled to run. In other cases, traffic or workload
might vary for any of a number of reasons, such as weekday versus weekend, holiday or
seasonal variations, etc. Accordingly, a schedule might be stored in the control plane that can
cause a workflow component to communicate a change in the current configuration file to the
appropriate host manager(s) at the appropriate times. In some cases where the parameters
change often (e.g., daily) between set values, there might be multiple versions of the
configuration file stored in the data plane, such that the workflow component only need
communicate the change in version number to the host manager. Such an approach can

prevent the need to send parameter value information each time a change is to be made.

[0053] In some embodiments, a customer can be allowed to select fractions, percentéges, or
other relative values instead of fixed values for one or more parameters. For example, a
customer might want the allocated buffer cache to be proportional to the current workload or
allocation. In such an example, the customer can be allowed to specify that the buffer cache
should be 25% of the allocated storage, 25% of the instance of the memory being executed,
etc. A component of the control plane can determine the proper value based on the current
allocation, etc., and make adjustments as necessary. In some cases the values can be changed
at specific times or intervals, while in some embodiments the values can be monitored and
updated continually. In order to prevent excessive changes and/or changes due to temporary
spikes or glitches, the changes can be made after the allocation changes by a certain amount
over a certain period of time, by averaging the values over a number of previous intervals,
etc. Specifying ranges or percentages instead of fixed values can be advantageous since RDS
allows customers to perform actions such as to scale various instances or add more storage

space on the fly. Thus, when the customer changes a compute node from a small node to a
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providing a default parameter group for one or nore one data instances to
be provisioned in the database environnent, the default paranmeter group

i ncl udi ngveabuer4dior a plurality of database paraneterspcrhms2aehsarst
parameter group having a first version nunber; and i n response
to receiving a Wb service request to the control environnment through one
of the plurality of APls, causing a nodified paranmeter group to be applied
for the one or nore data instances, the nodified paranmeter group having a
second version nunber, wherein the user is able to nodify paraneter val ues
for any of the one or nmpre data instanc before. creation.of at |east one
of the daes TS nexempl. firicPaomsy A3 19 devhle B s Sl He A Bb U Cas | o
runni ng pﬁaﬂl@@r%@ms cBR ViblepiRthe aprOfraAt ChidlsBased bAhe user input and
conput er-i npl enent ed net hod of cl ause 4, wherein updated paraneter val ues

of the nodimhatchllyahangs e agroosaaleirthe pppimictsd valses pengadadi ng data i nstances
at substantially the tine of the request when the paraneter values are

dynam c (oab#es Asalistussed, a custometit@iofiderihelipans ort Bivevht ubiditptoespapify i ed to
t he running data instances upon a reboot of the data instances when the

par anet enulfiluparameisr SPP.cUhRY BEUPE GorERtddicentginee farshercat aRRlsREcRSt ed
met hod Oif'or ﬁh‘?e"férﬁ i§sta1{c%rcﬁ£§és, ERIMA dedtdifsly, there is a risk that at least some of the

parameters will have different values specified in different groups that can potentially cause
conflicts that need to be resolved. For example, if an application is being run at a certain time
of day, there might be a parameter group for the application and a parameter group for the
time, and the system can take the union of these parameter group to apply at the current time.
In one embodiment, any parameter value that was explicitly set by a customer will take
precedence over a default value for that parameter. In other cases, the more recently
specified value can take precedence. In some cases, the more conservative of the two values
can be selected, in order to minimize a potential negative impact availability, etc. In some
cases, the performance can be monitored for a period of time and, if the system is performing
adequately, the less conservative value can be applied for a period of time, an intermediate
value can be applied, etc. Various other conflict resolution approaches can be used as known

in the art or subsequently developed for such purposes.

[0055] In some embodiments, the monitoring component of the control plane can function
as part of a feedback loop, as the monitoring component (or a similar component of the
control plane) can periodically reccive performance information from the host manger(s),
whereby the control plane can analyze the performance information and determine any
adjustments to be made to the various parameters. The adjustments can be according to a
schedule or specified percentage or range, for example, or can instead be made according to
one or more algorithms selected by the provider to optimize performance or availability, for
example. During period of heavy workload, for example, it might be desirable to increase the
connection timeout, and when the available cache is running low, it might be necessary to
adjust the amount of cache, etc. Adjustments also can be made according to various rules or
policies applied for specific customers, applications, etc. In some embodiments a dynamic

parameter can be adjusted automatically, while changes for static parameters might be

25



I n response to receiving a Wb service request to the control environnent
t hrough one of the plurality of APls, causing one or nore of the running
dat a i nstwoces/e31peboot, whereby the static val ues areprappisc@d051757

[ 0079] O ause 7. The conputer-inpl enented net hod of clause 4, wherein
applying the nodified paraneter group for at |east one data instance
further conprises installing a configuration file including the at | east
one paraneter value for each data instance to which the nodified paraneter
group is to be applied. [0080] d ause 8. The conputer-inpl enented met hod of
clause 4, wherejn the database, environnment is,operahle.to provide 1

ol r i (eI PRLuET BUE A ERged Nkt kOB FIE Gnd iriptal diFallbilicy)

of the data instance.

[0056] FIG. 6 illustrates an example process 600 by which a control plane or control
service can monitor the performance of a data instance (or data store, repository, etc.) ina
data environment. A request for status is sent from the control plane to a host manager
component for a data instance 602. A determination is made as to whether a response is
received within a specified amount of time 604. If no response is received, it is determined
whether a threshold number of requestsl have been sent 606. If a threshold number of
requests have not been sent, another request can be sent 608. If a response message is
received, the response is analyzed to determine whether any action needs to be taken 610,
such as whether there are any errors or tasks to be addressed, whether the performance
information indicates that a parameter value adjustment should be made, or whether the
version number of the current parameter group has changed. If not, and the instance is
determined to be healthy, the process can continue with another request for status being sent
at a later time. If the response message indicates that an action should to be performed with
respect to the data instance, information for the action, such as the type of action and
parameters to be used or adjusted to perform the action, is written to a job queue 612, such as
may be located in an Admin data store or other such storage location. The job queue can be
monitored to determine the presence of job information 614, such as by a sweeper
component, and when job information is detected, a request can be sent to initiate a workflow
for the requested action 616. In other embodiments, a workflow component might monitor
the job queue for jobs, or a component of the Web services layer may send the job

information directly to a workflow component.

[0057] Upon receiving the job information, the information is analyzed to determine and/or
assemble an appropriate workflow for the requested action 618. The workflow is then
executed 620. When the workflow includes tasks to be performed in the data environment,
state or other information can be sent to a host manager in the data environment to perform
the task and execute the workflow, such as may be accomplished using a process described
above. If the final task is completed successfully, the data instance can simply continue o
process requests sent from customers or applications via a data plane interface. If the

workflow is to perform an action in the control environment, such as to update version and
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wherein the user is further able to specify a nodified paraneter group for
all of the plurality of instances in the data instance class using a single
Wb serviwe 20ad4431p0081] C ause 9. The conput er -i npl emrent edTrostéoasos7 cl ause
4, further conprising: in response to the Web service request,
executing a workflow in the control environnent including at |east one task
to cause the nodified paraneter group to be applied for the one or nore
data instances, the workflow further including at |east one task to update
information for a current paranmeter group version of the one or nore data

I nstances and.state info ti representi an hanges being, applied to
the one BFLCrBPEnAeLIR Rt dmidata st S G B o dle L B PR R
met hod ofr gk ab%fol 2nvitbehehtno ax 80 {HRVaR8us RRRO NE Ly Bk thehd PRLHRIpIddane
periodically communicates with a host nanager for each of the one or nore

dat a i nstwenessBillyndr ifithe tasls ponkeretivire e attissx sugh asgesbagpdhe dalg ivstanser it
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and st at @e, HpphiEAon0Br ToR &S E Marid@s biter ivwidatietl apasartah@cc@! uwh Ravi ng been

successful ly applied. [0083]Cl ause 11. The conputer-inpl enented met hod of
cl ause 1genefatinglggraction notification and/or adding information to an error log.

[0058] As mentioned, the control plane layer can take advantage, or “sit on top,” of various
basic software frameworks for performing tasks such as: implementing workflows,
establishing secure communication channels between the host managers of the data plane and
the components of the control plane, installing software on the instances of the data plane,

and performing various database backup and recovery procedures.

[0059] For example, a control plane layer can take advantage of a workflow service to
manage workflows. As commonly known, a key characteristic of any workflow engine is that
the engine enables asynchronous and resumable processing. As discussed above, a workflow
can be thought of as a state machine that starts with an initial state and goes through a series
of intermediate state transitions by executing different steps of the workflow before reaching
- the end goal. This end goal can be thought of as the terminal state of a state machine. A
workflow service offers the ability to create Workﬂowé, and provides hooks to determine the
current state of a given workflow and the step(s) to next be executed. The service can store
the current state of the state machine, keeping track of the steps which executed successfully
and the steps that must be executed to keep the workflow moving. The service does not, in
general, actually execuie the state transitions for us. The precise tasks of executing the tasks
for a workflow will in many embodiments be performed by the “client” components of the
workflow. Since a control plane can have multiple workflows running in parallel at any
given time, and these workflows can be for performing different tasks, the control plane can
take advantage of an architecture that is able to schedule multiple workflows and execute

multiple activities in parallel.

[0060] Another architecture that can be utilized advantageously relates to providing secure
communications to the host managers of the data plane from the components of the host

plane. In one embodiment, the workflow and monitoring components of the control plane are
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conprising: nonitoring information for the one or nore data instances; and
automatically applying an updated paraneter group based at |east in part
upon t he wornntiorexioi nf or mati on when at | east one par anetrer/vsadwesi7a7 t he
update paranmeter group is to be updated. [0084] C ause 12. The

conmput er -i npl ement ed nmet hod of clause 4, further conprising:

storing paraneter values for a current version of the paraneter group for a
data instance to a data store in the control environnent.

constantly communicating with the host managers to perform various tasks (e.g., database
maintenance and software installation), as well as to check the status of the various instances
and/or repositories. It is important in at least some embodiments that all communications
between the control plane and the host managers occur over a secure network that prevents

anyone from eavesdropping or issuing unauthorized commands to the host managers.

[0061] In one embodiment, all communication channels to the host managers are secured
using a hypertext transfer protocol over a secure socket layer (SSL). Each application server
hosting a host manager application can be started using scripts at boot-up of an instance.
Before starting the application server engine, a script can be executed that generates a self-
signed certificate and installs the certificate to enable the SSL communication channel(s).
SSL communication is used in one embodiment for encrypting the communication channel
and not for client authentication. Client authentication is instead achieved with a
public/private key signature embedded in each request, such that in one embodiment all
clients sign query string parameters using a private key. This signature can be validated by a
custom interceptor, which can be deployed with the application server for the host manager.
Further, a security group (i.e., firewall rules) can be established for each monitored instance
in the data plane such that only hosts sitting in a given network or secure group can
communicate using the host manager port. Secure information and credentials (such as
pﬁvate keys) can be stored in an appropriate keystore, which can provide for functionality

such as key management and rotation.

[0062] The installation of the host manager application and any updates also can be
managed for each instance, in a way that does not require taking down all the other instances.
In one embodiment, an instance starts the application server engine at bootup, and the host
manager is installed by calling the application server manager framework to deploy the new
host application. As with other communications, the communication can be intercepted and
the client authenticated before installing software or pushing updates to a host manager,

which can be accomplished without affecting the availability of existing repositories.

[0063] Another aspect that can rely upon an underlying framework relates to repository and
data backup. It can be desirable for the control plane to backup customer repositories and

instance for various reasons, such as user-initiated backups (which can be performed during
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10085] C ause 13. The conputer-inpl enented nmethod of clause 4, wherein the
user is able to specify a relationship between a paraneter value and an
aspect ofwobheidatabase environnment, and wher ecm/usb@oparanet er
val ue is capable of being automatically updated using the relationship and
changes in the aspect of the database environnment. 10086] Cl ause 14. The
conput er-i npl enent ed net hod of clause 4, wherein the Wb service request is
dat abase engi ne i ndependent. 100871C ause 15. A system for enabling a user

t o manage operational paraneters of data instances in a database

environ n&lg tbagl'csdpntgmg w%g o%s‘;)ltaﬁd CS:?SQEt:I{’lgllﬁti%pe\él bragﬂurrpesnc{uﬁn%%})arbhésé rrégtbre, etc. A
single framework can be implemented to handle both instances. To backup a repository, a
framework can handle backing up both the data files and any associated log files. While

various steps and processes will be described, it should be understood that various sieps and

approaches can differ from various database engines, such as MySQL and others.

[0064] An approach for backing up data in accordance with one embodiment suspends data
operations until shapshots are taken of the appropriate data volumes, and the log files a
similarly copied into an appropriate location. For example, an Admin tier can wait for the
backup window before initiating a backup procedure. Once inside the backup window, the
Admin tier can reate a workflow that will create a workflow instance for repository backups.
In one example, the workflow invokes a “supendDatabaseForBackup” or similar API for the
host manager. This API can manage tasks to, for example, flush and lock the tables, suspend
1/O to the data volume, create and mount an LVM snapshot for the log volume, create a log
position file with the last log position, and start a timer to resume the database. This timer can
be used to resume the repository in case the Admin tier hangs up while performing a task,
such as taking snapshots, preventing the repository from being accidentally suspended for
indefinite period of time. The workflow can poll the host manager for completion of these
and/or other such tasks. Once the workflow has confirmed that the host manager has
suspended the repository, the workflow can will attempt to backup the data volumes using a
set of ordered tasks. For example, the workflow can indicate to create snapshots of each data
volume, and verify that the snapshots have been successfully created. A row can be inserted
for each snapshot volume in a location such as a backup_data_volumes table. Subsequently,
the workflow can invoke a host manager’s “resumeDatabaseFromBackup” or similar APL
This process can copy the repository logs and log position information to an appropriate
storage location, can unmount the log snapshot, remove log snapshot log volume, and unlock
all tables. The Admin tier then can create a customer event that indicates the backup has

been completed and the repository is again available.

[0065] As discussed, the log files also can be backed up in a similar fashion. The logs can
be used to perform tasks such as replaying various transactions in case the data files have to
be restored. The engine logs can be copied to an appropriate storage location, such that

previously backed-up log files can be obtained using a simple list command. A host manager
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a processor; and a nmenory device including instructions that,
when executed by the processor, cause the processor to: provi de
a plural iwe 20f1/apqbi cati on progranmm ng interfaces (APIspceaskoensirs?i ng a
user to submt a Wb service request to the control environnment, each API
corresponding to a desired action to be perfornmed with respect to one or
nore data instances for the user in a database environnent;

provi de a default paranmeter group for one or nore one data instances to be
provi sioned in the database environnment, the default parameter group

| ol udt gl FHER Ll @ Rldhald Wbl flatape AR PRl AR &% oo, A nhple

par amet er "group havi rst version nu inres onse
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of the plurality of APls, cause.a npdified paraneter, gro to.be a |ed
for the ifceapencscan babacked 3pafbaey ”? 21N 8P féaafsiﬁag?éﬁgﬁg B o ﬁmﬁg%
second iRk 3b Rl HORRLive RS Von&&?t 5% dhribABlRehe, JRALLY HRAbAE val ues
for any o e one or re data Ins nces creation of at least one

of the daipded mstthecesying vwh[ﬁécbtodmyebéen pafonmedsncarssfellgat a i nstances i s
liming in the database environnent. [0088] Cl ause 16. The system of cl ause

15, wher @b@ Epsk%tcﬁ&u%ﬁ%s&@ the/ PR cfbolitBePEid beefhRanaiBd & a 4iiParife
applied to e running data instances at substantially the time of the

request aelfhperating epsiramperss, which éssemecatphean mclude gos or mege user computers,
computing devices, or processing devices which can be used to operate any of a number of
applications. User or client devices can include any of a number of general purpose personal
computers, such as desktop or laptop computers running a standard operating system, as well
as cellular, wireless, and handheld devices running mobile software and capable of
supporting a number of networking and messaging protocols. Such a system also can include
a number of workstations running any of a variety of commercially-available operating
systems and other known applications for purposes such as development and database
management. These devices also can include other electronic devices, such as dummy
terminals, thin-clients, gaming systems, and other devices capable of communicating via a

network.

[0067] Various aspects also can be implemented as part of at least one service or Web
service, such as may be part of a service-oriented architecture. Services such as Web services
can communicate using any appropriate type of messaging, such as by using messages in
extensible markup language (XML) format and exchanged using an appropriate protocol such
as SOAP (derived froﬁl the "Simple Object Access Protocol™). Processes provided or
executed by such services can be written in any appropriate language, such as the Web
Services Description Language (WSDL). Using a language such as WSDL allows for
functionality such as the automated generation of client-side code in various SOAP

frameworks.

[0068] Most embodiments utilize at least one network that would be familiar to those
skilled in the art for supporting communications using any of a variety of commercially-
available protocols, such as TCP/IP, OSI, FTP, UPnP, NFS, CIFS, and AppleTalk. The

network can be, for example, a local area network, a wide-area network, a virtual private
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wherein the paraneter values are applied to the running data instances upon
a reboot of the data instances when the paraneter values are static val ues.
[ 0089] C aweeaoii/4dne system of clause 15, wherein the i ngtrwstéonsiranen
executed further cause the processor to: in response to
receiving a Wb service request to the control environnent through one of
the plurality of APls, cause one or nore of the running data instances to
reboot, whereby the static values are applied. 10090] C ause 18. The system
of clause 15, wherein applying the nodified paraneter group for at | east

one, et 2 Laskance Lurther Comr Lo Lot alhing. A karbiaealion e
the modifhrgdRRERR! £ wilQY Retwork Carld@ingRBhibRthtion thereof.
[0069] In embodiments utilizing a Web server, the Web server can run any of a variety of
server or mid-tier applications, including HT TP servers, FTP servers, CGI servers, data
servers, Java servers, and business application servers. The server(s) also may be capable of
executing programs or scripts in response requests from user devices, such as by executing
one or more Web applications that may be implemented as one or more scripts or programs
written in any programming language, such as J ava®, C, C# or C++, or any scripting
language, such as Perl, Python, or TCL, as well as combinations thereof. The server(s) may
also include database servers, including without limitation those commercially available from

Oracle®, Microsoft®, Sybase®, and IBM®.

[0070] The environment can include a variety of data stores and other memory and storage
media as discussed above. These can reside in a variety of locations, such as on a storage
medium local to (and/or resident in) one or more of the computers or remote from any or all
of the computers across the network. In a particular set of embodiments, the information may
reside in a storage-area network (“SAN”) familiar to those skilled in the art. Similarly, any
necessary. files for performing the functions attributed to the computers, servers, or other
network devices may be stored locally and/or remotely, as appropriate. Where a system
includes computerized devices, each such device can include hardware elements that may be
electrically coupled via a bus, the elements including, for example, at least one central
processing unit (CPU), at least one input device (e.g., a mouse, keyboard, coniroller, touch
screen, or keypad), and at least one output device (e.g., a display device, printer, or speaker).
Such a system may also include one or more storage devices, such as disk drives, optical
storage devices, and solid-state storage devices such as random access memory (“RAM”) or
read-only memory (“ROM”™), as well as removable media devices, memory cards, flash cards,

etc.

j0071] Such devices also can include a computer-readable storage media reader, a
communications device (e.g., a modem, a network card (wireless or wired), an infrared
communication device, etc.), and working memory as described above. The computer-

readable storage media reader can be connected with, or configured to receive, a computer-
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[ 0091] O ause 19. The system of cl ause 15, wherein the database environnent
I's operable to provide a plurality of data instances in a data instance

cl ass, amsowhewrmisiot he user is further able to specify acmmsbdioesi7par anet er
group for all of the plurality of instances in the data instance class
using a single Wb service call. [0092] C ause 20. The system of cl ause 15,
wherein the instructions when executed further cause the processor to:

in response to the Wb service request, executing a workflow in the control
environment including at | east one task to cause the nodified paraneter

group to b lied for the one or nor ata d nstances, th | ow. .
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current paraneter group version of the data instance and state information
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[0093] O A5 Ada Maf ABHIE et BBARD:SnRY AeAIEABIuL PrrheRink Bbnb (hak BLkCHbED'S f Or
above. For example, customized hardware might also be used and/or particular elements
might be implemented in hardware, software (including portable software, such as applets),
or both. Further, connection to other computing devices such as network input/output

devices may be employed.

[0072] Storage media and computer readable media for containing code, or portions
of code, can include any appropriate media known or used in the art, including storage media
and communication media, such as but not limited to volatile and non-volatile, removable
and non-removable media implemented in any method or technology for storage and/or
transmission of information such as computer readable instructions, data structures, program
- modules, or other data, including RAM, ROM, EEPROM, flash memory or other memory
technology, CD-ROM, digital versatile disk (DVD) or other optical storage, magnetic
cassettes, magnetic tape, magnetic disk storage or other magnetic storage devices, or any
other medium which can be used to store the desired information and which can be accessed
by the a system device. Based on the disclosure and teachings provided herein, a person of
ordinary skill in the art will appreciate other ways and/or methods to implement the various

embodiments.

10073] Clause 1. . A computer-implemented method of managing configuration
values for a relational database instance using one or more self-service Web services,
comprising:

under control of one or more computer systems configured with executable
instructions,

providing a plurality of application programming interfaces (APIs) each

enabling a user to submit a Web service request to a control environment, each APT
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manage operational paraneters of data instances in a database environnent
using a separate control environnent, the instructions when executed by a
pr ocessorwoauslionagsibhe processor to: provide a pluralitypofi/mpgpliosas? on
programm ng interfaces (APIs) each enabling a user to submt a Wb service
request to the control environnent, each APl corresponding to a desired
action to be perforned with respect to one or nore data instances for the
user in a database environnent; provi de a default paraneter
group for one or nore one data instances to be provisioned in the database

environment, the defaylt paraneter greup includin al . f LLy
o dat abGeE e TRe s desieleRaT ki Aty Rsd i RSt Bty
number; aRdin a separate databhd® cheRPRSH; t 0 receiving a Wb service request to
the control environnent through one of the plurality of APls, cause a

modi fi ed paraneterpgﬁ@ﬁpgﬂdﬁﬁwhapﬁﬁnﬁﬂr@@ﬂpﬁﬁéﬂéﬁﬁt@m3ﬁ%@ﬁmﬂﬁ¥§“?H%tances,
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any of the one or nore data instances is running in the database
envi r onnEEsion POOYRILCl ause 22. The conputer readabl e storage medi um of cl ause
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version number; and
in response to receiving a second Web service request to the control
environment through a second API of the plurality of APIs, causing at least one task to be
performed in the separate database environment to apply a second modified parameter group
having a third version number for at least one provisioned data instance for the user,
wherein the user is able to specify or modify parameter values of one or more
instances of the relational database by submitting a single Web services call to the control

environment.

[6074) Clause 2. The computer-implemented method of clause 1, wherein the
default parameter group includes at least one parameter value optimized for the at least one

data instance to be provisioned in the database environment.

[0075] Clause 3. The computer-implemented method of clause 1, further
comprising:

updating information stored in the control environment for a current parameter
group version of the at least one data instance and state information representing any changes

being applied to the at least one data instance.

[0076] Clause 4. A computer-implemented method of enabling a user to manage
operational parameters of data instances in a database environment using a separate control

environment, comprising:
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the instructions when executed further cause the processor to:

I n response to receiving a Wb service request to the control environnent

t hrough owe 20f1/mlopl urality of APlIs, cause one or norepofi/usb@onsra ng dat a
i nstances to reboot, whereby the static values are applied. [0096]C ause
24. The conputer readabl e storage nmedi um of clause 21, wherein applying the
nodi fired paranmeter group for at | east one data instance further conprises
installing a configuration file including the at | east one paraneter val ue
for each data instance to which the nodified paranmeter group is to be
applied. [0097]C ause. 25. The r.r - ' e 21,
wherei n the dat abaglé&éﬁ@??%non@%g%??%%gg%g?% ?%&%Iﬁ%g&gﬁéapwgﬁg ‘?‘%ﬁa"gf dat a
| nst ancemstriictingdat a i nstance cl ass, and

providing a plurality of application programming interfaces (APIs) each
enabling a user to submit a Web service request to the control environment, each API
corresponding to a desired action to be performed with respect to one or more data instances
for the user in a database environment;

providing a default parameter group for one or more one data instances to be
provisioned in the database environment, the default parameter group including values for a
plurality of database parameters, the default parameter group having a first version number;
and

in response to receiving a Web service request to the control environment
through one of the plurality of APIs, causing a modified parameter group to be applied for the
one or more data instances, the modified parameter group having a second version number,
wherein the user is able to modify parameter values for any of the one or more data instances
before creation of at least one of the data instances or while any of the one or more data

instances is running in the database environment..

[0077] . Clause 5. The computer-implemented method of clause 4, wherein
updated parameter values of the modified parameter group are applied to the running data
instances at substantially the time of the request when the parameter values are dynamic
values, and

wherein the parameter values are applied to the running data instances upon a

reboot of the data instances when the parameter values are static values.

[0078] Clause 6. The computer-implemented method of clause 5, further
comprising:

in response to receiving a Web service request to the control environment
through one of the plurality of APIs, causing one or more of the running data instances to

reboot, whereby the static values are applied.

[0079] Clause 7. The computer-implemented method of clause 4, wherein

applying the modified parameter group for at least one data instance further comprises
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wherein the user is further able to specify a nodified paraneter group for
all of the plurality of instances in the data instance class using a single
Wb serviwe 20ad44319VWHAT |S CLAI MED | S: 1. A conpecersscomplosrrent ed

met hod of enabling a user to manage operational paranmeters of data

I nstances in a database environnent using a separate control environnent,
conprising: under control of one or nore conputer systens configured with
execut abl e i nstructions, providing a plurality of application
programm ng interfaces (APIs) each enabling a user to submt a Wb service
request

et on 8RR BBl GEAC FREROAs «E3 A ne R EOREPAL Rt et h AR
user in @& wWeithBas@oimet HarRmRIdr group is to be applied.
[0080] Clause 8. The computer-implemented method of clause 4, wherein the
database environment is operable to provide a plurality of data instances in a data instance
class, and

wherein the user is further able to specify a modified parameter group for all

of the plurality of instances in the data instance class using a single Web service call.

[0081] Clause 9. The computer-implemented method of clause 4, further
comprising:

in response to the Web service request, executing a workflow in the control
environment including at least one task to cause the modified parameter group to be applied
for the one or more data instances, the workflow further including at least one task to update
information for a current parameter group version of the one or more data instances and state

information representing any changes being applied to the one or more data instances.

[0082] Clause 10. The computer-implemented method of clause 9, wherein a
monitoring component of the control plane periodically communicates with a host manager
for each of the one or more data instances ahd, in respons.e.to.fhé host manager ﬁpdaﬁng a
current version of the parameter group for one of the data instances, updates information for
the current parameter group version of the data instance and state information representing

the modified parameter group having been successfully applied.

[0083] Clause 11. The computer-implemented method of clause 10, further
comprising:

monitoring information for the one or more data instances; and

automatically applying an updated parameter group based at least in part upon
the monitored information when at least one parameter value in the update parameter group is

to be updated.

[0084] Clause 12. The computer-implemented method of clause 4, further
comprising:
storing parameter values for a current version of the parameter group for a

data instance to a data store in the control environment.
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providing a default parameter group for one or nore one data instances to
be provisioned in the database environnent, the default paranmeter group

i ncl udi ngveabuem43ior a plurality of database paraneterspctrhms2aefnsirst
paranmeter group having a first version nunber; and in response
to receiving a Wb service request to the control environnment through one
of the plurality of APls, causing a nodified paranmeter group to be applied
for the one or nore data instances, the nodified paranmeter group having a
second version nunber, wherein the user is able to nodify paraneter val ues

for any ppgshe onecomnst®se datha chpsphRRseplehdEmemheaioreRusd 4,avhdre@she One
of the data 1 nstances or while any of the one or nore data instances is

runni ng user iskeblaiatspbadea erstionshipdretween a paramgter Yhiwe eodpatespect apthervetabest
met hod of clain1é, erei n updated paraneter values of the nodified
par anet e7 gPBUE 8% appl i ed to the running data instances at substantially

the time of the reguesin Meardni@eddil @ BicapatiebiBsind hetothalisaMCupdidiessingnd
wherein the paraneter valuées are applied to the running data instances upon

a r ebootthefelatenshi and dhengasda sherpactich dhedatabase envigeodds. are static val ues.
3. The conputer-inplemented nmethod of claim2, further conprising: in

reSponse[gbﬁs]r ecel Vb[}%sé‘l){?b %‘E{e%g%ﬁu{e?-%gﬁhéﬁ’ed%@m‘&%%Efahsefeli‘, | L QOGN
t hrough 'one 'of the plurality o S, causing one or nore of ‘the running
dat a i nsWabgesideqeq@onBtdatabasy alpynd indesdndentc val ues are applied. WO

2011/ 044319PCT/ US2010/ 051757 4. The conputer-inpl enmented net hod of
claim1l, rein appl yi t he nodified ranmeter group for at | east one
data i ns[pﬁgﬁe furtﬁ&”g%ggpri %’Sf%f‘%lep e E%’ﬁf‘? %Pgﬁq ‘Eﬂ?fﬁtﬂnéfl’ar’félinﬁﬁf%g
the at |gagts B%&@Viﬁﬁ%%ayééﬁﬁoﬁﬁ%nﬁﬁlgg falArdt0sb AR RoNREGD the

nodi fied paraneter group Is to be applied.

comprising:

a processor; and

a memory device including instructions that, when executed by the processor,
cause the processor to:

provide a plurality of application programming interfaces (APIs) each
enabling a user to submit a Web service request to the control environment, each API
corresponding to a desired action to be performed with reSpect to one or more data instances
for the user in a database environment; |

provide a default parameter group for one or more one data instances to be
provisioned in the database environment, the default parameter group including values for a
plurality of database parameters, the default parameter group having a first version number;
and

in response to receiving a Web service request to the control environment
through one of the plurality of APIs, cause a modified parameter group to be applied for the
one or more data instances, the modified parameter group having a second version number,
wherein the user is able to modify parameter values for any of the one or more data instances
before creation of at least one of the data instances or while any of the one or more data

instances is running in the database environment.

[0088] Clause 16. The system of clause 15, wherein updated parameter values of
the modified parameter group are applied to the running data instances at substantially the

time of the request when the parameter values are dynamic values, and
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5. The conputer-inplemented nmet hod of claim1, wherein the database
environnent is operable to provide a plurality of data instances in a data
i nst ance wbassi/04a1d wherein the user is further able topspaseéyosi7epdi fied
parameter group for all of the plurality of instances in the data instance
class using a single Wb service call. 6. The conputer-inpl enment ed
met hod of claim1, further conprising: in response to the Wb service
request, executing a workflow in the control environment including at |east
one task to cause the nodified paranmeter group to be applied for the one or

nore data i nstanceghetcethdWakdrh@¥y Fahidshes appiedud idnahing@Red indcdsaplin o

update information for a current paranmeter group version of the one or nore
dat a i nsichoeiey thhdats instancenvbemihe naremelpr edegsdra glaiiayalehanges being appli ed
to the one or nore data instances. 7. The conputer-inpl enented

et Nod. OfpofbRL M 6 cHISESY 28R4 G QIRENERle it IR AR QlGA! ane

peri odi comuni cates w ost™ nmanage one or nore

dat a i ns&aoqed fiatlkr chusertas paissof :t he host manager updating a current
version of the paraneter group for one of the data instances, updates
information for thB EERGSAEC ISEEINHIS % WY G TRC /A I Bhe coRolRvEoNmERnce

and stat.e. | I N bl -G d | ng been
successfqﬁq%ghgggﬁ?g%&ﬂ&%ﬁhpéﬁg?k%ﬁgkggﬁ%&?g%#§ﬁ%€%nentggaﬁggﬁﬂﬂuggﬁtlain11,
furt her rebogr whemrby tist atineplpraeep@iedval ues for a current version of the

paranmeter group for a data instance to a data store in the control

environ 9. e c uter-i enent ed net hod, of ¢l ai m. wher ei n
t he useﬁ‘aﬁémabl e tglaé‘ﬁ"ezg‘f y gﬁgéyg‘fl}]@ﬁglﬁuﬁe Eéﬁ‘gg%ﬁna?%g’%@f’é?o%é?%e_ and an
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capabl e 'of being automatically updated using the relationship and changes

in the despladingghe ahleasd anepasmeaivichugrinpeach daponsenay euuish PeTnpdfiedo/ 051757

parameter group is to be applied.

[0091] Clause 19. The system of clause 15, wherein the database environment is
operable to provide a plurality of data instances in a data instance class, and
wherein the user is further able to specify a modified parameter group for all of the plurality

of instances in the data instance class using a single Web service call.

[6092] Clause 20. The system of clause 15, wherein the instructions when
executed further cause the processor to:

in response to the Web service request, executing a workflow in the control
environment including at least one task to cause the modified parameter group to be applied
for the one or more data instances, the workflow further including at least one task to update
information for a current parameter group version of the one or more data instances and state
information representing any changes being applied to the one or more data instances,
wherein a monitoring component of the control plane periodically communicates with a host
manager for each of the one or more data instances and, in response to the host manager
updating a current version of the parameter group for one of the data instances, updates
information for the current parameter group version of the data instance and state information

representing the modified parameter group having been successfully applied.
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10. A systemfor enabling a user to manage operational paranmeters of data
i nstances in a database environnent using a separate control environnent,
conpri si ngo 2811pex1@SSsor ; and a nmenory devi cepcmalsoaiongt7s7
instructions that, when executed by the processor, cause the processor to:
provide a plurality of application programm ng interfaces (APIs) each
enabling a user to submt a Wb service request to the control environnent,
each APl corresponding to a desired action to be performed with respect to
one or nore data instances for the user in a database environnent;

provi de faul t ranmgter group for o or_ nore ope data i.nstances_.to be
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of the plurality of. APls, ..cause a nodified ra r. group.to be applied
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second VRLEICAWENREFice MAQER it tHeNRnHEPénvifonahe chéh APULSYePBRdNBESR Val ues
for any of the one or nore data instances before creation of at |east one

of the disued adicareds nsrfonned withgspset tolrsconenase dagriesteraca foribe yprrdn aj s

runni ng &ﬂh%ﬁg ﬂﬁ%ﬁ% . envi ronnment . 11. The system of claim 10,
wher ei n updated par anet’er val ues of the nodified paraneter group are

applied to the rungiovgicdaddanlnpiramets gedupSfobsh@st inatd ohel diga instmc&f totbee
request when the paraneter values are dynanm c val ues, and wherein the
par anet errovisioned ithhe dapbpsernvitgnmset, gt prremeton grawdagiudipgryalies doiobt  of

the dat a5t ARERRIEE Bark i (PR TATBL G BRIHRRr Btk Ea Yl Y8R ion number;

and

in response to receiving a Web service request to the control environment
through one of the phurality of APls, cause a modified parameter group to be applied for the
one or more data instances, the modified parameter group having a second version number,
wherein the user is able to modify parameter values for any of the one or more data instances
before creation of at least one of the data instances or while any of the one or more data

instances is running in the database environment.

10094] Clause 22. The computer readable storage medium of clause 21, wherein
updated parameter values of the modified parameter group are applied to the running data
instances at substantially the time of the request when the parameter values are dynamic
values, and

wherein the parameter values are applied to the running data instances upon a

reboot of the data instances when the parameter values are static values.

[6095] Clause 23. The computer readable storage medium of clause 21, wherein
the instructions when executed further cause the processor to:

in response to receiving a Web service request to the control environment
through one of the plurality of APIs, cause one or more of the running data instances to

reboot, whereby the static values are applied.
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12. The system of claim 10, wherein the instructions when executed further
cause the processor to: in response to receiving a Wb service
request twotha/mebrol envi ronment through one of the plparaisediy/osf7sAPI s,
cause one or nore of the running data instances to reboot, whereby the
static values are applied. W) 2011/044319PCT/ US2010/ 051757 13. The
system of claim 10, wherein applying the nodified paranmeter group for at

| east one data instance further conprises installing a configuration file
including the at | east one paranmeter value for each data instance to which
the nodified parameter group is to be applied. 14. The system of

clai m 10p096ler ei N Chaselat abase @biputh iRidableStap @bﬂmﬁ @fcaamizdgmerem
plurality of data instances in a data instance class,
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Veb servica ¢
to which the modified parameter group is to be applied.

[0097] Clause 25. The computer readable storage medium of clause 21, wherein
the database environment is operable to provide a plurality of data instances in a data instance
class, and

wherein the user is further able to specify a modified parameter group for all

of the plurality of instances in the data instance class using a single Web service call.
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15. The system of claim 10, wherein the instructions when executed further
cause the processor to: I n response to the Wb service
request, woeoutismgoa workflow in the control environmenecirrmskadiosgsat | east
one task to cause the nodified paranmeter group to be applied for the one or
nore data instances, the workflow further including at |east one task to
update information for a current paraneter group version of the one or nore
data instances and state information representing any changes bei ng applied
to the one or nore data instances, wherein a nonitoring

conpone f plane periodically conmunicates with a host
nanagerQ&E@ﬂéggﬁLgﬁpﬁﬂgh%ne or nore data instances and, in response to the
host manager updatAREmputeimplinevesdshemodbf tiwblipghanet ®rm@iagsppéationse of

t he data instances, updates information for the current paraneter, grou

ver si on pefandiers @hdataiinginege i aAdakass CBVIrHIBeHABIIGH SCRpRESEHlion g IFEment,
nndifieg03%5§g%ter group havi ng been successfully appli ed.

under control of one or more computer systems configured with executable
instructions,

providing a plurality of application programming interfaces (APIs) each
enabling a user to submit a Web service request to the control environment, each API
corresponding to a desired action to be performed with respect to one or more data instances
for the user in a database environment;

.providing a default parameter group for one or more one data instances to be

provisioned in the database environment, the default parameter group including values for a
plurality of database parameters, the default parameter group having a first version number;
and

in response to receiving a Web service request to the control environment
through one of the plurality of APIs, causing a modified parameter group to be applied for the
one or more data instances, the modified parameter group having a second version number,
wherein the user is able to modify parameter values for any of the one or more data instances- |
before creation of at least one of the data instances or while any of the one or more data

instances is running in the database environment.

2. The computer-implemented method of claim 1, wherein updated paramefer
values of the modified parameter group are applied to the running data instances at
substantially the time of the request when the parameter values are dynamic values, and
wherein the parameter values are applied to the running data instances upon a reboot of the

data instances when the parameter values are static values.

3. The computer-implemented method of c¢laim 2, further comprising:
in response to receiving a Web service request to the control environment through one of the
plurality of APIs, causing one or more of the running data instances to reboot, whereby the

static values are applied.
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4. The computer-implemented method of claim 1, wherein applying the modified
parameter group for at least one data instance further comprises installing a configuration file
including the at least one parameter value for each data instance to which the modified

parameter group is to be applied.

5. The computer-implemented method of claim 1, wherein the database
environment is operable to provide a plurality of data instances in a data instance class, and
wherein the user is further able to specify a modified parameter group for all of the plurality

of instances in the data instance class using a single Web service call.

6. The computer-implemented method of claim 1, further comprising:
in response to the Web service request, executing a workflow in the control environment
including at least one task to cause the modified parameter group to be applied for the one or
more data instances, the workflow further including at least one task to update information
for a current parameter group version of the one or more data instances and state information

representing any changes being applied to the one or more data instances.

7. The computer-implemented method of claim 6, wherein a monitoring
component of the control plane periodically communicates with a host manager for each of
the one or more data instances and, in response to the host nianager updating a current
version of the parameter group for one of the data instances, updates information for the
current parameter group version of the data instance and state information representing the

modified parameter group having been successfully applied.

&. The computer-implemented method of claim 1, further comprising:
storing parameter values for a current version of the parameter group for a data instance to a

data store in the control environment.

9. The computer-implemented method of claim 1, wherein the user is able to
specify a relationship between a parameter value and an aspect of the database environment,
and wherein the parameter value is capable of being automatically updated using the

relationship and changes in the aspect of the database environment.
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10. A system for enabling a user to manage operational parameters of data

instances in a database environment using a separate control environment, comprising:

a processor; and

a memory device including instructions that, when executed by the processor,
cause the processor to:

provide a plurality of application programming interfaces (APIs) each
enabling a user to submit a Web service request to the control environment, each API
corresponding to a desired action to be performed with respect to one or more data instances
for the user in a database environment;

provide a default parameter group for one or more one data instances to be
provisioned in the database environment, the default parameter group including values for a
plurality of database parameters, the default parameter group having a first version number;
and

in response to receiving a Web service request to the control environment
- through one of the plurality of APIs, cause a modified parameter group to be applied for the
one or more data instances, the modified parameter group having a second version number,
wherein the user is able to modify parameter values for any of the one or more data instances
before creation of at least one of the data instances or while any of the one or more data

instances is running in the database environment.

11. The system of claim 10, wherein updated parameter values of the modified
parameter group are applied to the running data instances at substantially the time of the
request when the parameter values are dynamic values, and wherein the parameter values are
applied to the running data instances upon a reboot of the data instances when the parameter

values are static values.

12. The system of claim 10, wherein the instructions when executed further cause

the processor to:

in response to receiving a Web service request to the control environment
through one of the plurality of APIs, cause one or more of the running data instances to

reboot, whereby the static values are applied.
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13. The system of claim 10, wherein applying the modified parameter group for at
least one data instance further comprises installing a configuration file including the at least
one parameter value for each data instance to which the modified parameter group is to be

applied.

14, The system of claim 10, wherein the database environment is operable to
provide a plurality of data instances in a data instance class, and
wherein the user is further able to specify a modified parameter group for all

of the plurality of instances in the data instance class using a single Web service call.

15.  The system of claim 10, wherein the instructions when executed further cause

the processor to:

in response to the Web service request, executing a workflow in the control
environment including at least one task to cause the modified parameter group to be applied
for the one or more data instances, the workflow further including at least one task to update
information for a current parameter group version of the one or more data instances and state
information representing any changes being applied to the one or more data instances,

wherein a monitoring component of the control plane periodically
communicates with a host manager for each of the one or more data instances and, in
response to the host manager updating a current version of the parameter group for one of the
data instances, updates information for the current parameter group version of the data
instance and state information representing the modified parameter group having been

successfully applied.
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