
CLAIMS: 

gat is claimed is: 

5 1. method for transmitting secure data packets 

throug 	a node network, the method comprising: 

10 

rec lying unsecure data packets at a set of unsecure 

inputs an 	secure data packets at a number of secure 

inputs in a 	ode in the node network, 

	

whe 	in the secure data packets are authorized 

to be sent to a number of secure destination 

	

devices; 	and 

wherein t e unsecure data packets are not 

authorized to b- sent to the number of secure 

15 destination devic 

integrating the secure data packets and the unsecure 

data packets to form a nu 	er of output data streams 

based on a predetermined sch dule; and 

sending the number of ou 	t data streams to a 

20 number of next nodes in the nod 	network. 

2. The method of claim 1, wherein the step of 

integrating the secure data packets 	d the unsecure data 

packets to form the number of output d ta streams based 

25 on the predetermined schedule comprises: 

forming the number of output data streams using the 

unsecure data packets; and 

inserting each of the secure data packet 	into a 

corresponding output data stream in the number 	f output 

30 data streams based on the predetermined schedule. 

3. The method of claim 2, 	wherein the step of inserting 

the each of the secure data packets into the 

corresponding output data stream in the number of output 
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data streams based on the predetermined schedule 

comprises: 

inserting the each of the secure data packets into 

th 	corresponding output data stream in the number of 

5 out 	t data streams based on a corresponding time at 

which the each of the secure data packets is to be sent 

to a ne t node in the number of next nodes. 

4. A met .d for transmitting secure data packets to a 

10 number of secure destination devices, 	the method 

comprising: 

receiving a number of input data streams at a node 

in a node network 

separating the
. secure data packets from unsecure 

15 data packets receive 	in the number of input data streams 

based on a predetermin 	schedule, 

wherein the seNure data packets are authorized 

to be sent to the nu "er of secure destination 

devices; and 

20 wherein the unsecur 	data packets are not 

authorized to be sent to t>e number of secure 

destination devices; and 

sending the secure data packe 	to the number of 

secure destination devices as a numb=r of secure output 

25 data streams from a number of secure b.tputs in the node. 

5. The method of claim 4, wherein the s 	p of 

separating the secure data packets from the unsecure data 

packets received in the number of input data 	treams 

30 based on the predetermined schedule comprises: 

identifying data packets in the number of 	ut data 

streams received at specified times indicated in t 

predetermined schedule as the secure data packets. 
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6. The method of claim 4, wherein the step of sending 

he secure data packets to the number of secure 

d= tination devices as the number of secure output data 

str ams comprises: 

5 ending the secure data packets to the number of 

secure •estination devices as the number of secure output 

data streams from the number of secure outputs in the 

node, whe 	in the number of secure destination devices 

includes at 	east one of a secure server, 	a secure end- 

10 node, 	a secur 	end-device, 	and a secure Web server. 

7. The method 	claim 4 further comprising: 

sending the 	secure data packets to a set of 

unsecure destinatio 	devices as a set of unsecure output 

15 data streams from a 	t of unsecure outputs in the node, 

wherein the unsecure d. 	packets include at least one of 

unsecure authorized data 	ackets and unsecure 

unauthorized data packets 

20 8. A node in a node network, the node comprising: 

a number of secure inputs 	onfigured to receive 

secure data packets, wherein the secure data packets are 

authorized to be sent to a number 	f secure destination 

devices; 

25 a set of unsecure inputs configu r ed to receive 

unsecure data packets, wherein the uns 	ure data packets 

are not authorized to be sent to the nu 	er of secure 

destination devices; 

a timing controller configured to cont dl 

30 integration of the secure data packets and th 	unsecure 

data packets into a number of output data stre 	based 

on a predetermined schedule; and 
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a number of outputs configured to send the number of 

•utput data streams to a number of next nodes in the node 

twork. 

5 9. 'he node of claim 8 further comprising: 

a 	irst networking device configured to receive the 

unsecure data packets from the set of unsecure inputs and 

send the unsecure data packets to the number of outputs; 

and 

10 a second 	etworking device configured to receive the 

secure data pac ets from the number of secure inputs and 

send the secure 	ta packets to the number of outputs. 

10. The node of cla 	9, 	wherein the timing controller 

15 is configured to contr 1 at least one of the number of 

secure inputs, 	the set o 	unsecure inputs, 	the number of 

outputs, 	the first network i ng device, 	and the second 

networking device using the 	redetermined schedule. 

20 11. The node of claim 9, where 	the first networking 

device comprises: 

a set of buffers. 

12. The node of claim 9, wherein the 	econd networking 

25 device comprises: 

a set of buffers. 

13. The node of claim 8, 	wherein the set of 	nsecure 

inputs is not designated to receive any secure 	ata 

30 packets. 

14. The node of claim 8, 	wherein the set of unsecu 

inputs is configured to receive the unsecure data pac e s 

from a set of unsecure source devices and wherein the 
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number of secure inputs is configured to receive the 

secure data packets from a number of secure source 

vices. 

5 15. The node of claim 8, wherein the unsecure data 

packet 	include at least one of unsecure authorized data 

packets 	d unsecure unauthorized data packets. 

16. A node in a node network, 	the node comprising: 

10 a numbe 	of inputs configured to receive a number of 

input data streams from a number of previous nodes in the 

node network; 

a timing con 	oller configured to separate secure 

data packets from u secure data packets received in the 

15 number of input data 	treams based on a predetermined 

schedule, 

wherein the se ure data packets are authorized 

to be sent to a number 	of secure destination 

devices; 	and 

20 

	

wherein the unsecur 	data packets are not 

	

authorized to be sent to 	e number of secure 

destination devices; and 

a number of secure outputs configured to send the 

secure data packets to the number o 	secure destination 

25 devices as a number of secure output rata streams. 

17. The node of claim 16 further compri 	ng: 

a set of unsecure outputs configured 	o send the 

unsecure data packets to a set of unsecure 	stination 

30 devices as a set of unsecure output data stre 

18. The node of claim 17 further comprising: 

a first networking device configured to recei 	the 

unsecure data packets from the number of inputs and 	end 
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the unsecure data packets to the set of unsecure outputs; 

d 

a second networking device configured to receive the 

sec re data packets from the number of inputs and send 

5 the s cure data packets to the number of secure outputs. 

19. The 	ode of claim 18, wherein the timing controller 

is configu 	d to control at least one of the number of 

inputs, 	the 	umber of secure outputs, 	the set of unsecure 

10 outputs, 	the 	rst networking device, 	and the second 

networking devi 	using the predetermined schedule. 

20. The node of cl 	16, wherein the unsecure data 

packets include at 1e..t one of unsecure authorized data 

15 packets and unsecure unauthorized data packets. 
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Claims 

1. A method for transmitting secure data packets through a node network, the 

method comprising: 

receiving unsecure data packets at a set of unsecure inputs (203) and secure data 

packets at a number of secure inputs (205) in a node (112) in the node network, 

characterized in that: 

the secure data packets are authorized to be sent to a number of secure 

destination devices (111); and 

the unsecure data packets are not authorized to be sent to the number of 

secure destination devices (111); and the steps of: 

integrating the secure data packets and the unsecure data packets to form a 

number of output data streams (220) based on a predetermined schedule; and 

sending the number of output data streams (220) to a number of next nodes in the 

node network. 

2. The method of claim 1, wherein the step of integrating the secure data packets 

and the unsecure data packets to form the number of output data streams (220) based on 

the predetermined schedule comprises: 

forming the number of output data streams (220) using the unsecure data packets; 

and 

inserting each of the secure data packets into a corresponding output data stream 

in the number of output data streams (220) based on the predetermined schedule. 

3. The method of claim 2, wherein the step of inserting the each of the secure data 

packets into the corresponding output data stream in the number of output data streams 

(220) based on the predetermined schedule comprises: 
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inserting the each of the secure data packets into the corresponding output data 

stream in the number of output data streams (220) based on a corresponding time at 

which the each of the secure data packets is to be sent to a next node in the number of 

next nodes. 

4. A node (112) in a node network, the node (112) comprising: 

a number of secure inputs (205) configured to receive secure data packets, 

wherein the secure data packets are authorized to be sent to a number of secure 

destination devices (111); 

a set of unsecure inputs (203) configured to receive unsecure data packets, 

wherein the unsecure data packets are not authorized to be sent to the number of secure 

destination devices (111); 

a timing controller (210) configured to control integration of the secure data 

packets and the unsecure data packets into a number of output data streams (220) based 

on a predetermined schedule; and 

a number of outputs (204) configured to send the number of output data streams 

(220) to a number of next nodes in the node network. 

5. The node of claim 4 further comprising: 

a first networking device (206) configured to receive the unsecure data packets 

from the set of unsecure inputs (203) and send the unsecure data packets to the number 

of outputs (204); and 

a second networking device (208) configured to receive the secure data packets 

from the number of secure inputs (205) and send the secure data packets to the number 

of outputs (204). 
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6. The node (112) of claim 4 or 5, wherein the timing controller (210) is configured to 

control at least one of the number of secure inputs (205), the set of unsecure inputs (203), 

the number of outputs (204), the first networking device (206), and the second networking 

device (208) using the predetermined schedule. 

7. The node of claim 5, wherein the first networking device comprises: 

a set of buffers. 

8. The node of claim 5, wherein the second networking device comprises: 

a set of buffers. 

9. The node of any one of claims 4 to 8, wherein the set of unsecure inputs is not 

designated to receive any secure data packets. 

10. The node (112) of any one of claims 4 to 8, wherein the set of unsecure inputs 

(203) is configured to receive the unsecure data packets from a set of unsecure source 

devices (108) and wherein the number of secure inputs (205) is configured to receive the 

secure data packets from a number of secure source devices (109). 

11. The node of any one of claims 4 to 10, wherein the unsecure data packets include 

at least one of unsecure authorized data packets and unsecure unauthorized data 

packets. 
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