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According to a first aspect, there is provided an authentication device comprising: 

a kev holding unit for holding L ( L > 2 ) secret keys s, (i = 1 to L) and L public kevs v; 

that satisfy v< = FfSi) with respect to a set F of multivariate polynomials of n-th order (n > 2): 

and 

an interactive protocol execution unit for performing, with a verifier, an interactive 

protocol for proving knowledge of (L-1) secret keys s; that satisfy v« = Ffs,}. 

wherein the interactive protocol execution unit includes 

a chall enge reception unit for receiving L challenges Ch; from the verifier. 

a chal lenge selection unit for arbitrarily selecting (L-l) challenges Ch; from. 

the L challenges Ch,- received by the challenge reception unit. 

a. resp onse generation unit for generating, bv using the secret kevs s,-. (L-l) 

responses Rsp; respe< lively for the (L-l) challenges Ch; selected bv the challenge selection 

unit, and 

a response transmission unit for transmitting the fL-l) responses Rm 

generated bv the resp onse generation unit to the verifier. 

rooi2bi 
According to a second aspect, there is provided an authentication device comprising: 

a key holding ; unit for holding L secret kevs s; (i. = 1 to L) and L public keys v; that 

satisfy v; = F(sA with respect to a set F of multivariate polynomials of n-th order ( n. > 2); 

a challenge rc jception unit for receiving 0 sets (0 > 2) of L challenges Ch,-(J) (i = 1 to 

0) from a verifier; 

a challenge s( election unit for arbitrarily selecting one set of L challenges Ch;lJ) from 

the 0 sets of L challenges Chr'} received bv the challenge reception unit; 

a response ge: aeration unit for generating, bv using the secret kevs s;. L responses Rsp, 

respectively for the L , challenges Chi<J I selected bv the challenge selection unit; and 

a response transmission unit for transmitting the L responses Rsp, generated bv the 

response generation unit to the verifier. 

r oo 12ci 
According to a third aspect, there is provided an authentication method comprising: 

generating L (L > 2) secret kevs s; (i = 1 to L) and L public kevs v; that satisfy Vi = 

F(Si) with respect to a set F of multivariate polynomials of n-th order (n > 2): and 



performing, with a verifier, an interactive protocol for provin g knowledge of (L-l) 

secret kevs Si that satisfy V; — F(s,-)« 

wherein the performing includes receiving L challenges ( Zhi from the verifier. 

arbitra.ri.lv selecting (L-11 challenges Ch,- from, the L challenges Ch; that have been received. 

generating, bv using the secret kevs s;. (L-l) responses Rsp; resp< sctively for the (L-l) 

challenges Ch; that have been selected, and transmitting the (L-l) re spouses Rsp; that have 

been generated to the verifier. 

TOO 12d] 

According to a fourth aspect, there is provided a program for causing a computer to 

realize: 

a key holding function of holding L (L > 2) secret keys s; (i : = 1 to L) and L public 

kevs v; that satisfy v; = F(sf) with respect to a set F of multivariate polynomials of 11-th order 

fn > 2); and 

an interactive protocol execution function of performing, with i 1 verifier, an interactive 

protocol for proving knowledge of (L-l) secret kevs s; that satisfy v; = F(si), 

wherein the interactive protocol execution function includes 

a challenge reception function of receiving L challenges ; Chi from the verifier. 

a challenge selection function of arbitrarily selecting (L-l) challenges Ch,-

from the L challenges Chi received bv the challenge reception function. 

a. response generation function of generating, bv using t he secret keys su (L—1) 

responses Rsp; respectively for the (L-l) challenges Ch; selected by the challenge selection 

function, and 

a response transmission function of transmitting the (L-l) responses Rsp; 

generated bv the response generation function to the verifier. 

F 0012e 1 

According to a fifth aspect, there is provided an authentication method comprising: 

generating L secret keys s,- (i = 1 to L) and L public kevs v; the it satisfy v; = F(s;) with 

respect to a set F of multivariate polynomials of n-th order (n > 2); 

receiving 0 sets (0 > 2) of L challenges Ch/J) (i = 1 to 0) for a verifier; 

arbitrarily selecting one set of L challenges Chr" from the 0 se its of L challenges Ch;a! 

that have been received; 



generating, bv using the secret keys Sj, L responses Rsp,- respectively for the L 

challenges Ch/J) that have been selected; and 

transmitting the L responses Rsp, that have been generated to the verifier. 

r0012fl 

According to a sixth aspect there is provided a program for causing a computer to 

realize: 

a. key holding function of holding L secret kevs s, (i = 1 to L) and L public kevs y, that 

satisfy Vj = Ffs,) with respect to multivariate polynomials F of 11-th order fn > 2); 

a challenge reception function of receiving O sets (O > 2) of L challenges Clip (\ = 1 

to 0) from a verifier; 

a challenge selection function of arbitrarily selecting one set of L challenges Ch/JJ 

from the O sets of L challenges Ch;*-'8 received bv the challenge reception function; 

a response generation function of generating, bv using the secret keys s;, L responses 

Rspj respectively for the L challenges Cb/" selected by the challenge selection function: and 

a response transmission function of transmitting the L responses Rspj generated by the 

response generation function to the verifier. 

rooi2gi 

According to a seventh aspect, there is provided an authentication device comprising: 

a key setting unit for setting seK" to a secret key, and setting multi-order polynomials 

on a ring K. f;fxu....xn')fi=l~m) and yf=fi(s) to a public key; 

a message transmission unit for transmitting message c to a verifier; 

a verification pattern reception unit for receiving information on one verification 

pattern selected from k (k > 3) verification patterns bv the verifier according to one piece of 

the message c; and 

a response transmission unit for transmitting response information corresponding to 

the information on the verification pattern received bv the verification pattern reception unit 

from k ways of response information to the verifier. 

wherein the response information is calculated using information z£K" in which the 

secret key s is masked byr^K",f ^K"in which the r is masked bv t^K", polynomial f? "(xj 

in which multi-order polynomials fifx+r) related to x is masked bv polynomial f' fx"). 
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According to an eighth aspect, there is provided an authentication device comprising: 

circuitry configured to: 

set seKn to a secret key: 

set a multi-order multi-variable polynomial fi(xi, ..x„) (i = 1 to m) on a ring K to a 

public key or a system parameter; 

set y; = fiCs) to the public key; 

transmit a message c to a verifier, wherein a prover attempts to prove a legitimacy to 

the verifier; 

receive information on one verification pattern selected by the verifier from a 

plurality of verification patterns for one message c: and 

transmit, to the verifier, response information, among a plurality of the verification 

patterns of response information, corresponding to the information on the verification 

According to a ninth aspect, there is provided an authentication method comprising: 

setting seK" to a secret key, and setting second-order polynomials on a ring K, 

fifxu. •.,Xn)ri^l~-m) and Vi=f;(s) to a public key; 

transmitting message c to a verifier; 

receiving information on one verification pattern selected from k (k > 3) verification 

patterns bv the verifier according to one piece of the message c; and 

transmitting response information corresponding to the information on the verification 

pattern received by the verification pattern reception unit from k ways of response 

information to the verifier. 

wherein the response information is calculated using information z£K" in which the 

secret key s is masked by r Kn. t' €E K" in which the r is masked by tK". ei'€= K in which f; 

(r) substituted by the r for the second-order polynomials f is masked by ei^rK. 

rOQ12fl 

According to a tenth aspect, there is provided a program causing a computer to 

realize: 



setting seKn to a secret key. and setting second-order polynomials on a ring K, 

fiCxi Xn)(i=l~m) and y;=f/s) to a public 1 <ev; 

transmitting message c to a verifier; 

receiving information on one verifi cation pattern selected from k (k >3) verification 

patterns bv the verifier according to one pie jce of the message c; ar id 

transmitting response information corresponding to the information on the verification 

pattern received bv the verification pattern reception unit from k wavs of response 

information to the verifier. 

wherein the response information i: s calculated using infoi illation z£Kn in which the 

secret kev s is masked bv r ̂  Kn. t'€E K" in which the r is masked 1 bv t^Kn, ei'GK in which f; 

(r) substituted bv the r for the second-order polynomials f is mask' ed by ei s K. 

[0013] 

According to an embodimentaspeet of the present inventiondisclosure in order to 

achieve the above mentioned object, there is provided an authentication device which 

includes a key holding unit for holding L (L > 2) secret keys sj (i — 1 to L) and L public keys 

yi that satisfy y, = F(sj) with respect to a set F of multivariate polynomials of n-th order (n > 

2), and an interactive protocol execution unit for performing, with a verifier, an interactive 

protocol for proving knowledge of (L-l) secret keys s, that satisfy yi = F(Si). The interactive 

protocol execution unit prevents, at the time of performing the interactive protocol with the 

verifier, the verifier from knowing which secret key Sj was used. 

[0014] 

Further, the interactive protocol execution unit may include a challenge reception unit 

for receiving L challenges Chi from the verifier, a challenge selection unit for arbitrarily 

selecting (L-l) challenges Chi from the L challenges Chj received by the challenge reception 

unit, a response generation unit for generating, by using the secret keys Sj, (L-l) responses 

Rspj respectively for the (L-l) challenges Chj selected by the challenge selection unit, and a 

response transmission unit for transmitting the (L-l) responses Rspi generated by the 

response generation unit to the verifier. 



[0015] 

Further, the interactive protocol execution unit may further include a message 

transmission unit for transmitting, to the verifier, messages Cmti each corresponding to each 

of the L secret keys sj. In this case, the challenge reception unit receives a challenge Ch; 

indicating a verification pattern selected from k (k > 2) verification patterns by the verifier 

according to each message Cmtj transmitted by the message transmission unit. 

[0016] 

Further, in a case of the message Cmti = (cjj, ..., C^N), the message transmission unit 

may calculate a new message Cmt' = H(Cmti, ..., CmtO using a one-way function H and 

transmits this message Cmt' to the verifier, and the response transmission unit may transmit, 

together with the response Rspj, an element of the 
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message Cmt, that the verifier is not able to restore even when using this response Rspj. 

[0017] 

Further, the key holding unit may not have to hold one secret key s;o (1 < io ^ L) 

among the L secret keys S[. In this case, the interactive protocol execution unit performs, 

based on a falsification algorithm, processing related to the secret key Sjo that is to be 

performed in the interactive protocol. 

[00 IS] 

Further, according to another embodimentaspect of the present inventiondisclogure in 

order to achieve the above mentioned object, there is provided an authentication device 

which includes a key holding unit for holding L secret keys Si (i = 1 to L) and L public keys yj 

that satisfy y* = F(sj) with respect to a set F of multivariate polynomials of n-th order (n > 2), 

a challenge reception unit for receiving Q sets (Q > 2) of L challenges Ch;® (j — 1 to Q) from 

a verifier, a challenge selection unit for arbitrarily selecting one set of L challenges Ch*® from 

the Q sets of L challenges Chj(j) received by the challenge reception unit, a response 

generation unit for generating, by using the secret keys Sj, L responses Rspj respectively for 

the L challenges Ch^ selected by the challenge selection unit, and a response transmission 

unit for transmitting the L responses Rspi generated by the response generation unit to the 

verifier. 

[0019] 

Further, the interactive protocol execution unit may further include a message 

transmission unit for transmitting, to the verifier, messages Cmti respectively corresponding 

to the L secret keys Sj. In this case, the challenge reception unit receives a challenge Ch^ 

indicating a verification pattern selected from k (k > 2) verification patterns by the verifier 

according to each message Cmti transmitted by the message transmission unit. 

[0020] 

Further, in a case of the message Cmti = (cu, ..., C^N), the message transmission unit 

may calculate a new message Cmt' = H(Cmti, CmtL) using a one-way function H and 

transmits this message Cmt' to the verifier, and the response 
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transmission unit may transmit, together with the response Rspi, an element of the message 

Cmti that the verifier is not able to restore even when using this response Rspj. 

[0021] 

Further, according to another embodimentaspect of the present inventiondisclosure in 

order to achieve the above mentioned object, there is provided an authentication method 

which includes a key generating step for generating L (L > 2) secret keys s\ (i = 1 to L) and L 

public keys yj that satisfy yi = F(sj) with respect to a set F of multivariate polynomials of n-th 

order (n > 2), and an interactive protocol performing step for performing, with a verifier, an 

interactive protocol for proving knowledge of (L-l) secret keys Si that satisfy y; = F(s{). The 

interactive protocol execution step prevents, at the time of performing the interactive protocol 

with the verifier, the verifier from knowing which secret key Sj was used. 

[0022] 

Further, according to another embodimentaspeet of the present inventiondisclosuro in 

order to achieve the above mentioned object, there is provided a program for causing a 

computer to realize a key holding function of holding L (L > 2) secret keys Sj (i = 1 to L) and 

L public keys yj that satisfy yi = F(sO with respect to a set F of multivariate polynomials of n-

th order (n > 2), and an interactive protocol execution function of performing, with a verifier, 

an interactive protocol for proving knowledge of (L-l) secret keys Sj that satisfy y, = F(si). 

The interactive protocol execution function prevents, at the time of performing the interactive 

protocol with the verifier, the verifier from knowing which secret key Sj was used. 

[0023] 

Further, according to another embodiinentaspeet of the present inventiondisclooure in 

order to achieve the above mentioned object, there is provided an authentication method 

which includes a key generating step for generating L secret keys Sj (i = 1 to L) and L public 

keys yi that satisfy y; = F(s{) with respect to a set F of multivariate polynomials of n-th order 

(n > 2), a challenge receiving step for receiving Q sets (Q > 2) of L challenges ChiiJ) (j = 1 to 

Q) for a verifier, a challenge selecting step arbitrarily selecting one set of L challenges Chi'J> 

from the Q sets of L challenges 
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Chi® that have been received in the challenge receiving step, a response generating step for 

generating, by using the secret keys Si, L responses Rspj respectively for the L challenges 

Chj® that have been selected in the challenge selecting step, and a response transmitting step 

for transmitting the L responses Rspj that have been generated in the response generating step 

to the verifier. 

[0024] 

Further, according to another embodimentaspeet of the present inventiondisclosure in 

order to achieve the above-mentioned object, there is provided a program for causing a 

computer to realize a key holding function of holding L secret keys Si (i = 1 to L) and L public 

keys yi that satisfy y; = F(s$) with respect to multivariate polynomials F of n-th order (n > 2), a 

challenge reception function of receiving Q sets (Q > 2) of L challenges Chi® 0 = 1 to Q) 

from a verifier, a challenge selection function of arbitrarily selecting one set of L challenges 

Chj® from the Q sets of L challenges Chj® received by the challenge reception function, a 

response generation function of generating, by using the secret keys s,, L responses Rspj 

respectively for the L challenges Chj® selected by the challenge selection function, and a 

response transmission function of transmitting the L responses Rsp; generated by the 

response generation function to the verifier. According to another embodiment of the present 

disclosure, there is provided a computer-readable recording medium in which the program is 

recorded. 

Advantageous Effects of Invention 

[0025] 

According to the embodiments of the present inventiondisclosure described above, it 

is possible to guarantee a security level sufficient for an active attack even if an interactive 

protocol is repeatedly performed in parallel. 

Brief Description of Drawings 

[0026] 

[Fig. 1] FIG. 1 is an explanatory diagram for describing an algorithm structure of a public key 

authentication scheme; 

[Fig. 2] FIG. 2 is an explanatory diagram for describing an n-pass public key 
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19. The authentication device according to claim 18, 

wherein the multi-order multi-variable polynomial is a second-order multi-

variable polynomial. 

2Q23-. An authentication method comprising: 

setting seKn to a secret key, and setting second-order polynomials on a ring K, 

fj(xi,...,xn)(i-l~m) and yr=fi(s) to a public key; 

transmitting message c to a verifier; 

receiving information on one verification pattern selected from k (k > 3) verification 

patterns by the verifier according to one piece of the message c; and 

transmitting response information corresponding to the information on the verification 

pattern received by the verification pattern reception unit from k ways of response 

information to the verifier, 

wherein the response information is calculated using information z£Kn in which the 

secret key s is masked by r e Kn, t' e Kn in which the r is masked by t ̂  Kn, 
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ei' ^ K in which fi (r) substituted by the r for the second-order polynomials f; is masked by ei 

GK. 

2154. A program causing a computer to realize: 

setting seKn to a secret key, and setting second-order polynomials on a ring K, 

fi(xi,...,xn)(i=l~m) and yi=fi(s) to a public key; 

transmitting message c to a verifier; 

receiving information on one verification pattern selected from k (k > 3) verification 

patterns by the verifier according to one piece of the message c; and 

transmitting response information corresponding to the information on the verification 

pattern received by the verification pattern reception unit from k ways of response 

information to the verifier, 

wherein the response information is calculated using information zEKn in which the 

secret key s is masked by r £ Kn, t' <= Kn in which the r is masked by t ^ Kn, ei's K in which fi 

(r) substituted by the r for the second-order polynomials fj is 
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masked by ei e K. 

2230. An authentication device comprising: 

circuitry configured to: 

receive a message c from a prover, wherein the prover attempts to prove a 

legitimacy to a verifier; 

select one verification pattern from a plurality of verification patterns for one 

message c; 

transmit information on the verification pattern selected by the verification pattern 

selection unit to the prover; 

receive, from the prover, response information, among a plurality of the verification 

patterns of response information, corresponding to the information on the verification pattern 

transmitted; and 

verify a legitimacy of the prover by using the received message c and the received 

response information, 

wherein seKn is set to a secret key, a multi-order multi-variable polynomial fj(xi, ..., 

xn) (i — 1 to m) on a ring K is set to a public key or a system parameter, and yi = f,(s) is set to 

the public key. 

2324. A signature generation device comprising: 

circuitry configured to: 

set seKn to a secret key; 

set a multi-order multi-variable polynomial f|(xi, xn) (i = 1 to m) on a ring K to a 

public key or a system parameter; 

set yj = fj(s) to the public key; 

generate N messages c based on the multi-order multi-variable polynomial fj(x1t 

xn) and the secret key s; 

select a verification pattern from a plurality of verification patterns based on 

information obtained by applying a document M and the message c to a one-way hash 

function; and 

generate, according to the selected verification pattern, a digital signature a 
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that will pass verification that uses the message c and the document M. 

2423. A signature verification device comprising: 

circuitry configured to: 

receive N messages c based on a multi-order multi-variable polynomial fj(xif xn) 

and a secret key s; 

select a verification pattern from a plurality of verification patterns based on 

information obtained by applying a document M and the N messages c to a one-way hash 

function ; 

transmit a challenge Che{0, 1} indicating the selected verification pattern to a 

prover; 

generate a response Rsp to be sent back to the prover in response to the challenge 

Che{0, 1} received from the prover; 

perform verification based on the response Rsp and the secret key s by executing 

the one way hash function; and 

verify the legitimacy of the verification by performing an operation to obtain a value 

0 or 1 based on the executed hash values, wherein 0 indications a verification failure and 1 

indicates a verification success; 

wherein seKn is set to the secret key s and the multi-order multi-variable polynomial 

fj(xi, xn) (i = 1 to m) on a ring K is set to a public key or a system parameter. 


