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Anomaly Detection

Technical Field

The present disclosure pertains generally to anomaly detection technology. The present
anomaly detection techniques have various practical applications, including cyber defence, in

which anomalous datapoints may be indicative of potential cybersecurity threats.

Background

Cyber defence refers to technologies that are designed to protect computer systems from the
threat of cyberattacks. In an active attack, an attacker attempts to alter or gain control of
system resources. In a passive attack, an attacker only attempts to extract information from a
system (generally whilst trying to evade detection). Private computer networks, such as those
used for communication within businesses, are a common target for cyberattacks. An
attacker who is able to breach (i.e. gain illegitimate access to) a private network may for
example be able to gain access to sensitive data secured within in it, and cause significant
disruption if they are able to take control of resources as a consequence of the breach. A
cyberattack can take various forms. A "syntactic" attack makes use of malicious software,
such as viruses, worms and Trojan horses. A piece of malicious software, when executed by
a device within the network, may be able to spread throughout the network, resulting in a
potentially severe security breach. Other forms of "semantic” attack include, for example,
denial-of-service (DOS) attacks which attempt to disrupt network services by targeting large
volumes of data at a network; attacks via the unauthorized use of credentials (e.g. brute force
or dictionary attacks); or backdoor attacks in which an attacker attempts to bypass network

security systems altogether.

Summary

The present disclosure pertains generally to a class of data analytics technology referred to

“anomaly detection”, i.e. the detection of one or more anomalous datapoints in a (potentially
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large and complex) dataset. The present disclosure provides a novel and improved form of

anomaly detection technology, as well as novel applications.

Certain aspects of the present disclosure provide a novel framework for detecting potential
cybersecurity threats using a form of “unsupervised” anomaly detection. Unsupervised
anomaly detection means that anomalous datapoints are detected based on their relationship
to other datapoints in the dataset using unsupervised machine learning (ML) techniques,
without any requirement to train a ML model(s) on examples of known anomalous data
points, i.e. patterns/characteristics etc. that make a datapoint anomalous are inferred from the
dataset itself, without having to explicitly or implicitly pre-define such
patterns/characteristics. This is in contrast to “supervised” anomaly detection, which
implicitly pre-defines such patterns/characteristics by providing examples of anomalous
datapoints from which a ML model learn in training, and rules-based anomaly detection, in
which such patterns/characteristics etc. are explicitly pre-defined as algorithmic rules,
typically leveraging the knowledge of a domain expert. The present disclosure provides an
enhanced form of anomaly detection, which is particularly useful in a cybersecurity context,

but which can also be applied in other contexts.

Further aspects of the present disclosure provide an improved form of analytics technology
which may be referred to herein an “anomaly reasoning”. In contrast to merely identifying
anomalous datapoints (anomaly detection), anomaly reasoning extracts information about the
cause of an anomalous datapoint (anomaly). Such causal information is extracted in terms
features, i.e. given a set of features of a datapoint identified as anomalous, anomaly reasoning
can determine the relative extent to which a particular feature contributed to that datapoint
being identified as anomalous. One or more of features of an anomalous datapoint which
made the highest relative contribution to it being identified as anomalous may be referred to
as the “causal feature(s)” of the anomalous datapoint. In a cybersecurity context, an
anomalous datapoint may indicate a potential cybersecurity threat and anomaly reasoning
may be applied to automatically extract a likely cause of the potential cybersecurity threat, in

terms of the causal feature(s) of the anomalous datapoint. The present anomaly reasoning
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techniques have particular benefits in the context of cybersecurity. However, anomaly

reasoning can be usefully applied more generally to other types of dataset (see below).

A first aspect of the present disclosure pertains to the application anomaly reasoning to cyber

defence.

The first aspect provides a computer-implemented method of detecting potential
cybersecurity threats from collected data pertaining to a monitored network, the collected
data comprising at least one of network data and endpoint data, the method comprising:
structuring the collected data as a data matrix, each row of the data matrix being a datapoint
and each column corresponding to a feature; identifying at least one of the datapoints as
anomalous, thereby detecting a potential cybersecurity threat; and extracting causal
information about the anomalous datapoint based on an angular relationship between a
second-pass coordinate vector of the anomalous datapoint and a second-pass coordinate
vector of at least one of the features, the second-pass coordinate vectors determined by
applying a second-pass singular value decomposition (SVD) to a residuals matrix, the
residuals matrix computed between the data matrix and an approximation of the data matrix,

by applying a first-pass truncated SVD to the data matrix.

In embodiments, the datapoint may be identified as anomalous based on: a row of the
residuals matrix corresponding to the datapoint, or the second-pass coordinate vector for the

datapoint.

For example, the datapoint may be identified as anomalous based on an anomaly score
computed as: a sum of squared components of the corresponding row of the residuals matrix,

or a sum of squared components of the second-pass coordinate vector for the datapoint.

The causal information may be extracted based on (i) the angular relationship and (ii)

magnitude information about the second-pass coordinate vector of the feature.
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The method may comprise applying an unsupervised classification process to an initial data
matrix, the initial data matrix comprising rows corresponding to the datapoints, to classify

each row of the initial data matrix in relation to a set of classes.

For example, the unsupervised classification process may comprise: applying an initial SVD
to the initial data matrix, to determine an initial coordinate vector for each row of the initial
data matrix, and applying an unsupervised clustering algorithm to the initial coordinate

vectors to determine a plurality of clusters of those initial coordinate vectors.

The data matrix to which the first-pass SVD is applied may have (i) at least one class column
indicating classes to which the datapoints are assigned (classification features) and (ii) feature

columns corresponding to other features.

The above initial data matrix to which the unsupervised classification process is applied may
comprise said feature columns, whereby the data points are classified based on said other
features to determine the at least one class column for applying the first-pass SVD. That is to
say, the unsupervised classification process may be performed to determine the classification
features. For example, the data matrix may be an augmented data matrix determined by

augmenting the initial data matrix with the classification features.

The datapoints may optionally be re-clustered by applying an unsupervised clustering
algorithm to first-pass coordinate vectors thereof, the first-pass coordinate vectors determined

in the first-pass SVD.

As an alternative to the above augmentation example, the data may be partitioned into
multiple partitions based on the results of the unsupervised classification, wherein the data
matrix to which the first-pass SVD is applied corresponds to a single partition of the multiple

partitions, whereby the residuals matrix is specific to that single partition.

For example, the collected data may be structured into multiple data matrices, each

corresponding to a different one of the partitions, and the identifying and extracting steps
4
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may be applied separately to each of the multiple data matrices (i.e. anomaly detection and

reasoning may be applied separately for each partition).

Each partition may correspond to a single cluster of the plurality of clusters.

The second-pass SVD may be truncated or non-truncated.

The method may comprise the step of controlling a user interface to provide, to an analyst,

the causal information about the anomalous datapoint.

The causal information may be provided in response to determining that an escalation

condition is met, the escalation condition dependent on the anomaly score.

For example, the collected data may be used to create and populate a set of case records, each
case record associated with a threat score, wherein at least one of the cases pertains to the
anomalous datapoint and the threat score of that case is dependent on the anomaly score. The
case may be rendered available via the user interface when its threat score meets the

escalation condition and the causal information is provided as part of the case record.

In a cybersecurity context, each datapoint may, for example, correspond to a network
endpoint, the method being applied to identify at least one anomalous network endpoint. For

example, the features may pertain to multiple processes running on each endpoint.

As another example, the data matrix may correspond to a single process, each datapoint
corresponding to an instance of that single process, the method being applied to identity at
least one anomalous instance of that process. For example, each datapoint may correspond to

a single process and a single endpoint on which an instance of that process is running.

For example, the collected data may be partitioned according to process, to obtain multiple
partitions each corresponding to a different single process, wherein the identifying and

extracting steps are applied separately for each partition. (Note: this is separate from the
5
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partitioning mentioned above in the context of unsupervised classification — in some

embodiments, both forms of partitioning may be applied).

The features may, for example, pertain to network addresses accessed by the process

instances.

As another example, each datapoint may correspond to a network address, the method being

applied to identify at least one anomalous network address.

A further aspect of the present invention applies the above-mentioned enhanced anomaly

detection in a cybersecurity context.

The second aspect provides a computer-implemented method of detecting potential
cybersecurity threats from collected data pertaining to a monitored network, the collected
data comprising at least one of network data and endpoint data, the method comprising:
structuring the collected data as an initial data matrix, each row of the initial data matrix
being a datapoint and each column corresponding to a feature; applying an unsupervised
classification process to the initial data matrix to classify each datapoint in relation to a set of
classes; re-structuring the collected data as at least one data matrix for use in anomaly
detection, the at least one data matrix determined using the results of the unsupervised
classification process for incorporating class information into the anomaly detection; and
applying anomaly detection to the at least one data matrix, thereby identifying at least one of
the datapoints as anomalous using a residuals matrix, the residuals matrix computed between
the data matrix and an approximation of the data matrix, by applying a truncated singular

value decomposition (SVD) to the data matrix.

In embodiments, the datapoint may be identified as anomalous based on a row of the

residuals matrix corresponding to the datapoint.

The method may comprise the step of extracting causal information about the anomalous

datapoint based on an angular relationship between a second-pass coordinate vector of the
6
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anomalous datapoint and a second-pass coordinate vector of at least one of the features, the
second-pass coordinate vectors determined by applying a second-pass SVD to the residuals

matrix.

The datapoint may be identified as anomalous based on the second-pass coordinate vector of

the datapoint.

The results of the unsupervised classification process may be used to determine an
augmented data matrix with one or more classification features, the anomaly detection being

applied to the augmented data matrix.

The collected data may be partitioned into multiple partitions based on the results of the
unsupervised classification process, wherein the data matrix to which the anomaly detection
is applied corresponds to a single partition of the multiple partitions, whereby the residuals

matrix is specific to that single partition.

The collected data may be structured into multiple data matrices, each corresponding to a
different one of the partitions, and the identifying and extracting steps are applied separately
to each of the multiple data matrices. That is, anomaly detection may be applied separately

for each of multiple processes, to identify any anomalous instances of that process.

The unsupervised classification process may comprise: applying an initial SVD to the initial
data matrix, to determine an initial coordinate vector for each row of the initial data matrix,
and applying an unsupervised clustering algorithm to the initial coordinate vectors to

determine a plurality of clusters of those initial coordinate vectors.

Note that any of the features set out above in relation to the anomaly detection and/or
anomaly reasoning steps of the first aspect and its embodiments may equally be applied in

embodiments of the second aspect.
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Although the present anomaly reasoning techniques have particular applicability to
cybersecurity, it will be appreciated that the techniques are not limited in this respect and can
be usefully applied to any form of dataset. Specific examples are described later, and include
medical data (in which anomalous datapoint may be indicative of potential health issues)
engineering data (where anomaly detection could be applied to detect potential faults or end-
of-life conditions etc.), sensor data (where anomaly detection could be used to detect unusual
incidents of activity recorded by a sensor(s), sensor faults etc.) etc. In all such cases, the

ability to automatically infer causal information about such anomalies.

A third such aspect of the present invention provides a computer-implemented anomaly
detection method, the method comprising: determining a data matrix from a set of collected
data, each row of the initial data matrix being a datapoint and each column corresponding to a
feature; identifying at least one of the datapoints as anomalous; and extracting causal
information about the anomalous datapoint based on an angular relationship between a
second-pass coordinate vector of the anomalous datapoint and a second-pass coordinate
vector of at least one of the features, the second-pass coordinate vectors determined by
applying a second-pass singular value decomposition (SVD) to a residuals matrix, the
residuals matrix computed between the data matrix and an approximation of the data matrix,

by applying a first-pass truncated SVD to the data matrix.

That is to say, although cybersecurity is considered above, the anomaly detection and
reasoning steps of the first aspect can be usefully applied in other technical contexts, to other
forms of collected data. All features set out as embodiments of the first or second aspects can

equally be implemented in embodiments of the third aspect.

A fourth such aspect of the present invention provides a computer-implemented anomaly
detection method, the method comprising: determining an initial data matrix from a set of
collected data, each row of the data matrix being a datapoint and each column corresponding
to a feature; applying an unsupervised classification process to the initial data matrix to
classify each datapoint in relation to a set of classes; re-structuring the collected data as at

least one data matrix for use in anomaly detection, the at least one data matrix determined
8
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using the results of the unsupervised classification process for incorporating class information
into the anomaly detection; and applying anomaly detection to the at least one data matrix,
thereby identifying at least one of the datapoints as anomalous using a residuals matrix, the
residuals matrix computed between the data matrix and an approximation of the data matrix,

by applying a truncated singular value decomposition (SVD) to the data matrix.

That is to say, although cybersecurity is considered above, the enhanced anomaly detection
steps of the second aspect can be usefully applied in other technical contexts, to other forms
of collected data. All features set out as embodiments of the first or second aspects can

equally be implemented in embodiments of the fourth aspect.

As an alternative to the cybersecurity examples given above, the collected data could for
example comprise:
- image data,
- engineering data, with the method being applied to detect or predict a machine fault
based on the at least one anomalous datapoint, or

- medical data.

Further aspects of the invention provide a computer system comprising one or more
computers programmed or otherwise-configured to carry out any of the method steps herein,
and a computer program comprising program instructions for programming a computer or a

set of computers to carry out the method steps.

Brief Description of Figures

For a better understanding of the present invention, and to show how embodiments of the
same may be carried into effect, reference is made by way of example only to the following

figures in which:

Figure 1 shows, by way of context, a schematic function block diagram of a cyber defence

platform;
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Figure 2 shows a highly schematic representation of a network event;

Figure 3 shows a schematic block diagram of a network which may be subject to a cyber-
security analysis;

Figure 4 shows a highly schematic representation of an endpoint event;

Figure 5 shows an example layout of a case user interface;

Figures S5a to Se shows a case user interface dynamically responding to a series of user inputs;
Figure 6 shows a flow chart for an anomaly detection stage;

Figure 7A shows a flow chart for an anomaly reasoning stage and Figure 7B shows an
example of the steps applied in practice;

Figure 8 shows a schematic overview of an enhanced anomaly detection and reasoning
process having an initial classification stage, with two example options for incorporating the
results of the initial classification into the anomaly detection and reasoning process;

Figures 9A to 9D shows results of the anomaly detection and reasoning techniques described
herein applied to a large cybersecurity dataset; and

Figure 10 shows a selection of the results of Figure 9D in tabular format.

Detailed Description

1. Example System Overview

Embodiments of the present invention are described in detail below. First, there follows
some useful context to a particular cybersecurity application of the present techniques, within
an integrated cybersecurity platform. The integrated cyber defence platform provides
overarching protection for a network against cyberattacks, through a combination of
comprehensive network and endpoint data collection and organization, and advanced
analytics applied to the resulting output within a machine-reasoning framework. In this
context, both anomaly detection and anomaly reasoning may be applied as a component of

the machine reasoning framework.

One component of this analysis is the consideration of longer-term temporal correlations

between events, and in particular different types of event such as network and endpoint
10
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events. Events that appear to be related are grouped into "cases” over time, as they arrive at
an analysis engine. Each case has at least one assigned threat score, denoting the threat level
indicated by its constituent events. In this context, anomaly detection and anomaly reasoning
may be applied within the analysis engine. The results of anomaly detection/reasoning
applied to network and/or endpoint events can be a factor in the creation, population and/or
escalation of cases. For example, such results can contribute to a “threat score” associated
with a case (see below), possibly in combination with other factor(s). For example, the
detection of an anomaly relating to a case may cause its threat score to increase, and anomaly
reasoning may be used to populate the case with information about the cause of the anomaly.
A cyber security expert or other user viewing the case can, in turn, use this highly-focussed

information to perform targeted threat assessment.

The described platform operates according to a “triangulation” model in which multiple
forms of analysis may be used as a basis for threat detection. To provide effective
triangulation, anomaly detection/reasoning may be applied in conjunction with other forms of
analytics, such as rules-based analytics and/or analytics based on supervised machine
learning or other statistical methods more generally. By way of example, a particular form of
threat detection analytics formulated around the "Mitre ATT&CK framework™ (or any other
structured source of attack knowledge) is described below. The present anomaly
detection/reasoning techniques can be applied in conjunction with such techniques to provide

a highly sophisticated form of automated threat detection.

A feature of the platform it its ability to collect and link together different types of event, and
in particular (i) network events and (ii) endpoint events. This occurs at various places within

the system, as described below.

Network events are generated by collecting raw network data from components (sub-systems,
devices, software components etc.) across a monitored network, and re-structuring the raw
network data into network events. The raw network data can for example be obtained
through appropriate network tapping, to provide a comprehensive overview of activity across

the network.
11



10

15

20

25

30

WO 2021/078566 PCT/EP2020/078643

Endpoint events are generated using dedicated endpoint monitoring software in the form of
endpoint agents that are installed on endpoints of the network being monitored. Each
endpoint agent monitors local activity at the endpoint on which it is installed, and feeds the

resulting data (endpoint data) into the platform for analysis.

This combination of endpoint data with network data is an extremely powerful basis for cyber

defence.

In a data optimization stage, observations are captured in the form of structured, timestamped
events. Both network events and endpoint events are collected at this stage and enhanced for
subsequent analysis. Events generated across different data collectors are standardized, as
needed, according to a predefined data model. As part of the data optimization, first stage
enrichment and joining is performed. This can, to some extent at least, be performed in real-
time or near-real time (processing time of around 1 second or less). That is, network and
endpoint events are also enriched with additional relevant data where appropriate (enrichment
data) and selectively joined (or otherwise linked together) based on short-term temporal
correlations. Augmentation and joining are examples of what is referred to herein as event

enhancement.

In an analytics stage, these enhanced network events are subject to sophisticated real-time
analytics, by an analysis engine. This includes the use of statistical analysis techniques
commonly known as “machine learning” (ML). The analysis is hypothesis-based, wherein
the likelihood of different threat hypotheses being true is assessed given a set of current or

historic observations.

The creation and subsequent population of cases is driven by the results of analysing
incoming events. A case is created for at least one defined threat hypothesis in response to an
event that is classed as potentially malicious, and populated with data of that event. That is,

each case is created in response to a single event received at the analysis engine. It is noted

12
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however that the event that causes a case to be created can be a joined event, which was itself

created by joining two or more separate events together, an enriched event, or both.

Once a case has been created, it may be populated with data of subsequently received events
that are identified as related to the case in question (which again may be joined and/or

augmented events) in order to provide a timeline of events that underpin the case.

A case may alternatively or additionally be populated with data of one or more earlier events
(i.e. earlier than the event or events that triggered its creation). This is appropriate, for
example, where the earlier event(s) is not significant enough in itself to warrant opening a
case (e.g. because it is too common), but whose potential significance becomes apparent in

the context of the event(s) that triggered the creation of the case.

An event itself does not automatically create a case. An event may be subject to analysis
(which may take into account other data — such as other events and/or external datasets) and it
is the result of this analysis which will dictate if it will culminate in the creation of a new case
or update of an existing case. A case can be created in response to one event which meets a

case creation condition, or multiple events which collectively meet a case creation condition.

Generally, the threat score for a newly-created case will be low, and it is expected that a large
number of cases will be created whose threat scores never become significant (because the
events driving those cases turn out to be innocuous). However, in response to a threat
occurring within the network being monitored, the threat score for at least one of the cases is

expected to increase as the threat develops.

Another key feature of the system is the fact that cases are only rendered available via a case
user interface (UI) when their threat scores reach a significance threshold, or meet some other
significance condition. In other words, although a large number of cases may be created in
the background, cases are only selectively escalated to an analyst, via the case UI, when they

become significant according to defined significance criteria.

13
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Case escalation is the primary driver for actions taken in response to threats or potential

threats.

Figure 1 shows a schematic block diagram of the cyber defence platform, which is a system
that operates to monitor traffic flowing through a network as well as the activity at and the
state of endpoints of that network in order to detect and report security threats. The cyber
defence platform is implemented as a set of computer programs that perform the data
processing stages disclosed herein. The computer programs are executed on one or more
processors of a data processing system, such as CPUs, GPUs etc. The system is shown to
comprise a plurality of data collectors 102 which are also referred to herein as “coal-face
producers”. The role of these components 102 is to collect network and endpoint data and,
where necessary, process that data into a form suitable for cyber security, analysis. One
aspect of this is the collection of raw network data from components of the network being
monitored and convert that raw data into structured events (network events), as described

above. The raw network data is collected based on network tapping, for example.

Event standardisation components 104 are also shown, each of which receives the events
outputted from a respective one of the coal-face producers 102. The standardisation
components 104 standardise these structured events according to a predefined data model, to

create standardized network and endpoint events.

The raw network data that is collected by the coal-face producers 102 is collected from a
variety of different network components 100. The raw network data can for example include
captured data packets as transmitted and received between components of the network, as
well as externally incoming and outgoing packets arriving at and leaving the network

respectively.

Additionally, structured endpoint events are collected using endpoint agents 316 executed on
endpoints throughout the network. The endpoint agents provide structured endpoint events to
the coal-face producers 102 and those events are subject to standardization, enrichment and

correlation as above.
14
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This is described in further detail below, with reference to Figure 3.

Once standardised, the network events are stored in a message queue 106 (event queue),
along with the endpoint events. For a large-scale system, the message queue can for example
be a distributed message queue. That is, a message queue 106 embodied as a distributed data

storage system comprising a cluster of data storage nodes (not shown in Figure 1).

An event optimisation system 108 is shown having an input for receiving events from the
message queue 106, which it processes in real-time or near real-time to provide enhanced
events in the manner described below. In Figure 1, enhanced events are denoted w.esec.t, as
distinct from the "raw" events (pre-enhancement) which are denoted w.raw.t. Raw events
that are stored in the message queue 106 are shown down the left hand side of the message
queue (these are the standardised, structured events provided by the standardisation
components 104) whereas enhanced events are shown on the right hand side. However, it
will be appreciated that this is purely schematic and that the events can be stored and

managed within the message queue 106 in any suitable manner.

The event enhancement system 108 is shown to comprise an enrichment component 110 and
a joining component 112. The enrichment component 106 operates to augment events from
the message queue 106 with enrichment data, in a first stage enrichment. The enrichment
data is data that is relevant to the event and has potential significance in a cybersecurity
context. It could for example flag a file name or IP address contained in the event that is
known to be malicious from a security dataset. The enrichment data can be obtained from a
variety of enrichment data sources including earlier events and external information. The
enrichment data used to enrich an event is stored within the event, which in turn is
subsequently returned to the message queue 106 as described below. In this first stage
enrichment, the enrichment data that is obtained is limited to data that it is practical to obtain
in (near) real-time. Additional batch enrichment is performed later, without this limitation, as

described below.

15



10

15

20

25

30

WO 2021/078566 PCT/EP2020/078643

The joining component 112 operates to identify short-term, i.e. small time window,
correlations between events. This makes use of the timestamps in the events and also other
data such as information about entities (devices, processes, users etc.) to which the events
relate. The joining component 112 joins together events that it identifies as correlated with
each other (i.e. interrelated) on the timescale considered and the resulting joined user events
are returned to the message queue 106. This can include joining together one or more

network events with one or more endpoint events where appropriate.

In Figure 1, the joining component 112 is shown having an output to receive enriched events
from the enrichment component 110 such that it operates to join events, as appropriate, after
enrichment. This means that the joining component 112 is able to use any relevant
enrichment data in the enriched events for the purposes of identifying short-term correlations.
However, it will be appreciated that in some contexts at least it may be possible to perform

enrichment and correlation in any order or in parallel.

An observation database manager 114 (storage component) is shown having an input
connected to receive events from the message queue 106. The observation database manager
114 retrieves events, and in particular enhanced (i.e. enriched and, where appropriate, joined)
events from the message queue 106 and stores them in an observation delay line 116
(observation database). The observation delay line 116 may be a distributed database. The
observation delay line 116 stores events on a longer time scale than events are stored in the

message queue 106.

A batch enrichment engine 132 performs additional enrichment of the events in the
observation delay line 116 over relatively long time windows and using large enrichment data
sets. A batch enrichment framework 134 performs a batch enrichment process, in which
events in the observation delay line 116 are further enriched. The timing of the batch
enrichment process is driven by an enrichment scheduler 136 which determines a schedule
for the batch enrichment process. Note that this batch enrichment is a second stage
enrichment, separate from the first stage enrichment that is performed before events are

stored in the observation delay line 116.
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Network and Endpoint Events:

Figure 3 shows a schematic block diagram of an example network 300 which is subject to
monitoring, and which is a private network. The private network 300 is shown to comprise
network infrastructure, which can be formed of various network infrastructure components
such as routers, switches, hubs etc. In this example, a router 304 is shown via which a
connection to a public network 306 is provided such as the Internet, e.g. via a modem (not
shown). This provides an entry and exit point into and out of the private network 300, via
which network traffic can flow into the private network 300 from the public network 306 and
vice versa. Two additional network infrastructure component 308, 310 are shown in this
example, which are internal in that they only have connections to the public network 306 via
the router 304. However, as will be appreciated, this is purely an example, and, in general,
network infrastructure can be formed of any number of components having any suitable

topology.

In addition, a plurality of endpoint devices 312a-312f are shown, which are endpoints of the
private network 300. Five of these endpoints 312a-312¢ are local endpoints shown directly
connected to the network infrastructure 302, whereas endpoint 312f is a remote endpoint that
connects remotely to the network infrastructure 302 via the public network 306, using a VPN
(virtual private network) connection or the like. It is noted in this respect that the term
endpoint in relation to a private network includes both local endpoints and remote endpoints
that are permitted access to the private network substantially as if they were a local endpoint.
The endpoints 312a-312f are user devices operated by users (client endpoints), but in addition
one or more server endpoints can also be provided. By way of example, a server 312g is
shown connected to the network infrastructure 302, which can provide any desired service or
services within private network 300. Although only one server is shown, any number of

server endpoints can be provided in any desired configuration.

For the purposes of collecting raw network data, a plurality of network data capture

component 314a-314c¢ are provided. These can for example be network taps. A tapis a
17
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component which provides access to traffic flowing through the network 300 transparently,
i.e. without disrupting the flow of network traffic. Taps are non-obtrusive and generally non-
detectable. A tap can be provided in the form of a dedicated hardware tap, for example,
which is coupled to one or more network infrastructure components to provide access to the
raw network data flowing through it. In this example, the taps 314a, 314b and 314c are
shown coupled to the network infrastructure component 304, 308 and 310 respectively, such
that they are able to provide, in combination, copies 317 of any of the raw network data
flowing through the network infrastructure 302 for the purposes of monitoring. It is this raw

network data that is processed into structured network events for the purpose of analysis.

Figure 2 shows a schematic illustration of certain high level structure of a network event 200.

The network event 200 is shown to comprise a timestamp 204, an entity ID 206 and network
event description data (network event details) 208. The timestamp 204 and entity ID 206

constitute metadata 207 for the network event details 208.

The network event description data 208 provides a network event description. That is, details
of the activity recorded by the network event that has occurred within the network being
monitored. This activity could for example be the movement of a network packet or
sequence of network packets through infrastructure of the network, at a particular location or

at multiple locations within the network.

The network event data 208 can for example comprise one or more network event type
indicators identifying the type of activity that has occurred. The entity ID 206 is an identifier
of an entity involved in the activity, such as a device, user, process etc. Where multiple
entities are involved, the network event can comprise multiple network event IDs. Two
important forms of entity ID are device ID (e.g. MAC address) and network address (e.g. IP
address, transport address (IP address plus port) etc.), both of which may be included in a

network event.

As well as being used as part of the analysis (in conjunction with the timestamps 204), entity
18



10

15

20

25

30

WO 2021/078566 PCT/EP2020/078643

IDs 206 and network event description data 208 can be used as a basis for querying

enrichment data sources for enrichment data.

The timestamp 204 denotes a timing of the activity by the network event 200. Such
timestamps are used as a basis for associating different but related network events, together

with other information in the network event 200 such as the entity ID 206 or IDs it contains.

The network event 200 can have structured fields in which this information is contained, such
as a timestamp field, one or more entity ID fields and one more network event description

fields.

The network event 200 is shown to comprise a network event identifier (ID) 202 which

uniquely identifies the network event 200.

Returning to Figure 3, for the purpose of collecting endpoint data, endpoint monitoring
software (code) is provided which is executed on the endpoints of the network 300 to monitor
local activity at those endpoints. This is shown in the form of endpoint agents 316a-316g
(corresponding to endpoint agents 316 in Figure 1) that are executed on the endpoints 312a-
312g respectively. This is representative of the fact that endpoint monitoring software can be
executed on any type of endpoint, including local, remote and/or server endpoints as
appropriate. This monitoring by the endpoint agents is the underlying mechanism by which

endpoint events are collected within the network 300.

Figure 4 shows a schematic illustration of a certain high level structure of an endpoint event

400.

The endpoint event 400 is shown to comprise at least one endpoint identifier, such as a device
identifier (e.g. MAC address) 402 and network (e.g. IP) address 404 of the endpoint to which
it relates, and endpoint event description data 406 that provides details of the local activity at

the endpoint in question that triggered the creation of the endpoint event 400.
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One example of endpoint activity that may be valuable from a cyber defence perspective is
the opening of a connection at an endpoint. For example, a TCP/IP connection is uniquely
defined by a five-tuple of parameters: source IP address (IP address of the endpoint being
monitored), source port, destination IP address (IP address of an e.g. external endpoint to
which the connection is being opened), destination port, and protocol. A useful endpoint
event may be generated and provided to the platform for analysis when an endpoint opens a
connection, in which the five-tuple defining the connection is recorded, and well as, for
example, an indication of a process (application, task, etc.) executed on the endpoint that

opened the connection.

As noted, one of the key features of the present cyber defence platform is its ability to link
together interrelated network and endpoint events. Following the above example, by linking
and endpoint event recording the opening of a connection and details of the process that
opened it to network events recording the flow of traffic along that connection, it becomes

possible to link specific flows of network traffic to that specific process on that endpoint.

Additional examples of endpoint information that can be captured in endpoint events include
information about processes running on the endpoint (a process is, broadly, a running
program), the content of files on the endpoint, user accounts on the endpoint and applications
installed on the endpoint. Again, such information can be linked with any corresponding

activity in the network itself, to provide a rich source of information for analysis.

Such linking can occur within the platform both as part of the real-time joining performed by

the joining component 112.
However, network and endpoint events can also be linked together as part of the analysis
performed by the analysis engine that is inherently able to consider links between events over

longer time-scales, as will now be described.

Event Driven, Case-Based Analysis:
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Returning to Figure 1, the analysis engine, labelled 118, is shown having inputs connected to
the event queue 106 and the observation delay line 116 for receiving events for analysis. The
events received at the analysis engine 118 from the event queue 106 directly are used, in
conjunction with the events stored in the observation delay line 116, as a basis for a
sophisticated cyber security analysis that is applied by the analysis engine 118. Queued
events as received from the message queue 106 permit real-time analysis, whilst the
observation database 116 provides a record of historical events to allow threats to be assessed

over longer time scales as they develop.

The analysis applied by analysis engine 118 is an event-driven, case-based analysis as will

now be described.

As indicated above, the analysis is structured around cases herein. Cases are embodied as
case records that are created in an experience database 124 (which may also be a distributed

database).

Case creation is driven by events that are received at the analysis engine from the message

queue 106, in real-time or near-real time.

Case creation can also be driven by events that are stored in the observation delay line 116.
For example, it may be that an event is only identified as potentially threat-related when that

event has been enriched in the second stage enrichment.

Once created, cases are developed by matching subsequent events received from the message

queue 106 to existing cases in the experience database 124.

Events stored in the observation delay line 116 may also be matched to existing cases. For
example, it may be that the relevance of a historic event only becomes apparent when a later

event is received.

Thus, over time, a significant case will be populated with a time sequence of interrelated
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events, i.e. events that are potentially related to a common security threat, and as such exhibit

a potential threat pattern.

Incoming events can be matched to existing cases using defined event association criteria, as
applied to the content of the events — in particular the timestamps, but also other information
such as entity identifiers (device identifier, IP address etc.). These can be events in the event
queue 106, the observation delay line 116, or spread across both. Three key pieces of
metadata that are used as a basis for linking events in this way are:
timestamps,
endpoint devices, and/or specific endpoint information such as:

endpoint host name

endpoint open sockets

IP address.

These can be multiple pieces of metadata of each type, for example source and destination 1P
addressed. Such metadata of cases is derived from the event or events on which the case is
based. Note the above list is not exhaustive, and the types of data can be used as a basis for

event linking.

For example, events may be associated with each other based on IP address where a source IP
address in one event matches a destination IP address in another, and those events are within
a given time window. IP addresses provide one mechanism by which endpoint events can be

matched with related network events.

As another example, open sockets on an endpoint are a valuable piece of information in this
context, as they are visible to the endpoint agent on the endpoint and associate specific
processes running on that endpoint with specific network connections ("conversations").
That is, a socket associated with a process running on an endpoint (generally the process that
opened the socket) can be associated with a specific five-tuple at a particular moment in time.
This in turn can be matched to network activity within that conversation, for example by

matching the five-tuple to the header data of packets tapped from the network. This in turn
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allows that network activity to be matched to a specific socket and the process associated
with it. The endpoint itself can be identified by host name, and the combination of host
name, five tuple and time is unique (and in many cases the five tuple and time will be unique
depending on the network configuration and where the communication is going). This may
also make use of the time-stamps in the network and endpoint events, as the association
between sockets and network connections is time limited, and terminates when a socket is

closed.

As noted already, in networking, a five-tuple is a tuple of (source IP, destination IP, source
port, destination port, transport protocol). This uniquely identifies a network connection
within relatively small time windows. In order to match events based on network connection,
a hash of the five tuple can be computed from all network data and from endpoint process
connection data (data relating to the network conversations individual processes on the
endpoint are engaged in). By ensuring that all endpoint data also contains the host name
(derived from the endpoint software), this allows any network event to be correlated with any
endpoint event (network 5 tuple hash -> endpoint 5 tuple hash -> host name) and vice versa.
This provides an efficient mechanism for linking specific network connections to specific
programs (processes). Such techniques can also be used to link network activity to other

event description data, e.g. a specific user account on an endpoint.

As noted, each case is assigned at least one threat score, which denotes the likelihood of the
threat hypothesis (or threat hypotheses) to which the case relates. Significance in this context
is assessed in terms of threat scores. When the threat score for a case reaches a significance
threshold or meets some other significance condition, this causes the case to be rendered

accessible via a case user interface (UI) 126.

Access to the cases via the case UI 126 is controlled based on the threat scores in the case
records in the experience database 124. A user interface controller (not shown) has access to
the cases in the experience database 124 and their threat scores, and is configured to render a
case accessible via the case UI 126 in response to its threat score reaching an applicable

significance threshold.
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Such cases can be accessed via the case Ul 126 by a human cyber defence analyst. In this
example, cases are retrieved from the experience database 124 by submitting query requests
via a case API (application programming interface) 128. The case (UI) 126 can for example

be a web interface that is accessed remotely via an analyst device 130.

Thus within the analysis engine there are effectively two levels of escalation:-

Case creation, driven by individual events that are identified as potentially threat-related.

Escalation of cases to the case UI 126, for use by a human analyst, only when their threat
scores become significant, which may only happen when a time sequence of interrelated

events has been built up over time

As an additional safeguarding measure, the user interface controller may also escalate a series
of low-scoring cases related to a particular entity to the case UI 126. This is because a series
of low-scoring cases may represent suspicious activity in themselves (e.g. a threat that is
evading detection). Accordingly, the platform allows patterns of low-scoring cases that are
related by some common entity (e.g. user) to be detected, and escalated to the case UI 126.
That is, information about a set of multiple cases is rendered available via the case US 126, in
response to those cases meeting a collective significance condition (indicating that set of

cases as a whole is significant).

The event-driven nature of the analysis inherently accommodates different types of threats
that develop on different time scales, which can be anything from seconds to months. The
ability to handle threats developing on different timescales is further enhanced by the
combination or real-time and non-real time processing within the system. The real-time
enrichment, joining and providing of queued events from the message queue 106 allows fast-
developing threats to be detected sufficiently quickly, whilst the long-term storage of events
in the observation delay line 116, together with batch enrichment, provide a basis for non-real

time analysis to support this.
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The above mechanisms can be used both to match incoming events from the message queue
106 and events stored in the observation delay line 116 (e.g. earlier events, whose relevance
only becomes apparent after later event(s) have been received) to cases. Appropriate timers
may be used to determine when to look for related observations in the observation delay line
116 based on the type of observation, after an observation is made. Depending on the
attacker techniques to which a particular observation relates, there will be a limited set of
possible related observations in the observation delay line 116. These related observations
may only occur within a particular time window after the original observation (threat time
window). The platform can use timers based on the original observation type to determine
when to look for related observations. The length of the timer can be determined based on

the threat hypothesis associated with the case.

Analysis Framework:

The analysis engine is shown to comprise a machine reasoning framework 120 and a human
reasoning framework 122. The machine reasoning framework 120 applies computer-
implemented data analysis algorithms to the events in the observation delay line 116, such as

ML techniques.

Individual observations may be related to other observations in various ways but only a
subset of these relationships will be meaningful for the purpose of detecting threats. The
analysis engine 118 uses structured knowledge about attacker techniques to infer the

relationships it should attempt to find for particular observation types.

This can involve matching a received event or sets of events to known tactics that are
associated with known types of attack (attack techniques). Within the analysis engine 118, a
plurality of analysis modules ("analytics") are provided, each of which queries the events
(and possibly other data) to detect suspicious activity. Each analytic is associated with a
tactic and technique that describes respective activity it can find. A hypothesis defines a case

creation condition as a "triggering event”, which in turn is defined as a specific analytic result
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or set of analytic results that triggers the creation of a case (the case being an instance of that
hypothesis). A hypothesis also defines a set of possible subsequent or prior tactics or
techniques that may occur proximate in time to the triggering events (and related to the same,
or some of the same, infrastructure) and be relevant to proving the hypothesis. Because each
hypothesis is expressed as tactics or techniques, there may be many different analytics that
can contribute information to a case. Multiple hypotheses can be defined, and cases are
created as instances of those hypotheses in dependence on the analysis of the events. Tactics
are high level attacker objectives like "Credential Access", whereas techniques are specific
technical methods to achieve a tactic. In practice it is likely that many techniques will be

associated with each tactic.

For example, it might be that after observing a browser crashing and identifying it as a
possible symptom of a "Drive-by Compromise" technique (and creating a case in response),
another observation proximate in time indicating the download of an executable file may be
recognized as additional evidence symptomatic of "Drive-by Compromise” (and used to build
up the case). Drive-by Compromise is one of a number of techniques associated with an

initial access tactic.

As another example, an endpoint event may indicate that an external storage device (e.g.
USB drive) has been connected to an endpoint and this may be matched to a potential a
“Hardware Additions” technique associated with the initial access tactic. The analysis engine
118 then monitors for related activity such as network activity that might confirm whether or

not this is actually an attack targeting the relevant infrastructure.

This is performed as part of the analysis of events that is performed to create new cases and
match events to existing cases. As indicated, this can be formulated around the "MITRE
ATT&CK framework". The MITRE ATT&CK framework is a set of public documentation
and models for cyber adversary behaviour. It is designed as a tool for cyber security experts.
In the present context, the MITRE framework can be used as a basis for creating and
managing cases. In the context of managing existing cases, the MITRE framework can be

used to identify patterns of suspect (potentially threat-related behaviour), which in turn can be
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used as a basis for matching events received at the analysis engine 118 to existing cases. In
the context of case creation, it can be used as a basis for identifying suspect events, which in
turn drives case creation. This analysis is also used as a basis for assigning threat scores to
cases and updating the assigned threat scores as the cases are populated with additional data.
However it will be appreciated that these principles can be extended to the use of any
structured source of knowledge about attacker techniques. The above examples are based on

tactics and associated techniques defined by the Mitre framework.

Case Content:

Each case record is populated with data of the event or events which are identified as relevant
to the case. Preferably, the events are captured within the case records such that a timeline of
the relevant events can be rendered via the case UI 126. A case provides a timeline of events
that have occurred and a description of why it is meaningful, i.e. a description of a potential

threat indicated by those events.

In addition to the event timeline, a case record contains attributes that are determined based
on its constituent events. Four key attributes are:

people (users)

processes

devices

network connections

A case record covering a timeline of multiple events may relate to multiple people, multiple
devices and multiple users. Attribute ficlds of the case record are populated with these

attributed based on its constituent events.

A database case schema dictates how cases are created and updated, how they are related to

each other, and how they are presented at the case UI 126.

Case User Interface:
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Figure 5 shows an example of a page rendered by the case UI 126 at the analyst device 130.
A list of cases 502 is shown, each of which is selectable to view further details of the case in
question. Cases are only displayed in the case list 502 if their respective threats scores have
reached the required thresholds. The cases in the case list 502 are shown ordered according
to threat score. By way of example, the first case 504 in the case list 502 has a threat score of
9.6 (labelled as element 506). Further details of the currently selected case are shown in a
region 508 adjacent to the case list 502. In particular, a timeline 510 of the events on which
the case is based is shown. That is, the events with which the case is populated in the
experience database 124. In addition, a graphical illustration 512 of network components to
which those events relate is shown in association with the timeline 510. This can, for
example, include endpoints, infrastructure components, software components and also
external components which components of the network are in communication with.
Additional information that is relevant to the case is also shown, including a threat summary
514 that provides a natural language summary of the threat to which the case relates. This
additional information is provided in the form of "widgets" (separable threat information

clements), of which the threat summary 514 is one.

As shown in Figures 5A through SE, the timeline 510 comprises selectable elements
corresponding to the underlying events, which are labelled 510a to 510e respectively. This
can be seen, selecting these timeline elements causes the accompanying graphical
representation 512 to be updated to focus on the corresponding network components. The
widgets below the timeline are also updated to show the information that is most relevant to

the currently selected timeline element.

Enrichment Micro Services:

Returning to Figure 1, micro services 138 are provided, from which enrichment data can be
obtained, both by the batch enrichment framework 134 (second stage enrichment) and the
enrichment component 110 (first stage enrichment). These can for example be cloud services
which can be queried based on the events to obtain relevant enrichment data. The enrichment

data can be obtained by submitting queries to the micro services based on the content of the
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events. For example, enrichment data could be obtained by querying based on IP address
(e.g. to obtain data about IP addresses known to be malicious), file name (e.g. to obtain data

about malicious file names) etc.

Hunting Ground:

In addition to the case UI 126, a "hunting" UI 140 is provided via which the analyst can
access recent events from the message queue 106. These can be events which have not yet
made it to the observation delay line 116, but which have been subject to first stage
enrichment and correlation at the event enhancement system 108. Copies of the events from
the message queue 106 are stored in a hunting ground 142, which may be a distributed
database and which can be queried via the hunting UI 140. This can for example be used by
an analyst who has been alerted to a potential threat through the creation of a case that is
made available via the case UI 126, in order to look for additional events that might be

relevant to the potential threat.

In addition, copies of the raw network data itself, as obtained through tapping etc., are also
selectively stored in a packet store 150. This is subject to filtering by a packet filter 152,
according to suitable packet filtering criteria, where it can be accessed via the analyst device
130. Anindex 150a is provided to allow a lookup of packet data 150b, according to IP
address and timestamps. This allows the analyst to trace back from events in the hunting

ground to raw packets that relate to those events, for example.

2. Anomaly Detection Overview

A singular value decomposition (SVD) models high dimensional data points with an
accurate, low dimensional model. So, residuals of this low-rank approximation show the
location of model errors. The residual sum of squares (RSS) then shows the accumulation of

errors per observation and equates to a measure of anomaly.

In symbolic notation the SVD of an N-by-M matrix X is the factorization X = UDVT. Now
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consider the K < M low dimensional approximation X = UgDxVg . (The subscripted
Knotation here indicates using the low dimensional truncated matrices in constructing the
approximation, i.e. just the first K columns of U, D and V.) Residuals of the approximation

R = X — Xg show the location of model errors by the magnitude of their departure from
zero, and the residual sum of squares (RSS, the row-wise sum of the squared residuals) shows

the accumulation of errors per observation. This is the anomaly score 4;.

Note, although upper-case letters are used, the values N, M and K are scalars (an alternative
convention would write scalar values in lower case, i.e. as n,m and k respectively in this

instance).

Note that the factorization UDV" exists and is unique for any rectangular matrix X consisting
of real numeric values. If the columns of X have been centred (i.e. have mean of zero
achieved by subtracting the column mean from each element of the column) and standardized
(i.e. have standard deviation of one achieved by dividing elements of the column by the
column standard deviation) then the SVD of X produces an exactly equivalent outcome to the
eigen-decomposition of the covariance matrix of X that is usually called a Principal

Components Analysis (PCA).

The term 'anomaly' is distinguished from an outlier in the sense of a statistical edge case. This
distinction is important because the present techniques involve a specific mathematical
transform that converts anomalies to outliers. The matrix of residuals R provides both a
measure of observation anomaly (the RSS scores) and, by doing a second-pass SVD on R, an

interpretation of the driving (causal) features of the anomalies.

An anomaly may be defined as an observation which deviates so much from other
observations as to arouse suspicion that it was generated by a different mechanism (see e.g.

Hawkins, D. (1980). Identification of Outliers. Chapman and Hall, London.)

3. Anomaly Detection and Reasoning Method
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Embodiments of the invention will now be described in detail. A two-stage method is
described with reference to Figures 6, 7A and 7B. The method may be described as an
anomaly detection method, however the second-stage of the method provides anomaly

reasoning in the above sense, leveraging anomaly detections obtained in the first stage.

Both stages are based on a “singular value decomposition” (SVD), as explained in detail
below. Given a matrix Z, a SVD composition of Z is a matrix factorization which can be
expressed mathematically as:

Z=UDVT,
in which D is (in general) a rectangular diagonal matrix, i.e. in which all non-diagonal
components are non-zero. The diagonal components of D are called “singular values”. In
general, D can have non-zero singular values or a mixture of zero and non-zero singular
values. The non-zero singular values of D are equal to the square roots of the non-zero eigen
values of the matrix ZZT, and are non-increasing, i.e.

Diag(D) = (Do, D1, D3, Dy, ...)

where Dy, = Dy for all k.

Foran M X N matrix Z, U isan M X M matrix, D isan M X N matrix and Visan N X N
matrix (the superscript T represents matrix transposition). Note, however, that a “full” SVD
is unlikely to be required in practice, because in many practical contexts there will be a
significant “null-space” which does not need to decomposed: e.g. for N < M (fewer rows
than columns), the final M — N rows will be all zeros — in which case, a more efficient SVD
can be performed by computing D as an N X N diagonal matrix, and U as an M X N matrix
(so called “thin” SVD). As is known in the art, other forms of reduced SVD may be applied,
for example “compact” SVD may be appropriate where D has a number N — r of zero-valued
diagonal components (implying a rank r less than n), and U, D and VT are computed as

M X r,r X rand r X N matrices respectively.

There is an important distinction, however, between a “truncated” SVD and a “reduced”

SVD. The examples of the preceding paragraph are forms of reduced but non-truncated
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SVD, i.e. they are exactly equivalent to a full SVD decomposition, i.e. Z is still exactly equal

to UDVT notwithstanding the dimensionality reduction.

By contrast a fruncated SVD implies a dimensionality reduction such that Z is only
approximated as

Z ~ Zy = UgDg Vg,
in which Uy, Dy and V¢ have dimensions M X K, K X K and K x N respectively. Note, the
matrix Zg — the “reduced-rank approximation” of Z — has the same dimensions M X N as the
original matrix Z but a lower rank than Z (i.e. fewer linearly-independent columns).
Effectively, this approximation is achieved by discarding the v — K smallest singular values

of D (r being the rank of D), and truncating the rows and columns of U and V respectively.

In general, notationally, U, D an V indicate a non-truncated (i.e. exact) SVD decomposition
(which may or may not be reduced); Uy, Dg and V denote a truncated SVD of order K. As
will be appreciated, an appropriate “stopping rule” may be used to determine K. For
example, a convenient stopping rule retains only components with eigenvalues greater than 1,

i.e. K is chosen such that Dy > 1 and Dg,, < 1.

In the first stage of the described anomaly detection method, a first-pass, truncated SVD is
applied (Figure 6, step 604) to a data matrix X, represented in mathematical notation as

Xg =Upx Dy Vi (D

In the second stage, a second-pass SVD is applied (Figures 7A, step 702) to a residuals
matrix R, represented as
R =U,D,V7, (2)
where the residuals matrix is defined as
R=X—-Xg,
i.e. as the matrix difference between the data matrix X and its reduced-rank approximation Xy
as computed in the first-pass SVD. The above notation assumes the second-pass SVD is non-

truncated, however in practice the second-pass SVD may also be truncated for efficiency.
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The subscripts 1 and 2 are introduced in Equations (1) and (2) above to explicitly distinguish
between the first and second-pass SVDs. Note, however, elsewhere in this description, and in
the Figures, these subscripts are omitted for conciseness, and the notation therefore reverts to
U, D,V (non-truncated) and Uy, Dy, Vi (truncated) for both the first and second passes — it
will be clear in context whether this notation represents the SVD matrices of the first pass (as
applied to the data matrix X — see Equation (1)) or the SVD matrices of the second-pass (as

applied to the residuals matrix R — see Equation (2)).

Although not explicitly indicated in the notation, it will be appreciated that appropriate
normalization may be applied to the data matrix X and the residuals matrix R in the first and
second-pass SVD respectively. Different types of normalization can be applied. SVD is a
class of decomposition that encompasses various more specific forms of decomposition,
including correspondence analysis (CA), principal component analysis (PCA), log-ratio
analysis (LRA), and various derived methods of discriminant analysis. What distinguishes the
various methods is the form of the normalization applied to Z (e.g. X or R) before performing

the SVD.

3A. First Stage - Anomaly Detection

Figure 6 shows, on the left-hand side, a schematic flow chart for the first stage of the method,
i.e. the anomaly detection phase. The right-hand side schematically illustrates an application

of the method steps.

At step 602, a data matrix X is determined. This represents a set of datapoints as rows of the
data matrix X, i.e. each row of X constitutes one data point. Each column X represents a
particular feature. Hence, an M X N data matrix X encodes M data points as rows, each
having N feature values. Component X;; in row i and column j is the value of feature j
(feature value) for data point i. Note the terms “row” and “column” are convenient labels

that allow the subsequent operations to be described more concisely in terms of matrix
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operations. Data may be said to be “structured as a M X N data matrix” or similar, but the
only implication of this language is that each datapoint of the M datapoints is expressed as
respective values of a common set of N features to allow those features to be interpreted in
accordance with the anomaly detection/reasoning techniques disclosed herein. That is to say,
the terminology does not imply any additional structuring beyond the requirement for the

datapoints to be expressed in terms of a common feature set.

By way of example, column j of the data matrix X is highlighted. This corresponds to a
particular feature in the feature set (feature j), and the M values of column j are feature
values which characterize each of the M datapoints in relation to feature j. This applies

generally to any column/feature.

Note, the terms “feature” and “variable” may be used interchangeably in this context.

In the present context, each datapoint (row i) could for example correspond to an observed
event (network or endpoint), and its feature values Xjq, ..., Xjp in rows 1 to M) characterise
the observed event in relation to features 0 to M. As another example, each datapoint could
represent multiple events (network and/or endpoint), and in that case the feature values

X1, ., Xim characterize the set of events as a whole. For example, each datapoint could
represent a case relating to a single event or to multiple events, and the feature values

Xi1, -, Xy could characterise the case in terms of the related event(s).

The term “observation” is also used to refer to a datapoint (noting that, in a cybersecurity
application, an observation in this sense of the word could correspond to one or multiple
events of the kind described above; elsewhere in this description, the term observation may

be used to refer to a single event. The meaning will be clear in context.)

At step 604, the first-pass SVD is applied to the data matrix X, as in Equation (1) above,

which in turn allows the residuals matrix R = X — X to be computed at step 606.
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At step 608, the residuals matrix R is used to identify any anomalous datapoint in X as

follows. An anomaly score A; is computed for each datapoint i as residual sum of squares

(RSS), defined as

M
A =ZR5,
=

i.e. as the sum of the squares of the components of row i of the residuals matrix R (the

residuals for datapoint i).

Any datapoint with a threat score A; that meets a defined anomaly threshold A is classed as
anomalous. As will be appreciated, a suitable anomaly threshold A can be set in various
ways. For example, the anomaly threshold may be set as a multiple of a computed
interquartile range (IQR) of the anomaly scores. For example, a Tukey boxplot with an
outlier threshold of 3 X IQR may be used, though it will be appreciated that this is merely

one illustrative example.

In the above context, where network/endpoint events are grouped into cases, the threat score
506 associated with a case 502 may, for example, be (a function of) the anomaly score
associated with the set of events as a whole (treated as a single datapoint for the purpose of
anomaly detection) or (a function of) the individual anomaly scores for the event(s) to which

the case relates (treated as separate datapoints for the purpose of anomaly detection).

Intuitively, anomalous datapoints are datapoints for which the approximation Xy “fails” —
leading to a significant discrepancy between the corresponding rows of X and Xp,

culminating in a relatively high anomaly score.
3B. Second Stage - Anomaly Reasoning

Figure 7A shows a schematic flow chart for the steps of the second stage of the method.
Figure 7B provides an illustrative example of how those steps might be applied. For the

purpose of the following description, it is assumed that at least one datapoint is identified as
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anomalous in the first stage of the method, i.e. it is assumed at least one datapoint has an

anomaly score A; which meets the anomaly threshold A.

At step 702, a second-pass SVD is applied to the residuals matrix R as computed in the first
stage at step 606. That is to say, the residuals matrix R of the first-pass is decomposed as set

out in Equation (2).

At step 704, “coordinate vectors” of both the datapoints and the features are determined. The
coordinate vector of a given datapoint i is denoted by u; (corresponding to row i of X) and
the coordinate vector of a given feature j is denoted by v; (corresponding to column j of X).
The coordinate vectors are computed as follows (the first line of the following repeats
equation (2) for reference):
R=uUDVT
v; = col;[VT]
u; = row;[UD]
where “col; [VT]” means column j of the matrix V; or the first P components thereof, and
“row;[UD]” means row i of the matrix UD (i.e. the matrix U matrix-multiplied with the
matrix of singular values D) or the first P components thereof. The integer P is the
dimension of the coordinate vector space (i.e. the vector space of u; and v;), which in general
is less than or equal to the number of rows in UD (the number of rows in UD being equal to

the number of columns in V).
For a “full-rank” coordinate vector space, P is at least as great as the rank of D.

Because of the way in which the SVD is structured — and, in particular, because D is defined
as having non-increasing singular values along the diagonal — the greatest amount of
information is contained in the first component (i.e. in the left-most components of U, and the
top-most components of VT). Hence, it may be viable in some contexts to discard a number

of the later components for the purpose of analysis.
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The coordinate vector u; may be referred to as the “observation coordinate vector” of

datapoint (observation) j; the coordinate vector ¥; may be referred to as the “feature

coordinate vector” of feature j.

The above is a special case of a more general definition of the coordinate vectors. More
generally, the coordinate vectors may be defined as:
v; = col;[(VD™*)T]
u; = row;[UD%]
where the above is the special case of @ = 1. As with D, D% and D*~% each has no non-zero
off diagonal components, and their diagonal components are:
diag D% :== (D§, ... DfY),
diag D'~% := (D3~ %, ... Di~%).
The case of @ = 1 is assumed throughout this description. However, the description applies
equally to coordinate vectors defined using other values of a. For example, @ = 0 and a =

0.5 may also be used to define the coordinate vectors.

At step 706, one or more “contributing” features are identified. A contributing feature means
a feature that has made a significant causal contribution to the identification of the anomalous
datapoint(s) in the first stage. Assuming multiple anomalous datapoints have been identified,
the aim at this juncture is not to tie specific anomalous datapoints to particular features, but

rather to identify features which contribute to the identification of anomalies as a whole.

A feature j is identified as a contributing feature in the above sense based on the magnitude

of its feature coordinate vector v;. The magnitude of the feature coordinate vector, v; |,

gives a relative importance of that feature j in relation to the detected anomalies.

For example, it may be that only feature(s) with relative coordinate vector magnitude(s)
above a defined threshold are classed as causally relevant to the detected anomaly/anomalies.
Alternatively, it may be that only a defined number of features as classed as causally relevant,

i.e. the features with the highest magnitude feature coordinate vectors.
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For a non-truncated (exact) second-pass SVD of the residuals R, the magnitude of the
observation coordinate vector |u;| is exactly equivalent to the square of the threat score 4;,
ie.

A; = |ugl?.

For a truncated second-pass SVD, this relationship holds approximately, i.e.

A ~ fuyl.

Hence, the anomaly scores used at step 608 may be computed exactly or approximately as
(UD)?
where 4; is computed exactly or approximately as component i of the vector (UD)? =

(uy, up, uz ...).

More generally, the anomaly score 4; can be any function of the components of row I or R or

any function of row i of UD that conveys similarly meaningful information as the RSS.

Contributing feature(s) in the above sense may be referred to as the anomaly detection

“drivers”.

Having identified the anomaly detection drivers, at step 708, a causal relationship between
each anomalous datapoint i and each contributing feature j is identified, based on an angular
relationship between the coordinate vector of that feature u; and the coordinate vector of that
feature v;. Specifically, a Pearson correlation between that datapoint and that feature is
determined as the cosine similarity of those vectors (the latter being provably equivalent to

the former), i.e. as

u .. v .
cosf = ——L-.
il [v)]

For a full-rank coordinate vector space, the cosine is exactly equal to the Pearson correlation
coefficient; for a reduced-rank coordinate vector space (P less than the rank of D), this

relationship is approximate.
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A small cosine similarity close to zero (8 close to 90 or 270 degrees) implies minimal
correlation — i.e., although feature j might be a driver of anomalies generally, it has not been
a significant causal factor in that particular datapoint j being anomalous, i.e. it is not a causal

feature of anomalous datapoint i specifically.

By contrast, a cosine similarity close to one (8 close to 0 or 180 degrees) implies a high level
of correlation — i.e. feature j has made a significant contribution to datapoint i being
identified as anomalous, i.e. it is a causal feature of anomalous datapoint i specifically. A
negative (resp. positive) cosine indicates the feature in question is significantly smaller (resp.

larger) than expected, and that is a significant cause of the anomaly.

4. Classification Enhancement

An enhancement of the above anomaly detection and reasoning method will now be
described. The enhanced method includes an initial classification stage, the results of which
feed into the first and second pass SVDs. As explained below, this enhancement can provide

a significant performance improvement.

Figure 8 shows a schematic overview of the enhanced anomaly detection and reasoning

method incorporating an initial classification stage denoted by reference numeral 802.

A cybersecurity dataset is structured as an initial data matrix X, for the purpose of the initial
classification. As above, each row corresponds to a datapoint and the columns contain
feature values. Prior to performing anomaly detection and reasoning via first and second pass
SVDs, an unsupervised classification algorithm is applied to classify each datapoint in
relation to a set of (unknown) classes. The method is unsupervised in that the classes are not
pre-determined and the classification does not rely on knowledge learned from known class

samples. Rather, classes are determined solely on the basis of patterns in the dataset itself.
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In the present example, the unsupervised classification proceeds by first applying an initial
SVD to the initial data matrix X, as:
Xo = UgDyVy.

All of the above general description of SVD applies here as well. This initial SVD may be
non-truncated, in which case the equality holds exactly, or truncated, in which case it holds
only approximately. This, in turn, allows a coordinate vector to be assigned to each datapoint
(row) of X, in the same way as described above (again, using any value of @ € [0,1], e.g.
a =1,a =0ora = 0.5). Unsupervised clustering is then applied to those datapoint
coordinate vectors, to assign each datapoint to one of a set of clusters (classes). For example,

k-means clustering may be applied to the coordinate vectors.

The class information (i.e. the assignment of datapoints to clusters) can be incorporated into
the subsequent anomaly detection and reasoning in various ways. Two options are

considered by way of example.

A first option is denoted by reference numeral 804, and involves augmenting the initial data
matrix Xy with one or more additional classification feature rows. That is, the results of the
initial classification 802 are added to the data matrix additional feature(s) (classification

feature(s)).

In the present example, the clustering is deterministic, i.e. each datapoint is assigned
deterministically to one cluster only. With deterministic classification, class labels may be
binary-encoded (for example). As another example, class labels may be encoded as “one-
hot” features. If the initial classification 802 is instead probabilistic, i.e. each datapoint is
assigned a probability of belonging to each class, the same principles apply, but in this case
the class features could encode a probability distribution over classes for each datapoint (for

example).

In the case of the first option 804, the data matrix X to which the first-pass SVD is applied (as

in Figure 6) is the augmented data matrix, i.e. X is obtained by adding the classification
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features(s) to X. This means a single first-pass SVD is applied over the whole of the

(augmented) data set.

A second option, denoted by reference numeral 806, is to partition the original dataset based
on the results of the initial classification 802. In that case, rather than adding features to the
initial data matrix X, Xy is partitioned into a set of smaller matrices (“matrix partition”),
each containing a subset of datapoints of X, belonging to a single cluster only, and each of
which is subject to separate first and second pass SVDs. That is, the steps of Figure 6 (first
pass) and the Figure 7A (second pass) are applied separately to each partition, with X being

the matrix partition for the relevant cluster.

However it is incorporated, incorporating class information from unsupervised clustering has

the benefit of significantly reducing false-positive anomaly detections.

In a cybersecurity context, false positives are, to an extent, reflective of the nature of the
“messy” real-world data that usually needs to be analysed. However, identifying too many
observations as unusual or anomalous (i.e. excessive false positives), when most are benign
and explainable, creates an unsustainable load on analysts and is a distraction from real
malevolent attacks. Reducing false positives reduces this burden significantly and ultimately
increases the chances of genuinely harmful or malevolent threats being detected by an analyst

in a sufficiently timely manner.

Note, the entire process from the initial classification to the second-pass anomaly reasoning
stage is unsupervised — no training is required, which provides enormous flexibility in terms

of the data the system is able to handle.

However, it is also noted that this does not exclude the use of trained models altogether. For
example, in some implementations at least some of the feature values may be extracted from
the collected data using trained feature extractors (although this is not essential; features can

be assigned in any suitable manner).
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5. Illustrative results

Enhanced anomaly detection has been applied to a dataset of ~4.3 million records for 1,293
devices (data points) and 1,088 processes (features) collected on a corporate network over
one week. That is to say, in this case, each datapoint corresponds to an endpoint (device)
and the features capture information about processes running on the endpoints in a structured
format. Information about the processes is used to automatically identify anomalous
endpoints, and the reasons for them being anomalous. For example, the features may identify
which processes have been running on which endpoints and, optionally, additional
information such as timing, frequency etc. In the present examples, the features capture

which processes have run on the endpoints and at what frequency.

The results are shown in Figures 9A to 9D. These results have been generated using the
enhanced process of Figure 8, with the classification results being incorporated as additional

features (i.e. the first option 804 in Figure 8).

The analysis illustrates the following: (i) clustering of data points (802, Figure 8), (ii)
enhanced anomaly detection (804, Figure 8), and (iii) reasoning over the features of

anomalies to understand their causes (via the method of Figure 6).

Figure 9A shows coordinate vectors of datapoints (devices) and features (processes) plotted
together in the first two dimensions of the model. Features are plotted as vectors indicating
strength and direction of influence on the location of data points. Anomalies are shown as
darker points coloured to indicate anomaly scores, according to the scale shown at the top-

right of Figure 9A.

The datapoints of Figure 9A are datapoints of the original data matrix X, prior to
classification 802. For the purpose of illustration, a first-pass SVD has been applied and
anomaly scores have been assigned to these datapoints without the initial classification 802 to
provide a baseline, in order to obtain the results plotted n Figure 9A. It is observed that a

relatively large number of datapoints have high or relatively high anomaly scores.
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Figure 9B shows the results of the initial clustering 802 applied to this dataset. The devices
on this network cluster naturally into seven groups based on the frequency and combination

of processes that they execute.

To obtain the results shown in Figure 9C, binary encoded vectors for each cluster were added
to the original feature set and the anomaly detection (first-pass SVD) was re-performed, i.c.

using the first option 804 described above.

Figure 9C shows how the addition of unsupervised classification information (derived
through clustering) enhances the separation of seven groups (clusters). Moreover, the
anomaly score for most datapoints decreases, but unevenly, increasing for a few. This
increases the “resolution” of the anomalous scores, by emphasising true anomalies. That is,
the initial classification 802 provides additional information about what “normal” datapoints
in a given class should look like, with the consequence that anomalous datapoint in a
particular class are more heavily emphasised by the first-pass SVD (or, to put it another way,
the first-pass SVD is now more sensitive to datapoints that exhibit discrepancies from the
majority of datapoints in the same class). Without this additional resolution, a model could

over-estimate anomaly scores from background data.

Finally, Figure 9D shows the results of the second pass SVD (anomaly reasoning) applied to
the results of Figure 9C. This automates the process of understanding what caused an
observation to be anomalous. Feature vectors now show strength and direction of influence

on the model errors.

Figure 10 shows a selection of the results of Figure 9C in tabular format. Each row
corresponds to a particular endpoint having a hexadecimal identifier. The first column shows
the anomaly score A; for each endpoint i derived as above. The remaining columns contain
the cosine similarities with respect to the process-related features, i.e. the value in row i and
column j = 1 is the anomaly score for endpoint j and the value in row i and column j > 1is

the cosine similarity between the second-pass coordinate vector u; of that endpoint and the
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second-pass coordinate vector v; of feature j. As set out above, it is this value that indicates

the extent to which that features caused that device to be anomalous.

The most extreme anomaly found was device W14451NB. It was identified as anomalous
because it executed certain processes that single it out as being unusual relative to other
devices with similar behaviour (e.g. the process “jimChrome.exe” and a few others). If any of
these appear suspicious then this device would definitely be worth investigating further.

The “jimChrome.exe” feature is denoted by reference numeral 1002.

Turning to, say, endpoint 7KP7S2NB (row 5), it can be seen that fewer features have caused
that datapoint to be anomalous, e.g. unlike endpoint W14451NB, feature 1002
(jimChrome.exe) does not appear to have been a significant factor in the relatively high
anomaly score (0.8) assigned to that endpoint; however, the feature denoted by reference
numeral 1004 has been a significant factor (cosine similarity of 0.5), as have a few other

features.

6. Other Example Cybersecurity Implementations

The above examples consider datapoints which correspond to endpoints, with the features
capturing information about multiple processes running on the endpoints (process data being
a form of endpoint data). However, it will be appreciated that different forms of

datapoint/features can be usefully analysed in a cybersecurity context.

For example, a useful analysis can be applied to detect anomalies linked to network

behaviour/traffic (with the features derived at least in part from network data).

As a first example, the datapoints may correspond to endpoints as above, but the features may
relate to network activity. Using the above dataset as an example, a useful analysis may be
performed by partitioning the dataset according to processes (i.e. each partition
corresponding to a particular process — so each datapoint corresponds to a specific process on

a specific endpoint, i.e. a particular instance of that process). Then, for each process
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partition, an analysis can be performed of network activity at each endpoint resulting from
the corresponding process. Features are extracted for each process instance which, for
example, indicate network addresses (e.g. IP addresses, DNS addresses etc.) accessed by the
corresponding process on the corresponding endpoint. This, in turn, allows anomalous
process instances to be detected, and anomaly reasoning can be used to assist in the

determination of the cause of the anomalous process instances.

As a second example, the datapoints could correspond to respective addresses in an address
space (e.g. IP addresses, DNS addresses etc.). Features could be extracted in order to capture
information about network traffic to and/or from each network address. Anomaly detection
can then be applied to detect anomalous addresses and anomaly reasoning can be used to

assist in the determination of the causes of the anomalous addresses.

More generally, in a cybersecurity context, datapoints can correspond to any form of entity
that may be usefully analysed, and any suitable feature set may be used to characterize the
datapoints using network data, endpoint data or a combination of both. A benefit of the
unsupervised techniques is that they are generally applicable and not restricted to specific

types of datapoint or to specific features.

7. Other Example Applications

Whilst the above focuses on cybersecurity applications, the usefulness of the enhanced
anomaly detection and anomaly reasoning techniques described herein are not limited to
cybersecurity. It will be appreciated that the explainability benefits provided by the anomaly
reasoning techniques are useful in many technical contexts, and the same applied to the

enhanced anomaly detection techniques.

As a first example, one or both of the techniques could be applied in the context of image
classification or similar image processing/interpretation. In that context, anomaly detection
could, for example, be used to detect any images that are anomalous with respect to a

particular image class, and anomaly reasoning can be applied to determine the cause of such
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anomalies in terms of image features. In the enhanced anomaly detection and reasoning
process, image classification results could be used to augment or partition an image data set

(as applicable) applying the same principles as described above in relation to Figure 8.

As a second example, the techniques may be usefully applied in an engineering context, for
example in the field of engineering prognostics. This refers to the early detection of machine
faults. Anomaly detection could be used as a means of early fault detection and anomaly

reasoning could be used to help diagnose the cause of faults.

As a third example, the techniques may be usefully applied to medical data; for example, as a
diagnostic aide. Anomalous datapoints could indicate potential health issues and anomaly

reasoning could be applied to help a medical expert understand the causes.

Reference is made in the above to a computer and a computer system comprising one or more
such computers configured to implement the disclosed steps. A computer comprises one or
more computer processors which may take the form of programmable hardware, such as a
general-purpose processor (e.g. CPU, accelerator such as a GPU etc.) or a field
programmable gate array (FPGA), or any other form of programmable computer processor.
A computer program for programming a computer can thus take the form of executable
instructions for execution on a general-purpose processor, circuit description code for
programming an FPGA etc. Such program instructions, whatever form they take, may be
stored on transitory or non-transitory media, with examples of non-transitory storage media
including optical, magnetic and solid-state storage. A general-purpose processor may be
coupled to a memory and be configured to execute instructions stored in the memory. The
term computer processor also encompasses non-programmable hardware, such as an

application specific integrated circuit (ASIC).

It will be appreciated that, whilst the specific embodiments of the invention have been
described, variants of the described embodiments will be apparent to the skilled person. The
scope of the invention is not defined by the described embodiments but only by the

appendant claims.
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