. two distinc

; €3eNTj Vn6TNxgWD 02/ 11360 PCT/ US01/ 23676 5 SPECI FI CATI ON CRYPTOGRAPHY N
PRI VATE KEY STORAGE AND RECOVERY METHOD AND APPARATUS 10 1. Field of t 6§>
| nvent i oMO 0ThB6pr esent i nvention rel ates generally to cr WSTGaRMN/6syst ens.
More particularly, the present invention relates to an apparatus and net hod
forsstoring and recovering the private key in a public-key/private-key
crypt ography system 15 2. The Prior Art The RSA (Rivest, Shamr, and
Adel man) schene is a popul ar $®HCJE bGA Td &kdy crypt ography. The RSA
schenme uses: a public key, consisting of a public nmodulus n and a public
exponent e; and a private key, consisting of the nodulus n and a private
exponent. dyyBRoHies YY!iraIBALkY STOR ATE AP RECA Ity METRODRadyCt of
prime factors pand q, I.e., n =pq. The factors are secret
information and not disclosed by ARRARATAE of the private key. The public
exPonent ais an integer that is relatively prime to@”
(g

values (p - 1) and
. 01). The private exponent d is an integer such th (I %wwm’ww 1) = ed
mod (quFﬂe)ldgfa.,eIglﬁltiggpl i cation of the RSA schene i messages.

Any party can use the 25 public key to encrypt a nmessage*cod@t can only be
decrypt ed biTht peeshalidemtiof rélires perievaltyetologyptogrephynsybiensh More pettipalarky, be
encrypted, where In is an integer in tcpe raagerysg < m ﬁ n. The (gncrypt ed

mes s agEPIESENE BYFRHBIrelaes o an appariys and mgihgd don siorng ARdIRCQNCHPE M e s age,
the holdesie oby t1e pRBH VBl ForkBle- B BRYbBErabhy ssfbriod n. For instance, party A
wi shing to se aﬁ encrypted nessage To party B woul d encrypt the nessage
byl®btai ning party B's public key. 30 Since the nessage can only be
decryp%e& with the correct party B private key that will be associated with
the pafty BISOBATE key, only party Bis able to decrypt the nessage.

Anot her appl i cat iTpe RFA (HiQeRFhas6F QB AdIrhah) StiEhd® 992@68r fobheofiaibder of
the private key can apply a signature to a nmessage that can be verified by
any pakeycuypioggapthive ThaRSAsdhene uses: afpublic kee corsidingof e pubkic 5logRba N aRer e m
is an integer in the range of .0 < m.<.n. che i re. s i ted as -
=" and DB oot e A Bl iy afhimart of € gyl {280 Y b Ao BRURY. °F
conput hBhubliS mot®s R-is A intdper that ehOprodhictRtwd aftihdigrinad fhetodd p and the
signature’is valid. WO 02/ 113111 5 PCT/ USOl / 23676 The security of the
RSA schen® 7 %t Encofactorearp sessetiniormpiion and nap discloged by thedokdsr ohBerdivglr s of
the public dul,us h I: LV NP | t er kfficul t
to det E(F)Fﬁ rrl;ggP ehcfeé( I(])e?ltstepl)ss%nnlgl'teéggBlghlstléulgwer%pElj%?{g%ﬁe‘%é| f( cu]]}jtag:/“i g‘i t he
fact or iingTRs phl Reekprkted8Inasediaush aat ed mpdépd 19 =iedaned&psl) +1. a

practical inplenmentation, p.and q each consist of hundreds or 10 thousands
of binary diQetappligatiog)of thg R34 spheme sha eprrypf Ressages p S9N Paty pp Use 96,

CORsi S - n
opas at Pon L SHBRERR) R ek AR B, Bty B ey pleR I A R B ke

conpl efiet y taf tht heesope tabé emcrypied, odses majp an axegrmtiethe rhngedhs Iny <wi. tThet he

nunmber of bits in the ex onegt and uagrah%%&é%% &%th t he .nunber g%'bits in
the rodBFYBiCdmTsEREe 8 LYTPYEd phe Fdranad 8o e dREIYP! IBREAHYRECHEES Y r educe

the conpiieAbi #RYrivartRAE)S6mplRs KEIECROl REFEXRARSR, Pirty AGyiBKRL k& sdedan
operation, it is comoh to pick the public exponent to be a small nunber.
Thi s i snerypegtradsbazete pariy 8 whidd seeaypi thy nisksagh &y REEinah ey Pss public key.
30  Since the message can only be decrypted with the correct party B private key that will be
associated with the party B public key, only party B is able to decrypt the message.
Another application of the RSA scheme is to sign messages. The holder of the private
key can apply a signature to a message that can be verified by any party using the public key.
Let m be the message to be signed, where m is an integer in the range of 0 <m <n. The

35  signature s is computed as s = m® mod n. To verify the signature, any party uses the public

key to compute m” = s* mod n. If the value of m” matches the value of m, the signature is

WO
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| argel y i ndependent of the size of the public exponent. A popul ar choice
for the public exponent is a = 21~ + 1; this value appears to be energing
as a defwotoa/1sisandard for new 20 applications. O her comP§iT/¢ieR¥E6 are a =
3 and a = 17. Wth a small public exponent, the conputational expense of

t hes RSA public-1cey operation is relatively small. In other words, it is

rel atively inexpensive to encrypt a nmessage or verify a si (%nat,u.re.

Unf or t unat elThe sedveityef tha RS Aesqbeme mestuorctia persumed giffigialdy ehdgierminipg thea| ue

oo it By uBhE i 3H SR 50Vt hERAER PSR b REectBuh |
bei ng kRrfa&oRPWardS dbdchahdtly= 58! €hd &ficds o thefdldringProtierdindredsegaythof a

. size conparable to that of tEe. public nodul us n. Thi's makes the expense of
t he pr SiZapEp RBY qdpseases o & pieticalianglemeration, i e igeaciypensist of hundsedsdirat j vel y

SRS AR EER) Rl B PPRLYEE o BB RRe

Theor ey {hoE8ands $heit{CRT requires the conputati on of several quantities, as
fol |l ows: ri[}: d nod (p-1); d~ =d nod _(ckls- 1); v such that pv nod q = 1.
Then, the prhgamasujasgxpRenEiosPPgratiopdserbidt oA & eepmpitatipngdy expengive (g npd

dp . — ) ~ a: V. = - .
b5 11368 B B buROu LSt BhrionnZicsed abBximl BB G o puplfRr,
negl eclbebits inhtke egiopLhedndeuadradxgnsgich te nbhbepof biatia-themodylas. aForamatedy,ng t he

CRT_i s about one-fourth that of the private-| ce?/ operation not using the
CRTS THhete pte samegyedeknaygumethgds that renssiha cPHRRRINA 6KRESC.and it nakes the
CRT desi rabhke ' ' 5 art. e of
comput i ng. e “aeREHpRRE 4G bR e BRE  oBnkon BB © rany
appl i cekpamest ®ibrpl ymadl moobgpuTaistihecoeplabledecdusd e sdeyritgrod the RS seltenreeist hem
along with the factors p and as part of the private. key. An lication

t hat Uiy gefaﬁwgﬂé@l@ﬁ%@fﬂ? w?ﬁﬁsxw?nhnﬁp Pl}lafc%'ﬁl%g?g’f 5F RebHe _
privat %Xﬂﬁﬁénﬁi@%n: A6 1,0 (1S L Ade hfiealsRE bWehRrdie ad £astheid@ERlRIFoLAIWPUL at i onal
expense. Each of the five paraneters requites b bits of storage, 15 where b
i 520 he applithéonofOthet sormon ciwiteserd actdomdaf = i e Witldaibmasll pItlicssxpohent.ttbe al
storage for the private key js .bits. In sonme,applicatiqns, however,

ator | ngoTRualTy Beesre r GOk A pic g ongtatiop  RdRRl S I SR e o
the a”@%@lati%ly%&[ﬁﬁﬁvé%ﬁrfp@ﬁlﬁiers@%e ok bedifye Apmitiveat i on i nstead stores the

private key as {p, q}, the private-Key storage space is reduced from 5b
bits to 2b RBinferturmtedy, theduedie expanyniad ¢ampeidre wekezl BnallHdigeiadie canhet be

appl i cation,nust .then co te dp,. d and v ea ti i far a
prpgov at Zr-eFlgec)}/loﬁ)eﬁé PP ﬁz.m%ﬁ’f Cﬁﬁ@“ﬁ% ﬂjﬁﬁ eﬁﬂﬁgép ra I=eedc%ﬁ%&q gt? 5 BEiarﬁlgx pense.
An 28 x arpdugitPbf b REPhdheakeireds whp ard b heme 1args ues aiteartly celocted. NAk & ré&ultpw- cost

smart card used to create di gllg,t al signatures. The card stores a set of RSA
pri vat d ikayintegst pha sige Gompsrabls éeithapotihe auklicmgdulps pe dhisgpakes dier xpprsst

pur pos . ex3 ] e > Sh N made wi th
B oat L PEFIRY SerfRR @y A, TR RERolR, AR R R e |
messagelscrypinoineesgk eycrghtghatsidmatuwsed t o sign bank transactions; and so on.
Because of its |ow cost, the smart card has a | imted anpunt eﬁf st.or age

space. |t idha&3PenapPEPHKAte-fRRORAREP Gindiedpdicad biwipe the (aineseligmaainder

posgi bl .i e r ok t ,£ost, the
et e D R B s o P AR ot B aGutich B RTTE) . Snce
it is 30 undesidmbli¢ fdp; the signature conputation to take an inordinate
amount of time, it i ortant to mnimze the conputational expense of

the RSA pri \%Féi-rlﬁlt@‘}l(%ﬁggt i on.
v such that pv mod q = 1.
Then, the private-key operation y = g* mod n is computed as:
35 a = (g mod p)*® mod p;
b = (g mod g)* mod g;
y =a+ [(b-a)vmod q]p.



Anot her issue associated with conputing dp, d9, and v is security. A common
way to conpute dp, d~, and v fromp and q is to use Euclid' s algorithm or
conmon vapicatiiwns thereof. Euclid s algorithmis a sequerr@/g$0128676hneti c
operations that can be used to solve 35 the problem "G ven integers x and
z, §ind y such that xy nod z = 1." The sequence of operations depends on
the nunerical values of the operands; that is, a change in the nuneri cal

val ues of vy libthe zxprange cémpl&tll‘zgher@eaﬂdrw Ishegbp@érthéfcompwtahﬂmlﬁl@P@Q@@%t| ons

St or od U HElPSeY oridiob e B CR R Mo SR ABNE bRy R Pk G P . ¢

di scovebyuddys @B CRL. aPKiglhis MiPoLle@YRHon)n 6HAPSREoN AN BMbehsE, Antl HEmARR lthec@RTO n
- whil e measuring external ly avai | abl e responses such as el ectrical current

draw, cesmblediongany applesations.ons, etc. Such attacks have been successfully

Ganpled ot o ReLual BECd e aeR, ol NiESIREPlaL. SN fakeRprental

sequen@ec&fdqu@ﬁ rRdryOipplibSRShs tsﬁnply E@dbﬁhpﬁlte thélPalu@et &/, moﬁndcmrnmoxwtmémt he
val ues of and g Cont i nui ng he exanpl e of t he | ow- cost smhart card,
a

t he caraumgnmfur@e ca@rs @ransimmatt céélmwe@@sl@ﬂy tATnepRiisedoeihat @eres i€ nodul ar

d A th
R R R i e S T T A
descri heg: poksibleasbugitationabsgehdel tBach of ﬂills(fhcqiafaaﬁck&s réquéres bibito oLsERAIZE, S

careful ly de5| ned to ensure that its sequence of oper ations does not
depénd vdisra s thanwsbeiort bitidn 8 pepgfacior afithe mogalper Thin dhasieil stogagedor beal so

requir Eg)%” dP d~, and v during an RSA prlvate | cey operation,
t hen t gwétgkgg i on” of dP d9, and v is an additional source of potential

vul ner abi | i nysori[@apslﬂdjaﬁenst, howe e clingtha griadte key ws {p,e dg dppytiahoon of dP,
dg, and v nust use a 20 sequence of operations_that does not depend on the

val ues desirablebrgagse Oéltﬁ*ﬁ:@nﬁuﬁﬁé Sf@f%{gép%ﬁlr?@lﬁl tielhe apPLRIOR ANSEFASINEY usi ng
modul ary, ﬁ?\%‘f&elﬁbé} ty & Vthé1 ﬁb‘éﬁe RBCLBL ng Q%é{:e I RancedBEm%b bIRYS 2b bit€ aSMart

card may se t essBr to conmpute I'm nating any new
vubkoer abductidy bps Satdrdfexis wHbive canthe tappliration hinsethen computesl, iyt anpioscsaicbl eto

conput e, dp. and dg usi n dul ar . expgnenti ati on. somne i S needed
to conpiftett afﬁeﬁg R KevgRerion s ek ¢ Ropi ot ARG EP R aRaT Cxperte

vul nerabi | i tAn e;éHﬂT@Hﬂa{h éﬁb%cﬂ'icﬁlc&ﬁ’éré‘%egé AGKEhON chRer! BaUSR Lo smart
applications that use the CRT, not all applications do. Sone applications

per f or matdsegtd wrazatedkg;gal sigeatates o fhecart storesussan gf RE& 1TRAfe kdyncwith paech i s a
sinmpler, (alt nor e  ex I’ISI eratio n_s cha Ilcat ns,
st or agé & éeccgt es%%‘ﬂﬂ't?“'teg % S%HCPFP‘FW& t%gﬁf’xarrg@ﬁ’ecgle 1) Ef‘gg %‘EF& I rect
wayst o s?éanu?cﬂaﬁ@ REdeRie alpaMichRr @reﬂﬁ RaigRInARG eg 3hdyork issd t@sish eleerdiiie
paranmeters { n, d } , where nis the puf) l'ic nodul us and d the private

ex ponermaﬂ @@ssagqsganmleermewmebt b@egped ki ssgm}aa}nlqteqm&crt@@smdtiptoe Berause @bt i vel y,
in a nogé%\ﬁ cagg@e ﬁzﬁ Art C?i}:(ll }rlne 18{%&; %mg\* 8%/ stéto%ﬁq?? g, % Qﬁggra%? kﬁqeacaui p, a},

where p rrva oper ation

i s per fiostRoas rdarfy Iﬁnamk@sa&eommLedhfmemspifte Sﬂufﬁlﬂleﬁnc\tanbemsefofﬁs and q.
When stored in this vvac}/ the private key requires 2b bits. This_ is a
savi ngdowyos. thg smaFt caF lzaswpgetmq%@rt“ﬁ@ kreg%%or{lwtlna}capmtycémfﬁﬂ% on of

" ROT BB 2P AL TSR R BT R T
si ngl e topeiatizeothe cémputéﬁoﬁﬂ/e&ﬁn%ﬁe obtHeGRNAUBAL4t2-36¥ Gperation.
Another issue associated with computing d,, d,, and v is security. A common way to
compute d,, d;, and v from p and q is to use Euclid’s algorithm, or common variations
thereof. Euclid’s algorithm is a sequence of arithmetic operations that can be used to solve
35  the problem, “Given integers x and z, find y such that Xy mod z = 1.” The sequence of
operations depends on the numerical values of the operands; that is, a change in the
numerical values of y or z may cause a change in the order of arithmetic operations such as

multiply, subtract, etc. Such dependency may make the private key stored within an
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it introduces no new vulnerability of exposing p and q. However, as with dp
and dq in the CRT case, the conputation of d fromp and q may be a

si gni fi cwxo2aesout ati onal expense, and it may introduce aPERGIMI2BGT6
vulnerability due to a conputational sequence that varies with the val ues
of p and g. 10 Accordingly, it is an object of this invention to provide a
paraneteri zation of the RSA private key for CRT applications that uses |ess
st or agepplpaden vhimarabketof diddovgagbgrmtaenclee whprlevgrly dhbosds-inputsito dred t hat

provi des better conputational efficiency than the mni mal paraneter set {
p, a}-~ apphqagoalw%le%Faabﬁl%%xt@m@w\gaﬂ?hlséﬁﬁppewsﬁbﬁwﬁkca%caécwaﬁrﬁﬁ&“ér i zation
of the LA D o] [ i : t or age

- apace TR RE R S el S R A S DR SR P et

conput atéwitpbeaédsi bothrroynidreinl andezovemimental pdp aertkice vulnetablitpfosuch . It is

al an ohject of.this invention t rovide a,neans fo o] ting the CRT
- pandrerendsgisdrsie T dis Rau s SEele Rt BB S fafHL MStch hat
t he CO%H&Eg%tWi?rpﬁﬂev%ﬁi&Q%Fg%ngu' ndependent of the val ues of the prine

factors p and g, so as t ce 20 vulnerability to attacks that exploit
such dependéhngnuiBRIVEEh (DESCRNPTE I0OMedPWTIdE SThAYENTH.OhE Tadondudssae t hese and

ot her shqrtcom ngs of th rior art i scl osed herein is an apparat.us and
et hod OISR GoPERAGos TR pElsaRehy sk b eRb ey TSI RgtiieR b RERE R * sonene
that babBink§esarskeyRAetatioRbUhé SITBNLS c:aIdoHeR NN GLPIAAEHIE itd YttackDbEthe type

particul ar f’y,_ the system of 25 the present invention provides a neans for
derlbvi nest dbssribed.v Be eedvey vilnerabgity faeshich attaakist e soprocesperay canghilly desgned ed and

provi des a nmeans. for conputing.certain r ) i t th time
Peauc: 15 SulERATY ShpRlRpPandl & BoLaang b e iles 810k bignoe R,

repl aceolydPerIRE sRAkEIHRE B SsoiRq@rd td tompi d, @, iy Qifingo@i RORpeivad-keyi t h

smal | er paraneters | cP,1c9, and 1:, respectively. The values of |cp,1c9, 30

and k aperatipe then e sompatationof 8f ¢, tthe vidamaddheial paurcgafpotentitd npd a = 1;
k~(qg-1) exl: KGR .- - A =o1 : P, ~ c has
a val ué’r&?nnlatB (iaty'r gﬁjgd%tfe)téﬂtagd%de\)l{l%?&lﬁtﬁ%fhtjfscio\i;ig)}l @%ﬁg?h%?&’hanbgqrﬂ?s?gge Lrl\o nor e
bi 09§ t haguehbeeohopEbfionsfthdidbes meaeismdion thé oslaed dfep gdd. i Sinexpambgbree. 1 n the
popul ar case of a = 21~ + 1, each of 1:,1c9, and |c can be stored as a
16- bi t PyiEme walugsk ) may)be qomgytedysinggpodularexppnentialon wigitheprerationys pb7 1136(1 5
PCT/ US r | Di-1 .5 Qf age, and
d requiq%%ds‘%ggglgsl’ %Hs% S%%%?%@%mggggmlg%@ﬁe&n rltl%é(:\rll%(l)@h ﬁiﬁ}tn ain?ng{i/pri e
fact or vlnerability Astogpitedivith abmeutirgy v. bHbwe el 2it iscront pessida th cgmpute d, puld,i ¢
nmodul us havi n(g 1024 bits. In thisnta%%i cal .case, . dP and dgp egc .require 32
times rhSHE RN SEPARRILiatioha RS IdmRPheRe is BFGded G ComRYGS, B4 G ¥ dkor e
Stangqh%(aoémqn&&ﬁﬁe|aq\e“A,u@%{falﬁp@[ ication that stores kP and kn can
recover dp and d~ by -the followng calculations: dp =[1 + (p -1)(e - IcP)]
| e; d~ _ [ Altheugl thelpreeedingkdipdusgion hasifocused om-apRlicatiops ihabivseghe CRAL net or es
| c can recover. d he follow ng calculation.,d = [1.+ - D(g..1(e -
o)y WHBplShioln ¥ SPmeeBrtbitaeFiRhe bt Ay anthich Mipa it o) on,
in eachcRBSthcettha idlh ¥intlRad altBoudh Tt kRpehsivk) bht@ateiny i16 @bme SAcH dppliCatichsNO
remai nder. A proof that these calculations yield the correct results is
gi ven atorageespapriansk sechiity ase pithinyRort20t iFkiese cal cul ations for dp, d~, and d
regui re the plication to perfqrmdjVislo I . In
so%@ appl i cgﬁﬁomnésf%%afa% ol sﬁgg%&p né)r%yea%kvl\gra 2% B{dtgl;lgé@icra {6%1 Iﬁeéqgg@gatthlgon.
Fur t hergidngaters f{nad), apiekd € af the publthed®id snd dthePrivheiedPortsit.NBrotihg thesual
| ongdi vi si on sequence of operations, the sequence of operations may depend
on t he BFaRGSy dis WayigayresdRibiting the private key vul nerable to attacks
that exploit - { : i SR IRVIN-IN
. appl i cati on AERERERAORTR ErbpleafEHE frlVai R Lol b iy 8 BT

q}, where p and q are the prime factors of n. Each time a private-key operation is performed,

35  nandd are computed from the stored values of p and q. When stored in this way, the private
key requires 2b bits. This is a savings by a factor of 2 over storing the key as {n, d}. The
computation of n from p and q is a single multiply operation, since n = pq. This is an

inexpensive operation compared to modular exponentiation, and since it is a single operation,

4



foll owi ng cal cul ati ons: conpute a such that ue nod 2b = 1; d~ _[ 1 + (p -
1) (e- k~)] anmd 2b; d~ [1 + (g - 1)(e - 1c9]u nod 2b. 30 A non-CRT
appl i catwam2aassor ecover d wi thout using division via the H@i/USHAI2BE]6

cal cul ation: conpute t such that tonod 2''' =1; d =[1 + (p -1)(q -1)(e -
lc)]t nod 2zb. A proof that these calculations yield the correct results is
given at the end of this summary. Ignoring for the nonent the conputation
of a amdnfredicks h& nék Sametddaity bheswsial catldad.| Bowevdd, dsovitit deandel; oy eiey of dp,
dg, or d are conputationally inexpensive and introduce no security

vul ner 8T ¢asg. theaempetationpid from ek 51y bef signéfieant eopptatiopabggiense,

Pl ol S Bl Ol RTR FE RSRLIHPLA R0 R

oper at i Wal@s®f plamdlqar to the operations used to inplement nodular 6 WO
02/ 11360 PCT/US01/23676> 5 exponentiation. A single nodular e ponegl&i ation
- usé® t housadbsowslingy,dhisgpabiect ofrfgis IByerin t%ﬂ%tﬂemﬁf@%e%’flzaélofléatw
oper at i ans, .i bl JThe." ~u | i k . of to b
b s, e Ey RT3yl s s pORBE Sl Tdins MIPLAahERFEAIOY
are nedlidqi ¥ sd (Ringroddersier Smapsticial effisiedoe thanohe wizmabpaameteeserdbues of
p or , so the 10 calculation can be inplenented w thout introducing new
vulnerdBility to attacks that exploit such dependence. Turning now to the
conput at i on yof et b 1l 2 &R@clt LS VR i i ; the
conput at i onlﬁlgélgsogdgs) bﬁer?\t/gfal/lg%?ﬁ%ﬁ%ﬁttggt e ee{}?irgga?{@#lr?? s)ggﬁéc%gAr%ﬁ g%t enti al
f on5at tkag KorantORT ppplictienkihyt useg lsdbtosge opack dhani the figdl parpiewesttdd. dii t is
also true that the conputation is f15 i nexpensi ve, ﬂs follows. First,

consi dénd {he Proyides RREFTEoMpUALigRRliet 1@9%&3%&“3 migimyPramaletsgt (B4} privat e
keys. | n thirsiGa3&n dhiddt of thisSinfertiol 86 p¥AidtEa mshs!fbr lﬁi_ngﬁhé’CRT stored
once for all private keys and retriev as needed. Even if the private keys
of i nt paemietat €, afd djj &fdethe nbnGR parametehd} iniasmartriee suchltha thé chnpatatiesl
according to the ri%(ate key, onI% one val ue for (ﬁ%or t . needs to be stored,

20 t hatsequsnEfeisHRIRgnEant obihe Velngs oLthF P HOrS RN 5P &P RS Fal ue of b. For

vabyes \QineRtAidy 85 af AR 1l 8xpIBX s AcpBhdedice.t he stored val ue can sinply be
truncated using "nod 2b" for a or "nod 2'~" for t. In the popular case

:
where a = 216 + 1, it BRIBFRPESUBRIPHEEOFAYEIIVENIIONa or t; either can be

enerated using the inexpensive calcul.ations. =l - <1 i e~ + (~A
o781 (rM_er%‘EF tﬂ*’i%f@é’“?ﬁﬁ‘i‘?f@“éﬁ ‘?ﬂi% H%%’Jr%;d;st‘:l‘)-é‘fﬁéﬁm(lgﬁi - ,(~1~~
+ (264 3ppA4R) afid ﬁ%@@d‘fo?&@fvidi‘néQélg'ﬁtogra%ﬂagr%ﬂwte-key ktorap@d antiZecovefyoschamhber
common choices of a such as a = 3 or a = 17, a simlar calculation can be
der i vedhatdetholessens epist tauirementy ené eehangesssecyiiiar Mormparedamly, thepsicanel a i s
dif,ferent _and. arbitrary for _ea ri o . J i cation
mus? ¢ F%Eﬁeiﬁné H}aveggrlorf plﬁogfc%gsgagneégsngorl a ﬁ{éﬁf’g@%{%ﬂ‘g&gf({)&i ?%%Q?ﬁ%% E’%%ﬁ%%ﬁes t he
mul ti ploE pievicRisiyrngiisfedadgrevitdser mearsfor esprting 20rthio paramederk uhile hathei s a
power of (such as 26 or 22e). .Such algorithns are well-known and

conput #8106 A 5pAuGiRg sREHETR/ WINGrabiHeYy appl i cations, such an algorithmis

al ready i npl - : . I ; iLapi EQBn- I N
part ol ar P P A Qe o 1 s
a populGRT pranstdrd; withplhaitentaragetasdy) lgr areklp oespactivaty. dhhe vahedswé,.dgch an

al gorithm Conpared to the eége‘ se oi,t_he modul ar 35 exponenti ati on

opePat %9 K ¥R ECEHSS AL SYHEY | k%@ﬁ%‘éﬂtﬂs' executing such an the algorithmis
usual Iy smaly o, Themdhgcugsi on here has focused on the case where the public
nodul us n is"% he product 'of two prinmes, p and g. This is the usual
situation irkgtqrelR88dsehene. However, the WO 02/ 11360 PCT/US01/ 23676 5
RSA scheme gﬁn EIS e?)erahi z_efj to a nodulus that is the product of | prinmes,
. where j is dnPi %’g'é ) MPAS = Such a generalization is described in U.S.
Pat ent No. 5,848, 159. The invention here applies to the generalized schene.
For exanple, consider a CRT application with Pri me factors

. : . s Py s P

. Thébe are | Hasbrdkpds aotl ke apialugdn dearperheint Qﬂe‘d]éﬂnﬁ]é‘élvﬁy%a?sefaﬁl nmod (p;
10 -1) for. i .= | . ol | [ j nntleS aced by

. wnere SR e b gt pulPe R ot AR YRR B BupERpRotlpnc? 168 30T ©
a = 1. populaeecaseast eds 2'f raedch, of Gl kg dndtiecad; be stgréd as § po-bit vhuee(s, —K))f,/ a or
d, _[1 + (p; -.1)(e - k;)Ju; nod 2b", where b; is an integer such that p;
< 2=, dnaerfk 19, repReciixelye t hat satisfies eu; mod 2b° = 1. Proof of the
formulas for dP, dn, and d. First it is proved that the fornula 15
dP=[ 1+(p-1)(e-kp)]/e (1) yields the cotrect value for d~, by show ng that
edp nod (p - 1) = 1. Let a=1+ (p- 1)(e - kP). First we need to show
that ais a nultiple of e, so that the division operation in (1) yields an
i nteger value. By definition, lcp(p -1) nod a = 1. Thus, le~(p - 1) - 1 1is

o b1



25 yields the correct value for dp by showing that edp nod (p -1) = 1.
Again let a =1+ (p - 1)(e - kP). It was previously shown that a is a
mul tipl ewmfozﬂ,lsoeo we can wite a = ce, where c is an int R@EvUSes2pce 0 <- (p
- 1) <2'" and 0 <- (e - lcp) <- e, it follows that 0 < a < e2b, hence 0 <
C <52b. Now let d~) be as in (2). Then: edp nod (p - 1) 30 = a[au nod 2'']
nmod (p - 1) = afcue nod 2b] nmod (p - 1) = e(c nod 2b] nod (p - 1) = ec nod
(p 1) =anodf pert)asBd, andld, chbli sqpirebéits bOstorAge, f(rlzl)dlemmeesplhiut@ffsmfageornul as
/11360, PCT/ USO 2367 (e [1 + (q
- |)(eW%er€‘cb~)S]tl]° KL O i3 Blimé?n‘ft?fc%r’f‘ﬂogt%%% VAlye fPﬂl% %ﬁﬁlfa (1) and (2),
Wi th: ts@ Qt]ﬁsf RlB&sBA Pind Bheadar oof s f or
formul g@qésg)gh&?%@@aggbh%ﬁ%hﬁgél?éé))ﬂ?l@’ﬂlptils n 1@ Qdf)( e s Tt
nmod 2' requfte 3rtemesi mleatorage sphosthat by andil,, amldd(eﬁ}llre tllaﬁﬁg@ﬁﬁqﬂtglagpr (5) and
(6) .are identical to those for (1) and (2), respectively, with: d replacing
» dP; OICSP%SI%Iﬁg 1~; (p - 1)(g - 1) replacing (p - 1); and 2'~ replacing
2~. The cong| BRiTOHp HEatfoBQhﬁrsﬂﬁé@manﬂﬂt eartRc6Rs Y aﬁdawthe@olmdn%p 1)(gq 15
1) = 1. Fromthis 't Tollows that ed fod (p- 1) =ednod (q -1) = 1.
Vi ewed célcolatians. i rst vantage point a cryptosystem private hey recovery
device is discl (g) @(ﬁrrpi§ ﬁ } g i n conbination, a processor, a nonvolatile
menory spacéjvop rati v %/ 8 ‘?ed to said processor, and a set of private
key paranet g s ($tiogediid- &31 ple nonvol atil e rrermry space utilizing | ess
storage spacé than the fulf par anet er set and 20
pr 6§i disgorbER{Tespphiontinm that simes ké#ffIieéﬁ)‘é?rliél)}?}’tth%lfplmn%ﬁﬂ?‘ﬂﬁmonpar aneter set {
p> q }, whergi an be recovered fromsaid set of stored
CaPeidf sila By ¥

private key pa rom anot her vantage point a nethod for

r ecoverh BgchdofMhdse@bRuledynd, $/ depebanseitiiegeodipision; irgedch caenthientividemd isst or i ng
private key paraneters in a menory space, utilizing Iga(éss1 toraqu space for
guig

sai d pmuliple Kt die Fuisamse Brese sAgrenARdet, A PRof fiasthese tionsgyeld ;g 5 ng

provr dr n fhGiSR¢y than the mnimal paraneter set {
%@%@?M@&&Q@&ﬂgs AWRNG FIGURES FIG 1 is a schematic

dr agram of mlﬁsdlézﬂmlﬁmrf@lfﬂpem]vmd)dhmnhedie apphcq:troesterperfomdrvusmnby HeG 2 is

a flowhart of a first exenplary errent ag)Fon of q%ent i nvention.

30 FI GPUBlis sXBOPRigadAAPTIeGPPUCEEED ALY RB S 4Py arﬁkrw SRR t he
pr esent, t I lon

i npl errerlr)'% %P?gni:g ner gﬁprlé%deaﬁ)tp ﬁf‘%v"g\gﬁﬂ’gﬂnr‘e"% th@dN??éﬁgﬁ%i?ﬂﬁ lﬁ)gzr{lt 0o a fourth
exenpl ali\ylsmmsbcpmam aﬁcbpamtmhs tthesquuesef opcmemsr oay deple®l 06 thesvalugsidwchart  of
afifth exerrplaryr ntatio ofthe inv ion, 35 FIG 7is a
f1 owchaPt qornaémg.t&? gﬁﬁ YHyerpis i Afack {1”|ﬂ ﬁxP Pit E%P%%deeﬁ?er nvent i on.

FIGs 8 1S aTSaiid ﬂfé"l‘fé@@f&l dWISI@nS@ZRTtC? BoHEiBR cad yecbver! e et abdignthef t he
present invention. WO 02/ 11360) P ]/')USOI / 236760 DETAI LED DESCRI PTI ON OF
THE IN\fEllﬁ'wn]g@hs:uwnBs of ordinary skill in the art will realize that the
foll owi ng descri t| on qh A he J@,sept invention is illustrative only and not
i n any way 15 ﬁqpﬂl Suc ge odr nments of the invention will readily
suggest ther%ezl Meﬁ(ﬁpm@rcm Wiidodet, persons having the benefit of this 10
di scl osure . 1illustrates a cryptosystem 10 capabl e of taking
advant age oqut%[é*mreh)(ﬁoﬂﬁq)]q'ﬁ@d@r ypt osystem 10 signs and decrypts messages
pr owi de schene
to E()l)erf‘gr1 m tclhI£T és{épqlcgporl (]IQ (gdegr &%Vlthm?mﬁ%&%g%?%gmggfgﬂrg\?gl%hégg%lﬁgﬁocessor
14 t hat COntd’oﬁhipSJt@ﬂ slucmﬁedtadmoﬂs”bea‘lthe cryptosystem 10. The

d=[1+ (p-1)q-1)(e-Kk)]t mod 2*.

A proof that these calculations yield the correct results is given at the end of this summary.

Ignoring for the moment the computation of u and t, it is clear that these calculations

35  for the recovery of d;, d,, or d are computationally inexpensive and introduce no security

7 q?
vulnerability. Each calculation consists of two or three integer multiplications, three or four
integer additions/subtractions, and a “mod 2*’ or “mod 2% operation. The multiplication,

addition, and subtraction operations are similar to the operations used to implement modular

6



15 cryptosystem 10 has an arithnmetic coprocessor (ACP) 16 that facilitates
the conputations used in the RSA schene when signing and decrypting. The
private weyw2usstd to performthe signing and decrypting i SPGEHBIREAIGH
nonvol atil e storage 18 within the crytposystem 10. The cryptosystem 10 is
capable of storing a collection of private keys in the nonvolatile storage
18 and selecting a private key to be used for a particular signing or 20
decr yplek fohenBESAY. di Figlglean QIR @Sn@itineion taes ttousarsistofi eudty @epaions, s theThe
crytposystem 10 i s capable of conputing {@hgl{ pyblic b}geé t hat. corresponds to
any pr iaddadebidsn eftadiewdmpie queEatiqanisdiegligible. Skhr s 2’8 OBHAUPR BRERPY i ng t he
public key to .an,exter “ LBe LAt thith 25 t osystem
0071 o etuiod P GBI B A Pl T e B e o e g
nonvol akfligbRt Ahegequbice Whepergone datd my depgudiondhevadess, oftther ¢ sg heosyst em
uses a random nunber 1ﬁenerat or (RNG 22 to ensure h.h.?t tt}%ﬁprﬁhng fz&{ ors p
. and0q etlcnldopeanby Enpegented withgyi ippdycing ey BynerppilitGAlasks (gl 258t 5
randomsﬁﬁﬁge teggénc%s applied to an algorithmthat generates p and g. \Wen
storing epprl vate key, the cryptosystem 10 may store the seed instead of
storing p arthrfinghesaveld cugnputaionadfuemddf it g easy tagsaoyheap i §o spguUElYasEPgori t hm
to the 30 seed each tine the private key is.used to sign or.decr The
cr yt poshe eemputationsdogs st BYpEIthe Rffvaé?:@é%ﬁ Héﬁ{bqqdu\‘?%stléo &‘g%u%?a%\#taée{lg&%o it by
exter n%be Eﬁ%t?f(éy ?egaﬁffé&skpﬁoW4th Hﬁ?ltenﬁgtea.nﬂ@hl% ki@ thAR ehePEdnyliRideays in the
[ st or-ag .

nonvol atite n externatly provided private key may itself be
engsy ptiaekpaysivias élievnal devi ce using the public key that corresponds to

one of the private keys alregdy present in the .nonv td e 18 of

The or ypt osvirbonsast he Sxer te Qe ot e bR R IS DiRer G Biyak KRS

encr yptﬁ%@%&s\é%t% K& fedn@IdeNso Richly @ih%ly BeMtoRdIgRde Soriall piDAKOteyt ahd St or age
e

18, then stores ecrypted private kKey in nonvol atile storage 18. 10
WO 02/ 16850 PETidedSD IERSHT ehetprivatyarads of intesestwrrcafitiffergnplengths dhitds thes

generated by the cryptosystem 10 or._ proyi ext.er i 20, the
crypt os‘ﬁﬁglﬂee%fn by ypries a@ﬁ&ﬂﬁ" Pﬁ?é’f‘?‘?gke& h(én\{?' ggéei‘r/l ?{%gd}tuo&rtgﬁg%eto?) %\étogﬁddunt of
nomyiol i i1 QifoGe bie RHEE6shONd BNt faffRsipralueadfe. kit vahed of b otter thaer _t he
private key qui ckl y and w thout introducing security vul ne‘;f,?Rt}l lities. The
cryt posths memximiomhvakienthaystored valpaeancsimaly e fysated siggwm i PSS SP%an be
applied., 0. trade of f storage space,vers . £ &

2% ko t.?[g?lbergqp},}gal ﬁgﬁ%e%ergg CEWE i, H%s 50%%9&%41%%6%?}’3% stdi8 udbrft! difler

exanpl e; I'gur e initially store the private key

pﬁr am})%n%eag%g&ia&d wdinghthe ﬁfﬁgpeﬁ\éiv}c c\Mbﬁm'b?sp and q arg the prine facto[1 s of
the public nmodulus; v is t val ue sati ng Py = 1., 1cPis the

val ue satisfyrFrig 41((2{2;72]%1') (Qndnd24g)t(:§),9—\%ﬁb¥ a“l‘%nzy?‘ie“gd’&?‘%gb’w exponent ;

and, 1~ is the_val us:safid S ysng 96-_1)80 1@ _3udy  Toypepeover the private
keszslln t he ugﬂlf"'gﬁT f‘opﬁﬁ%f _?zgq-(% d%,)mg@, vV } ) vvhére dp =dnod (p - 1
), dgq =Fék ¢the dothmonlchoicedd e dudlsastdne 3 e wal % aeipdarealcplatiah cam be derijgd= [ 1 +

“ 1) (e - IcP od 2", d~ = [1.+ (g - 1) (e - k=] d 2y, ~~~here b
|(g an |)§1'? egeSg%l)ﬂ]érP%E{mﬁ@fv‘f @egegﬂda'aq# &’hgegﬁe Pué@ﬁ%ﬁgﬁe&t%%}Seg‘\g%aglf)c&_&aﬁs/%ti sf yieLS
ue mod T%‘)T/)itgﬂtr%%“oer?etgﬁﬂ Bri fatS REL NG %R, he pPHcAihaiiist Bacmaw U or fistigre 3,

initial e private key paraneters as {p, q, k-, FkTa)};ﬁ where p, q,
kP, andghgrasase algotitien that sompwaspicenultiplicativo vwiersetod aginbgr withagspeeti r st

te th | . satisfyi o Then . ! . , kP,
o300 amofiup el s g agrh A a7 Syl BERpHLAC e D b B0 KT
Fi ?ur ev\ﬁomhﬁ%{i&@a{lﬂl&)fn%ﬁﬁﬁyé.% RAdyVappBcdiRYs Jacipad algetitinsisadrehdypeed, | cP, k-,
v}, ere: i's

see e input to the algorithmthat genesates the prine
f act or simpplamgngdas parhef fhebhodilarsapenentiatigrioperationg in PR, BlA8Y as in t he

first exanple. To recqyer. the private. key . firs . - i .50 the
seed t o spBlavars s Mg drvRR N GOT b [ pARlcheS o ek |
V } as ipfhdulie ekpdrehtigicimictudeNugreaoalgoshar @omgpared e axperisa ofiwheinmodubes art .
See for exanple algorithns that generate pri nunber s frgﬁn q ra}?ldo.m 30
seeds aexppsatigion eegttionphpsemppiationl epparse P uiE FShiR e RS
Institute of o a:ﬁndar ds and Technol ogy, "Digital Signature Standard (DSS), "
FI PS PUI%S"lag]é/- , January 27, 2000. In a fourth exanple, and referring now to
Fi gure 5, i niThealidcysssdrotieze hiefopusedanahkease pdesertbe pplicamodulyeads thecP, |1 cq }
where: seed, 1~, and k~ are,as. jn .the third exanplg,. recovey, the 3

pri vat e DRadpict of tworprigss, 9 apflg- z}r’lh&dﬁit Wu?lo“tflﬁtéo”g‘gége Fggrsecg%\]?%r htoﬁlgs?/ra Ges of
p and g. Then proceed using { p, q, Icr7, lcn } as in the second exanpl e.




In an alternate enbodinent, initially store the private key paraneters
using any of the formats described in the previous four exanples. Wen
recoveriwg sehesepri vate key, instead of 11 WD 02/ 11360 PC/UNO/23G723676 5
using the calculations fox dp and dg described in the previous exanpl es,
calculate dP = [1 + (p -1)(e - IcP)] / aand d~ _ [1 + (g -1)(e - lc~)] /e.
Al s, as another alternative in the precedi ng exanples, instead of storing

| cP and lc~ |cp and | c~.coyld be cal culated fr vi Gl AN -Eaaqqpcould
be co SFhERE g0 E‘%%ﬁ“}ebalk,zeglt%?) F}Qflﬂﬁl[s ﬁbalt lsatﬁ% erﬁ%@'ge é\gr | g‘ﬁ%bﬁh%ﬁér eof ,

alt houﬂneée?j S IRy, EQRNAR oS R@ErTbrd Wil Pakht Noys beg,ase eThdiavasiuence
of operat orzs depends on p and 10 q. Alternatively, in the case that ais

. pri e, has appli¢s tbhiee grmpraliaed sekiems. Forexmple, consigerchCRAMPPECHGRPUNGRITHE| ng

nodul ar. exponentiatiqn, using the f | as | = - | | c~ _

(1)~ TacfR PoPorh By AREGC AGHEREA ALK D7 T T Abied SR ABE

- vuhger abjlity. because tdisppietéanisitioh, Qeaat tpheetan behsmde kepdependent  of
p and g. "Since a is a smal'l” nunber, conputational expense of conputing |cp

and | c-stores], ofteer ietht ivglubsacicbrplatred 1) mod e 157 serpvend iomak. @lgddes: of the

RSA private-lc o] tion. |n fifth exa bi f. k t.n.Fi gure
o i i TR sie g TOREe sF Aval bt oy DliraiBaRafZ et 8 €Ak ket R 20
q ar athewpline;df £ st HiistiBEeP Haioe 2pdul us; and Ic is the val ue

sati sfyi%g 1T L{FiStli??%lg- % rrlosol1 aeé 1, where a is the public exponent. To
recover the mobivet thelfoayulas fohd,, uigmid doRrORT if provedfthdtrthe dprmwlpere n is
the public nodulus and d the private 20 exponent, calculate n = pg and d =
[115 (p -1) @=[11)Pt- Bri-¥17¢ Wiere b is h integer such that p < 2~ and q
< 2b, apd,t..i . lLye. I SEvi b=l In a sixth exanple, and
r ef erriyﬁegdsn%’\‘?v%f“tégﬁiiV\géﬁlfggﬁfm%}}nsﬁlf)i}%%gtyagﬁdg?%dt?(ﬁe gri vate key &ar aneters using
the format imptkkel £ighth)@calppl BirstWeereed ée shosv ihaga tsrempltipleae , Rethat thest ead

of using the calculation for d described in the fifth exanple, | culate d
=[1 + CgﬁSiQB operpjipryin (13 yields aél.mﬁeﬁera"aé‘@v% @ng&%h(eép _aﬁdn‘?%? arr iy now to
Figure 8. ipiti h L vake Key (pas anpL an St ftio0a thAra § ormat in
the fi flip?? e@am"l)?ge%Xv\'?\ﬁgﬁégg%o@g?%%g%gﬁeﬁgri[\)’g{ eqﬁeyl,] fi rgt corrpljte t he
pri2pat englplerngrt d using the calculation in either of the prior two (fifth

or sixth) exanples. Then, to_recover the private key.jn.the.usual CRT foam
of {p, q, dPYowletdybeagpy (é& th‘f%‘f%“&?ﬁl(:‘?“dﬁrrﬁé}“&%? P‘l)dar‘l.dqg‘—lﬁpzfg%%d (q
-1), and.foqepte the value v satisfying pv modg= 1. Wile enbodi ments and
applications of this invention have been shown and described, it would be
appar ent to Newse mhid thedthedotmndaart t hat nmany nore nodifications than 35
menti oned abpve are possible w thgut departing fromthe inventive concepts
herein. The ﬁv@n“tﬁ’oﬁ?ﬁ?ﬁg@j‘f’&o TbQi s not t@)be restricted except in the
SPiys t&qgldgﬁﬁ@g@&%ﬁ@@}g‘!Wshglﬁngthmgﬁ&ﬂ@ﬁolﬁ Yhat is clained is:

PCT/ USO1l /23676 1. A cryptosystem private key recovery device, conprising

i n conbi nat i dgain fetprotedport)ea kon %tHl'q:‘éO\FﬁiYTﬂW"“s‘i?é %ls&ng]élPle\fgleyS%oupl ed
to said processor; and 10 a set of p&:| e b St orediin said
nonvol a‘f"?F@ ng%arycg,p\grbe © a3 1??%‘8'F%ééeaégééaé%%}ggbghgn %ﬁé%fﬁl I

par anet @lo®€that B < #l< e@Phel@ 0 < ¥k ZNNW Rv i he W ih€2) eFhenonput at i onal
efficiency than the mninmal paraneter set { p, q }, wherein the private key
can be recoveh@bd@Pont)sai d set of stored private key paraneters. 2. The
crypt osyst em pr.i vat recomery device of claiml further conprising said
setﬁ)15 of prT\eg?Pé“?(cg%dT%é’fla@etérs defined by the paraneters {p ,q , ki, ,k~,
v} wherein p=apdeghod 2] giodgp i ne factors of a public nodulus, Icp and Icn
are derived fromKkP (p- nod e=1 and lc~ (g-1) nod e=1, a is a given
public expon%ﬁEClaﬁ‘éi2 med @er tled from pv nod g=1. 3. The cryptosystem
.private key L%g%%r%_ vice of claim2 further conprising: a dp cal cul ator
in active cooperation With said processor and configured to cal culate dP 20
fromdP [ +(pakddegkP)]u nmod 2~; a d9 calculator in active cooperation wth
.sai d processor, and configured to calculate d~ fromdn=[1+(g-1)(e-lc~)]u nod
2~:334nd wher@iln b is an integer such that p is less than 2'' and q is |ess
t han 2by ﬁ@%%@f&%ﬂllaz'(i). =l. 25 4. The cryptosystem private key recover y
devi ce o? laim3 further conprising a private key paraneter assenbler for
assenbl i ng t Wke proofsdfioe foemplgsar aneters { p ,q ,dp ,dg , v } fromsaid stored
and cal cul ated values. 5. The cryptosystem private key recovery device of
claim2 further conprising: p



a dP calculator in active cooperation with said processor and configured to
calculate dp 30 fromc~,=[1+(p-1)(e-kp)]/e; and a d~ calculator in active
cooper atiww@u2middo sai d processor and configured to cal cul RE/HS286N d9
[1+(g-1)(e-lc~)]/e. 6. The cryptosystem private key recovery device of
claim?5 further..conprjsin rivate key aneter assenbl er for assenbling
theljpri vat e dké’);lﬂ' é'nb?%?gq)ﬁ)g, q ,dp ,d~ I,C@{/} fromsaid 35 stored and

cal cul at ed \(18.[—_—[{@84_((]7_ 1)T@e1<(9wmbagyst em pridate | cey recovery device of
claiml| further conprising sai

d set of private |l cey araRrireter _dec{/é)ned by

the parasgrisientical {o thosefor Farmulasdl) gndiBervefln ¢ raMacipe Qr;g%ﬁ‘? ¥ing s an
02/ 11360 ,PCT/ US01/ 23676 prime factors of a public nodulus, kP and lcq are
~deri ved*?PSRE Pcp (p-1) nod e=1 and lc~ (g-1) nod e=1, and a is a given
public exporm@ptprodts fditertulipt osyst em private key recovery device of claim?7
further conprising a v calculator in active cooperation with said processor
. andOconf i gurded [t v (ealle@-ab¥e vK/6m pv nod §:1. 10 9. The cryptosystem

private key ye Vi 0 8 furdgher conprising: a dP cal cul ator
in active co%b@f%l?\%nﬁ@ t@%@saifkgiﬁ%?}gc“essor %gd configured to cal cul ate dp
from dpié dindinr b thesd foP)1)undwd). 2ite agumentafar (f)endr(6) meaddntigel todkgsefen i on
with said processor and configured t(&hcal (ful, att_a'fi~ flgom_ eplacing (o« L):
d~=[ 1+(@) a9d @), respeptivakpdvish:: d Epdpoing Gk FRacrE s (Bim L e drPaiBR R RdE p i s
| ess t 23%@ 2 1%@1%'&&9".' $hnd 9&&1&5@&@9@ algﬂﬁileh'tein% &ise Tlthatldd mdd g cnygLosyst em

privat ey recoveéry device o aim9 further conprising a private key
parignet Br= aspembthéyit fallovashatrdd mod)(it-hé) ped waddqkel) sphraneters {p ,q ,dp ,d~
, vV} fromsaid stored ?_r]d cal cul ated val ues. 11. Trll,e Qrc%ﬁt QS&é%fCEr{@ private
key recover yVigaFliompe gt YARRES PRIt %&YP@B%%?WPH@‘? YL CdP YR Cliltat or i n
active Male RTINS ' GNd neRAflAN EREhdrY spae@pbatieeldp from
dP [1+(%%§%§%§@?ﬁ%@ Cgﬁigﬂlaaﬂgg’cf%?gﬁlsator in active cgpper?tpi an vmgt h said
pr ocessauphiado said higpessed, and acet ofiprimate by Haragaaters sforad qusmcf) ronyolptilee 12, The

cryptosystem private.key recovery devi foclaim10. fur ryC {sing a
25 b | Ve EoRLPe s r e et s pie riop i BlE Gl fh 14 o REB
parﬁm;%%%d{r&[ beltter Sftpiitational dftfcledBy Sahdhsiafied pismen! sul{pl ¢ whatdiethe 13.
The cryptosystem private | ey recovery device of claiml further conprising

sai d seprivfte keyi aaatbe rkeopersdrizore safd setqstoredipiNatg Ky parmfsters { seed, |cP

, 1<9 , erei.n | c~ dlc re. deri g =~ - e=1 and | c~
(g-1) m\;d} e= }e“é‘?ldir}gonéa &S%rnva}g{?g?ipgmgg F%e%lgogi[tfo{ géglbgé}gﬁ(zg%lr Ia\}é;gél% l‘?om pv nod
9=1, angi98&d, bsmpi HecoRtinaRa, {6ONE privankomaunbers iganeeaoyrspadd. The

cryptosystem private key recovery device of claim 13 fijrt.her conpri sjing: a
p cal cultalizing less sietags epase byt Provitakayrpasameiens typghe 1l BHAMEGRFT Gred to

calgulate p from.said s " ' I i Lh¥@r 6Q9pegation with
oai 5 pr BELSBH R e e RSl o E | R Al B SR e
crypt osyst em pri vat SKKEF DESORETIONOF D DRAWINGIIGURERer conprising: a

Cal Cul at e dPFIGoni el SpaTb Bt Fnronent of e BBAL 91T e TO

invention.

FIG. 2 is a flowchart of a first exemplary implementation of the present invention.
30 FIG. 3 is a flowchart of a second exemplary implementation of the present invention.
FIG. 4 is a flowchart of a third exemplary implementation of the present invention.

FIG. 5 is a flowchart of a fourth exemplary implementation of the present invention.

FIG. 6 is a flowchart of a fifth exemplary implementation of the present invention.
35 FIG. 7 is a flowchart of a sixth exemplary implementation of the present invention.
FIG. 8 is a is a flowchart of a seventh exemplary implementation of the present

invention.



WO 02/ 1136(1 PCT/ USO1/ 23676 a d~ cal culator in active cooperation with said
processor and configured to calculate d9 fromd~=[1+(g-1)(e-Ic~)]Ju nod 2v;
and wherwiomzhide® an i nteger such that p is less than 2°' RHU$P128676ess t han
2'", and ue nod 2b =1. 16. The cryptosystem private key recovery devi ce of
claim15 further conprising a private key paraneter assenbler for
assgnbling the private key paraneters { p ,q ,dP ,d9 , v } 10 fromsaid

stored and cal cul at ed_val ues Th ivate key recover

device of claim 14 f]BEt dEE PJH%WBIP@O%%%%@%QWM% act iyve Y

cooper at Onﬁﬁﬁ’ Hff% ﬂ%ﬁ%ﬁlfze‘d{a??hetf%ll(%@i RLSptdR drfm dP
e; an 0 Cca c

[1+(p-1) (e- ator 1n active cooperation with said
- pr oces presertinventiof isglinsichtive onhl and mt &n aiy Wiy Iﬁmitm,,d@[ldrﬂmﬂaaﬂ)r(laaw ofthg/ e. 18.
The cryptosystem private ke recover of claiml urther corrprl si ng
a pri vEventeywikieadiby @%g?:'ﬁ%fs‘ Yesft%%‘/“cg§§@r?§ IPPIFg™ ﬁ%‘“‘ﬂﬁ ﬁ\?ﬁsﬁefgﬁ Baraneters
“{P1p9 gflRiosdls » vV} fromsaid stored and cal cul ated val ues. 19. The

crypt osyslt emprivate key recovery device of claim1 further conprising said
set 20 of pFig atibukeyespaorgpmosistesn detapabkt dfyalem@ammrgebéﬂ@ ifiventien, Th® | | cq

wherein | cP X d df I 1 d
L TR 0 R S S i IR (1D

r ando”‘c{}#ﬂ)@%telﬁq@eﬁs@sﬁ e RA schBhf 16 pYibRs Mﬁtsﬁgﬁlr@’ éﬂ@d&rﬁﬁﬁgr qeevery device
of claim 19 further conprising: a p calculator 1n active cooperatlon W th

sai d propesgsiemdlchas apmmeesaﬁfl%mt@unta@ls Al operatiorisrafithe etlygtospsien 18ndha g

calculator in a coo tlon W th e a

Ill ul ﬁfypﬁ%fyﬁfe?lclfgrﬂagé‘fl&n CPPTOCTFEr m&@ %rﬁ%&t (ﬁF ggﬁggéaﬁ%r%overy
devi ce uedd i5ltRd REAQchathé hden §i%ﬁﬁ1rg' 9l ABCHpting: aflfelﬁrﬁtaw kdyusaa td pefE@aner at i on
with said processor and configured to calculate v frompv 30 nod g=1. 22.

The cr ymmmﬂelmwptmetsetweq iry e@w@ﬁlie detape &8 withill e ery2Rosysiemhiék

COmr 5010 e R AL A NG SEORLRNR LA B Bocessor end

cal cul abfvolhtile @t@ldg\éQSC@x@Q@Ie@ﬁﬁgm Mﬁit@lcé}ﬂﬂod)epfs&tﬁﬁaqjar@diﬂiar&mﬁngm ed to
cal culate do 35 fiomdg=[1+(q e kn%I u nod 2~; and wherein b is_ an

i nE8gedeesyption; neaor@ngéo F@eelatl%wgbtoa wia ghg KO|pexisl 2 nEle ospposyistenyE0 #od 2b
=1. 15 te k
- ecovergPits ottty B pUHRKer FA fortespohas 16 S HPRERUF OB 2 © CY

assenblnehvdlaile a®srls and ttdnempriny tlegulsky kpaoamexersal{depice @0 vitRhe #® , v }
fromsaid stored and cal cul ated val ues. 24. The cryptosystem pri vat e key
recove®rtddvi ce of claim21 further conprising:

The cryptosystem 10 is capable of generating private keys and storing them in the
25  nonvolatile storage 18. When generating a private key, the cryptosystem uses a random
number generator (RNG) 22 to ensure that the prime factors p and q of the private key are
arbitrarily picked. The RNG 22 provides a random seed that is applied to an algorithm that
generates p and q. When storing the private key, the cryptosystem 10 may store the seed
instead of storing p and q, recovering the values of p and q by applying the algorithm to the
30  seed each time the private key is used to sign or decrypt.
The crytposystem 10 is also capable of accepting private keys provided to it by
external devices 20 via the I/O port 12 and storing the private keys in the nonvolatile storage
18. An externally provided private key may itself be encrypted by the external device using
the public key that corresponds to one of the private keys already present in the nonvolatile
35  storage 18 of the cryptosystem 10. In such a case, the cryptosystem 10 decrypts the
encrypted private key using the private key already in nonvolatile storage 18, then stores the

decrypted private key in nonvolatile storage 18.
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a dp calculator in active cooperation with said processor and configured to
calculate dP 10 from dP=[ 1+(p-1)(e-kp)]/e; and a d~ calculator in active
cooper atworn2misdn sai d processor and configured to cal cul RE/USO1286N

dg=[ 1+(qg-1)(e-l1c~)]/e. 25. The cryptosystem private key recovery device of
clakm 24 fugl ydleggapevhéﬂhega Bri P M@Ii@ols@efa@abgw @@p@§§§éﬂ?|1@ror Rfvided
assenbling thé private key paraneters{ p,hq ,dp 11 rom sai d

st or ed barad esteinal Hetiew2¢,4he etyptoapstermHe lwigppb]@s)f' yﬁ]@mﬂm inwamt@nkt@yedug@ Bery
device of claim1l further conprising said set of private key paraneters
defined by the paraneters {p ,q ,v} wherein p and q are given prime factors
of a publouft dfl}féﬂbé&ﬁtﬂeasﬁ%age | Sneki U okt PiVateTREY, Afid to Réovel AR WY OSyst em
- private key recovery device of claim26 further conprising: 20 a kP

cal cul &ep qumhlyaﬂ@ﬂlwélomlbm@lda@mg\ ﬁeqmit}hvlémréblbﬂ@% eBrotry@esyséon i haymany o

cal ul at.e nod. e=1 ooperat| on
- ﬁ sé?latg @@8 PP%@ t&%H’rV%‘tﬂﬂe‘%i‘“ {8 aBﬁ'ﬂ tﬁa]talée i t?ﬂa R(a%é Y&S ) mod e=l:
and V\h%@‘,&y@pb@a gi ven public exponent. 25 28. The cryptosystem private
key recovery device of claim27 further conprising: a d~, calculator in
active cobyelint ¢xmpg. tmdgaﬁewwm@sﬁgur&ﬁdl%f@ﬂw ijﬁlleéEP PV aa KSUPAEIBELENS  r om

Spct RIS AR Tt B BALE LR 1D AR NRARBEPLALL ot L1

2b;  andaid@yinbevehdt =i15 kot thevagesatsiiohp ket 1pnictl d e$swhérar i2tepotliq i s
| ess than 2b, and ue nod 2b =1. 29. The cryptosystem private key recovery

dePce espongnians itslsfthﬁ vHae seibhying Bq(‘ﬂ]g lénkﬂdiev'atle R &spopertherbrivate kos@ribs er for

assenblln e _key.p d= 4 r ored
and cal'¢d C%ed va ug@ q3§, %‘O@ % cr pt osy emp)f)rdi* vgt e&ig{/ %@@g?syﬁ%iew ce
of cl aipvaié ckpdridngcaamme ds+ (ig+ (B dNecdd, Jul ab®d e, idp =4t tH (qe- Déopkphe mmd Wi t h

said processor arid configured to, cal culat e dpfro pl) p)]/e;
and 1629 ‘V@W)E#Slfi@@@?optﬂ‘}%ébﬁt/%a?@deﬂﬂ @@Eﬂi uds theop ‘}cﬁag\%fﬁ'}('\gél 5’& Jgr')atl on

with sgid processor and configured to calculate d~ from
d~=[ 1+(qg-1) (e-1c~)]/e. 31. The cryptosystem private key recovery device of
cl @m 30 fnur dehend eamyle sindgeferng nax © KgyreSamnatjestorrsbeptivate kéyor

bl th k f d.stored
and calPEOTIRENEY BB oy, Kb B e kool de s i sratiley TEERST Rav ce
of clai v&tefl&g,tf?l% (ﬁaglfmé'ﬂﬁa' ﬁ%&@sﬁsﬁ%gwn@aqwi eTKEY pRASIRIR (P, gqtl ned by

t he paraneter wherein p and q are given prlrrefactors 0 épubllc
modul usk,, 33s i te fistgtaogpst em privat e key recovery device of claim 32

pr ocossor PR BaNAgGr 8t roceabanrd B EiaEpERRRERR ARG 351 4 kg

calgul gabimdidts 86 {ce@, IEORPOT Alhe: s8kd R tRdinguibAke algofithanthat gtkeiagusriel t o
calculate lcn fromlc= g-1 e=l; and wherein a i s _a given public

exponemtrime3actorpand ¢ pf wapmai adikpykyr @y ateyps d thedEsigrapple: £p33
furt herregoc\)/gpthe% Qigteekey first apply the algorithm to the seed to recover the values of p and q.
Then, proceed using {p, q, k,, k;, v} as in the first example. Numerous seed algorithms are
known in the art. See for example algorithms that generate prime numbers from a random
30  seed, at Appendix 2 of [FIPS186] U.S. Department of Commerce/National Institute of
Standards and Technology, “Digital Signature Standard (DSS),” FIPS PUB 186-2, January
217, 2000.
In a fourth example, and referring now to Figure 5, initially store the private key
parameters as {seed, k,, k,} where: seed, kp and k, are as in the third example. To recover the
35  private key, first apply the algorithm to the seed to recover the values of p and q. Then
proceed using {p; q, k,, k,} as in the second example.
In an alternate embodiment, initially store the private key parameters using any of the

formats described in the previous four examples. When recovering the private key, instead of
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20 calculator in active cooperation with said processor and configured to
calculate v frompv nod g=1. 35. The cryptosystem private key recovery

devi ce ofyghansg34 further conprising: a dp cal cul ator i rPGRUIME36T6
cooperation with said processor and configured to calculate dp from

dP=[ 1+(p-1)(e-kP)Ju nod 2°'; 25 a do calculator in active cooperation with
sai d processor and confidgured to calculate d9 from ~:%%l+éﬁ- 1%(_ '|-19~ J]u nod
2~: 5 andsinp eresiateutaticns der d,ané dedessiibadl infihg PiyVioys PRAIEDIES, SalcYlaic d'e[t} 1S | ess
than 2b, .and ue npd 2'"' =1 36, Th ¥ eMtife kEthe hRCBNBEY

devi ce“df)&c‘ld]ém%%ndf%r'f He"r"l(%o%?i %@Agé'éﬂ%)@?gg%(gﬁ%{lg{ye%%r amet erlpasse ler for
assenblei sk endtddVaitseorkeRk Rad BT} endk {quldbs ciowlated fromp, 30ard ©Hashi d

t d | cul at ed val . 37.. Th t t | vat !
evi ce coblddkomid using BT sERgor SLapTo T eorpap e Ao TR Y
cooperation with said.proce ful f haid
o e e an S Ry B e B Pom w L h sai d

%qggﬁfi)mt@%u@a f inGtHE esbetiur@ad prithaf @ vith 85 popalar valud 4 =21} (aacheep pge. 17

306 PCT/US01/ 23676 5 38. The. cr osystem pri,v.ate ke coyer
devi ce Comp@tediusimm@nl@lﬁé‘ﬂ?%@ﬁ‘ﬁ?‘i’fbiuﬁ‘@‘gé}){%ﬁqr@’ﬁaé%kﬁgpﬂ r ANE %%nfgg‘s'e I )ér f or
assembl ﬁ%ﬂ{)cgg Rl c\éﬁliog dggé/ wﬁ;ﬂéﬁqﬁc}@ﬂlﬁin{ggl seBuri@RulifPabilitylbetagentgai d stored

and callé value cryptosystem private key recovery devi ce of
cl ai m kefuinkbef oganiinssian e saide irsieperalenipofi prartdeq. ISégcesdp & BREAYTHEY. | ned by
the paraneters { seed, v } wherein v i

i's rived frompv. =1, and
seed | SoMpUEiQBAlFRPERSEPICPBRIENG Ktk ne&g%@ea Oggpawgfgt.oq%eq
cryp g%ﬁpgﬁﬁn%%l" Endso tﬁ@ﬁ§x%&%a§@1§@yﬁﬁ)e&fﬁoﬁj aim 39 further conprising: a

pc I'n~active cooperation with said processor and configured to
cal cul at e pa Fiftraxamiptt, speckfersing nawdo Eigueaib sintally stoge thiepai vatsdis¥ PAAMEETH t h

sai d processor and configured to cal cul a f al The

crypt osagsiPetn Ipr VhereeP R’é@/gla’e@ct 98??63%‘3?188%399%‘1%??%‘%@@Ué lgfsqg%‘rlr%%?si ng: a

kP cal c h%ﬂ{%ﬂ@ _aﬁ)qu) GRARS! Alv/ie Wid the pablic gpoaests To raculecthnipriyateed t o
e Kp TFrom

c
cal cul a (p-1) nmod e=1; a lcq calculator in actjve cooperation
with sake iptiecessbnomGB Tdomiof (m.al, whereawis dha pitblicreaduis andghiPg IS 1) nod

e=1;, and wherein g is a given public 0 42 1 VRt gMA private
key2¢ ec@ﬂP@F‘?’ltd@\W‘ﬁ@e(’j‘f’ Bﬁ?ﬁ?‘ﬁﬁili&lsﬂpt h@fqocgﬁgﬁogi“ngﬁgﬁ pls)céglngﬁ%/eztsor in
active gapperati oy Mt Pt thedfneaatdyingned noehf gdred to calculate dp from
dp=[ 1+(p-1) (e-kP)J'u nod 2~; 25 a d~ calculator in actLve.coo eration with
sai d pr ocdsacixtiaasanpaf nguetsaingneyafekigaies’ dytipoSHPEIDe REYYS %5( e-1c~)]u nod

2b; and wherein b is an [nteger, s PWiSn! & lih@mhedRivartke§, i s | ess
than 2b, 4REPREECTHYEMS e:%.m nt %e%ﬁ\lé?{(/p 153/&%%%?@\?&% Iﬁ%recggery devi ce

of cl ai M 4Rkl dMRingaBepalbslanieh for drdesaibed ke thefitioeratale, sglsulas &F [} orp
assenbling the private key paranmeters {p ,q ,dp ,d~ , v} 30 fromsaid
st o2®d and bédcddbi®ed val ues. 44. The cryptosystem private key recovery

device of cl ?1'1 n sé]i;en{hué;gaﬁﬁj'ie, ﬁﬁgrperf:ér?iinﬂglbw to Figure 8, initially store the private key
parameters using the format in the fifth example. When recovering the private key, first
compute the private exponent d using the calculation in either of the prior two (fifth or sixth)
examples. Then, to recover the private key in the usual CRT form of {p, q, d,, dq, v},

30 calculate d, =d mod (p—1) andd; = d mod (q ~ 1), and compute the value v satisfying pv

modqg=1.

While embodiments and applications of this invention have been shown and
described, it would be apparent to those skilled in the art that many more modifications than
35  mentioned above are possible without departing from the inventive concepts herein. The

invention, therefore, is not to be restricted except in the spirit of the appended claims.
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a dp calculator in active cooperation with said processor and configured to
calculate dp fromdP [1+(p-1)(e-kP)]/e; and a do calculator in active
cooperathzw'lsdo sai d processor and configured to cal cul RE/HYPI1Z86%r om

d~=[1+(qg-1)(e-kn)]/e. 18 WO 02/11360 PCT/ US01/23676 5 45. The
cryptosystem private key recovery device of claim44 further conprising a
private key paraneter assenbler for assenbling the private key paraneters
{p ., g Wdptiscttaimed)is:f rom sai d stored and cal cul ated val ues. 46. The

crypt osystem private key overy device of c .conprising said
set of 1 prrvé’t%yR@;‘lysé%{Pﬁx‘e ﬁ %V%d‘%&?%ﬁ?@ﬁ?‘#‘é&%f@@é 8éleed } wherein
seed is a v%lP egs%‘i‘ ved 10 from a random nunber generator. 47. The
.cryptosystenrprivate key recovery device of claim46 further conprising: a
p cal cul at on nonvaletilieveercanyppacetoperatinglyeoynled thsaid BESESOR A8 capabl e of

calgul at | ngég?tf (gaf%gqv%%plg?gfpgl?agl?et%ggtggeidqp%%dcl%n?é@;ﬂe'Iﬂelﬁ&.ly Seg.gﬁﬁﬁ{g‘ﬂebson Wi th

. Sallgj proces rom Sal

crypt og%fgag[ergpg Edl thah thekiBM PhRGRYR kMt {@eqld%ed fv}(zinalpnmﬂmnglbettd:temnmmannmnah ng: a
kP cal cu I'n active cooperation with said processor ang{cconfr red to

cal cul affmém:l? tharottre krﬁn(npﬁl ppramster ¢ef1fp, &} \&lerreartWIaraér ke yrPaRAeiTGEP Ve per at i on
wth sai cessor ured cal culate k~ 20 fromkn (g-1) nod
e=1; ag’d’r‘ri\ﬁfé‘ﬁ)é‘?tr? atoir %P%ﬁ ?/%‘ﬂ'g[f% |t%:8exponent 49. The cryptosystem private
key regover yrh%yylﬁ@s)@{encbmar@ Ky 1‘wateh>ede\&cmifrdlaarmgﬁathe1 orahpmdlm smid et acti ve
cooperation wth 'sai'd processor and confi gured t&c; | cul ate v om pv nod

i
q=15 2%f paivaFhey palgapte&yéQféWﬂ&y ithapaamelprs {éb’élv]éwr’ VRSB 0dg a9

furth | t )
b bcos s et s SRR HoACk, At Gl MEVERADE B BOY Ml iy s a

d~ cal gyl13 Qfdd:rl 8¢d 4 @e@p@tﬂﬁfﬁbbmtmdhlsdmdzeprfmueg%modaﬁd conf i gur ed to
cal cul ate d~ from d~ F Eﬁelc~ ]u nmod erein b is

i nt eger3.suc ﬁmerrayptpsysgem B@%at% BhEoPVEh deYCs gp‘fle@sglﬂﬂg}? E%mP%\ﬁH ‘ue m)d 2b
=1. 51. The Cc% :X& 1% T rnig?raﬁ&'ﬁ' wﬁtﬁ%ﬁ‘ﬂeﬂréfceg@f'aﬁ@ cOnfigiréd @ aluldte iher

conpri sing & y paraneter asse er for assembl] ng the prrvate
| cey paf{@ﬁratzqﬁq{ 1}Qe-k9]ud1pd7dn , vV} fromsaid stored and cal cul at ed

furt her comqiqa%& a?é%iéx?%%m@%&%réﬁérﬁ AR e aBg Sab e B AR g 8y
8r ocelssfo e lggd'n mof 2caalngul ate d~, fromdp=[1+(p-1)(e-kp)]/e; and a
g cal culatdr actl cooperation with sai d processor and confi gured to
cal cul at e d~whdrein teisahintegerkp¢lethirt) ]5/less then 2° and q is less than 2°, and ue mod
=1.
25 4. The cryptosystem private key recovery device of claim 3 further comprising a private
key parameter assembler for assembling the private key parameters {p .q.4d, .d,, v} from said
stored and calculated values.
5. The cryptosystem private key recovery device of claim 2 further comprising:
a d, calculator in active cooperation with said processor and configured to calculate d,
30 from d.p=[1+(p-1)(e-l<p)]/e; and
a d, calculator in active cooperation with said processor and configured to calculate d,
from dq=[1+(q-1)(e-kq)]/e.
6. The cryptosystem private key recovery device of claim 5 further comprising a private
key parameter assembler for assembling the private key parameters {p ,q d, .d, , v} from said
35 stored and calculated values.
7. The cryptosystem private key recovery device of claim 1 further comprising said set
of private key parameters defined by the parameters {p ,q ,k; .X,} wherein p and q are

given
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WO 02/ 11360 PCT/ US01/ 23676 53. The cryptosystem private key recovery
device of claim52 further conprising a private key paraneter assenbler for
assenbl i wp awd3gori vat e key parameters {p ,q ,dP ,d9 , v} PeDOS®EDGd6st or ed
and cal cul ated values. 54. A cryptosystem private key recovery devi ce,
conprising in conh 1,005 I t'I_?ﬁﬁEr

opg§J ativel ypglgfjépl eg&ta%t{aséz}{bg}g}oggg%g%rﬁﬁg&ﬁ%legdeggga/%{)ﬁdér"i(ﬁé e e%l%grag(eﬁret ers
stored in said)rmdwsdlaiid eismaiwnypubbaeepardt.util i zing | ess storage space
than the full paraneter set { n, d } and providi n7g better conputational

ef fici Sncy tHRESIXDHRSYSICH) PrRYAteIeayReavEry detice of clym 7 Huthercommpitsing § ¥t osyst em
pri vat . Y o gl . - IS S@i “@1&; of
privat ga]liéglétc%g?gér/rtg{eecro gﬁ%lél (l%n\gfh%}atpﬁ%ég%)frl g{rflr%?@{rﬁég% P, B&ﬁchﬁf V\Egr n p and g
are gi weod @¢l.me factors of a public nmodulus, k is derived fromk(p-1)(g-1)
mod e=1, and a is a given public exponent. 56. The cryptosystem private key
: reggver9y_ de\ﬁl‘éérﬂﬁosg’ﬁfémﬁ’@g“ef]EFrytlﬁ‘éQ‘}%Hb%‘frl?es‘i’frfémg‘ if‘@@?e AR Sr in active
cooper ation W thicsRld iPhARRTR erfidh waﬂfsmagﬁ-&fésgoa) afi @ G Rt B AIAMdEPY-

57. The cryptdsystem private key recovery device of claimb56 further

conpri sfiamgdg[&(pa])(mk@hnnodh”;acti ve cooperation with said processor and

configured to calculate d fromd=[1+(p:1).(g-1)]t nod 2' -~ wherein to nod
500 LU0 5 Skt acive sOfbetabon VEh A4 Baakbon AR ntigmipd O caeh s By han

2~. 25f%d§ﬂ?+@[bﬁ(g_ﬁ§}ﬁ%m@ﬁhd/ate key recovery device of claim57 further

conpri sing private key paraneter assenbler for assenbling the plri vate key

pail Anmetvéeseif b, is af} integensuchi thatgtio lesel tam®’ ead qus leseitay 27, ead ue 5®d Il

t t i vat : devi ce .of claim 56 further . d
o Bt 30 TR RS BB LS e B B8 o B Bt e TP o °
cal cul k¢ parabde®Pad@nibrdrkiok Rsdmhbiiglthk peivate ey manfefeymlp,&;y,ai,em Pr frvatsaikey

recovery device of claim59 further conprising a private key paraneter
assenblstred ord cdseated valges he private key parameters { n, d } fromsaid

SLor o9 309 LU SR S hea i EA AHRLETAFY B el o02

cogper ati on thiaTcﬁlcﬁmdi iDheeRToOperatich withlkhig presdsdon abdbaifl gatal toRafcunie ¢P=d
nod (p-1); and a dq calculator in active cooperation with said processor

and codfdng féw@ol)geak@m;aﬁmé d~ fromd~=d nod (g-1). 20 WD 02/11360 _
PCT/USO1/ 236,76 cﬁlc%tor-mgct‘l:vreyclgbﬁ%){t%r?@ltﬂrshiﬁ%'gcegs‘?% aﬁ(‘?g&\fﬁg"u}‘edjtﬁ\éhﬁﬁla?é qu| arm
v calc tiron wth said

61 further corfprising a ator in act’hve coopera
processwmapﬂlﬁ(qnf)'(@uclz}éel to calculate v frompv nod g=1. 63. The
cryptosystem private key recovery device of claim62 further conprising a
10 privdt e Kl cpuptenystest Pragdekay erovesy dadeepinliay! 4 frethgy ¢wr§ln££

panamnet er.s..{ - A ] .4 st ar | atiedh val ues.
4 2 T i ked pufimefirsonciiler f dos DAME R DR LRISY pAER BRI 1)

conpr i $rangsaid sergd aall calduddtat valwesact i ve cooperation with said processor and
confi gLiI’ ed calculate d~,

acti ve ‘CooperGtriotstem E%Yaég ‘%?Sg(g‘g% Hgﬁ‘ée( &%%1%3?1%@%1[58§r8%?s&{}§a§§ Isfggor "
of private key parameters defined by the parameters {seed, k; ,k, , v} wherein k, and k are
derived from k, (p-1) mod e=1 and k, (q-1) mod e=1, e is a given public exponent, v is
30  derived from pv mod g=1, and seed is a value derived from a random number generator.
14. The cryptosystem private key recovery device of claim 13 further comprising:
a p calculator in active cooperation with said processor and configured to calculate p
from said seed; and
a q calculator in active cooperation with said processor and configured to calculate q
35  from said seed.
15.  The cryptosystem private key recovery device of claim 14 further comprising:
a d, calculator in active cooperation with said processor and configured to calculate d,

from d,=[1+(p-1)(e-k,)}u mod 2"
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fromd~=d nod (g-1). 65. The cryptosystem private key recovery device of
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" 1006 & ol @-EOYBS) ek Y6 #AQY68 () - vr dEb@ 7TnL0Y%B& () - 96#109%6& () - 2G' 10% & ()
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% &'(%)3Z )G/éirgg/f %)A P il He} s A%V(% Lgﬁﬁ?ovfg‘tﬁ g

*((()] piveiekey %a/m@%' 8ssp lafmaswxbl(n)g th@[zlﬁvat@%)&pz(r)imﬁtbrs P.a.dy.d,v}
1082, O g 0L 104 ()1 o 10
Y40% &26) - ThO8HyEidsysténd private key recovery device of claim 1 further comprising said set
of private key parameters defined by the parameters {p ,q ,v} wherein p and q are given
prime factors of a public modulus, and v is derived from pv mod q=1. |
27.  The cryptosystem private key recovery device of claim 26 further comprising:
20 a k, calculator in active cooperation with said processor and configured to calculate k,
from k, (p-1) mod e=1;
a k, calculator in active cooperation with said processor and configured to calculate k,
from k, (g-1) mod e=1; and
wherein e is a given public exponent.
25 28.  The cryptosystem private key recovery device of claim 27 further comprising:
a d, calculator in active cooperation with said processor and configured to calculate d,
from d=[1+(p-1)(e-k,)]u mod 2°
a d, calculator in active cooperation with said processor and configured to calculate d,
from d =[1+(g-1)(e-k,)]u mod 2°; and
30 wherein b is an integer such that p is less than 2° and q is less than 2°, and ue mod 2°
=1.
29.  The cryptosystem private key recovery device of claim 28 further comprising a
private key parameter assembler for assemblin g the private key parameters {p .q ,d, ,d,, v}
from said stored and calculated values.
35 30.  The cryptosystem private key recovery device of claim 27 further comprising;:
a d, calculator in active cooperation with said processor and configured to calculate d,
from d =[1+(p-1)(e-k,))/e; and
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10" 1033. The cryptosystem private key recovery device of claim 32 further comprising
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SO N O )
a k, calculator in active cooperation with said processor and configured to calculate k,
from kq (q-1) mod e=1; and
wherein e is a given public exponent.
34.  The cryptosystem private key recovery device of claim 33 further comprising a v
20 calculator in active cooperation with said processor and configured to calculate v from pv
mod g=1.
35.  The cryptosystem private key recovery device of claim 34 further comprising:
a d, calculator in active cooperation with said processor and configured to calculate d,
from d,=[1+(p-1)(e-k,)Ju mod 2";
25 a d, calculator in active cooperation with said processor and configured to calculate d
from d =[1+(g-1)(e-k,)Ju mod 2°; and

wherein b is an integer such that p is less than 2" and q is less than 2°, and ue mod 2° =1.
g P q

q

36.  The cryptosystem private key recovery device of claim 35 further comprising a
private key parameter assembler for assembling the private key parameters {p ,q ,d, ,d , v}
30  from said stored and calculated values.
37.  The cryptosystem private key recovery device of claim 34 further comprising:
a d, calculator in active cooperation with said processor and configured to calculate d,
from dp=[1+(p-1)(e—kp)]/e; and
a d, calculator in active cooperation with said processor and configured to calculate d,
35 fromd=[1+(g-1)(e-k )}/ e.
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11
_ G a k, calculator in active cooperation with said processor and configured to calculate k,

20 fromk, (q-1) mod e=1; and

TOm pv

wherein e is a given public exponent.
42.  The cryptosystem private key recovery device of claim 41 further comprising:
a d, calculator in active cooperation with said processor and configured to calculate d,
from d,=[1+(p-1)(e-k,)Ju mod 2°
25 a d, calculator in active cooperation with said processor and configured to calculate d,
from d,=[1+(g-1)(e-k,)Ju mod 2°; and
wherein b is an integer such that p is less than 2° and q is less than 2°, and ue mod 2° =1,
43.  The cryptosystem private key recovery device of claim 42 further comprising a
private key parameter assembler for assembling the private key parameters {p ,q,d, ,d, , v}
30 from said stored and calculated values.
44.  The cryptosystem private key recovery device of claim 41 further comprising:
a d,, calculator in active cooperation with said processor and configured to calculate d,
from dp=[l+(p-1)(e—kp)]/e; and
a d, calculator in active cooperation with said processor and configured to calculate d,

35  from dq=[1+(q—1)(e-kq)]/e.
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from k; (p-1) mod e=1;
a k, calculator in active cooperation with said processor and configured to calculate k,
20  from k, (g-1) mod e=1; and
wherein e is a given public exponent.
49.  The cryptosystem private key recovery device of claim 48 further comprising a v
calculator in active cooperation with said processor and configured to calculate v from pv
mod g=1.
25 50.  The cryptosystem private key recovery device of claim 49 further comprising:
a d, calculator in active cooperation with said processor and configured to calculate d,
from d,=[1+(p-1)(e-k,)]u mod 2°;
a d, calculator in active cooperation with said processor and configured to calculate d,
from d,=[1+(q-1)(e-k,)]u mod 2°; and
30  wherein b is an integer such that p is less than 2° and q is less than 2°, and ue mod 2° =1,
51.  The cryptosystem private key recovery device of claim 50 further comprising a
private key parameter assembler for assembling the private key parameters {p ,q .,d, .d, , v}
from said stored and calculated values.
52, The cryptosystem private key recovery device of claim 49 further comprising:
35 a d, calculator in active cooperation with said processor and configured to calculate d,
from d,=[1+(p-1)(e-k,)}/e; and
a d, calculator in active cooperation with said processor and configured to calculate d

from d=[1+(g-1)(e-k)]/e.

19



108 ()- 'z 10%W& ()-F@ 10%v&' ()- sYd0%E ()-F@®! 109 & () - ®! 10%vh& () -;
alaBVK@! - @O0%w. ()-1+y 10%WE. ()-G )10%w& ()- ' @Y0%& ()- &YA0%E ()-$
10%VvE&' () woaBMK@! 910%V&' () - S8y PCT/US01/23676

109 () - F1$10%v&' ()-!f1$10%& ()-LO310%WK ()-.3%0%W. ()- -1bC! y10% & ()-
z 10% & ()-3!910% & ()-&10% & ()- 10M 10M 10MY<109%&' ()-1 {FaBbCl! L-

10% & ()-L- 10% P& ()-"10% & ()- $10% & ()- Y 6$10%&' ()-Y

10% & 63 - F2XdEbSiptosybtddpriviate)key rec3¥my8ddvicefafncld¥os® fjther cofifing)a

,10% & ()- z 10% & ()-3 d; dEhC! s' 940% & () - ‘(&0% & 2 $z &0% & ()- -
10% & pyivate lcgy)%qagge(e}‘aspgmbﬂmépr@ssqrgb{ag}@ private key parameters {p ,q,d; .d, , v}

, i%lgﬁlﬁ@‘{%%%?aﬁf%@%&%%%()Cda\@K@I 100 10" 10 3<10% & ()-7910% & () -

5z 10%& () A4pR%ysiént private k@ 1o ér§ deyic€kaBiikEng i6TOMbEIaipa:
-10%%& ()-S"10%& ()-3S"109%& ()-3SF"109%& ()- !s&$10%5& () - &S{JJEVK@! ,z
- 10088 () - 3f @PIAITSEL () - &1096& () - 1096& ()- SsYL09G& ()-1096& ()- AZdBVK@!

'15:%32 1(();55 i f‘il&é/g@l?ﬁf@%ﬁ%&?adejog%%l@ivél)y‘c%%ﬁé‘t& 9aid processor; and

1 9- 10968& () aptZfiodte(Rey\pata@etGy@&ofdd in saidbyelatile)meEnsq opaR any-utilizing
Y08, e B RIS 0 L O (o B AP IO, O
o ISR S i g 05pSsE Lowioie ()

15 55.  The cryptosystem private key recovery device of claim 54 further comprising said set
of private key parameters defined by the parameters {p, g, k } wherein p and q are given
prime factors of a public modulus, k is derived from k(p-1)(g-1) mod e=1, and e is a given
public exponent.

56.  The cryptosystem private key recovery device of claim 55 further comprising a n

20 calculator in active cooperation with said processor and configured to calculate n from n=pq.
57.  The cryptosystem private key recovery device of claim 56 further comprising a d
calculator in active cooperation with said processor and configured to calculate d from
d=[1+(p-1)(g-1)]t mod 2%, wherein te mod 2%°=1 and b is an integer such that p is less than 2°
and q is less than 2". |

25  58. The cryptosystem private key recovery device of claim 57 further comprising a
private key parameter assembler for assembling the private key parameters {n, d} from said
stored and calculated values.

59.  The cryptosystem private key recovery device of claim 56 further comprising a d
calculator in active cooperation with said processor and configured to calculate d from

30  d=[1+(p-1)(g-1)]/e.

60. The cryptosystem private ke,&r recovery device of claim 59 further comprising a
private key parameter assembler for assembling the private key parameters {n, d} from said
stored and calculated values.

61.  The cryptosystem private key recovery device of claim 57 further comprising:

35 a d, calculator in active cooperation with said processor and configured to calculate d,
from d,;=d mod (p-1); and

a d, calculator in active cooperation with said processor and configured to calculate d,

from d;=d mod (g-1).

20
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20 66. The cryptosystem private key recovery device of claim 65 further comprising a

private key parameter assembler for assembling the private key parameters {p ,q ,d, ,d, , v}
from said stored and calculated values.
67. A method for recovering a private key, comprising in combination:
storing private key parameters in a memory space;
25 utilizing less storage space for said private key parameters than the full parameter set
{p.q.d,.d,,v}; and
providing better computational efficiency than the minimal parameter set {p, q}.
68. A method for recovering a private key, comprising in combination:
storing private key parameters in a memory space;
30 utilizing less storage space for said private key parameters than the full parameter set
{n, d}; and

providing better computational efficiency than the minimal parameter set {p, q}.
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