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Net wor ked Devi ces Technical Field of the Invention The present invention
rel at es gwpasabdsyst o net wor ki ng services, and parti cul ar| yctrassaz2/3eret eri ng
device for such. Background Art 5 Network service providers desire to neter
usage of their networks and servers, in order to provide | oad bal anci ng,
prevent fraud, enable accurate billing, and so forth. To date, there are
two known metering mogde e -0 ) entralized. FIG 1
illustrates a system O TEMEC e RH SRR Jelworded Povige

NUIMer ous CUQTedtlﬁdﬁFilecﬁ'lﬂlﬁd’lIn&mtleSI dences or bu5| nesses has a network device

14 which 10 generates and receives net fic stens, these
net wor k devi ces ?/prﬁéenglély%lﬁ’ﬁlrel%%%‘f)eﬁf’réﬁo fo “8%}‘61 ngéffrél\‘??ss?ﬁag 13{1@560 Boxes,
or any ot hemenghgdekicel®ybeds. | n the UFG nodel, each custoner is prOV|ded
with a netering device 16 networked to the one or nore network devices at
t hat custongi g Io%ition The nmetering devices and/or network devices are
net wor ked t service provider server 20 over one or nore
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PhonePNA,  HSFsPIgProyite, "F‘}ngﬁeléfEPt e‘i‘%}?{eeﬁcfﬂ%'fé bilfpppyd sorfgstialod pair,
Et her net Wi ligie, th&EEE02- kiiéwﬁ\'hlre%hﬁ%ﬁwdﬁg lﬁﬁ?aoﬁﬁéjgralﬁlf@FGgfﬁ%em%ﬁzeé atellite,

and so forth. Exanples of networ rotocols include T
asynchronous t r aR¥{-drillygigtes g aysigm l@mmpqsnm HIF@ mqf@ﬁ@rﬁywngaChﬁﬂthso forth.
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and other servers. The Servi provi server
servi ced) dgenerales and @wlvebndthnkgrafmﬁl wmefspatehs, tlaendneamh dguitdsenay kend

col | ates, daol0ah sl Ml IS ML fa0l, Jeberhad deriaes. a6, 40 mny

cases, the Bhe server
of differ entURGmpeds], esctcdrusmmeals@mwmdwwﬂx& mﬁewdevme h)aﬁ&wpﬂ&etd/tﬁé onegorbi | | i ng
system a fi revval I brgzl ron end rovi si oni ng
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each cui%loner s location 12 is e ped with a networking device 14 but not

a netering “&Q\?l"‘é’é‘gO*F‘Fl%rIﬁ%rFé‘FﬁwﬁﬂgP%praioPOIdone by the central service

provi der server Bgamples of networking media include digital subscriber line (DSL), coaxial
cable, PhonePNA, HomePNA, fiber distributed data interface (FDDI), twisted pair,
Ethernet wire, IEEE 802.11 wireless, Bluetooth, HFC, GPRS, 3G, satellite, and so forth.
Examples of networking protocols include TCP/IP, asynchronous transfer mode (ATM), -

20 AppleTalk, Token Ring, and so forth. The service provider server may, in turn, be
connected to other networks and other servers. The service provider server performs
networking services, data delivery, billing, and so forth, and also gathers and collates data
reported by the multitude of metering devices 16. In many cases, the service provider
server may be embodied as more than one server of different types, such as a primary

25  server, a backup server, a billing system, a firewall, a front-end, a head-end, a back-end, a
provisioning server, an encryption and authentication server, and so forth.

FIG. 2 illustrates a system 22 employing a centralized metering system, in which
each customer’s location 12 is equipped with a networking device 14 but not a metering

device. The metering is all done by the central service provider server 24.



WD 03/ 058885 PCT/ US02/ 36791 Unfortunately, the UFG nodel is expensive -
one netering device for each custoner. Al so, the service provider's server
equi pnentwowsisdses abl e to deal effectively wth interfaciPog/usoraoply to
this |large nunber of netering devices, which tends to raise the cost of

t he server equipnment. 5 And, unfortunately, the centralized nodel does not
scal e wel | . As nbnértnatelypthe UF€imodshisrespensive addetistetingdedreveardash met eri ng
wor kl oad in Y ) e i ceordi ngly.
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addr ess t r angihatf eplasleyihe @&vér%@ﬁi?;ﬂxieﬂi Wigh 138, oHEpowPMT, 68 RbreRRbRHK
traffic, which is a commonly enployed fraud nmechani smwhereby e.g. two

nei ghb_orlg_ c@ffV¥dt h get network service while paying for only a single
subscr i pti on. 205TiaRkmbRYSNhe YA bk skihlitng DIe BId AERAGURBUE ances,
S o oL o T roo e O e e S then, s
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drawi ngs of siapledaterfee] by etorting addivse Poitosh TOP/Thaetwhi@yyvedxamplROMag not be
taken to limt the |nv§n]'5flnag). to.the sp ‘%Iflc enbodj nents descri bed, but
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illustrates a centralized nmetering systemaccording to the prior art.
two neighbors can both get network service while paying for only a single subscription.
20  That invention has difficulty in certain circumstances, such as inaccurately identifying
sources of network packets for applications that spawn multiple TCP sessions.
What is desirable, then, is a metering apparatus, method, and system which is both
less expensive than the UFG model and more scalable than the centralized model, and

which relies on hardware identifications to identify traffic sources.

25  Brief Description of the Drawings

The invention will be understood more fully from the detailed description given
below and from the accompanying drawings of embodiments of the invention which,
however, should not be taken to limit the invention to the specific embodiments described,
but are for explanation and understanding only.

30 FIG. 1 illustrates an ultra-fine-grain metering system according to the prior art.

FIG. 2 illustrates a centralized metering system according to the prior art.



2 WO 03/058885 PCT/US02/36791 FIG 3 illustrates a distributed,

mul ti-device netering system according to one enbodinent of this

i nventi orwOmRB/@:8845 i | | ustrates a singl e-networ k enbodi nent Pofi/uShz34ret eri ng
device of this invention. 5 FIG 5 illustrates a dual - netwrk enbodi nent
of the nmetering device of this invention. FIG 6 illustrates an enbodi nent
of the netering déuiTidlugfateshadistiipwesihmubindevice oretdrigpgispstien accatdéng tpoowi de

hub/ swi t ch/ rout i |G 7 illustrates one enbodi nent of the
nmet eri ng dev%@g%?e%ﬁ#é&?%\%ﬁ%on. 10 FIG 8 illustrates one exenplary

met hod of oper at iF6@. Dfllustiatesrmsingte-megyvak einbedimbnttdiitie méteringrdevioaof thigt ai | ed
Description.FlG. 3 shows a system 26 in which each custoner 12 has one or
nore net wor KV E€M ces 14 coupl ed over suitable network nedia and protocol
to the sérvice prowididinstmtcsh dalrnearork 8mbddimeriti ofighel met@ing\dedieélof thisa

di stributed . usage (DU netering manner, in which the netering is perforned
by a plural i'™¥"8f™" et eri ng devices 30. Each netering device can be

connected to m)r@‘IGJ“@iﬂluﬁfa@es(au%ﬁl@ﬂiﬁmentﬂﬂﬂ&,mé‘c&]ﬁlg%vi@@Qﬂhis%ﬁﬂ%h%é fevve_r
nmetering devicges (}han t he UFG nodel , but nore than the single netering
devi ce (ser \Fepﬁ%? REC PEde by et/ ToBIEFEVISRS. As new users are added to the

DU system (a) t G NgaRsQGnsBhESdiMeh WPMK hRadin ianeo Qs idVenRAr Ver is
reduced by a factor of N, as conpared to the centralized nodel, and (b)

the incri®ased expépskillgsirabisoanecmpiprmmgihasd pbepstation pEdedsterig devideanfitlis  of
N, as conparngglig, the UFG nodel, 25 wherein N is the nunber of custoners
connected to a DU neter 30. N may, of course, be a variable nunber; it is
not required that each DU neter have the same nunber of custoners. In the
UFG nodel , tedaiksddesgrivtialnber of custoners per netering device is 1. In

L, CEnLy o e SROSl8104 508 USRS R PTE G RPRRRE €9, oV
aver age nunisevicest 14dmguplodreyes syitable network media and protocol to the service provider’s

15 server 28. Metering is provided in a distributed usage (DU) metering manner, in which the
metering is performed by a plurality of metering devices 30. Each metering device can be
connected to more than one customer. Thus, the DU model employs fewer metering
devices than the UFG model, but more than the single metering device (server) of the
centralized model.

20 As new users are added to the DU system,

(a) the increased metering workload placed on the server is reduced by a
factor of N, as compared to the centralized model, and

(b) the increased expense of purchasing new meters is reduced by a factor
of N, as compared to the UFG model,

25 wherein N is the number of customers connected to a DU meter 30. N may, of
course, be a variable number; it is not required that each DU meter have the same number
of customers.

In the UFG model, the average number of customers per metering device is 1. In
the centralized model, the average number of customers per metering device will typically

30  be in the range of 512-10,000. In the DU model, the average number of customers per
metering device will typically be in the range of 2-512; more commonly, it will be in the

range of 4-128; and often, it will be in the range of 8-32.
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metering device will typically be in the range of 2-512; nore comonly, it
wll be in the range of 4-128; and often, it will be in the range of 8-32.
3 WO 03/ OsB38554865/ US02/ 36791 I n this sense, "custoners" PCAUSOB3GTI1
subscri bing persons, or it can mean subscribing devices, or the like. In
the DU nodel, the DU neters performmnetering services for their respective
custoners, and thehisrsegorfcudtéredrs” chatngean subisashihg rdons, ohé caremeanal ser ver,
whi ch may rolg tbhe 5.dat ag}%@ into a single report or calculation. There
are various “SSRAUES fORE NERECyher eby a metering device may be connect ed
to a network. FI&thd Dihavdel,ahsPBtnasiers perfdtinaictéring sewices fonthettesspedivd? i S
coupled to a single et wor “network"). In this enbodjnent, t net eri ng
Gevbce i s o Supmaesud Hen Ar feifiia Tavauls ngPesbhD s ah LT Srarat) Seon ¢ or <
t he netwerkdpta@Ea{tsatsrngtéeéﬂong)rbgcaa@bntrom any and all of the network
devices 14 which_are connected tQ that sane network, FIG 5 shows a system
in which the met &PSTREEFAUPISEORIFCUY) SFBEMESIVREFRYY @ ditatgiderice &Y PR or gat eway
bet ween one cpgicvel o { neteéor k A") and anot her network ("network B*). In
this enbodi ment, the metering device perfornms both gateway and netering
services for 15Fkhé Sh@W%?Métea’eWi“é@@ltﬁﬂmé‘@ﬁ%@qu 32ds empledfo a Heglpet wor ks

("network Apiwokl ROWS ¢ %M%H b LS ot 261D REEL LE& 36 serves
as the rout gr gr <G’rslf\:/?/i@%) ](ﬁ:ﬂj) \gf? hl?lsub e_?lvqgglén e}clmm%&gjlgl m)lrC Eerﬁncg%lé/{o&?fg‘ep\(llhsﬁl‘getmrk A"

t hr ough 19netiglenikg Bev)ice, which lsimply mohicats the netwotkheackats waviehng dewd Gempay hod ns
both router/gw / ' ser Vi for the network devices 14
coupled to g@‘éﬁ{hgp etp‘%@( (?1‘63/ ﬁorig?fcggreccgﬁ%ﬁc{ég%? t(})latasarsnégegtgto ﬁ{(')f the 20

net works. FI G 7FKhdwhowenesysteaniplvdich theninediineddvice 34 sernestas thengnatetioice 40

("Distributed. L Usage ter") which jncorparafes . th rinciples of this
ventf on. . TRE! SREBESeNGeRER ol DebrorkEyenBrt AhrnganatetphH U S Pre d-

gonf i gurat : mgthisssnmdaﬁenqm& Iﬁéterﬁﬁgaféﬁics b@m?ﬂs Botﬁlgaswa}élalﬁi.metéﬂh@ SBRiRE fd‘)‘gh
evice includes one or, mre network interfaces 42a- r. connecting the 25
netmork1gev%@€EFH”%ﬂ@“ﬁgqﬁﬁwgw@§3V5§58h@FH&“WQFWdPRgng }d, which may use
the sane transppid. iR yRIentin WIRIhaRS mbkeARSRITE 358G & asaRdoBl &h may use
the same networking protocol or different networking protocols, as needed

in the appl S¥Heh GRubLeMEpmvoRHREENPIg (deifodeATEyough “sdrarkdbdaithient s
further inclpgsifesiMnt Crm:té?ﬁlg Gyshce%erforms both router/switch/hub and metering services

for the network devices 14 coupled to each of the networks, or coupled to a subset of the
20  networks.
FIG. 7 shows one exemplary embodiment of a metering device 40 (“Distributed
Usage Meter”) which incorporates the principles of this invention. The metering device 40
may be configured in any suitable configuration, such as one of those shown in FIGS. 4-6.
The metering device includes one or more network interfaces 42a-d for connecting the
25  network device to one or more corresponding networks 43a-d, which may use the same
transport medium or different transport media, and which may use the same networking
protocol or different networking protocols, as needed in the application at hand.
The metering device may in some embodiments further include a switch or hub or
router mechanism 44 coupled to the network interfaces, to perform switch/hub/router
30 functionality.
The metering device may in some embodiments also include a separate control
interface 46 for sending and receiving metering control commands, signals, and data. In

some embodiments, the control interface may share a same physical networking medium
4



router mechani sm 44 coupled to the network interfaces, to perform

switch/ hub/router 30 functionality. The netering device may in sone

enbodi merwe 0al0sss83 ncl ude a separate control interface 46PCorussesddng and
receiving netering control conmands, signals, and data. In sone

enbodi nents, the control interface may share a same physical networking
medi um 4 Wit/ o888t FPER UStRA 36hdiks, aidithe mpatering comomands £icthay @t sevtc hed

net wor ks, and.the er i commands et . e sent .and.receiyved over one
or nore of taH%rer?gx?'%éVé %)ﬂ errn?oacestge g%‘évﬁfkérs%%//f?cges’tsﬁg‘ %iv%aﬁﬁg S}{@q O PRk
Managenent MMatagandnt PotddB) (SNMIP)s nseme rimbddiments shotibihe bhakddenestak/eshtirol
networ k/ control. interface and g.dedicated confrol interface y. be

ool oyed. s digrtacs ang gpefedoans iSdes ite SPRlabed suhitr o1 Sora e

g Ogye nti gnalpeﬁﬁt 1{@’_{0[@ doﬂ?r&lﬁfia’;lﬁle cﬁrﬁénﬁ?ﬁﬂieﬁ@@ﬁk lirdérfice gﬁkﬂfloéeﬂ lopathidr %cgllﬂgl via t

edi cated contraol interface suc s froma keypoard. In sone enbodi nents,
the control ﬂr‘]‘i #@F‘?%@ﬁﬁ’%‘@%ﬁ?}%ﬁ ag go‘&ad‘@}ﬂl?oééfgﬂ“&’tﬁ’_rﬁ‘?ﬁ’ﬁelmeflﬁkthﬂ?ow chis
di stinct frqietfite niy)ohkedt to atielaEKcImAA. link 3¢ WwHRIhGS HiSthcd BYinGE: fBY¥icall N SOME
i npl enentations, include a display interface 48 10 for connecting the
netering de\}]ie‘ﬁ@rlé%ﬁhaa display link 49 to a video or other suitable

di spl ay mechani smpé ﬁ@kriﬁ%ﬁ@é\ﬂ?@e,maﬁymoﬂﬁ ihlembRSt Y, iAcb®CALisBARRIRL: 48! N SOME
embodi ments, video and other output may Instead be sent over the network
interfad® derdyospectingthe sietarive dpyieeovena displpnlig 4kie astideodr Abat witakdey or al |
of these nmay; AL | i@t QL. anal yzer 50
perforns thelﬁgg‘g%e%%%%&%{n%fSé@ﬁ??fsﬁ%adtsgégr? S&?}(Jﬁ}:ofgiﬂo% gl{afo?'iqgg&% the nmetering
devi ce. The epholistentseadierand nthey uput mey instead be xahpvee the matvadrly igerfaaeh net wor k

dat a packet rmhne. the identit f the network device which. sent the
packet, the al}l%gnt?% ? (;)/nrgc()) mttei‘rlg’c?ié? \%@?rke é’\glllnéeél%v\?ﬂycoﬁ\gﬁgﬁ%ser“éaé'gqe\?éesfﬁ "packet ,
t he comunicombinetionpr ot ocol used by the packet, and so forth. In sone
enbodi ts, the 20 ket header__angl yzer may be built_ into the

Swi t ch/ b/ T out of PR PedeTAEPRerg PF’EafOI?Mﬁ%‘@S%%QWHQ‘EW@aﬁ%i c. Coupled to
the packet HeatefalitbadtEehetefin@ddVRe Y fabket RéadBRinAl 2ér MayIfor @RSt ed
device |1ist Sa, whi ch keeps track of network devices that have sent and/or

recei ved néRfwacaphRatwes datppagkef fodeteripe He identifn ofithratetwerk deyiccwhignt i onal

manner, SucRef$hd paciet, 3R fdaRltPor @e hétRlRMelics Which o $QefRildbackdignd | st
mechani sm may i ncl ude nenory and/or bul k
communication protocol used by the packet, and so forth. In some embodiments, the

20 packet header analyzer may be built into the switch/hub/router, while in others it may be
standalone logic.

Coupled to the packet header analyzer is a mechanism for maintaining a detected
device list 52, which keeps track of network devices that have sent and/or received
network packets. This list may be maintained in any conventional manner, such as in a

25  table, a linked list, and so forth. The list mechanism may include memory and/or bulk
storage for maintaining the list.

Also present is a memory and/or bulk storage mechanism for storing weight
definitions 54. These weight definitions comprise a collection of rules, formulas, Boolean
values, logical operations, or the like, for assigning or calculating a “weight™ to one or

30 more aspects of each packet analyzed by the packet header analyzer.

Characteristics by which the metering device may track packets, and per which the

metering device may assign weights to those packets, include but are not limited to:

communication protocol, packet size, time that the packet was sent, time that the packet
5



storage for maintaining the list. Also present is a nenory and/or bul k
storage nechanismfor storing weight definitions 54. These wei ght

definiti owe 005885 se a col l ection of rules, fornulas, BoolPearnsovai7oaes,

| ogi cal operations, or the like, for assigning or calculating a "weight" to
one or 30 nore aspects of each packet analyzed by the packet header

anal yzer. Chessagcened,shiras abgragametiork teouphpdr cungnideak agworkythtongipit, patalk et s,

and per which the teri evice ma ign ights to those cket s,
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that the packetenyasmbenif patiketsirantfadred thet apeialkigiveh sMOrddgé, @8R35 or from

PCT/ US02/ 3679%. was, received, current average net vvo%g through ut,, current
(g E Paser atcattes

peak net wor PFHPIBUAITETEES of BPHL or 1R rof §if Yooy Bl ofhunber

of byt es st rang, evdr&@ of pbukepeRiRgdeletvidik afiliatiore avedige®Y ek nubiBBRET T
packets transferred that are in aﬁgi ven gze,r nge, traffic to or from
particul ar ABIO8SSRFS BYerges OF Reak rafilGst R ReFticainp Prodacel, gereprdadratikesvi ces or

cat egori es @,f)eo'éﬁeﬁqﬁ&ocayﬁﬁ%h@ém&ﬁ%npﬁ%ﬂfc?&ea@Btheﬁéﬁawc{erisﬁ&tdvﬁibl;ﬁtei on,
average or peak nunber of T sessi ons open, average or peak traffic |evel

of a parti cyVEsm PrdansE deemsyenthx of BIgETiAg xes of specified protocol s anong
the current netwarke.: i : q Lerd, S8t i ystem
o %ex%ﬁt%%fchﬁtor 96 is2aupied mﬁehlgsle B RGLR d'eﬁltu't@és\,’\’gﬂacﬂ%rfg{)}fs e

desi gner deens worthy metering. A weig cal cul at or I's cou to the
list of Meigreighdedlouiatianarfermuasdorgbe fike: deparlee weibbt higprymennay owdteragoifs,

formul as, Orstsotru{lgllgésie W%igh@.‘ tgxa&ié,g%mﬁgra {) ltof -eﬁ{efw&ﬁ( &R ¥v118§e epsatcl\?ar’%sgagg beglg% kSt ores

t hese wei ght one,” sone, of "the network devices ets
are being andyzeded. The wei ght definitions may be dynamically updated,

devi ce, o i rodponSieh TR Rus maf B bR R b bR SRR - For

exanpl é, t hdogie{noabshowny eithindlee peeNngdyicapyr if tefigbnbd toad ¢RBinaleRUSVéD tr aCE

and bill _by data type ing the day, hut hy byte or packet count at night.

O, the 15net°ﬁ€tﬂi‘:°r§€’f‘(}€?8r 8\?5]%13}‘3 ﬂﬁw%a%%véwrﬁ@%nw ff?ét“e‘?di"ﬁ&a%?%jﬂt to

vi deo duri ngratlbgnddaly by Gan typEUgﬁ?%&e ady, Bﬁtgj}tb%gﬁrorﬁﬁcl&i dORAt éﬁ’ﬂ%’ﬂt. oRloOr k usage
r

falls bel ow sone predeterm ne reshol d. he skilled reader wll readily
appr eci at e MREOTE }EYiee PEIdp IR ASHEN heayis meteripg weight to 9idgy durnecths #3y that er abl e

set of wei ghtaodefd ik iopmin{@m@ﬁn@c@s&%@g@%ﬁ%ew&nwepkédje %Pﬁh@ég]ﬁlrésﬂold.se' ect
a dynam c alteration schene to suit the particular needs of the network
system at HApdkilled reader will readily appreciate that there are numerous ways in which a

20  dynamically alterable set of weight definitions may be advantageous, and will be able to
select a dynamic alteration scheme to suit the particular needs of the network system at
hand.

Similarly, it will be within the skill of the ordinary system designer to choose
appropriate sizes, interfaces, speeds, protocols, and so forth, for these memories and/or

25  bulk storage devices.

The metering device further includes one or more clock mechanisms 60, such as a
real time clock, a resettable elapsed time clock, a watchdog timer, and so forth. The data
output by these clocks may be used by the weight calculator in performing its weighting
operations, and may prove useful elsewhere, as well.

30 The reader will further appreciate that the metering device shown in FIG. 7 is only
by way of illustration, and that numerous differently-constructed embodiments of such

devices will be appreciated in light of the teachings of this patent, when viewed in the



Simlarly, it will be within the skill of the ordinary system designer to
choose appropriate sizes, interfaces, speeds, protocols, and so forth, for
t hese nenwoice®sssdl/ or 25 bul k storage devices. The net er iPag/usewsael f urt her
i ncludes one or nore clock nmechani sns 60, such as a real tine clock, a
resettable el apsed tinme clock, a watchdog tinmer, and so forth. The data
out put by t lvesexicifdesigningy ndyemaeiog dmi@fmeawiszgmwodal\ﬂaubmemhaﬂcmm drdr mi ng

its weighti . i and V el sewhere, as well. 30 The
reader will %’ﬂ?lﬁzg‘n‘ra%éesqﬁi%?eae m[n% E’fﬁjg S?}%? 219 Y- devi ce shown in FIG 7 is
only by way of F[[(l}ustllnﬂtatamne amhpﬂdmémbnﬂimemuﬁa diefhfoﬂl(&(l)bf Ypegadiag bf sighed
enbodi nents of tsuch devj,ces wl| \%\%’9%3' ated. in I| ht %f %[g% t eachi ngs
of this patért STV e deeidﬁrlf]??é P55 gigla ‘?19@1‘7 SOEIERL cont ext
of desi g ngleacmwsma@iememgy geivedgackit ofla REWHBE-URIYeed WakbiOthS p@dk@ﬁncerrent S

and option S haveb om tted, for the sake of clarity. FIG 8
i |l ust Iroat esq’(ﬁﬁ%’ 9?3—%& gertﬁfmé‘?‘ﬁﬁ Fﬁ?dflené‘fy of thadenisa S?@W"B?P?’G}S@ra&‘ﬂhén of such

a metering desmtiggeof tﬂ_é’]&vicﬁ%b‘éfwﬂﬁﬁﬂe PcR&, MeShetbrthg RYRE sditditd (g8)18OHSENed O FI G
7. Upon detectign of new y-arrived packet or a next-to-be-anal yzed

packet, the 54ekHst 1§ H@araéve \é{heélpey ih?ﬁe druicey ¢ Alsepdy Brgwn tedh metaring devise- If he
devi ce sendicgg) tﬁ@@:ceﬂ%ﬁ alvieng tﬁék%ndlhéiw&) thﬁi_lﬁ)gt 8}&?0 g@é%&leenc&ﬁl?ér%/d @9 the

packet. The rret ering device searches et ect devi ce
det er mi N whes neibeerhenseuriervd sines the detertodalavipe kisiown rases, otsincatitagdaving” sdeV| ce.

I (88) t h%{l{;f%%%ﬁhﬂlgd %?cv)' gx%t &ick hseadagdﬂ'&gf't% tﬁie &/eltecfeﬁl%a Vet 4 Ps?t previously been

encount er ed as '‘not” been encoun d 'since €Cted device |ist
was reset, or si dbewelght callelataetsivesddta fromals: pfablces heder ablyzgr, reg.haitngdew ceis
added (90) t device, .ljist. The ceives data
fromthe pacge}}mléec aFaCEeHgtfcﬁi‘B?n Wll)lglbilyvdlil Wﬁlght\éﬁ?:ﬁ %?t %‘ﬂ%@%i@fe J618t i sti cs
upon whi ch |dEﬁm1bﬂxsﬁmnghtweﬁgm defariticettlist, gad Galdu®idds (thy&hé!\t%ls@bﬁve wettiok i ons
fromth n lList, and cal culates (94 respective wei ghts

oy oo i TRl b QeiaiBl Thd PeeSRe Sl e AL LB E o et B 1 ¢ os

(96) these mpadt weighthisths redddRKebr ﬂﬁ@bﬁbing eSB! devic@ a8/ Reeififs ndiR6rksendi ng
net work device and/or receiving network device, as appropriate and in

accor dance WEYIRS: PR aPRIRRT iR and d RGspidanss "‘f“il}lthf’swelgfllféieﬁb‘é‘@aﬂil%n initialization,
resetting, flus h'THQo;I)@ﬁﬂ)nsﬂltfaﬁiatan QbsehiAg, ﬂﬁ@ﬁllﬁg,tanw@ of h‘}eﬁ:;a Y W@lr fit VEry

appl i cati on-dependen appreci ate t he sk rea er when
20 desi gni ndistae aiseenornrliersion-yiepeadent,and wihbe @ﬂ)rqcm;sié)whfaﬂkﬂledg@deﬂwﬂl@one

appl i catjo n%les@ﬁmé’\fhle Inetworkmg system in light of these teachings. In some applications, it will
be desirable for the history to be maintained over a long period of time, or perhaps even in
perpetuity. In other applications, it will be desirable that some or all of the history be
periodically reset to start afresh. For example, in some cases it may be beneficial to track,
for each network device, a total byte count sent to or from that network device since the
25  billing period began, while resetting the percentage of network utilization metric every
few minutes to allow for a more on-the-fly adjustment of bandwidth allocation.
The skilled reader will also appreciate that the ratio of network devices to metering
devices is application-dependent. In various system embodiments, ratios of 2:1, 4:1, 8:1,
12:1, 15:1, 100:1, or other ratios may be desirable, when balancing the cost of purchasing
30  the required number of metering devices against the cost of scaling the network servers.
Furthermore, the skilled reader will readily appreciate that it is not necessary that all
segments of the network have the same metering device ratio. For example, it may be

found beneficial to use a different ratio for residential customers than for business
7



be desirable for the history to be naintained over a |ong period of tineg,
or perhaps even in perpetuity. In other applications, it will be desirable
t hat sonmeworo3abdssdf the history be periodically reset topPstramsp2/aeesh. For
exanple, in some cases it nmay be beneficial to track, for each network
device, a total byte count sent to or fromthat network device since the 25
billing per icustoxhetgmradi\ﬁﬂérbm ra[tesem\ﬂrrrngart inehqeuateysideger aofifferefitwatidkintlid | 1 zat i on

nmetric ever for a nore on-the-fly adjustnent of
bandwi dt h aﬁ%ﬁ}amﬂ e’llﬁ sﬁ‘ilqa efo ‘eader will also appreciate that the

rati o of networ k THewadeshédd sfrefidta@at dievingehowhganphddsanht ee-wiepandent . I n
various system enbo i sof 2:1 41 8:1,  12:1, 15:1, 100:1, or
other rati osde?ﬁﬁky{m q%eég‘?ql %‘BV SW??SH“‘{?&?%H]‘?&P ﬁblsr{aﬁ%mé‘%‘?e'wesﬁ@fedﬂ%@i ng 30 the
requi r ed snumaeing efcored ehtsigd dﬁ\éth@ﬁﬁseaﬁﬁioﬂ&ﬁ tHeRein GRGHctiBhs, BiRtibROrolfiesnet wor k
servers. Furth cgq?pg the skilled reader will readily appreciate that it

1

i s not neceS8R¥ firgywyare, siimazeas therlike whicts pieR ReCRES readecxsaied. met er i ng

devi ce rati Qoad6@nt&%ABMbSvisd L&lhﬂavbyl%ﬁnacfhﬁfénédm%{?&fth&maéhlﬁeq Yot L FTerent
ratio for residential customers than for business 7 WO 03 ? 8885

PCT/ US02/ 36 7dustraed greBieds. Suclhimedia may instudptbyrveayiof illustratipmentyread nph t he
count rysi de jinQifatidn: %Jgfl&fce BptichPhia étcp o;?]t dxlr'd%\lzrts{%%e cfx:ﬁ?sny%ed%? d so

forth. The reader shoul d appreci aw ngs s WI ng and the
wr i t t en 10degemeysbleskisss.tdnivese thpes, SﬁmmrdU@Dmewlaarmm werdoties, CDREYE at e

nmachi ne- acc b I@R’d IRepRe or.. ot W nbodi ed

therein i ns?’?%gf F%ns PQ, %s r('i){u?)l negqv Z?dr?]](tgg@?baséﬁt rter ff‘ﬁjkﬂrgl?e

sof t war e, odike.Hhey niae altevhatodely indtede donebseite, tremidast,@x ethuit dxtivery| oaded i nt o,

or otherwise util.ized b hi n W ll cause the nmachine to formthe

i | lustrated™t %%ar%%gs S“%h%ﬁﬁ?gﬁfémﬁ'ﬁ% &Y ?fg aﬁ?lre@vBVWB'?{ RS ?cglﬁl[a&n only

and not i maﬂilatlasﬁn sateibig) 8ilidréwave pdriogial sulﬂZBEl@@ﬂn@r B Pdaks Civer whith feher st or age
fixed or, 10 re tapes sem conduct or

e AT, i EonS et 8 Ao the o e sk riApr 0 ESA FERTT LSS, R SBRTD. R

Zip, floppy suigdfsPirf, THeARdchine xﬂa9%c,1ud@rb;l WE oflulldgﬁancmﬁlyy d}ﬁmoﬁlhﬁ]ﬁétmt ively
i ncl ude down-the-wire, broadcast, or other "deliver mechani sns such as

Internet, |SugPPReesrnenided copirollerRlah PAds WBER, ARG, epmpuser, gredri eardir
cable, | ase'hem%ﬂ&ﬁ‘é Ldulinenicr 51%)’\@(1‘{(-5 ma‘aﬁlgé’t ?6%?%% i) &r BNk %%c ans, over

whi ch the 15|nstru0|ons etc in tthe formof packets,
serial dat a2dgpiaddp petforgefunctionslity tibféned by sichaisiractiaps mathe lifh Sudadihwings,may

L g0y R by A AL A B Bl o5
representing the instructions etc. taken alone, the instructions etc. as organlzed in their
particular packet/serial/parallel/etc. form, and/or the instructions etc. together with their
storage or carrier media. The reader will further appreciate that such instructions etc. may
be recorded or carried in compressed, encrypted, or otherwise encoded format without

25  departing from the scope of this patent, even if the instructions etc. must be decrypted,
decompressed, compiled, interpreted, or otherwise manipulated prior to their execution or
other utilization by the machine.

Reference in the specification to "an embodiment," "one embodiment," “some
embodiments,” or "other embodiments" means that a particular feature, structure, or

30  characteristic described in connection with the embodiments is included in at least some
embodiments, but not necessarily all embodiments, of the invention. The various
appearances "an embodiment," "one embodiment," or “some embodiments” are not

necessarily all referring to the same embodiments.
8



net wor ki ng equi pnment, or any other nmachi ne, apparatus, system or the |ike
which is adapted to performfunctionality defined by such instructions or
t he |i ke.wBuwaslss$8aw ngs, 20 written descriptions, and cor PeETmsnzs41gL cl ai ns
may variously be understood as representing the instructions etc. taken
alone, the instructions etc. as organized in their particular

packet/ seri al / paifsht gletidicationfstatesa camgérent, fdagire, s&tdtuie drehaa@éristic taget her
with their .stqra e“or r t her appreciate
that such i n&¥¥tel oty ldg% mcﬁ\ﬁ’yﬁ%é p?rgELH?rcfgﬁlp8'?en&gd?alr‘i‘rg’cftrf‘ﬁurc?o?fpr essed,
encrypt ed, Qharﬁ&télﬁﬁti‘ﬂ/llﬂﬁ)t eaqa@m bE @richied. vxlffttrwspeclﬂ@nd@pﬁmlmngfefsrt@ m'tdie scope
of this pate;,nt,, even f the instr ctlon et c. t be decrypted

deconpr essed2 CTib&aet dpesigt Bpast Eﬁe 1541 yo‘?q?é’lfmese "?F&ﬁl‘gﬂ?eét’%célﬁcﬁffli”b?r to
their exacutl@fs @fer Ot MekIdabidl @athird NhdYloéd 1ot FRENIS BereBein8 MRAEMan Bnd NE
specificatio d’nrt] to "an enpodi nent," "one enbodi nent," "some  enbodi ments," or
"ot her enbodt Herrdditiopal gk@eptnat a particul ar feature structure, or 30
characteristic desedisRied intheéAPRAG tﬁ@béﬂeﬁ%ﬁtﬁi@ d@@fegwé wgmp@récéta thgl uded in
at | east sonme enbodinents, but not necessarily all enbodinents, of h

i nventi on. m?@y@ﬁwr W@tw@pfmthﬁrf@régom&wsmﬁﬁ@anawbdnawmgs owE be medeiviteint | " or

"sonme enbodi

enbodi nment s. MB f}%%'gé?:ﬁé%mg%@ﬁ %S%g é?Bt?gaAve{a@nq%é&g%g%? ‘%@gtd ?[%lrﬁ?ast ates a
conponen, fdemrmcbabosc r Rathery igjs thy follhwing ctagns stluding peyyimendineity ktetefo that

"coul d" be 'd@ﬁllxeutﬂggco Ehf‘ﬁwf’n@ﬁlo ul ar conponent, feature, structure, or
characteristic 1s AOP- T c} 0 be included. If the specification or
claimrefers to "a" or an el enent, that does not nean there is only one
of the elenent. If the specification or 5 clains refer to "an additional™
el enent, that does not preclude there being nore than one of the
additional elenent. Those skilled in the art having the benefit of this

di sclosure will appreciate that many other variations fromthe foregoing
description and drawi ngs nay be nmade within the scope of the present
invention. Indeed, the invention is not Iimted to the details 10 descri bed
above. Rather, it is the follow ng clains including any anendnents thereto
that define the scope of the invention. 9 WO 03/058885 PCT/ US02/ 36791
What is clained is:



1. An apparatus conprising: at |east one network interface for coupling the
apparatus to at | east one network; a packet header analyzer coupled to the
net wor k iwDeBHs8883 a detected device list coupled to the pathsov2/b@ader

anal yzer; 5 a weight definition store to store respective weight values for
a plurality of packet characteristics; a weight calculator coupled to the
packet headeWhansatlyimedisand to the weight definition store; and a packet
wei ght history store coupled to the weight calculator. 10 2. The apparatus
of claim1 furthey Lsing:.a.control interface for receiving comuands.
3. The apparlat us%&a%g{[g{u%n%iﬂ%bsf er conprising: the control interface being
adapt ed t o conneet lets ose mdworkmaelfaca Korlidingitise appivyitsis cadt lleastcbns hétwetk; f rom t he

at | east one net \9@5&“%e%g%i\?ﬁ&?%fgg'ﬁ’i%@@%a%@fﬁhier 2 wherein the control

interface conprises: a &ei ve SNMP commands
over the |east oneletetted doiide. lisbcoupled tahp packbtiraddr agdigde 1 f urt her conpri sing

at | east .one of a _ne rk.switch netwark hub, and_a network_ router. 20
6. The appar at us ad"fel%ﬁ\{\g?flf(ﬂl%o‘\ﬁh%? 9 Sﬁorf ﬁeép%ﬁv? g%ﬁt V&ﬁ‘és F?éf‘\}?/&’%ltff pERrkelce
conpri ses atchataet@sdtici;wo network interfaces. 7. A network conmunication
system conpri sing: . lurality of N network devices; a plurality of M
rrgteri ng devi ces%%‘é‘?g‘”}lwlﬁtﬂ‘é‘x’i‘lﬁlﬁl@t@?pWFﬂhe%deFﬁnaﬂﬁér%ﬁ@@%‘felgﬁ?2 to 25

1: 512, and vReh@bRsBRChdret ering device is coupled to at | east one of the
network devices; and a server coupled to the nmetering devices to roll up
net eri ng report s 2PAKS Weight higers stopgeapled txthe weightaBlaoBi@58885 PCT/ US02/ 36791
8. The network conmmuni cation systemof claim7 wherein the ratio of MN s

in the mwange of The 4ppatatik ok efim 1 further comprising:

a control interface for receiving commands.

3. The apparatus of claim 2 further comprising:
the control interface being adapted to connect to a command link which is

physically distinct from the at least one network.

15 4. The apparatus of claim 2 wherein the control interface comprises:
an SNMP interface adapted to receive SNMP commands over the least one

network.

5. The apparatus of claim 1 further comprising at least one of a network switch, a

network hub, and a network router.

20 6. The apparatus of claim 5 wherein the at least one network interface comprises at

least two network interfaces.

7. A network communication system comprising:
a plurality of N network devices;
a plurality of M metering devices, wherein the ratio of M:N is in the range of 1:2 to
25 1:512, and wherein each metering device is coupled to at least one of the network devices;
and
a server coupled to the metering devices to roll up metering reports from the

metering devices.
10



9. The network comunication systemof claim8 wherein the ratio of MNis
inthe range of 1:8 to 1:32. 5 10. The network comruni cati on system of
claim7 verogiosssst | east two of the netering devices arePCoUshysh7dD
respective different nunbers of network devices. 11. The network

communi cation systemof claim?7 wherein at | east some of the netering

devi ces each conprises: a packet header analyzer; 10 a detected device |i st
coupl ed to the pdikettwodadermanickipz eysteneefdlaim 7paeket thaeatgphtf MiNSs orthe coupl ed
to the det ecrhlgéﬁi;oqqylljtgq‘llZiSSt' 12. The networ k comruni cation systemof claim
11 wherein t t Teast sone of the netering devices each further
conprises: a weight definition store; and 15 a wei ght cal culator coupled to
t he wei ght d&f i nilhe optworlosammurticatipm ssistsm ofesiagh 8 wisret e yatioarfdM:NHeinghe k et
header anal yzer. 1%, network communi cation system of claim 12 wherein
at | east sone of the mefering devices each conprises at |east one of a
network switch, a network hub, and a network router. 20 14. The network
communi cat i ol sy dihe petforleeammuricajipe system eftcldie Fsthesaims lesist twoef theet er i ng

devi ces eac AeTg rk hub, and
a network pgﬁtté .de?gés %E rcr(lé]fpﬁec%)léo g%ggec():g{é? gi{f?%%t 0 S%gef%‘%??"ﬁgdegg%%e, t he
met hod conpri si n&: determ ning an identification of a network device

sendi ng or rdeei Vihagetopaedamuniagon systepmeofictiém {7ivhiersan itdensofoneldtheet wor k
device is ngj t@]J-ﬂf'gqg Yood | detected device list, adding the
identificati o% 6 tﬂeenéea?&g%rgg%i ce to the detected device list; and for
each of at |east apaekepbekeatanalyzaract eri stic of the packet, 11 WO 03/058885
PCT/ US02{ 36791 readi el ght finition of .that packet characteristic
froma V\{/eﬂlgght dgfd?{r%f:{élgggwée\ﬁi)srg%o,upfglt%11}16 8?0?(%116 dFEPUREEABY t he packet, and
updat i ng a packeta pagiegiveighi story Couledli theldveected idbdek 1. cl ai m 15 wherein each
of the at | east one packet characteristic

12.  The network communication system of claim 11 wherein the at least some of the
metering devices each further comprises:
a weight definition store; and
15 a weight calculator coupled to the weight definition store, the packet weight

history, and the packet header analyzer.

13.  The network communication system of claim 12 wherein at least some of the
metering devices each comprises at least one of a network switch, a network hub, and a

network router.

20 14.  The network communication system of claim 7 wherein at least some of the
metering devices each comprises at least one of a network switch, a network hub, and a

network router,

15. A method of operation of a metering device, the method comprising:
determining an identification of a network device sending or receiving a packet;
25 if the identification of the network device is not already stored in a detected device
list, adding the identification of the network device to the detected device list; and

for each of at least one packet characteristic of the packet,

11



conprises one of: comuni cation protocol; packet size; tine that the
packet was sent; 10 tine that the packet was received; current average
net wor k tWomaghgses ; current peak network throughput; totall/tsowsatpl of data
transferred; total anmount of data transferred since sone particular tineg;
15 total anmount of data transferred since sone particular event; nunber of
packets transferred tieadingneveight defwiticarnf diazgacketpb@actéristit fiom dweiglar t i cul ar
addresses or ports.ar networks or sub-nets or network devices; traffic
from particul ar gﬁ%‘}l{%%nssgre’or ports or networks or sub-nets or network

devi ces; 20 average pedlatiing@evedtht Aethiakkaitantii zati on; peak percentage of
network utilization; average nunber of TCP sessions open; peak nunber of
TCP sessi ons open; av%‘?d&%g??%(‘??ti%elglgggfo%f a particular protocol; 25
average traffic level of a particular protocol; and percentage m xes of
speci fi ed pri6t ocdhs nathodgf tihen tiwheeih emdtofirckat lea@fohé packetlRaradtbgstiget hod of
claim 16 further. congr"si ng: redefining the weight definition in the weight
definition SPBPESSSP 8#‘ | east one packet characteristic. 30 18. A method

of metering comuaheahicgboniedtaenlk traffic, the nmethod conprising, at each
of Mnetering devices variously coupled to respective ones of N network
devi ces: 12 WO 0%XEE8EB5 PCT/ US02/ 36791 recei ving packets from network

devi ces; anal yzi pgheRRg iRtp-PeRAGE $npf the packets; and in response to the
anal yzi ng, updating a weighted packet history; wherein N4, M>2, and M N

is in th® range &methatthegpagket yas received;

current average network throughput;
current peak network throughput;
total amount of data transferred;
total amount of data transferred since some particular time;

15 total amount of data transferred since some particular event;
number of packets transferred that are in a given size range;
traffic to particular addresses or ports or networks or sub-nets or network devices;
traffic from particular addresses or ports or networks or sub-nets or network

devices;

20 average percentage of network utilization;
peak percentage of network utilization;
average number of TCP sessions open;
peak number of TCP sessions open;
average traffic level of a particular protocol;

25 average traffic level of a particular protocol; and

percentage mixes of specified protocols among the current network traffic.

17. The method of claim 16 further comprising:
redefining the weight definition in the weight definition store, of at least one

packet characteristic.

30 18. A method of metering communication network traffic, the method comprising, at
each of M metering devices varioﬁély coupled to respective ones of N network devices:

12



5 19. The nethod of claim 18 further conprising: rolling up netering
reports fromthe Mnetering devices to at | east one central server. 20.
The net howooB/osdsss m 19 further conprising: for each of at PCeamsp2/aitel packet
characteristic identified in the analyzing for a 10 packet, determ ning a
wei ght definition for that packet characteristic, calculating a weight for
t he packet, and useiving prekaafrathetveck dweicght i n the updating of the weighted
packet history. 2%. .The Eet ho(g of..cl aim 20 erein each of the at |east
one packet char alPYFiRg PKAdSIRIeReckely 8dect i ve one of communi cati on
protocol ; packetin skgdise td theartaliaing! iRatpciRéigMes paRathistory; viRrdiat t he
packet was recei E\{eﬁ 0 curirlkgnt %gera e_network throughput; current peak
network t hr oughpdt® MGt 41d Mpbis it thsrangg P51 ¢ fahd?&rred; total amount of data
transferred since sone particular time; total anount of data transferred

since sorfe padxti dukatetidefthim Pofuntiedempetingackets transferred that are in
traffic to i addresses or ports or networks or

a given size range;. articuyl ar

sub-nets or net \/\g‘?elkn%i@?/fn@tég?g r?&%t%?%%%meﬁéﬁngidﬁﬂ?eéﬁo ddepseaessntyl ports or
net wor ks or sshfer.nets or network devices; average percentage of network
utilization; 30 peak percentage of network utilization; average nunber of

Sotsi ons. opchl  aur ARRHLPRETY Bk SRPENRT (| oul ar pr of ocol | aver age
traffic level of fe dach 6f £ WagtfonpparkecBhractdidlic identified in the analyzing for a
10 packet,
determining a weight definition for that packet characteristic,
calculating a weight for the packet, and

using the calculated weight in the updating of the weighted packet history.

21.  The method of claim 20 wherein each of the at least one packet characteristic
15  comprises a respective one of:
communication protocol;
packet size;
time that the packet was sent;
time that the packet was received;
20 current average network throughput;
current peak network throughput;
total amount of data transferred;
total amount of data transferred since some particular time;
total amount of data transferred since some particular event;
25 number of packets transferred that are in a given size range;
traffic to particular addresses or ports or networks or sub-nets or network devices;
traffic from particular addresses or ports or networks or sub-nets or network
devices;
average percentage of network utilization;
30 peak percentage of network utilization;
average number of TCP sessions open;

13



percentage m xes of specified protocols anong the current network traffic.
5 22. The nmethod of claim 20 further conprising: altering the weight

def i ni ti owoion/054885 wei ght definition store, of at |east on®@Cpaskys6791
characteristic. 23. An article of manufacture conprising: a

machi ne- accessi bl e nedi umincluding data that, when accessed by a machi ne,
10 cause t he nacheakeumber el iflR/wesiansppeket header of a packet, identify a
first network deyice acket , .identify a second network
device to which Fﬁeragbe%aﬁc%v O%agar{ﬁc arfpre%ﬂdol’fl rst or second network device
is not already i demgeftraéﬁb kvelafdgﬁrﬁaﬂaqbrotdﬁ)l dawice |ist, adding the first
or second network devi evic of at |east

h
one packet char ag?rfg?rit%gte %‘X%%Offﬂee?cjtﬁegc?ﬁcg?ml aél?oélg%}fﬁuﬁﬁmé’emlﬁﬁ? or the

packet, and updating a packet weight history for that packet characteristic
of that Spacket ThemeﬁmdIo’e‘tlaiwel(glfutthdsricsmprigingt ore. 20 24. The article of

fact f cl hi bl ium further
el udes dat a ¢ hAT DR VTR ‘fﬁﬁ{*}h TR R BASET paisCo o oo R of ¢ he
packet wei gkhahitedisicy Store.

23.  An article of manufacture comprising:
a machine-accessible medium including data that, when accessed by a machine,
10 cause the machine to,
analyze a packet header of a packet,
identify a first network device which sent the packet,
identify a second network device to which the packet was sent,
if the first or second network device is not already identified in a detected
15 device list, adding the first or second network device to the detected device list,
for each of at least one packet characteristic of the packet,
calculating a weight for the packet, and
updating a packet weight history for that packet characteristic of
that packet in a packet weight history store.

20 24. The article of manufacture of claim 23 wherein the machine-accessible medium
further includes data that cause the machine to:

reset at least some content of the packet weight history store.

14



