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Compose cyclic groups G and Grwith
bilinear mappinge: Gx G — Gt

A4

Client machine chooses random
integers ¢,c; and ¢. in the range
[1...p] and computes g2 = g1°

A

Client machine stores ¢, 0, and o, as
a secret key, and releases p, g1 and g2
to the un-trusted server as a public
. Trov

l\\.;j

X

Client machine randomly selects
integers A;, A2, ka and 14 in the range
[1...p], and randomly selects element

x from first cyclic group G

X

For a first data value u, the client
machine generates encrypted data A
= (Ah A2; AB’ A4’ A57 Aé, A7> AS)

l

Client machine randomly selects
integers 1, K2, kg and tg in the range
[1...p], and randomly selects element

y from first cyclic group G

X

For a second data value v, the client
machine generates encrypted data B
= (Bl’ B27 BB) B41 B5; B6: B7) BS)

Figure 1
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Client machine deposits encrypted
data A and encrypted data Binun- | <—— 108
. trusted server

A4

Client machine generates a token
Tup = (&g /T4, —%a/75), and sends »

token %as to the un-trusted server .

A

Un-trusted server applies bilinear mappings to components of encrypted data
A and encrypted data B to result in the test condition

e(d; "By, A, By)
Ag- Bg'-e(A,- B, g,)- e(4,,B5") - o(B; %4/ A)- e(A, - Byt  As - Bs)

7+

= 1, to determine whether first data value u and second data value v are equal

< - 110

Figure 1
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Compose cyclic groups G and Grwith
bilinear mapping e : Gx G — Gr

< 201

X

Client machine chooses random
integers o, o, and o, in the range
[1...p] and computes g2 = g1°

) 202

Client machine stores ¢,c; and 6. as
a secret key, and releases p, g1 and g2
to the un-trusted server as a public
key

+«—— 203

X

For the first set of values
U= {uy,uz ", U,}, the client
machine randomly selects integers xa
and tx in the range [1...p]

“— 204

N

For every value u; of U, the client
machine randomly selects integers
Aipand A, in the range [1...p], and

randomly selects element x; from first
cyclic group G

+— 205

A

For every value u;of U, the client
machine generates encrypted data A;
=(Ais, Aig, Aig, Aig, Ais, Aig, Aig, Aig)

+—— 206

v’

For the second set of values
V = {wy, vy, -, v, ), the client machine
randomly selects intégers kg and 18
in the range [1...p]

“—— 207

I
' Figure 2
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For every value vjof V, the client
machine randomly selects integers | «——
: : 208
1, and pj, in the range [1...p], and
randomly selects element y; from
. first cyclic group G

X
For every value vjof V, the client

machine generates encrypted data B;
= (Bjxl’ Bj,2, Bj:S) Bj:4’ Bj»S’ Bj»GJ Bj:7) Bj,B)

<« 209

A

Client machine deposits encrypted
data A; for U and encrypted data B;
for V'in the un-trusted server 210

A4
Client machine generates a token
Tag = (#5/74,— &4/ T5) and sends “«— o11
token 7,5 to the un-trusted server

\ 4

Un-trusted server applies bilinear mappings to components of encrypted data
A; and encrypted data B; to result in the test condition

-1 [—
e (AE-,S B3, A Bj.q) 212

—1 —_ Py - o —1
Aig-Bjg 'S(Az',l 'B,f,ilfgg)' G(Az',:hB:?m)‘ 8(3)’,’;@ % Are) oA B;2,4i5° Bjs)

= 1, for every u; of U and v; of V, to determine whether u; of U matches v; of V

Figure 2
(continue)
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Compose cyclic groups G and Grwith
bilinear mappinge: Gx G — Gt

X

Client machine chooses random
integers o, 0, and o in the range
[1...p] and computes g2 = g1°

A

Client machine stores c,c; and ¢, as
a secret key, and releases p, g1 and g2
to the un-trusted server as a public
key

X

For the first table of records
R = {r, 1y, ", %,), the client
machine randomly selects integers xa
and 14 in the range [1...p]

X

For attribute value 7;.u in each
record 7; of R, the client machine
randomly selects integers Ai;and A
in the range [1...p], and randomly
selects element x; from first cyclic
group G

PCT/SG2014/000590

“— 301

“— 302
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<+— 305

A

For attribute value ;.1 in each
record 7; of R, the client machine

generates encrypted data Ai=(Ai;,
Aiz, Aig, Aig, Ais, Aig, Aig, Aig)

A

<« 306

For the second table of records
S = §{5,,5,,,5,), the client
machine randomly selects integers ks
and 1 in the range [1...p]

«— 307

@ Figure 3
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For attribute value s;. v in each
record s; of S, the client machine
randomly selects integers py, and
in the range [1...p], and randomly
selects element y; from first cyclic
group G

l

For attribute value 5;.% in each
record s; of S, the client machine -
generates encrypted data By = (Bj,,

Bj,27 Bij’ Bj»4’ Bj,S’ Bj,6> Bj,% Bj,g)

A
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<«— 308

“«— 309

Client machine deposits the
encrypted data A, for each record r;
of R and encrypted data B; for each

record s; of S in the un-trusted server

+—— 310

A

Client machine generates a token
725 = (xp/T4,—%a/Tg), and sends
token 7z to the un-trusted server

A

<+«+—— 311

Un-trusted server applies bilinear mappings to components of encrypted data

A; and encrypted data B; to result in the test condition

e (Agag : B;; ;Ai,—4 ° ij&)

—1 : 7 Kp/T4 — K4/, ) -1
Ais-Bjg ‘G(Ai,i - Bj,llgg).e(Ai,'])Bj; ) e(By7" LAY ellsa- Bz, dss Bys)

=1, for every u; of U and v; of V, to determine whether r;. u of u; matches s;.% of

Vi

6/, Figu.re 3
(continue)
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