[DESCRIPTION] [Title] COMMUNICATION SYSTEM, POLICY MANAGEMENT APPARATUS,
COMMUNICATION METHOD, AND PROGRAM 5[Technical Field] [0001] (CROSS-REFERENCE TO
RELATED APPLICATIONS) The present invention is based upon and claims the benefit of the priority
of JapapBdeFarehp Applisgtion No. 2011-204487 (filed on 10September 20, 2011), the disclosure of
which is jncqrporated herein in its entirety by reference. [0002] The present invention relates to a
commu :]Ebﬁég system, a policy management apparatus, a control method, and a program. More 15

specificalip Nfwer e ndoretates $oyasCoRMUNESINCSYSI/MA NROCY Managemenb apparatys, a
communication method, and a_program for implementing communication by forwarding a packet using
a forwa%fﬂWd%%?s%M M tW.?Ba%%%ﬁmﬁ] @[BO@M Patent Literature (PTL) 1, Non
Patent lE'rt%r@M%&(q\I@I;aa]and 2 describe a technology referred to as OpenFlow (OpenFlow). In the
OpenFlow, communication is regarded as an end-to-end flow, and path control, failure recovery, load
distribufi8 &Ghb path optimization are 25performed on a per-flow basis. [0004] An OpenFlow

switch speifipgdn Ripk BRlgnt Pecuresnt 2 ingdas aserprpchanngiiancommunication with an

OpenFlow controller corresponding to a control apparatus. The Op_enFIow 30switch operates
accordifgito @fieweabld vwhittvappophateedddingen and claims the benefit of the

priority of Japanese Patent Application No. 2011-204487 (filed on
10 September 20, 2011), the disclosure of which is incorporated herein in
its entirety by reference.
[0002]
The present invention relates to a communication system, a
policy management apparatus, a control method, and a program. More
15 specifically, the invention relates to a communication system, a policy
management apparatus, a communication method, and a program for
implementing communication by forwarding a packet wusing a
forwarding node disposed on a network.
[Background]
20 [0003]
Patent Literature (PTL) 1, Non Patent Literatures (NPLs) 1 and
2 describe a technology referred to as OpenFlow (OpenFlow). In the
OpenFlow, communication is regarded as an end-to-end flow, and path
control, failure recovery, load distribution, and path optimization are
25 performed on a per-flow basis.
[6004]

An OpenFlow switch specified in Non Patent Document 2
includes a secure channel for communication with an OpenFlow
controller corresponding to a control apparatus. The OpenFlow

30  switch operates according to a flow table in which appropriate adding
or rewriting is instructed by the OpenFlow controller.
[0005]
In the flow table, a set of a matching rule (header fields) to be

matched against a packet header, flow statistics information (counters),



or rewriting is instructed by the OpenFlow controller, [0005] 2 and actions defining processing content
is defined for each flow (refer to Fig. 3). [0006] When the OpenFlow switch receives a packet, the
OpenFlow 5 switch searches the flow table for an entry having a matching rule that matches header
informationl of the veceidedipacket(refee to the headee fields id Hign 8)1 [0007] Whefilthe enteyf ¢hat
matche? grec \ﬁid packet is found as a 10 result of the search, the OpenFlow switch updates the
flow statigtics Hiformation (one or more counters), and executes processing content (e.g., transmission
of the paeketdrpm a specified port, flooding of the packet, discarding of the packet, or the like)

described in th tion f| Id of the e 15 000 On the other hand, when the entry that matches
the received pa%g 58 n6 fouliPss E&régﬁlt o‘f’fﬁg Bedfte e ?)p%nﬁl%@\%s%i’tcﬁ%rvér%%ntﬁj?@éewed
packet tohedBpeskiaw eonirallen hwouah the mecure dhanrel, anddgawestis tha Grenkivgantroller
to determine a 20path of the packet, based on the transmission source and the transmission

destinatBh'GiAe raEaNEd ﬂgéﬁéﬁ%@ OpehFIbW SR e EivRa Yfdw BRtrTorantBIEnié g
forwarding of thempachket ggeording to this path, and then updates the flow table. [0009] 25In this
manner, the OpenFlow switch performs packet forwarding by using an entry stored in the flow table as
a proceb8ifg Tule. [Citation List] [Patent Literature]

When the entry that matches the received packet is found as a

10 result of the search, the OpenFlow switch updates the flow statistics
information (one or more counters), and executes processing content
(e.g., transmission of the packet from a specified port, flooding of the
packet, discarding of the packet, or the like) described in the action
field of the entry.

15 [0008]

On the other hand, when the entry that matches the received
paéket 1s not found as a result of the search, the OpenFlow switch
forwards the received packet to the OpenFlow controller through the
secure channel, and requests the OpenFlow controller to determine a

20 path of the packet, based on the transmission source and the
transmission destination of the received packet. The OpenFlow
switch receives a flow entry for implementing forwarding of the
packet according to this path, and then updates the flow table.

[0009]

25 In this manner, the OpenFlow switch performs packet forwarding
by using an entry stored in the flow table as a processing rule.
[Citation List]

[Patent Literature]
[0010]

30 [PTL 1]

International Publication No. WO2008/095010
[Non Patent Literature]

[0011]

[NPL 1]



[0010] 30[PTL 1] International Publication No. W02Q08/095010 [Non Patent Literature] [0011] [NPL 1]
3 Nick McKeown and seven other authors, "OpenFlow: Enabling Innovation in Campus Networks,"
March 14, 2008 [on line], [Searched onSeptember7,20111,Internet<URL.:

http://wWwdpenitbwisteh wrg/decuimentsyepenfloirap-latestpdfs, S[N@p 2h TOpeni-low :Ewkitda ¢

Specification, V rsion.l.l& Implemented S{V\_l're Rrqtocol 0802)," uary 28, 2011, [gnline

[Searclgg%noonvgzb?enm . ’aﬂﬁl—tﬁ Intfé?r‘%ve 1 L: arcl? ?%, f(%)é T(}/n me}, [8earc hed

http://www.openflovswitehimorg/documentg/openflow-gpad-y1.1.0.pdf>L a3 Swemary] [Techrichl:

Problem] g?l/j] Each disclosure of the abqve-listed Pagent Literature and Non Patent Literatures
e

is incorpdrated Nete B TorEBReEhEr St TREUSFHIBRMG ARG LIE R FriatiB By His b€ EAt invention.
[0043] [NPL 2]

"OpenFlow Switch Specification, Version 1.1.0 Implemented (Wire

Protocol 0x02)," February 28, 2011, [online], [Searched on September

7, 20117, Internet <URL:

http://www.openflowswitch.org/documents/openflow-spec-v1.1.0.pdf>.
10 [Summary]

[Technical Problem]

[0012]

Bach disclosure of the above-listed Patent Literature and Non
Patent Literatures is incorporated herein by reference thereto. The

15  following analysis is made by the present invention.
[0013]

The OpenFlow controller or the controller in the OpenFlow
described in Patent Literature 1 performs a permission check by
referring to an access control rule when a new flow is generated.

20  Then, the OpenFlow controller performs access control by calculating
the path (refer to [0052] in Patent Literature 1).
[0014]

The access control rule to be referred to when the new flow is

generated is herein updated by receipt of an access control list (ACL:
25 Access Control List) generated by a policy management apparatus.
[0015]

When the policy management apparatus generates the ACL,
information on the host of an access source and information on the
network resource of an access destination are needed.

36 [001e6}

Even 1f a network administrator or a user who demands the
access control manually supplies these pieces of information to the
policy management apparatus, the access control can be performed.

However, it takes much time and effort for the network administrator



The OpenFlow controller or the controller in the OpenFlow described in Patent Literature 1 performs a
permission check by referring to an access control rule when a new flow is generated. 20Then, the
OpenFlow controller performs access control by calculating the path (refer to [0052] in Patent
Literature 131j0014jer tolhpadtess cohtrolaulectosbe: keferred tb wheni thenmevhbaly ig lyenebated is

herein updated by.receipt.of an access coptrol lis IﬁACL: 25Access Control List) generated by a policy
managenr?nae%rﬁ%%pﬁat%&%dﬁi‘gf to \R/ﬁéﬁotﬁ%} pé icy n%gﬁfgsémgrﬁlgﬁﬁérafﬁs gaenearé?e%‘ﬁfg %%L,
informatienwn the hoshoban access soLyae and drforrhation an e nsiworkiesotingec:ohan aceess
destination are needed. 30[0016] Even jf a network administrator or a user who demands the
access cohtrbf %‘?‘lﬁ%llﬁfﬁl&)‘bﬁ%g HEBYHBLEY SFIRBAHStion to the policy management apparatus, the
acaess pootrglican be performed. However, it takes much time and effort for the network administrator

4 or the user to perform the access control by this method, thereby making it difficult to perform the
access control i1 & 1afge-3IZ6f nBfistk &f it AnEhRidHREnOWhePd e LBt d 8ot staité of the host or

the netwpils resQures: freguently changass 2003yl a s Qrethe ofher band, if a1 operation;f gollecting
these pieces of information can be automated by a system, the time and effort to be expended by the

networke&drimstrdtod br Heruges can be gréamyredticed.n tis Bage it Becoihgs Possibie 16 perform
the accegg fQcontrol i the,larae:sized network opibe epyirgRpient where fhg cannggtion state of the

host or the network resource frequently changes, with the time and effort saved in a simple and
pidtticat walz ¢0018] Athaccéssworticlgpbliayetharspeciies the informationron the ¥8hose arid the

informafign, 0 the Netwark tesoyreg iz used Jor 1he Peliey MANAISHRent 2pRATAIS IR.QIYISE 19 et
access control content.
changes, with the time and effort saved in a simple and practical way.

[0018]
An access control policy that specifies the information on the
15 host and the information on the network resource is used for the policy
management apparatus in order to set access control content.
[0019]

The policy management apparatus generates the ACL, based on

the access control policy.
20 [0020]

Upon specifying the information on the host and the information
on the network resource in the access control policy, it is necessary to
specify current address information that will become identifiers of the
host and the network resource in the network environment.

25 [0021]

When the location or the connection state of the host or the
network resource to be subject to the access control is changed, birth
and death or an address change of the host or the network resource on
the network occurs. In order to properly perform the access control,

30 the access control policy must be updated in real time according to the
change with respect to the host or the network resource, a new ACL
must be generated from the updated access control policy, and then the
access control rule held by the control apparatus must be updated.

[0022]



[0019] The policy management apparatus gengrates the ACL, based on the access control policy.

20[0020] Upon specifying the information on tHe host and the information on the network

resource in the access control policy, it is necessary to specify current address information that will

become identifi€rg o thé hbst and the retworkiresourceoin the nétwark @nvirbomeénm 2500214 ¢

When the location or the connectiozlstate of the h%séteor the network resource to be subject t%the
r

access &5ffroPis EhANGRY, BN Bid'death BP & adlitdSs dhaiie ofthe Hbt bPthe RBwidtk HSource

on the natwiark ogcais: dr ereer tapropeshuperfore the aceessceantrol] 30the access eontrlqablicy
must be updated in yeal time according to the change with respect to the host or the network resource,

a new ACE W15t be Yerdritel o fhe Upbited 2008 domtrolpdilcs  ARbtian thicadddst tbhtrol

rulg held by the cantrel-apparatusiieistide ppdeiech (0082 & ess EygRbINe netwiosk adrinisirator or
the user who demands the access control manually supply these pieces of information to the policy

managédinditt appEratub theeddéeds cBAEEPERN BB etfofmed. Mo, BY thiemigthed; ftitakds much
time ang effod,for the network o.pdministiater af the user to perori e Acsess.cotrel, Canseduently,

it becomes difficult to perform the access control in the large-sized network or in the environment
where thé& ¢bEnaétionostlite oF the st ot e RétXork PesdBIfce frequently changes. [0023] 10Assume
that the[(@)qﬁjgt'on of specifying these pieces of information be semi-automated by the system, on the
other hand. Then, if there could be provided to the network administrator or the user an abstract and
edsily comprehérsibigspedifyihg rifethod preatatilbautomiatically foflpirg chidngeconee thiese pigtes of
informati .5 been specified, hy this semi-automation,.the time and effort to, be expended by the
metnor SR o e A e ety ausc T 008 Raec & ibcid Bolgime SasSble o
performlthe mcceSs bemirokin thd largersived detivork ohin the envirdnmént whetedhercanneadtion state
of the host or the nF:-twork [esource freﬁ}gentl 20chan es, with the tif,‘e and effort saved in a simple

[

and pra%tslggl \E}v%y?‘ 09653]C AR owever iﬁ%rd%??cgI gcﬁilevleethsepégcﬁﬁ Hh'as Geschbadt t%vg,l ereis

needed=ariunetian of dglletsing the surkaheannestien siatecofthedast of the faccess sourdeaare

In{%rmaggggnégiglej\fvgélfr%syou;%e;s semi-automation, the time and cffort to be
expended by the network administrator or the user could be greatly
reduced. In this case, it would become possible to perform the access
control in the large-sized network or in the environment where the
connection state of the host or the network resource frequently

20  changes, with the time and effort saved in a simple and practical way.
[6024]

However, in order to achieve the solution as described above,
there is needed a function of collecting the current connection state of
the host of the access source or information on the network resource

25 of the access destination in real time and searching out information on
a specific host or a specific network resource based on an abstract
specification described in the access control policy.

[0025]

Then, there is a need that access control can be updated in real

30 time even if there are a lot of devices and connection states of the
devices frequently change or even if there arc a lot of users and
connection states of the users frequently change. It is an object of

the present invention to provide a communication system, a policy

management apparatus, a communication method, and a program that



25 of the access destination in real time and searchjng out information on a specific host or a specific
network resource based on an abstract specification described in the access control policy. [0025]
Then, there is a need that access control can be updated in real 30 time even if there are a lot of
devicescant: comnection statés ofitke devices frequently change or even if there are a lot of users and
connecgI n fltla%tie(;snoft Bh?)?g%rfef&e uently change. It is an object of the present invention to provide a
communication system, a policy management apparatus, a communication method, and a program
that 6 danrigijte to such a need. [Solution to Problem] [0026] According to a first aspect of the
present inventio therijs 5provided a communicatio;tsgstem, comprising: a plurality of forwarding
le;

node processin gcp%lé 5 &cdSrdihgtd BlprbtRESihgCrtild £ caHifsidhparatis thdt tontfdid $hé Diurality

of forwasdingiaedes; c o ndauwthenticatiomanpanatys that-aythenticates a user who uses a host
10connected to one of the plurality of forwarding nodes; and a policy management apparatus that

includes aP1ba5t bl of' (a) fREtTiAKMEPRedf thaP ke ar idhtifierfstAidst a6 Yersiméct!td atcess
control gnd ansigentifies of a forwarding node to which the host is connected and (b) second linking
means that links an identifier of a 15 host to be subject to access control and an identifier of a user
who usés §7é hiost, #eBsHdy nahadettentadsathtihsidingtan abdessicontol poliey forsidentifying a

host to be sybiect 19 theagcessapntral psing 2t least,ng of the identifier of the,forwardingnede and

the identifier of the user, wherein 20each of the plurality of forwarding nodes transmits to the policy
mdhagernamegisat diasensedf tnddehtifiet divahbdiogonaediedetonowrs forwarting node and an

identifier of the f rdi de; ticatio ratus transmits to the policy management
apparatcl{Jsgaysiz%og}/%nngi%%t%%%g?a %%E%%Ewéecrt}gﬁo %%?gf%ﬂ% Z%Eplalljr%aal |St)k/ &I%oérv?agdﬁr% rr%clig%s and
an identifiek of g usen itise thalicyl maragemeht apdaratus frefetsotntthie alceess cpatroltpokcycand, if a

host copnegted,to,ong %fnth?doé%rta"?{orf fc‘??“’%rdfﬁ?w”%%? 19,2 hgstfo he %‘rjﬁi%c?t t‘f the pccess control,

notifies content Ofat € access contlro ci:O the contro apparalﬁ‘cf’s as an access contro ]ﬁSt, ana
connected and (b) second linking means that links an identifier of a

15 host to be subject to access control and an identifier of a user who
uses the host, the policy management apparatus holding an access
control policy for identifying a host to be subject to the access control
using at least one of the identifier of the forwarding node and the
identifier of the user, wherein

20 each of the plurality of forwarding nodes transmits to the policy
management apparatus a set of an identifier of a host connected to own
forwarding node and an identifier of the own forwarding node;
the authentication apparatus transmits to the policy management
apparatus a set of an 1dentifier of a host connected to one of the

25  plurality of forwarding nodes and an identifier of a user,
the policy management apparatus refers to the access control policy
and, if a host connected to one of the plurality of forwarding nodes is
a host to be subject to the access control, notifies content of the
access control to the control apparatus as an access control list, and

30 the control apparatus generates a processing rule in accordance with
the access control list and sets the generated processing rule in the
plurality of forwarding nodes.

[0027]

According to a second aspect of the present invention there is



30 the control apparatus generates a processing rule in accordance with the access control list and
sets the generated processing rule in the plurality of forwarding nodes. [0027] 7 provided a policy
management apparatus in a communication system comprising a plurality of forwarding nodes

processing aiptoket apeording to anprgeassimy rufey @redntyoliapparatus: thatrgendiates the pracessing

rule in accordance with an af:cesi%ontrolflis%and seft%s the 5 pr essing rule in the plyralit% cﬁ ‘
forwardlcnogmn%(r:ilessl,n%d &n duthehtication appaorfam%rt at uthenticated’a Use? WG usés & host
connectasktoraria of the plyradityeafsforwarding, nades;thepoligypranagement apparatuscompesing: at
least one of (aé first linking means that links an identifier of a host 10 to b? subject to access control

and an RIHiifieF Bt & fobardfhd ASde (5 ARkhthET G i8 EHARECHY By (3F Sbcthdl 1ifdngth&ans
that linksran identifier of @ Bost ip betsubjgatieAceess ¢ontrph aRd aniidentifies ¢ a usenwhodses the
host; and an access control policy storage unit that holds an access control 15 policy for identifying a
host to B& SUHECR NS acteBE T, sing At fdust brfd b an fdehtifiér o A%ort3fding nB8éTand an

identifies ©f g usBS qwheretbe poliy, mapagement aparatHsyecaives fremaach @melmlmgﬁy of
forwarding nodes a set of an identifier of a host connected to own 20forwarding node and an identifier
of the o3 for@arafyt nbRle 2t Béliey ManagEhgent apparatus receives from the authentication

apparathis g.Selohan identifisr A3 N9ShEIAEHRMA 00007 ine plurafity etioryaidingmades gnd an

identifier of a user, and the policy management apparatus refers to the access control policy 25and, if
alibst donretted bo ohle b9 the pRiraligoaftiopwardingaivddsistatiest wibe siibjscttd the azedss

control ’t%o'@ﬁ?ﬁ?zﬁ?@t 25 e aceespcontg] to,the %%ﬂ”é’é aeRy af%'rj antge@%%%? GonEre] H?ﬁ:s [0028]

According to a third aspect of the present invéntion there is 30 provi acommunication method in a

commuaicatibasysiem odniprising 4 pliralinudf forwadrding noses; arcontiokagbanatud ¢nat Eontrols the
plurality qf forwardi%nodes, an autﬂentigatiora apparatus that authenticates a user who uses a host
] User 10 U[SGT.Eh? ost; an .
connected fo '6he of the plurality of forwarding nodes, and a policy management apparatus that
an access control policy storage unit that holds an access control

15 policy for identifying a host to be subject to the access control, using
at least one of an identifier of a forwarding node and an identifier of a
user, wherein
the policy management apparatus receives from each of the plurality of
forwarding nodes a set of an identifier of a host connected to own

20 forwarding node and an identifier of the own forwarding node,
the policy management apparatus receives from the authentication
apparatus a set of an identifier of a host connected to one of the
plurality of forwarding nodes and an identifier of a user, and
the policy management apparatus refers to the access control policy

25 and, if a host connected to one of the plurality of forwarding nodes is
a host to be subject to the access control, notifies content of the
access control to the control apparatus as the access control list.
[0028]

According to a third aspect of the present invention there 1s

30 provided a communication method in a communication system
comprising a plurality of forwarding nodes, a control apparatus that
controls the plurality of forwarding nodes, an authentication apparatus
that authenticates a user who uses a host connected to one of the

plurality of forwarding nodes, and a policy management apparatus that



8 holds an access control policy for identifying a ho§t to be subject to access control using at least one
of an identifier of a forwarding node and an identifier of a user, the communication method comprising:
by each of the plurality of forwarding nodes, transmitting to the 5 policy management apparatus a set
of an identifler efra hosessnredtetiotb pwhifoywérdingdode fand gn iddmtifiertof the owrbjerwatding

node; by the authenication apparaus, bansmitinga ine policy managemeRt aRRArRIS aseh of an
identifier of a host connected td-one oFt e p?urality of orwarélllng hodes and an identifiefof a user,
10by therpdliey maoageimentedppanates, performingnat deasttone oh@)HimKingrampdentifier of a host to

be subject to th%acc s?}cl:ontrql an(i an idethifiFr of gf E\{]vardilfllgyode tP which 1Ih%aI hosttis c%}re]ected,
and (b) iﬁkir?gagn identifiér of'a hog {o%eosubje%% the' acceSs control ald %li&en]fiﬁer of the User

wh uses lhie hosta hake the policy paanagementappéraius, deferiifig to dtiesaccess comtral palidy and,
if a host connected to one of the Iuralia/ of forwarding.node is a hostto b sugﬁc to access control,

notifyin§tothd cORErBI sHAatH Eone it of thd SRBEEE EontkbI A aR WS Bttt gt the control

apparatys, gepesating anoassing swe forf aspacket ind@arserdanes wighihe aceesscontieldist and
setting the processing rule in the plurality of forwarding nades; and by the plurality of forwarding

nodes, PRIRERIHE a packdt &dcdtding4s Hélprdeetsing rires fod20t 28ALEErdiNg B fodifthtddpect of

the pre%qrﬂxtriQYﬂ'}ﬂQ{‘ft%W%M@Mige&ioad%%%ml&"i&ﬁti%‘e@@ﬂff?@rirb@ Gommynication system
comprising a plurality of forwarding nodes processing a packet according to a processing rule, a

chftrol BFpdratusthatgenerfesih Bl ibcesBiRg Tl in akediddiBevithddn Hetesstdhitrdlidtednd sets
the 30 progessing fulgyinthe-plyrg)ily of forwarding nodes; apd ap gutbeqiicarion apRaraiys,that
authenticates a user who uses a host connected to one of the plurality of forwarding nodes; the
commuaitatibamhiethed edniprising, Dylanwliey drarnageriestappardtys thas hotdsiars bedessrobntrol
pOIiCyf?%ifjelqttilf%ipggaQQStiEPentifier of a host to be subject to the access control

and an identifier of the user who uses the host;

15 by the policy management apparatus, referring to the access control
policy and, if a host connected to one of the plurality of forwarding
node is a host to be subject to access control, notifying to the control
apparatus content of the access control as an access contro] list;
by the control apparatus, generating a processing rule for a packet in

20 accordance with the access control list and setting the processing rule
in the plurality of forwarding nodes; and
by the plurality of forwarding nodes, processing a packet according to
the processing rule.

[0029]

25 According to a fourth aspect of the present invention there is
provided a communication method in a communication system
comprising a plurality of forwarding nodes processing a packet
according to a processing rule, a control apparatus that generates the
processing rule in accordance with an access control list and sets the

30 processing rule in the plurality of forwarding nodes, and an
authentication apparatus that authenticates a user who uses a host
connected to one of the plurality of forwarding nodes;
the communication method comprising, by a policy management

apparatus that holds an access control policy for identifying a host to



9 be subject to access control using at least one ofg?\n identifier of a forwarding node and an identifier
of a user: at least one of (a) linking an identifier of a’host to be subject to the access control and an
identifier of a forwarding node to which the host 5is connected, and (b) linking an identifier of a host to
be subjéct tetihe actess controd andant identifietrof the uber wthe nsestheahostd receivirg fuofn each of
the plur?litly of t%r.wardincq dnode a set 8f an j%entifie__ of a host connected to the each of the plurality of
forwardlr?g nodes' 8fd B idehtifiel Sf tie Eacn' 6f pﬁulﬁasl%; of 10forwarding nodes; receiving from

the authentication appardiusg sehafiar identifiee of s hostconnected toonecofsthp Rlukality of e
forwarding nodes and arl identifier of a user; and referring to the access control Policy and, if the host
t

connecfetto’on& °F8 bf thaHturdlity Br AT Girtd ribd€ ISHAS Hdke 18 B SUtselt 1o tHe tdccdsd™dontrol,

notifyingdodbe gertreldapparatys vontert abthenceess Gonyel a5 therpesesscantrol list; 40930}
According to a fifth aspect of the present invention there is 20 provided a program executed on a
computER Hrévitied Snca pohiey mafagBmeridpbirared in BecommiuMibatior systérs, Beséommunication

system compKsing arplrality, efforwardingnades processing apacket acerding to a progessing rule,
a control apparatus that generates the processing rule in accordance with an access control list and
sets thd pidéessimyfruie iléddh orthé phiralty 6Pforlligrding nbdes anidian authentitatiory £

apparatpis,that.aHthenticates.a Haer whe Yses,2ikest cannagied (o,one gfﬁh?h@urﬁl?m& fepwayging

nodes, the policy management apparatus holding an access control policy for identifying a’host to be
stibject o BEcask sentteldsinig at least one of an 30identifier of a forwarding node and an identifier of

a user; {ie Pegram FAUSINg e, campHiar o, exaculsy atleast ope.of @)dinking an idsntifier of g host
to be subject to tﬂ%]access contrgl and an i entlﬁer aforvvardlng node to whic Pheeﬁ?ost i
connecteds andqbylinkieg anddentifiepdf athosptouve sujecttoforwarding nodes and an

identifier of a user; and

referring to the access control policy and, if the host connected to one
15 of the plurality of forwarding node is the host to be subject to the

access control, notifying to the control apparatus content of the access

control as the access control list.

[0030]

According to a fifth aspect of the present invention there is

20  provided a program executed on a computer provided in a policy

management apparatus in a communication system, the communication

system comprising a plurality of forwarding nodes processing a packet

according to a processing rule, a control apparatus that generates the

processing rule in accordance with an access control list and sets the
25 processing rule in each of the plurality of forwarding nodes, and an

authentication apparatus that authenticates a user who uses a host

connected to one of the plurality of forwarding nodes, the policy

management apparatus holding an access control policy for identifying

a host to be subject to access control using at least one of an
30 identifier of a forwarding node and an identifier of a user;

the program causing the computer to execute:

at least one of (a) linking an identifier of a host to be subject to the

access control and an identifier of a forwarding node to which the host

is connected, and (b) linking an identifier of a host to be subject to



10 the access control and an identifier of a user whﬂ)uses the host; receiving from each of the plurality
of forwarding nodes a set of an identifier of a host connected to own forwarding node and an identifier
of the own forwarding node; 5receiving from the authentication apparatus a set of an identifier of a
host conhectad:tosene @t the plunality ofifbewarding notles andranidentifiers of lacugers and referring to
the access control p%\ljcy and&l ifhthe pot t con egtqd tto ong c?f the iipl rality of fgrwardin% node is the
host to be%Subjéltto the 108Ec¢ess contrdl, Rotifying'to the cohrd 5%&)3 11§ 88iitehit BF thd Gctlss
control &8 dhe idGeess tantiel distc AdvantageousdEifacts efitae dnwention] 0031 Aacoddingitt the
communigatjon system, the policy management 15 apparatus, the communication method, and the
progran’, 'eVBR iPtHi&rd SFfe'A Iot 8Fad\iéEs and connection states of the devices frequently change, or

even if theye jarend; lotof sersand GoPREtion states plithe: users reguently.changss it hacepes
possible to update access control in real time. 20[Brief Description of Drawings] [0032] [Fig. 1] Fig. 1 is
a block ¥fatrafPabifing S dohiiglifatieh diecdmmiimitiion sy4eit 46ddmihgte Gnsexehsbldsy
embodimet: asiap eamplg25(kigd 2] Fig. 2 is a sequence diagram showing an operation of the
communication system according to the exemplary embodiment, as an example. [Fig. 3] 30Fig. 3 is a
diagrani $heWihgZ EONfibtirates b SP8nery srdd Gy amnd, if the host connected to one

of the plurality of forwarding node is the host to be subject to the
10 access control, notifying to the control apparatus content of the access
control as the access control list.
[Advantageous Effects of the Invention]
[0031]
According to the communication system, the policy management
15 apparatus, the communication method, and the program, even if there
are a lot of devices and connection states of the devices frequently
change, or even if there are a lot of users and connection states of the
users frequently change, it becomes possible to update access control
in real time.
20  [Brief Description of Drawings|]
[0032]
[Fig. 1]
Fig. 1 is a block diagram showing a configuration of a communication
system according to an exemplary embodiment, as an example.
25 [Fig. 2}
Fig. 2 1s a sequence diagram showing an operation of the
communication system according to the exemplary embodiment, as an
example.
[Fig. 3]
30 Fig. 3 is a diagram showing a configuration of an entry stored in an
OpenFlow flow table (in Non Patent Literature 2).
[Description of Embodiments]
[0033]

First, an overview of the present disclosure will be described.



OpenFlow flow table (in Non Patent Literature 2). [E) scription of Embodiments] [0033] 11 Reference
symbols in drawings appended to this overview are illustrated solely for helping understanding, and
are not intended to limit the present disclosure to the mode shown in the drawings. [0034] 5Referring
to Fig. I} afcommumication sydtem iaccoiding to ghe pregent disdlosure inklisdes & phuradity ofare

forwarding nades (200A t0,200C) processing a packet according to a processing rule, a control
apparatﬁglfféf)ﬁ O]iel iCglplll‘glr%l i%}%é::‘ol#v% felifg (gégfganaarh ear{t?calﬁ&g éﬁ‘ﬁﬁf&iftfsg(Btl%A,

Rat controlS th

310B, ori3d0C)ltbap authanticbitesia 10r user whe uses enehaf wastis(18RAJI 19ABheannected to any
one of ?ﬁéﬁlﬁ{ility of forwarding nodes, and a policy management apparatus (320). The policy
manag t'dpparatus (320) includes at least one of first linking means (topology information linking

means 324) thag litks the idenifien of ajhost te be subisctde:aceess controlandthei 4% ideniifier of the
forwarding node connected to the host and second linking means (authentication information linking
means 8285 bt IMKEtHeSiHERAtifIECOF HeShdstRoUe SlibjetholthevarEE4s Eortidl ahd thélderitfier of a

user whoouses the best sibgpalicy Jparageniest apparatys (329 halds anaceess cantre) palicy for
identifying the host 20to be subject to the access control, using at least one of the identifier of the

forwardiiPriddd whd th& fenitlier of tHE Leky. Bdch of thegdlivdlity bf fermardigarodes ¢Z60A 28 200C)
transmit, g §et of #he identifiar of pNast qannegted:to pwn fopwarding nage, and the identifier of the own

forwarding node to the policy management 25 apparatus (320). The authentication apparatus (310A,
3160B, ot 3100y ransmits @itke Polity rhanakethent hpparatus @20y beskttof theYdentifie Ditthe host

(100A or 100 nr(ﬁct%g Itgv%edaﬁ one ftoge IH@Iit of forwarding nodes and the jdentifier of the
user. T e%é)g?ﬁ:{/%zanagement applar)étus% 20V refers toXthé cg%rzyéée)és gg?ftlr%% Sgﬁgf}.tBOa RiieA %%3 host
connectedtd jthe dnieeofithe ipiyratity o formanding ppdes is thé hd6)ta be Isubject4o theaaccess:control,

ne Bk TSSETED e 0 ptes chtcn e o apuel o e o g
accorddne& witththei d@ntifier of a host to be subject to access control and the
15 identifier of the forwarding node connected to the host and second
linking means (auothentication information linking means 323) that
links the identifier of the host to be subject to the access control and
the 1dentifier of a user who uses the host. The policy management
apparatus {320) holds an access control policy for identifying the host
20 to be subject to the access control, using at least one of the identifier
of the forwarding node and the identifier of the user. Each of the
plurality of forwarding nodes (200A to 200C) transmit a set of the
identifier of a host connected to own forwarding node and the
identifier of the own forwarding node to the policy management
25 apparatus (320). The authentication apparatus (310A, 310B, or 310C)
transmits to the policy management apparatus (320) a set of the
identifier of the host (100A or 100B) connected to the any one of the
plurality of forwarding nodes and the identifier of the user. The
policy management apparatus (320) refers to the access control policy.
300 When the host connected to the one of the plurality of forwarding
nodes is the host to be subject to the access control, the policy
management apparatus (320) notifies content of the access control to
the control apparatus (300) as an access control list. The control

apparatus (300) generates the processing rule in accordance with the



access control list, and sets the processing rule in n{} ach of) the plurality of forwarding nodes (200A to
200C). [0035] Herein, the processing rule may associate (i.e., link) a matching 5 rule for
identifying a packet to be processed and content of processing to be applied to the packet which
matches t¢he matchingmaole. Tike, plaratity of forwardingroeedess (200 Arto1200G) May cach transmit the

set of thel ider};{ftier of ttf]e host réonnoecteé to OE\)%% Bo‘éward'bn é] e and the identifier of the own
forwardihg' hdde Yo He' S3IEG HARZeRENt 1b°apparatls ((g é; through the control apparatus (300).
The corjtval ppparatus (300) may hold the set of the identifier of the host connected to the one of the

plurality of forwarding nodes (200A to 200C) and the identifier of the one of the plurality of forwarding
nodes as topoldy§ ififdtmaficnP ARG Tidy Herethie TheYproteeSitjyt fule! 1% +fdr tHe) packet if Hdt8rdance

with the-aceess cauteel disty based g thedonelagy ipferamationd [@e36c o nt dA thepasant ivention, by
using the communication system such as an OpenFlow where the control apparatus concentratedly 20

controld thePonA&riiing hoties tB b e stafts 8f tHeho&test di GcdBad Sbine aHd%he nblfork
resourcg($)-qfl an,acresg.destipatiny. informationanshege stgtrs s deliyered 1o the ROliY: the

management apparatus, the access control content of the host or the network resource which has
changedld$ altdmaticdiy tipdgted arid & Spedifie @5 ostast d epedific hetorkdessurceddrissponding

to an apsfiaqtAssariplion of Ihg acgess cRptoLRaiey autpmaticallexiiagied. terey Lpdaling
access control content. [0037] According to the present invention, there can bé provided a 30 method
of 8asily pnd returallyidking @ managertleat funotion necegsary fos néfibik contfdl overa tevice

such as a hgst or a net resource and,a managementfunction necessary for identifying a user,
which a@%rgei;agrﬁ%si%bn? eté‘%ya iffe}#é)rr]%tdfur%ﬁ)ng.%hu%fe\r}glneif aﬁ%:t%i] églrce:g %rgt g?éésgln? ?jld
connectiom states df the I8:demvicesdifeqghentlyl changeyorcevefvif & dotdofigsens dres preseatrand

connectl tes of the users frequently change, those different use management functio
themse%%@%?e l‘ilsne% g[zlg trllé?geenrt?o%iﬁﬁdé)t%gpg&ﬁﬁf%rrﬁg[iér% 8er§’eﬁ%‘i§§ f’r%mot efﬁcﬂi‘w ﬁsﬁnﬁsource
for obtairvnig: S i¥ormptidn to/bérfiskates id method ahagecifyingra new Recess seWkit: gndal sew
a esstgesti_ ation can be.thereby provided ‘?y linking both of the manaaement functions, thus making
it possibletor dn Rafihfistdtof A8 E4EA Use? t6 g deiectess Comtrbitn rbaittinte it ol upliEting

the access 60019l pRIGY Mith much.time and effort. 10[0038] According to the present invention,
the follo{vgi{r)]g én]odes are possible. [0039]

In the present invention, by using the communication system
such as an OpenFlow where the control apparatus concentratedly
20 controls the forwarding nodes to obtain the states of the host of an
access source and the network resource(s) of an access destination,
information on those states is delivered to the policy management
apparatus, the access control content of the host or the network
resource which has changed is automatically updated, and a specific
25 host or a specific network resource corresponding to an abstract
description of the access control policy is automatically extracted,
thereby updating access control content.
[0037]
According to the present invention, there can be provided a
30 method of easily and naturally linking a management function
necessary for network control over a device such as a host or a
network resource and a management function necessary for identifying
a user, which are present as completely different functions. Thus,

even if a lot of devices are present and connection states of the



(Mode 1) 15A communication system may be the munication system according to the first aspect.
[0040] (Mode 2) The processing rule may associate a matching rule for identifying a 20packet to be
processed and content of processing to be applied to the packet which matches the matching rule.
[0041] (Mode: 8} E&chqafdhe Ipluratiynaf formvardingsnades miayttradismit ¢he set of the s2, identifier of
the host connec%ed to own forwa%rdig% node and.the identig)i)gr o{ the own forwarc(iégng #mde to the policy
managemantHppratds HhFSugh the oS apparatls Ththof (MEES 2) Sbthe dBrit6F SPpatetts may
hold therseh abthe identifien of tbe hosh eanneried ta paews the plurality aifeevarding nedesiand the
identifier of the ope of the plurality of forwarding nodes ai _topolog% information, and may generate the
I

processing rulbfo? EHACKER i GBSt WAt e R8s Tontroriist, HABEADH e RBIDYY 44
infarmati@po [@R48ion to be updated. A method of specifying a new access

source and a new access destination can be thereby provided by
linking both of the management functions, thus making it possible for
an administrator and each user to update access control in real time
without updating the access control policy with much time and effort.

10 [0038]

According to the present invention, the following modes are
possible.
[0039]
{Mode 1)

I35 A communication system may be the communication system according

to the first aspect.

(06040}

(Mode 2)

The processing rule may associate a matching rule for identifying a

20 packet to be processed and content of processing to be applied to the
packet which matches the matching rule.

[0041]
(Mode 3)
Each of the plurality of forwarding nodes may transmit the set of the

25 identifier of the host connected to own forwarding node and the
identifier of the own forwarding node to the policy management
apparatus through the control apparatus.

[0042]
(Mode 4)

30 The control apparatus may hold the set of the identifier of the host
connected to one of the plurality of forwarding nodes and the
identifier of the one of the plurality of forwarding nodes as topology
information, and may generate the processing rule for a packet in

accordance with the access control list, based on the topology



(Mode 5) The access control policy may include all'st of an identifier of a 5forwarding node installed
at a predetermined location in order to identify a host to be subject to the access control. [0044] (Mode
6) The access control policy may include a list of an identifier of a user 10 corresponding to at least
one of a pfedatermined organizational affiliation, a predetermined working place, a predetermined
hierarcl‘gbgf thority of the user, and a predetermined project being handled by the user, in order to
identify ‘@’host to be subject to the access control. [0045] 15(Mode 7) A policy management apparatus
may be (thegablicyymanagement apparatus according to the second aspect. [0046] (Mode 8) 20A

commupication method may be the communication method according to the third aspect. [0047]
(Mode gh 1 tHeSEommUrREHIGH oot thE ArboaREIN TEleimdy ssbtictd a S5 kg fdle or

identifyingravpacket o he processediand cantent of yeecessing 4 he appliedda the paskes which

matches the matching rule. [0048] (Mode 10) 30In the communication method, each of the plurality of
forwardirﬁ!ge““fy a host to be subject to the access control.

[0044]
(Mode 6)
The access control policy may include a list of an identifier of a user
10  corresponding to at least one of a predetermined organizational
affiliatton, a predetermined working place, a predetermined hierarchy
of authority of the user, and a predetermined project being handled by
the user, in order to identify a host to be subject to the access control.
[0045]
15 (Mode 7)
A policy nianagement apparatus may be the policy management
apparatus according to the second aspect.
[0046]
(Mode 8)
20 A communication method may be the communication method according
to the third aspect.
[0047]
{Mode 9)
In the communication method, the processing rule may associate a
25 matching rule for identifying a packet to be processed and content of
processing to be applied to the packet which matches the matching
rule.
[0048]
(Mode 10)
30 In the communication method, each of the plurality of forwarding
nodes may transmit the set of the identifier of the host connected to
own forwarding node and the identifier of the own forwarding node to

the policy management apparatus through the control apparatus.

[0049]



nodes may transmit the set of the identifier of the t connected to own forwarding node and the
identifier of the own forwarding node to the policy management apparatus through the control
apparatus. [0049] 15 (Mode 11) In the communication method, the control apparatus may hold the set
of the idévitifiee of the host connected to one of the plurality of forwarding nodes and the identifier of

the onel%f tpg E}pluroaillllt}%of 5 forwardin er][%doeé as t%pglgg¥rln ormation, and m%ﬁ'r?@rot%the

processing rulée for a pa%ﬁéf |ant AtCordancé with the §8¢ess co%ﬁglallrs%,t based poh%’g)?(yt

informatian. {050 @viedei :2) d@Intthe choymunicationcmathod thenaccess chntral lpalichi tyayoificlude

a list of an identifier of a forwarding node installed at a predetermined location in order to identify a
oSt to L8 SUBELL K 8 S ESe< B3I {0bBST WEide 13) 181 FnE omitiuri BioR EIERY (e mccess

control pokey snayrinclugdedbes listof apjdantifier aha siser0aasponding oAt leashene of athe
predetermined organizational affiliation, a predetermined working place, a predetermined hjerarchy of

authorit) OF e b5&E AHd% HPEdRIEMTIREY pRojBECHding Handiet By the dsdre i of dér o itidntity a
20host tp:he gubiectte therRAESS GaNtEeln{@9b2h (Mode 14) A communication method may be the

commurgi(g:ggj%ri method according to the fourth aspect. 25[0053] (Mode 15)
(Mode 12)

10 In the communication method, the access control policy may include a
list of an identifier of a forwarding node installed at a predetermined
location in order to identify a host to be subject to the access control.
[0051]

{Mode 13)

15 In the communication method, the access control policy may include
the list of an i1dentifier of a user corresponding to at least one of a
predetermined organizational affiliation, a predetermined working
place, a predetermined hierarchy of authority of the wuser, and a
predetermined project being handled by the user, in order to identify a

20 host to be subject to the access control.

[0052]

(Mode 14)

A communication method may be the communication method according
to the fourth aspect.

25 [0053]

(Mode 13)

A program may be the program according to the fifth aspect.
[0054]

(Exemplary Embodiment)

30 A communication system according to an exemplary embodiment will
be described with reference to drawings. Fig. 1 is a diagram showing
a configuration of the communication system according to this

exemplary embodiment, as an example.

[0055]



A program may be the program according to the fifﬁ% aspect. [0054] (Exemplary Embodiment) 30A
communication system according to an exemplary embodiment will be described with reference to
drawings. Fig. 1 is a diagram showing a configuration of the communication system according to this
exemplary emb8diitant; iag anexadmpgle. [0055]h £.6 ¢ o m Refeiring todigs ¥ sthenconemurnication
system comprises authentication apparat 10A t C, network resources 600A to 600C, hosts
00 (O HO0C ol AIITD ROAEE SHUACD J00EA 2 ol Gopdl Blde S, HAF A poncy HiiboSthen
apparates 82Q. B[0066] 1 0 0 AThe coirnaunication system inslieleszhies hubs eaph fosmeshfreat a
group of conference rooms, a group of office rooms, and a server pool. The authentication apparatus
310A, the REGASHSresblrcA BobA HnG thE AR &G HoddPIdBAk e privided in the 10 group of
conferenge s@oms. The authentication apparatus 310B, the network resources 600B, and the

forwarding nodes 200B are provided.in the group of office rooms. The authentication apparatus 310C,
the network resdltBesS600E BAIGAE RfwaTdirG Rodds DotEs aretBrokided H theseiler HoOR Ehch

host 10@9&3%@%55%?&@5 of the farwardingcl 5-pedes ,Zoé)'égfi’r&é(@eg in e iQ%‘fﬁ‘—r@_B‘ﬁ?sr,O%% Qn thg
other hand, each host 100B accesses one of the forwarding node 200B provided in the group of office
rooms. fB05A Ters0h-this ekBmplanydraBoHfrErt vill b RieEEHBEd. Héréih, 2018 desedprioh Wil be

directed. tq ihehests 4Q8A, theAuthgaticalian ARPAIRIUS A, the frwatding pades 2004, the network

resources 600A in the group of conference rooms as an example. A similar description may also be
applied go thepgrolipcof pffice resmsanth the sdrer padh 28[00%8] eAutheptication Abpatatush The

The authen oA o S Eiie 2 A By o he Aumeanae eSS SR SR e
address of 80¢ tige diost which hascbeen awsthenfidated uas patt ohancauthe ptications ppdaedureh [0059]
network resources 600C and the forwarding nodes 200C are provided
in the server pooi. Each host 100A accesses one of the forwarding
15 nodes 200A provided in the conference rooms. On the other hand,
cach host 100B accesses one of the forwarding node 200B provided in
the group of office rooms.
[0057]
Terms in this exemplary embodiment will be described. Herein,
20 a description will be directed to the hosts 100A, the authentication
apparatus 310A, the forwarding nodes 200A, the network resources
600A in the group of conference rooms as an example. A similar
description may also be applied to the group of office rooms and the
server pool.
25 [0058]
<Authentication Apparatus>
The authentication apparatus 310A authenticates the host 100A and a
user who 1s using the host 100A. The authentication apparatus 310A
may manage addresses of the hosts 100A and may issue the address of
30 the host which has been authenticated, as part of an authentication
procedure.
[0059]
As shown in Fig. 1, the plurality of the authentication

apparatuses 310A to 310C may be installed in the communication



17 system.However, one authentication apparatus_ may manage the authentication procedure of the
entirety of a network. [0060] <Network Resources> 5Each network resource 600A corresponds to an
application server or the like to be used via the network.The network resource 600A may include a
host heklyby @user.\Whew thecnesoonce suchlasid file stored ipa terminal ofia certamnuses istdaccessed

and shaargg vgi%ht ;ac%i ierent user, é%rr%xarpgﬁétge g%t tis iQ udede i-sz thg network resource 600A. 10
The network t8sbtifce BDOA 8186 idilides an‘adthentication a%p%rétug olfher than the authentication

apparatus@BIOA, such as the one which uses a protocol that cannot be used unless after (i.e. before)
authentication by ghe authentication apparatus 310A or a flow that cannot be defined according to an
access control fliE UMRES Bt TBauthentication by the authentication apparatus 31 OA. [0061]

<Hgsts¥ 1 ba hast 0/ (aachy £AEresponds to@ computar whish becomes auseferyinal o be used
by being connected to a network such as a hub, or 20 a peripheral device such as a printer, a storage

etc. to B& EisEdkBy BeiRG cBRRdciethtd Bfe REIRHRKXA nehliSrkretBREE 6668 WHich HES Bedhitewly
connectgfl.¢aR &lso g dreqtedias she st 100Ay [0062) rHeskMapagement Infoymatianzored

in a terminal of a certain user is accessed and shared with a different
user, for example, the host is included in the network resource 600A.
10 The network resource 600A also includes an authentication apparatus
other than the authentication apparatus 310A, such as the one which
uses a protocol that cannot be used wunless after (i.e. before)
authentication by the authentication apparatus 310A or a flow that
cannot be defined according to an access control rule unless after
15 authentication by the authentication apparatus 310A.
[0061]
<Hosts>
The host 100A (each) corresponds to a computer which becomes a user
terminal to be used by being connected to a network such as a hub, or
20 a peripheral device such as a printer, a storage etc. to be used by
being connected to the network. A network resource 600A which has
been newly connected can also be treated as the host 100A.
[0062]
<Host Management Information>
25 The control apparatus 300 stores "host management information.”
The host management information is management information on a
host(s) 100A (including the network resource 600A) connected to the
forwarding node(s) 200A. The host management information, for
example, includes a set of the MAC (Media Access Control) address of
30 the host(s) 100A, the IP (Internet Protocol) address of the host(s)
t00A, the identifier of the forwarding node(s) 200A to which the
host(s) 100A is connected, and the identifier of a connector for the
forwarding node(s) 200A to which the host(s) 100A is connected.
[0063]



25The control apparatus 300 stores "host management information.” The host management
information is management information on a host(s) 1 0 0 A (including the network resource 600A)
connected to the forwarding node(s) 200A. The host management information, for example, includes a
set of theAMAEMeadiatAcae$s Gontrat) address of 30the host(s) 100A, the 1P (Internet Protocol)

address, of the hosl;[(ﬁ) 100A, the identifier of the forwar,’,r(iiiggnode(gi 200A to which the host(s) 100A is

connected “and e THeRiHET P4 confddSr for'the forwatding nbH&S)*280A Behich A& HHERS) 100A

is connéatedh [0063]a 1B sAuthaenrtigatiohdaformatianse Theawthenticadiorappamn@tesInation is
10Acollectsandmanages, "authentication information."The authentication informationis information for

identifyify'8 UZEHARY thd hbst 1OBALTHE Bauthentiéétion Irtdrmatisn i€ 85taintd When the ! he

authenticatipeirneedwe for theywaes @od the hosb HAAGs perfarmesl ingpnnegting dhe kast 300A to
or disconnecting the host 100A from the network by the user. The authentication information includes

a set of (R& REAE Lidress BrEhe nest ABBAL e I aHdHEE b the MBEFAD0A dard tiie I3 $06¢ Mt user
who is ysipgithe host 8A0A.fas exaple, JAAG4LTAwthentigation defarmation Ghange Natificatign> The

authentication apparatus 310A notifies to the policy management apparatus 320 a change in the
authentiéetionsifformatiog cotaihed thy 21 50cbligetionrag b rauthehti€atforrinfefmatiohbchakgh C

notificatioyy The informatign Lq beyrotified,inciydes,q st of e MAG, addrassof the st 00, the 1P

address of the host 100A, the ID of the user who is using the host 100A, and a distinction between
cdnectidnldiscrrectidnoof the hiosg 11G0A hfos exdhiple. £0f0665]m pleThe authentication apparatus
310A mf(?:@gﬁ various user information such as the organizational affiliation of the user, the working
place of the user, the hierarchy of authority of the user, and a project being handled by the user, being
associatel witheths ggerdb. Information Change Notification>

The authentication apparatus 310A notifies to the policy management
apparatus 320 a change in the authentication information obtained by

I5  collection as an "authentication information change notification."
The information to be notified includes a set of the MAC address of
the host 100A, the IP address of the host 100A, the ID of the user who
18 using the host 100A, and a distinction between
connection/disconnection of the host 100A, for example.

20 [0065]

The authentication apparatus 310A manages various user
information such as the organizational affiliation of the user, the
working place of the user, the hierarchy of authority of the user, and a
project being handled by the user, being associated with the user ID.

25 [0066]

In addition to the set of the MAC address of the host 100A, the
IP address of the host 100A, and the ID of the user who is using the
host 100A, the above-mentioned authentication information may also
include the above-mentioned various information associated with the

30  user ID, for example.
[0067]
<Topology Information>
The control apparatus 300 collects "topology information.” The

topology information 1is information for managing installation



25[0066] In addition to the set of the MAC add{l%ss of the host 100A, the IP address of the host
100A, and the ID of the user who is using the host TOOA, the above-mentioned authentication
information may also include the above-mentioned various information associated with the 30user ID,
for exarhpte: {0067] =T dpology tfoimatidrz iThe canirol appsaliatusc300nallacts Htopalegy 00 A |

information."The topologyinformation. is informationfor managing installation 19 locations and
connecﬁ&‘r%d gt‘?nz’tf)o%tsgof%é%r%%iﬁé?10}885‘5863/&, 51?1%0[?1‘@%%&52 gb&&ﬁd’fﬁ%‘ﬂ& otk r8%ources
600A carireciad te of discanrnactechitonythesferuarding nedes; 2008 Jhe topoibBY  topology
informationisformedusinglgcationgrmationand 5 connection/disconnection information. The location

informatidh? faR &kitiple, indluded A'SBESK the #ieHtifier of ExchtidHardirid AOER 200 the iddAttier of
thesconpeciak tori the/ lorweasding pedsn26a ranchlpcations wihgte the fanvarding pege 200.and dhe

connector are installed. 10[0068] <Connection/Disconnection Information> When any of other
forwardftPibBes 2008 41 2000 S/aidusostd A0UA shd Varushdivonarssalkcas 860A 04 ,

conneciggttordisspnnected fram adgnyarding nade 2004, the forwaiding neda 20040, and
15notifies"connection/disconnectioninformation“tothecontrol
locations where the forwarding node 200 and the connector are
installed.
16 [0068]
<Connection/Disconnection Information>
When any of other forwarding nodes 200B and 200C, various hosts
100A and wvarious network resources 600A is connected to or
disconnected from a forwarding node 200A, the forwarding node 200A
15 mnotifies "connection/disconnection information™ to the control
apparatus 300, The connection/disconnection information, for
example, includes a set of the identifier of the forwarding node 2060A,
the identifier of the connector for the forwarding node 200A to or
from which the device is connected or disconnected, the MAC address
20 of the connected or disconnected device, the IP address of the
connected or disconnected device, and a distinction between
connection and disconnection of the device. Accordingly,
connection/disconnection information on a host 100A includes a set of
the host management information and a distinction between connection
25 and disconnection of the host 100A.
[0069]

When the control apparatus 300 receives a notification of the
connection/disconnection information, the control apparatus 300
accumulates the notified content, and then utilizes the accumulated

30  content for connection relationships among the forwarding nodes 200A
to 200C and calculation of a path for reaching the host 100A or the
network resource 600A connected ahead of the forwarding node 200A.

[0070]

The control apparatus 300 links (i.e., associates) the



apparatus 300. The connection/disconnection info%ation, for example, includes a set of the identifier
of the forwarding node 200A, the identifier of the connector for the forwarding node 200A to or from
which the device is connected or disconnected, the MAC address 200of the connected or disconnected
device, the1 iz addrassl of thercanreoted ondisconmectad aevicéjandadistimctiohbetweew zodnegtion

and disconéwect' of the dqvice. Accordip%ly, conneg%ion/disc?n ection inflormattion ona o%lOOA
) nogac ?(?0 wWith IIlFOE‘n’]ta % 5l {)n C? 111%. & -.atbOIil QCcatlons,. O 8
includes a set of the host management information and a distinction between connection 25an

disconngetian of the hostdkOQAL(ROGA] d it When the: contriokapparatus S0Oorecaives gatifiaation of

the connection/disconnectiqn information, the control apparatus 300 accumulates the notified content,
and ther LRi38s ThE ACaTH e M S0ECREHERr ChHACtar rdRAGHANSS ahoPbahE TN&Agnodes

208A ton200€ and salenlationof adathfiarreaching the hest100Arer the petwpikarespusce 6ARA
connected ahead of the forwarding node 200A. [0070] 20 connection/disconnection information

notified Hdf1the fdivErathghode DDoA wWilkfinforkfiioh B the inEEMaRYH IGdhtions8ithe fdiMarding

node 2Q0Mand itseorneeton heldhy the £0pirel ARRaratus 300Bs the ipgation infernatien.using the
identifier of the forwarding 5node 200A and the identifier of the connector for the forwarding node

200A inefudied @ tHé ddcdtior? infbimitioh thirditHe eoRRE&tid M BidcSHnd Btfor BT it ore SREkHy
allowing;iglgnifigatiopaf adecationde orgfrop,which thg host QA qrthe.gtwatk resoice 6OP4 is

connected or disconnected. The control apparatus 300 10 combines and manages these pieces of
inf@rmationds! thestopdlbgynidformation h[007 12 Fapoledy Inférmatioh Charge Nuot fitations The
control ?HPﬁﬁﬁlﬁSﬁ §é)19_notifies to the policy management apparatus 15 320 a change in the collected
topology Information, such as a change in the connection state of the host 100A or the network
resourceBDOA] (birth, death, or transfer on the network, an address change, or the like), as a "topology

et R Tl By sl ipoge ot on e bostio0n
and a distirctiambetwegmpcormactidhidnd distinetionofithe badt tQOA,; foraexa@mpte. apparatus
I5 320 a change in the collected topology information, such as a change
in the connection state of the host 100A or the network resource 600A
(birth, death, or transfer on the network, an address change, or the
like), as a "topology information change notification.” The topology
information change notification on the host 100A includes a set of the
20 host management information on the host 100A, the location of the
host 100A, and a distinction between connection and distinction of the
host 100A, for example.
[0072]
By sharing the location information with the policy management
25 apparatus 320 in advance, information on the location can also be
omitted in the topology information change notification. The policy
management apparatus 320 uses the identifier(s) of forwarding node(s)
200A and the identifier(s) of the connector for forwarding node(s)
200A to link the location information. The topology information
30 change notification in this case includes a set of the host management
information and a distinction between connection and disconnection,

as in the connection/disconnection information.

[0073]



[0072] By sharing the location information wjth the policy management 25 apparatus 320 in
advance, information on the location can also be omitted in the topology information change
notification. The policy management apparatus 320 uses the identifier(s) of forwarding node(s) 200A
and the<identifier(sy ofither¢oPnéctor-for forwarding node(s) 200A to link the location information. The

topology.jnformation, 30,chande notfication.in this case,ipcludes 2 set of the host managemenf,
information arPdOa &igtinctlon etween cor}n%ctlion and |sconnecﬁ§n, as in the
connecpari/disconnection information.00§3] 2& AodesscControlsPoliayse Then poliGy2 manafément

tus 320 ! ntrol policy!' st in th | policy st it 321.
The acleS contiol iy @ Hornation BHSGAL0Y ABSCHRIG EohténtBr's AERLE cBARSE ShcPgrovides

a hasis {ercgenremting ACLinlormasionde He deliveseddromethe alieysmanagement apparius 320 to
the control apqaratus 300. [0074] The access control policy combines specifications of an access 10

source Afid &h AXEAES dERINRIAT td estrbE B ALREBLS doritPd LbhtErt By Sbdftalt Speeifititibns

which age gasily wadegstandable by a person. The access control policy can specify address(es) of a
host 100A as an access source and an access destination, for example. [0075] 15The access control
policy chhigbl specify user(s) who is using the host 100A as the access source and the access

destination, for @xample. Jhe 3eGea%,30EQk PYIIQY.GAB SPeCiTY fhe HERIES) Whe 18 pising the hest 100A,

as the access source and the access destination, by using the user information held by the
abthenticativhcappetatus 20310A dof Exahhphe! ThedRtesscontrel pelicyscans SpEEify thenisar(s) who

' usingfDe.Ist-H00A Py disina.ihe groapizationsl alllaen of s SENETRLAIIAILS deparaent pihe
working place of a "hub 1," the hierarchy of authority of a "department chief,” the project being handled
by the Uskreof ac'prsject 't or thedikie: 25{0076) ¢ ¢ i f Byaabbtractlicand dfdirekths spedifying theraccess
source and the access d%stigagion uscig% thgs@etpil(]eg%s of inffgrmation on éhe user(s), the need for the

administrator or the like to I%requ%natl(il updsate the pohc;c/) for mgdﬁflﬁ%g%e access control is eliminated,

even whér thiese 30 pieces of information held by the users changes and the number of appropriate

Upgrs to be SUblEEL 1o the. 3CeseS2NTCLA1Rge 19 be,creased or decreased in fne future: 1 ¢
the host 100A as the access source and the access destination, for
example. The access control policy can specify the user(s) who is
using the host 100A, as the access source and the access destination,
by using the user information held by the authentication apparatus

20 310A, for example. The access control policy can specify the user(s)
who is using the host 100A, by using the organizational affiliation of
a "general affairs department,” the working place of a "hub 1," the
.hierarchy of authority of a "department chief," the project being
handled by the user of a "pfoject 1," or the like.

25 [0076]

By abstractly and indirectly specifying the access source and
the access destination using these pieces of information on the user(s),
the need for the administrator or the like to frequently update the
policy for modifying the access control is eliminated, even when these

30 pieces of information held by the users changes and the number of
appropriate users to be subject to the access control change to be
increased or decreased in the future.

[0077]

When the organizational affiliation of a user has been changed,



[0077] 22 for example, it is not necessary to upda 2the policy which specifies the access source and
the access destination using the organizational affiliation. In this case, appropriate user(s)
corresponding to organizational affiliations of a current time point is/are derived, the 5 host(s) 100A
being used byxthoselysers are derived; AGk amfprinatiop ds tegeherated asyacedss bontrelcoves those
hosts 1(88@, ggd éh%n tt(w)% access ortlirol I’El{lé% 81{tShed((g:oQtlrﬁ)‘jc1 gp(g)aratus SOOEE, updated..[zct)078] ;
The access control poﬁicy can specify]tﬁe iistanation focations 108 tHeeh &1 A AREARE RBork
resource 6004, tiay iexample, asliie access,sourse anglrthia access desfination: §A@} ding to
Astheaccesssourceand heg{ﬁﬁfssdestinati%n,the "host/network reso_urce.in/stalled in a conference

room 1,° "2 1508 wiork te85LREE inbtafed WA TRNIIAG S, " P hodtrbtiolE Fddditee htalled
on & floawen (& secondyflanrin'the hogt/ngtwark seseureesingtallegein & eampaay 1 naruthe likes for
example, can be specified. [0080] 20The installation locations of the host 100 and the network

resourck’666 £BREEPON it e AccdR L Pt te At tHe Aéce st ddstintiB caR b Héich identified,
becausg the sontriohapparaus 300 gollectsithe toRplpdy dnfpsmadion; andnetifieg the collected topology
information to the policy management apparatus 320. 25[0081] By abstractly and indirectly
specifyih%%<§ ccess source and the access destination using the locations, the need for the

administrator orte like to frequentlypdaje; the I%%'i?ys‘pémwﬁfiﬂg JGEESs Fonial 1 SUTYNGIRd, even
when the location of the host 100A 30 or the location o

the nétwork resource 600A changes and the
nbfhberd lofithe Rostd 100AMndntHe hetwork resbkirdes 600A vISiBR dre Appropriatentbebeasubijiet to the

access £opirekebange o Apinareaged ot derreapgdin e future. (0082]

[0079]
As the access source and the access destination, the
"host/network resource installed in a conference room 1," "the
15  host/network resource installed in a building [," "the host/network
resource installed on a floor on a second floor," "the host/network

resource installed in a company 1," or the like, for example, can be
specified.
[0080] _

20 The installation locations of the host 100 and the network
resource 600 corresponding to the access source and the access
destination can be herein identified, because the control apparatus 300
collects the topology information and notifies the collected topology
information to the policy management apparatus 320.

25 [0081]

By abstractly and indirectly specifying the access source and
the access destination wusing the Jlocations, the mneed for the
administrator or the like to frequently update the policy for modifying
access control is eliminated, even when the location of the host 100A

30 or the location of the network resource 600A changes and the numbers
of the hosts 100A and the network resources 600A which are
appropriate to be subject to the access control change to be increased
or decreased in the future.

[0082]



23 When the location of the host 100A or the %ation of the network resource 600A is changed,
for example, it is not necessary to update the policy which specifies the access source and the access
destination using the locations.The appropriate host 100A and the 5appropriate network resource
600A correspondiihg to lotationscaft acqurreft titne pbims are Gérived, rACGhH énfdrmation s refenkrated as
access cortwtrol quer those h(_)s(t5 %% ?nd etwork resource 6OOAI and tthen an access controltrule of
the contrél gp%%?a{uessgdld f’scup ated. f06 I?L%‘?‘Hé access &Ghtrof polllcy}Scal%ospéléalﬁ/et?lseaéé/cegs
source and! the: achesspdestinatiorh bytlcomalex|yi utilizihg bethcefthesusers svhorate Usiathechast(s)
100A and locations of the users, for exam Ie.JOOS Astheaccesssourceand theaccessdestination, the
15 "hogﬁ]Set[Woarki%}%oﬁl%]éli%sltatﬂ%dlﬁ]cff F(E8ﬁ'1 where 5 uddHP! (SR3retnt B 9 "REAMefiitik FSource
installed fpa sepaewhereethe diser o anauditingodepartment ippreaent” the "nesdnebuerkdesaurce of
the user who is present together with (present in a same location as) a user in charge,"” or the like, for

exampl8UeAA BE didefied O36[b0ossF doTTkE ocatidnlof tRd UEBTAIANA Be HerdinSa8HHES for He

followingrgasan ¢ bhat-isi bycopnacting a bast 10 being ysed by, the uset i3 farwagding npgg 200 to
authenticate the host 100 by the authentication apparatus 310, the location of the host 100 can be 25

identificd! By thé chhRgEtoRRRSESHnEEtiBrPiAfERMation Gr? tha b3t 1003 ahdthsuserdwheds using the
host 109gp Pe identified by information on the authentication, and the location of the host 100 and
the user of the host 100 can be linked. [0086] 30In addition to the above-mentioned way to use the
aé®ess control pdliey athecfdHoniny ey B lisexthestcess coritrdlhpolicyanay alse becconteéivdd. That

s, (e COrUBYRIcgUaRRPIhISdPked Hi MUi3 CRRITISNAG "BEIRIOP PrYem e le Thep. In
using the host(s) 100A and locations of the users, for example.
[0084]
As the access source and the access destination, the
15 "host/network resource installed in a room where a user 1 is present,”
the "host/network resource installed in a room where the user of an
auditing department is present,” the "host/network resource of the user
who is present together with (present in a same location as) a user in

charge,’

20 [0085]

or the like, for example, can be specified.

The location of the wuser can be herein identified for the
following reason. That 1s, by connecting a host 100 being used by
the user to a forwarding node 200 to authenticate the host 100 by the
authentication apparatus 310, the location of the host 100 can be

25 identified by the connection/disconnection information on the host 100,
and the wuser who 1is using the host 100 can be identified by
information on the authentication, and the location of the host 100 and
the user of the host 100 can be linked.

[0086]

30 In addition to the above-mentioned way to use the access
control policy, the following way to use the access control policy may
also be conceived. That is, the communication system is linked up
with a conference reservation system or the like. Then, in order to

readily allow specification of access control necessary for a



readily allow specification of access control necessayy for a 24 conference, the administrator or each
user just provides some templates with respect to?é access permission range (such as permission for
access between participants) to the conference reservation system and then selects one of the
templates.nfikertbe, 5 palicy mamagesteat apparatusd20hautomaticgllysteags ifacheation om the
conferepce fr?m the conference reservation system, and the access control policy of permitting access

betweeh“ORK the netibiR reSdtPE and the RBst BF & T&%r iR &S ietBnctdBEM wht'Saticibates in

the confesencis dusing arperiod of time fardhe d0eonferance’; isaapplied 1[D08] <ResOHEGE cnce
Information> The policy management apparatus 320 manages "resource information” recorded in a

resourcESinFOHTAON stofagetinkt B2 PR red FrELs1 SifformAtiDhtis iRfBMafiBRH-on the HystslboA

and thepetwork fiesaudiees80QA Wiherngererating ALG formation framdhe aoeess sendel palicy, the
policy management apparatus 320 refers to the resource information. The resource information
include$ ke sECAFHREMAE AHBFBSEENE tHELR aBdre s 64 M ADC Atddsetiat dheMACS 204ddress

and the P Address,efiaetwork resquirce 69, for exampley, [0088] sAuthaRtication Infarmation, Linking
Means> Authentication information linking means 323 links the authentication information.That is, by
collating ¢K€ MAC addréss ihcludedsh thef 25 resbirée informbtionamdlihesMAC atelfess inchueled in

thg autlbedqt{q@%gJ[%fgrn]%tlorgh@e %C%adg{%%se%&qqrpg c_%IIe tg/lq_lg 5efeJEedttlo‘rE§ one f1rectc],]rg. With
this arrangement, the user ID included In the authentication information can be linked with the
rédburcedmnfoerration.’ Tius,rabistealct specification of an access 30 source and an access destination
using uiﬁr@@; can be performed in the access control policy, and ACL information can be generated
from such an a!ccess control policy. [0089] '

<Resource Information>

The policy management apparatus 320 manages "resource information"
recorded in a resource information storage unit 322. The resource
15 information 1is information on the hosts 100A and the network
resources 600A. When generating ALC information from the access
control policy, the policy management apparatus 320 refers to the
resource information. The resource information includes a set of the
MAC address and the IP address of a host 100 and a set of the MAC
20 address and the IP address of a network resource 600, for example.
[0088]
<Authentication Information Linking Means>
Authentication information linking means 323 links the authentication
information. That is, by collating the MAC address included in the
25 resource information and the MAC address included in the
authentication information, the MAC addresses can be collectively
referred to as one record. With this arrangement, the user ID
included in the authentication information can be linked with the
resource information. Thus, abstract specification of an access
30 source and an access destination using user IDs can be performed in
the access control policy, and ACL information can be generated from
such an access control policy.

[0089]



25 <Topology information Linking Means> Topologyinformationlinkingmeans324linksthetopology
information change notification.That is, by coIIatin%e MAC address included in the resource
information and the MAC address 5included in the topology information change notification, the MAC
addresses$ ean kepcolledtvely aeferred] o lamendieeard\With this arrangement, information on the

location_included in the topology .information.change notification.can he linked with the resqurce
informabir 410 Ekn DL SIS i 4 SR ERBA bf an 0acchitdburdt Bnd GHIRHEES
destinatign disingtthenlocationg i the sidtess tentrol policy:cansbe performed.cand AQLcinfermation can
be generated from such an access control policy. [0090] Further, the user ID included in the

authentB6RSAforAfERCTS Hhd ihforation (i theibeaRbhtiiEudEldn the tolfoogy fidtrsation

changeinaiificatian can fe:linkegldop bise, iag 8 result ohlinking.the apthemticationdnformationsend the
topology information change notification. Thus, abstract specification of an access source and an
access He&RASH cEMPIERF UsHdRréI IS IDLARENGN 0? 20iférifatibhcassbeiatdd idth thésuser

IDs and,ipfgrmatiar on the,lpsations ¢an be perfermed in fhe agerss,canirot poligy. apd Ak

information can be generated from such an access control policy. [0091] <Access Control Lis% {ACL)
Informatibhsr 25THE polief: Afapagehsent sparatus 320 délivers "AGHd infuiratiddteto resource

information and can be used. Thus, abstract specification of an
10 access source and an access destination using the locations in the
access control policy can be performed, and ACL information can be
generated from such an access control policy.
[0090]
Further, the user ID included in the authentication information
15 and information on the location included in the topology information
change notification can be linked for use, as a result of linking the
authentication information and the topology information change
notification. Thus, abstract specification of an access source and an
access destination complexly wusing the wuser IDs and both of
20 information associated with the user IDs and information on the
locations can be performed in the access control policy, and ACL
information can be generated from such an access control policy.
[0091]
<Access Control List (ACL) Information>
25 The policy management apparatus 320 delivers "ACL information" to
the control apparatus 300. The ACL information is information
describing access control content, and is derived from the access
control policy. The ACL information includes a set of the MAC
address and the IP address of the host 100 of a transmission source, a
30 set of the MAC address and the IP address of the network resource 600
of a transmission destination, content of communication between the
transmission source and the transmission destination, the direction of
the communication, and permission or denial of the content and the

direction of the communication, for example.



the control apparatus 300.The ACL information is i%ormation describing access control content, and is
derived from the access control policy.The ACL information includes a set of the MAC address and the
IP address of the host 100 of a transmission source, a 30 set of the MAC address and the IP address
of the n€6/iIdYR resource 600 of a transmission destination, content of communication between the
transmisg}gglcséousrc g:lnd E)hle f{ar}l%@ission de_stina_ltion, the direction pf the communication, and
permission of denial ot 1iﬁe contefit and the direction of the communication, for example. 26 [0092]
<Acces§ tonteal RuleP Thepenniral appamatuse300 sefess tohtbe *accesscontsaltile” toudeternine
permission or denial of communication of a flow.The 5 access contral rule includes the host

managehiéhif Ridtnab6h A ahshissdREGUrc8 Ant WHAHEMiS & Bestihatior! [R&twork rBSource

608) which define e flow, antkperiss@asoridenial of theseantent arg the direction of gommugication
between the transmission source and the transmission destination. 10[0093] <Path> The control
apparattis'8007caIR e s AU HafhaR thé netd/diIIAEHE thd BRRiriif! bf forlhtdig Hodess 2004 are

connected the:natpishews a way, route)of tiacing, ene, 9k mare of the forwarding nodes 2004, to go
15 through until the flow reaches the network resource 600 of the transmission destination of the flow

from théREstt100 8f f§¢ tiarsnidsion Bonre 6RtHE ol S04 PRotebsiiiF RUlEsion source

and the transmission destination.
16 [0093]
<Path>
The control apparatus 300 calculates a "path” in the network where the
pilurality of forwarding nodes 200A are connected. The path shows a
way (route) of tracing one or more of the forwarding nodes 200A to go
15 through until the flow reaches the network resource 600 of the
transmission destination of the flow from the host 100 of the
transmission source of the flow.
[0094]
<Processing Rule>
20 The control apparatus 300 delivers a "processing rule (i.e., packet
handling operations)” to the forwarding node 200A. The processing
ruie defines how to process (handle) a packet belonging to a certain
flow when the forwarding node 200A receives the packet.
[0095]
25 <Processing Rule Setting Request>
The forwarding node 200A delivers a "processing rule setting request”
to the control apparatus 300. The processing rule setting request is
used for requesting to the control apparatus 300 the processing rule
that defines processing of a nonauthenticated packet which has arrived
30 at the forwarding node 200A. The forwarding node 200A includes in
the processing rule setting request the identifier of the forwarding
node 200A which has received the packet and the identifier of its

connector, and captured items of header information of the packet.

[0096]



20The control apparatus 300 delivers a "processingﬁule (i.e., packet handling operations)" to the
forwarding node 200A. The processing rule defineS how to process (handle) a packet belonging to a
certain flow when the forwarding node 200A receives the packet. [0095] 25<Processing Rule Setting
Request> The fomwarding ngde200A detiderspa 'proocessitigtiue setting uequesicto thescemntradln
apparatys.300. The processing rule setting request is psed far requesting to the. control apparatus 300
the prodbeSing T AL Joft 8 BOLECatg B BadlhahBEAE SEKET WALt AL v Ed Ut the
forwardingthodes2@0Anlde fopvartting/nage 200Alrelates inthetproaassing rue setting tequest the
identifier of the forwa,r?}i@% node 200A which has recejved the packet and the identifier of its connector,
d

and caftfretiTitms of neAdef HSAISHEOfRE packEl {bodbt 27 ¢t WPRE contigtiFstion ARY A
operatiqn of ther eapnuinication:system invthis exemplary: eabodimentwilkbe glesgribed RelowAn
further detail with reference to drawings. Herein, hosts 100A, authentication apparatus 310A,
forwardigides oA ! BhtPHetREk ISBUrREsB0RA S9nt 8 golip bt Bofferehdé Fobfisvill bid
described as; ape@mpler A similar description may also be applied to a group of office rooms and the
server pool. [0097] A host 100A transmits a packet to the authentication apparatus 10 310A
and recEf/2€ ah authentication procedure of the own host 100A based on a response from the

authentication appgaratys 3JHA. The1ggt 100N whighhas pegn.aythenicaied, frasmifs,an AGeess

packet for using a network resource 600A to start communication with the network resource 600A
bafed ohld) respordse from tiss network esource 1I3600AT. jOBIB} re  oTfhélautihentichtiott appératus

310A a tggggca(gqs tglelféos Q0A aﬂq) e user, upon r eipt.of a request from t t 100A. The
authentl?)cation applaratus 3 C()}A dgliverstllll]rlwformation oneﬁua1 wa%gs]tol]L O&%g%aa{:r? ltlﬁer?égf that P?Q}ee been
authentlcatgd 16 the policy Imamagément apphratisc320 das amauthéntication irfosmatiohchdioge

notification, 100991 | . The petwork resoureg §00A starts communication for ysing a gefyice, ypon
receipt of a réquest from the hos )

network resource 600A based on a response from the network resource
15 600A.
[0098]

The authentication apparatus 310A authenticates the host 100A
and the user, upon receipt of a request from the host 100A. The
authentication apparatus 310A delivers information on the host 100A

20 and the user that have been authenticated to the policy management
apparatus 320, as an authentication information change notification.
[0099]

The network resource 600A starts communication for using a

service, upon receipt of a request from the host 100A.
25 10100)

The forwarding node 200A obtains a packet transmitted by (each
of) the host 100A, the authentication apparatus 310A, and the network
resource 600A, and makes a processing rule setting request to the
control apparatus 300. The forwarding node 200A processes the

30 packet(s) transmitied by the host 100A, the authentication apparatus
310A, and the network resource 600A, according to the processing rule
delivered from the control apparatus 300.

[0101]

The control apparatus 300 checks the access control rule and



25[0100] The forwarding node 200A obtains ar,éo cket transmitted by (each of) the host 100A, the
authentication apparatus 31 OA, and the network résource 600A, and makes a processing rule setting
request to the control apparatus 300. The forwarding node 200A processes the 30 packet(s)
transmitied Hyrthes hpstt hOWA I thelauihenticdiion appakatus i3l madithe nébyork resburge BROA,

according to the processing rule delivered from the control apparatus 300. [0101] 28 performs path
Caloulat A Sk Eut oAb dSCRBEA i B BYOCE Qg il Siting fedUBEt Hohvered fom e

forwarding nedenzDQA iedicates the Racket(sjder aseessing shemetwerkiesruies 60QASrem ¢he host
100A. When the flow is to be permitted, the control 5 apparatus 300 generates the processing rule

which pEFhits &8mnihidat S ¥ the %@E@t@)hﬁorﬂ fhe Host 10 toRtREMENOTK rEsBu e 6B0A, and

then delivars thepsocessing ryle 4e the farwarding ngds 2004 nEhe qaptrol apparaiys 3P0 .GRlects
connection/disconnection information delivered from the forwarding 10 node 200A, and stores the

connectiSHRIBESHITECH St infdrmiditforPin Sk topodlody iRfotmatidyPstorddeuhitt301 Bg anhlYefitkfor the
path calculation, anghalse generaigsa Bc&q@gygniﬂrén%@% change netificationiand thepdelivess the

generated topology information change notification to the policy management apparatus 320. I5[0102]
The polit9 fwanagetfiéht apparatus 32dncludes tHeadpologynnfarmation linkidtPmeans 824 aitd the

authentiegfion EpURARPr inaNg means 323 aMI81L, 20The pplooy informatiy lipdng means 324
searches one of the MAC addresses included in the existing resource information in the resour%e
inférmationistordgeiunit 32 2sthatenatdives thenW AG @dddess inctutied imthie: fapotogyi infoimathon that
has beetn chaln ed, ba%ed on %he ‘OP&'BQX mforma@o;]a%}:?ngdes n%tlflcatlg)nrqelllvefrgd frq1m the 25

control aBBé)ra 300. IR 'a case the searched MA essis presgn%, ee}esour%e%nf%rrﬁgtlon is

updated: by dhé 40potagy infdrmatien whighnhas been ehanged Qg the dtherhandi éma casertlhe MAC
address that Tmatches the sgarc%hed M@i.address IS not present, the topol?gy informﬁtion linking
means 3243434t Ye re38urte fhForfiiaticit ‘3o didFag Uhit'325 the MRE' §ddredd MR Pithe
topology infargeation Whick has heenichanged, asmave iesowae nfosmatians Beptopology information
linking means 324 links the location information included in the topology information. When the
topolog GrtBrmation change indicates the resource being used in the access 29 control policy being

used. ACL informationyisigeneratac Dasacan theresource ofthe logationdeing ysed §pepuice
specification of the access control policy bein% used and the access control policy in the access
control pBAGY B8id§é urlit BN &ndtsém del¥ért i@ ACEhe authentication “information

linking means 323.
[0103]

20 The topology information linking means 324 searches one of the
MAC addresses included in the existing resource information in the
resource information storage unit 322 that matches the MAC address
included in the topology information that has been changed, based on
the topology information change notification delivered from the

25 control apparatus 300. In a case the searched MAC address is present,
the resource information is updated by the topology information which
has been changed. On the other hand, in a case the MAC address that
matches the searched MAC address is not present, the topology
information linking means 324 adds to the resource information

30 storage unit 322 the MAC address included in the topology
information which has been changed, as new resource information.
The topology information linking means 324 links the location
information included in the topology information. When the topology

information change indicates the resource being used in the access



5information to the control apparatus 300. [0104] On the other hand, the authentication
information linking means 323 updates the resource’information storage unit 322 using authentication
information described in the authentication information 10 change notification delivered from the
authenticationcdpparbtug 3104 WMhendheralithentitation informatian:change atchesdheresource

being used in the respurce specification.of the acces

control policy being used, or.when ser ID

linked Wit fHe"e%oirce b bé Liptaten nistthés %hseeﬁfselPIDng% 1.ugseedg i%etﬁé?rlecs U8 S?)E(SC}I fation of
the 15ageesssgortsel palicypatl that point; the authentidatiar infegvation dnking mears 323ngenerates
ACL information based on the access control policy in the access control poljgy storage unit 321, and

deliversithe Gehef ABHTREL AR atid PR $E cBRtrbI Agdarafis300! §810%T DOTHE opBfatiort-df the
commupicadion systamin s exemplary-qpbedimentwil be described with reference to a

drawing.
as an ek

0o

2 is a sequence diagram showing the operation of the communication system (in Fig. 1)
felHerein, a description will be directed to a process from connection of a host (one of the

hosts) 25 100A o2 gtart oficommunicatiqnr with 8 NetworkiresoLes fane:oh the nﬁw%fﬁégmes)

600A in the group of conference rooms, as an example. [0106] First, the host

OA connects

itself to e} forwardig hode200A BBt SRder toperfarrh metivork Correetiol lihtstep?S). [03O7E
NEXt’th%fQ'EW@rrgf?9&9@%299%9?1%%@%% described in the authentication information

10

15

20

25

30

change notification delivered from the authentication apparatus 310A.
When the authentication information change matches the resource
being used in the resource specification of the access control policy
being used, or when the user ID linked with the resource to be updated
matches the user ID being used in the resource specification of the
access control policy at that point, the authentication information
linking means 323 generates ACL information based on the access
control policy in the access control policy storage unit 321, and
delivers the generated ACL information to the control apparatus 300.
[0105]

The operation of the communication system in this exemplary
embodiment will be described with reference to a drawing. Fig. 2 is
a sequence diagram showing the operation of the communication
system (in Fig. 1) as an example. Herein, a description will be
directed to a process from connection of a host {one of the hosts)
100A to a start of communication with a network resource (one of the
network resources) 600A in the group of conference rooms, as an
example.

[0106]

First, the host 100A connects itself to the forwarding node 200A
in order to perform network connection (in step S1).
[0107]

Next, the forwarding node 200A generates
connection/disconnection information on the connected host 100A, and

then delivers the generated connection/disconnection information to



30 the control apparatus 300 (in step S2).The conggcd apparatus 300 reads the
connection/disconnection information and then updates the topology information stored in the topology
information storage unit 301 (in step S3).Further, the control apparatus 300 generates a 5 topology
informatiba chamge motifipatian,tand délive(s dhe geperftad topblogydnfetmationpghangegotification to
the policy m ement a‘gﬁgaratus %20 (in step S4). [0105] Next, the tgﬁﬁlo information linkjng

p

na
means 354 f8add the” ABt5581SdY M AR EhaRgd NotHERiGS b “the 'MAE ddreSes

included drp botheaf the fexistingi tasource daformation sterad ndhe resovree infarmation storagsg uinit
322 and_ the topology information chanﬁg notification. When the identical MAC address is present in

the existilg reSdtirce fitortation, thitdhbiogy iiforfftig? 1L s4kiHG: htand %24 &pBAtES Edntént of

thesexisting deseurcedmtormation{sueh as thenlPragidressdnly theicentent of thetepalegy. change
notification (in step S5). On the other hand, when the correspondin‘%é(eesource information is not

present! RPIHSIOGY IR HAGIOATINKRE heSar’ 324 isddd WRe fesotice RfOrTRAtIoN i thecBstlce

informatjen, 20, storage i i¥§252t@[1§ Reyy host management information. The topology information
linking means 324 reads the topology information change notification to compare address information

included ' Bath of the topology information change notification and the resource information stored in

the resource infration torags, ynls 322.i54af) A%, the, MAG 123 gdrasses o inkythe resqurge,

information of the identical MAC address and the topology information change notification (in step S6).
Thé idehtifierlofgbie forwandingthode, theadertifien of thecednnectordor thergrasrdindirodd] ad the
location |Qfé){rg15ast|g§1 can pue dll%@d W[IJ'[Q ttgeor 2squrce information and can be 6efe{}r§g. toﬂ bsy tkgg(limklng.

30[01091 Next, t & host Ofé{lrequests he aut?wéh%i%:la{{i%nrgpsgéirra%ﬁs F10A {0 pe}‘r?ormtt

authenticatiorh procedure sceas itofautheriticate theohastcl 04 and #i2usem(@n stép St fRlI10] y31

Next,theauthenticationapparatus310Aperformsthe Eentic tion rocedure&{ he host.100A which
m'% t ange HOUP 3% grno]; c—:ehggtnbe%\l(l ggt\e(% §£firess 1s

A 1
has reques?ed the'auth&ntidhsidn proceI tre' 8hd th
present in the existing resource information, the topology information

15  linking means 324 updates content of the existing resource information
(such as the IP address), by the content of the topology change
notification (in step S5). On the other hand, when the corresponding
resource information 1s not present, the topology information linking
means 324 adds the resource information to the résource information

20  storage ﬁnit 322 as new host management information. The topology
information linking means 324 reads the topology information change
notification to compare address information included in both of the
topology information change notification and the resource information
stored in the resource information storage unit 322, such as the MAC

25 addresses to link the resource information of the identical MAC
address and the topology information change notification (in step S6).
The identifier of the forwarding node, the identifier of the connector
for the forwarding node, and the location information can be linked
with the resource information and can be referred to, by this linking.

30 [0109]

Next, the host 100A requests the authentication apparatus 310A
to perform the authentication procedure so as to authenticate the host
100A and the user (in step S7).

[0110]



The authentication procedure pairs (or combines i%t a set) address 5information of the host 100A with
information on the user using the host 100A.The address information such as the IP address of the
host 100A may be modified or changed in the authentication procedure, depending on the system. The
authentication dpparatus 810A deliversninformation newlyobtained by ithe\authentication prodeeure to

the 10policy management apparatus 320 as an aythenticgtion information change natification (in step
59) o241 L AL b hiomhadb oI TRt

ex%,otﬂe Buthenticafior! inférmation mking fMean pkéell*fsor
authentioatioerinfermatian shacged netfieatibntoecanapare L5t e Addressinfarmationsychsas)the
MAC aglgiresses ig%uded in both of the resource jnformation stored in the resource information storage

unit 322' & hBAGAEHERALOR iMbRhaHEn ShBAGE NdtHcatiSmB IkSthEYES ofircEinfoAfi4HSS Bf the

identical MAEhagidress andithe atdhenticatian Wfermation Ghange motification (ik step $HY- the
20Information on the user such as the user ID can be linked with the resource information and can be

referred't®S by tRi& finkind. 61224 4 1 ¢ s Nt bl maMagenientt&sparBiud Bbirdérives Whether or

not the gRanged gantent,ofibe reseurcedniameationtbat hasheen 25, newlydinked gt ypdatedds a
change in specification of the access source (subject) and/or the access destination (resource)

describéd REthe 8 e3s dOralIdIfcy, by EdvapaHihg ¢hd icisigad EbRtenit 0f thé Tosbuded information
that has begpnewly linked,or ppdated with specifigation cantentehine acosss comipk PQlicy fhat has

been already 30 adopted (from which ACL information has been already generated and which has
béén alFedldy Helivered 36 the kbnerdirappaiatus’30D) iR step S1UHh intase ithen Dioffe coredinouser is

includ_eglilré%létgelpgggpp@digfgﬁngthor%lig egl %3 the resource information and in case the host
n Is specifi

corresponding to the user ID is specified as the resource of the access 32 control policy by using the
user ID] for ekample, the policy management apparatus 320 determines that the changed content is a

change in this gagcess control pglicy. Step. Sll may. be executed.after step S6, or both of step Sll and
ctop 96 may be CAOLULH SIOLL e Uk e GLEEAC S BNy TGE A el HhaHRRed o
updated ¢esturgetinformationrand dhas hamdloeady Hieen adapigd ia faufitcintstep $4.1c the peliey

"pnagement gpparatus 320 regenerates ALG informaion, based on the, accesg opntro polcy related
the resource information stored in the resource information storage
unit 322 and the authentication information change notification to link
the resource information of the identical MAC address and the
authentication information change notification (in step S10).

20 Information on the user such as the user ID can be linked with the
resource information and can be referred to, by this linking.

[0112]
Next, the policy management apparatus 320 derives whether or
not the changed content of the resource information that has been

25 newly linked or updated is a change in specification of the access
source (subject) and/or the access destination (resource) described in
the access control policy, by comparing the changed content of the
resource information that has been newly linked or updated with
specification content of the access control pelicy that has been already

30 adopted (from which ACL information has been already generated and
which has been already delivered to the control apparatus 300) (in step
St1). In case the ID of a certain user is included in authentication
information linked to the resource information and in case the host

corresponding to the user ID is specified as the resource of the access



10 pieces of information (in step S12). With this argapngement, access control content is automatically
updated to appropriate content, without updating thée access control policy itself. On the other hand,
when the access control policy targeted for the determination is not found, the policy management
apparatus 32®finigheki the step withoutg 15 hegeneratinglthe ACtrinfermatipn e Therh avhen fucther new
linking or ggdatin}g &Hhe resource Sinf %atg)n occurs and ﬁtgp %‘ll is executed again, the Eoligy

managemen%%Bparatus%aflbﬁowst € resu‘itt of ﬁie}”tléﬁ%inta ion at'that 68??1% ecpoI?iE?/nrﬁa %g%ment

apparateis 320 delivaisithe:gersrated ACh linfarimayon te tecaritriolappataius 360020 e 513).
[0114] N é the gontrol apparatu ?80 upgdates the access control rule, based on the delivered
ACL inf?)f‘r%%ﬂ%< > perf r?ﬁi' pa hséglgu%l ion® AffatHeh § h&Pdtes thierEEedSiflg rule (in step S14). The
control (26 apparatus 300 may update only the access control rule in this stage, and then may perform
path calculation and may generate the processing rule after the control apparatus 300 has received a

request for settiNgthB groEedSiR§ t8IEREIHT tHe PSH&IrG AGES 20048 task EBntdE apiiHi&is B00

delivers,thg generatedaresessing sule 10the 30farwarding nade 2004 (9 sigpe$15)4l0318k ;s With
this arrangement, the forwarding node 200A is set to a state where access control described in the

access tOHRE palicyisimadified ik AceEidSAcaVHthatEe HEWY [HkeaTaid tpdafddrsene 33 in
[0116] A 1 Nexhahedast dQ0AcBmuUnicates With, thesnetyprkJespyice $O0PA thropoh,thg, acgess

control by the forwarding node 200A (in step 5S16). The network resourcé 600A may herein include
thelhospi00Astseff afd amosis) btHemthaitthethb3t 1004 [oh17his arThe poliey mianagement

apparatys 320, the.control appara Q fo [ odes 200 EB forwardi es
200B, and the 10f§rvvar§?£lb nl?)%es C%Cliq %?g;d%@?es%%g§{og§tru%l% by gégg?ategiﬁgit\%%‘uél
computerisyistens) md shiovn ih Fig.ct.cAtentanivedy, the lpolicyl mahfgenient dppasatusr32@,the

control ggoaratyis 300, andthe fouarding nodes, 20012,7005 MY bg PATRIQr Wholly implgmented
by a same computer system. fbl ]
found, the policy management apparatus 320 finishes the step without

15 regenerating the ACL information. Then, when further new linking or
updating of the resource information occurs and step S11 is executed
again, the policy management apparatus 320 follows the result of
determination at that point. The policy management apparatus 320
delivers the generated ACL information to the control apparatus 300

20 (in step S13).

[0114]

Next, the control apparatus 300 updates the access control rule,
based on the delivered ACL information, performs path calculation,
and then generates the processing rule (in step S14). The control

25 apparatus 300 may update only the access control rule in this stage,
and then may perform path calculation and may generate the
processing rule after the conirol apparatus 300 has received a request
for setting the processing rule from the forwarding node 200A. The
control apparatus 300 delivers the generated processing rule to the

30 forwarding node 200A (in step S15).

[0115]

With this .arrangement, the forwarding node 200A is set to a

state where access control described in the access control policy is

modified in accordance with the newly linked and updated resource



The host or hosts 100A to 100C may be implemené d by a CPU or CPUs of an information processing
device that operates according to a program, a storage medium such as RAM, and a communication
interface for performing communication with the authentication 20apparatus 310 and the network
resourcesftlin (149 Similarly, the authentication apparatus(es) 310A to 310C and the network
resourc[ﬁg 6§§ to 600C may be implemented by the CPU or CPUs of an information processing
device a{ operates according to a 25 program, a storage medium such as RAM, and a

communicationirgerfacerfor perfarming eonsmutication with the Mast(s) L0 0 JOOG: {02k Ehe
forwarding node(s) 200A to 200C may be implemented by 30 the CPU or CPUs of an information
processﬁf&d‘*ewhéqw&%ﬁ@rat@sc 5ESSrding 1o Al phograhs, 4%istagE Medittsud A RAM, &t eP

commugieation interéace: oy peKforping,ceramynicatignyith the contiot apparatys 300s ando@ A
communication interface for obtaining content of communication among the host(s) 100A to 100C, the

34 authbriticdtia i Gppdrafid@s)8 oAt dS P O Ehhd thendfhfdfk resource(s) 600A to 600C. [0121]

Further gﬁplopptrol apparatus 300 may be implemented by the 5 CPU of an information processing
device t{hat operates according to a program, a storage medium such as RAM, and a communication
interface for perfoeniiid commaniéazion with P pekdy ardgetient appbiratus BRO Hd the fdtwarding

node(s),g0PA 1. 200, 101271 40T 89”%@%’]‘5‘9}?@1%&98@@{% 359 may by fpplemented oy a

CPU of an information processing device that operates according to a program, a storage medium

stith asfRAWE mhihg comdrmicalioR interfsicd for perforatingadommonicttiontwith the semeolasparatus

S, < oL It ot prng conmu g e SaHbembea e et
policy management apparatus 320, the control apparatus 300, and the
forwarding nodes 200A to 200C may be partially or wholly
implemented by a same computer system.

15 [0118]

The host or hosts 100A to 100C may be implemented by a C'PU.
or CPUs of an information processing device that operates according
to a program, a storage medium such as RAM, and a communication
interface for performing communication with the authentication

20 apparatus 310 and the network resources 600.
[0119]

Similariy, the authentication apparatus(es) 310A to 310C and the
network resources 600A to 600C may be implemented by the CPU or
CPUs of an information processing device that operates according to a

25 program, a storage medium such as RAM, and a communication
interface for performing communication with the host(s) 100A to
100C.

[0120]

The forwarding node(s) 200A to 200C may be implemented by

30 the CPU or CPUs of an information processing device that operates
according to a program, a storage medium such as RAM, a
communication interface for performing communication with the

control apparatus 300, and a communication interface for obtaining

content of communication among the host(s) 100A to 100C, the



[0123] As described above, a communication @/stem according to this exemplary embodiment
may comprise: 20a plurality of forwarding nodes processing a received packet according to a
processing rule that associates a matching rule for identifying a packet to be processed and
processing kcontentatt be apphightoths packet thatdmatches thelfidichingmdle, ahd transmittimds a set
of the idreenstigie; 8!, fg/gn gnggrggn% B%qf and the identifier of a host 25connected to the own forwarding
node; an Althentication apparatus which authenticates a user of the host and then transmits to a
policy manayement apparatus a set of the identifiers of the user and the host obtained by the

procedure of the, authentication; 30a control apparatus which transmits to the policy management
apparatus inforﬁgﬁéaeorn tE{éE‘ho%? 86ﬁﬂgc?éjdpt%rt%%r\%v§] Uil hod8 DbtAed Frsi the f%r’g/a{%ﬁ]g
node, andsets the progessingiulerbaseascen dpsgriptian of arhagcess«aantkal list withiespad ta the
host obtained from the policy management apparatus; and 35 the policy management apparatus

includin®® 6Hd8Yy ifforM b8 finkfg fHedhs fF itkirSthidettifier Bftheét host 1B B BiibiddB
access pepdiatand theridgntifigt gfthe ferwarding nogda 6 whichitherhosp isicepnestad; 88¢h e nt
5authentication information linking means for linking the identifier of the host to be subject to the
access ¢BRFERANG thé temtidhst diy veer WREidgshsd theidse the pdlit¢management apparatus
generat[r@;glwg]access control list from an access control policy for identifying the host to be subject to
10 the access control, based on a description using at least one of the identifier of the user and the
idehtifier of the fohwaPdihgcnodes Bt tHes Trarispiitit the Jeferated dreesy poatral fiseth the eontrol

apparatus PIEA AN AHCHMRISS: FYDIULTGAIN YREM RALEOsHagdebis X TRIGrY qipbgdiment

may comprise:
program, a storage medium such as RAM, and a communication

interface for performing communication with the control apparatus 300,
a communication interface for performing communication with the

15 authentication apparatus(es) 310A to 310C, and a storage medium such

as RAM or hard disk.
[0123]

As described above, a communication system according to this
exemplary embodiment may comprise:

20 a plurality of forwarding nodes processing a received packet according
to a processing rule that associates a matching rule for identifying a
packet to be processed and processing content to be applied to the
packet that matches the matching rule, and transmitting a set of the
identifier of own forwarding node and the identifier of a host

25 connected to the own forwarding node;
an authentication apparatus which authenticates a user of the host and
then transmits to a policy management apparatus a set of the
identifiers of the user and the host obtained by the procedure of the
authentication;

30 a control apparatus which ftransmits to the policy management
apparatus information on the host connected to the forwarding node
obtained from the forwarding node, and sets the processing rule based
on description of an access control list with respect to the host

obtained from the policy management apparatus; and



a plurality of forwarding nodes processing a receivgg packet according to a processing rule that
associates a matching rule for identifying a flow and processing content to be applied to a packet that
matches the 20 matching rule, and notifies connection/disconnection information of a host or a network
resourcEigetectdd pynitie repeived paakerio aucontrsll agparatus together with address information on

those host.and petwarksesoures, 1 AR aHignICaton spperaiuswhigh autheniicaies the host
connected to 25the forwar ing node and a tser who uses the host;ga policy management apparatus
which genetateinfbematioh jere &n access aaisorityo nsing the détected codredtidnédiscofinadtion
mformaFon on the host thaaé has s cc%eq%q nglthet authentication %.nd tnhg network resource as a trigger -

Cforwarding no W e 15 connecte a .
or an in ormaﬁon source, ané(fhen é‘f)prowdes ﬁe information on thé A¢cess authority to a control

apparatusy Ara the xdntroliagpanatusi which mitifies o dhe policy nMankgement apparatisite o f
connectir%rel/d'sconnectilgn information on the host and the network reso%rce(s collected from the
n

forwardt de lgéReties 3 aFattP bitifedt it RoSOMAL RhstltcbBaedds Halabthdhtiddton and

the resawyee thatdnay heiaccassethby the host, based on the information on the access authority
received from the policy management apparatus, and then sets the processing rule in the 5forwarding

node ort fe PAth! §01 287 0 2 SAELBRing B et EBfnfUiHicAor S§stehf meRESAEd 888VE thersEan be

provideda methediefceasil and naturally inkingra management functing pegessary fennetwork control
over a device such as a host or 10 a network resource and a management function necessarg for

idethtifyititca a8 Whict Bié PreskAs 8¢ compretdly difé REACRINEHIGASL Thus! eveh ®adotedf dévices
are presguiARg;eNNAcan stales of the dedceg Igavertly shapge of 46 i@ IQf af Haers ks

present and connection states of the users frequently change, those different use”15 management
functiori:thiembeesiaiel Used 48 & tidgges fot epdatingcACL information igéneratethfeons e policy and
a sourcgég;,{gjgta@ng information to be updqted. A n_1et_hod of specifying a new access source and a
new access destination can be thereby provided by linking both of the management functions, thus
making fifgassible for 20 an administrator and individual user(s) to update access control in real time
Wf.tg'om Updatingrgheoa%%ceerss\(’:voonrtgpsl,pogcyc\l\(’)iggrwg%r}ct:izm?oannd sey(s){tem according to this
exemplary embodiment may comprise:
a plurality of forwarding nodes processing a received packet according
to a processing rule that associates a matching rule for identifying a
flow and processing content to be applied to a packet that matches the
20 matching rule, and notifies connection/disconnection information of a
host or a network resource detected by the received packet to a control
apparatus together with address information on those host and network
resourbe;
an authentication apparatus which authenticates the host connected to
25 the forwarding node and a user who uses the host;
a policy management apparatus which generates information on an
access authority, using the detected connection/disconnection
information on the host that has succeeded in the authentication and
the network resource as a trigger or an information source, and then
30 provides the information on the access authority to a control
apparatus; and
the control apparatus which notifies to the policy management

apparatus the connection/disconnection information on the host and

the network resource(s) collected from the forwarding node, generates



[0126] Further, according to the present invention,:%system capable of 25 performing appropriate
access control can be constructed just by including an access control policy capable of specifying an
abstract access source and an abstract access destination, without much time and effort expended by
a administratdr dr eawele eisetin fetworklactelss controt ietthe dysterrhef aniehtenprisetopthealiké. The
appropriate 30 access control can be performed when each user, performs access contral following an
obeos Lol AL Sk ety Shstor 8 bR Ao, Mch BovdtS ot Bredte 4 abtof
devices aceetding torthe dntended use; andswhichtiiequently changesd[0124n37 the Eaehldisglosure
of the Citation List such as the above-listed Patent Literature.is incorporated herein by reference

thereto "MSUHRERGH Anc" A ASHHBAL of'dhth EXEMpIARF EmbBEIMRRY &Fe pHa&ibIEWithir the'dope of

thesoverall discloshke fadyding the Sekaims) of the present invention and the technical concept of the
present invention. Various combinations and selections of various disclosed elements (including each
element th! gach claim, each element in each exemplary embodiment, and each element in each

drawing) are pogsible ithin the seepe oftheglaims of the presant 4Q invention. Thatis, the present
invention includes various variations and modifications that could be made by those skilled in the art
accordifd o tfe R4l 8idclostitd rdudih g the Blaiisdaid thid ddERniEaKdSYEShtOAIA 263peEtito a

numerigalyalys fangs desaribedferpin inparticulat. 81 aybitrary nuwperical yaleand aspplliange
15included in the numerical value range should be construed to be specifically described even unless
otHerwige explitithyr Hesdriset [Referehée Signgiastpod26]100, ODRIQ0ChHbse20 900 for

G s DR R
Thus, even if a lot of devices are present and connection states of the
devices frequently change or even if a lot of users are present and
connection states of the users frequently change, those different use

15 management functions themselves are used as a trigger for updating
ACL information generated from the policy and a source for obtaining
information to be updated. A method of specifying a new access
source and a new access destination can be thereby provided by
linking both of the management functions, thus making it possible for

20  an administrator and individual user(s) to update access control in real
time without updating the access control policy with much time and
effort.

[0126]}
Further, according to the present invention, a system capable of

25 performing appropriate access control can be constructed just by
including an access control policy capable of specifying an abstract
access source and an abstract access destination, without much time
and effort expended by a administrator or each user, in network access
control in the system of an enterprise or the like. The appropriate

30 access control can be performed when each user performs access
control following an access control range which freely switches
between hubs, which covers a lot of users and a lot of devices
according to the intended use, and which frequently changes.

[0127]



25321access control policy storage unit 322resour & information storage unit 323authentication
information linking means (unit) 324topology information linking means (unit) 600, 600A-600Cnetwork
resource 38 CLAIMS: 1. A communication system, comprising: a plurality of forwarding nodes
processing a pdckethactosdingstora processinglrite; acconfrokapparaiusithaticentidls the hlstalkity of

forwardtgmgt%%cgdei or & uarluthelnticaltirtlnn alerpaI[aéusdthalt_lauth.enticates a user who uses a hotst

connected to one of {he P uraffity of forwardi gonél 35; and” "'} po i%y rﬁﬁngégﬂ‘n%%t aﬁiﬁgfgtuos‘that

includedvbd teidstanécaf (a) fiest linking means thar links ¢l idertfiep di ayhostttbbel suljeat ta 10

access contro!}ﬂnd ani e:ntifi(irg| of a forwardi?g trbode to which the host is connected and (b) second
t

linking MEARS h&t ITNKEHT idENfifiet ‘St ho3H to' BE sOBjEEAH adidsd BSHESI drid antideRsriettt a user

whp uses thenkgstotherpelicy maragementapparatusnhplding anaacess gonyrehpelicy farridentifying a
host to be subject to the access control 15using at least one of the identifier of the forwarding node
and theRAEAGHEr JthE UEE "wherdii 1 © et A BftHR IR Aty BRDNIERSG Rdtestansiits thsthe

policy maRageReat apRratatus @ setof andgeptifieneha hostgennected tQ pwpn faryarding pedg and an
identifier of the own forwarding node; 20 the authentication apparatus transmits to the policy

managéheftedppatBtus acdet siamiaéntifier o ABsEBRhectido dielof e plarality 8f feAvdrding
nodes and, an jdentifier ot usekie Wi PRli¢ Management apparatyis;iplers fo e ageess gentrol

policy and, if a host connected to one of the plurality of forwarding
10 invention. That is, the present invention includes various variations

and modifications that could be made by those skilled in the art
according to the overall disclosure including the claims and the
technical concept. With respect to a numerical value range described
herein in particular, an arbitrary numerical value and a small range
15 included in the numerical value range should be construed to be
specifically described even unless otherwise explicitly described.
[Reference Signs List]
0128}
100, 100A~100C  host
20 200, 200A~200C forwarding node
300 control apparatus
301 topology information storage unit

310, 310A~310C  authentication apparatus

320 policy management apparatus
25 321 access control policy storage unit
322 resource information storage unit
323 authentication information linking means (unit)
324 topology information linking means (unit)

600, 600A~600C network resource



25 nodes is a host to be subject to the access conggl, notifies content of the access control to the
control apparatus as an access control list, and the control apparatus generates a processing
rule in accordance with the access control list and sets the generated processing rule in 30the plurality
of forwdrdigIMddes. 2. The communication system according to claim 1, wherein the processing rule
associafes am tchln‘%mlenf% Ellq%%fysln _ ge%gcket 1o he pl:rﬁ%_essed and content of processing to be

applied to the Bgc et that matches the matc f}lg Fule” he communication system according to

claim 1 or 2, whenelmra [ 1 epchfof thespludality, of fafwardingorodes framgmitskthe secofithenigentifier of
the host connected. to own forwarding node and the identifier of the own forwarding node to the policy
manageam%lh? %eafJSpél}gthut er(‘Jugh the control apparatus. 4. The communication system according to
claim 3, whereia ¢ o the €bnirpbappaiaius heldscthe et lof tha ddeptifies f the host sennacied go one
of the plurality of forwarding nodes and the identifier of the one of the plurality of forwarding nodes as
topologl} $fiformation, and generates the processing rule for the packet in accordance with the

access control list, asad pn; theriepplegy iermationa S bencarmunicatipnsystemasceedingto any
one of claims 1 to 4, wherein the access control policy includes a list of an identifier of a

forwardiHyPhotiR1ALSHEd dtth PRreudErifdd IBEAlGY ir? brier i aidénan 8 A58 18 BE subject to the

access control. .6, Thecsommunication system acserdinghigrany onggefclaims 4 49 4iuherein,)  the
access control policy includes a list of an identifier of a user corresponding to at least one of a

predeteffiied GtyaRigatibhars a&hl?étiéht}h%)réaeﬁéirﬁﬂﬁé& Wbrféiﬁgaplhéé,t ahel é’ﬁré‘d@téﬁﬁhé@
higgarchy, af.authoyity of the-iser ,and.a predatesmined proiectipeing, andled byihe usqt in pider to

identify a host to be subject to the access control. 7. A policy management apparatus in a
commuhic&tiohsysterh éovptiBihg aqulurdlity of forgvarding nodes! procéssing apackef igaceortling to a

E;?]‘;fosi IS’?{%aEr‘:AE% z"tosce‘ir:‘é%?é’??r%usa@@%9?”9%‘??5?9%‘&09&?§%%‘JA iR @gCorpancg with gn, aceess
uses the host, the policy management apparatus holding an access
control policy for identifying a host to be subject to the access control

15 wsing at least one of the identifier of the forwarding node and the
identifier of the user, wherein

each of the plurality of forwarding nodes transmits to the policy
management apparatus a set of an identifier of a host connected to own
forwarding node and an identifier of the own forwarding node;

20 the authentication apparatus transmits to the policy management
apparatus a set of an identifier of a host connected to one of the
plurality of forwarding nodes and an identifier of a user,

the policy management apparatus refers to the access control
policy and, if a host connected to one of the plurality of forwarding

25 nodes is a host to be subject to the access control, notifies content of
the access control to the control apparatus as an access control list,
and

the control apparatus generates a processing rule in accordance
with the access control list and sets the generated processing rule in

30 the plurality of forwarding nodes.

2. The communication system according to claim 1, wherein
the processing rule associates a matching rule for identifying a

packet to be processed and content of processing to be applied to the



5 processing rule the plurality of forwarding nodesygnd an authentication apparatus that authenticates
a user who uses a host connected to one of the plurality of forwarding nodes; the policy management
apparatus comprising: 40 at least one of (a) first linking means that links an identifier of 10 a host to

be subjpetctbeictbss controhanddreidentifibr okarfohwarding node to which the host is connected, and

(b) secand linking means {hab ks Andentifer,of 3 el i beisubieet p qogess canirol and an
identifier of a user who uses the host; and an access contro poﬂcy storage unit that holds an access
15 control policy fohidefitifyirg alhostto be slibfectio this mgcess dontrolpusing &t lehst oree ob &n

|dent|f|%rhcg aiéorl\glv&rﬁlg rg)ofdetgndign |glent|f|er oftae gsg(r), Whegelr}nor the policy mana gn%%nt

& O cann OwW WaTd1n n £ a4
apparatus-receives from each of the pﬁural?ty of forwar Ing nodes &'set of ahddéntifier 6t a hos

connecieit 2Qtdiewn fofwahdingorede dodwanddentfien ofdtbe own farvapdingerode; a n a gthe policy
management aggara[f#s reclleéjvE s from the Tluthentication apparatus a set of an identifier of a host
li

connecfRPBERd e M & ?)8]‘?6)%& nHROYUES'Ed an identifier of a user, and 25the policy

management agpay atésiaiers todhroacesss eantsel potigyrand, df athast conrestad te one of the
plurality of forwarding nodes is a host to be sulb'ect to the access control, natifies content of the access

control to the céRGoFASTAAtuS BB 2ke Bictdss IdbhttbRist 8. A Eohimutfictiod iRetndd A g host

commupicatien sygtern,cogpisingra plikalify gk fanwarding nedesy a-canttol apraratus that gantrols the
plurality of forwarding nodes, an authentication apparatus that authenticates a user who uses a host

connectéd tt bhié bf e tRGralife 58f frvivardiig hddes rid 2 'paié) rfarbgdfertapparaleLthat
holds an aecess cantrol paliey for jdentifying @ bost i, be subigct {0, access coplrol ysing gt least one

of an identifier of a forwarding node and an identifier of a user; the communication method comprising:
10by eacteoftherpteralityi bk fordiarding podles, aambinittingl tot thelpolied managéihtent appdragis a set

Oby edttee
node; TR

r th(plg)st connected to own forwarding node and an identifier of the own forwarding
ymhe authentication apparatus, transmitting to the policy management apparatus a set of
an idenfifier of Biostcamectedddiomesystem according to any one of claims | to 4,

wherein
the access control policy includes a list of an identifier of a
forwarding node installed at a predetermined location in order fto
5 identify a host to be subject to the access control.
6. The communication system according to any one of claims | to 4,
wherein
the access control policy includes a list of an identifier of a
user corresponding to at least one of a predetermined organizational
5 affiliation, a predetermined working place, and a predetermined
hierarchy of authority of the user, and a predetermined project being
handled by the user, in order to identify a host to be subject to the
access control.
7. A policy management apparatus In a communication system
comprising a plurality of forwarding nodes processing a packet
according to a processing rule, a control apparatus that generates the
processing rule in accordance with an access control list and sets the
5 processing rule the ©plurality of forwarding nodes, and an
authentication apparatus that authenticates a user who uses a host
connected to one of the plurality of forwarding nodes;

the policy management apparatus comprising:



41 150f the plurality of forwarding nodes and an idg@tifier of a user; by the policy management
apparatus, performing at least one of (a) linking an'identifier of a host to be subject to the access
control and an identifier of a forwarding node to which the host is connected, and (b) linking an
identifier of a hast i@ betsubjecrto the ddcess120&0ntzonand ap identifiendfsthenusdewhd Usesthe host;

by the poli nagemen ratus, referring.to,the access control policy and, if a host connected to
O%é of tﬁe%%jr?aﬁﬁﬁ/ %fe fo%v%fgi‘?\g ﬁ%dgecigeas ﬁo%%%@s&%%%ctat% éégéls% gcllonrtrgl, naot?ﬁ/fnwg 46thé ontrol
apparatus ¢ententdf the ateedsoaintrol @asrarcadeelss controb 25ist; o n d Byithe cgntielappatatus,
generatjng.a processing rule for a packet in accordance with the access control list and setting the
proces;iiﬁ%krlsjleailﬁ tﬁe@pgﬁggﬁfeyrofg fg)prv%/akr%?nsgt n%%eg;eaﬁqél biec tB)y t?ﬁcécpeiﬁrsali?yocr)lftfooryvaaraigg %%des,
processidg atpacketcd0acaarsking tnthesproc@ssing sujeaBd The communication method according to
claim 8, wherein the processir%%)rrle associates a matchin%t_rule for identifying a packet to be
|

processed and 88nt8RCSTSrodesig to B applied t8 i€ facket that }i‘r"i'étcﬁ’e%flyﬁ% ntatcHING Fdid. 10.

The comawnicatipn methad acerrding $q £Haim BoytS: whareini b e ceach off tha phwality. effigrwarding
nodes transmits the set of the identifier of the host connected to own forwarding node and the identifier

of the ot fofwarting Adte 96 the HblidmaAEHe MRt sadparatdO aUgH e doRAEI abibdratus. 11.

The commupication srethed accqrding do.claim 10, wherein the control apparatus holds the set of
the identifier of the host connected to the one of the plurality of forwarding nodes and the identifier of

the one of the pliility OfifoYwdrdifg BEdRE 1S t8PEIBEY BikfolmatdH can generates Hﬁef}ﬁoéésﬁ‘sing
rule for gipacket aceerdance, wifhiheacgess cariroblist basedan Higtopelogy Jaforgatp. 14 The

communication method according to any one of claims 8 to 11, wherein
20 to own forwarding node and an identifier of the own forwarding node,

the policy management apparatus receives from  the
authentication apparatus a set of an identifier of a host connected to
one of the plurality of forwarding nodes and an identifier of a user,
and

25 the policy management apparatus refers to the access control
policy and, if a host connected to one of the plurality of forwarding
nodes 1s a host to be subject to the access control, notifies content of
the access control to the control apparatus as the access control list.

8. A communication method in a communication system comprising
a plurality of forwarding nodes, a control apparatus that controls the
plurality of forwarding nodes, an authentication apparatus that
authenticates a user who uses a host connected to one of the plurality
5 of forwarding nodes, and a policy management apparatus that holds an
access control policy for identifying a host to be subject to access
control using at least one of an identifier of a forwarding node and an
identifier of a user;
the communication method comprising:

10 by each of the plurality of forwarding nodes, transmitting to the
policy management apparatus a set of an identifier of a host connected
to own forwarding node and an identifier of the own forwarding node;

by the authentication apparatus, transmitting to the policy

management apparatus a set of an 1dentifier of a host connected to one



the access control policy includes a list of a identifier of a 42  forwarding node installed at a
predetermined location in order to 5identify a host to be subject to the access control. 13. The
communication method according to any one of claims 8 to 11, wherein the access control policy
incfude® 4 listcofpdm idéntifier Off a Usar domespoenting 4o dtdeastiems ofia pretletenmined organizational
5 affiliation, a prtc)adeégreming 1W0”§iqn%%%|a%? gg%%ﬁreadr%[%@ined 1h%'erlalrch of e%uﬁhorit%/ of the yser,
and a predetermiﬁe prdfect Bging andis by the ger, in ordef o |8en]ilify g Host fo'be sourb?egt to the
access ¢ohtrid Kid A eamirdanicatien ndthodhin st commeinicatipacystem cemprising acplunalidy of
forwarding nodes processing a ac%et_accordin to a processing rule, a control apparatus tha
generat%gii;él Bréggglstih Fﬁleoiﬁﬁc SidaAEd Wi% 2R %&E%s%ggﬁgl iSar Sétd h%cb%lceecsts?ég rule 5
in the phusality bf fanaarting nedeisd andi dncautbenticaiiontapparates dhatjauthendicales ausekswho
uses a host connected to one of the plurality of forwarding nodes; the communication method
comprishifg! By 4 68If%fﬁ1dﬁ§d@ﬁf%ﬁ€a8§a%ﬁjélﬁﬁi Fofds B Stddss Edhitfol policy for identifying a
host to 10be subjectiip-aceasscoNiol MaingAtigashona of anddentifier of afonwarging nede.agd an

identifier of a user: _ atleast one of (a) linking an identifier of a host to be subject to the access
control 88d BrOileROAF Bf & Fdtwalding nbeiéto YAfier e fodtis edrefed lahd by finkiny anf

identifie of @ Dogt 4Q PeubIgEt 15t the access copirol and apddentfiel,of the uses Wik yses: the host;

receiving from each of the plurality of forwarding nodes a set of an identifier of a host connéected to the
each offthe slamlity bfpRededing sodtsanden ientficcoptioadsn biatheplurality of fopwardihg
nedes; gpgx;’ceiving from the authentication apparatus a set of an identifier of a host connected to one
of the plurality of forwarding nodes and an identifier of a user; and referring to the access control
policy and, if thé fiogthconnestehio epeef thieplurality of f6rwardmg modess thehostie bésubject to

packet in accordance with the access control list and setting the
processing rule in the plurality of forwarding nodes; and
by the plurality of forwarding nodes, proc'essing a packet
30 according to the processing rule.
9. The communication method according to claim 8, wherein
the processing rule associates a matching rule for identifying a
packet to be processed and content of processing to be applied to the
packet that matches the matching rule.
10. The communication method according to claim 8 or 9, wherein
each of the plurality of forwarding nodes transmits the set of
the identifier of the host connected to own forwarding node and the
identifier of the own forwarding node to the policy management
5 apparatus through the control apparatus.
11. The communication method according to claim 10, wherein
the control apparatus holds the set of the identifier of the host
connected to the one of the plurality of forwarding nodes and the
identifier of the one of the plurality of forwarding nodes as topology
5 information, and generates the processing rule for a packet accordance
with the access control list, based on the topology information.
12. The communication method according to any one of claims 8 to
11, wherein

the access control policy includes a list of a identifier of a



43 25the access control, notifying to the control apggratus content of the access control as the access
control list. 15.A program executed on a computer provided in a policy management apparatus in a
communication system, the communication system comprising a plurality of forwarding nodes
processiing & padketaccorkng: tos aadiecessing zulera controhappatatusthat generatesither 5to

processing ry
) lg%f%Fwadeg nodes, andan

plurality o
host conriected Thene ofitheuplucalityoof faramardiagarades] the policy managenaentapparatds twlding
an acce
identifiefz
execute:

identifier of a forwarding node to which the 15host is connected, and (b) linking an identifier of a host
to be subjéct t& WMELRBEL EBRrbPaAd drf fdentfiRf 0P & dseP WHbr a8 HE Kbt 22 N igadiArigHrom

eash of fhreiplurality, of ferwarding nqdes e get of aniideptifign 9fa hogtcpnnectgd g own fonwagding
node and an identifier of the own forwarding node; 20receiving from the authentication apparatus a set
of an idEAGAST 61 hedt BEARECEY t> SnElGT tHE Plurdifty o fariit &ty Aodesdant ahadénbifiér af a

user; ang, , 41 E&fEYING,ipthg AGcess caniralPolicy, and. (fthe nast conpecied ta,qne of the pliyality of

forwarding node is the host to be subject to 25the access control, notifying to the control apparatus
content &f €fes siceess tohtrol as the access control list.

10

15

20

14.

I}efin aacggrsdta?gebvgitguaﬁ. aceess ¢ rétrglclicsetsasnolC getgr%hle processing rule in each of the
atitheritication apparatus {hat Huthenticates a user who uses a

conltarol policy for identifying 10a host to be subject to access control using at least one of an

fa'f

fwarding node and an identifier of a user; the program causing the computer to
atdgpastaane:ek (a) dinking ap ddepiffianmefla hest to hesubjectin the agepss coptrokand an

A communication method in a communication system comprising

a plurality of forwarding nodes processing a packet according to a
processing rule, a control apparatus that generates the processing rule
in accordance with an access control list and sets the processing rule
in the plurality of forwarding nodes, and an authentication apparatus
that authenticates a user who uses a host connected to one of the
plurality of forwarding nodes;

the communication method comprising, by a policy management
apparatus that holds an access control policy for identifying a host to
be subject to access control using at least one of an identifier of a
forwarding node and an identifier of a user:

at least one of (a) linking an identifier of a host to be subject to
the access control and an identifier of a forwarding node to which the
host is connected, and (b) linking an identifier of a host to be subject
to the access control and an identifier of the user who uses the host;

receiving from each of the plurality of forwarding nodes a set of
an identifier of a host connected to the each of the plurality of
forwarding nodes and an identifier of the ecach of the plurality of
forwarding nodes;

receiving from the authentication apparatus a set of an
identifier of a host connected to one of the plurality of forwarding
nodes and an identifier of a user; and

referring to the access control policy and, if the host connected

to one of the plurality of forwarding node is the host to be subject to
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the access control, notifying to the control apparatus content of the
access control as the access control list.
15. A program executed on a computer provided in a policy
management apparatus in a communication system, the communication
system comprising a plurality of forwarding nodes processing a packet
according to a processing rule, a control apparatus that generates the
processing rule in accordance with an access control list and sets the
processing rule in each of the plurality of forwarding nodes, and an
authentication apparatus that authenticates a2 user who uses a host
connected to one of the plurality of forwarding nodes, the policy
management apparatus holding an access control policy for identifying
a host to be subject to access control using at least one of an
identifier of a forwarding node and an identifier of a user;

the program causing the computer to execute:

at least one of (a) linking an identifier of a host to be subject to
the access control and an identifier of a forwarding node to which the
host is connected, and (b) linking an identifier of a host to be subject
to the access control and an i1dentifier of a user who uses the host;

receiving from each of the plurality of forwarding nodes a set of
an 1dentifier of a host connected to own forwarding node and an
identifier of the own forwarding node;

receiving from the authentication apparatus a set of an
identifier of a host connected to one of the plurality of forwarding
nodes and an identifier of a user; and

referring to the access control policy and, if the host connected
to one of the plurality of forwarding node is the host to be subject to
the access control, notifying to the control apparatus content of the

access control as the access control list.



