Software activation and copy protection nethod TECHNI CAL FIELD 5 [1]
The present invention relates to controlling the operation of a
software application on a Client Maching, particularly at the
installation and activation stage in the execution of the
application. Qur nethod provides for authentication and activation to
be carried outﬁga%meen a Cijent Mchine and a renote Server

Machi ne vi a t elxQbbvatie activation amdccopy profeetion m&tlhOd

cat egori es of conmuni cation devices. BACKGROUND ART 15 [2] In
protecting software applications fromillegal copying, production and
use, it is typical for an application's installation to require sone
form of authentication by the publisher before it nay be activated
for continued or uninterrupted use. Wth the preval ence of Internet
and cel lul ar phone services, 20 such authentication and activation
are of t en TESHINGIAFIRIA: r al | y by a renote server via Internet or

cel lul ar network connections. There exists a nunber of prior art on
such psracy protection and the followi ng are representative patents
on such nethods. -2-

[001] The present invention relates to controlling the operation of a software
application on a Client Machine, particularly at the installation and activation stage
in the execution of the application. Our method provides for authentication and
activation to be carried out befween a Client Machine and a remote Server

10 Machine via telecommunication means which may involve different categories of

communication devices.

BACKGROUND ART
15
[002] In protecting software applications from illegal copying, production and
use, it is typical for an application’s installation to require some form of
authentication by the publisher before it may be activated for continued or
uninterrupted use. With the prevalence of Internet and cellular phone services,
20  such authentication and activation are often controlied centrally by a remote server
via Internet or cellular network connections. There exisfs a number of prior art on
such piracy protection and the following are representative patents on such

methods.



[ 003] Exanpl es of patents concerning nethod and system for protecting
a software application frompiracy may be found in PCT publication

No. W2007088384 and European Patent Ng; EP 1825449. Anti-piracy
software protection systemand nmethod are al so di sclosed in PCT

publ i shed application No. 5 WD 2004099952 and U.S. Patent No.

5, 754, 864, h nmet hods_for controllin rotecting software against
unaut hor i [9931 u'gé’(%@eﬁeoﬁ GEERNP requegmi t&'ﬁ’ﬁh%.a ” gysteny 7op RIotBeing a
publication No. WD 2003021403. Software registration and activation
net hod i sspyeaief iapplicatian skomsepiraay paay poel ifeand oin nBCTwWpublication  No.
2006006017. 10[004] More specific nmethods available in the art

i ncl ude sS\MO200N0B8684 catd durepéamePatent NU. gEPal 828M®Ent Anti-pirthog edftivare
U.S. publication No. 20040225894 and No. 2004117644. A web

server - bagetbdihydidnd afitvaLmBAbbRILOHRMBANRFCTIBUbIRAZIRAGIS No.

while U publication no. 2004117663 concerns authentication of

sof twar e %%ﬁé&éﬁ%ﬁ%ﬁg y.@rﬁateﬁy Nb‘?%-d%@é@%.gfo{r{@?!rﬁ%ﬁﬁggq’o?’iﬁnﬁolﬁﬁg

comuni cati ons ne be found I'n rcatio

2006179486. . PCT puh]ished application .. WD 2006048149 .a U..S.
publi cat 1 BREIMObHTME RaadRE LERULBNEAT uns maNRE TEURY df Wso atept No.
access nmanagenent in _nobil e communi cation devices. Other specific

|
aspects o1-93d487s37d W+ b PoPligaton NA- MEPrU3021405deSefiwatmfedisiratiamaad

for register code of the software as di scl osed
activation method is specifically disclosed in PCT publication no. WO 2006006017.

10 [004] More specific methods available in the art include self-authentication
software or digital content disclosed in U.S. publication No. 20040225894 and No.
2004117644. A web server-based method is (:iisclosed in Korean patent no. KR
20020016160 while U.S. publication no. 2004117663 concerns authentication of
software accessed via secondary devices. Methods implemented via a

15 communications network may be found in U.S. Publication No. 2006179486. PCT
published application No. WO 2006048149 and U.S. pub.[ication no. 20070238450
disclose software application security access management in mobile
communication devices. Other specific aspects of such software protection
methods include encryption method for register code of the software as disclosed

20 in Chinese Patent No. CN 1369809. A method involving hardware ID is disclosed

in U.S. publication No. 2004059938.

[005] Generally, the prior art may be categorized into one or more of the

following methods:



20 in Chinese Patent No. CN 1369809. A nethod involving hardware ID

I's disclosed in U S. publication No. 2004059938. [005] Cenerally, the
prior art may be categorized into one org_nore of the follow ng

met hods: -3- [6] A unique serial key is required to performthe
software installation. This is the cheapest and nost comon net hod

but this protection is also the nost easily circunvented by using the
sane serial nunber for nultiple installations. The serial 5 nunbers
can al so be generated by the use of custom zable serial key generator
progranms Q0] all enighetsesial ke imeequired dotpesfarngiivei sdftwane instattaticr. i Tdvis is
is knomn. [7] Online activation - this requires handling of

regi strat it cHedpestrathdsebsbtomuiremedesd bucid protectibrsientédthe ndse easily |
activation server to obtain in return a mdirective to activate or

bl ock thechefifwand Wesing 8e Yakle ddHH nhhﬁ:e?‘?(f)rtrWﬁft@i f?lr'stéll!éﬁoﬁ]%.r $he serial
time, he is pronpted for FTegistration data. A key Tile uniquely

i dentifyi ' u ' t . t i '
server > wnienbets BaocalkO B boheraledBIE &4 BTE1EEMzdtTe seRalky, Rhbor
t he software or itch fromtrial or de de . to full functjaonalit
Homendi no Dsorams HBBie $ oM gl bats Tt Sonats g emyighon isigpwn.”
Phone activation allows activation wi thout the need for |nternet

access or do not want the application to be connected to the

activation server. In this nethod, the software installation
gener at es [@07]ni §udinecaidiviationt-hehiesrequires rreramling wf registration data and serial

number verification and sending it to an activation server to obtain in return a
10 directive to activate or block the software. When the user runs the software for the
first time, he is prompted for registration data. A key file uniquely identifying a
user's computer is generated and sent to the Activation Server which in response
would generate a license file to activate the software or switch from trial or demo
mode to full functionality depending on the protection mode chosen by the

1s developer.

[008] Phone activation allows activation without the need for Internet access or
do not want the application to be connected to the activation server. In this
me{hod, the software installation generates a unique code for the user to relay to
20 the activation center together with his serial number. The activation code is
generated on the basis of user-provided data to enable the user to activate the

software.

[009] Hardware dongles or locks have also been used to authenticate the



20 the activation center together with his serial nunber. The
activation code is generated on the basis of user-provided data to
enable the user to activate the softwarg. -4- software and prevent
illegal copying or installation. Howevef, similar cracks are
avai l abl e for such hardmare | ocks. [10] Bionetric authentication is
the verification of a user's identity by neans of 5 a physical trait
or behaviwtareraiicherevmensiliegas genyiag driing@liptiomt .Haweermstnpitar ¢reckm ere
reliable and woul d undoubtedly identify the user if he nakes multiple
i nst al | atavailableffor bectphagivaarelbotksamoul d nevert hel ess unabl e to prevent
such rogue user fromusing his registered fingerprint to install the
software in nultiple machines. Although it is costly as it requires
bi onetric devices, with the 10i ncorporation of fingerprint scanner

rany odablop! SERH SATRHLEST RARK IR b ITRST TR t’?@ﬁ@ans of
et hod 1 df PEORERDR? f‘”?%*ié\@%é?gﬁ?a??%ﬁ*sg i o Dt ain eiad s

installed and e ut ed, on nt, Machi ne, where| n said
Machi ne |”§°§T0u%f< vitich "é‘)lﬁﬁrgﬂg@&%ﬁﬁ% antibh theviiser, Ifsaedm@keénmultlple
Machi ne enabl ed to communicate with a Server Machine which is coupled
with a sdosiatiaiensohineapiograndwtowuldingverthetese weiblevtny prevent such rogue
application's installation procedure includes:
user from using his registered fingerprint to install the software in multiple
machines. Although it is costly as it requires biometric devices, with the
10 incorporation of fingerprint scanner in many models of laptop computers today, the

cost has somewhat been defrayed by the users themselves.

SUMMARY OF DISCLOSURE
[011] As an alternative to the afore-discussed method, we have now proposed a
15 method for controlling the operation of a software application to be instailed and
-executed on a Client Machine, wherein said Client Machine is coupled with a first
communication device, said Client Machine enébled to communicate with a
Server Machine which is coupled witﬁ a second communication device; wherein
the software application’s installation procedure includes:
20 (i) prompting a user to input said user's particulars;
(i)  generating a serial key, masking said serial key and rendering it read-only;
(i) encrypting said serial key and user particulars as encrypted information;
(iv) sending said encrypted information to said Server Machine;
(v) receiving said encrypted information at said Server Machine via second

25 communication device;



20(i)pronpting a user to input said user's particulars;
(ii)generating a serial key, masking said serial key and rendering it
read-only; (H) encrypting said serial gey and user particulars as

encrypted information; (iv) sending sai

“encrypted information to

said Server Machine; (v) receiving said encrypted information at said

Server

Machi ne via second 25communi cation device; -5- (vi)

decr ypt i n¢yilandlestmtinganshstariae saithdecrypisddnieamabinon om & Datakasssserver,

Server;

(vii) examning said serial key for validity, including any

one of cofyiiqr iexgndgiagrssid senaldeyifoy salidiyi wickrdit whi loneaifdobaarimgsagdinst
respect of other genuine copies of said software application,

checking for ajegar kéymcgmteldPRiR safBatebt¥e iRFBSpddtafldtké: genuine copies

10

15

20

of said software application, checking for algorithm compliance, checksum,
and the like;

(viii) sending an acknowledgement message from said Web Server Machine to
said Client Machine via respective second and first communication devices if
said serial keys have not been previously registered with said Database;

(ix} verifying said acknowledgement message received by said Client Machine if
it has been sent from a valid source; and

(x) generating an activation code enabling activation of the software application
to be enabled for execution,

wherein the installation and/or execution of the software application is split into a 2-

part procedure, the first part resident upon the Client Machine and the second part

resident upon the first communication device.

[012] In a first aspect of our method, the first and second communication
devices include any one or in combination of a modem and/or telephone
employing wired or wireless telecommunication means. Preferably, the wired
telecommunication means includes any one or in combination of a PSTN, ISDN,
DSL (ADSL, HDSL, etc.) and like services while the wireless telecommunication
means includes any one or in combination of a SIM-based cellular radio network,
including GSM, CDMA, UTMS and data services such as GPRS/EDGE, HSPA

(HSDPA/HSUPA). Preferably, the first and second communication devices are



(viii) sending an acknow edgenent nessage from said Wb Server
Machine to said dient Machine via respective second and first

communi cation devices if said serial qys have not been previously
regi stered with said Database; (ix) verifying said acknow edgenent
nessage received by said Cient Machine if toit has been sent froma
valid source; and (x) generating an activation code enabling
actlvatldﬂﬂﬁﬂoﬂﬁésmﬁﬂmmﬂﬁﬁnﬁypﬁtcat|on to be enabled for execution,
wherein the installation and/or execution of the software appllcatlon
is split into a 2- part procedure, the first part resident upon the
Client Machine and the second part 15resident upon the first

comuni Cgbﬁ an dgVa &Rcohdkdbebh oft dur rlﬁ@erﬂ%e%e Qferiay W(egedé?'%‘i'ateﬁhi% further
first and second comnunicati on devices include any oné ‘or

cor, et s SR g A, RN B oy
rean | kS80Sl SEEDPIR HEl e e kSl TP e
ng,n?, Ingtcr\lﬂggﬁ[%e%nn%lc?rnﬂersto (r:orlnpnucn(ljcrg}[||0E']1a<§ev?ges()flrlcfllucﬁlr{t'}4 a?\?(sgnde gfe ;lallolélegéor serial
number, motherboard serial number, SIM phone number, IMSI number, IMEI
number, product ID, UUID, ContacﬂContactless Smart card ID, RFID tag and the
like.
10
[014] In a third aspect, the transmission between the first and second
communication devices include intermediary gateways, proxy servers, routers and

networks. Moreover, the software application may comprise at least the following

subroutines or layers for performing each specific task in a sequential manner:

15 (i) a user Interface layer for inpuiting of user details and other related
information;
(ii) a communication layer for establishing data flow between first

communication device and Client Machine, and from said first
communication device o second cemmunication device;
20 (iii) an authentication layer for checking if the serial key is valid; and
(iv) an activation layer for generating activation code upon successful

authentication.

[015] Preferably, the communication layer further includes encryption subroutine



including GSM CDMA, UTMS and data services such as GPRS/ EDGE, HSPA
(HSDPA/ HSUPA) . Preferably, the first and second comuni cati on devi ces
are -6- able to transmt via the Interget. [13] In a second aspect
of our invention, the serial key generated is further nmasked and/ or
its file attribute is swtched to read-only. The encryption may 5
further conprise automatic encrypting at |east one_unique identifier
from t he and éxcapgklei efdnypling medenstquasineammandsn Thevieyes, sUREIUERAPr
any one of processor serial nunber, notherboard serial nunber, SIM
phone nunbedulddvBie prefbmbly didibutedidsetwepndactlidrd, MakhiBe, Server Machine
Contact/ Contactless Smart card ID, RFID tag and the like. 10 [14] In
a third agpgebtiohdl 4 F@NSIE gsttpasdebmween the first and second

comuni cati on devices include internediary gateways, proxy servers,
routers and networks. Moreover, the software application may conprise
at least the follow ng subroutines or |layers for perform ng each

user Lnterface |ayer

hput 1 ngtBPl sl By BT Hspfst oRRC BekadaRodSient ThERIRRT doPERieli®by the

Server Machine is encoded with a Server Machine identifier enabling the Client

Machine to identify and validate that said acknowledgement message originates

from a valid source.

10 [017] In a fifth aspect, our method may be embodied as a subroutine or
instruction set in said software application’s installation and activation module or
procedure. Preferably, the installation and/or activation program execution is split
into a 2-part procedure wherein the first part is resident upon the Client Machine
and the second part is resident upon the first communication device. More

15  preferably, the parameters necessary for the installation and/or activation program
execution is retrievably stored in 2 parts wherein the first part is stored in the Client

Machine and the second part is stored in the first communication device.

[018] Nevertheless, the complete execution of the installation and/or activation
20 program is preferably performed on the Client Machine upon retrieval of the 2-part
executable files and/or parameters each from said Client Machine and first
communication device. As a preferred embodiment, the first communication
device is a cellular phone and the second part is stored in any one of the SIM card

and cellular phone or modem's memory. Another preferred embodiment of the 2-



(ii)a comunication |layer for establishing data fl ow between first
communi cation device and Cient Machine, and fromsaid first

conmuni cati on device to second comruni gati on device; 20(iii)an

aut hentication lLayer for checking if the serial key is valid; and
(iv)an activation |ayer for generating activation code upon

successful authentication. -7- and is capable of invoking nodem
query corp@ith@xecutiea pragedgre isubrasiapt il povisedor escaméiopraridededyption of
di stributed between the Cient Machine, Server Machine and optionally
a renvot e digitalbesdentsr transfebredOhéfwden a SewrdrhMashieet antih® Client Machine,
acknow edgenent nessage generated by the Server Mchine is encoded

Wi th a SeyNgrkilVaCpubIR ke€¢nsiHdsted emeid BeridremMachpRl oiYBBBI fit 1Rt and a
identify and validate that said acknow edgenent nessage ori gi nates
froma Vaﬂd\%té%gcigﬁe]l%rél%ﬁ%sihg thefrkt Eoﬁﬁﬂﬁﬂ&ati&yﬁemﬁ{e%n@l'eob?o the
enbodi ed 'as ‘a subroutine or rnstruction set 1n sald sortware
application' s,.,nstallation and activation nodul e or procedure.

Pr ef ersabl(;)i,'e'ﬁ%a(fs'“%? 8!‘}“':3\? ?8?10%8?& activation program execution is
split into a 2-part procedure wherein the first part is resident upon
the Cdient Machine and the second part is resident upon the first
comuni cati on device. Mdxre 15 preferably, the paraneters necessary
for the i[A39hI Ilat &osixtinaspectadbe vattivatiopr capenris egerenatednor ssncoded as a
retrievably stored in 2 parts wherein the first part is stored in the
dient Medyueacancbrhpwsisgaerd ipaige (iaclatimgebarcadeher 20D $arcode), audio or
communi cati on devi ce.

sound tones and like machine-readable parameters, or encoded as an executable

10 file essential for completing the installation.

[020] In relation to reinstallation of the software application, the uniqueness of
the serial key is maintained by requiring a previously registered user seeking to
reinstall the software appiication to uninstall said application and remove
15 previously registered serial key and user records from the database before

verifying reinstallation-generated serial key.

[021] In respect of the various implementation of our method, one specific use
may be as a substitute for secure system login by a user. Another use would be in

20 the downloading of updates, patches and fixes of said software application.



[ 018] Nevert hel ess, the conplete execution of the installation and/or
activation 20 programis preferably performed on the Cient Machine
upon retrieval of the 2-part executable,files and/or paraneters each
fromsaid dient Machine and first conﬁghication device. As a
preferred enbodi nent, the first comrunication device is a cellular
phone and the second part is stored in any one of the SIMcard and
cel lul ar bIFONOFACREHERAN YINFDPRAVERNGRer pref erred enbodi nent of the
2- -8- part execution procedure is to adapt it to provide for
encryption and decryption of digital contents transferred between a
Server Machine and a Cient Machine, wherein a public key is hosted

on the Seppe] MiBSiBRWIRG IdtawindsShaRibbeANAcRdIBE IT¥AEAsK Y Urlerstanding of
generated using the first comruni cati on device connected to the

5C i ent [ t I Lxteh s - ;
acti vat | oo f@nitn O WECEf FeltRien L SXamlerg, AbRATE SilcodifBnts with
text, Inma i.ncl udi ng. bar cpd r 20 barcpde), audio or sound tones
and like é%?ﬂ@§¢gaﬁgﬁﬁ@”ﬁﬁﬁgﬁﬁ?WFsP aPm ncoded as an executabl e
10file essential for conpleting the installation. [20] In relation

to reinstallation of the software application, the uni queness of the
serial key is maintained by requiring a previously regi stered user
seeki ng t[©23pi nEIGURE: hehews avganerabgiheme pbaur methtichintwihich sair éhstallation
application and renove 15 previously registered serial key and user
records fpagraié dalilyers tredubroutiess &ns ligged;ei nst al | ati on- gener at ed
serial key. [21] In respect of the various inplenentation of our

nmet hod, one specific use may be as a substitute for secure system

| ogin by a user. Another use would be in 20 the downl oadi ng of

updat &5, RakghesAURE" DX MlsfhieSatift SRR 6 YRRUINASEAR key to the Server

Machine according to our invention in a flowchart or logic diagram;

[025] FIGURE 3 depicts the activation code generation process according to our
invention in a flowchart or logic diagram;

15
[026] FIGURE 4 exemplifies in a flowchart or logic diagram the process of

verification in our invention;

[027] FIGURE 5 portrays in a flowchart or logic diagram the process of

20 uninstallation according to one aspect of our invention;

[028] FIGURE 6 represents in a flowchart or logic diagram the splitting of

executable files in another aspect of our invention; and



-9- LI ST OF ACCOVPANYI NG DRAW NGS [22] The follow ng draw ngs have
been included for ease of understanding of our invention, by way of
reference to exenplary, non-limting eghodi nents with 5the detail ed
description that follows, in which: [23] FIGJRE 1 shows a genera
schenme of our nethod in which our installation programs nmulti-I|ayers
or subroutines are listed; 10 [024] FIGURE 2 illustrates the process
of sendi 1@28kr iIFGURE # pottraysSer @ dlowdheni ok lagic ciiagrag the execution of the
invention in a flowhart or |ogic diagram [025] FIGURE 3 depicts the
acti vat i aplitexecideblerfids o F 3. Giaseasmbodimgnttod owwinvendlent i on in a
flowchart or logic diagram 15 [26] FIGURE 4 exenplifies in a
flowchart or logic diagramthe process of verification in our

i nventi on; [27] FIGQURE 5 portrays in a flowhart or |ogic

di agram t he process of 20uninstallation according to one aspect of
our invention; [28] FIGJRE 6 represents in a flowhart or logic

di agr am her RIS HeeAIp TR SbE e aMEbAIRERTS aspect of our

i nventi o

[030] Whilst our invention endeavours to provide a means to protect software
(which covers all forms of software including compuier applications, downloadable
digital content, games, etc., and to prevent piracy of the software, it does not alter
10 the existiﬁg distribution channels, i.e. whether they are disiributed through
secondary storage medium or multimedia disk (e.g. CD or DVD) or downloaded
through Internet, cellular network, etc. The user may install the software
application from the CD or DVD on a computer as usual. Depending on the
publisher, a grace period (e.g. 10 days or 30 days) may be provided for the user to
15 try the software without activation. To activate the sofiware according to our

invention, we shall describe specific embodiments in the following.

[031] The crux of our method for preventing software piracy, through controlled
authentication and activation of the software, lies in using hardware or firmware
20 that are prevalent and pervasive as personal communication devices such that a
user or customer of the software application is véry likely to be in possession of
such hardware (e.g. cellular phone) or firrﬁware (Subscriber Identity Module or
SIM card) without limiting to these examples. Accordingly, our invention takes

advantage of the unique and secure encoding based on these personal hardware



-10- [29] FIGURE 7 portrays in a flowhart or |ogic diagramthe
execution of the split executable files of FIG 6 in one enbodi nent

of our invention. 5 DETAI LED DESCRI PTI QY_OF SPECI FI C EMBCDI MENTS

[ 30] Whilst our invention endeavours to provide a neans to protect

sof tware (which covers all- forns of software including conputer
applications, downloadable digital content, games, etc., and to
prevent pPFadgviees t wihaut tthar deedt fapekivasting| inerfurtbet harshyasei kgys for
di stribution channels, i.e. whether they are distributed through
secondar yasthentigatiorediliuis for benrdtédreldataodt proppsed. adiation PvB}edure may or
downl oaded t hrough Internet, cellular network, etc. The user may

install tReys@dttregTeh BPRhG ARbHRA conpBtiidietoddmpletMPeoictRai@RPUt er as
usual . Dependi ng on the publisher, a grace period (e.g. 10 days or 30

days) may be provided for the user to 15 try the software w thout
activation. To activate the software according to our invention, we

shal | desgyd-he ecific. enbodi ments in the follow ng. 31]. The crux
of our® ol OBF Iharih RYCLBRRES st ot Suos® PeRiSri omubishficy evibes
aut hentication and activation of the software, |lies in_usi ng har dwar e
or firmafBd3ef rafular eorprunigasions Aeiwpe: (Pai ReMieSHGBR/EDGE, 3G and
communi cati on devi ces such that a user or customer of the software
appl i cat i 839G sietwenks) irkerdertto ertablishpthasenission bétwasnha Kliemhddachire di.e.
cellul ar phone) or firmwvare (Subscriber Identity Modul e or SIM card)

wi t hout | iviiete ftge boftvhesis texibeatslled\andraxiengtad, oooperatsd bh) andtaiSesver
advant age of the unique and secure encodi ng based on these personal

har dwar e riRychifey (ieeswiith ipdiertaRes 186 GUtRENnticRYE’ tdriD abtivdtisht d&disions). By
har dwar e keys for authentication. It is to be noted that our proposed

activatio 2 y rel V| I t ot
Conedl SRTPIHER BB B, 5 R S06h R SERA! communication
devices, user input and conventional use of the software’s serial number, which is

also known as “Product Key” may be eliminated during installation, authentication

and activation process.

15 [033] The general embodiment of our invention may be schématically shown in
FIGURE 1. Basically, our invention provides for a method for controlling the
operation of a software application to be insialled and executed on a Client
Machine wherein the Client Machine is coupled with a first communication device
enabled to communicate with a Server Machine which is coupled with a second

20 communication device. The term “Client Machine” is employed in this
specification to mean any device including a computer capable of being installed
with a software application which is the subject of protection of the invention

herein, and to operate or execute that application.



5 [032] Qur invention thus nakes use of such personal conmunication
devices and their cellular comunications network (e.g. PCM GSM

GPRS/ EDGE, 3G and 3.5G networks) in order to establish transm ssion
between a C'ient Machine (i.e. where thé software is to be installed -
and executed or operated on) and a Server machine (i.e. which

undert akes the authentication and activation decisions). By 10

enpl oyi ng084] stThrytarmi (rrvied dachipedis eémployedin thieisppeifisatien as to mean
comuni cati on devices, user input and conventional use of the

sof t war e' thes eomantionabeervashiieh if snayy & lendenicasor Rppllosiiorkehat weoles
elimnated during installation, authentication and activation

process. dervic833ior TEENMEAEH aklicpi®OsE dH & 20Wlieh¥EVEF MrcARYCtRR Which

schematically shown in FIGURE 1. Basically, our invention provide

for a net f r ' i f f appli ]

to be 1 natneelonFa s eBkne e AP R He ot G BE g PHBhEg bk
Machi ne i.g,,coupled wth a first comrupicatiqn devi ge enabl.ed to, . .
commur catehi BRRErS.RY; bR uRPh oA ERNG ST B Se VAT AMagtbRy Dothis
conmmuni cation_device. The term"Cient Machine" is enployed in this
speci f i catResHIEHoRdR AlsariPVEs @i sesvebpligingg Webdaseter capabl e of

being installed with a software application which is the subject of
protection of the invention herein, and to operate or execute that
application. -12- [34] The term "Server Machine" is enployed in

thi s sped0BbFat$wavifcallyooursoitivhee applicitionenmistalietive protedurel ihchilis ke
a device or application that perforns services for connected clients
as part opligwilg £8ps:server architecture which connection to its
clients may or “may not be based on the Internet. Hence, the term5

" \Véb I%erv - nepyroﬁf‘ptioﬁquuéeﬂltgri@é\ﬂ%%?@ﬂéé’r’%%gchﬁg ver Machine® in

this specification't SO cov a server 'not Web- based.
[ 35] Specj.ficall our software application's installation procedure
i ncl udes (ﬂ'&e foqe?/rﬁmt}qbg 43608 X%pr onpting a user to input said User's
particulars; (ii) generating a serial key;, ) )

(iii) encrypting said sérial key and user particulars as encrypted information;

(iv) sending said encrypted information via first communication device to said
Web Server;
15 (v) receiving said encrypted information at said Web Server Machine via
second communication device;
{vi) decrypting and storing said decrypted information on a Database;
(vii) examining said serial key for validity, including any one of comparing
against serial keys registered with said Database in respect of other
20 genuine copies of said software application, checking for algorithm
compliance, checksum, and the like;
(vii)  sending an acknowledgement message from said Web Server Machine to
said Client Machine via respective second and first communication

devices if said serial keys have not been previously registered with said



(tii) encrypting said serial key and user particulars as encrypted
information; (iv) sending said encrypted information via first
conmuni cation device to said Wb Server'315 (v)receiving said
encrypted information at said Wb Servé?'whchine vi a second
comuni cation device; (vi) decrypting and storing said decrypted

I nformati on on a Database; (vii) exam ning said serial key for

validity,

i ncl ubbefRPas®y one of conparing against serial keys

regi stered with said Database in respect of other 20genui ne copi es of
sai d sof t (imy e apptifytat said ackhewlddggnfent nadsgpagetrboeivedilyi sid €lient Machine
checksum and the like; (viii) sending an acknow edgenent nessage

fromsai d Wb Sgnmedis Deshsast ftemsaldlidddgesd: ddrhi ne via respective
second and first comruni cation devices if said serial keys have not

been previgusly bRGlthE" & diRatighdcodd3enabling activation of the software

5

10

15

20

application to be enabled for execution.

[036] FIGURE 2 shows a flowchart of the installation up to registration of the
user at the Web Server. Based on the scenario that a user is installing the
software application on his computer and is seeking to activate it, the user may be
prompted to input his particulars in the course of the installation. A user interface
may be used such as a dialog box display on a computer screen during the
execution of the installation routine or subroutine of the software application. By
‘user interface” we also mean any other form of prompting such as a audio
sounds or voice commands for the user to follow through with the input. For
example, the user may have to input user details such as Name, Email, Mobile

number, and other related information.

[037] In generating a serial key, a further step in masking the serial key and/or
rendering it read-only may be made for additional security so that the user is not
able to modify or change it. The resultant serial key, whether it is further masked
and/or rendered read-only, is then transmitted to the Web Server. As additional
security, the resultant serial key may be encrypted together with the user's

particulars before being transmitted.



Dat abase; (ix) verifying said acknow edgenent nessage received by
said Gient Machine if it has been sent froma valid source; and (x)
generating an activation code enabling_gctivation of the software
S5application to be enabled for execut i A" [36] FI GURE 2 shows a
flowchart of the installation up to registration of the user at the
Wb Server. Based on the scenario that a user is installing the

sof t war e [83f] i cEhe tanemissian iscionet éa adfindt Cempvidatipntdevacs nihemay be a
the user may be 10 pronpted to input his particulars in the course

of the i nabdematoopledAoutiey compeitdracet sByuldebel sbghifidc thatsinathdl slett that
box di splay on a conputer screen during the execution of the

i nstal | at Ih%né@ﬁéﬁ\}éﬁoﬁﬁs $4P Eﬁblééﬁ‘ﬁanthé %e? ﬁfsié’@f Spfr 'tél%ﬁﬁbﬁcﬁ agtE\Yae’ltion,

"user interface" we also nean any ot her formof pronpting suc

audi o so V, okt tqg.f II g Lt h
t he mputJtﬂ géo Qéeej%rrg\%ma?) ﬂgngsfesr &%Sﬂ%%d gs f?"npu %@?Mdgj{ \;ﬂﬁe first
such as Nane E[TB.I| and 0 ated information

577 B genBiwtaton dediten erdds Rroxfbiaid Goe pTIE Rk PRGNE e cBiactng
key and/or rendering it read-only may be made for additional securlte/
so that tthe {YebrSeryenby thezgsalbuSetOth fenrideregras heingecaupledrifethe computer
resul tant serial key, whether it is further masked and/or rendered

r ead- onl yas the Chent Machisedi tted to the Web Server. As additi onal
security, the resultant serial key may be encrypted together with the
user's particulars before being transmtted. -14-,

[038] If the first communication device is not, for example, a modem coupled to
10 the computer such as in the case of a hand phone, then it should be understood
that data transmission may be established via infrared, Bluetooth, data cable or

other conventional data transmission means.

[040] In order that the user is not burdened with submitting technical details that
15 is required to generate a unique code as part of identifying the user and his
hardware (i.e. the computer or hand phone), commands may be built-in to the user
interface to automatically retrieve such information and include it in the information
to be transmitted to the Web Server. For example,.the computer's processor
seriallnurnber may be gleaned from the operating system’s System [nformation
20 and transmitted along with user particulars. As another example, the International
Mobile Equipment Identity (IMEI) number may be obtained by dialing “#06#"
which sequence may be included in the activation instructions to the user or in the
user interface. The resultant combined identity may thus be included in a text

message (Short Messaging Service, SMS) sent to the Web Server.



[38] The transmission is done via a first conmunication device which
may be a nodem coupled to the conputer. It should be clarified that

in the event that Internet activation Iﬁ? not chosen and the user

i nstead opt for tel ephone activati on, en the user's hand phone is
consi dered as the equivalent of the "first 5 comuni cation device"

and the proximty and use of the hand phone in contacting the Wb
Server by the user is to be considered as being coupled to the
conputer as the Client Machine. [39] If the first communi cation

devi ce is[0dd], The encayption, sepnodgnthusuflrthertaondfrigchautmonpiidc enceptihg at
as in the case of a hand phone, then it should be understood that

dat a trangaks dnenuAiViePRlepfifiairbah @tk \Clent Nibahiag. arﬁi/@@tﬁ%ﬂ&bmﬂﬂ}rﬁ’catlon
cabl e or other conventional data transm ssion neans. [4 I n order

that the ysgre ﬁna%lnguélﬂ?aﬁéi o‘f“tﬁé‘céhﬁ@ﬁ\ér Aﬂrﬂgeés[%‘i@%n%ﬁhuﬁl al rJnBtI'[eEBtBard

15 is reqU|re rat’e uni que ¢ Irdenti Y|n
user and his

be built- ?‘?‘Fqlhn't"ﬁ'g)%[lsgﬁ |RP%’5$§E‘§%E%r'anE%ﬁrﬁ ]$a d'\/ﬁjbq %PB cﬁi (nﬁél)

information and include it in_the information to be transmtted to

the Wb SBYREEN thsr atorasaif dMELBURSRpUPEdUst dDo(@lse; dinowey pg) Progivsk Key),
may be gl eaned fromthe operating systems System Information 20 and
transmi t t doiversally Wniqueuktentifiar (UBDpesd the Bt hdthasiginpleehavdaised the
I nternational Mobile Equi pnent Identity (IMElI) nunber may be obtai ned
by di al i ngxdrhplost thdicommenicatiore dsicebasi beihgdedellolar e GSM \phonen it is
instructions to the user or in the user interface. The resultant

conmbi ned b&ﬂaﬁétﬁhaWaﬁd?Hés@ﬁ b'i]kf,;:L RS 'r@la@ed %.6%8@% (aEthPRS/EDGE
Messagi ng Service, sent to the Web Server. -15 [4

encr ypy i ofp BESPCHRY UtWS éﬂbf)%rdﬁ ﬁ§0ﬁ(ﬁ§§|ﬂﬁo?%§§(¥fhl?%rgé s also

| east “one un| ue I romt |en I ne an

SO hEER A AP 1S 0BeTR ole DTBEL R AR B

I nternatignal Mbile Subscri ber I D (I VBl ) unber the af oresaj d
nunber, pPBRIEPhopesalRRA KPiRResaseter @d%c@'SReWSS'QJﬁi v lersover, Ui f&eeChent
Identifier (UUD) and the like. Although we have used the exanple of
t he comuiachirieols itetalled arscagiled) vathc8mart Siardy olGBFIPHagaeader,itbe use of
obvi ous that transm ssion over other related services such as
GPRS/ EDGEcontact or contactless Smart card, RFID tag, etc. are also possible.
15
[042] For the Web Server to be able to receive the information from the user
sending it via his hand phone, the Web Server will have a second communication
device coupled to it such as a compatible hand set. The Web Server, upon
receiving the information from the user, will be able to recognize the format of the
20  string of alphanumerical data or, if it is encrypted, will be able to decrypt it and
parse the decrypted information according to its predetermined format in order {o

identify the unigque hardware or firmware code, user particulars, software

application’s details, etc.



10 (2.50), CDWAW UTMs (30) and HSPA ( HSDPA/ HSUPA or 3.50) networks is
al so possible, and that apart fromthe use of nobile phones, the use
of canera phones, Smart phones, PDA phqg etc. are al so possible.
Moreover, if the Client Machine is inst led or coupled with Snart
Card, or RFID tag reader, the use of contact or contactless Smart
card, RFID tag, etc. are also possible. 15 [42] For the Wb Server
to be abl[848b riseideerypted iandémpaissd theoinfoteatiremae timdpe stoved in a
hi s hand phone, the Wb Server will have a second communi cation

devi ce calgtbieasd avhith Suah los Hostadnist g evbbn8eser. The déiabSesvieby be
upon receiving the information fromthe user, will be able to

recogni Z%r’bbiﬂeﬁ%'{ﬁé féﬁn bhg te%toba%éd fie schh%@WF“@?WW' fllgatﬁeotﬂatabése

it is encrypted, will be able to decrypt it and parse the decrypte

i nf or mat 'rﬁ%gaQEBr b”%og%d CEmtE SRS R Theedd Oré@rlvef' oW (@se a third

identify unirque hardware or fi rm/vare co Usér particulars,
software appli cat details, etc he decrypted /.0
o sod { imuE RSN SR Medhe B%mgfediréw%q@/% SOmsL @ﬁr@r@w@ﬁ Feve
hosted by the Wb Server. The dat abase may be provided in the form of
a t ext - bagkdMatios any e aserpitenpihe xemols Nataliase $erearaié dhedell Servees
hosted renpte fromthe Wb Server in which case a third 5

conmmuni cagoconddewinowinmeatione deeigai isetb foer delizated fSeruser dwhsntmatioanand
retrieve informati on on the users fromthe renpte Database Server if

t he Wb Segtivatios. second conmuni cation device is to be dedicated for
user authentication and activation. 10 [044] Reference wll now be

made in respect of FIGURE 3 which illustrates the procedure from
checki ng t he seri al key's authenticity up to generating an activation

fhat 15’ | %B dyc%LW@é*‘e?“h’}%?e%sFﬂhgr‘éF%@ Lf%ﬁ“ﬁfﬁéﬁ@@ﬂ}!}aﬁ*ﬁaéhe
%?XL‘)Bfeﬁfm BA0 i, B 66, Seral sy g0 ANTRAEUV i 40 rquePrBlan an

regi stered and stored or tabulated in the dat abase. If the serial key
that is LRGtvgtieusafe: &namambegimericsl piravpibes for chgelingifdbe aeﬁahk%wat
Client Machine will send an acknow edgenent nessage via the second
conmuni cdsibmingleent byta uske aemptingMacacthate ithe tdoftwiare stas previously been
comuni cati on device (which may be, for exanple, the user's hand

phone or ddedl ROtdCIchesk iﬂ\/égéilnaﬁ tise HRAEAse Aife AYWIREh NBretiotis NatBehticated
uni queness of the serial key is to require a previously registered

user seekidisid? ggéﬂmﬁé abkwahe Rt Ne&e ré ] ér&&térgi‘ slfedMrngbaldied 8 the

application and thus renove previously gl stered serial key and user

records fdé:tgb%&fel aﬁtfﬂ%aggngeﬁg%ghéfa i ft%éuﬂtg ftlltﬂ)?nlﬁg& Vi ot b DiiSusty

and the reins i on- génera

registered, then the Client Machine will send an acknowledgement message via
the second communication device to the Client Machine via the first
communication device (which may be, for example, the user's hand phone or the
20 Client Machine’s modem). One way of maintaining the uniqueness of the serial
key is to require a previously registered user seeking to reinstall the software
application to uninstall the application and thus remove previously registered serial
key and user records from the database before verifying the reinstalled software

and the reinstallation-generated serial key.



-17- [045] The installation procedure at the Cient Machi ne has been
preprogranmed to recognize if an acknow edgenent nessage received
originates froma valid source, i.e. t Wb Server. One way enabling
the dient Machine to discrimnate if ThHé acknow edgenent nessage is
valid or conmes fromthe Wb Server is to 5 encode the nessage with a
Server Machine identifier. If the acknow edgenent nessage is valid,

t he i nst al04& i ohhginstaktation mooeduretadnthg iienhiMachinednas been preprogeammed
whi ch woul d enabl e the software application to be activated for

conti nuout escagmizd ¢ abpckAowsRigefedtOdeksade aepsieé@rarifhatad dedmeatvalid
the activation code may be generated or encoded as a sequence

conpr i si ngo§r@s! ;.o tBAFeb SEH&MI Ogeb)?éfgﬁ%lmg tBe @I?érﬁ%ﬁ@éhir&%é@ﬂ%cﬁhinate

sound tones and |1 ke nmachi ne-readabl € parangéters, or enco as an

execut abl L ' (o] [ the i t Fo :
exanpl e, ?fthg %%@?aﬁéﬁgﬁﬁﬁtc@teggg%ﬁ% ﬁ%ﬂﬂs(%r cérﬁ%ﬁ’mmﬁr\g{g téF 5 nd to
Wb Server that the hand phgne 15 nodel used . is,a pajtjcular c ra
bhone. o denCotth ie\geSSR0e o thay SERar MACKBR ddeRUTRC ik iF rfoRpiRGement
message to include a 20 barcode (al so known as "matrix code") which
the user W@pSpEe s \alid, dfel lasipliatian wrecedure welle rthephaererate amppelivagipn
such 2D codes include: 20 [047] - bCODE (devel oped by the Australian
conpany, bodawhichmvould erfratile treesoftasreaapBivatior s bg @ctivatedrfdr phoimeous or
and di spl ayed on the phone's screen to be read electronically such as
t hat usedupihesfiptey use. mobi l e ticketing systens, nobile vouchers,
security passes, etc. -18- [048] - InterCode (by |IconLab, Inc.)

which is the standard 20 barcode in Korea. Al 3 Korean nobile
carriers put the scanner programof this code into their handsets to

ncoae t aeliAChpel By BReferB AmEBh e, MR ERauPH MR I ¥ Bhnprzted or

hone scannin lications. It is Designed to enabl e advance el |
oo aoikathd 805 sHatknes sambrianatesh dnade asiaing barcode or 2b Bafcode),

audio or sound tones and like machine-readable parameters, or encoded as an
executable file essential for completing the installation. For example, if a user has
indicated in the user information sent to the Web Server that the hand phone
15 model used is a particular camera phone model, the Web Server may in turn send
the acknowledgement message to include a 2D barcode (also known as “matrix
code”) which the user may print out and capture with his camera phone.

Examples of such 2D codes include:

20 [047] - bCODE (developed by the Australian company, bcode.com) which is
sent as an SMS message to hand phones and displayed on the phone’s screen fo
be read electronically such as that used presently in mobile ticketing systems,

mobile vouchers, security passes, etc.



[50] It would al so be apparent that depending on the capability of
the caneral 10 phone nodel, 2D, graphical or other matrix codes may

al so be send as a nul tinedi a nessage ( ) or extended nessage
service (EMS). For smartphones or PDA™pfiones, the options and
functionality are greatly increased. [51] As shown in FIG 1, the
software's installation or setup file may have an 15 architecture
conpri si g48jul i phterCage(by IcBakab) laggwhish & thebstsisdanh 2 barqoelef inkorea.
specific task or provides a specific set of services (including

conmmuni cali GnKprexreubisiiec ehirirs AR theUkdalterspeiyram bf @hislcoddanioethiir
file for the dient Machine may conprise of at least the foll ow ng

subr out i eHARktd BYRIcEsE HotNBHRMBNDs SafdtadIPeRibid8el F7égrath 2
sequenti a manr?er: EO?I )fbﬂge@@rﬁrﬁtég? ace ?ayer F'gr Sv?’zﬁ%ﬁy ‘descri bed)
for inputting of user details and other related information; (ii)a
comuni cation |ayer for establishing data fl ow between first

conmmuni cat i an devi ¢ ng, Cl i ent chine, ‘a fromsaid fjrs

communRi cg{)‘i’@n devﬁhfgocfeo?%%‘f%%?ﬁdcgabﬁﬁ??ae%@ gpr&@(ﬁl%@? 59@?@‘93@1 fQry capera

aut henti cation | ayer for checkinP if the serial key is valid; and
phone scanning applications. It is Designed fo enable advanced cell mobile

applications with standard camera phones.

[050] It would also be apparent that depending on the capability of the cameral
10 phone model, 2D, graphical or other matrix codes may also be send as a
multimedia message (MMS) or extended message service (EMS). For

smartphones or PDA phones, the options and functionality are greatly increased.

[0561] As shown in FIG. 1, the software’s installation or setup file may have an
15 architecture comprising multiple layers. Each layer is a subsystem that performs a
specific task or provides a specific set of services (including communication
procedure calls). As could be seen in FIG. 1, the setup file for the Client Machine
may comprise of at least the following subroutines or layers for performing each
specific task in a sequential manner:
20 (i) a user Interface layer (previously described) for inputting of user details
and other related information;
(ii) a communication layer for establishing data flow between first
communication device and Client Machine, and from said first

communication device to second communication device:



(iv) an activation |ayer for generating activation code upon
successful authentication. 5 [052] The conmmunication |ayer conprises
program codes for establishing connectHQﬂ bet ween the comruni cati on
device and the dient Machine. Preferabl’y, the comunication |ayer
further includes subroutines for encryption, nodem querying and
commands. Program codes are also provided to retrieve and update data
ei ther stidibed ian axthenbination leyer fas cheakinaiitihe seialikey tsevalig; gnd 10

phone nmenory) or on the SIMcard. [53] The authentication |ayer

conpr i ses{iyr ogram actiesiono layeecfor fgdrieeatiay | adtiviatiyn s eotie byipbhe susesssiul
is valid or not. Authentication will be performed at | east once

during the instalthakiieiiopf the software. The activation |ayer
conprises program 15 codes that generate and check the

acknow edgenent code received fromthe Wb Server. In a successfu
activation, an activation code is generated using the serial key

and/ or_ usgr.details. . 4 or the Wb Server, the setup fjl .
mmy. oot J0R2] el 1% G omMHIFafEns aer oSnBeen e S, fomn eplafishing
[ 55] The conmuni cati on | ayer conprises program codes which are able
to establ F¥HECHARe AGtWRCH e thiR e ROMRMIIEAHIATHI @RYIFSN aRevithe drient hMaghine.
Server. The program codes are also able to retrieve and update data

ei t her stBreferably,tthe communinationylagér furtherommiudiesasuboautiead éar emcrgption,
the SIMcard, and to send and receive data to and from ot her

comuni catmiodendquesdng Bhd commandeat Payrhay esdearaialss progdednis odtizve
that nmay use AT commands if the Web Server is coupled with a nodem

and al so gaiipdate BBtDEASet StofdE iy Bhe FEMBRLHY Ble @aﬁrﬁnuﬂnﬁtéﬂwvggdiceqeﬁg.

noted that where the user chooses online activation and

Ser vej, erd &Fm%‘?f&rgnwgﬁé\tgidégd_mbsi te (https://), the encryption

and decryption ons o conmuni cation | ayer above woul d be
redundant. As such, our encryption and decryption steps should be
interpreted accordingly under such secured conputing domains.

[053] The authentication layer comprises program codes to check if the serial
key sent by the user is valid or not. Authentication will be performed at least once
during the installation of the software. The activation layer comprises program
15 codes that generate and check the acknowledgement code received from the Web
Server. In a successful activation, an activation code is generated using the serial

key and/or user details.

[054] For the Web Server, the setup file may contain the following layers or

20  subroutines as shown in FIG. 1:

[055] The communication layer comprises program codes which are able to
establish connection between the communication device and the Web Server. The

program codes are also able to retrieve and update data either stored in the



10 [56] The authentication |ayer conprises programcodes to check if
the serial key is valid or not. Authentication wll be perforned at

| east once during the installation of g e software. Where the user
downl oads the installation software frém Wbsite, i.e. the dient
Machine is connected to Internet, nost of the steps as 15 descri bed
previ ously are applicable, except for the encryption/decryption

steps, pdnemeny arthg mmntqﬁieomdﬂviaemorpttwwé@atdteandeto snds/and receive
secure computing domain (https://). Furthernore, the functions of
comuni cajata o lamgefromasthbe sbieadnicatidnagievicanThacommadmioatidraleger maytains
al so be perforned through the Wb Server. 20 [57] The activation

layer comppieR cBHES RS FRYassd ATt catRRindtar iftevad) B¥Aldras @oprd WK a
activation code is generatéed using the serial key and/or user

details. ?&I}rg arltét sdb‘\?gﬁt%gr 'n‘(@thb@g tcaé’r?t{ ¥n | 8, R5RYT #eehd R be

t he setup ver ubsequ |vat on can be
perforned n,requl ar t erval i there |s an ,
Dor twdr o.neBpd i e’ Brdise oBoasits api grihertion; ahchBecien Srmep ravies
Internet (a set of program codes can determne if a crack is found

for the % §e$ttrna¢%ﬂalat§tgw@@saeéh§tp$tg) WeE encayrtiereand slesngign; functions of
returns relevant results, the results could be forwarded to the
respecti \Ibed:epanunieatiorv\/layecabovamm tlecedupdant! Awsach,i ourtérenyptiooudrt
be done), or depending on the publisher's policy. [59] The variation
in veri fiderystionbsteps ehalildoye hrgefpesteticacaotdikgllyi 1l ep soeR detarddScormputing
illustrated in FIGURE 4. It can be noted here that any attenpt to use
t he sane &#riips. key to install the software will fail as the Wb
Server will block the generation of activation code. Mreover it wll
help to identify the pirate since relevant information is stored on

t he b Server. The steps involved in the uninstallation of the

sof tware [838]' teI gtrl]th%enft%a ion Etylé?ec:on'llpsnsaelslpr\é\g%n% %ogigs rt]gt % ck 1fsthe serial

key is valid or not. Authentication will be performed at least once during the
installation of the software. Where the user downloads the installation software
from Website, i.e. the Client Machine is connected to Internet, most of the steps as
15 described previously are applicable, except for the encryption/decryption steps,
particularly where the publisher provides the Web Server in a secure computing
domain (https://). Furthermore, the functions of communication .Iayer,
authentication layer and activation layer may also be performed through the Web
Server.
20 |
[057] The activation layer comprises program codes that generate the
activation code. The activation code is generated using the serial key and/or user

details.



isoutlined in FIGURE 5. [60] As a preferred enbodi nent, as shown in
FIGURE 6, our installation and/or activation program execution may be
split into a 2-part procedure wherein t?fg first part is resident upon
the dient Machine and the second part s resident upon the 20 first
comuni cation device. In this 2-part procedure, the paraneters
necessary for the installation and/or activation program execution is
retri evabl[§5&k orene-agtivatiantlayemmayi aise the mﬁqvgteqogartthe setipofiledorvthe Web
resident in the dient Machine or conputer for execution at the

conput er, Sdrvére Subsegaennactpativbn icandicopedoimed be regukil intereals)iardf thae is
device (i.e. the nodem coupled to the conputer, or phone nenory -22-

or SI M cargh l§;§t§1§té€f6r e ddfevaitl bphvRenBla ks /s fcPicK foRnagbt F%te $&Hware on

process). [61] In this arrangenent, as shown in FI GURE 7,

conpl ete j i I i / i i r i
o of or abl o Baricafet £ seOEf otab Rl G Blerifie 1 B2cR[I€J0AR 1or the
2-part executable files and/or ranmeters each from.said Cient ,
Vechi nd_ @IS Pagshiivary o Wabusearch Raginescand I e, felevank reslts.
and SIMcard would have limted nenory for effectively |oading an
execut abl éhgrrephlss Hopld deyfomarged jip e%eh@%@,Ct'V\% meddwhRrecatake a
"paraneter” to cover any code or argunent that may serve as a | ocal

or i sol at ggcisipy if sé-activatioh phouldbeaone), erddpanding abtlepublishtes’s policy.
conplete its execution when called at runtinme. [62] In one

enbodi nent, the 2nd part nmay be provided as a paraneter to be saved

on the SIMcard or device's nenory storage, i.e. whether internal or

ext er nal rI[@QQrY-Th\éh@ér@atH?ﬁindﬁ‘é’ﬁfﬁ.%ﬁHﬁ}bé?% Qﬁo@ﬁgpﬁo?ﬁ‘ela%ti@éﬁcw Focddure is
program 15 the 2nd part nay be provided as a paraneter, nessage,

phone .hoo : : ui [ L LEe.

D0o0 oA 17 ESaU 2 SRR bt ol e aREPLL, 6K same

Lgt \i; In ? ![ e%%gig[ é‘@g )t}; [‘lﬁ%tgﬁ\ljﬁ%g:so Ofslree Xv%iﬁrpa?ll a@em)é XNeE)hge?vrgg \Ff)\lﬁ]r Ealon(}llly the
generation of activation code. Moreover it will help to identify the pirate since
‘relevant information is stored on the Web Server. The steps involved in the

uninstallation of the software application before the user is allowed to reinstall is

15 outlined in FIGURE 5.

[060] Asa pfeferred embodiment, as shown in FIGURE 6, our installation and/or
activation program execution may be split into a 2-part procedure wherein the first
part is resident upon the Client Machine and the second part is resident upon the
207 first communication device. In this 2-part procedure, the parameters necessary for
the installation and/or activation program execution is retrievably stored in 2 parts
wherein the first part is stored or resident in the Client Machine or computer for
execution at the computer, while the second part is stored in the first

communication device (i.e. the modem coupled to the computer, or phone memory



20 [063] As an alternative, the 2-part execution procedure may al so
be adapted to provide for encryption and decryption of digital
contents transferred between a Server yﬁchi ne and a Cient Mchi ne,
wherein a public key may be hosted on the Server Machine on the first
part. and a private key is generated using the first comunication
devi ce connected to the Cient Machine on the second part. This -23-
ar r angenmentSiM tardestatsge afithe callulaophent udedvidrdhdiactvaliarhpeseas)i o
files, multinmedia files, games, etc. to be downl oaded directly to the
Client Machine and activated. As such, the use of our invention for
purchase of |icensing of software or digital content on a pay-per-use

basi s mayobe) sqrﬁlfﬁi@la\frd'[rg%r?e{fg,n%fgp@%nwméim ?,eﬂﬁ@iaaﬂnagﬁél@eééﬁo%@the

payi ng phone number. e apprecl ated by a per son

that, up t j he.. i erej a | at i ons .
nodi fi caﬁ ﬁ%tlrélggtgdn'ﬁ %ﬁg%{]gﬂcﬁlgﬁts'&g?ﬁ? ﬁga%/a% @E%gg%%ohgﬁﬁﬁh%ﬁ gﬁrwg c():f"ent
our invention disclosed herejn be i npl nted in to many ways.

For  examMBCHIpRMPRE RIRVALRT Hiud HashoRe LakIF tles,and/Ae ParqTBRersEERh from
Wb Server, SIMor phone nenory. Mreover, our nethod nmay be enbodied
as subr ouddihdeliest Maskhingc endfirskcommurigatan re@vmtvmrélté@w,i%@tqrdmagy
installation and activation nodul e or procedure since none of our

conponentphame @ndc &diMr eards wauldwhaes slprited i meowory i fort effedtively loading an
particular type of ID. Hence, it is 15possible to adopt a

" m x- and-gxicatibl@pplibasy (¢.9. DIL) 6 Hende, werhaveviessd Bié tern6phrdifigter” to
exanpl e, a Near Field Comunication (NFC) capabl e hand phone nay be

used in QiYyek W%&d@ o\“@%ﬁﬁ%n? a2 yPEE e RRY t%g%%g[:log?é’oi%d"‘én%%gg éhe

to the NFC hand phone's radi o- requengy I dent | tag e

vl i A AR o AR s L e

Vol P phone with direct connection to the Internet nmay be used

i nstead. Furthernore, stand-alone card readers (such as RFID tag

readers) connected to the Client Machine can also be used. In such

cases, | nPBZhatinome embediaeriedhe B/ Partemaytbe revided asva maramietercio be

directly. .
saved on the SIM card or device's memory storage, i.e. whether internal or

external memory. Where the device may not be adapted to execute a program,
15 the 2" part may be provided as a parameter, message, phone book entry, etc. to
suit the capability of the second device. AT commands may be used to write the
contents to the SIM card or internal memory of the device. For external memory,

the 2™ part may be written directly thereunto.

20 [063] As an alternative, the 2-part execution procedure may also be adapted to
provide for encryption and decryption of digital contents transferred between a
Server Machine and a Client Machine, wherein a public key fnay be hosted on the
Server Machine on the first part and a private key is generated using the first

communication device connected to the Client Machine on the second part. This



-24- [66] In ternms of applications, our nmethod may al so be used in
substitution of a security clearing systeminstead of the

conventional secure systemlogin by a r. It is also possible for a
sof tware publisher to extend our invenfT0n to cover 5 software

support whereby the downl oading of future updates, patches and
software fixes to require such authentication and activation of the
sof t war e apaagewest wilt cneble Tdighak aaarngenty dewrlpadingaslion aa sofiiondiles,
support may al so include broadcast tool to announce the rel ease of
updat es, paflirhediadilgs,fgames,usicntp béelowrissdads diredstiynoddeeSliahIMadtdde and
bet ween the user or Cient Machine and 10 Web Server. [67] Instant

error repggfivdigdt o sfid}'P'fhé hedfl A iInMERHNRr WuréhddeofMRldhsiy of software
comuni cati on device sendi ng of error nessages originating fo

Server codl 9@8?%&%9@%@%%@&5‘%%% nE0 i sereRLARERt WY ey
the commnl cation $@§tt 3 hence enabl i nlg %w cker response tine in
time ctitpPeataqh PSAE PaXHIG PRANEBYDPET e i npl ement ation is the

use as a statistical tool (e.g. which country, state or district has

t he hi ghest nunmber of a particular software application installed,

hi ghest nunber of unlicensed or nmultiple installations, etc.). 20

[68] It wd84]al kowviliebemppreciates by skiskilled perssanthahatpomluridensibnding the
foregoing description is sinplified in terms of transm ssion between

the firsttexetings batdiontidewarationd, edifiestivnd apdmadumations of ele Cearidus
that it is to be understood that over a distributed w de area network

such as t BémbBhehtaehr paHS oft bﬁf‘ﬁWe%%bﬁrUlééIOSé@%erémk@n'a&e h@Y&hmed in

i ntermedi ary gat eways, proxy servers, routers and su

alt ho&’@h H%er% Wa@s.nOt FEPee%Jafrﬁpﬁjlé,l Itl¥e ngcﬂlk/bﬁ@r?dcme can be stored on the client

machine, Web Server, SIM or phone memory. Moreover, our method may be
embodied as subroutines or instruction sets in existing software application’s
installation and activation module or procedure since none of our components or
procedure is hardware-specific or limited to a particular type of ID. Hence, it is

15  possible to adopt a “mix-and-match” approach in implementing our invention.

[065] For example, a Near Field Communication (NFC) capable hand phone
may be used in our invention whereby the 2™ part parameter may be written to the
NFC hand phone’s radio-frequency identity (RFID) tag embedded in the phone.
20  As another example, instead of using a GSM mobile phones described above as
the first communication device, an IP or VoIP phone with direct connection to the
Internet may be used instead. Furthermore, stand-alone card readers (such as
RFID tag readers) connected to the Client Machine can also be used. In such

cases, information could be sent by Internet to the server machine directly.



[69] In respect of the architecture outlined above, for exanple, the
aforesaid 5 software | ayers, subroutines, nodules or software
conponents may be distributed between ?ge Client Machi ne and Wb
Server, and optionally a renote databas€ server. It is therefore to
be noted that these conponents need not be hosted within a single
territory covered by a patent but may be configured with innunerable
conbi nati ons and pernutations, and distributed far and wi de as the
10present gl obal Internet connection would allow. [70] In the sane

vei n, as [0B6] i npltermaicftbplicationsubur Metindd aaynaiyo decusediresubstitution of a
territorial jurisdictions or cross-boundaries, it is to be understood

t hat sorreséa‘urwrdédrﬁab@yézsﬁ]em&éé@rofWﬁa,%v@hfigﬁélegeéwgs%gérhilegin by a

conponent s or ‘deviceS such as the 15 Cient Machine an Server,

. : . . . : . devi y
to e coridot i B8bipd SRE bl ¥ SHRETY BTG GTRERE Bur Mberidfie Aver
of  whi.ch t ted as lin

equi val ent _parts ther re,to be interp al

weni i ¢ rRofBEEe SRR cHhErELy thhcdeBniPEdingy St htue, Baates, paBges and

CLAIMS 1. A nethod for controlli ng the operation of a software

appl i cat i ¥ftwarepéixes to require such authentication and activation of the software
updates or patches. This category of application in software support may also
include broadcast tool to announce the release of updates, paiches and fixes
using the transmission mode established between the user or Client Machine and

10 Web Server.

[067] Instant error reporting tool from the client machine with the help of
communication device (E.g. sending of error messages originating for the use of
the software). The communication device attached to Web Server could forward
15  the message to the support department through the communication device, hence
enabling quicker response time in time critical applications. Another possible
implementation is the use as a statistical tool (e.g. which country, state or district
has the highest number of a particular software application installed, highest
number of unlicensed or multiple installations, etc.).
20
[068] It will also be obvious to a skilled person that, although the foregoing
description is simplified in terms of transmission between the first communication
device and the second communication device in that it is to be understood that

over a distributed wide area network such as the Internet, such transmission is



install ed and executed on a Client Machine, wherein said Cient
Machine is 5 coupled with a first communication device, said Cient
Machi ne enabl ed to conmunicate with a ver Machi ne which is coupl ed
with a second communi cati on device; whérein the software
application's installation procedure includes: (i)pronpting a user to
input said user's particulars; 10(ii)generating a serial key, nmasking
sai d seri litelxdy invalve irdatraediagy gataways, endxy seiviers, rowtergpnchgubaieiworks
serial key and user particulars as encrypted information; (iv)
sendi ng saltbwgyicthegtaed nobspecificailymeatiesed! Server Machi ne; (v)
receiving said encrypted information at said Server Machine via
second commruni cation device; 15(vi) decrypting and storing said
decrypted informati on on a Database; (vii) exam ning said serial key
for vali dj i ac i : ] LN i .
regi ster e[g@v%i]t hmsléél%eggto glﬁ%%?ﬁ{%@'gr%g@@ Tug?c?&% %g% g}é"n%r{é&%bg? éé%foc{? said
sai d soft e applicatipn, checking for algorithmconpliance _—
Checkstim SOMARIEREYPiS SUDBIIAGS; MPodlas o sPTHFRrS SOTORP RIS R Dilitduted
fromsaid Server Machine to said Client Michine via respective second
and fir st belvaamiheatiiont Maghinesand Wab Pejuer andaptionallyea femotr database
previously registered with said Database; (ix) verifying said
acknowl edgetvent ltis $kerefarectei behdigd shatl tf@sieeccomphnentsenedd inot Hees hosted
been sent froma valid source; and

within a single territory covered by a patent but may be configured with

innumerable combinations and permutations, and distributed far and wide as the

10 present global Internet connection would allow.

[070] In the same vein, as the implementation of our invention may occur over
territorial jurisdictions or cross-boundaries, it is to be understood that some of our
claims hereinafter'may be directed to specific components or devices such as the
15 Client Machine and Web Server, with or without their respective communication
devices. All these are to be considered as equivaients to our invention, or
corresponding equivalent parts thereof which are to be interpreted as falling within

the scope and letter of the following claims.

20

wRE



-27- (x)generating an activation code enabling activation of the
sof tware application to be enabled for execution, wherein the

I nstall ati on and/ or execution of the 52 twar e appllcatlon Is split
into a 2- part procedure, the first pa resi dent upon the dient
Machi ne and the second part 5resident upon the first conmunication
device. 2. A nethod for controlling the operation of a software
application according to Caim1 whetCéAtMBhe first and second
comuni cati on devices include any one or in conbination of a nodem
and/ or tel ephone enploying wired or wireless a) tel ecomrunication
means. 3. A nethod for controlling the operation of a softmare

appl i cation apceidthod foP c%rﬂr‘d’l‘ﬂrﬁ)‘fﬁ@r@ﬁé‘raﬁ oM BeEoffhRE @Mbe

means |ncI udes any one or in co i nation of a PSTN, ISDN ADSL,

HDSL, ﬁn%tgﬁ@&’ o #%x%@ﬁfé'dc g CIah{TRAOfhd Clun&Rdh ' o Zﬁﬂ%ritr fachine, is

operatlon 0 ware app |cat|on accordifig'to

wi rel ess teI ni cati on neans. cl udes an or conbi natj o

o o & uaonblE S TP argaricRBoR dsviesarih G0t PetRNe IR0
dat a services such as  GPRS/ EDGE, HSPA ( HSDPA/ HSUPA). 5. A nethod for
cont rol | {GRNMEBICSHRr Withord oBervesofViaghiae apiicie ais opouledr avitiy @ o second

Claim?2 wherein at |east at one of said first and second
communi catanomudieaticr device; alhereiro the softwiare \dpplichion’ sitiestabation procedure

includes:

(i) prompting a user to input said user's particulars;

10 (ii) generating a serial key, masking said serial key and rendering it read-only;

(ili) encrypting said seriai key and user particulars as encrypted information;

(iv) sending said encrypted information to said Server Machine;

(v) receiving said encrypted information at said Server Machine via second
communication device;

15 (vi) decrypting and storing said decrypted information on a Database;

(vii) examining said serial key for validity, including any one of comparing against
serial keys registered with said Database in respect of other genuine copies
of said software application, checking for algorithm compliance, checksum,
and the like;

20  (viii) sending an acknowledgement message from said Server Machine to said
Client Machine via respective second and first communication devices if said
serial keys have not been previously registered with said Database;

(ix) verifying said acknowledgement message received by said Client Machine if

it has been sent from a valid source; and



-28- 6. A nmethod for controlling the operation of a software
application according to Caim1l wherein the serial key generated is
further nmasked and/or its file attri but% Is switched to read-only.
57. A nethod for controlling the operatidn of a software application
according to Caim1 wherein the encryption step further conprising
automatic encrypting at |east one unique identifier fromthe dient
Machi ne afxd/ olgeneralingecamactivatian codaelenabling adtivatiadiofghesgfteare application
processor serial nunber, notherboard serial nunber, SIM phone nunber,

| MSI nunber, dbe enaibet forpxedutidn,! D, UUID, RFID tag and the |ike.

8. A nethod for controlling the operation of a software application

accor di ngwhereih %Eé’ﬂn%te\’ff@ﬁéﬁiaﬂd?&@axb&@ﬁtﬁﬁ%ﬁﬁie%fﬂ@ér@%blié&%nf is'split Afla 2-

second comuni cation devices Include i ntermedi ary gateways, proxy

SErvers, [S%iiftp%ccecﬁﬁéi HEHeY ;Fc'lﬁ'(t: 5@deﬂ'u§?gﬁ%£ﬁgr@%%ﬁﬁn§ %Rb thedebOf part

operation a sortwar e app 'on a wher érn sa
software a i cation c rises at |east.the follow ng subroutines or
| ayer s foﬁ%ﬁb@ﬂ?ﬁ@ﬁ%@ﬁow’?q@%@@%n a sequential manner: (i)
a user Interface layer for inputting of user details and other

rel ated 20i nformati on;

2. A method for controlling the operation of a software application according to
Claim 1 wherein the first and second communication devices include any one orin
combination of a modem andfor telephone employing wired or wireless

10 telecommunication means.

3. A method for controlling the operation of a software application according to
Claim 2 wherein the wired telecommunication means includes any one or in

combination of a PSTN, ISDN, DSL (ADSL, HDSL, etc.) and like services.

15
4. A method for controlling the operation of a software application according to
Claim 2 wherein the wireless telecommunication means includes any one or in
combination of a SIM-based cellular radio network, including GSM, CDMA, UTMS
and data services such as GPRS/EDGE, HSPA (HSDFPA/HSUPA).

20

5. A method for controlling the operation of a software application according to
Claim 2 wherein at least at one of said first and second communication devices

are able to transmit via the Internet.



(ii) a conmunication |ayer for establishing data flow between first
communi cation device and Cient Machine, and fromsaid first

communi cati on device to second connuniﬁ tion device; (iii) an

aut henti cation layer for checking if the serial key is valid; and

-29- (iv) an activation layer for generating activation code upon
successful authentication. 10. A nmethod for controlling the

oper ati orb.of & methodafioe capprbilingthe vpeacationdifraysofvwsie applicatinhaceordind o
comuni cation |ayer further includes encryption subroutine. 11. A

net hod f aClafrent whetdimthd beriginesegertaid i@ faphémmzeked RIndfstiisofile atiribute
according to Claim9 wherein the |layers, subroutines or nodules are

di stri butiedyReh¥@ & rddioly! €nt Machine, Server Machine and optionally
a renote database server. 12. A nmethod for controlling the
operation of a software application according to Claim1 wherein the
acknow edgenent nessage generated by the Server Mchine is encoded

with a Server ,Machine, i dentif.i er enabling the i ent chine to
i denti’fy ‘and %m?ﬂ&defomaﬂ%@@ma t@%raﬁswt@%g%f@eﬁ? e apRlicstipgasgerting to
froma valid source. 13. A method for controlling the operation

of a sof tlaie hppgareist theneaeyptien isien sudhgr eprapasinghrutpmatiedenugypting at
clai ns enbodi ed as a subrouti.ne or instruction set in said software
appl i cat ileastsonesiradua tidentifiendrant theaCliemt Mazthirne andforofiet woenmudidatich
met hod for controlling the operation of a software application

accor di ndéviced)Yinehirf dAyaidie bi BroceBdorl keRe RimbéfenMi@BBERT Sserial
necessary for the installation and/or activation program execution is
retri evabiymgéOsith pibre RGMbEr, IMSI number, IMEI number, product ID, UUID, RFID

10 tag and the like.

8. A method for controlling the operation of a software application according to
Claim 1 wherein the transmission between the first and second communication

devices include intermediary gateways, proxy servers, routers and networks.

15
9. A method for controlling the operation of a software application according to
Claim 1 wherein said software application comprises at least the following
subroutines or layers for performing each specific task in a sequential manner:
(i) a user Interface layer for inputting of user details and other related
20 information;

(il a communication layer for establishing data flow between first
communication device and Client Machine, and from said first
communication device to second communication device;

(i) an authentication layer for checking if the serial key is valid; and



-30- wherein the first part is stored in the Cient Machine and the
second part is stored in the first connunication device. 15. A nethod
for controlling the operation of a sof gar e application according to
5 any one of Clainms 14 wherein the conﬁ% €t e execution of the
installation and/or activation programis performed on the Cient
Machi ne upon retrieval of the 2-part executable files and/or

par anmet er@vijeac fadaivatian d laidareder Memeratingndctivation ceodrunupan i successful
device. 1016. A nethod for controlling the operation of a software
appl i cati on acuthdthitiegtib®. any one of Cains 14 - 15 wherein the first
communi cation device is a cellular phone and the second part is
stored in any one of the SIMcard, cellular phone, nodem s nenory,
RFID tag and the like. 1517. A nethod for controlling the operation

of a soft r e r
wher ein t K3 ﬂ@ﬁﬂ%t*%@‘édgﬁf{ﬁn%%ﬂ% SnBchielafa ofd 3oy UPlAths r%cr%rdmg to
encryptlo on_of d| ital contents.tra sferred bet
Server "ﬁg‘? SRR e Bomuatichtiell IafRbuEe IncHiRS SharuptTeSHIBRe.
on the Server Machine on the first part and a private key is
generated using the first 20 communi cation device connected to the
Client Machine on the second part. 18. A nethod for controlling the
oper ati onlbf & guithaedhicr combioliivgt theropmeretiordohg sodw@raiapplicatitaT accordimg to
activation code is generated or encoded as a sequence
Claim 9 wherein the [ayers, subroutines or modules are distributed between the
Client Machine, Server Machine and optionally a remote database server.
10
12. A method for controlling the operation of a software application according to
Claim 1 wherein the acknowledgement message generated by the Server Machine
is encoded with a Server Machine identifier enabling the Client Machine to identify
and validate that said acknowledgement message originates from a valid source.
15
13. A method for controlling the operation of a software application according to

any one of the preceding claims embodied as a subroutine or insfruction set in

said software application’s installation and activation module or procedure.

20

14. A method for controlling the operation of a software application according to
any one of Claims 1, 9, and 11 wherein the parameters necessary for the

instailation and/or activation program execution is retrievably stored in 2 parts



conprising text, image (including barcode or 2D barcode), audio or
sound tones -31- and |like nmachi ne-readabl e paraneters, or encoded as
an executable file essential for conplgbing the installation. 19. A
met hod for controlling the operation of~a software application
according to 5 Caim1 wherein the uniqueness of the serial key is
mai nt ai ned by requiring a previously regi stered user seeking to

rei nst al |whéreirs tfa fiest padpplsiaratiinrihe &lient Machire and theapetorchpaniis atoded
renove previously registered serial key and user records fromthe

dat abase jpehefiest\omrhMhiegtisredsgital | at i on- generated serial key. to 20.
A nmethod for controlling the operation of a software application
according to Claim1l used in substitution for secure system |l ogin by
a user. 21. A nmethod for controlling the operation of a software

el L cat 8 Q9oRSAPh Bofh Bl Myl RSt 2 BT SBHARA SR oBlng o

o' ony beopte GRS 41 WBebSt et catnd dFibe Sneiet s

havi ng i nmpl enented a nmet hod according to any one of Clains 1 -21.
activation program is performed on the Client Machine upon retrieval of the 2-part

executable files and/or parameters each from said Client Machine and first

communication device.

10 16. A method for controlling the operation of a software application according to
any one of Claims 14 — 15 wherein the first communication device is a cellular
phone and the second part is stored in any one of the SIM card, cellular phone,

modem’s memory, RFID tag and the like.

15 17. A method for controlling the operation of a software application according to
any one of Claims 14 - 16 wherein the 2-part execution brocedure is adapted to
proVide for encryption and decryption of digital contents transferred between a
Server Machine and a Client Machine, wherein a public key is hosted on the
Server Machine on the first part and a private key is generafed using the first

20 communication device connected {o the Client Machine on the second part.

18. A method for controlling the operation of a software application according to
Claim 1 wherein the activation code is generated or encoded as a sequence

comprising text, image (including barcode or 2D barcode), audio or sound tones



10

15

20

.31

and like machine-readable parameters, or encoded as an executable file essential

for completing the installation.

19. A method for controliing the operation of a software application according to
Claim 1 wherein the uniqueness of the serial key is maintained by requiring a
previously registered user seeking to reinstall the software application to uninstall
said application and remove previously registered serial key and user records from

the database before verifying reinstallation-generated serial key.

20. A method for controlling the operation of a software application according to

Claim 1 used in substitution for secure system login by a user.

21. A method for controlling the operation of a sofiware application according to
Claim 1 implemented in the downloading of updates, patches and fixes of said

software application.

22. A Client Machine implementing or having implemented a method according

to any one of Claims 1 - 21.

23. A Server Machine implementing or having implemented a method according

to any one of Claims 1 — 21.
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