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COVPUTI NG ENVI RONMENT Thi's invention rel ates (o a conputi ng environnent,
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gnd in particular to a process oriented conmputing environnent; and also to

a nmet hod fowo@eRtdee! | i Ng the mgration ‘ ion of pr %s?ﬁ@ Iob Ni N
the envirtonnent. Recent years have seer“mm mml“m devel opnent s mlowoE
conmputing science regarding how el ements wthin a software application are
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treated and handled. 1n this context the nbst basic el enents to be found
within a software ap b‘@é 3 .T% O‘Nflg(l I .~ Traditional
procedural progr arrm'?rg parsa%bgu “ﬁu ULué o LE e software
application, so a programis structured based on program nodul es. One uses
the program nodul es by explicitly supplying to themthe data on which they
shoul d oper at e. This jsoyedtian elates tof arempeting eryvigeament, gndiis partioulartto iagprocess

difficult to r t i hat t.he, gdat a L.n assed .to a
program m%ﬁf’%g i%g %@@8@%}{@@@@%@ %%%’?0 kﬁ)? é"eﬁléocdeg?f |°9n{3ﬁllpg the, Blgralipn 324py e
towar dg arveRitiss bf ploceRteWithad tdieBProntedthi s t 5 paradigm programs are
structured around objects, with each object representing an entity in the

wor | d bei ng nodecent bygars hbaveofseeinrae nappier ceft developerts cibj eomprting (esiEnice s
own data (gtate), i ey dd romthe. externa | d,(,ot her, obj.ects
and progr dieighot Bt LR BORAAE bpdicRlbE i et B P PR BT VB
sendi ng i teoteRBHBaPEst thasicrelettentone beffouid withiroa &8 fRARIAFHIcHRSH hRSddtarahdod) .
Thi s paradi gminposes better contro] and 30 protection over internal data,
and hel ps Rregramymedwlee Toadipresdl pippadusaltnregramaeisg pardigmufacup oarthalegic 9§ a

' ¢ . . , . ¢
Found 1on" (0P SEEE Bap s OER EroBlocls SRR oS A PBRTRE OB <
(essent i althy pedyjrattmpdilen by séxphigitlyf subplyingng théraahaMafo oy vsick aReyP sh@gdt
bet ween machi nes. 25 Wiil e object-oriented paradigmrepresents a

si gni f i carfperatty dnpetentipl qutfelhaf this pariedieat istgat it Hediffioult targharanted pe safaty,

consti tut opj.ect ar t] di is. still inadequate for

witing pﬁsg'?g@& c{&ka%eﬁrﬁg?ssé%gq %/ém&gir}’?Hgoadé%ééﬁﬂhc?nc,o"g&ttﬁP%‘gr ans that need
to pick up, drQyoredecéntlyShédeliae beed £aicid towakdk @f objEbesSediay paraeipin, 36igs al
attenpts at overcoming this limtation. For exanple, work described in US

Pat entld 4d3aasigm, FFOgIRIESES Struciured Asennd b esgs; avitineagh gbies krepeaspiting ALeRtdy

re-1linkin - hi gl C l es A I r:in
rantime.  ARdhe 6@0%2’%41 9&%@?&%}%@%&%@ ?“BER‘Q‘H‘"ﬁ' Egyﬁﬁ]ﬁg%éag#ﬁso 86506
PCT/ SGO8/ (faid@tate)exbidhcart hidduni fagmahel exterrahpiridy(otier @pjeaty ahdl profeehs). An

l'i braries into, the address sgoac_e of a process through the LoadLi brary and
Fr eeLi br arpiesain aprogram interagtspyitlhanother objrshhy sgndingid asressageytpdnyske one o
speci fi cat:i0 | a fi e i.l.ed
TR0 appi i Sarraed SR ol (R0ALE) Pefie il AREAE N BN AR A ¢
of anafoherprbteotidreoterfiaterndli due, tand Isebssciof startireo Romplexodpphiosivhsadesiz@spiahé
time. Another shortcom ng of both traditional prqcedural and .

obj ect - or i BleReEned ByR Jean iof PrOSIAMEIEEY ATHEXENE 05 8N GRIaFt-gTIcRiad SNRFAPF Y gr am
nodul es, b 0 e:. t yangi iy N ' t 1 h t] e of
execution %hr}i%ngm}rngnltni pre% §'Fﬁ?é03%h@£%b@??sf %gtﬁpgl 0 %rﬁtﬁelr ?’B%@ géfua %I?t%lg

pr ogr am an@sdeftidllyglodieets) tconsistingtdfedataratd peogrdmngbdiley dah bs senl petwassi bl e
to 1 o transfer the saved data file of conpleted applications. As a very

si npl e exampthénest t hi s
25 While object-oriented paradigm represents a significant advance in software

engineering, the data and modules that constitute each object are static. The paradigm is
still inadequate for writing programs that must evolve during execution, eg programs that
need to pick up, drop, or substitute selected modules. There have been several attempts at
overcoming this limitation. For example, work described in US Patents 4954941,
30 5175828, 5339430 and 5659751 address techniques for re-linking or re-binding selected

software modules dynamically during runtime. Also Microsoft’s Win32 provides for
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probl'em while a word processing document file or a spreadsheet fild déy 28
transferred fromone machine to another, it is not possible to do so while
the file iswouwonsestsl y bei ng worked on without reverting to a PEAVSGPSIEIRI on
Transient information is lost. In the case of a word processing file, for
exanpl e; this neans that any "undo editiﬁg" function 15 cannot be used by
the receiving nmachine on the file it has just received because the

t ransi ent ";‘Jngo" information is, not_part of the data file. At present, such
m gr at i onsCHRIFE BRNS ARG BR-ERRPPIERfnamirelinked librasips dntp the address snasg of# t he

ti L : | i | i d
Condor " SuEReEH Rk nE£BRR B R4 BREL MRS Sas. WA oL Whior A0 Se BT e, (o
core dunp) pro2étypndr byeci fecatioh rof fexctiout iaad spabslsard firedbeforehand hindechipiledt he

snapshot. Unfortunately the m.gration utilities have ngo know edge of the
usage requitft@ABPHCEUGR PTegARAmt | THS merns that apAbiss<aneotdnvakeea modulanef aadigram

and so 4 he@easfopa-hwha Spdftlioh s A khBiin BEMAGRIIAIAG NG envi T OnrEAL

Consequent the mgrated program no y “‘cannot’ run in a different

conput i ng Anvthepsharttonfing of btk teaditipnabproostural até bbirst-wiehied paradizely iReBathave
25 different devices, |ike di SP' ays, hard dj sks, and sound cards. Even in
cases wher Brogramgeansist pnlyqidataasd nrogramimodulasebw apbthediaapicnt infgrmatioarihst,

for exanpl : i : -di n i D o N
thi s speci G 1S Eplis AP PELREDDEMRARL HokED TR T, A §) FEARRY =
meani ng: 3furinfrg plogedma amdaotmipyate itato mbjire machiat. Gmrﬂg/ ieid i gy posdible to
di rect I%. "Process": a, conhj nagi on of data, program nodul es) and current
execut 1&n Yepgfer the saved dafpidp phegppletpd apgligatigni 40w yenyormpioerample 21 this

"Execution " i g of. .t ' as
the contenf g}bg%ﬁr%%l?é;?gogb Bﬁc gﬁsgr% 86(3&0?1?}%9 {erﬁlse, Jfﬁ%@%@%ﬁf@@%ﬁﬁi‘éﬁﬁ%e
It is an ofjeaconoiatiiae po esahér, itny@ot pessiblotopdcss whila thieofifeus icafre iy bemgment

that treats datga, prggram mapdul es and processes, all as first class entities
and whi ch Wegked aaVEs0w fekating ¢ asaVsA VEFPTeJsANStenbinfsmagiop inlast dndbe Fass

runtime. Agear gdhng f'&eggﬁg%[ﬁrleesf%ptexhﬁﬁéﬁmﬂjlig’%éap?rt?ati P& o dE i Re HRYonNI
envi ronment . wherei h & protess conprisihg a set o ata and/ or p%ogram
modul ess andaraoe batused st eHeerecsivingenfacliinaonahe dilé it kast just rexaiveliebdcaasesther r ed

bet ween conponents of the environnent, and wherein a said process can be
subj ect t olt8YYEREt %&%rly?%@?@w%‘?ﬁpaﬁoéﬁ‘ﬂﬁaf?eéﬁs of this arrangenent a
process itself i e S kLSt I " Lifal t

traditional fi réAf% é:ﬂégez%’ glnc?li T réﬁéo haf?%ﬂ?f%k%érfé%“mﬂ %gﬁe fggéx{aﬁjé Pirst
cl ass enti utikdeoin thbjconiputing emtishnmnadiamplesgndldd Aoweba, rEhatlatta, Spriteprmagr am

e TR B, LSk SRR S el Shaci b e tmehinee Loscher win
al | ows,n_ aRRbY gty tépevahtﬁ%% 8 &}geﬁa;afpﬁrnf £AhAS HERNNOBERASURRL Gy Bld Me
migration utilities have no knowledge of the usage requirements and semantics of the
components of the running program, and so there is no way to adapt it to the new
computing environment. Consequently, the migrated program most likely cannot run in a
different computing environment from the original one, such as when the machines have
25  different devices like displays, hard disks and sound cards. Even in cases where it does, it
would not run with the same level of efficiency, for example because the machines have
different amounts of main memory.
In this specification the following terms will be used with the following
meaning:
30 “First class entity”: an object that can be manipulated directly.

“Process”: a combination of data, program module(s) and current execution state.



interruptions. In addition, however, not only can a process mgrayg bhy§ 2003
can'al so be subject to evolutionary operations and can thus evol ve, either
wthin a figs ine or during migration. In addition not ppl)¥ceabtoia:z
process be transterred between different hardware conponents directly, but
a process may be transferred to a nenory3device for 20 storage preceding
subsequent transfer to another hardware conponent or even back to the first
conponent. Furthernore processes or sub-processes form ng a subset of a
process nay be tEwseafiat setk’behewelnepand esarbtst dfen@Esiene paranidders Usidh isogesses
may be running on diffEre_nt har dwar e conponents or may be all running

within a singl ecHiemsal et drams, cquaters legkyer tahles andthedifceci at e t herefore
that i th i ! z . of i t
which o pr ocoseliagmsBIES Bt Bt B8t IneRIBEREPIidla LR BTN BRI oY TG ™"

el ement s ofredth data oproptanngodoles and pRitesses All as fAirttREs aditReadiviEen faflitatee
i nvention @ construct is fqornmed conprising a set of data and/or program
e

Q
modul es’ antheaigrationsrd svalutionpt aprocessidupingsendine. and wherein t he
evol utionary op I : i perat i on_a_said
construct | n 30eErRCeEE BEChOITRRGY sl bRIRARCtahpIhe Prflo i
oper at i on whereinsaipoeesdcombtisingta seeof duteastboofrogfa hodsles pideasatianstatyigat es

a new process conpri sln% at | east g%r_rre of the data and/or 1.3 J UN 2003
WO 001 3650BRSrASER SRy 103t can JenalerTas batvieen sampenaiuef the enviroament, end

first Proceseifithid pRIcES Ll elElcRBCESRbIF ofdhodf €2 OF the said

process. nstruct may ‘conprise a e first process, nore

comonigy the coBgtmeas ofithis aanpeman aoproyesddfself iprregedias atfitet Elasasgtity in
execution state falling,wthin [ists that are passed to the _ construct

oper at i on. agsidgnsfosfheytradifgonad fisst class entitigh of-daia ansbprograme anaduies, and the first
aut horisin i re kI | d {.Cl Lf 1t ] be
transferr e%a%lo&gﬁ%g F?Zrolbgs S%gﬁgﬁ% ?’6@%5@%% @ﬂgﬂg %%ar %élaf/'rg}rﬂg.r A’gi ijlr%?"ggs’
evol ut i onaThuoperakesoes batratsferpal baweatd nmadhihbetogetheessthdlbragkidm ruhtme
construct g\n t h%ut it hei nﬂl transferred to any ot her conponent, In

parti cul ar 93'Rethply SEBPESTS, Mo SUTER FXeSHtPR $4te-hdPissaliows iape apRliatippntoppe
obj ect g fr it b k i r i ject
“nt ot he prastirted Belitgn AGRles Yndfy SN o Rt SRS MRl A0)
however, ainernmptiess.nimyadditicny djosever, motwvnlyutinoaprocesperigtteobst fthan dlsebade
the incorporation intqQ a first process of objects from, ,segpnd process.
Agai n t hi sSSPt BR exRINHeRATY apGratiPRs R, carbihiys syolye.cithst MidHn adist merhige o

| east some n : dul CAL e t 5
tho secondC i A0gRELE Fraldil nBbR HRCY Rl 0. RETUALE heph e ottt
process. Phaflenmhiompdnensatietydiut iaprécessrady the teansforrsd teatmemeryadévice fdnat

suspends all active Ihreggs of saifd secog% rgcess and creates gﬂ ew
proces® coMpraesPRFedgsubTearens taatisr e r_giﬂ YRR FRRIBFRIOTAYAN SRek I then
state of spidl cFPBACDFAMRIRorapbeRel 65 sitphdc A RERRESS slifseR of Al frogésga of
sai d second process. Again while the construct may conprise all of the
second 20 prydessipsietredibytvales pramessss temsshiey, addtsach prooggsesmayp dalresning dn

execution state falling within lists thah arF assed tp. said. construct
oper at i on. JKIFTEN: RIETk, COMPGREt 5 2y B <8l HENHIPGWHBE 2o SINE dBFOVESCt
There are, YT { : i i t he
ol emente. ofHSHERL. 11ois THIREane fo WYRclaliathardhfe 4B iR An Fheschl duychith te

after phe camnpénencst of hé reanzbdbrenerdbétheers exlicld 2 pacess mayobedramsfenied hiag

construct is caused_ to be activated within said fiyst process. In another
enbodi nent ?O‘HBW‘?W%!F@&F%F rftwariselsmeats ?fs‘ﬁ? F%fﬁ%‘ftlé‘tgreég" PRBERY st process

i s suspended an : S Al &ﬁ?etdr i
activated, and %éﬁgﬁﬁg@é&ggﬁ&gﬁﬁfe@é gf‘}séqté%ﬁnac F?Jlﬁterg&tq Eg at a&gﬂr%isgr}go%? ?';ltm
nmodul es of of Hetasmdinprograpr modslss and exatdeion swte bfea first proqesscasiswherdin the
first process i.s re-actiyvated. 1 3J UN 2003 WO Q0/ 36506 PCT/ S(08/ 00102
5 Anot her pw¥alutignary qperations, are aeifermadnby fppctions, operaing (0 &sai £QNStRCL s ot
of dat g, and, pr r ' t Q4 ond
pr ocess? ot SpiseR Y EREOEe Ll b cohidlor BhAGRANE RfERR RN RU P FrERED
of the first process and creates a new process comprising at least some of the data and/or




It may not always be necessary to transfer information relating te3 Jun 2003
exectution state. 5 Therefore in another enbodinent a construct is forned
conpri si ng w@h@eabgl/ or program nodul es fromthe second procesgT/sUb/00I0R
construct is transferred to the first process. In this enbodi nent only data
and program nodul es are transferred betVeen processes. As in other

enbodi nents the construct is forned by a construct operation that suspends
all active threads of the second process _and creates a new process

conpr i si ngregramguedulesoind exgcwiontstate 9fithe Arstipocersr and storkaltes new proeess stand

hgai -t he B ZHY BEMe il BB SR SRRl Bl initis Afp B, PREER o
t he secondngreqeBson!P the@nsEaETRYilISCorAptise Ghlf Ubt%,ef:rdgi'ar{l hgodinéPanekdfeh am

modul es in which case the construct conprises only data and Fr ogr am nodul es
falling wistate fallingswishindists thatarppassedito the chrstmiohenaratian. Bpaferablyothe construst s
enbodi nent_the data 15.an rogr am.nodul es fromt he segcond, prgcess. ., be
copi ed_r?ientr%ayt ﬁ_@o %l f°§?e% %&@HLQWW%%E?UEHB&%% 9198Hﬁ§’§ ltér%‘a&?gﬁ'&'%ﬁ
state i nf Qg feld edhsfesred @6 RbtheH @hpdasaast tReEMBARing dnhRbRMAENPr OCesses it s
possible that there may be conflicts, for exanpl € between data val ues of
two processes. Simpleetwiatiqnent epemligns tamy e pgriomvethionuibs pragesbetaragplinytbel
such that in tt hf event. %f.a tconFIi t onedé)}F]ocess i S pi ven pri oré}ty over 20
the ot her SSRYRRCE RADORY & bgipe transiertad to, apy Qi i CUpRATERE 49 "i“(]ﬁf £ RBESRP 1 1
override tdan®e nfdifiddbyoditiRr sele@bRsEldtibnt dTobRB oM fwithif @R picktss, hhd/ehpyl d

al so be understood that the operations described herein are conpl enentary
and nalp beelestiva lnading ar redending ¢ffabjeat intadlieproress. exanpl e, a first process

dify i | f et f dul fol | owed by th
55”1 oadi g of - ABPEY SEPUEIER, FonstRR R BUEARIHNASR aierfiginele ' "
process mayibjeet fof @nvsitRhasdopdattorsaboNhcRIdeGRS Snddipdthflon it fitst ipfocess of

assim | ated., Equally one process may be transferred to another process and
combi ned wibjests froma@ seeRnd proersdy Heaindhis maynbecarhidved bydirstly farming agonsruct

conbine with a.thir ocess .and.so 0 Viewed fr anot her broad aspect it
WIT be scemminng el SOBDr I R8 shos ArERERp0ATRE AR Ao S IR ng

the evgl utth@BecdnRd pfceisHndaRe® trads A aES coAsRict & he fAsSiocés. Prféaabltagr am
nodul es and execution state within a conputing environnent, wherein a, ~ 3

JUN ~Qp( 3 cpnyimcdds $o5m6 PCH susBraoepsraion gt tsuspends @lif agtivedtheendprofssaid at

| east sone r X i e . of

first proceeend Hfcd®afla Bhea REOHARLERERES, IR SHE B SR oGt

t echni quesmbduled 4@ exediitionl stel oL Bédont proudss]iagd sforeysaitf nw peesein atdthi n a
conputing environment, which 5 environment may be a distributed conputing
envi r onnerarea Theaig secoadtpro¢esenhgain whike e soastings maynsaepignjb obthesrcendi al

i nt ar gy et B8 sPoBe PRl o & Rl R AL HRESe Rt SRS

exanpl e, thihiaaRBRhit dry pRlsedtdiaid atrust dyerdtdngAn duthoRiding sigirelrady also but
rat her a process can_evol ve by acquiring new functionality and/or by

sheddi ng unveiAvided trohependes. | nstead of transferring only data and/ or
pr ogr am odul ooTHRe et %&%Oé’reﬂtﬁnﬂ{i@ér o‘}%&fst it hﬁ&‘%&ﬁ’ bk EHRE UnB9Y, wilich REESS
i ncl udi ng executioh state canh be transferted and new processes can be

created im]ansmgbfmmybmteggegtm bhc@hbimeiows the past history of a process
to be propagated. Such a techni que has a nunber of advantages in _all ow ng,

for exdnple, tha ersimpleambrdinenepiiemhe ponsiueinty- sansjerrasther sreBAtPross

also the 1_S gus ] 1 Qn twane in., ' i qui ring
reconpi |l at ?t%rﬁag’\)ﬁlﬁ)@h??‘fépﬁa{(:?%o%g;egﬁgggiaﬁgh{tgfgithﬁsgmpﬁggééotcg?Shventi on wll
now be descri bef b¥oth&y e@bodinip! Bowertr\alibr tigf ebeifrt tio ttdisfardotiaafiyitng
drawings, in which: Fig.l is a general schematic nodel of an operating

envi r onnenprooéssas sspended mgd dhessesand procesystored arithiatheegnstyust is gstivaiedang
process life-cycle and operations..that .may _be perforned o e ig.3
is aflow EEQH %(hq PQEY R &feﬁﬁ 13 ﬁgn%ﬁ%er&ameo_ﬁatﬁiaﬁ r?{gg[ﬂ“h?ﬁ'?%‘%%? ?fj@fe(g P E s,
Modul e;gn %ﬁ!&:@ssq}e added tdhthie First Prbsdss aRBiHe firkd pr6édsald rechcapgeat i on int

Assi m | at e( H bernacul um h, 25 Override Flags f), Fig.5is a flowchart
illustrating the operation int Usurp(H bernacul um h,



Override Flags f), Fig.6 is a flowchart illustrating the operatiog jynt 2003
Bequeat h( H bemacul um h, Thread threadnane, Override Flags f), 30 Fig.7 is a
fl ow chart wéloorsésoet i ng t he operation int |Inherit(H bernacul namsGsieowad

‘t hreadnanme, Override Flags f?, 1 3 JUN 2003 WO 00l 36506 PCT/ S@&8/0010Z 7
. Fig.8is a flowchart illustrating theSoperation int Mitate(Stacks, int
sFlag, Module m int nFlag, Data d, int dFlag), Fig.9 is a flowchart
illustrating the operation int Checkpoint(Process pl, Target t), an d 5
Fig.10is a fldwrasheirpossibiliiy s that afer the fiqsepmetssnenminats, gr subs¢tRofodas andl |

Machine m_. Figure,l shows .th eneral nod of conputing system,

appl i cati &R° 9?18%%%%)?‘(98%’?“1 g‘é@ Rigtess #F aﬁéfdpttoot Féﬁg%dwpggssﬁqre?ﬁgﬁﬂe
oper at i ng cei§hRIhfPihe|second1Bbesd s then bétgvaydd, t ual machi ne, executes the
application 30 by carrying out the instructions in the program nodul es 20,

whi ch ni ght cadsmaymet dlatays be negesserydhdragefyr informagionaelatingitd exeshifiercste. by

trolli t h h der | yi hi 70.. The, st f th
execut Pon Thetgier it r < Phabinterl SRl R 2pmPRsing B Rb R G5l 60
mai nt ai Ns heduléshRomARe bevdhi Proctds, dndltHe chSstAVER UEnSfRred 36 thetfirst procSICH a
model is general to any conputing system It should be noted here that the

present i rbieembodineendpnly dataand prograsa moslates are tranafermed betweeniprocessest Aoin
pertaining to the l.ication at any tine, is conpletely captured by, t
data 10, 83“3)@3@?‘1@8%?%3%6%%8’%%% eéinb)étaa‘ioé?g&fﬁ Wé\mn,c%ﬁ %‘EPF%I ?IJFas
the procesgtiPOitRéads e tiPSdcbB@iprédesBahd diRBteR QR ASSToes CBMPRANE R MusPiori®r €
t hreads of execution at the sanme tine. Each 20 thread executés the code of

a si ngloe mfdhe date #pdpregram magulgs o thetseqend prosessi andestonss the ndwe provessit 4s a

current coptext f i Lnel he fallow ng conponents: set , of
registers d %ﬁe%é)?gﬂngé%:%gﬁ?éeﬁ%‘i %{ggi’c}sﬁ? é:Pﬂsgnicﬁ@%g:c?m © ?i@en@t& and
i nstructi Qiogrambio@Nerfib@the Secont Gabeeysiior akyenPrist BElyHORABE& of thdkta andl

out put paraneters of the npdule enporary results of "the nodule In _any
nodul e A, Rrégramhmedidecibupbichrrase teegonsisustromprisasi @y dataiand gregranompdules

modl ¢ S RinkRRTRE e A B AT SRRt B FRb e e
; Vc\:’l_l_';g f&%g / B&gggg@%ﬂlhirﬂ@dm&@ tBe 54084 proceds Bay baBbpiet-in¥RHe Airst0€ess.

When data, program modules and execution state information is being
interchanged between different processes it is possible that there may be conflicts, for
example between data values of two processes. Therefore preferably flagging techniques
may be employed such that in the event of a conflict one process is given priority over

20 the other such that its data, program modules and/or execution state will override those of
the other process in the event of a conflict.

It should also be understood that the operations described herein are
complementary and may be combined in many different ways. For example, a first
process may modify itself by deletion of unwanted program modules, followed by the

25  loading of new program modules and data, and then the resulting new process may be
transferred to a second process within which it is assimilated. Equally one process may
be transferred to another process and combined with it to form a new process, which then
be transferred to combine with a third process and so on.

Viewed from another broad aspect it will be seen that the invention also provides

30 a method for controlling the evolution and migration of a process comprising a set of

data, program modules and execution state within a computing environment, wherein a



conpl eting modul e B, the new context frame is di scarded. Fol | owi nt 3t JlN 2003
the'thread reverts to the previous frane, and resunes execution of the
original nmogwd euRsseéd the instruction indicated by the progranpceadsoq102
i.e., the instruction inmediately after the nodul e i nvocation. Since nodul e
B coul d 1 nvoke another modul e, which in thurn could 5 invoke some ot her
nodul e and so on, the nunber of frames belonging to a thread may grow and
reduce with nodul e i nvocations, and conpl eti ons. However, the current frame
of a threacorgtrughis fprmed compaising &) laass someeoiohe datpasndiersprogeain evodudes and-or

this reason, the context-frames of a thread are typically stored in a stack
wth new fF’S??EEOBgﬁaReg&Xpﬂgﬁ@OSFFSand popped fromthe top. The context franes

of a thread for Myt St QWECHE iseBn that ehe pRded: MveMfons bAMvEIQ! tehhiqhfe fbhrRads
within the process 50 constitute its execution state 40 in Fig.” | . The
data 10 andoprdisdavohuionlaad migratiocn efprpeassesrvithin alcompntingdevirthmentavehielr ea

i ferably. inpl f h though this i t tial. Th
| ocat | ohe. PV EdEReRL oo oo ta e BRE, Selaitle Sh Bl E: B e ool
tabl e. Eackhepsfore/hdsra Wide ramel of fbterfial AfRicaasmn, Meludidafol Bk Ahpld (R SShAGR of

modul e, its starti ng | ocation in the address space, . 15 its size, and
possi bl y otefdwaigapphi¢asions baving faregrenter flewdbilipngthan & kngiven withisuirentabthmiqussch

e the ot kaf ekEPRS, e eaiaRLIbER hobdtSs 10 RingbF AR e e Slan BT bl
symbol tabbgcks @hh - evolved byr aéqiififg @ ofthomunblig ahder HyeS88ddihg viaiwied

the data and program code of a process are stored in a heap and a program
area r é&peelements, Inptepdanfdranpigmng pylydpta adéoraogramemaddules ahwithtdosventinnels.

In additi h i f the ] K . f h
throad,  cabesr Al rb TR RESE alveept TNRERE RReGRTE alf Bl AR G R
the T egi st e prb@sials csateahbasd and sHERDRICA st Uhich lowd tRE PB Ry £

as well as addresses for further nodule invocations and returns. Before
descri bi ngprareanioder prepagasdd. Swehianteetmiqumbasa rrmker pdadvantagrsvieallowing, fos

first necessary, to.,intr ce_ sone finktions,25 af data types and

functi ons ?ﬁ%f’glgr ethﬁsérggﬁﬁnt?{z aer%ggfnﬁenf’fugﬁgd'\ﬁ%ychew lf?nnﬁég’reaf’ rPl?& tﬂae

f urt hens belcewomidatia df §dfawark h £RANIAE Wihoa reg\?ﬁaﬁ&e&aﬁ@ﬂaﬂ@m offelinkingger s and
ac

poi nter, four new data t%pes Dat a, Modul e, ) and Hi bernacul umare
defined in the omeeembeginents ointhespressnt dnveationwilnaw b dasrribagaby wappef

hol ds a se r-af . t renoved fromthe
set by neatﬁ’ég‘%Pﬁfahg witl ﬁ%%f%@xﬁ%ﬁf)6&%{@%&1}&18&8%@?9%,ﬁ}\?ﬁ%&. WD 001 36506 9
PCT/ S8/ 00102 IR, 1Add el Betiemalic ibdelnd AladpeRaiNg Jenviic@ntst dfhe cotapating em
datananme in the heap of the process as a nenber of d. Int Del Datun{data d,
String datananme)sY¥eé®epves the data item dataname fromd. 5 Mdule: A

vari abl,e of this..dat I f S ) | e
Verber Sare adoddbto aianens, difedhn fockS RERIGE MU oBPRIRT AR BB ns.
I nt AddModul e( Mygefofmeéd ok prdrgssyodul enanme) inserts the program nodul e

nmodul ename in the program area of the process as _a nenber of d. 10 Int

Del Modul e{ Modul &ig3 ista flayrehag iNgetatingathe opewtinn diibemecylvmgr amatiisdSiaek s,
nodul ename from ' variable of this data type holds a |ist of
ranges of execut}ggg\ﬁ%rﬁgr@eaéﬁ? omthe 15 stack of the threads. The list may
contain frame rargasid roflowsthidrp! itiusthatipgdsperatme ier Asirhitate@ibemacidiame hyor e
t han one range. Variables of this type are mani pul ated by the foll ow ng
functi @fs: Int Peesrdakisgsflack d, Thread threadnane) inserts into d a new

oot i on {1 ame. PR & R SiethaC R er . Sptfelfy iF, LiiBaRpEREIRE ™,

range in d. Int GaseEFREHSt ack d, Thread threadnane) ends the open-ended

range in d that belongs to the thread threadname. This function has no
effect if the tHrigédisdecow-chart illustrating the operation int Bequeath(Hibernaculum h,

Thread threadname, Override Flags f),
30 Fig.7 is a flow-chart illustrating the operation int Inherit(Hibermaculum h, Thread
threadname, Override Flags f),



25 not currently have an open-ended range in d. |Int PopRange(St acT’<3d‘,JUN o
Thr éad t hreadnane) renoves fromd the range belonging to the thread

t hr eadnane. w@@ohkkdegr nacul um A variable of this data type ispecgstosaotel d a
suspended process. 1 3J UN 2003 WO 001 36506 PCT/ S(08/00102 10 As wi ||
be explained in nore detail below a process may be suspended and stored in
a construct prior to being transferred from one operating environnent to
anot her operating environment and/or nmay be subject to evolutionary
operations: 5 Hig&r ifaeuflovrabarisillugating: dhek opsratitod imte MntateBtacks) : inThiFag,

operation creat new_pr S§,W b the execution state, programtable and
data heap specihﬁlgg@eé%’lpﬁ%ﬁﬁgplé?t&réflgld??%%he process is imedi ately
suspended and tHign kel fewatart fll@stating TRe sherfon TheChedebiagsh Thfoet

3 o TR Ce MPOIRMAtSs T 1ot

signed by the orrginating process as indication of its
is a flow chartt)8wi ng the hi ber nacul um construct operation. 10 A

hi b I . ' ARA t th |l ow
send and r ecel daengrta e et AaBRERE s R FEE RSt b AR o
the process conppined within h to the 15 specified target. Hi bernacul um

Recei ve(Source s) receives fromthe specified source a hi bernacul um
containing a process. 20 A hi bernacul um may be subject to the foll ow ng

netivat oo t he tHEwsqgwithe SGRETmMBLbES SiRARE s, AR Pl b ton At
t hreads wij(hidinprisealdhtian® @qu&sgﬁhﬁrr@ﬂ@ll’eﬂbﬂﬂxee@é}a&i%@trﬁ?&%m gheaie ek aks a

conflict between the data and/or program nodul es of e 25 hi bemacul um and
t he op@r atthegirtus) impashinenexecuies the applicttion 3Adyy eapeving putathecinstrectinnesarthe.

Fig.4 is inlnl USEk Gat i te ] ssim l-at e oper.ati.on.
e Csur p bt fidhtes 20 WHIGRHAR dlle Te03s 0 18 88, ER3RM, TieCeRREliph S
nodul es  ofeffdadpsyocomeolibhg e hirdwaked of i Gidetlyitg BACHIRS FOS TARStAUE R the
environnment. Were there 1 s a 30 conflict between the data and/or program

nodul es ofexeersion; krgee tyithiherdata ard ssultsnithahthe operaging l9ystem060 iRin@IEsH06
II;C;'I gGIQS/ ggétgéw%gﬁé*ﬁ ?6‘,’?8%'itsteggcu%‘c’)%rs{aitéjfo.f | ags specify which to preseve
15 Such a model is general to any computing system. It should be noted here that the
present invention starts from the realisation that all the information pertaining to the
application at any time is completely captured by the data 10, program modules 20 and
execution state 40, known collectively as the process 50 of the application 30.
The process 50 can have one or more threads of execution at the same time. Each
20 thread executes the code of a single program module at any given time. Associated with

the thread is a current context frame, which includes the following components:

e A set of registers

e A program counter, which contains the address of the next instruction to be executed
25 e Local variables of the module

o Input and output parameters of the module

o Temporary results of the module

In any module A, the thread could encounter an instruction to invoke another module
30  B. In response, the program counter in the current frame is incremented, then a new

context frame is created for the thread before it switches to executing module B. Upon



illustrating the steps of the usurp operation. Int Bequeath(H berdrgaguy (p8h,
Thr éad t hreadnane, OverrideFlags f), upon threadnane's 5 term nation,
activates t ke domsswds of the process stored within h and runspPCISGO®E0102
threads within the environment of the process containing threadnane. Were
there is a conflict between the data andBor program nodul es of the

hi ber nacul um and the calling process, the override flags specify which is
to be preserved. Fig.d is a flowchart illustrating the steps of the
bequeat h opempletingy moggle] Bt thennewy icoptgxbdrameeisl discardedhf dbadving rtbatd tlzarthread

overri deFl f ds _thread d_actiwates the pr i thin h.
Wien the progEeo TS RENORS (R AddEs e ASeAa P gPBr BFARONDE Auet BRided

to the progRfdctodThaichied byt the ROPANE cORtOY, §.cl NHE AMMRERON ImARBGEAY HARH the
Where there is a conflict between the data and/ or program nodul es of the 15

hi bemacul umodnlg inverapemo¥ises vwdule Bigoyld inveklic mnother mualubey evhichdén turagould
specify.which,is to he pr rved. Fig,7 is.a fl.wchart il.lustrating the
Sreps o "t IOk pf eHEp BICHRRHR so, hiné iy & s ATSeY Fhtongina §0 B bisd ane
int nflag, gioat andrediney with Indauléifliotatishstdhd @xatetidm@NHBLAY 6y, tY St iak e

and data heap of the calling process. |If a thread has an 20 entry in s,
only the rahgéresd aheay givesiime inelsvayptha enethabyas piestedrasty Forsthis ey it

w thout - an Py ot R HRGI uRRah CHE Rl Mt s bibg ke
listed in Bhﬁﬁdjpéi@ieg ﬁ&&ﬁ&tbFSTﬁéjcérﬁeﬂ fRirBed 6 thpéadfopmatdsdcateneasienghdon

the flag status. 8 is atflowchart illustrating the steps of the nutate
oper at 1®n. thestataef ahde kpotdstwithindke progessTHl epastituje ity executiomstateaidshdtig.df p

i ncluding all.of,its,data roqr am,nogul es .and, executj on state. .The .

snapshotgi s t ndaé%i(l)a? Pf%@“&%%%@?seg&?%ﬁﬂ’éf‘% FRYISF ?lgtcgczspﬁ'ﬁgéigga geas
chine 1) pidf@asly efpldntatdd BCLHEEap) thdughNBisSI@Gt EdsertiATRThHe NtaliOhs Of 3R data

Machi ne m § Gfnpldnke L t bdsentiATATHE MRaf ae

continue execution there., Al of the data (including file handles and
est abl i shed0 $88 lpeagsam pedidesasl AtsdsHRBanzRi bye symbelntableaackentrprivdhs table i n

Sadf
e cyer o ebfs hepeasd P e Mociruanpalle: Il ARHSH i fadhreol B

depi ct edl i RsFiAURR] Bossiily aitheradbsaﬂgpb'rscqhé;teau 3t Bavingaa SiHEREBHABLIPABE $8ck 20
stored in a hibernaculumis |oaded by the operating system then starts
runni ng aspeocpssonay sltasativeihmaintaimptwasitmbel tables,rmng for datapzlone and theaethes

designed t erforms t asks,.or it nma e a.simle lo hat is used

to start uprhermipotiBaly St brobhs R ErBelh BRsTmb8rosl 8 o be

ei t her producedld geadftryede@hbodifneat oURB PrédeadinOentahd tha @ts bhed pRgrdh @bile of

anot her machine. AS the_process 230 goes through the application &ogr am
a

| ogi ¢, theaprecessarerfigred inaheamand grsegragbarca ¢5pesthvely ARG apsy the
t at ] , i _ ' :
o ot o7ba HFeAIS e LA R dle dBRSE e PHIRsPERGARSEY

ruct
condi ti on f{agk F6roseh Shighy, dach Stiok dldihg cantednfiemesfinapsl edchofisme Tontagang
wi th the hi bernacul um may be sent to another operating environnent.
Al t er nat i v&he registerpr lpeelswaripplespandripmparaty visths of ia pragigmopedulei ag well as

envi ronnment the selecti j t L hin t . S,
o by the. Sdibett S BaREL S Ry dakeieRah e HER: RefoE B bl HpPHARSE
further pog$iteihvdnYioh$n indad ddthie, Howases St iRditstRESIsMY 13 istisliRLd6itle AENRIGIBAS
from anot her operati ng environment, and either all or part of this

suspendéd of detadypesand fiinctinapihabargtusad imths emhodimeritandrwieieh will ketreferrad tvel y
all or part &fl tb@@\ﬂ:i rst process may be incorporated into the second
process. Itfu §°°8%0 be understood that all these operations may be

conbi ned i n manyn diiditieh eNtorR)Gondf ataypePiith a3 iMELEE8d PointdIe faeHew dam

one
types Data, Module, Stack and Hibernaculum are defined in the present invention:

30 Data: A variable of this data type holds a set of data references. Members are added to

and removed from the set by means of the following functions;



20 operating environnent to another and then may mutate by droppi gl &Nt @0h
el ements and rel oadi ng other elenents when in the second environnent. In

t he fol | owmywogtseg | pti on the construction of a hi bernacul unpcsscds/ana2
‘recei ve functions, and exenplary evol utionary operations will all be
described in greater detail. New processks are created with the Construct
110 operation. Fig.3 is a flowchart 25 showing the steps of this Construct

operation. Each invocation of this operatiqn starts up a controller thread
in the pr ocessqééédgéh@ﬂ@ﬁ%%ﬂ E@wgt Sataname)y mstssthe datpatser daleneme inkheads

in the process h%§§of1rhg§poc%§se taeﬁcﬁxngeéﬁ\f‘cﬁ” ocess ~ith sonme or all of the
execution state, program nodul es and/ or data of the process 230 except for
t hose bel ongi ndnt DelDarns(dstard) Strivig ddaeate) rombodsahe datdiierpdithanid B8N,
threads. Therefore, the new process contains 30 no trace of the controller
thread. The new process is suspended i mediately and returned in a

1 37508 200D BofshBlto R ins b B F Rl e o Bl e e, 2
type that Membes atdwldsdtcandiemosed Gbnptheeriwig i folbvaigRhctidts, a suspended

process. Since a process may have several hibernacula in its data area, it
could create a new hi bernacul um that contains those hi bernacul a, each of

which in turn I ggcm“' e 4hi :
process is act iclggtﬁgig sﬁ%&ggg&ntd f yé,még?@db ﬂgrsle %h?%ggg tP %\gﬁgﬁ}t@% rggﬂlfl?/e
j ust before thenéhieaiamedh thelfroger aleh of thd procdsegs B nientexe€di e initially;
threads that were suspended at that tine will remain suspended. At the end
of thelonstruct 110 operation, the controller thread resunes those threads
that were froz j t erqy: a'm,gm' j tion
state shoul d 939} ﬁ%ﬁg}l c{%@&%@&ﬁ&%ﬁg@@ e gﬁ%ﬁ?ﬁ’ﬁ?ﬁ%ﬁ%%ﬁ%ﬁﬁ?s
passed a |ist afhoddérger fedmdontext franes. The |list may include franes from
the state of several threads. No thread is allowed to have nore than one
range in this list. Athread can specify that all of its franes at the tine
of the Co uc : Lk i ' ' L Y l.LL ng
the Al Fr e ORI RS B 58 fofie 8 1S CLHOEEL Eelotfubh Hamee il b
QpenFr sime dtackaff ittenthteads. @hiediseray tontain frame rdngasifromsiaultiphd thadadsHvevdveanes 15
fromthe registered frame ho t he curre\?t,frarre t the tine of {he Conﬁtruct
110 operatt&?ﬁ 47 TR IRRIB AT Ath 0P g oM Varighles, b s tYienass| Sanigulated, Ry the
Cl oseFra Qﬁ{gi sequently, to indicate that only frames fromthat
regi sterren(?.o;i/%nHt gfe}cr@?lgma to the current frame at the tine of calling
Cl oseFrane are to the included in the list for the Construct 110 operation.
An Al | Franme or nFranme reqyest. for . a thread erases. an revious All Frane,
2 Opentr ae. arlt ORsSE RS A gy Siited ntebftie) S Bointad o BEX RS Nrdffost
overriges any i SR TRERARANAR (O thrbds 2fEnt Biitlon Thimd. Nehi
reques%bei S inv:[ﬁéé iq?'ret%e t hread ugés] not alrea yS haﬁgrén q)en?:rrlarre rgghulgst.
A thread can alfsoctimkes AbleFiecti€ theGhem radneed plad/aoangd mskFr ane request s on
behal f of another thread by providing the identity of that thread in the
requests; the effect is as if that thread is maki ng those 25 requests
i tself. The Co R&! & T AteAlrimeh BndiARe 8feRehdcit raRfie BT @AM
nodul es t hat s@h%%%&ﬁﬁg% ﬁe’ ne\/\f y?dg?eat eél’s)pr ocess.geAet hr erggéecan specify
that all nodul eslafgstthehptiveesthrédtamecThis foactionchasdedefifert tifithel thsdad dnes
calling the AllMdul es functiong[l)ri r.,to the,Construct 110 operati on.
Altern&tively, PHEUTFREARRVEZR PSR ENYsraAgENbdul e function to 30 add a
specific nmodule to the list, and the Del Modul e function to renove a
specific

Int PopRange(Stack d, Thread threadname) removes from d the range belonging

to the thread threadname.

30  Hibernaculum: A variable of this data type is used to hold a suspended process.



nmodule fromthe list. The effect of the Al Mdul es, Addvodul e and Ded Mudubms
requests, 1 3 J UN 2003 WO 001 36506 PCT/ SC98/ 00102 14 possi bly nade by

di fferent thopeebssosare cumul ati ve. Hence a Del Modul e request pafTiSi39840102

Al | Modul es request woul d Leave every nodule in the list except for the one
renoved-explicitly, and a Del Mbdul e can !Be negated with an AddMbdul e or

Al | Modul es request. As there could be nultiple AddModul e requests for the
sane. nodule and Al | Modules 5 could be called nultiple tines, a program
nmodul e may be rAsaikheeypkingdimmore dessil balowhapiocess maoheesuspendedein@etered uct
110 operat, on co soki dates the gnt rfi esdkn the list,.so no %H%gram nodqul e
gets dupl i'Ba? STHE RECR LR ?ﬁ”&‘c FARSIeFRd ABHY C08RPEEFHINg 140 VaRo L §23ROB¥E ¢ he
process 23fpetAingtaviiENmBAMART mdy iR sWBjaet tolewblulibRal9RpEALibAN can be passed a -
data list. "This Tist contains only the nane of, or réference to to data
that shoul d be copied. The actual data content or values that get copied to
the new progcess are ken the tj f t Copnstruct 110 operation, not
t thed: | HEEEe O HS RS 5 MR i SpR T T aneraie Bires Robed
armong dat 3)1'55@3& RN Bebexdcatian athté,0 pRAEAIn OlbIR! andldatd REag Rpeaslsd idd i
process 230 are frozen during the Construct 110 operation. A thread can
speci fy t Heramgtersddhe podceshis ipmensiately xeepended and theniretumeddd a ibemeculusy., by

calling 15.the. Al lData function.pri,of to the.Construct 110 .operation. .
Alternativ %/fiu@%acyma@a%a ¥ ébaonfdtﬁ?'e tﬁﬁcﬁﬁkﬁ‘ nﬁuﬂi"?F%n%_d“&&@f‘%{" §B'e3?f ic
datum to tdughdnitigity. IEIPQ i BgloMe LRt SHoW Elh%rﬂ&urmwgtract%%gﬁti%hp dat um
fromthe list. The effect of the AllData, AddDatum and Del Datum r equests,
possi bldy nade by different threads, are cunul ative. Hence a Del Datum
request after ap | Dat a request woul d | eave all of .the data i,n l.i st
except 20 for t e}ﬁgma?"g\’%‘v‘ga}' gﬁﬁF?@?#Wﬁ“ 8?1?%“535’?% ANE IFPE’S’XEIB&

w th an AdgbataHayeeivelfiiEticnsy equest. As there could be nultiple AddDatum
requests for the same datumand Al lData could be called multiple tinmes, a
datum may be referenced several tines in the |ist. However, the Construct
110 operaty copnsolidat.es th r{es in.the list, so no dat.ym gets

dupl i cat edlnfﬁqlﬁgflﬁgwgg¥18@e§s%a%£ é} ﬁrggsr{aﬁ%rﬂrel g{ogeﬁag%%n? V‘f‘ﬂ’én?ﬂ)ﬁ%ttpﬁct
110 opgr atdpepifkb@argest ructed fromthe execution state, program nodul es and
data of thé process 230, the new process initially does not contain any
component that is not found in the process 230. Consequently, the synbol
table in t new ProGgess. | s..a_subset of the mbol .table of t rocess
230, Thr e brie R’ HEEE B Dad B foollbs B M Pesihy sSnge 4, Mibelhat

process ar@nedihidgtla pré¢ass30 dropped fromit. For those threads that have
frames in the new process, when activated |later, each wll begin execution
at the instruction indicated by the programcounter in the 1 3J UN 20A3
WO 001 36506 PCT/, : ' .fames that are
copi ed.” By excl Gﬁﬁﬁ%ﬁ%ﬁ%@rﬁﬁ%ﬁ%ﬁfgﬂc?ﬁﬁﬂ%@@% g\@&?@ taaﬁ)eéﬁl]p {rlé)lgsft he new
process, the associated thread can be forced to return fromthe nost recent
nodul e i nvocations. An exception is raised to alert the thread that those

modul es arkat nbssimbatp(tibemapdimah QvemideBlegai) wetivatest the thrasdawfctha mecemide
E:gwr’lte g? ?nét{)]%ge% drllJ lrlgz%rﬁ WndGhinaks Otpu‘ea@l \gﬁﬁkege%m}?g ;grggesg’rs()%&)gr%ing
environment. Where there is a conflict between the data and/or program modules of the

25  hibemaculum and the operating environment, the override flags specify which to

preserve. Fig.4 is a flow-chart illustrating the steps of the assimilate operation.

Int Usurp(Hibernaculum h, OverrideFlags f) copies the data and program modules of the
process within h into the calling process’s operating environment. Where there is a

30  conflict between the data and/or program modules of the hibernaculum and the operating



frame anongst those frames belonging to that thread that are copied!3 JUN 2003
Simlarly, by excluding one or nore of its oldest franes fromthe new
process, awdlheaskoean be forced to ternminate directly after BOWSIG8%P¢HE2t he
frames that are included. H bernacula, produced by the Construct 110
operatien, can be exchanged between t o processes via the Send 120 and
Recei ve 130 operations. The process 230 can send a hibernaculumin its data
area out on an output stream by invoking the Send 120 operation with the
hi ber nacul épaviranshefyt thet osérfidanfias ppgcifyeidich td iBeseleP Wig St iLamffkHarkead
to either a disk file, a nenory stream a device stream or the input
stream of iHugrating the stepsef thpyswpwipgrasigna di fferent nmachine. In the former
case, the process in the 15 hibernaculumis stored away for the tinme being,
whereas in the latter case the process in the hibernaculumis received
directly it Behheuti{dliberas@iurath, ahedadahraaiRmes OverRFRES €L Bpor FkebdIAnA’§ O
acquire other processes via the Receive 130 operation, which receives from
an i npdt demeimatien Hiciestanthel threadoat tie mrergsasteted pethitel apd swsstbemTiseheaads ce

of the input,streamcould b i file. a st yeam ..a device stream
o the 20 HieRhE ST hE S Be s e TEERINETY' PARER uaf 7Y a pfnflict
machi ne. Thegweé tesdat2 aAd/ea prophan mhodules St hitstethepluacass thel dallidy process,

hi ber nacul um t hrough the Assim |l ate 140, Usurp_150, Bequeath 160 and

( . . P . !
| nherit 17the @yeride ags speeibs whisheis 40 ibsiyesemedbEigitnis aiddewishad nljustratiag dhe n

t he proces 3 t process that has appropriate perm ssions.
The hi bernszeu og’ntygé%%aﬁx}&’g&gfggh created by the process 230 25 itself

earliey, or received fromanother process via a disk file or an input
stream The Assim|ate 140 operation accepts a hjbernaculumas input. Fig.4
is a flowlohdnkeriihemgeulumshoplsiead thysadnamge Oariridelings Hpuispendsrihesednase up a

control l er_thread,i he pr 3. The controll).er ead freez
ot her act ﬁ}’é‘ %ﬁfvé&%sqh% e eéggﬁglc?:neé 5 % %g(ﬁ@éeg ?‘lgjltglrno% Eé lﬁ%ta% Iltgsaeagang%éat a
of the progegfan Mmdduteshirbadaartd thegrocdsh eomtinitpaticatiiecbefdfe tichddama iof

t he process 230, respectively, and_ updates its synbol table accordingly. In
case of a feapvatghrWhere therds & erjilich brswesneths datigand/ar Rspgramemedples PAhe um

is di J S : in. t h
one 11 6 tRgppaBerBe Bbsd Bt g iR ik R ERAE g sk Blends 1
gi ve pref efocieosresedvédI FidV hea flasrdharnillhdoraciay e, stdpbof the iilexit operaties of t he

threads within the hi bernaculumare added to the execution state of the
process 230, enabling those threads to run within the process. Only those

threads th Ve i e i der UEk r
act vt ed T VG REkE b SFARCMERIE BE, e MRS, TG el BRUER
suspended. exfegatiomstate; prograny @blet indedata hegp 0f tiexeatling process. Ifhe thraadt hasanon
i ndi cated by the programcounter in. t h% nost retperg frame apongst tcpe
cont ex20 f r&HEsIn s, only the range of execution frames specified by this entry 1s preserved, the
other frames are discarded. Execution stacks belonging to threads without an entry in s
are left untouched. In addition, program modules listed in m and data items listed in d are
kept or discarded depending on the flag status. Fig.8 is a flow-chart illustrating the steps

of the mutate operation.

Int Checkpoint(Process p, Target t) creates a snapshot of p including all of its data,

program modules and execution state. The snapshot is then sent to the specified target.

Int Migrate(Process p, Machine m) transfers the process p to the specified machine for p
30 to continue execution there. Al of the data (including file handles and established

sockets), program modules and execution state are preserved in the transfer.
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30 no trace of the controller thread. The new process is suspended immediately and returned

in a hibernaculum in the data area of the process 230. As explained earlier, a
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10 230 that leads to an input streamin the receiver process. (d)13BhdUN 2003
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H ber nacul um Constructdl(h%t ate s, Mdule m Data d); public static native int
Send( HP be tadataithehshouldhenopimd: Eheraetpal data pemtent or yalues thahgaticopierito Sreamaw um

Recel vl RS ARE) o P, 1SR e L S BRI

int ~; pu static native I'n érn atic

native i ntdaRggieatdad kb tHRrHacTd erbube cdrdfstdnty aldhd Hata ShakbeldhrirkMed tBleach
| nherit (H bemaculumh, int ~; 30 public static native int Mutate(State s,

Modul e m oithar, #if theghrepds in the pracessi2B@gye frpasp|dusing the Constraiet V) ppration. A
Creckoo, TPl SRR gk o0 o R IRBRRIR VLR 0 ™
privatie Snh@ehiData filnction prior to the Construct 110 operation. Alternatively, the thread can
call the AddDatum function to add a specific datum to the list, and the DelDatum
function to remove a specific datum from the list. The effect of the AllData, AddDatum
and DelDatum requests, possibly made by different threads, are cumulative. Hence a
DelDatum request after an AllData request would leave all of the data in the list except

20  for the one removed explicitly, and a DelDatum can be negated with an AddDatum or
AllData request. As there could be multiple AddDatum requests for the same datum and
AllData could be called multiple times, a datum may be referenced several times in the
list. However, the Construct 110 operation consolidates the entries in the list, so no datum
gets duplicated in the new process.

25 Since the lists passed to the Construct 110 operation are constructed from the
execution state, program modules and data of the process 230, the new process initially
does not contain any component that is not found in the process 230. Consequently, the
symbol table in the new process is a subset of the symbol table of the process 230.
Threads in the process 230 that do not have any frame in the new process are effectively

30 dropped from it. For those threads that have frames in the new process, when activated

later, each will begin execution at the instruction indicated by the program counter in the



5' { PCT/ S8/ 00102 The nmethods in the Snapshot class can be invoket3fJuNn2003
application code. For exanple: to try { if (snapshot. Snapshot. Construct (s,

m d) !'= nuhlooofsséds hi bernacul um has been created } else { 1Ppdrisdmiobsd to
create hi bernaculum} catch(snapShot. Snapshot Exception e) { // Failed to

create hi bernacul um 20 The m grati on andl¥adaptati on operations are

I npl emrented as native codes that are added to the Java virtual nachine
itself, using the Java Native Interface (JNI). To do that, a Java-to-native
tabl e is fmostredesftiframie ad®ngddfsi fnemeésSHat hxjeaaopleslnﬂpsslxo]mﬂiﬂigbcmemaubmmf'the

#define KSS "Lj / ot/State;" #define KSM" val/ sn ot | Modul e; "
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snapshot
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Hibernacula, produced by the Construct 110 operation, can be éxchanged between
10 processes via the Send 120 and Receive 130 operations. The process 230 can send a
hibernaculum in its data area out on an output stream, by invoking the Send 120
operation with the hibernaculum and output stream as parameters. The output stream
could lead to either a disk file, a memory stream, a device stream, or the input stream of
another process, possibly on a different machine. In the former case, the process in the
15 hibemaculum is stored away for the time being, whereas in the latter case the process in
the hibernaculum is received directly into the data area of another process.

The process 230 can also acquire other processes via the Receive 130 operation,
which receives from an input stream a hibernaculum containing a suspended process. The
source of the input stream could be a disk file, a memory stream, a device stream, or the

20  output stream of another process, possibly from a different machine.

The process 230 can absorb the suspended process within a hibernaculum through the
Assimilate 140, Usurp 150, Bequeath 160 and Inherit 170 operations. These operations
can be invoked by any thread in the process 230, or by another process that has
appropriate permissions. The hibernaculum could have been created by the process 230

25  itself earlier, or received from another process via a disk file or an input stream.

The Assimilate 140 operation accepts a hibernaculum as input. Fig.4 is a flow-chart
showing this operation in detail. The operation starts up a controller thread in the process
230. The controller thread freezes all other active threads in the process 230, adds the
program modules and data of the process in the hibernaculum to the program modules

30  and data of the process 230, respectively, and updates its symbol table accordingly. In

case of a name conflict, the program module or data from the hibernaculum is discarded
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10 The Usurp 150 operation, which also accepts a hlbernaculum as input, enables the
process 230 to take in only program modules and data from a hibernaculum, without
acquiring its threads. Fig.5 is a flow-chart showing this operation in detail. The operation
starts up a controller thread in the process 230. The controller thread freezes all other
active threads in the process 230, adds the program modules and data of the process in
15 the hibernaculum to the program modules and data of the process 230, respectively, and
updates its symbol table accordingly. In case of a name conflict, the program module or
data from the hibernaculum is discarded in favor of the one from the process 230 by
default. However, a flag can be supplied to give preference to the hibernaculum. Finally,
all the original threads in the process 230 that were frozen by the controller thread are

20 resumed before it terminates itself.
The Bequeath 160 operation accepts a hibernaculum and a thread reference as input.
Fig.6 is a flow-chart showing this operation in detail. It starts up a bequeath-thread in the
process 230. The bequeath-thread registers the referenced thread and any existing
bequeath-threads on that thread, then allows them to carry on execution without change.
25  After all those threads and threads that they in turn activate have terminated, the
bequeath-thread loads in the context frames, program modules and data in the
hibernaculum. In case of a name conflict, the program module or data from the
hibernaculum is discarded in favor of the one from the process 230 by default. However,
a flag can be supplied to give preference to the hibernaculum. Subsequently, threads
30  within the hibernaculum are activated to run in the process 230 before the bequeath-

thread terminates itself. Only those threads that were active just before the hibernaculum
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wi t hi d01 i dikernsculyand acthread sefgranee sainput dihstiloweehastofor this operation NOBW@-~~r
13JUN 139937 This operation starts up an inherit-thread in the process 230. The inherit-thread
freezes the referenced thread in the process 230 together with the bequeath-threads and
any inherit-thread for the referenced thread, adds the program modules and data in the
hibernaculum to the program modules and data of the process 230, respectively, and
15 updates its symbol table accordingly. In case of a name conflict, the program module or
data from the hibernaculum is discarded in favor of the one from the process 230 by
default. However, a flag can be supplied to give preference to the hibernaculum.
Moreover, the context frames of the threads within the hibernaculum are added to the
execution state of the process 230, enabling those threads to run within the process. Only
20 those threads that were active just before the hibernaculum was created are activated
initially; threads that were suspended at that time remain suspended. Each newly acquired
thread begins execution at the instruction indicated by the program counter in the most
recent frame amongst the context frames that belong to that thread. After all the acquired
threads and threads that they in turn activate have terminated, the inherit-thread resumes
25  those threads that were frozen by it earlier, before terminating itself. If one of the
acquired threads issues an Inherit 170 request, the acquired threads and the current
inherit-thread would in turn be suspended, pending the completion of the latest Inherit
operation. If an acquired thread does a Bequeath 160, the inherit-thread would wait for
the Bequeath request to be satisfied before resuming the threads that were frozen by it.

30 Besides constructing and absorbing new processes, the process 230 can also modify

any of its components directly by calling the Mutate 180 operation from any thread. Fig.8
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sai d consthegemaining thigadseresumes grectienrdl the dpeaistion dpdigatedt by the gregram
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conmput | ne Byt Y Bnod ren ik Bl st Nofhi R Chund Sl oM BE £ ot theddls B,
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process stored wthin said construct is activated, and when the second
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dded fol ' b - | : 5 A
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automatically reclaimed by a garbage collector.

The process 230 is also capable of suspending and migrating itself. The Checkpoint

20 190 operation starts up a controller thread in the process 230. Fig.9 is a flow-chart

showing the Checkpoint operation in detail. The controller thread freezes all other active

threads in the process 230, then sends it in the form of a hibernaculum on a specified

output stream that it established earlier. The hibernaculum contains all of the execution

state, program modules, and data of the process 230, except for those belonging to the

25  controller thread and the output stream used by the Checkpoint 190 operation. The output

stream could lead to either a disk file or the input stream of another process, possibly on a

different machine. The controller thread ends by terminating the process 230. When the

process in the hibernaculum is activated subsequently, only those threads that were active

just before the Checkpoint 190 operation will begin to execute initially; threads that were

30  suspended at that time will remain suspended. The Checkpoint 190 operation could be
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construct is fornmed by a construct operd®ion that suspends all active
threads of said second process and creates a new process conprising at

| east some 20 of the data andl or program nodul es of said second process,
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bet ween d r f Ior
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modul es Ofco?ﬁr'oﬂexftﬁfe%g (2) 1€ 30 BAr SR ANAAGL IR SR YRARULER iR thSBlcless
second process a or program nodul es of sai secon process wl |
overripe t280 tﬂatlaada;nd/annnmxt(sg‘emmmﬂt&xleeavafprseesd @) The spgondedatroRér thikad
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15 may
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sai d_COMPULRGIENHIERANERAL the Brocks 99D th 1RO BN Iof U HRmaBEING] BhITRE duffpt! a1 M

22 wherein a construct 1Is conprising at (east some o e da
andl or pr ogream. it bitesnaanbineserdains eli of ttht exahtismtdtep progesrs maduless andl data

t t t f d. 20 24.. A t I d
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claimed in any o | ai s 2 to 24°wherein a sald process is subject to an
evol uti onapxpccqséZBaI (e A ftenaecearihg e hiberngcdoes the2gcond canirdller thread ectoates
har dvar e “therpr process in thNEhl\PI%aculum before terminating itself. Only those threads that were

active just before the migration are activated initially; threads that were suspended at that

time remain suspended.

20 To implement the process migration and adaptation system of the present invention in
a Java environment, a package called snapshot is introduced. This package contains the
following classes, each of which defines a data structure that is used in the migration and

adaptation operations:

25 public class Hibernaculum {

public class State {
30
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public static native int Inherit(Hibernaculum h, int f);
30 public static native int Mutate(State s, Module m, int mflag, Data d, int dflag);

public static native int Checkpoint(OutputStream o);
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// This class is not to be instantiated

private Snapshot() {
5 }

The methods in the Snapshot class can be invoked from application code. For

example:
10
try {
if (snapshot.Snapshot.Construct(s, m, d) !=null) {
// hibernaculum has been created
} else {
15 // failed to create hibernaculum
}
catch(snapShot.SnapshotException €) {
// Failed to create hibernaculum
}
20

The migration and adaptation operations are implemented as native codes that are
added to the Java virtual machine itself, using the Java Native Interface (JNI). To do that,

a Java-to-native table is first defined:

25  #define KSH “Ljava/snapshot/Hibernaculum;”
#define KSS “Ljava/snapshot/State;”
#define KSM “Ljava/snapshot/Module;”
#define KSD “Ljava/snapshot/Data;”

30  static JNINativeMethod snapshot_Snapshot_native_methods[] = {

{
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L910%a&&' () - “(“KSH"Ljava/io/OutputStream;)I”,
(void*)Impl_Snapshot_Send

b
10 {
“Receive”,
“(Ljava/io/InputStream;)”KSH,
(void*)Impl_Snapshot Receive
|3
15 {
“Assimilate”,
“(“KSH"DI”,
(void*)Impl_Snapshot_Assimilate
b
20 {
“Usurp”,
“(“KSH”DI”,
(void*)Impl_Snapshot_Usurp
b
25 {
“Bequeath”,
“(*KSH"I)I”,
(void*)Impl_Snapshot_Bequeath
|3
30 {

“Inherit”,



2$10%@ () - ! #2$10%c& () - 13 JUN 2009

#2$10%€SC& () - =0==>A>2\ 2wUBi A20Zf $10%4| & ()-! 3Ynt 10%| 4] & ()-!1="10%|}| & (
)- 11" 10% | 8% &%?(%,P 10%| x| & ()-'c' 10% | & ()-\?@D PCT/SG98/00102
"AAALBAE 72027 SIX08 10| & ()- F#10%] & ()-F “nt 10%| & ()-3y nf 10%] & () -

$10%4| &. () -39"10%4| & () - 1BBBBGG CCdEi A ?QZf $11 3110%| & () -

y/ &10%4| & ()-Y-110%4| & ()-Y, 10%| & () - F(" 10%] & ()-' $10%}| & () - CCDDDDDDDUV7
0Zf & 10%&' ()-% 10%& ()- 10| | 10|| 10]|!\7$10% | & ()-96!10%| & ()- |2

109%4| & () - “(“KSH™DI”, 0
DD>FG JbKzX6uV70Zf | NS#S1Q9& () - | d3%4.094 1&' () - ! V3UL0%#H#& () - ! L*3040%& () -
!mcyaocy&'()-‘s‘low&%ﬁbﬁmﬁmﬁmﬁww!NS#$10% 10 10 10 ! @$10%

& ()-11S#810983& ()- ! f S#$10983& () - ! NSHSL0%& () - NNNNNACGCIEMZ0Zf | NS#$1
“T109& () - 1098 () - #&10%&' ()- & 109%&' ()- " 109%& () - &10%&' () - gOOPUPPP( QdEM7OZf ! N
S#$1 910%& ()- { 109%& ()- FLO%& ()-F10%& ()- "y $10%& ()- 10%&' ()-(Q
QQQCRXRRIEMZOZf | NS#$1 - YU40%&' ()~ Y" 10%& () - Ff

Z"109%&°() -, t $10%& () ME09& ()- 109%& () - RRASSSTPTAEMIOZf | NSH$1F

y210% ()- @/ 10% (4“KSSKSM"I"KSD"I)I”,

(void*)Impl_Snapshot_Mutate

b
{
10 “Checkpoint”,
“(Ljava/io/OutputStream;)I”,
(void*)Impl_Snapshot_Checkpoint
b
{
15 “Migrate”,
“(Ljava/snapshot/Machine;)I”,
(void*)Impl_Snapshot_Migrate
3
IR
20
After that, the native implementations are registered via the following function:
JNIEXPORT void INICALL
Java_snapshot_Snapshot_registerNatives(JNIEnv *env, jclass cls) {
25 (*env)->RegisterNatives(  env,

cls,
snapshot_Snapshot_native_methods,
sizeof(snapshot_Snapshot_native_methods) /
sizeof(JNINativeMethod)  );

30}
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10 void* Impl_Snapshot_Send(..) {

// send given hibernaculum to specified target

15 void* Impl_Snapshot_Receive(..) {

// receive a hibernaculum from a specified source

20  void* Impl_Snapshot_Assimilate(..) {
// follow flowchart in Figure 4

25 void* Impl_Snapshot_Usurp(..) {
' // follow flowchart in Figure 5

30 void* Imp!_Snapshot_Bequeath(..) {
/! follow flowchart in Figure 6
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void* Impl_Snapshot_Mutate(..) {
10 // follow flowchart in Figure 8

void* Impl_Snapshot_Checkpoint(..) {
15 /1 follow flowchart in Figure 9

void* Impl_Snapshot_Migrate(..) {
20 /I follow flowchart in Figure 10
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transmittal of a process running on any first one of the computer

components to any second one of the computer components to resume

running on the second computer component, and

10 evolution of the process by selective deletion of objects from within the
process and/or the selective addition of objects into the process and/or the
selective replacement of objects within the process by new objects, thereby
changing the functionality of the process.

2. A computing environment as ‘claimed in ¢laim 1 wherein a construct is

15 formed comprising data and/or program modules and execution state of a first
process, and wherein said evolutionary operations are performed by functions
operating on a said construct.

3. A computing environment as claimed in claim 2 wherein said construct
is formed by a construct operation that suspends all active threads of said first

20 process and creates a new process comprising at least some of the data
and/or program modules and execution state of said first process, and stores
said new process in a data area of said first process.

4, A computing environment as claimed in claim 3 wherein said construct
comprises only data, program modules and execution state falling within lists

25 that are passed to said construct operation.
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7. A computing environment as claimed in any preceding claim wherein
said evolutionary operations include the selective loading or reloading of
objects into said process. '

8. A computing environment as claimed in claim 1 wherein a said
10  evolutionary operation includes the incorporation into a first process of new
objects from a second process.

9. A computing environment as claimed in claim 8 wherein a construct is
formed comprising at least sorme of the data and/or program modules and
execution state from said second process, and said construct is transferred to

15. said first process.

10. A computing environment as claimed in claim 9 wherein said construct

is formed by a construct operation that suspends all active threads of said

second process and creates a new process comprising a subset of the data,

program modules and execution state of said second process, and stores said
20 new process in a data area of said second process.

11. A computing environment as claimed in claim 10 wherein said
construct comprises only data, program modules and execution state falling
within lists that are passed to said construct operation.

12. A computing environment as claimed in any of claims 9 to 11 wherein
25 said construct is provided with an authorising signature.

AMENDED SHEET



I, t109WE ()- 'Yf ml0% & ()-!3, 109%&ZZ& ()-GN rP40!! ' 10% j ! Fcs( 10@8JYY -2003
10ee 10ee 10ee! @10%e& ()-!,/10%e& ()- ,/10%e& ()- 3Wv{\; P40!!

A 109 ()-Fs' 109%& ()-Y #s' 10% & ()- Yf 3 mlO%& ()-
mLOY&! (QY!:(lO%]JE&')()-L'S*-./0<}§)g\=0!! '10%2')()\(?&13'61 20098700102

10, y810%& () - &109%&' ()-!,"-10%& ()-& ,"-10%& () - &<T[ ~eA}~?g\ =0! !

sM 10%& ()- sM 10%& ()-s 10%& ()-110%8&28)-1i 10%& ()-!

109%67& () - A2  dEg\ =0! | s#10%& ()- S10%& ()- @' 10%& ()-Lt10%& ()- s

10%& ()-y@10%& ()- gqVudEg\=0!! ' 10%& () - B

&& 10%H& () - s$#10%& ()-L": ! 10%& ()- 9! 109%& ()- 9! 10%& () - uYsdEg\ =0! !

610%& ()- L 3:!10%& ()-L0Z10%& ()- L,/:!10%& ()- -#10%& ()-

CL* & 10%& ()-~\=0!! 10%& ()-!'qS 10%&' ()-!S 10%&' ()-(10%& ()- 10b 10b
13. A computing environment as claimed in any of claims 9 to 12 wherein

after said construct is transferred the second process stored within said
construct is caused to be activated within said first process.

5 14, A computing environment as claimed in any of claims 9 to 12 wherein
after said construct is transferred the first process is suspended and the
second process stored within said construct is activated, and when the
second process is concluded the data and program modules of the second
process are added to the first process and the first process is re-activated.

10  15. A computing environment as claimed in any of claims 9 to 12 wherein
after said first process terminates at least some of the data and/or program
modules from said first process are added to the second process stored in
said construct and said second process is then activated.

16. A computing environment as-claimed in claim 8 wherein a construct is
15  formed comprising at least some of the data and/or program modules from
said second process, and said construct is transferred to said first process.

17. A computing environment as claimed in claim 16 wherein said
construct is formed by a construct operation that suspends all active threads
of said second process and creates a new process comprising at least some
20  of the data and/or program modules of said second process, and stdres said

new process in a data area of said second process.

18. A computing environment as claimed in claim 17 wherein said
construct comprises only a subset of data and program modules falling within

lists that are passed to said construct operation.
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21. A computing environment as claimed in any of claims 8 to 19 wherein
10 in the event of a conflict between data and/or program modules of said first
process and data and/or program modules of said second process, the data
and/or program modules of said second process will override the data and/or

program modules of said first process.

22. A computing environment as claimed in claim 1 wherein a said process
15  may be transferred between different first and second hardware components

. of said computing environment.

23. A computing environment as claimed in claim 22 wherein a construct is
formed comprising at least some of the data and/or program modules and

execution state of said process, and said construct is transferred.

20 24. A computing environment as claimed in claim 22 wherein said
construct comprises a subset of the data, program modules and execution

state of said process.

25. A computing environment as claimed in any of claims 22 to 24 wherein
a said process is subject to an evolutionary operation that allows the process

25  to runin the second hardware component.

AMENDED SHEET



Enyc. % - e247: <=\ 21BCDbKNgO( QRPTUWKZA\ ~, adf j kpnCpMsvxzW nE+%/71 wxi qw13 JUN 2003
<Aua! o#T6Ti mes New RomanAri al Couri er New'h Root EntryWrdDocunent

" H#HSUR' () *+,-./0123456789: ;

<=>? @ABCDEFGHI JKLMNOPQRSTUWIKYZ[ \ | ~_" abcdef ghi j k| gsmgr 8@\@\/@/2}{ |9 010 2

30

26. A computing environment as claimed in any of claims 22 to 24 wherein
said second hardware component is a memory storage device.

27. A method of operating a computer process within a computing
environment defined by a plurality of computer components, the process
5 comprising a plurality of objects which each comprise data and program
modules operating on the data, the process running on a first of the computer
components and having an execution state at any time, the method

comprising:

transmitting the process to a second of the computer components, the
10 process resuming operation on the second computer component, and

modifying the process by selective deletion of objects from within the
process and/or the selective addition of objects into the process and/or the
selective replacement of objec"gs within the process by new objects thereby
changing the functionality of the process.

16
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