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el ectronic 5 comerce, and in partlcular to a secure nethodol ogy for
approving an | ’ , 7 S
authenticatingﬁhﬁ Ten purc aser w thout
transmitting a credit card nunmber or other paynent mnmeans as part
of the online transaction. 10 BACKGROUND ART The
Internet is EECHNISAL, B3&Idhding at a very high pace and has becone

one of today's essenti communi cat i on n g
envi ronments. But nevea#kh’eef eV ériSrelate%t Eﬁt |glél g‘% a %lcg% or
el ect goni ¢ CouReaRda%iPlin partlcubsfntéual gebfbki metholtlods fcwause

today S networks are not secure enough for transmtting sensitive
fi nanci al approvuny(Hnnnnlmne[Iﬁamsecthencoasraad dakelcoperitheof new
encryption nethods, they are seen1ng] never

8 ﬁ % hacﬁg h

ability. I\/b§#1tt§’é-’é¥e§ Y e W%ﬂ gothakide EltY and crgdif ofrthe

someone eavesdroppl Qg& xJPc%E &ffz%x{l#é‘iﬂgnan’e%dlt card glﬁéﬁerblpoééﬁér
car rie net

u.
address as i €4 even ecure wor k

CO”WunlcatIO@d%ﬁéﬂt nauhéﬂégﬁﬁér@r@blené online ttahsebmnknonlc comer ce
today is users" lack of trust and 25° the psychol ogi cal barriers to use
of tRe® Internet as a tool for commrerce that arise therefrom

Prior art systens _ha o] devel oped in an effort to neet this
need; for exgﬁﬁgﬁggﬁﬁ§}§§§ﬁ1has been proposed
The Internet is conﬁt?ntly expanding at a very hlgh
pace and has become one éf today's essential communication
and information environments. But nevertheless, its
15 potential as .a facilitator of electronic commerce has not
been:%ully realized. This is because today's networks are
not secure enough for transmitting sensitive financial
information. Despitg the constant development of new
encryption methods, they are seemingly néver beyond a
20 hacker's ability. Most users do not even want to take the
chance of someone eavesdropping on their credit-card number
or even postal address as it is carried along even the most
secured network communication paths. The biggest problem
for electronic commerce today is users' lack of truét and
25 the psychological barriers to use of the Internet as a tool

for commerce that arise therefrom.

Prior art systems have been developed in an effort
to meet this need; for example, a system has been proposed

30 called Secure Electronic Transaction (SET). With SET-




30 call ed Secure Electronic Transaction (SET). Wth SET-

enabl ed software and an account with a financial institution t hat
supports wossgsidem a user can go to an Internet Wrld PCT/UGRS 7 R0e 1y
(WWNy site, choose products to buy, and then order themwith a few
nouse clicks. The order is processed, the 5 buyer's identity and,
account ar eenabilbdegofamhnehand an ageewshcyieh asiépapriépd. IRFELRMCHAD S

hecki dit _ d t t
DI Gi CASH o Ehat SUBROESS iier GHECTt \F | FoBE QARS8 FonMRc bl SEREr: Vot

(such . 2QS ST%Eﬁﬁ VI tgp€ t r aRAKC cheytder 10
referred towéggtﬁgﬁbén . H%f%é, éﬁgog@saéﬁ&geﬁéegoo%ggs t he account, he
recei ves fromeih@ith a fevBamduss &lbeksoni Théi bedeal Ledpaxocesisied, c athe,

whi ch acts like a credit card for on-line purchases. |t contains 15
i nf oBat i onbayeat’ st Halanuity iand (RFPEUAL pabei ¥ekéyied, Aad the an

iration date,_and it has been digit | gaed_b _ .
noure | 13 GEPPARE T Yo DR tna, THEFBRENTE = 4 CREcking o BNt

d, "nerc busi ness
with the BaBE%d?EEEdﬁHtf*ﬁfiéﬁéﬁﬁé@ paghent systemneligtie aBODIGITASH or
merchant's public key and the Bank's public 2% key. This certificate

al so is si gFERSTY MIRTWInk ito will be whthcat éindaciehe imstdfakians (such
l egitimate. The nerchant's

keg will be usgd Eor ordeﬂf%é gwnle
the Bank's ReyMASTER(ARD or VISALqthal BUPPRELS esgctronic paymentsp,,
user .indicate ;| product or service he wshes to
pur&ﬂase vi &5 _etﬁrm ‘i]eﬁ%?%%rﬁ?% %@Ebage data transfer or the like.
The followi ng series of events is set in notion that takes a few

seconds to conpl ete. First, the user's software receives a copy of
the nerchant's 3Ghen aepser|epenrsahbievarrrres.t hgt receiyefefinany it h a

valid Bank an electronic file called a c%rtificate, which acts

like a credit card for on-line purchases. It contains

15 information about the user, including a public key, it has
an expiration date, and it has been digitally signed by the
Bank to ensure its validity. On the other end, merchants
doing business with the Banks also get certificates that
include both the merchant’s public key and the Bank’s public

20 key. This certificate also is signed by the Bank to
indicate that the mexrchant is legitimate. The merchant’s
key will be used for ordering, while the Bank’s key will be

used for paying.

25 The user indicates to the merchant what product or
service he wishes to purchase via e-mail, through a Web page
data transfer or the like. The following series of events
is set in motion that takes a few seconds to complete.
First, the user’'s software receives a copy of the merchant’s

30 certificate and verifies that it is dealing with a wvalid



store since the certificate has been signed by the Bank. The user's

sof tware Sggdgaéges nerchant three itens, all of whi chedTEUSISIETI9

signed: the order information, which is encrypted with the

merchant's public key; the paynment 5 i nformation, which is encrypted

w th the Bandg Srdubiheekelie certificGthuhad eareraimméd capnbthesBankhe

paynment information); and a nmessage di gest (a code, containing

i nf or mat i on Theomber hs softwaret gengsy v narrhant dilees iheMSenddde®ft hat

t he paynent can only be used for that order. 10 . .

After recei VERHRRYES| PERE, Sﬁﬁgeﬁer %S e&:k’snformatlont hehgsB, 18

di gi tal Slgg@;& t%@ew%hchﬁgt méldHdos thidblic key; @ﬁerpagtﬂeh@r mat i on
par I t a

with a thir i kel'y, but no necessarliy, t he nk) to make

sure ¢ he useinformabiione. which isTemompteshtwitierctlentiankhe publia keysage
I ndi cating that t he_order has been received. The nerchant also
sends a (thusgj Ghedmazshags canNRt Bk the RPYMRNBaARESTPALLLPR) KeRnd

Thi 5 essage, | HgkUdSs BRGNS (ARd, RN, LI O NBLLRlLon tron( WAE Che

nmer chant can™t and € nerchant”'s cer I'cat e.

The Bank firgheV8aiyhefit hhal thie oFdei)ardhdts ensures tRgt! tHB! payha® can
checks the signature of the nessage it just received to nake sure

that the nessale be hegdt foat $hather2®r. Bank then opens the encl osed
paynent information fromthe custonmer and verifies that it is
goodt® The Bank al so checks to make sure the paynent information is

for that merchant AfterdRedelldti lipdndad qt&ﬁgﬁrt\:/\%ié_zﬁeﬁéﬂﬁnii @Rk

encrypts an aut hori zation td the nerchant, can then ship the
30 goodsthe user’s digital signature. The merchat validates the

user’s information with a third party (likely, but not
necessarily, the Bank) to make sure the user is genuine.
15 The merchant then sends the user a message indicating that
the order has been received. The merchant also sends a
signed message to the Bank using the Bank’s public key.
This message includes the customer’s payment information
(which the merchant can’t interpret) and the merchant’s

20 certificate.

The Bank first verifies that the merchant is
legitimate, then checks the signature of the message it just
received to make sure that the message is legitimate. The

25 Bank then opens the enclosed payment information from the
customer and verifies that it is good. The Bank also checks
to make sure the payment information is for that merchant
and that particular order.. The Bank signs and encrypts an

authorization to the merchant, which can then ship the

30 goods.




The SET system has been criticized for various reasons, one of
which is the possibility that a keystroke steallng P IR b
attaches WQB88/4088% t he keyboard 5 drivers in a user's conputer can |ay
dormant until it is activated by the presence of a digital wallet
program It then records the keystrokes perforned (before they are
encrypted) and sends themto a third party. Such a phantom program
coul d be disseni nated {pgi §ETas¥B‘E‘.bH et Hlen KriticiseEnEsg! Yanroeas! )

el ectroni c-commerce software pa age unknowi ngly distributed by a
financi al i nsdadgotis pnone of which is the poﬁaalﬁaﬂumtmblaglyevetrehe

Corti 11 ot comtad {r'lgogprogramnﬁpap' Cséat@h ache et aE L e [EhE CkaghedEd oo
para3§ter thrlverslén g%ﬁthCU k efﬂgéﬁ5'%§fﬁggﬁéﬁéjuﬁ §1sggn$g to

decryption e Yor gi nal® encrypti on
certificatess{yatisq Bykﬁhelpg%éelﬁdes dfong,dMhitdl iwalbét program.toIt
provi de strong enough security. But, as with any 20 encrypti on-based
scheme, a harclen raoobdsakhehkaM$qu¥aﬂﬂperf0rmed teetohet FheYanyge

ol hods. s (WREEYPCEADy SAFgRends thegt 8 3 SRR AATEYT (BRaPI 5 PUBREER | {

decryption '?ro am coﬂ@ﬁfBE”%ﬁs@éﬁiﬂJHé&ifﬁgidbEﬁmha@fﬁléadeﬁﬁted by the
25 | egi ﬁ%te users se sense of security ensues
Stronger secsgeningdy abemualnied eotarnict+aommenrst dafewsveepackage  sort

of backup nmechanismin place, rather than sinple faifh in a
particul ar em@kggw;@glycﬁéﬁ§rlbuted by a f1nanc1al institution. 4

The SET methodology relied heavily on encryption,

which is also another potential weakness. Certificates play

15 a major part in SET’'s security scheme. The parameter that
gives the certificates mathematical resistance to decryption
is the length of the original encryption key. SET
certificates will use a key 1,024 bits long, which is felt
to provide strong enough security. But, as with any

20 encryption-based scheme, a hacker can break the code given '
enocugh time and computing power. The problem with a total
reliance on cryptographic methods is that if they are
decrypted, they fail totally. Worse, if decryption is
performed by a third party and goes undetected by the

25 legitimate users, a false sense of security ensues.
Stronger security for electronic transactions must have some
sort of backup mechanism in place, rather than simple faith

in a particular encryption scheme.




In another prior art electronic commerce schene, t he FI RST VI RTUAL
syst em doeggésiso86d Y on any form of crypt ogr aphy, r atPoarus9es/4md ows
non-sensitive transaction information to travel over the Internet,
whil e users' credit 5 card nunbers are gathered by phone. In
addition, there is a In anothetygrieedsackelrechapnim eniremteopsaxens ) ng
| nt er net I cation protocols including_e-mail, FTP, tel net and

I
t he PBbel HIWD'E' WERT UPBe (e h%%%spﬁei:oé‘ﬁp-é’ O&r la}*Yncf-?ﬁ“bcﬁ of
identity, FI RST VI RTUAL uses yen e a
cal | - backs. Oggﬁgg’yt ‘0 rpartg‘c%a i #%?\%ﬁ% g},ﬂ égﬂsﬁQﬁrﬁ ézrjlrgaa{l a}co{n%%'t
| 6oks up thelﬁ%%a&@epwttﬁ%mwéraﬂhe Internet, RHilldTRESHH askédDe
the buyer to confirmthe validity of the transaction. The buyer can
respofd w t hchydshumbea's agre gathered "byaphbneml ynwagd itthieorhuyhesmyss a
"yes" is a financial 15 transactlon |n|t|a

Mor eover, FIRayey keesback)dnshpssm dpubl FraP'FoRnﬁx-'LStlng Itr}ﬁéam\ﬁ‘?t ual PI N'
ils itsel
Va1 5T sl Lot g oLtk JOET ey piog (OBMISS) e, SRELAL O,

known ports wadlaawilde web. Becam@ftenéserpisakedowst kaxiplo tSE anfl a
rudi ment ary under st andi ng of SMIP (Sinple Mail Transfer Protocol).

aéiéﬁt‘li‘-éﬁy i rF Itw d@éﬂ"lﬁL e%l%qi%mﬁepﬁﬁmﬁn@alséﬂﬁ&)ﬁﬂ( shﬁﬁﬁdaspr! rext

pr ovj ded by ai | abl.e | ne_services) mai |

el biry canfBikecd .y Ot aeked o BrigrEs & inahcial,

Virtual PIN 'Eréh@hbﬁﬁ'ﬁd tihendis tfﬁntﬂé bipersanatedunt and sends an e-
A different schene for €electronic payments was devel oped eby

Dl A CASH, bawmadlomessdigg teedkingd |t&ie donyerntage8ffirm thekerslidifhe ¢bH kigns

are validated (digitally countersigne
5 trans gct%ony li (iuyé% cgn respond with “yes”, “no”, or
“fraud”. Only when the buyer says “yes” is a financial
15 transaction initiated.

Moreover, FIRST VIRTUAL's dependency on e-mail and
the "VirtualPIN" avails itself to a potential hacker's
perusal for several reasons. First, e-mail is relatively

20 easy to subvert, since it uses well known ports and can be
"spoofed" or faked with simple tools and a rudimentary
understanding of SMTP (Simple Mail Transfer Protocol). In
addition, in the case of a slow e-mail gateway (such as that
provided by most commercially available online services),

25 mail delivery can take up to a day or more. Furthermore,

the VirtualPIN is static and therefore can be impersonated.

A different scheme for electronic payments was
developed by DIGICASH, based on a digital wallet containing
30 tokens. The tokens are validated (digitally countersigned)




by a bank, but the bank can't trace the tokens to an I ndi vi dua
user, . None of the prior art systens provy e

5 el eVPIBM8ommer ce net hodol ogy sufficient to be carri%é#%éﬁiﬁ%ﬂg

in |arge scale use over a non-secure network such as the | nt ernet.
Primary reasons_for_shoytconing t he ,ri.ar t a e reliance
on encrypti B Vﬁ?"a%ughghFrgéggt %%rﬁﬁékaég thes%%%? ?végf%%ancia

data over thgd{v£a081- usd?, _ It is therefore an object of
t he present 1nvention to provide a secure nethodol ogy and system
for approving an online transaction carried out over the Internet
by authenticating the identity and credit of the, purchaser 15

Wi thout transmitting aNep&JPE Eﬁ’redpﬁf_lh?d’era’%fs ﬁié?‘%e‘ﬁf PR@vide a SeCyr§ ne
transaction.yqctronic commerce Hgtﬂdaéiéﬁgtéﬁ¥%ﬁgEéﬁé QéeFQGcQE?TQH:out

I nverition to provi de such a syste hat does not y on encryption

for 20 id anspyét abalk dakaodedr d hrodHearured metperk Shichhas the
transacti on approval process. It is a further object of
t he present Imternebn t Brimary regsousddorughertgentpgshaf thel prdeor art

hi rd 25 broker that h h
vendor & pr o35 the 2atRece of SRR o &a HALL Lt BkERC nhy “URTEAEEd Fo

transaction by, ait heat ESakined aiN@a#Seov Ukd | ZhEErAat 2 internally
stored that 1s not transmtted over the Internet.
10

It is therefore an object of the present invention
to provide a secure methodology and system for approving an
online transaction carried out over the Internet by
authenticating the identity and credit of the purchaser

15 without transmitting a credit card number as part of the

online transaction.

It is a further object of the present invention to
provide such a system that does not rely on encryption for
20 transmittal of data over the Internet as part of the

transaction approval process.

It is a further object of the present invention to
provide such a system that utilizes a third party as a trust
25 broker that has users (purchasers) and vendors pre-
registered, so that the trust broker may validate the
transaction by authenticating the user by utilizing data

internally stored that is not transmitted over the Internet.




6 DI SCLOSURE OF THE | NVENTI ON I n accordance

wth thes%végﬁhwﬂper obj ects, provided is a nmet hod fPCTRISeSNMIZNg a
secure onl1né transacti on between a vendor conputer and a user
conput er, wherein the vendor 5 conputer and the user conputer are

| Nt er connectyy RE sNENveENTTIENwWr k for data comruni cati ons
t her ebet ween. e met hod conprises the steps of the user conputer
transmitting In actozdsaceti withedhese mnd oeches PhdeFERdoPTEN ris

x-1i¢

via the conputer network, the transactipn reguest i sl er
10" "™ | dern ime CARROROBAFASGHEE Fo HAR CP EORPUE BRESRR LrLe B’ a
to receivin r LON raguesty, MRNAOF , CRRBYESH th &hding a
transacti ong\’/éeI?‘i??%ca gﬁ{:régqaé?t gt o%tsaexi :El;ost server c?or‘r’&ﬁ er

i nt ergonnect s éheafi@nphecnsest Waniputidie are intercansactiedhto a
verification request conprising the user 15 . | dentification data and
dat a i ndi cat¢ampwter heetwguksfor data commumieREignRes FRerebssyeen. o The

recei ving the transaction erificat, [ e f rE,

conput er ° methogaﬁ?'ﬂ@ﬁf‘ PES: TRE EFERR ec?@ctl()}?r% u?%?gy béz’ﬁ‘é’%‘%ﬁ ﬁ%% Elsszr;& tting

identifiCatiQntﬁﬁﬁéaéﬁﬁoﬁo%Egﬁ@%@NME%éﬂéé‘ﬁ@etHéeﬁeﬁﬁﬁﬁub%hpdﬁér vid Ghe
i de :

verification wth the user ntification data; and the ~trust
server aut hocompuger haetwarkactihen ttegrsadizion requestuthapriisdmnohgssrp
has passed. In particular, the user conputer executes

the & . tidenbificatiegudatapPrgaiis 4t nga USeF SRPRUNYFCatifofesponse

nunber as a é&rfécég?%bg?g% tg'gtﬂ%%.rct.rieég’r St %%E‘, nl:'ﬁge'iretnlglior .comﬁ(#}_iétlﬁ: to

t he user conputer, a correlate e tine
transacti on sefdehl, aabdanactiematldnyificationstegaedstseo matudustubdamest o
the user conputer; assigning a 30 networ k protocol port nunber as a
second functteomnpwterhanterconnected to the computer network, the
transaction verification request comprising the user
15 identification data and data indicative of the requested
transaction; in response to receiving the transaction
verification request, the trust server computer
authenticating the user computer by using the user
identification data and communicating with the user computer
20 for verification with the user identification data; and the

trust server authorizing the transaction when the

authenticating step has passed.

In particular, the user computer executes the
25 transaction request by generating a user authentication
number as a first function of a user registration number
unique to the user computer, time stamp data correlated to
the time of the transaction request, and an internally
stored user matrix unique to the user computer; assigning a

30 network protocol port number as a second function of the




7 user registration nunber, the tinme stanp data, and the
cal cul ated user matri x; and transnlttlng a transacti on ;g

9
nmessage t VORB/BR qor conput er via the conputer netmr-ﬂlﬁgéh#i
transacti on request nessage conpri sing the user regi stration nunber,

the tine ﬂa dat a Si.data ndi.cative r S
transaction,t Tet #é eﬁt?ﬁn number’a&élr eg:s esssotca}"g %‘l&\‘/emt g#ﬁekgger
comput er. They15@Nsessi @Ber matrix;Vekd LGl HEUeSd Seahshytiba vendor
conputer to the trust broker conprises the user registration

nunber, the dAduest thaesaganpodahe, vaadmnjammnnnenhvza|wheo¢0mpateequested
transactlon and the network address associated with t

. . user
conput er. THEEWRRK. sEP?eFréBﬁﬁGFéPnaﬁﬂﬂﬁﬂﬁQxﬂ%§§§9ﬁacompr151B§eF%€oHﬁﬁFer
0y cul all gL 08 S0 BARbEL DY il Wit Gramp dadd'® £EEEEVAdLYSe!

regis ratlon genera ng'a trus server enticati on nunber
as a first fingi¢cHpivé bBethe requeee;@d/eﬂ:a:mrcﬂm,stmdlﬁnennébwbrkt he
received tine stanp data, and the cal cul ated user matri x;

cal cul ati ng address assegpeeeédwnem/@he mmmqur nurBee hransection

[unct1 00 et ELeARECheSERaT S B9 S TRty L (SOERLS], 1o

CO”“U“'Catestfﬁé@ $P8k8§eEoﬁBQEQE%rtﬂé'ﬁééfJQéghééﬁhtlon nutBek, Cemeut er
net wor k address received fromthe vendor computer and t he’cal cul at ed

expent ed nettim srampcdatper second datmunbeticathierd ralttker vequebtaidns
fromthe user conputer the 25 user authentication nunber; it_ conpares

the obt ai nedc¥RRFaction, angd: kbft PEAWOTK RAMRESTHiaTFeRLAGRAeWAERd EPRyST

server i on A t
Comoter i s UESh ARbLERE, ONHUTRE e M er WIS, [ AGENERE 1 USERS the
i ndi cates thadet heotiseteeobputalculatdnitentder WigtriReby utilizing

8 the received user registration number; generating a trust

15 server authentication number as a first function of the
received user registration number, the received time stamp
data, and the calculated user matrix; calculating an
expected network protocol port number as a second function
of the received user registration number, the received time

20 stamp data, and the calculated user matrix. The trust
server communicates with the user computer by utilizing the
user computer network address received from the vendor
computer and the calculated expected network protocol port
number. The trust server obtains from the user computer the

25 user authentication number; it compares the obtained user
authentication number with the generated trust server
authentication number; and it indicates that the user

computer is authentic when the comparison step has passed or

indicates that the user computer is not authentic when the




conparison step has failed, or the calculated port nunber is not
avai | abl ey 98/40809 - The first function for gener atRCEUSISOITer 5
aut henti cat1 on nunber conprises the step of synthesizing a user
matrix as a third function of the cal cul ated user matri x; and the
first funct ic@hﬂﬁié&ﬁﬂ%@é%”ﬂa@ fauUskdsebretthe calculaté@nporat hombeuwntier
conprises the step of synthesizing a trust server user matrix as
the third fumut isoraickable. 10 cal cul ated user matrix. Further, the
first function for generating a user authentication nunber utilizes
t he user regi stration nunber and the tinme stanp data to extract the
user authentication nuphersf oM FiRC-BYBhNEDZ JbritoRit IRG rthée user and
the first function for generating the trust sérver 15 aut henti cati on
nunbey util izAgshdmtel eseton egimbeat comprisesr the stemmlf t fynthesigtiagp adat a
to extract the trust server ) aut henticatiqn nunper froglthe
synt hesi zed usemmarigragsarthird fupgtdion of fhe calculated uggys as
will be evident,. the esent ci nventj Is nkLi t f
r%ﬁﬁ¥?§%$ée§$%d£§rég %h%%tfaﬁfﬁﬂﬁxﬂéhégy@in 5 Beu @@1&%;

payment whi df I'C comrerce problens an
utilize the JytdMeicStion numBRESEVRPHiGHY WHE SHIPEsEespatheklialingThe:

invention is a conpl ete solution consisting of servers and clients

whi ch 25 tristeasyrier cuserematripg asr tdte rdtiad ofiepebiandofhéhef or e

only need to comuni cate requests, an% n%&lfinqﬂgiq%.data i_n_order
urther, e fi

to ddfry outCRMFHIREEF aNS8E PBREIX: _ TRk EYREEACH: &o%des
the ability {g conduct seqHLe a3Phent i¥aRSldP HmSOATRE £81 048" thide ugaher net

wi t hout co ni cation
registration number and the time stamp data to extract the

user authentication number from the synthesized user matrix;
and the first function for generating the trust sexrver

15 authentication number utilizes the user registration number
and the time stamp data to extract the trust sexver
authentication number from the synthesized trust server user

matrix.

20 Thus, as will be evident, the present invention is
a novel online method of payment which will solve today's
electronic commerce problems and utilize the Internet's
massive electronic commerce potential. The‘invention is a
complete solution consisting of servers and clients which

25 already have an existing trust relationship and therefore
only need to communicate requests, and.not financial data,

in order to carry out online transactions.

The system provides the ability to conduct secure

30 electronic commerce over the Internet without communication




9 of sensitive or financial data. There's nothing to

encrypt and therefore there's nothing to hack. Even |ne
connect i oWQ 88/4080sdr opped, the informati on conmuni cat ed Pb%dsgﬁom&
wire is useless since it forns only part of the 5 entire systen1 and

I's the product of a, cal cul at

h t d ' d
to static isforifRggnive o éln%ﬁ?%ﬁlcgﬁgﬁgrggFggt:vgf§jpég§q%§ St PPe*
A user | ntergy ﬁé%%%&“@ﬂéré QrﬁQEﬁ%Pget%eh&'c&e Hen ifihél ShTDhY

access that &en ages, whic i ncor porat e enbedded

transactlondaﬁﬁgﬁﬁl@mti@néavéydﬂoppgd the 1hﬁammaﬂnqnncqmmummm@£aéuId be

automatically downl oaded to t he user's machi ne.. Once a.%£anhact|on

request but tawer sthe wirecigcueglegst F&ﬁS’&ctltoﬁoEf&!?eQ YaRA% t

credit-card or , addr es in W_S Qﬂﬁ Nag from when a
5 eqqﬁ??eﬁ¥§t%mtrﬁﬂéaﬁ?igﬁguﬁfPF df ﬁg% o

user gen carried out.

Finally, as a{gﬁté’%&ﬂé al ¢ pﬁétd%aﬁ\lﬂe Iaéu%bp%%@derto static SWstehmathén,

user-client enploys a nmultinmedia interface. The 20 transacti on request
butt on appeasisicls @an abéraffeveivalyaretsed. figure. Wien clicked, the
ani mati on changes acconpani ed by audi o effects. And when the
transaction is approved, the ani mati on changes once nore

acconpani ed by an audi gct syeh ;A ﬁayy«guggbd €5 r service
A vendor needs a Wb sgtgg%n %?Eerefgegr#% eﬁaage fns

el ecig oni ¢ GRAWEH C8impDyOadeeskotHae wimdor's Webipagéﬁaﬂwhmnh already
aut hentication system 1t registers with the trust broker via any
preferred neamsoXparatef gmbe Hedetrgnsaction request buttons. By doing

that, client software would be automatically downloaded to

the user's machine. Once a transaction request button is

clicked, a transaction takes place with no credit-card or
15 address to type in. A few seconds pass from when a user

initiates a transaction until it has been carried out.

Finally, as an integral part of the trust server
system, the user-client employs a multimedia interface. The
20 transaction request button appears as an attractive animated
figure. When clicked, the animation changes accompanied by
audio effects. And when the transaction_is approved, the
animation changes once more accompanied by an audio effect

such as "cha-chang!"

25
A vendor needs a Web site in order to offer and
engage in electronic commerce. In order to use the
transaction authentication system, it registers with the
trust broker via any preferred means (mail, fax, phone, or
30 Internet). Then, it adds simple HTML tags to its Web pages,

10
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30 Internet). Then, it adds sinple HTM. tags to its Wb pages,

10 WO 98/4080 specifying informati on per each offered peposemiram. A
user ﬁ?t%ing such a Wb page woul d need the user-client software
nodul e as a browser add-on in order to view the page. Therefore, if
It is not al %ﬁé‘gifgﬂﬁbaﬁhﬁgmﬂaﬁzi‘ﬂﬂ lpd¥e eadh off@HiaMabhaaklat idawn! gadeser
and installed on the machine in a matter of seconds.

When a user hetudagssticheagied pade swduldineed the usezrsddiendn,sditware
have to register_with the trust server 10 via any preferred neans
(mai |, fax, PASHESORS| At BXR¥SEY Addl-on in ordegctQeVhpY Bh& DRSIR strati on

DT PR, U ue s e R0 UA FIBEET RV

user-client, [ ( ( ssion plac etween it
and tge trushutomatical®fVabimlWideda Wdd imded1e8abba themd@HieROWM z£

each 15 other online. After that, the first transaction can take

pl ace. Note wmatterhefPeMcondsl.y serves as a key to access : t he
user-client, and is never sent over the wre. | n order
to request a transaction, a user sinply 20 has to click the enbedded

b d his P f his Is
utton and enter his PyNen 4 G@fer requestéU?% %ﬁgﬁ%g %thh§ Vst

automatically. The request is sent ndor to the trust
servers. Upotransetcplioal, heewill have agpasdgidébertwigth sheverust server
aut henticate the user's machine using the same al gorithmused by
the W@er-cli¥ht ARYopPyeLexryedsmeans dmgil i tEaxespheneooradnfegmetilhe and
transaction. __After cre has begn cleared .and the user

he user' q#t

conputer's recelveiééﬁtpffra&ﬁ%ﬁﬁﬁﬁéhﬁﬁﬂ YaP¢T ans B?PoﬁnﬁfﬁﬁQQiQQF%ut

and thgmBbat HAG hishewdsed HIN USErehd\ hs@f -EDienbaPReRhdrt @

few seconds. 30
introductory session takes place between it and the trust
servers, which will later enable them to recognize each

15 other online. After that, the first transaction can take

place. Note that the PIN merely serves as a key to access

the user-client, and is never sent over the wire.

In order to request a transaction, a user simply

20 has to click the embedded button and enter his PIN. After
that everything is done automatically. The request is sent
via the vendor to the trust servers. Upon receipt of the
request, the trust servers authenticéte the user's machine
using the same algorithm used by the user-client in order to

25 verify its desire to carry out the transaction. After the
user's credit has been cleared and the user computer's
identity authenticated, the transaction is carried out and
the status is shown to the user. All of this happens in a
few seconds.

30
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The system accurately tracks all transactions taken place in a

dat abase, sendi ng vendors and users daily or nont hl of
transacti ONQ? P’ﬂ"ﬂaﬁ. ch they participated. 5 I Egﬁ?%ﬁfolw?w
DESCRI PTI ON OF THE DRAW NG Figure 1 is a top |evel

t bl ock di the_c l.cat.iqQn f.the
S osent tnvention " {ghe systen' 48th2bEily bEERETH L e dlagdlE,
di agram showf}geR place in &! aatsbaéansaeha%ga%na&éi%&ﬁa fdM@eaéo@fp

parties; Figure 2a illustrates a typical Wb page

di spl ayed or monthly heepxsetsfof etrhmeticndonie ipr eddnrth ithegntion; 15
Figure 3 is a top |evel flowhart of the nethod of t he present

i nvention; Participated. Figure 4a is a detailed flowhart of the
browsi ng 20 function of the present invention;

Figure 4b is a detailed flowhart of the user transaction function
of the prescpIEMVSELCRIPTION , Figure 4c is a.detailed

fl omchart of the vendor ' functlon of the present invention;

Figure 4d is a detail eBighpechais af topelevedt system blosy etidgmami on of

t he present vention; 30 2
P Jf&ustratlng the communications of the present 1nvent£bn,

10 Figure 2 is a simplified block diagram showing a

single transaction and the data flow between the parties;

Figure 2a illustrates a typical Web page displayed
to the user for effecting the present invention;
15
Figure 3 is a top level flowchart of the method of

the present invention;

Figure 4a is a detailed flowchart of the browsing

20 function of the present invention;

Figure 4b is a detailed flowchart of the user

transaction function of the present invention;

25 Figure 4c is a detailed flowchart of the vendor

function of the present invention;

Figure 4d is a detailed flowchart of the trust

server function of the present invention;

30
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Figure 5is an illustration of the software conponent architecture
of the pr @6&@4{’@gentlon; and Figure 6 i sp@r/bbsue739

di agr am of conput er 5 functionality for carrying out the
present invention. BEST MODE FOR CARRYI NG OQUT THE | NVENTI ON
Figure 1 illustrates aFﬁ%ﬁr%E%ﬁﬁé'dﬂ“%ffﬁéﬁ%b@&on of the EoFtaxteem 10 of
the present invention. A plurality of user conputers 12, designated
USER1, USER2componelBERTchiieecture of|uhenpxawmntengenth@nhnEenhet 16 by
any of various neans known in the art such as a dial -up nbdem
connection to an | nt er net Service Provider (1SP), a direct

cennection to a net a onpe d et,
etc. The 15 Interﬁélguf lg'aér%o%l igégarﬁ 8? élrgretse%tlleg'%dtéuteép
net wogks a'|QWhEﬁlbﬁbﬂﬁﬁ@amﬁi(Héﬁﬂyiﬂgﬁﬁuﬁﬁtﬁ@ep?éééneeﬂnventlon

Al t hough the Internet 16°is used in the preferred enbodi ment, the

I nvention is applicable to any conputer net wor k t opol ogy mhere

secure transactlons betmeen 20 |nterconnected conputers are desired.
SN 0D A :

Typically, aZé donal conputer in a

home or bus'”%ﬁ%ﬁ?@”f rYYHE f;ggsa§C€3§eEe§Q§ Eiﬁ?gggaéfgﬁ“@@ a

comer ci al | y-avai | abl e "browser |ent software

A plurality Qhevesr@trencQrmuiﬁrt&lelébﬁ@ezmaiﬁdeﬁslon A pYENEIRLy \GENRRRS:
. . . VENDORNn are likew se interconnected to the Internet 16 by any
of vaPi ous meemPUkesAEn l2n designated USERL, USER2, . . .USERn are

interconnected to the Internet 16 by any of various means
known in the art such as a dial-up modem connection to an
Internet Service Provider (ISP), a direct connection to a
network that is in turn connected to the Internet, etc. The

15 Internet 16 is a global network of interrelated computer
networks allowing interchange of information therebetween.
Although the Internet 16 is used in the preferred
embodiment, the invention is applicable to any computer
network topology where secure transactions between

20 interconnected computers are desired. Typically, a user
computer 12 will be a personal computer in a home or
business environment that accesses the Internet through a

commercially-available browser client software packege.

25 A plurality of vendor computers.14 designated as
VENDOR1, VENDOR2, . . . VENDORn are likewise interconnected
to the Internet 16 by any of various means known in the art.
The vendor computer 14 may for example be an appropriate
server running on a dedicated host connected to the

30 Internet.

13




The vendor conputer 14 may for exanple be an appropriate server

running on a dedi cated host connected to the 30 I nter
13 WO 98/40809 A trust server 18 is al so i%%{q,sgﬂ/ﬂ‘ge?ed to

t he Internet as shown in Figure 1, and acts as a trust broker
for the purpose of approving a transacti on between any user 5
conputer 12 and any vendor conputer 14, both of which nust first

be registered with the b
herein. The trust serverfggls S aﬁswéigo fnterao?negﬁﬁlne connectlon

to a credit Ieiteametyhnsehoith mhlmigure 1, andog&stgohasf ar arpstt balokdie
present invention but which is 10 accessed by the trust server 18 by
any means k&&#hthe fhrpose of approying. ad‘-;aaneeqarbeénbe‘éwee@t oY) user

det er.m ne the

t t hi wh
rangact: on empmcer 12 AP VAHAEE Poahe e °le S Bot BIBE WhiRn myar
the user COMIUR be \%{?ﬁt&%@%ﬂﬁ tR80crust servibeibr Hat wRNakge May

comuni cate with each ot her by comuni cation protocols well known
in the art desappilkbest Haxrein. The ttheuparservénarideisoskotai wdtihnal enent ed.
Thus, for the preferred enbodi nent Internet connections, the TCP/IP

20 pr ot Gositesyilinsgonneriien £Q e S¥ediF | Flearinghensst €9 byhich
each party Q. the e aNSAL I a5t d838 "L PEYNE" Shdention but which is

10 accessed by the trust server 18 by any means known in the
art (e.g. dial-up modem connection) to determine the
creditworthiness of a user who requests a transaction from

the trust server 18.

15 Each of the user computers, vendor computers, and
the trust broker may communicate with each other by
communication protocols well known in the art as applied to
the particular network being implemented. Thus, for the
preferred embodiment Internet connections, the TCP/IP

20 protocol suite well known in the art will be implemented by

each party to the transaction as described herein.

Figures 2 and 3 illustrate the data flow between a
user computer 12, a vendor computer 14 associated with a
25 transaction desired by a user, and the trust sefver computer
18. A user begins the process during a browsing session at
step 1, where he downloads pages from various vendors via an
Internet browser such as Netscape, until he views a page
that describes an item he desires to purchase. As shown in

30 Figure 2a, the user makes a transaction request by selecting

14




Figures 2 and 3 illustrate the data fl ow between a user conputer

12, a vend 8@{3&&; er 14 associated with a 25 transact i opcgRiNoEBE3PY A
user, and R St server conputer 18. A user begins the process
during a browsing session at step 1, where he downl oads pages from
vari ous vendqts rnet ef..,sych..as t til he
views a pageglEl iteh @ r]1°aet erscchr%%cg égl{ra\ ?t?%ﬁnm% Bﬁe{é??é’? %%Igpﬁnrc aseCHPAs
shown in 30 othel wlthmg t&wwras@df@saeearammthencbwﬁr ka2 to

sel ecting
itemto be pelikksen a onnsral wmheddrd rw;:thmstah@rscreen paaeh@rz pﬁ:ndltl ng

d t d dht t |
orbedden uinaifative o GERES, ol example; i HINLOL WP ER om 1 or
exanpke in HEM-x(BY RekiRige) Eform 1ar kiip éﬁg\gyégﬁa fEhgahsexJ %e}@e%se e

t he user selects the clock to purc e by Clicking on
associ at ed cedbell t20purchase Selakidloingfon thanassbroatedacet sintam)
will initiate i nternal processing to be described_below, and a

transaction Selection afiéstthangagision-enabpiadt ceatsplt wa llnfaitdiate t he

10 | ect; . t ocol
ot hodol agy. LIRS LRer PAERRET 3 (i, SEdEr R BELO, S8 g rranspctiqn
state pendi ngegues a@elges AL HMNLdd OBy the IntbRAek’ ¢¥ 3Ry ver 18.

15 The vendor conputer 14, upon receiving the

trandfction seé&@gedﬂM§nﬁg;qumpuﬁﬂxL@%riEOMQGWBrImﬂersendprotocol an

I mge of the tr a t|on request to the trust_server via the

| nternet at g Rﬁyhg (hﬁ1qﬁﬁ¥tqeﬂﬂﬁﬁﬁ¥o%2 then 9°F§q&8§9 iBmage, the

vendor CO”pUE@Fn 1425604 1t0 dilitd Tpsila 58 8 R
address of the requggnlné user be a %%eré%gén$hfgﬁﬁuh d%ﬁ wthe"
trust server th® teust serveautllgenti cate the identity of the user conputer

12 prior to authori zing the transaction. The vendor conputer 14 is

finished with processing for this transaction and thus waits
15 The vendor computer 14, upon receiving the

transaction request message from the user computer 12, sends
an image of the transaction request to the trust server 18
via the Internet at step 3. Along with the transaction
request image, the vendor computer 14 sends to the trust

20 server 18 the IP network address of the requesting user
computer 12, which will allow the trust server 18 to
authenticate the identity of the user computer 12 prior to
authorizing the transaction.. The vendor computer 14 is
finished with processing for this transaction and thus waits

25 for another transaction request from another user.

The trust server then carries out two independent
functions at substantially the same time in order to
expedite the transaction request approval. One function,

30 shown as step 4, is to communicate with the credit

15



25 for another transaction request from another user.

The trust server then carries out two i ndependent f |
subst ant i AVO 98/4488% sane tine in order to expedite t%g%%l}rsgﬂggg%i on
request approval. One function, 30 shown as step 4, is to communicate

wth the credit , 15 th h a
cl ear i nghouseleax RGhABERSPKNBRK MRAPFXBOWD dng the Affyh &9 ERFOYFR et
di al -up nodem connegtjon, i e ser to det i th
credi twort hi‘énfe]%%g%f&%%ﬁe? Iﬁge@o%ﬂ E:ﬁielﬁfgggg’?t'egﬁt troi':i;‘r?lsearct ioon.e srmine Theé

trust servercd&ikepusthigekdedEi theoliselte fuvethendeduesteed tramsactiof.
credit required to approve the transaction from, data cont ai ned
Wi thin the tTheseresonsesyessils khowsethe identdtygiaf GhanisRmoRRe toes

not approve the request faqr, credit [easons, .t t ver
18 de‘ft)l i nes 3MRURE aﬂga‘EFﬁaﬁt required, 50, SPPEIY en_cs)cth!ef in:g;arg%%c%%%’z? £26h
accordingly. 3 Jhe ¥sndQinBACHithen the"@¥ANARLIV fifhddt I hergasgeof a
decl i ned transaction. At the sanme tine, at step 5, the
trust servercgédit clearpaghouse doesr mat @peoess rhenteqgizest for credit
communi cations with the user conputer 12 in order. to_authenticate

t Ee i dent i t yreasons, ghephghgs Erusbmmarder 18, APIRR SRR TRARAREEPBN.
T t t . .
T e o STARECHHEL R IR s et ves comuiedd

€ vendor conput er r ust

servgs 18 obyaigs BePheeerakadahatmeald=eed (dfe diskiclined tramsaction.
aut henti cati on nunber (UMAN), and conpares it to a 20 trust server

matri x aut henticati on nunber (TSMAN) that was cal cul at ed

i nternall f [ ;S i ity.
ternally as a UnCtI%I’é %fhet g%.mlésirlmse,l da nts':t':[é/p 5, the trust server 18

performs internal processing and data communications with
the user computer 12 in oxrder to authenticate the identity

15 of the user computer 12 and approve the transaction. The
trust server 18 knows the IP address of the user computer 12
from the data transmitted by the vendor computer 14. The
trust server 18 obtains a piece of data, called the user
matrix authentication number (UMAN), and compares it to a

20 trust server matrix authentication number (TSMAN) that was
calculated internally as a function of the user’s identity.
When the respective matrix authentication numbers match,
then the user is considered to be authentic, and the

transaction is approved at step 6.

- 25
Thus, the triangulation methodology of the present
invention for approving a transaction request is apparent
from the three-party process illustrated in Figure 2. The
user computer 12 and vendor computer 14 are both pre-
30 registered with the trust server 18, which acts as a trust

16




When the respective matrix authentication nunbers match, - then the

user is co to be authentic, and the t ransact popusss/eqIsy oved
at step 6. GREQﬁkﬁQ Thus the triangul ati on met hodol ogy of

the present i nvention for approving a transaction request is

appar ent broker g@?ﬁdﬁﬂ 1Y QU tand! HEEBEnt L EHELbAL 8drhvl dadur e The
user conputer 12 an ndor conputer 14 are both pre- 30 regi stered

W th the trustenservéasl&rugt dn dties tasust t sesver 18 and relies on its
16 br oker, perfornj trust and aut hentication rvrces

The rekbed ﬁﬁéaﬂﬁﬁﬁPQ¥F%9kP§hEE§ WL er S1BGnA Ly
met hod of a”ﬁ:?ﬁ'%tt' SR LNe JISEY C?ﬁoﬂcfliéwgn€¥%n%9%%5ﬁ% regues te& ﬁt

server 18 wilT only allows transa s reques ere

usersg Si nCQ‘ebﬂ%t'é&%VdS e e-smétﬁﬁ@duy\ei@ are pre-relbd stidisld Server .,
the trust server can request aut hentication 1nformation that would

only be knowtheo temet server, Ushe Mt@rmr canQrequest

| mportantly, t pr sent ention e_user credit card
nunber or otﬁ@Fqgﬁi} qqﬁﬁﬁ*ﬁﬂ a;swoufd only,be %ﬂﬁ%ﬂn

bet ween enti f he transaction appr oval process.

| nst ead, thehﬁggréﬁggﬁg%gfggﬁtrrthe trust server, to be described
in nmore detail below, by 15 secure communi cations neans; i.e. by

di rect tel ephone connection, by fax, regular mail, etc. Once the
trusio server rIéftjﬂ%"ttérfstlt}he Héel?he i Pres@nbsinveatdeadi theausenimer

financi al i nPaPaRt: Saust st SRR oL B8 rBrb T tnfommatiel e
| nt er net . AnB@rE&%hé%ﬂﬁﬂédﬂbﬁtwéﬁﬂ“én&&tles as part of the transaction
approval process. Instead, the user registers with the
trust server, to be described in more detail below, by
15 secure communications means; i.e. by direct telephone
connection, by fax, regular mail, etc. Once the trust
server registers the user, it can use the credit card number
for credit approval without the user needing to transmit
sensitive financial information or other electronic payment
20 means over the Internet. A further beneficial result of
this piocess is that the vendor computer 14 is never
provided with the user’s credit card number or other payment
account numbers, thus reducing the chances of vendor fraud
in the system. The only information that the vendor obtains

25 is the item to be purchased, and user identification

information (to enable shipment to the user).
The specific methodology of the preferred

embodiment will now be explained with reference to Figures

30 4A-4D. Step 1, wherein the user browses on the Internet for

17



this process is that the vendor conmputer 14 is never provi ded with

the user's credit card nunber or other paynent acco ,
t hus reducWOPsMp99chances of vendor fraud in the syw&ﬁ@;%nl y
information that the vendor obtains 25 is the itemto be purchased,

and user identification . i nformation ,(t o, enabl e shi.pne t

user). a desired transgGElOfacifi gi%d%bldoea@?‘glf Jtrhgtlg efﬁ?‘f"gfdwg
embodi ment il | g nowy 02 £XPI 3hBCHSNir! BAeRhRIRNCE dfadi Pl efler brédsiRy
Step 1, wherein € user browses on the Internet for

17 command$8 deshgedher aseackirawsdrs chient isoflewareé runhieg on

fl owchart of Figure 4A. The user executes standard | nternet

br owsi ng the ugernaABBULSFng The JEemIIBOWITREOSHR¥HMre runni ng on

br vl ng_ComMBRERPT 8 ERe BEEMBEPgy pgAs o8 the adleckedROGARCLT! 2

vendor conput er or exanpl e
using HTM. eghgeddedrt 245 &dr example Q@ﬂﬁﬁlmﬂmrem@an@a ag (uniform
resource | ocators) associated with the I P address of the vendor
conput er 14.controle fbw mespesdieg URL\sendurifmmuresource r hpsatorshack to
the 10 user browser .client enbedded web pages for disgla to thz
user. Once tHeSOSERLRGsWibtndhe dé&si §%% o rthe r{gRIOY (computer 14.

hase, which_wi di.spl ' ; dpg; b
pur chase %ﬁ rgg#ggpg LHE %%ﬁg#;%ﬁéﬁﬁ? N "B Yhsmits backVEB Qg S we

page, then thé use ¢ks on control assocl at 8 W th
t he sel ect eduséenbréwseer clhiemtt embedded vl tpudes nbolbl @isslapetoathessed

by the control, which wll carry out functions appropriate for
executing a e#e¥isacPneg the user has found a desired item or service to
| purchase, which will be displayed in HTML format on a
vendor’s web page, then the user clicks on the embedded
control associated with the selected item. A user client
15 software module is then accessed by the control, which will

carry out functions appropriate for executing a transaction

request.

Figure 4B illustrates the detailed steps carried

20 out by the user client software module resident on the user
computer 12. If the user client software module is not
present on the user computer; i.e. the user has never before
accessed the transaction request system of the present
invention, then the embedded control will download

25 automatically from an approved FTP site the appropriate
installation routine, which will proceed to install the user
client module on the user computer. If the user client
module has been installed, but the present transaction is
the first one carried out by the user, then the client

30 module will prompt the user via a dialog box to enter a pre-

18




request . Figure 4B illustrates the detail ed steps
carried 20 @ﬁt by the user client software nodul e resi dgetQskdsasy user
conput er WO BMIFR: Lser client software nmodule is not present on
the user conputer; i.e. the user has never before accessed the
transacti on n : e h

enbedded con% f&ﬁé? ¥§é QFQE&EB?BBﬁﬁ&ﬁﬂ;&¥gﬁ%€n11$+§Wfr%ﬁ?gﬁlggggo§g FTP
site the appisefi atThe user maynsballiai itdie neagisterathon hnwinberprheeadgh @

install the user client nmodul e on the user conputer. If the user
client regigbuatéonaproeessi witdl |the st represchsd thaayab: sesure
the first one carrledt ?% H@n the I|enta éoll frm)dule\MII
pronpt the uSEPIVRECE aP8|85388xSP6 Ater-af fe'sr

18 ¢ telephonéséhgmed Tﬁﬂ'%b@@”ﬁybdﬂﬂgﬁ”aﬁrBﬁeHQtGPehﬁsbégﬁEbH!es
the user. The user may obtain“the registration nunber through a
regi strati onowpthcehe att hhehéexrtusisisexerare witth thisugdmsecaddress, etc.
comuni cati on neans such as facsimle or a toll-free 5 t el ephone

call. The u3Rd Preveddt §ArgperacthessRFmand mechanlsmmpbﬁtt kBeausee
trust server fﬁﬂg hfé H@gﬁaggd%oﬁs%uﬂﬂfé transac go ufﬁgdhku%gr F%VEFé

ot her paynent nechani sm e user I ze

transacti onsagsdbgnkr 4stinsgiieCiiser re 1st&%&:|:|gﬁ§ rmthﬁléﬁuﬁouﬁﬁé (eakst Gald on
nunber to the user, and 1 records it along with this the user

i nf okrQrat i on mcardacat along witlatdlissahermnger viforhatienstinser docal

recei ves a ran§ ction,req ?Ft froq;a vendor, it,takes the user
database us, when tru server receives a

transaction request from a vendor, it takes the user
registration number supplied by the vendor and fetches from
the database the user’s identification information,

15 including the credit card number that will be used in the
transaction. Thus, after the initial secure communications
with the trust server, the user need not transmit his credit
card number or any other data over the Internet as is
required by prior art electronic commerce systems.

20

After the user inputs the registration number once
for the first transaction request, he also is asked to input
a PIN for subsequent traﬂsaction sessions. The PIN is used
to only to access the user client and is not used in

25 Internet communications. By requiring a PIN to be entered
at every session, the chance of an unauthorized person
illicitly using the user’s computer to execute a transaction
(which would then use the user’s financial payment scheme or
credit card number) is eliminated. Thus, in ensuing

30 sessions, when the PIN is requested and not input properly,
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regi stration nunber supplied by the vendor and fetches from t he

dat abase the user's identification infornmation, 15 |nclud|g% §redit
card nunbWo 9840809 | | be used in the transacti on. 9884737 t he
initial secure connunications with the trust server, the user need
not transmt his credit nunber, any .ot he ver the

| nternet asthen access r"éﬁu‘??%du%9rp?;6?n§rtlsefi§ F(Slnlaé‘dt’:(?#f?eatc’ea

20 er éhﬁ Sehy PRY! SvkRen . €0i stration nunber once
for the fir&t Fﬁﬁ%éﬁ?ﬁ%n reque%?, %Z aps ?% ed to input a PIN
for subsequent transaction sessions. The PINis used toonly to
access the user client and is not used in 25 | nt ernet communi cati ons.

By requiring a PINt()Aﬁﬂkhl@@@BlY at the éﬂréﬁeﬁyaﬁﬁﬁﬂQﬂPnt#ﬁﬂ%#ﬁ%ce of
an -unpaut hori zed .perso licitly using.the us s .conput

oo o ( FEREIEH o user matFiii IR GEAER LRt S0sd ARG °f e
payment SCheff Qe hardware Ci&&htig2bdsNY¥ERAE inS tiid (YBE in
ensui ng 30 sessions, when the PINis requested an ot |nput properly,

19 example, ttiem useeselienthmayséetch entsersiademwibanditdr the

transaction request cannqQt be made by the system
Addi ti onal | pSgr ts’nel'laF‘f‘i1 frivandadt PSHCPE&ué& to generatg dheyiser yser

t f f
matrix is Q%Pbun f% HECEE89E8 lgggﬁﬁbnon the ué€¥igmh£¥ﬁc§§$§ntfory

identifiers tem t he ‘user

fetalp a serlsaibsaqmt f;sﬂmbébemg and auusaentada&rl@rﬁrwmmwm@es it to
generate the user matrix. This is stored locally on the user's hard

drive for Herver. suibseecend pasitabiengtied userhawtiniat iatchenticakionust
t henti_cati.on. nunber

. A d th
?Ek&ﬁ; |ssggﬁﬂﬁﬂﬁgth@§§}helﬁ§§$ ﬁ%ﬁFF&rkgr e User matyix fax thensaction

request onl ¥njieikd transaction re¥li@Bt!B@ilransaction request is not the
first one,

15 When the transaction request is not the first one,
i.e. the user has used the system previously, then the user
client module calculates the UMAN as a function of the user
registration number (fetched from memory), the user matrix
(fetched from memory), and a time stamp field that is

20 correlated to the real-time clock of the user computer. The
time stamp is an additional security feature that is not
required, but which is preferred since it changes with every
transaction request and makes it more difficult to spoof
(trick) the system. The function used to generate UMAN may

25 be any robust function generator that takes the three input
variables and calculates an output; the function may be a

multiplier, a matrix builder, a shift register, etc.

The identical function generator used to generate

30 UMAN is also stored on the trust server 18, and will be used

20




I .e. the user has used the system previously, then the user client

nodul e Calﬁﬁlﬁ@ﬁ'@ﬂ he UMAN as a function of the user PCEAUSSE/04339 ON
nunber (fetche rom nmenory), the user nmatrix (fetched from
menory), and a time stanp field that is 20 correlated to the real-tine
cl ock of trmbgsgﬁeceﬂﬁgﬁeﬁervzgeto generatld Ehs@APst Ss@dvaddinbicena
security feature that I s not required, but which is preferred
since it changesentibationynumber TSMAM ot isuthenfubcatand pdkébe usenr e
difficult to spoof (trick) the system The function used to
generate UMPPRRYESS 12. pe any robust function generator that takes the

t hree input vari abl es and cal cul ates an output; the function may
be a multiplier, a matrix builder, a shift register, etc.

The iglentical functionTgenggakOclyiesd ndbAARSIELSo 301l izeANheS udlex0
stored on the trust server 18, and will be used .

20 registrapgonhsumbest &devarsam nptekat candetheytimee sk@mpmat ri x
aut henti cati on nber TSMAN for aut hentication of the user .

computer 12, £el8"ES" alitelee’s Biber sy Mk iandl re SPsdem AR opeme
user profebsi! BbleNalKhe! poRe geelc TR/ TANFokRELL ! ™A FudiBion
field to generate a n er that is used to assign and open a

prot ocol porgenerdeor POBImpdart batTddd Rdargsdrily f identdoal to, the
generator, simlar but not necessarjly identical to, the 10 function
genértat or usBdnebienl gangratovaNsecs s apligilate UMAN, is peryl for the

cal cul ati on. (O y any. r funcgtion gener at.or
Chat takes (PORThrelorhat ol ThBtedbmd Ot ma¥ Re Bay o Febugk BURSITon ne
f;mctltig MYygdgePabttt tAhtekakes the thrdBiirputbUrdfesblassanlit register,
etc.

calculates an output; the function may be a multiplier, a
matrix builder, a shift register, etc.
15
As with the UMAN authentication calculation, the
identical function generator used to generate PORT is also
stored on the trust server 18, and will be used by the trust
server to generate the protocol port number PORT for

20 communications with the user computer 12.

The user client module also assembles a
transaction request message for transmitting over the
Internet to the vendor computer 14. The transaction request

25 message is comprised of the user registration number, the
time stamp field, and transaction data indicative of the
item elected for purchase. The transaction data may be in
the form of a SKU, a catalog number, or the like, and it may
optionally describe the price of the item selected for

30 purchase. If the price data is omitted, then the vendor

21




As with the UVAN aut hentication cal cul ati on, the i denti cal

function generator used to generate PORT is al so st
trust ser WO984080%hng will be used by the trust servg{ oég‘g/g%e}rsate
t he protocol port nunmber PORT for 20 conmruni cations with the user

co ter 12. The user cljent dul g_al so_assenhl es

IrgﬁgactionQQRRH%ﬁrn%%sgﬁﬁtfﬁpdtFgﬁsﬁqﬁq%méﬁﬁﬁww 1t re"trﬁﬁﬁthgtqﬁ§

t he vendor cmggggqg ggntﬂgeﬁ%ﬁgesgﬁﬁgﬁgfrfﬁnggg_ggbrovappssage is conprised
regis er, the

of the user ration nu tine stanp field, and
transaction data indicative of the item el ected for purchase. The
transaction data nmay be in the formof a SKU, a catal og nunber, or

the like, and it may The trangactdem MPaHasy MeSsage pifcEheR the item
sel oo ed 10T Alnemi t PEACDEE the' Tkt &% W8 J6ndlE ' E8putag" 1&22% B

vend

14 nust add {herdpi£8dapaorBenli,t st ANV ten tIMETP (hypert8RESagankFelhe
trust server I8 for approval. The transaction request
message i s tgmeopkocdl) reguestni t HETPvii® twesll tkrowretin octhéeavendod denput er

14 by an ropri at rotqcol,_such as, by. an HTTP (hypert ext
transfer curre?fﬁ?o%oP?pPiageQP%erﬁbq??%&ﬂ*t%éﬁﬁwég-atééxg?FSaﬁéﬁss
currently a.fggg% d Nl tti dat HﬁEﬁf&

dat agrans) over ﬁéemﬂ)lt é‘r’%;ert H%‘ %gl&%ﬁ cular (?fel evanc%u%%g {Slevanf:ﬁeto
presant i nveiheé Qirésehbeiabehtiynofist the el ey of nthe recipikhts dase
the vendor conputer 14, to extract fromthe HITP request header

the | P addr dstigfcage tbarvendempgomputier 14, to extyaet yfsemcshpuHETP14.

The 'nven“(¥Eé&5§@théégégeghgoIgehg%ress of the source computer, i.e.

the user computer 14. The invention is not limited to being
used with HTTP, however, since any transfer protocol that
15 allows the recipient to extract the sending computer's
network address will also be operable. If the transfer
protocol used does not provide such information, then the
transaction request message must be provided with it during
the message assembly by the user computer.
20
After transmitting the transaction request message
to the vendor computer 14, the user computer 12 sits in a
wait state pending communications from the trust server 18
via the open protocol port PORT.
25
As shown in Figure 4c, the vendor computer 14
receives the transaction request message over the Internet
and assembles a transaction verification request for
transmission to the trust server. The transaction

30 verification request is essentially an image of the
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used with HTTP, however, since any transfer protocol that 15 al | ows
the recipien

Wil |

al so B2

provi de such information, then the

nmust be prov
conput er.

message

2

t5}®W§XtraCt t he sendi ng conputer's net petiisogieliTes s
? ﬂ ble. If the transfer prot ocol used does not

transacti on request nessage

%gggsﬁﬁEthtf@&uégi message,tgﬁdngéﬁ§9§5é§s%ﬁ@)héékthe user

After“transmttihg the transaction request
regiberhbeonemimibeaorsnd ethd 4t imdesvamp €defd erakkh sfiromittha

wait state pendi ng comunications fromthe trust server 18 via the
open prot ocotrposacPORN. r2guest message as wehd 3FRokansaatgae dgtat he
vendor conputer,,kK 14 ., recei ves the transaction request. _nessage er
the Internet indicative,of mr?ﬁ:leé% Saef"?%‘h%‘gcf%npx‘}%? %(?at il_(fh_l%aerqa%e%&?%r
transg ssi Onofoi{:QePF&'&%t. SefV&he T{b‘#f rémpeten130providiyd fdrfB} | #sKu

y e

request

22

IS essentl a

an i mage of
or cataflbgnsamidean rdmprestheresader aouputepr ildesnusgte Tbest

regi stration_nunber and the tine stanp,fielg taken_frqomthe

transaction 1eglct¥P &B&sBFAoRs elfhesiteBnEaE LBALYSLER 10 the | hqjcative
of the item
t he user co
the vendor CcoHBUE@aNnkACHiYn NdSification tegkedp hheoprineg uded henétem for
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transaction verification request sent to the

truslOsever ¢émputer netwhnk taddiess ioh Vhei FequestAngeqien computer| Ldes

t he

15

20

25

30

i.e. the IP address that is obtained from the HTTP request

header prepended to the transaction request message.

Thus, the information provided to the trust server
18 from the vendor computer 14 is the identity of the user
(via the user registration number), the network location of
the user computer (via the IP address), the price of the
item to be purchased, and the time that the transaction was
requested. The trust server 18 will use this information to
determine the creditworthiness of the user as well as to

authenticate his identity.

The vendor computer 14 is now out of the loop for
purposes of this invention, and it waits for subsequent
transaction requests from other users. The vendor will be
informed, by any appropriate means, if the transaction is

approved or declined.

The trust server 18 receives the transaction

verification request from the vendor computer 14 and
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10 conput er network address of the requesting user conputer 12;

I.e. the IP address that is obtained fromthe HITP request p ader
prepended WO 98Me80Pr ansact i on request nessage. PCT/US98{34 , the
informati on provided to the trust server 15 18 fromthe vendor conputer
14 is the identity_of the user é&yia t he user éeglstratlgg nunber),

t he network P¥eEeedn bp carry oufhgwgs %ﬂt(%? f8ePpiidd¥ess), the

price of the_, ultanebugnkkgcggfegrC?ﬁ?%#}JQPQJEh@l g% aaat %B% trust

transacti on WHS eques serve Wl use this

information §&-¢8r 18 dﬁﬁaemsn%hbh&eciﬁeﬂidawxdmlf@qﬁegt the feeches wel | as
to authenticate his identity The vendor

conputer 14 1sfonmabmonotegh§dhaapth@'ldentltYp@#pﬁb@sugﬁrthwsapﬁﬁﬁﬂﬁnﬁ1
and it waits for subsequ action reques Lom ot users,
The Vendor v ABEezaal SataRAgey i S S Tar EkeaRs P perh &
transacti on %élnter §H€r9¥ﬁgto%éwﬂgf'uﬁks this identity infolttlildist
server 18 reteives the transaction verification request fromthe
vendor conpua®sngdwandl the price data unpacked from the messageé3 and
proceeds to carry out two i ndependent and essentiall si mul t aneous
processes, gommemhcaﬁeﬁlyaﬁé-&@e'ﬂ¥9Q#Qmﬁlearlngh°§§?v§P feterpaes ifhe

verification geuest 0d LetohRSiare crddfOrFBL QL-LEOALILNG e ALY

of the user By acceSS|ng rna da ase

regiggrati ontpEABEELE@SNn3 This maypcmdﬂtdafnew fustté%pﬁbn@sealml
I dentity information along with the price data unpacked fronlthe

message and modem, eﬁnnuﬁmcab@sImUﬂIQQﬁa(ﬂ?h¢t0%¢@at|ﬁéﬁ@@$@gh@uﬁﬁeﬂrnne

i f the user has pri.at.e cre, carry out the desj
transaction. r?FVgnﬁaVlﬁgpgo Hpiend & Iiﬁéiﬁ% édlgﬂg process QN
over the Intg QefxseIhgs i ¢ il £y @%nlcatlo?ﬁeizﬂéﬂﬁew % %et

decision; if I ned, the process ends and e user is Informed by
a connunlcatEOﬂshcbemowl df sefcepted, then the trust sexver continues

15 with the authentication process.

Assuming that this is not the first transaction
requested by this user, then the trust server implements
the user registration number as a pointer to its database

20 and fetches therefrom the user matrix previously stored for
that particular user. The trust server then calculates the
trust server matrix authentication number (TSMAN) as a
function of the user registration number, the user
matrix(fetched from memory), and the received time stamp

25 | field. The function used to generate TSMAN is identical to
the function stored on the user computer 12 and used by the

uiser computer to generate UMAN.

The user client module also utilizes the user

30 registration number, the user matrix, and the time stamp
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forth below, if accepted, then the trust server continues 15 wth the
aut henti cag | cess. Assum ng that thipcrRisogssrsde
first traﬁggggmﬁﬁg requested by this user, then the trust server

I npl ement s t he user registration nunber as a pointer to its database
20 and fet s.Lh heyus ' ¥ Ebequ Q& mb

t hat particdﬁﬂgnﬁs%é.gaﬁéﬁ?gﬁétE?%r%& tt%%¥ é ? p% nu et
server matripoRptBep!i casi eithugher 'I(Sml\éutasemtlcatlonf uad_t:m.latdfort hethe
user registration nunber, the user matri x(fetched from neno and
t he recei vedldeﬂlnrQlG@hnﬁuBStlon geaeFatpie q%t‘?%rﬂ%@@ﬁai@ E@ﬁ«?r_ﬁ 'F'-SMAN

S en Nt £al o100 stoppd bR RENGEEY SHBELLN 4 N NSBhe MR Ee R0 |
user &£l ient 5&%@%@' £8 a&hlekaea the $RitDbl pof€Ohhball @BRAUERA . the

user natrlx e tine stanp 24
field to calcmmmmﬂltHE1enpewﬁeﬁ &gl dexceodr pb8t nunber - PORT
EXP. As with the TSMAN aut henti cati on cal cul ation, the i denti cal
function generator used to generate PORTEXP is al so stored on the

user conputer 12 and u ?¥u§ges@%ﬁér é%en 1§E?P¥£SE 5 ?1uquhﬁfgh

pr ot ocol port nunber onmuni catrons wt g server

18. over the Inté“bﬁetr ws.thsemeeruééterbm&pﬁtéfeszabg{owmlw Eoly
over the Internet with the user conputer 12 by sending a dat a

requisst to tdetapPreddeststohtbhenwdd eddiessl thatn wae receivededfoom ddiput er

14 and th | cyl at d t t nmb Th
comuter 12 Vot GHEBRCE T4nRBR RS Saloulghed pEP °58f’rdPr?8"tlrJ§§’ré'f]?ﬁ

Lhis requesipokfioRxbel UtRS bBer computhdy IS twisEN ShakNeny gl Uenddild
t he open PORT. The trust server 18, upon recel pt of UMAN, “conp res
UVAN with wait sthEecpéndhageweEEMﬁﬂfaf tthi derddraastonthkent ketusdrs to
the trust server the value UMAN via the open PORT. The
15 trust server 18, upon receipt of UMAN, compares UMAN with
the calculated TSMAN for authentication of the user

computer.

If the comparison step passes (UMAN=TSMAN), then the

20 transaction is approved (assuming the credit check passes)
and the user computer 12 is notified by the existing
Internet connection. The credit clearinghouse is informed
of the transaction, ﬁﬁich updates its records accordingly.
The vendor is ultimately notified that the transaction has

25 been approved, so that it may carry out its part of the
transaction, e.g. ship the purchased goods to the user. The
vendor will be paid for the transaction by any means used in

the art for credit card transactions.

25




conput er. I f the conparison step passes (UMAN=TSMAN), then

the 20 transaction is approved (assumng the credit Che%&nﬂ@ﬁﬁﬁ
and the unO%/#B8%«ter 12 is notified by the existing Interne?‘)?'9
connection. The credit clearinghouse is inforned of the transaction,

whi ch updates its records accordingly. .. _The vendor is_ultipat
notified that theIfr%h§a€PWBﬁrH§§n2§¥ep qiﬁ%?%#ﬁ%?ﬂn&zes%F?ﬂg?cggoﬁaés
carry out 'téﬁgf{ﬁengﬂaethe ussgngbﬁ@ﬁ%gf(ﬁk & hotSi¥ Ped hByPHREhASEd

goods to the uSer. or ' wll be paid for the transaction by
any nmeans usggis®ing Interhbe abhnketiemadit card transactions.
25 I f the conparison step fails, then the transaction
S declined and the user conputer 12 is notified by the

exi sting Internet connggcti on. 5 JThe sia o]
transaction is al so st%ﬁ@dsg?tus of thﬁu?ﬁ%%ﬁﬁc%%ﬁée él%ygﬁ %ﬁggﬁéerm
dat abase forygubspgeenkerver 18 dRAS ihtd¥hdY WasHabe for -subsequent

The triangul ati on net hodol ogy of the present 10 i nvention is
advant ageousayabgstd andaptogesshagi.s, wherein the trust sever

al ready has know edge of the identity of the user and vendor
conputers through the pre-registration process. Since sensitive

i nformation such as cregit 16atdoylation MBS TGy "GF EREMERESAKRI during

a transaction, the data
10 invention is advantageously based on a trust basis, wherein

the trust sever already has knowledge of the identity of the
user and vendor computers through the pre-registration
process. Since sensitive information such as credit card
numbers are not communicated during a transaction, the data
15 may be passed unencrypted. Reliance on encryption as in
prior art systems is undesirable, since it is commonly
accepted that. an eavesdropper, given enough time, can
illicitly decipher the transmissions and spoof the system to
the detriment of all parties involved. In this system, an
20 eavesdropper is only able to capture part of the data needed
to spoof the system since the authentication data (UMAN)
requested by the trust sexrver will change as a function of

the time stamp.

25 Essentially, the trust sever and the user have
knowledge of identical data patterns that are generated "on
the fly" (in real-time) in accordance with variables that
are known only to each party and stored as a function of the
user registration number. Of course, the data patterns may

30 be stored in memory rather than calculated on-the-fly for

26




15 may be passed unencrypted. Reliance on encryption as in

prior art oayQkReGe! S undesirable, since it is commonly PCPESSRI49$H t hat
an eavesdropper gi ven enough tinme, can illicitly decipher the
transm ssions and spoof the systemto the detrinment of all parties
i nvol ved. | ngddy Stﬁé(ﬁé&atlaﬁ BQt theC RERDIHORRR U Ferdh Vs a?be sAchARLU €
part of the data needed to spoof thé system since the

aut hent i cat i embodimeftMORld be extremqaeystlad:gw aritk ¢osslyser Bgr swioding
change as a fupction of time stanp

25
Essenti al | y,onh8 thespakei®, éﬁé Pﬁénﬁsélt ﬁé’\/@enerate %%vmnéaaéxwhen

i dentical d g (Ln

real -tine) ?% ccor%éﬁie g%ﬁgég%ig ggﬁt% g%%erator Qﬁ% m%hSnwﬁmpgyéach
partys and stctage Peduisémentsf atBelessened WstlsiRFSHIRt i on nunber. Of
course, the data patterns may 30 be stored in menory rather t han

cal cul ated on-the-fly for f . 26

each transaction, but the nmenpr equi rene or such an

enbodi nent woul d be ex'h‘%n@’gg?ér Eéggﬁd‘%&gﬂ mBlogprimg@ library o(riII%
the matrix, KepioAD | okl gEpoLAbeuble U8 Fn?ah&é&.h%d the trubfIULLS

| denti cal functléﬁégener%to%s then t t he neno torage requirenents
are | essenededmsveletlad| game library of books, Ehﬂﬂsysﬁemhitndﬁaﬁsbééh

anal o inalibrary met aphor. Consider the user conputer and the
tru§«t°g}s/erver"us":om ertf%e%a%’édtﬁ%“§aﬁﬁkppwﬂaﬁ§° theod&(%ldeh@hg@nemﬂ-ch has

oo (B ¢, (LR VT e B KR A L ' BB
essenti al | y exsdemgi d DIy dagleihgi PooadcbireBia GHRIFrVOK ¢frtain book in
the user's library. Since the trust server has the same
library, it knows what the word should be if the request is
15 answered by the proper user. In essence, the user computer
tells the trust server: "I will provide to you the twelfth
word from the fourth paragraph in the sixteenth chapter of
the forty-second book on the ninth shelf of the first wall
of your library." This map to the proper word is provided
20 via transmission of the user registration number and the
time stamp via the transaction request message. The trust
server can determine from these variables which word the
user computer will have waiting, and“can check it against
its own mirror image library. Since the specific word
25 transmitted over the Interhet in unencrypted format will
necessarily change from request to request, even for the
same user, then an eavesdropper cannot spoof the system
since he has no way of predicting the word that will satisfy

the particular request since he does not have the same
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the user's library. Since the trust server has the sane library,

it knows what the word should be if the request is 15 t he
proper useWO98MPBORssence, the user conputer tells W#sﬁ&;%
server: "I will provide to you the twelfth word fromthe fourth

par agraph in the sixteenpth chapter ,of the forty-second bogk on_ _the
ninth shel f 30¥b¥?1’éyf?Y§%i9kﬁi? Bo him. SPRFNFE o .‘“°1ﬁ‘ﬁi'£&“r'r§p8?‘8stﬁfé‘e
proper word J i 2 ia transm ssion of the user registration
nunber and téé&é%&%bﬂﬁgrtﬁﬁegg?gﬁp via the transaction request nessage. The

trust server can deternmne fromthese vari abl es which word the

user conputer will have waiting, and can check it agai nst . its own
mrror image library. Shnthet prefpreed emhdiment, the Jfipgtien woed £Re

I nternet in unencrypt or mgt Wi necessarily. change_ from reguest
Lo retuest | SoerEree THaNCARE Thely ororared i Yiidadid OB er L RoRRERS
spoof the sysi&MegistratSbACAuRBeRaS tHe Wit 18k RAd&E | NBnd hen¥ot dmEhat
will satisfy the particul ar request since he does not have the sane

27 stamp asi bnpuy seaibblles .t o Famex@aple e fl@aks watirikusoddds
t he eavesdr opper, no good., ) In the preferred
embodi ment, PRcIeRRERFBA B¥edorping VarHﬁHﬁﬂRﬁQ§Q%ﬁﬂ$%ﬂﬁéH@§mRFBﬁEFﬁPés to
generate a rj j L eqgi st iRQHQHUb ri unber
and -the tiggf bére§b§?aﬁ% §§?i%%§?fﬁgkﬁéﬁﬁés. or b?%ﬁ%%%? %ﬁéG&?@gnatrix
coul tlo sbamgenghdt adspyclifid N@caticil ekl e rtadqesd cosbt Hat UBAN

of portions of the registration nunber, matrix and tinme 10 stanp, and a

speci fi c | ocamd oRSMBN| vabéabiggedyt asimg vmther predgtemsi@dvari abl es by
usi ng anot her ggedeéernin d combi.natsi on of, .t he sqﬂe variabhgs. Si nce

the time stapprornation of kher PAMe YATSARISS + e fiRATS YH2 TRRR 2RE™PSMvAN

will Sh8figE8af8m request to request, the UMAN and TSMAN will
also change.

15

In an alternative embodiment, the vendor computer
14 may be eliminated from the authentication process, and
the user computer 12 and the trust server 18 communicate
with each other directly. 1In this embodiment, the user
20 sends a transaction request message directly to the trust

server, and the protocol port is opened and used for such
communications. Everything else stays essentially the same

as in the preferred embodiment.
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15 In an alternative énbodinent, t he vendor conputer
14 may be el igﬁ?'a&%ed fromthe authentication process, and pcrusydshtrIg9ser

conput er WO e trust server 18 communi cate wi th each ot her
directly. In this enbodinment, the user 20 sends a transaction request
nmessage dirg@%gﬁ$%$ t he trust server, and the protocol port is
opened and such communi cations. Everything el se stays
essentially the sarmethod foRSexéchbengr af eetadecpnidimetiransaction

28 CLAI MS: 1. A method for executing a secure

online trandssttwern a vendopecomputarvandor BEEFUCONPMIER (ke YeREater

t he vendor conput er, and the user conputer heing jnte ected to a

5 conput E RS p%“% o PSS oFRATRIESE ingﬁ%ngh é‘f‘é:begiém%le%é, 8?%@ ebed

met hqd conpriGiigdPenSt#PSk Ofor data communicBkiOh UWSRIr&9OPWEEA, the

transmtting a‘transaction request message to the vendor conputer

via the commétiodetompkisihg tiRe stepenafici al transaction request

conprising user identification data unique to the user conputer;

b) in response to receiving the transaction request, t he vendor

conput er sendi ng tr.ans |.O rLflrcatl . reques r

server conputer i%‘e?c%nﬁ%%¥e§°¥§u%%g ékhggm&%&&ﬁf&f@r nef%éé%?b%hgégueSt

transaction yesdddé atb othé eqeR8br ?omﬁuteﬁoﬁﬁbitm@gdHMpuﬁéi héerbiki, cahieon
of t

data and data indicative e requested transaction; .
10 financial transaction request comprising user identification

data unigque to the user computer;

b) in response to receiving the transaction request,
the vendor computer sending a transaction verification
15 request to a trust server computer interconnected to the
computer network, the transaction verification request
comprising the user identification data and data indicative

of the requested transaction;

20 c) in response to receiving the transaction
verification request, the trust server computer
authenticating the user computer using the user
identification data and communicating with the user"computer
for verification with the user identification data; and

25

d) the trust server authorizing the transaction when

the authenticating step has passed.

—_—
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20 C) in response to receiving the transaction verification

request, the trust server conputer aut henti cating the user co%ﬁuter
usi ng t he WeO®8/40809 i dentification data and conmmuni cati ng RF¥H ser
conput er for verification with the user |dent|f|cat|on data and 25

d) the trust server authorizing the transaction mhen
aut henti cati®g stB®pmahbogadeEgexecuting a secure pnl ¥$?m&¥EHS?GF1@Recut|ng

a secure onlh0e LLanGLES computer. MR UG LofIBL o cAOC, BrYBRdC"

conmputer, t onput er and the user

' nterconnecté‘ém Qtér and the G8BRULSMPIRIO He frif ﬂ%@r@&ml@téat t@na
t her ebet ween, user conputer having associated therewith a

net wor k addreemputer netwonrchﬁert ﬁert@t@ommume:aummth@eebeqﬂesn, the
met hod rising,the steps o

compu® er eerﬁ?Fnﬁo PuEShs Revigd ﬁ@ﬁﬁ&ﬁateQHfhereY%5$r?é%%bw?ﬁg §§gﬁ§sﬁf
) generalifig; gulSehealtBeat! €L RAnTRS Foquest; thd!hetnbynct|on of

a user reglstratli on nu uni que to e user conput er,

15 comprising theestepspodata correlated to the time of the
transaction request, and an internally stored user
matrix unique to t he user conputer;

ii) assigning a ne k pr.atocal rt nunber as a 20 function
of 5“95 Bsefh€°m§§ eFégls R%lenﬁﬁg%?sacélon re uesE,

the jpme st agPmgeisdingnN€he steps of the user matri x;
iii) transmtting a transaction request message to
i) generating a user authentication number as a
first function of
a user registration number unique to the user
computer,
15 time stamp data correlated to the time of the
transaction request, and
an internally stored user matrix unique to
the user computer;
ii) assigning a network protocol port number as a
20 second function of
the user registration number,
the time stamp data, and
the user matrix;
iii) transmitting a transaction request message to
25 the vendor computer via the computer network, the
transaction request message comprising
the user registration number,
the time stamp data,
first data indicative of the requested

30 transaction, and

.
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25 t he vendor conputer via the conputer network, the

transacti og,#&% t nmessage conpri sing . PCTAISSS/05SY
regi strati er, the tine stanp data,

first data indicative of the requested 30 transacti on, and
the network address associ kg Wdthd € didFess associated with @Hahfder
b) in response to receiving the transaction request 5 nessage, the
vendor conputer sendi ngomputarsact i on verification request to a
trust server conputer i nterconnected to the conputer network, the
transacti on verification request conprising (1)

t he user registratjo m!ne‘g 1 —_— (Lidnkhe -Bgeﬁggﬁ{g%@at a,
(iii) second dataEQnQFEatlgémﬁfiz%aﬁigﬁk% = the ‘tkank trltrans 'on, and
(iv) the netwakkagedr ehe &TATrlRMpUtdy (HendB8y a transactionmconputer; 15
C) in response to receiving the transaction verification request
fromthe venserifdoattion neguestudto a trust seeveercoappuseraut henti cating

th t b i) calculating,the user trix by
froman 20 ABtercolnecsshitits FHPUF | SFHiCthe FRborralanshion

regi strati on Byl AIdRRR SR SRR ¥in (i)
generating a trustcgérver aut henti cat’l on g nunber as a first
function of (i) the user #dwister=tien nambereggi strati on nunber
25 the received tinme stanp data, and

the @8l cul ated matrix; (ii) the time stamp (‘ﬂ‘?‘f—?: cal cul ating an expect ed
network prot ocol (131) sdiUda ULLS" 1491 82060 Ee" URE' LU Ysrea

transaction, and
(iv) the network address associated with the user
computer;
15
c) in response to receiving the transaction
verification request from the vendor computer, the trust
server computer authenticating the user computer by
(i) calculating the user matrix by from an
20 ‘internal memory by utilizing the received user
registration number to address the memory,
(ii) generating a trust server authentication
number as a first function of
the received user registration number,
25 the received time stamp data, and
the calculated matrix;
(iii) calculating an expected network protocol
port number as a second function of
the received user registration number,

30 the received time stamp data, and

-_—
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the received user registration nunber, 30 t he received

time stanp data, and t he cal user
matri x, WO 98/40809 (iv) conmunicating via the conput§$£ﬁ%§a%v with

the user conputer by utilizing the user conputer network addr ess
received fromthe vendor conputer and the_calculated, 5 expect ed
network protocol port nunberthe calculated user WIYTXiKy ining fromthe user
conputer the user - R CAL100 PHaPeR ter network with
conparing the obtained (ulsQr a%%t enffclg%%%l?%n € corrtllghlbeer vn\ntﬁvthe
generated tryde SR¥telcompbltas ipatueiliding theuaber,; conguter network

v) indicating that the user conputer is authentic when t he
conpari son sEdddess presssidediitromdtket vepdeonacovputer and thesealayahed
I's not authentic when the cqnparison fteg Qas m%S fail ed.

3.  Fhe net FIPSHLES AFHWPTH RFRLPCOL port numoer, the first function

for generating a user 2Q, ,obtaininé‘ufP&HFﬁﬁétﬁQEr%Bﬂﬁht@%‘Hé%éxﬂe step

of synthesizing a user matrix as a third function of the
user matrix; amvhentication number, the first function for generating a
trust server aut henti cati on nunber cqnprises the step of 25

synt hesi zing a trust sghﬁ&'Qﬁﬁﬁa¥kﬁ$iRh%soPﬁélﬁﬁﬂrﬁser authenticatigirt i on
of the Calcuﬁ%ﬁ%&ﬁ”ﬁfﬂﬁ“the generated trust server authentication

10 number; and

v) indicating that the user computer is authentic
when the comparison step has passed, and indicating that the

user computer is not authentic when the comparison step has

15 failed.
3. The method of claim 2 in which:
the first function for generating a user
20 authentication number comprises the step of

synthesizing a user matrix as a third function of the
user matrix; and .
the first function for generating a trust server
authentication number comprises the step of
25 synthesizing a trust server user matrix as the third.

function of the calculated matrix.

4. The method of claim 3 in which:

\ 32
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4. The nethod of claim 3 in which:

32 the first function for generati pgTAUSYISES739
aut hent i caW DN 4M8¥ber utilizes the user regi stration nunber
and the tine stanp data to extract the user aut henti cati on

nunber fromthe syntheghzed Usgr fBddfon for generatiffda user
the first function for generating a trust server

aut henti cati on nugRehefitildatdon hmmser utehl szeatthbe user registratmarber
and the tine stanp data to extract the trust server
aut henti cati on numvebelr Gnd s i Hamp tdake tooextract thesdsgh yser

I X. : hod f ' | i '
et veon a user cofSRERARRG Vo moP o ptrh Cnf 8GEhEgE 2t Sed AT,

and tge user conpytey being interconnected to a conmput er networ k
for data comuni cations therebetween, the user conputer having
associ ated therewith a tisd viidetadilmestsion for genergténgher dtasit sdrver ne

of the request; the nmethod conprising the steps of: 20 .
a) the user conpuﬁ&théaﬁiﬁﬁquQiQ?@F%%C??b%l?%ﬁuEgF, ser reglighpatitg

the steps of 1)+ 0€ [ e ntiicatl unber
as a . fi rstm’f"l}??c]f i‘—’ghd ot_The 2")5'L me él@él% 834 8 Exgwl?rs&é%r terrgeaiﬂsﬂba?i on
number uni que to tfRE-WSerauthentication number from the synthesized trust

i0 server user matrix.

5. A method for executing a secure online transaction
between a user computer and a vendor computer, the vendor
15 computer and the user computer being interconnected to a
computer network for data communications therebetween, the
user computer having associated therewith a network address
unique thereto at the time of the request; the method

comprising the steps of:

20
a) the user computer executing a transaction request,
comprising the steps of
i) generating a user authentication number as a
first function of
25 a user registration number unique to the user
computer, and
an internally stored user matrix unique to
the user computer;
ii) assigning a network protocol port number as a
30 second function of
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conputer, and an internally stored user matrix

uni que to the user conputer; iﬁ%
assi gni ng WOrs8M08Mk protocol port number as a 30 secofFYUHE0# of
t he user registration nunber, and the user matri x;
lii) transmtting a transactjon re uest,nessagg to he vendor
conputer via the conputer nERRoRRer: Kggistration numben,,andq est nessage

conpri si ng the use&hﬁ8%§q&;registration ngggﬁ;éction and

first data indicative of thé requeste

the network address ass9g) atedndhibtiheg @Serankliction request meSsRgeetd
b) in response to receiving the transaction request nessage, the
vendor conputke wemddngcampusieravipothe computgst ingtiwatlon tRuest to a

trust_ server conputer nt er connect ed .t.o ,t he conputer network, the

15 i
{1 anshct | on LTARBACtLoN; FRAUERL MEERASS: COTRF LG ()

the user registration numbegpe yger registratiod Hums&cond data indicative.
of the requested transaction, and 20 (iv) the

net wor k address associ at ed #ikbtt datasdndicative of thmedessted
c) in response to the transaction verification request fromthe
vendor conputer, the tE43nsS3asELOn.cERFUter 25 aut henti cati ng the user

conput er by thgyggk_%@k?%dﬁﬂégétéE%&Eﬁ?téﬁ“&iéhf£$Q1ﬁQer

i nt er nal menory g "zi ng € recel ved uSer TegisStratron
numbgg to address the gBRpOYer; (ii) generating a trust

server authentication 30 nunber as a first function of
b) in response to receiving the transaction request
message, the vendor computer sending a transaction
verification request to a trust server computer
15 interconnected'to the computer network, the transaction
verification request comprising
(i) the user registration number,
(ii) second data indicative of the requested
transaction, and
20 (iv) the network address associated with the user

computer;

¢) in response to the transaction verification request
from the vendor computer, the trust server computer
25 authenticating the user computer by
(i) calculating the user matrix from an internal
memory by utilizing the received user registration
number to address the memory,
(ii) generating a trust server authentication

30 number as a first function of

-
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the received user registration nunber, and t he

cal cul ated matrix (iii1) calculating an e 47184 Wor kK
pr ot ocol WO 98/40809 port nunber as a second function of Siiéﬁm‘sﬁdo

the received user registration nunber, and t he
cal cul ated user matrix, . Y Feahl ] user
conput er by utilizi rtf‘élet ﬁgcl?slgre%ourrspéujé e%eigﬁyogﬁgggd?gg?eﬁrgc%ed
from the vendor conmpuylRy calddlstedimateied expected network 10
protocol port nunber, (v) obtaining fromthe user
conmputer the user (iii)awelemliatding ramgsrected network protocqlyj)
conparing the obtai ned user authenticat.i Ne 1 Eunber with the
generated trust s&P¥Fér % & iHroNS FUPCHMner: and

v) |ng!cat|ng that the user G &EL &g AdeEb§istration WiRibdhe and
conpari son step has passed, and 1 ndicating that The user conputer
is not authentic when the capmrdslrukdieed haser2@atrix,fail ed:

6. The nethod of claim5 in which: the first fynction

for generating a user @) communicafin@nvitht bR HERBe CEBMHTSEY t he
step of uti]lilﬁ'n@szi’r%rg{e%él;c ShteF rné’éﬁ&rﬂagﬁa§e§§t ﬁ:eet ihd UL on

of I'rst function

Iﬁr gfneraEiQ%eadéﬂagrfﬁgﬁﬁﬁter and the caldulleali egbieeit JiiHEwSENPr i S€s
e step o

10 protocol port number,
(v) obtaining from the user computer the user
authentication number,
(vi) comparing the obtained user authentication
number with the generated trust server authentication

15 number; and

v) indicating that the user computer is authentic
when the comparison step has passed, and indicating that the
user computer is not authentic when the comparison step has

20 failed.

6. The method of claim 5 in which:
the first function for generating a user
25 authentication number comprises the step of
synthesizing a user user matrix as a third function of
the user matrix; and
the first function for generating a trust server

authentication number comprises the step of

I
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synthesizing a trust server user matrix as the third function
of the calculated matri x. 5 7. The nethod of cl ai gg-Rudaoihsech:
the first WOPSHMPEA for generating a user aut henti ca 5{%{)n nunber
utilizes the user registration nunber to extract the user

aut henti cation nug}?géhg%ﬁrénipgr 2 tf'fhlﬁgt isghxf%e Is)qgé}e%ﬁ,ysgé tlﬁgrt_lqg}ai X;

and 10 it gener a g a trust server

aut henti cation nugbgit dbh! bzeshh@austrl dteai sidtatien nunber to
extract the trust server authentication nunmber fromthe

synt hesi zed trust server user matriX. 15 8. The nethod of claim
5 wherein the user authentication nunber generated by the user
conputer is also a first function of time stanp data correlated to

t he g%ne OB &pe ??%ngﬁFP%gggggg?%ﬂﬂ{qgg§§gﬂxﬁg§:transaction request

nessage 2 e user conputer to the vendor conputer

al so conpri sesthBe flilrgk Fuaigtibal o heendraished i anugeri fication
request sent by the vendor conputer to the trust server . conputer
al so conpri ses thautheptdcami oparmmban uthcl izegithe user xegyegration

aut henti cati on nunbe enerated by the trust serwver. 2 . _C r «lL.s.al so
a first function Bngﬁg'F&b&?&&&%ﬁrﬁbﬁnﬂﬁﬁf aud hent%éﬁgﬁon ARBLE fkg@
The method of C'ai;ﬁg5sgﬂ%%is&zféaedg%wé<eﬂorﬁ@mb P4 30 nunber

I d

assigned by the user conputer as also a secon function of

ti meegt anp data correl ghed fiesthduriateiaxi fdwe generatingaastrusbnseryeesst,

t he transacti on request nessage L , i
authentication number utilizes the user registration
number to extract the trust server authentication

number from the synthesized trust server user matrix.

15
8. The method of claim 5 wherein the user authentication
number generated by the user computer is also a first
function of time stamp data correlated to the time of the
transaction request, the transaction request message

20 transmiﬁted by the user computer to the vendor computer also
comprises the time stamp data, the transaction verification
request sent by the vendor computer to the trust server
computer also comprises the time stamp data, and the trust
server authentication number generated by the trust server

25 computer is also a first function of the received time stamp

data.

9. The method of claim 5 wherein the network protocol port

30 number assigned by the user computer as also a second
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transmtted by the user conputer to the vendor conputer also
conpri ses \&3?8}48!553 stanp data, the transaction verification p&rmuses/gsespuest
endaor [

sent by th conputer to the trust server also conprises the
time stanp data, and the expected network protocol port nunber is
cal cul ated SE6ONds T Hipbki BBafh data coddid JRGEISdhéNEinbase daka.
10 10. nmet hod for executing a secure online transaction

bet ween a useramsagptien maduastentbe toemssatidrheracueiot message conput er
and the user conputer being jnterconnected to a ut er netmoago

! onp
for data corinanemitead PHeEBBefig&n COmputer to CQEmﬁe%éﬂﬁuFQWPHE9FnQ
associ ated therew a t S uni o el ls of
t he request ;c?%rﬁéé%llsﬁo%ﬂg E\Q{ng gggbgr ?&JC%Q t hee 3%525%&{8}1 vgEly}'g'—’&:lg?‘a)
the user conputn@sseX8EHt! Bg &hbr dBndchl LonRiHEéStto the truSeMBekFeRJallRS
steps of 20 1) generating a user authentication nunber as
a f iconpfimesi bheofime stamp data, and the xpectedghetwatrkon

nunber unique to th coJrput er,

user \ and ]
Cime stanp d¥RLREPLPAFEIIREbER.if falonlatedHs & 'second funcEignsgf: i on

request; the received timkl ht@mp' @AAd @ network protocol port nunber as
a secondr?unctlon OP the user registration
nunber, and the tine stanp data;

iii) transmtting a transaction request nessage to t he vendor

conpkt er vi al@ he Ronptibed ferwexrCutiag a securg [hkire | BHaReggEirnnessage

Che time ot iEtasn, 2 user computel SntP Y Ve 'Buhah Al CEbe, wdprorn

requested computer and the LEaRSeoipiterd¥bing interconnected to athe
net wor k address associated with the user conmputer; 10

b) in resporsenpetehenetwnrkc EoyndasquesmmumsisEisonshetherebetweendothe
conput er sending a tragsachion verificatio%.r uest, _
useY’ computer having assoclated therewith a network address
15 unique thereto at the time of the request; the method

comprising the steps of:

a) the user computer executing a transaction request,
comprising the steps of
20 i) generating a user authentication number as a
first function of
a user registration number unique to the ﬁser
computer, and
time stamp data correlated to the time of the
25 transaction request;
ii) assigning a network protocol port number as a
second function of
the user registration number, and

the time stamp data;

I
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to a trust server conputer interconnected to the conputer net wor k,

the transaction verification request conprising 15 1) the
user regi WOBMWBA nunber, (ii) the tine stPWWﬁé%”
(iii1) second data indicative of the requested transaction, and

(iv) the network address, associated with the user

20 conput er;
c) in response to rece+%+hgtfﬁ§spﬁéﬁ§§€tPoﬁransaCt1QRN§?QQ%§?oﬂggﬁﬁﬁﬁsFo
f th I er thenticatin
rom t he Ve%gge{ ég&ga;éggéomwee&rm the, ic)omp%&revxe nAIBLE e ! g

the user co generating a trust server

aut henti cat itstainsaction requeBtMiessaged dompitidimeeti on of
the received user registration nunber, and t he

received tinme stanp data; the user registratiian) ramkar.ating an expected

net wor k -prot ocol 30 ort. _nunber a second function of
t he Pecei ved user registratFBE hﬁWﬁegggmﬂ;%g%a' t he

received time stanp data, apfret data indicativd iof QRMREkESted With the
user conputer by utilizing the user conputer network address

received fromb5 t herapadotionppandr and the cal cul ated expected network
protocol port nunber, (v) obtaining fromthe user
conputer the user BhenBREWOEK GddxefAsfe@ssociated with the ygey
conparing the obtained t hentication 10 nunber with the
generated trust servercéﬁgﬁgﬁgfcation nunber; and
v) impdi cating that the user conputer is authentic when the
conparison step has passed, and indicating that the 15 user conputer
i s not authentic mheknthespongar kgobhet gyamsnction redquesednessage, the
11. The met hod pof cl aim 10 mhergLn t he user authentica{épn .
vendor computer sending a transaction verification request
to a trust server computer interconnected to the computer
network, the transaction verification request comprising
15 (i) the user registration number,
(ii) the time stamp data,
(iii) second data indicative of the requested
transaction, and
(iv) the network address associated with the user

20 computer;

c¢) in response to receiving the transaction
verification request from the vendor computer, the trust
server computer authenticating the user computer by
25 (i) generating a trust server authentication
number as a first function of
the received user registration number, and
the received time stamp data;
{iii) calculating an expected network protocol

30 port number as a second function of
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20 nunber generated by the user conputer is also a first

function of an internally stored user matrix unique to the peruses/odEd’
conputer,VWH@WWqﬂu server computer fetches from nmenory t he user
matrix by utilizing the received user registration nunber as the
memory address, and the trisle SPEYEEvER user® eV AAIAN Miier, 0gAar at ed
by the trust server conputer S ano a first tunction of fhe.
cal cul ated user matri x. the receiv¥éd Thmematfeg efatd Aiand0 wherein the

net work protocol 30 port nunber assigned by the user conputer as also
a second (i uncomoanbéatingnwatialtihe sisgecempRtent PYx uni que
to the yser .conpuyt

] er, the trusg serg&r cagp {g fetches.frgntnennry
the user mattibdiRAnsg i%heiwEeY nECPRBEPYeBOTYEF (§§ FH ionoo Ve htifBer as
the gemory 34 Sihadi®hddifu€ereahadche! Wallkulated BHUOLdd RBEYoNIDET S
cal cll ated by the trust server conputer also as a second function of
the cal cul aiadbu&Rsl port numberx. :

(v) obtaining from the user computer the user
authentication number,
(vi) comparing the obtained user authentication

10 number with the generated trust server authentication

number; and

v) indicating that the user computer is authentic
when the comparison step has passed, and indicating that the
15 user computer is not authentic when the comparison step has

failed.

11. The method of claim 10 wherein the user authentication
20 number generated by the user computer is also a first
function of an internally stored user matrix unique to the
user computer, the trust server computer fetches from memory
the user matrix by utilizing the received user registration
number as the memory address, and the trust server
25 authentication number generated by the trust server computer

is also a first function of the calculated user matrix.

12. The method of claim 10 wherein the network protocol

30 port number assigned by the user computer as also a second
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function of an internally stored user matrix unique to the
user computer, the trust server computer fetches from memory
the user matrix by utilizing the received user registration
number as the memory address, and the expected network

5 protocoi port number is calculated by the trust server
computer also as a second function of the calculated user

matrix.
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