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FIELD OF INVENTION
relates generally to
‘ more particularly to devices and methods
.gion and decryption controlled by a secret

BACKGROUND OF THE INVENTION
" In the modern "electronic® age, day-to-day
commercial, official, . and personal transactions are
increasingly being conducted by means of data exchanged
over public telecommunication channels. Sensitive data is
often stored in insecure stordge. The data exchanged over
public telecommunication channels or stored in insecure
storage is susceptible to unauthorized access by others,
and confidentiality and privacy cannot be guaranteed.
| Data encryption is one solution in preventing
unauthorized access of data when in storage or transported
over public telecommunication channels. Encryption is a
form of computation that transforms a plaintext.into an
unintelligible ciphertext. Decryption is the inverse
computation of encryption that recovers the plaintext from
the unintelligible ciphertext.

In practice, data is first encrypted from
plaintext into ciphertext by an encrypter before being
transported over a public channel or committed to storage.
Upon reception or retrieval of the data, a decrypter must
decrypt the ciphertext back to plaintext to obtain the
original data. '

In a secret-key cryptoegraphical scheme, a secret
key is used to pass information about how the encrypter
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performed the encryption to an authorized decrypter so
that the latter can construct an inverse to effectively
perform the decryption. On the other hand, other
unauthorized decrypters without the key will find it
difficult if not impossible to decrypt the ciphertext.

Conventionally, in a secret-key cryptographic
system, there is an established computational sequence of
steps or algorithm for encryption and decryption. A
secret-key cryptographic system is usually designed with
the assumption that the algorithm is publicly known. The
only thing that needs to be kept secret is the secret key
which is shared only between the sender and an authorized
receiver.

Typically the key provides a user-selected value

which is taken together with the plaintext as inputs to

the 'algorithm to effect encryption and decryption.
Usually, the algorithm modifies the plaintext by adding
the key value to it by some modulo arithmetic.

In practice, the secret key 1is privately
communicated from the sender to the authorized receiver
through a secure channel. In this way, the auPhorized
receiver can efficiently decrypt the ciphertext uéing the
publicly known algorithm in conjunction with the aid of
the secret key. On the other hand, others, not privy to
the secret key and short of any other cipher-attack
scheme, will have to try out the possible keys in the key
space one-by-one to see if one will yield an intelligible
decryption. When the key épace is extremely large, the
encryption..system is said to have high encryption
intensity and the decryption of it 1is said to be
computationally infeasible.

A computational task is computationally
infeasible if it cannot practically be accomplished in a
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reasonable amount of time by means of reasonable
resources. For example, one hundred years on the fastest
available computer may be considered unreasonable.
Similar, using a specially constructed computer that costs
one hundred trillion dollars  may be considered
unreasonable.

One example of a secret-key system is a "one-
time pad" or Vernam scheme, the plaintext is first. coded
into a binary bit string and is transformed to ciphertext
by being added modulo 2 to a secret key. The secret key
is a string of random bits as long as the plaintext, and
is only used one time. This scheme can be proved to have
perfect secrecy, but also has the undesirable requirement
of one bit of secret key for each bit of-plaintext. The
need for the key bits to be as long as the message and
that they cannot be reused make the scheme impractical in.
the context of modern age data transactions.

Attempts have bgen made by others to generate

‘the large amount of random key bits by a pseudo-random

generator. The pseudo-random generator is typically
realized by a feedback shift register. The pseudo-random
sequence generated is completely determined by the value
initially in the shift register. The initial value can be
used as a key, thereby allowing a small number of key bits
to generate a long sequence of "random" bits. However,
one-time pad cryptographic systems employing pseudo-random
generators are susceptible to “known-plaintext" attacks,
i.e., when a portion of the ciphertext and its
corresponding plaintext are known.

Other schemes héﬁe been considered to provide a
secret-key Cryptographic system. employing shorter key
strings. Notable among these schemes 1is the "Data
Encryption Standard," (DES), promulgated by the United
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States National Bureau of Standards, Federal Information
Processing Standard (FIPS) Publication No. 46, Jan. 1977.
Since then, DES has been established as a standard public
encryption scheme. According to DES, the encryption and
decryption are performed block-by-block, each block being
64 bits long. The algorithm essentially consists of
sixteen iterations of a series of predefined permutations,
key addition, and predefined substitutions operations
among sub-blocks within each 64-bit block. The 56-bit key
is cycled through a shift register to generate sixteen
values for the iterations.

While DES has been officially adopted as a
standard in the last decade,. it is generally felt that the
time has come for it to be replaced by a new, improved
standard. One reason is that the 56-bit key may be too
short. It produces a key space of approximately 10
possible keys. In view of modern high-speed and multi-
processor computers, an exhaustive research of the key
space (i.e., trying out every possible key to see if it
will yield an intelligible decryption) of this size is

‘becoming computationally feasible. Another disadvantage

is that the underlying design principle, such as the
choice of the various permutation and substitution
transformations and the number of iterations required, is
not clearly enunciated. There have been controversies
about the possibility of a trapdoor being built into the
system. Thus, it cannot be a truly public encryption
system if a user cannot easily and accurately evaluate the
actual security of the system. Also, the user has no
systematic way to modify the algorithm or transformations
to make the system more secure or to increase the
encryption intensity. In'any case, it appears that the

encryption intensity cannot be increased without incurring
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an exponential increase in computing overheads. This is
because DES, similar to other short-key schemes, relies on
the principle of computationally intense algorithms to
achieve encryption. The same short key is used many times
but under different conditions to encrypt a much longer
plaintext.

Another scheme is the RSA (Rivest, Shamir, and
Adleman) Public-Key system. This relies on the principle
of computationally <complex algorithms to achieve
encryption. The scheme has a user pick two very large
prime numbers, preferable a few hundred digits each, to
generate a pair of dissimilar encryption and decryption
keys. Encryption is performed as exponentiation under a
modulo arithmetic control by the encryption key. The
encryption key can be made public for anyone to encrypt
messages intended for the user, but is useless in deriving
the decryption key. Thus, the encrypted messages can only
be read by the user in possession of the decryption key.
The undesirable feature is that the security of the system
is based on the use of very large prime numbers that are
not easy to obtain. Also, the system can be-.easily
defeated if a quick way to factorize the product of two

large prime number is discovered.

Thus, there is still a need for an improved

data encryption system.

OBJECTS AND SUMMARY OF THE INVENTION

It is therefore a general object of the present
invention to provide an improved method and device for
data encryption and decryption which do not suffer from
the above-mentioned disadvantages.-

It is an object of the present invention to

provide a method and device for data encryption and
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decryption in which the underlying principles are clearly
understandable and can be made public without compromising
its security. In this way, the present invention provides
a truly public encryption system that can be established
as a standard.

It is another object of the present invention to
provide a method and device for data encryption  and
decryption which are extremely secure.

It is another object of the present invention to
provide a method and device for data encryption and
decryption. in which their encryption intensity is user-
selectable.

It is vyet another object of the present
invention to provide a method and device for data
encryption and decryption which are simple to implement
and have low computing overheads. '

These and additional objects are accomplished by

‘generating a user-selectable mapping among a vast

repertoire of such mappings. The mapping operates on
plaintext which has been partitioned block-by-block. The
block size, N, is user-selectable, and each plaintext
block is equivalent to an N-dimensional plaintext wvector
x. The mapping, specified by a set of user-selectable
mapping parameters, maps the plaintext vector x to an N-
dimensional ciphertext vector y. An associated inverse
mapping also exists for inverse mapping the ciphertext
vector y back to the plaintext vector x. The general
principle and form-of the mappings in the repertoire can
be made public without compromising the security of the
method and device. The mappings have the feature that its
repertoire has a size that is an exponential function of
the block size and the range of each mapping parameter.

According to one aspect of the invention, the
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block size and the range of each mapping parameter are
aléo kept secret and only shared secretly between users by
means of a secret key. Thus, others not privy to the
secret key are frustrated in a usual cipher-attack method
of exhaustively trying out every mapping in the
repertoire. This is because they are confronted with a
computationally infeasible task of exhaustive research
among a repertoire of indeterminable size.

According to another aspect of the invention,
the block size N, and the range of each mapping parameter
need not be kept secret. Once sufficiently large values
of them are selected to produce a repertoire having a
predetermined size whibh is considered to be extremely

large, the block size N and the range can be established

as a standard and made public. Others in a cipher-attack
are still confronted with a computationally infeasible
task of exhaustive research among a repertoire of extreme
large size.
In the preferred embodiment, the mapping is in
the form:
Y. = A X, + Z, -
and the associated inverse mapping is
X = A ¥ - Z.],
where
x. and ¥y, are respectively N-dimensional plaintext and
ciphertext vectors corresponding to the tth block;
A and A! are respectively NxN mapping and associated
inverse mapping matrices; and
zc- is an N-dimensional second component vector
corresponding to the tth block.
A, and z, constitute the mapping parameters that

~are part of the secret key. Essentially, the NxN mapping

matrix A defines the mapping space. If each matrix
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elements are allowed to vary over a range L, then the
repertoire of mappings has a size given by permuting all

matrix element, wviz., LNV, This is an exponential
function and the repertoire size become enormous even for
moderate values of N and L. For example, if N=3 and

L=100, the repertoire has a mapping population of 10!,

In the preferred embodiment, a second component
Z. is added to make up each ciphertext vector in order to
enhance the security of the scheme further. This 1is
effective especially against a known-plaintext attack and
the potential vulnerability of statistic attack on small
block sizes. 1In one implementation, the second component
is a pseudo-random vector which varies from block to
block. In another implementation, the second component is
a non-linear function or a mixture of non-linear function
and a pseudo-random vector.

The present implementation does not have the
same weakness as conventional methods that encrypt a
plaintext string by adding a string of pseudo-random
numbers to it. This is because the present mapping takes
place in N-dimensional space, each pseudo-random number is
in general not added directly to a single plaintext
character as in the conventional case in order to convert
it to a ciphertext character, but to a linear combination
of plaintext characters. The problem of analyzing by
others the pseudo—random number in this scheme is what is
known mathematically as a non-deterministic polynomial
(NP) problem.

One important aspect of the present invention is
the provision of a mapping framework wherein its size in
general and specific mapping property in particular are
user-selectable by means of a secret key. Without the

secret key, others are confronted with a computationally
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infeasible task of attempting an exhaustive research in
the indeterminable repertoire of mappings.

Another important aspect of the present
invention is that the computing overheads increase only as
the square of the block size, whereas the encryption
intensity increases exponentially. Thus, it is possible
to achieve extremely high encryption intensity with little
computing overheads. In contrast, the computing overheads
of conventional encryption systems tend to increase
exponentially as encryption intensity is increased. This
is another manifestation of an NP problem.

~ Additional objects, features and advantages of
the present invention will be understood from the
following description of the preferred embodiments, which
description should be taken in conjunction with the

accompanying drawings.
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BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 1illustrates schematically a general
secret-key encryption system applicable to the present
invention; o

Fig. 2A illustrates the computing overheads
versus encryption intensity for a conventional encryption
system;

Fig. 2B illustrates the computing overheads
versus encryption intensity for the present invention;

Fig. 3 illustrates the encryption intensity of
the present invention increasing as an exponential
function of the mapping parameters such as block size N
and range of each mapping matrix element L;

' Fig. 4 1is a functional block diagram of the
enéryption device according to a preferred embodiment of
the present invention;

Fig. 5 is a functional block diagram of the
decryption device according to a preferred embodiment of
the present invention; and

Fig. 6A 1lists the various permutations or
possible selections of basis plaintext vector elements for
a block of size N=9; and |

Fig. 6B 1illustrates the actual permutation
configurations of selecting a number of elements from a
block whose elements are arranged in a 3x3 image.
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DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

Fig. 1 illustrates schematically a general
secret-key encryption system applicable to the present
invention. Plaintext x 10 is being encrypted into
ciphertext y 20 by means of an encryption device or
process 30. A user-selectable secret key k 40 is used by
an encrypter to control the encryption 30. The secret key
k is shared privately with a decrypter who in turn uses it
to control a decryption device or process 50 for
decrypting the received ciphertext y back to plaintext x.

One important aspect of the present invention is
the provision of a mapping framework for generating a
repertoire of mappings. Its size in general and specific
mapping property in particular are user-selectable by
means of a secret key. Without the secret key, others are
confronted with a computationally infeasible task of
attempting an exhaustive research in an indeterminable
repertoire of mappings.

' The mapping maps or encrypts plaintext into
ciphertext. Each mapping is specifyable by a set of
mapping parameters which is essentially user-selectable as
it 1s derivable from the secret key k.

The present invention has each plaintext stream
partitioned block-by-block into plaintext vectors. The
block size is also user-selectable via the secret key. If
the block size is N, then the mapping maps an N-
dimensional plaintext vector into a corresponding N-
dimensional ciphertext vector.

The mappings have the feature that their
repertoire has a size that depends on the block size as
well as the range of each mapping parameter. A user can
select a desired level of encryption intensity by
adjusting these parameters. If each mapping parameter has



10

15

20

25

30

12

a range given by L, then as will be shown later, the
repertoire of mappings has a size given by LN Thus,
the key space grows exponentially with N. For example, if
L = 100, N = 3, then { kX } = 10'® which is about ten times
larger than that of DES. If N is expanded to = 9, then {
k } = 10'%. This means that an attacker, in an exhaustive
research, will have to try out 101 keys, even he or she
has knowledge of N. In the preferred embodiment, N and L
are also kept secret, the attacker is confronted with an
indeterminable large key space.

Another important aspect of the present
invention is that encryption intensity can practically be

" increased to very' high level without exacting

correspondingly high computing overheads. In contrast,
the computing overheads of conventional encryption systems
tend to increase exponentially as encryption intensity is
increased. This 1is another manifestation of an NP

.:problem.

Fig. 2A illustrates the computing overheads
versus encryption intensity for a conventional encryption
system. Fig. 2B 1illustrates the computing owerheads
versus encryption intensity for the present invention. A
comparision of the two figures illustrates that the
computing overheads for the conventional system increases
exponentially, whereas that of the present invention’
increases logarithmically. This is because the computing
overheads of the present invention increase as the square
of the block size, whereas the encryption intensity
increases exponentially.

Fig. 3 illustrates the encryption intensity of
the present invention 1increasing as an exponential
function of the mapping parameters such as block size N
and range of each mapping matrix element L. The relation
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for two values of L are shown. L=2 corresponds to the
case when each mapping matrix element is allowed to have
one of two values, e.g., "0" and "1*. L=100 corresponds

to the case when each mapping matrix element is allowed to
vary over a range with one hundred possible values; e.g.,
0 to 99 or -49 to 50. It can be seen that it is possible
for the present invention to achieve extremely high

.encryption intensity with little increases in computing

overheads.

ENCRYPTTION AND.DECRYPTION METHQD'

The preferred method of the present invention
includes the following steps:
Step I. Select Block Size N

Each plaintext block corresponds to an N-
dimenional plaintext vector. Each N-dimenional plaintext
vector 1is encryptable to an N-dimenional ciphertext
vector. Thus

Plaintext X =X; = [ X, X3, «eo, Xy |
Ciphertext Y =Y; = { Yir Y2¢r -+ r ¥n ] (1)
i = 1' 2' e e g N et

The original plaintext is usually' in the form a
character stream. This character representation can be
converted to a numerical one by means of a predefined

character code table. The x;'s and y;'s are coded in
numerical representation. '
In general, x,, X, ..., Xy do not necessarily

correspond to the same order the elements in the plaintext
character stream come in. An initial block permutation
prior to mapping can be used to shuffle the initial
ordering of the block elements. The initial block
permutaiton can be specified as part of an encryption

information to be passed from one user to another by means
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of the secret key. In this way, the other user can
perform the inverse step to rearrange the plaintext back
to its original order after it has been decrypted from the

ciphertext.

Step II. Generate mapping for ¢tth block .
Ve = A X, + Z, (2)
by the user specifying a set of mapping parameters: A, z.,
... where
t is a label for the tth block or vector,
A is in general an invertible NxN mapping matrix

r ki
| a3y 832 ... A I
| Q1 Q2 --- A |

A=ay= |. . (3)
| - : b
| an aw - aw I
L d

i, 7 =1, 2, ..., N
and
Ze= (29)e = [ 20, 23, o) 2y ) - (4)

is a second vector component that can assume
different forms depending on embodiments. As will be
described in more detail later, in one embodiment it is a
random vector that varies block—by-block.“ For example,

(z)),= b; R(E, c;) | (5)
where
R(t, ¢;} 1s a pseudo-random function at ¢t
b; is a constant vector, e.g.,
b = (b, by, ... , by 1
c; 1is an initial value-of R.
In another embodiment, (z;), may also be a nonlinear

function_ of x;.
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Step III. Share a secret key privately between users
for passing encryption information from one user to
another for decryption. For example,
k ( Block size ; Mapping parmeters,
Random function specifications ; initial

block permutation, ... ]
IN; A 2z, ... ... ] - (6)
. In general the secret key k allows a set of

encryption or decryption parameters to be derived for
controlling the encryption and decryption respectively.
The key space { k } includes the set of all possible kéys
that are generated by all possible wvalues of each key
parameters within its range. For example, if each mapping
matrix element has a range with L possible values, such as
{L} = {0,1,2,...,L-1)
a;; & {L} =
Then, given N, the set of possible keys residing in a key

'space is given by:

{ k) =1"™ ~ (7)

Step IV. Generate the inverse mapping for tth bleck
From Equation (2)

Xe = Afl ( ¥e - 2z ) (8)
The inverse mapping parameters: A!, z., ... are derivable
from the secret key in Equation (6). 1In particular, the

inverse mapping matrix Al is derived by inverting the

mapping matrix A.

The mapping or inverse mapping 1is preferably
carried out with integer quantities to avoid truncation
problems. Thus, all the mapping parameters as well as the
plaintext representation are given 1in integers and

computations are exact. After the tiphertext has been
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decrypted back to plaintext, the plaintext in numerical
representation can be decoded back to the original
plaintext in character representation by means of the same
character code table used in the decryption.

In the preferred embodiment, the second vector
component z., is non-zero. It is added to make up each
ciphertext vector in order to further enhance security,
especially against a known-plaintext attack and the
potential vulnerability of statistic attack on small block
sizes. '

In one preferred implementation, the second
vector component is a{pseudo-random vector that wvaries
from block to block. For the tth block, by Equation (2),
each ciphertext vector element is given by

Yi = apX; + @pX; + 4, ..., 85Xy + bjR{E, <)
y2 = a21X1 + a22x2 + IR N 4 azan + bzR(t, CZ)
Y= @uXy + QpX; + 4.0 SaXy + DRIE, ) (9)

The secret key has parameters -

k=[N a;; ; b; ; c; ;7 ...1 (10)
The decryptioﬁ is given by Equation (8), and plaintext can
be recovered by

X, = A (Y. - Z )

In another preferred implementation, a speed
computation is employed to quickly recover the plaintext
from the ciphertext without having to invert the NxN
mapping matrix A. In this instance, the second component
(z;). 1s preferably either a non-linear function or a
pseudo-random function. As before, the ciphertext vector
elements are generally given by Equation (2)

y" = ai)'xJ' + Zi
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i, =21, 2, ..., N

The method calls for selecting a random subset of basis

plaintext vector elements among each plaintext vector

X, € { x; } S = Sy, Sz, «++1 Sy
such that { x; } = { x, } U (x,} r=nrn, r, ..., Iyx

1<MS<N |

Define the ciphertext mapping as a function of x.'s:

Yi = aiXs + 2Z; (12)
with the property that

(a)!when i = s

Ys = @gX, + Zg (13)
and z, is a random value as in Equation (5)

zs = bR(E, ¢, )

and
(b) when 1 = r,
Ve = AnX, + Z; | (14)
where _
z, = bG(x,) (15)
and

G(x,) is a non-linear function, e.g.,

G(x.;) = x° - (16)
From Equation (13) '
Xs = [¥s - bR(E, cs )]/a4
From Equation (14) and Equation (15)
X, = G*{z,./b,]
= Gy, - apXs ) /by ]
= Gy, - (( ys - bR(t, cs ))a,s /ag ) /b, ]
For example
N =9
s =1, 5, 8
then
1 =1, 2, 9
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and the key is

k = [ N=9; s;=1, 5,=5, ;=8 ;
Q11+ QAgs, Bgg 7
A1, A5y Qgs A3y, A3, A3gr - - .4 g i
b, by, ..., by ;
Ciyy Cg, Cg 5 own 1 (17)

To encrypt the tth block,

from Equation (13)
Y, = apX, + bR(t, ¢;)
Ys = agsXs + bsR(E, Cg)
Ys = 2ggXg + DgR(E, Cg)

.from.Equation (14)

Y2 = 8nX; + 83sXs + AeXe + DG (X,)

Vi = @nX; + a3Xs + 83eXg + DG (X5)

Ve = QuX; + 845Xs + @4eXg + DG (X4)

' Vs = @gX; + 8gsXs + AgeXg + DG (%)
: Y7 = @nX; + 855Xs + QeXg + DG (%)
+ AgsXg + BgpXg + DyG(xy)

Yy = Q91X

To Decrypt the tth block,
from Equation (13), the basis plaintext vector elements
are easily obtained as
x, = [ y; - bjR(E, ) 1/a;,
[ ys - bgR(E, c5) 1/ass
[ Yo - bgR(E, Cg) ]/ags

Xs

Xg

from Equation (14) and Equation (15), the non-basis
plaintext vector elements are

X, = G-l[(yZ - (a21xl + Qy5Xg * aZBXB))/bZ]

]

X3 Gl (y; - (anx, + apXs + aj;sXg) ) /byl

Xy Gl (y, - (auX, + @4Xs + a4sXg) ) /by]
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Xs = G (ys - (@gX; + AgsXs + AgeXe) ) /D¢l
X; = G {y; - (@nX; + @jsXs + aq5Xg) ) /by]
Xy = G (yy = (@gX; + AgsXs + ageXe) ) /Dg]

and from Equatidn (16)

G!'[ 1 = taking the cubic root of [ ]

and in this way the plaintext [ x,, X, . . ., X, ] can be
recovered quickly without having to invert an NxN

matrix.

ENCRYPTION AND DECRYPTION DEVICE

Fig. 4 is a functional block diagram of the
encryption device according to a preferred embodiment of
the present invention. The encryption device 30
essentially comprises a plaintext input buffer 200 for
receiving input plaintext, a storage 220, a processor 240,
a character code table 260, and a ciphertext output buffer
280.

The storage 220 is used to store, among other
things, controlling parameters for contreolling the
encryption. Examples of such controlling parameters are
N, A, Z.,... As described above, N is the block size, A
is the NxN mapping matrix, and z, is a vector that forms
the second component of the ciphertext wvector y.. There
may be other parameters for controlling z., such as z, =
z.(b,c) where b is an N-dimensional constant vector and
c is an initial value vector for input into a pseudo-
random generator. | ,

The processor 240 includes several functions
which are illustrated as functional blocks, such as a
plaintext pre-processor 241, an encryption processor 243,
a block counter 245, a pseudo-random generator 247, and a
key processor 249.

In operation, a secret key k is first processed
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by the key processor 249 to obtain the controlling
parameters such as N, A, z.(b,c) which are then stored in
storage 220. Preferably, the key processor also checks
whether or not the input key is valid against a stored set
of key validation rules. If the input key is found to be
invalid, a message is communicated out of the device to
notify the user as to what the problem is. In one
implementation, the secret key k comprises a concatenation
of the controlling parameters and the key processor 249
parses them out before they are stored in storage 220. In

‘another implementation, the secret key k comprises a

reduced input set compared to that required for the set of
controlling parameters. The key processor 249 also serves
as a key generator which expands the reduced input set to
the full set of controlling parameters that are eventually
stored in storage 220. 'For example, if a key space of 2%¢
is desired, the key is 256 bits' long and can be mapped by

"a predetermined key mapping onto the full set of

controlling parameters. Once the controlling parameters
are in place, they can be accessed by the processor 240.

Input plaintext in the form of a character
stream entering the encryption device 30 is buffered by
the plaintext input buffer 220 before being processed by
the plaintext pre-processor 241.

The plaintext pre-processor 241 parses out the
input plaintext character stream block-by-block of size N
in accordance with the block size parameter from storage
220. In one implementation, the plaintext pre-processor
also performs an initial block permutation in reponse to
parameters in the storage 220. A character code table 260
is used to convert each character into a numerical value
such that each block is equivalent to a plaintext vector
X. The character code table may optionally be located
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outside the encryption ‘device 30.

The block counter 247 keeps track of which block
is being processed. Thus, the tth block produces the
plaintext vector x..

The plaintext #ector x, is then input into the

encryption processor 243 where a corresponding ciphertext

vector y. is computed. The ciphertext vector y, is
obtained by operating an NxN matrix A on X, and adding a
second component z. to it. The matrix A and the second

component are obtainable from storage 220.

In the preferred embodiment, the second
component is a randomizing component which varies block-
by-block. A pseudo-random generator R.{(c) 247 provides a
series of pseudo-random vectors, one for each block. Each
series is dependent on the initial wvalue vector c. For
the tth block, z, assumes the tth pseudo-random vector in
the series.

In this way the ciphertext vectors are computed
by the encryption processor 243 and are then output from
the encryption device 30 via the ciphertext output buffer
280. _ -

Fig. 5 is a functional block diagram of the
decryption device according to a preferred embodiment of
the present invention. The decryption device 50 is
similar in structure to the encryption device 20, and
essentially performs the inverse operations of the
encryption device 20. It comprises a ciphertext input
buffer 300 for receiving input ciphertext, a storage 320,
a processor 340, a character code table 360, and a
ciphertext output buffer 380. '

The storage 320 is used to store, among other
things, controlling parameters for controlling the

decryption. Examples of such controlling parameters are
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N, A, z.b,c),..., which are the same as that for
encryption and are also derivable from the input secret
key. However, in the decryption device, the mapping
matrix A is not used directly in the computation, instead
a derived inverse mapping matrix A"! is used.

The processor 340 includes several functions
which are illustrated as functional blocks, such as a
ciphertext pre-processor 341, a decryption processor 343,
a block counter 345, a pseudo-random generator 347, and a
key processor 349. These functional blocks are
counterparts to that of the encryption device 30. In
addition, the processor 340 also includes an inverse

processor 344. The inverse processor 344 computes the

inverse mapping matrix A™! given the mapping matrix A.

In operation, a secret key k is first processed
by the key processor 349 similar to the encryption device
30. The controlling parameters such as N, A, z.(b,c),...
are derived and then stored in storage 320. Once the

] controlling parameters are in place, they can be accessed

by the processor 340.

Input ciphertext in the form of a stream of
transformed numerical string entering the decryption
device 50 is buffered by the ciphertext input buffer 320
before being processed by the ciphertext pre-processor
341. ' )

The ciphertext pre-processor 341 parses out the
input ciphertext stream block-by-block of size N in
accordance with the block size parameter from storage 320.
In this way, each block is equivalent to a ciphertext
vector y.

The block counter 347 keeps track of which block
is being processed. Thus, the tth block produces the

ciphertext wvector y,.
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The ciphertext vector y,. is then input into the
decryption processor 343 where a corresponding plaintext
vector X, is computed. The plaintext vector x, is obtained
by first subtracting the second component z, from y. before
operating the NxN inverse mapping matrix A™! on it. The
inverse mapping matrix A! and the second component are

obtainable from storage 320. The second component is
identical to that in the encryption device 30.
In the preferred embodiment, the second

component is a randomizing component which varies block-
by-block. A pseudo-random generator R.(c) 347, identical
to that in the encryption device 30, provides the same
series of pseudo-random vectors that was used to randomize
each block in the encryption device 30.

In the case when the original plaintext has
undergone an initial block permutation, the decryption
processor 343 also performs an inverse block permutation
in response to parameters in the storage 320.

Once the plaintext vector x, is decrypted, it is
decoded by means of a character code table 360 similar to
that used in the encryption device. The character code
table may be optionally located outside the decryption
device S0. The coded numerical values in the plaintext
vector are decoded back to their original characters.

In this way the original plaintext is recovered
and is then output from the decryption device 50 via the
ciphertext output buffer 380.

Figs. 4 and 5 respectively 1illustrate the
preferred hardware embodiments of an encryption device and
a decryption device which are part of the cryptographic
system shown in Fig. 1. The - present invention also
contemplates a computer under software control for
implementing the various functions performed by the



10

15

20

25

30

24

encryption device 30 and the decryption device S0. For
example, the processors 240 and 340 can be assumed by the
microprocessor of a general computer. The storages 220,
320 and buffers 200, 300 can be assumed by the various
types of storage in the computer. A software can reside
in one of the storages of the computer for controlling the
encryption and decryption operations in accordance with
the method described above.

RANDOM TMAGE SCHEME -systematic selection of mapping

parameters
As described above, the invention requires the
users to select a mapping from a repertoire. The

selection is expressed by means of a secret key, and from
the key a set of mapping parameters can be derived. The
repertoire of mappings is essentially generated by
permuting the elements of the NxN mapping matrix within
their designated range. As pointed out above, the
repertoire has a size that in practice becomes extremely
large even for moderate values of N and L.

In the preferred embodiment a systematic way is
employed to categorize the mappings into various groupings
so that they can be easily distinguished and identified.
In this way, the users can systematically make selections
among the categorized mappings. This 1is especially
expedient if the secret key need to be changed on a
regular basis, or if a set of keys need be assigned to a
group of people.

The scheme is to create categories of mappings
by permuting the block or plaintext elements. This ié
similar to the selection of a subset of basis plaintext
vector element among the plaintext vector described in the
speed computation implementation above. The user randomly
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selects a subset of basis plaintext vector elements. In
the simplest embodiment, the remaining un-selected
plaintext vector elements are set to zero. 1In this way,
each ciphertext vector element results from a linear
combination of only the selected basis plaintext vector
elements. In other words, the ciphertext vectors are
essentially mapped to a subspace spanned by the selected
basis plaintext vector elements.

In general, there are 2" ways of permuting N
elements when each element can take on one of two values.
By the binomial theorem, the 2" selections may be grouped
as the sum of all possible permutations of M basis vector
eleﬁents among N elements .

M
X CWn M =Y, gy =2

Fig. 6A lists the various permutations or
possible selections of basis plaintext vector elements for
a block of size N=9. The total number of permuted
configurations is therefore 2° = 512.

Fig. 6B illustrates the actual permutation
configurations of selecting a number of elesments from a
block whose elements are arranged, in order from left to
right and top to bottom, in a 3x3 image. The
configurations are arranged in increasing order of M and
bearing configuration numbers from #1 to #511.
(Configuration #0, not shown, corresponds to the trivial
case where no basis vector element is selected.) For
example, referring to Fig. 6B, a user may select
configuration #54, which specifies tha: the basié
plaintext vector is x = [x,,0,%,,0,%5,0,0,0,0)]. If the
users have an understanding that the secret-key is to be

changed periodically, they can easily pick out a
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predetermined sequence of the configurations by the
present scheme to provide a corresponding sequence of
secret keys.

In yet another embodiment, a scheme of
generating systematic mapping parameters can be
accomplished by the initial block permutation mentioned
earlier. In general, the plaintext vector elements x,,
Xy, -.-. Xy do not necessarily correspond to the same order
the elements in the plaintext character stream come in.
For example, x, may correspond to the 7th character and x,
to the 1st character in a block of character stream.
There are N factorial (N!) ways of stuffing N elements in
N slots. The initial block permutation can be optionally

_seleCted by the user and its specification incorporated

into the secret key. The different ordering can be
generated by laying out the block elements onto various
configurations (or images) according to one prescribed

.order and then reading them off according to another
‘prescribed order. For exdmple, for a block size N=9, one

image is a 3x3 matrix. The block elements
[x%1,%,%X3,%4, X5, Xg,X%7,Xg,%X,] can be assigned to the matrix in
the order from left to right and top to bottom. A

different permutation [X,,X,,X;,Xgs, X5, X3, X3, Xg,Xy] 15 obtained
by reading the elements off the matrix from bottom to top
and left to right. In general, different permutations are
obtained by variations in the image used and the manner in
which the elements are laid out and reading off from the
image. .
While the embodimenté of the various aépects of
the present invention that have been described are the
preferred implementations, those .skilled in the art will
understand that variation thereof may also be possible.
Therefore, the invention is entitled to protection within
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-the full scope of the appended claims.
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IT IS CLAIMED:

1. A cryptographical system for wusers to
encrypt plaintext 1into ciphertext and decrypt the
ciphertext back to the plaintext, comprising:

a secret key shared between the users;

means for deriving a set of user-selectable
encryption parameters from said secret key, each of said
user-selectable encryption parameters having a range of
values; ' '

means responsive to said set of user-selectable
encryption parameters forx generating'a mapping among a
repertoire thereof for mapping plaintext into ciphertext;

means for deriving a set of decryption
parameters from said secret key; and

means responsive to said set of decryption
parameters for generating an inverse mapping assoclated
with said mapping for inverse mapping the ciphertext back
to the plaintext; and wherein:

said repertoire of mappings having a size
dependent on the range of wvalues of each of said user-

_selectable encryption parameters, whereby others not privy

to said secret key are confronted with a computationally- -

_1nfea31ble task of exhaustive research among a repertoire

of mappings of indeterminable size.

2. A cryptographical system as in 1, further

T comprising:

means responsive to a block size parameter for
partitioning the plaintext block-by-block into plaintext

" blocks or vectors each having a size according to said

 block size parameter; and wherein:

said mapping maps a plaintex: w=ouor 1nto a
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corresponding ciphertext wvector; and
said set of user-selectable ‘encryption

parameters include said block size parameter.

3. A cryptographical system as in 2, wherein:

said set of user-selectable encryption
parameters include a mapping matrix;

said mapping is such that each ciphertext vector
is a vector sum that includes a first vector sum component
formed by a product of said mapping matrix and the
corresponding plaintext vector; _

said set of decryption parameters include an
inverse mapping matrix associated with said mapping

" matrix; and

said inverse mapping is such that each plaintext
vector is a product of said inverse mapping matrix and a
resultant vector produced by the corresponding ciphertext

:vector minus the vector sum except for its first vector

‘sum component.

4. A cryptographical system as in 3, _further
comprising: '

means for generating a set of pseudo-random
vectors, one for every block; and wherein: |

the vector sum includes a second vector sum
component formed by a pseudo-random vector from said set

of pseudo-random vectors.

5. A cryptographical system as in 4, wherein:
said sets of user-selectable encryption and
decryption parameters each includes parameters for

generating said set of pseudo-random vectors.



—_—

10

15

20

25

30

1]

OO O

! 30

Y cr&ptographical system as in claim 1,
further comprising:
a secret key generator for generating said
secret key from an input with a predefined length.

7. A cryptographical system for wusers to
encrypt plaintext into ciphertext and decrypt the
ciphertext back to the plaintext, comprising:

a set of encryption parameters and a set of
decryption parameters for respectively controlling the
encryption and decryption;

a secret key shared between users;

means for deriving a user-selectable portion of
said set of encryption parameters from said secret key;

means responsive to said set of encryptién
parameters for generating a mapping among a repertoire
thereof for mapping plaintext into ciphertext, said
repertoire of mappings having a size dependent on said set
of encryption parameters;

means for deriving a user-selectable portion of
said set of decryption parameters from said secret key;
and

means responsive to said set of decryption
parameters for generating an inverse mapping associated
with said mapping for inverse mapping the ciphertext back

to the plaintext.

8. A data encryption device for block-by-block
encrypting of plaintext into ciphertext, comprising:

storage means for storing a set of encryption
parameters,

said set of encryption parameters including a.

block size parameter and mapping parameters for
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controlling mapping of plaintext into ciphertext, each of
said mapping parameters having a range of possible values;

plaintext processing means responsive to the
block size parameter for partitioning an input plaintext
block-by-block, thereby obtaining a plaintext wvector
corresponding to each block:;

mapping means responsive to the mapping
parameters for Jgenerating a mapping among a repertoire
thereof, said mapping mapping each plaintext vector into
a corresponding ciphertext vector,

said repertoire having a size dependent on the
range of values of each of said mapping parameters,
thereby producing a repertoire of mappings having a size
that has a range of values; and '

ciphertext output means for outputting the

ciphertext from said data encryption device.

9. 2 data encryption device as in claim 8,
further comprising:

key proce§sing means for deriving a user-
selectable portion of said encryption parameters_from an
input secret key, the user-selectable portion including

the mapping parameters.

10. A data encryption device as in claim 9,

further comprising:
a secret key generator for generating said

secret key from an input with a predefined lencth.

11. A data encryption device as in claim 8,
wherein:

sald user-selectable portion of said sacryption

]

parameters includes the block size parame:t2r;
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said repertoire having a size dependent on the
block size parameter, thereby producing a repertoire of

mappings having a size that is user-selectable.

12. A data encryption device as in claim 8,

further comprising:
a character coding means for converting
plaintext that is in a character representation to a

numerical representation.

13. A data encryption device as in claim 8,
wherein:

the mapping parameters include a mapping matrix;
and

séid.mapping is such that each ciphertext vector
is a vector sum that includes a first vector sum component
formed by a product of said mapping matrix and the
corresbonding plaintext vector.

1l4. A data encryption device as in claim 13,
further comprising: . -

means for generating a set of pseudo-random
vectors, one for every block, and wherein:

said vector sum includes a second vector sum
component, said second vector sum component being a
pseudo~random vector from said set of pseudo-random

vectors.

15. A data encryption device as in claim 14,
wherein:

the mapping parameters. incude User-selectable
parameters for generating said set of pseudo-random

vectors.
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16. A data decryption device for block-by-block
decrypting of ciphertext from an associated encryption
device into plaintext, comprising:

storage means for storing a set of decryption

33

parameters,
~  said set of decryption parameters including a

block size parameter and inverse mapping parameters for
controlling inverse mapping of ciphertext into plaintext,
each of said inverse mapping parameters having a range of
possible values; '

ciphertext processing means responsive to the
block size parameter for partitioning the input ciphertext
block-by-block, thereby obtaining a ciphertext vector
corresponding to each block;

inverse mapping means responsive to the inverse
mapping parameters for generating an invefse mapping among
a repertoire thereof, said inverse mapping mapping each
ciphertext vector into a corresponding plaintext wvector,

said repertoire having a size dependent on the
range of each of said inverse mapping parameters, thereby
producing a repertoire of inverse mappings having.a size
that has a range of values; and |

plaintext output means for outputting the
plaintext from said data decryption device.

17. A data decryption device as in claim 16,
further comprising:

key processing means for deriviag a user-
selectable portion of said decryption paramecers from an
input secret key, the user-selectable portion including

the inverse mapping parameters.

18. A data encryption device as in claim 17,



10

15

20

25

_—

AN N

further comprising: _
a secret key generator for generating said
secret key from an input with a predefined length.

19. A data decryption device as in claim 16,
wherein:
said user-selectable portion of said decryption
parameters includes the block size parameter; and
| said repertoire having a size dependent on the
block size parameter, thereby producing a repertoire of
inverse mappings having a size that is user-selectable.

20. A data decryption device as in claim 16,
further comprising:

character decoding means for converting
plaintext that is in a coded numerical representation back

to a character representation.

21. A data decryption device as in claim 16,
wherein:

said associated encryption device has each
ciphertext vector being a vector sum that includes a first
vector sum component formed by a product of a mapping
matrix and the corresponding plaintext vector;

‘ said inverse mapping parameters include an
inverse mapping matrix associated with said mapping
matrix; and

said inverse mapping is such that each plaintext
vector is a product of said inverse mapping matrix and a
resultant vector produced by the corresponding ciphertext
vector minus the vector sum except for its first vector

sum component .
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22. A data decryption device as in claim 21,
further comprising: |

means for generating a set of pseudo-random
vectors, one for every block, identical to that employed
in the encryption device; and wherein:

said vector sum in the encryption device further
includes a second vector sum component formed by a pseudo-
random vector from said set of pseudo-random vectors.

23. A data decryption device as in claim 22,
wherein:

said inverse mapping parameters incude user-
selectable parameters for generating said set of pseudo-
random vectors.

24. A cryptographical method for wusers to
encrypt plaintext into ciphertext and decrypt ciphertext
back to plaintext, comprising:

sharing a secret key between the users;

deriving a set of user-selectable encryption
parameters from said secret key, each of said wuser-
selectable encryption parameters having a range of
possible values;

generating a mapping among a repertoire thereof
in response to said set of user-selectable encryption
parameters for mapping plaintext into ciphertext;

deriving a set of decryption parameters from
said secret key;

generating an inverse mapping associated with
said mapping for inverse mapping the ciphertext back to
the plaintext; and ,

said repertoire of mappings having a size

dependent on the range of each of said set of user-
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selectable encryption parameters, whereby others not privy
to said secret key are confronted with a computationally
infeasible task of exhaustive research among said

repertoire of indeterminable size.
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25. A cryptographical method as in 24,
further comprising the step of:

partitioning the plaintext block-by-block in
response to a block size parameter into plaintext blocks
or vectors each having a size according to said block size

parameter; and wherein:
said mapping maps a plaintext vector into a

corresponding ciphertext vector; and

said set of user-selectable encryption

parameters include said block size parameter.

26. A cryptographical method as in claim 24,
further comprising the step of:

generating said secret key from an input with a
predefined length.

27. A cr}ptographical method as in 23, wherein:

said set of user-selectable sncryption
parameters include a mapping matrix;

said mapping is such that each ciphertext vector
is a vector sum that includes a first vector sum componant
formed by a product of said mapping matrix ané the
corresponding plaintext vector;

said set of decryption parameters include an
inverse mapplng matrix associated with said mapping
matrix; and

sald lnverse mapping is such that sach plainnext

vector is a product of said inverse mapping masyix and a
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resultant vector produced by the corresponding ciphertext
vector minus the vector sum except for its first vector
sum component.

28. A cryptographical method as in 27, further
comprising the step of:

generating a set of pseudo-random vectors, one
for every block; and wherein:

the vector sum includes a second vector sum
component formed by a pseudo-random vector from said set

of pseudo-random wvectors.

29. A cryptographical method as in 28, wherein:

said sets of user-selectable encryption and
decryption parameters each includes parameters for
generating said set of pseudo-random vectors.

30. A cryptographical method as in claim 25,
further comprising the steps of:
selecting a subset of plaintext elements from
each plaintext vector as basis plaintext elements;
selecting a subset of corresponding ciphertext
elements from each ciphertext vector as basis ciphertext
elements;
generating said mapping wherein ‘each ciphertext
element is a sum that includes a first sum component and
a second sum component, such that:
for said basis ciphertext elements:
each of its first sum component are
linearly dependent on the corresponding basis plaintext
element, the linear dependence being defined by a user-
selectable basis coefficient; and
each of its second sum component are a
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pseudo-random number that varies block-by-block; and
for those ciphertext elements not in the subset:
each of its Ffirst sum component are a
linear combination of the subset of basis plaintext
elements, the linear combination being defined by a set of
user-selectable combination coefficients; and
each of its second sum component are a non-
linear function of a corresponding plaintext element, said

38

non-linear function being user-definable;
generating said inverse mapping wherein:
each basis plaintext element is an inverse
linear dependent of a resultant value produced by the
corresponding ciphertext element minus the sum except for

' its first sum component; and

each plaintext element not in the subset is
an inverse of said non-linear function operating on a
resultant value produced by the corresponding ciphertext

.element minus the sum except for its first sum component.

31. A cryptographical method for users to
encrypt plaintext into ciphertext and decrypt the
ciphertext back to the plaintext, comprising:

providing a set of encryption pérameters and a
set of decryption parameters for respectlvely controlling
the encryptlon and decryption;

sharing a secret key between users;

deriving a user-selectable portion of said set
of encryption parameters from said secret key;

generating a mapping among a repertoire thereof
in response to said set of encryption. parameters for
mapping plaintext into ciphertext, said repertoire of
mappings having a size dependent on said set of encryption

parameters;
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deriving a user-selectable portion of said set
of decryption parameters from said secret key; and

generating an inverse mapping associated with
said mapping in response to said set of decryption
parameters for inverse mapping the ciphertext back to the

plaintext.



