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VERI FI CATI ON USI NG BEHAVI OR MODELS 5 BACKGROUND OF THE I NVENTION 1. Field
of the | werBiosnT9he present invention relates to natural PCaNpoag®10
under st andi ng systens, and nore particularly to a method and 10 system for
non-intrusively verifying a user based on behavior of the user. 2.
Description of the Rel@%ﬁm‘;@i Qqds.f vQEt)eaker verification
(or 15 identification) “ fre—user for the sole
pur pose of the verlflcatlon These nethods e |nclude provi di ng speech
sanpl es and answer$RERERR I 3! FHEING AV I QUELS he speaker is
permtted to access the target systen1 and typlcally no further
verification is performed. 20 Even if additional verification is perforned,
it requires nore specific inputs fromthe user for the purpose of
veri f i BACKEROUND)|QF | BHE iENVENTAON 0 t he user. Prior art speaker
verification systens (or user verification systens, for systens without a
spoken input 1 WD 03/050799 PCT/ US01/ 47910 one or nore of the follow ng
criteria:

1. Field of the Invention

The present invention relates to natural language
understanding systems, and more particularly to a method and
10 system for non-intrusively verifying a user based on behavior of

the user.

2. Description of the Related Art

Traditional methods for speaker verification (or
15 identification) rely on specific inputs from the user for the
sole purpose of the verification. These methods may include
providing speech samples and answering biometric questions.
Once verified, the speaker is permitted to access the target
system, and typically no further verification is performed.
20 Even if additional verification is performed, it requires more
specific inputs from the user for the purpose of verification.
This is intrusive to the user.
Prior art speaker verification systems (or user

verification systems, for systems without a spoken input



1. Who the user is, which may be determ ned by the user's 5 voice,
fingerprint, handwiting, etc. 2. What the user knows, which may be

det er m newolwg/os079password, or answers to sone bionetric qReFisSons9iqe. g.,
what is the nother's mai den nane?), etc. 3. What the user possesses, such
as an identification 10 docunent, a key, a cellular phone wth a

parti Cl.gé.@’ oNMWE! . £1:G e Ald; Ofwitle BBQvs snethods for verification may be
ed i

def eat f an i nposter knows or possesses the information, such as the
key or a maiden nane, etc. 15 Therefore, a need exists for a nethod and
systemfor determning an identity of a user based on the users behavior.
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commands. A pehavi.or, verifier i upl to the. conversatignal systemfor
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(e.g., what is the mother’s maiden name?), etc.
3. What the user possesses, such as an identification
10 document, a key, a cellular phone with a particular
number, etc.

All of the above methods for verification may be defeated
if an imposter knows or possesses the information, such as the
key or a maiden name, etc.

15 Therefore, a need exists for a method and system for
determining an identity of a user based on the users behavior.
A further need exists for a non-intrusive user verification
system.

SUMMARY OF THE INVENTION

20 A system for verifying user identity, in accordance with
the present invention, includes a conversational system for
receiving inputs from a user and transforming the inputs into
formal commands. A behavior verifier is coupled to the
conversational system for extracting features from the inputs.

25 The features include behavior patterns of the user. The



behavi or nodel to determine if the user is authorized to interact with the
system In alternate enbodi nents, the conversational systemmy 5 include a
nat ural |aogaaggIunder standing unit for interpreting spe@ch/usev¢gioved as
the inputs. The inputs may include at | east one of speech, handwiting,
text, and gestures. The behavior verifier may include a feature extractor

for extyacti g FRAH e o VRSt O {d am the IuYalt s The fRatEe ectors may

include at 10 | east one of | anguage nodel scores, acoustic nodel scores,

nat ur al ; | anguage, and undergsdandi ng scores, command predi cation scores
and/ or pronunciation scores. The feature vectors may include at |east one
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10 least one of language model scores, acoustic model scores,
natural language and understanding scores, command predication
scores and/or pronunciation scores. The feature vectors may
include at least one of information about system responses to
the user, duration between user commands and a dialog state

15 between the user and the system, and/or types of input
modalities employed by the user. The behavior model may include
a plurality of models. The behavior verifier may include a
probability calculator. The probability calculator may be
adapted to calculate a first probability that the user is

20 authorized to interact with the system based on the user's
behavior. The behavior verifier may include a model constructor
for constructing the behavior model for a user, the behavior
model being employed by the probability calculator to compare
behavior to current behavior of the user. The system may

25 further include an acoustic and biometric verifier for

determining acoustic and biometric information from the user and



determ ni ng acoustic and bionetric information fromthe user and 3 WD

03/ 050799 PCT/US01/47910 interact with the system based on the user's
acoustic wp o3pswopetric i nformation, and the behavi or veri Pcerusnay791mcl ude a
probability m xer adapted for integrating the first probability 5 with the
second probability to verify that the user is authorized to interact with
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A method for verifying a user based on behavior, in

10 accordance with the present invention, includes the steps of
providing inputs to a conversational system for receiving the
inputs from a user and transforming the inputs into formal
commands, extracting features from the inputs, the features
including behavior patterns of the user, and comparing the input

15 behavior to a behavior model to determine if the user is
authorized to interact with the system.

In other methods, the conversational system may include a
natural language understanding unit, and the method may further
include the step of interpreting speech received as the inputs.

20 The inputs may include at least one of speech, handwriting,
text, and gestures. The feature vectors may include at least
one of language model scores, acoustic model scores, natural
language and understanding scores, command predication scores
and/or pronunciation scores. The feature vectors may include at

25 least one of information about system responses to the user,

duration between user commands and a dialog state between the



| anguage and under st andi ng scores, conmand predication scores and/or
pronunci ati on scores. The feature vectors may include at 25 | east one of

i nf or mat i Wi Blsam9 syst em responses to the user, durati onPoaiuseemnouser
commands and a dialog state between the 4 WD 03/050799 PCT/ US01/47910 by
the user. The behavior verifier may include a probability calculator, and
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o ver MSAT o TH LR 1 S b T CePO St Ryt em The
first pcroonbsatbridé’ctiyngnatyheb%e Oa iagre%odel for a user, the behavior model
10 being employed by the probability calculator to compare behavior
to current behavior of the user. An acoustic and biometric
verifier may be included for determining acoustic and biometric
information from the user, and the method further include the
steps of determining a second probability for indicating whether
15 the user is authorized to interact with the system based on the
user's acoustic or biometric information and integrating the
first probability'with the second probability, by employing a
probability mixer, to verify that the user is authorized to
interact with the system.The first probability may be compared
20 to a threshold probability to determine if the user is
authorized to use the system. The methods and method steps of
the present invention may. be implemented by a program storage
device readable by machine, tangibly embodying a program of

instructions executable by the machine to perform the method

25 steps for verifying a user based on behavior.



20 to a threshold probability to determne if the user is authorized to
use the system The nethods and nethod steps of the present invention may
be i npl erm&otoadsdyyy a program storage devi ce readabl e by mechiusel/4Mangi bl y
enbodyi ng a program of instructions executable by the machine to perform
the nethod 25 steps for verifying a user based on behavior. 5 WD 03/050799
PCT/ USGHIAISHIO 1 &Reiln yivantd alba Idpdhiacone apparend ddamiie fol | ow ng
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P l?%il&@ing figures wherein:

FIG. 1 is a block/flow diagram of an illustrative
10 system/method employing behavior verification in accordance with
the present invention; and
FIG. 2 is a block diagram of an illustrative behavior

verifier in accordance with the present invention.

15 DETAILED DESCRIPTION OF PREFERRED EMBODIMENTS

The present invention provides a method and system for
continuocusly verifying the identity of the user based on how the
user interacts with a target system. This may be performed by
comparing the user’s current behavior with past behavior. No

20 additional dedicated input (beyond what is used for the initial
verification) from the user is needed, and therefore the system
is non-intrusive. Furthermore, verification can be done
continuously, and if enough evidence is available for rejecting
the user in the middle of a session, then the user can be

25 cut-off before more damage is done.



conparing the user's current behavior with past behavior. No 20 additi onal
dedi cated i nput (beyond what is used for the initial verification) from

t he user we posded, and therefore the system is non-intr ®ETNSN1/47910
Furthernore, verification can be done continuously, and if enough evidence
is available for rejecting the user in the mddl e of a session, then the
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verification paradigmis provided, by intro g a newcriterion w t he
uger behaves,.for exanple, a user who wusually greets with a "Howdy," may
be dlstanU|shed froman 10 inposter who greets with a "Hello" or a "How
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i nfor ion ga “hered after several user- *Systé

usually greets with a “Howdy," may be distinguished from an

10 imposter who greets with a “Hello” or a “How are you," or from
an imposter who begins the conversation without any greetings.
Similarly, an imposter who is trying to search through several
confidential documents may be distinguished from a legitimate
user who does not typically perform such searches. Although

15 anyone single interaction with the system may be insufficient to
make a decision, information gathered after several user- system
interactions may be sufficient to make a valid verification
decision.

One of the advantages of the present invention is that the

20 speaker verification is non-intrusive, in the sense that no
additional dedicated input from the user is expected for the
sole purpose of verification, and the user may interact with the
system as usual, with the information needed for the
verification being gathered automatically by a background

25 process. The comparison of the user’s current behavior with



interactions may be sufficient to make a valid verification decision. One
of the advantages of the present invention is that the 20 speaker

veri fi catworn3ioso7eon-i ntrusive, in the sense that no addi Pconsbl/amdi cat ed
input fromthe user is expected for the sole purpose of verification, and
the user may interact with the systemas usual, with the information
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wi th the system

like numerals represent the same or similar elements and

10 initially to FIG. 1, an illustrativeAsystem/method for employing
behavior verification is shown in accordance with the present
invention. A target system 100, for which speaker verification
is needed, is preferably capable of providing some parameters
related to how a user 110 interacts with the system. For

15 example, the system 100 may permit the user 110 to interact with
the system using several different input modalities, such as
typed text, spoken utterance, handwritten input, gestures, etc.
Technologies such as speech recognition, handwriting recognition
and image recognition, along with natural language understanding

20 and dialog management may be used by the system 100 to interpret
the user input and translate it to a form suitable for execution
by the computer or computers of system 100. The system 100 may
connect to a number of different applications 116, such as
electronic mail, electronic calendar, banking, stock or mutual

25 funds trading, travel services, spreadsheets, editing programs,

etc., and allow the user to interact with these applications.



15 exanmple, the system 100 may permt the user 110 to interact with the
system using several different input nodalities, such as typed text,
spoken utweroaisE9e handwritten input, gestures, etc. Techmolragoesrsuch as
speech recognition, handwiting recognition and imge recognition, along
wi th natural | anguage understandi ng 20 and di al og managenent may be used by
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speech recognition or natural |anguage understandi ng.
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The input fromthe user 110 1s expected to be a spo utterance, but it

may be JehSomRaiief, mdal idy.a wm&é}ﬁﬁ%ﬁﬂét%@gfg{)ﬁﬁxﬂy%@d text, or

gesture. Wen spoken input is used, a conversati oral 4 first

Corye SR SO SR o Lengle] 10 AT Ao,

i's an eligchr Qi Jmid éﬂgﬂgééﬁéﬁnbtéé¥gﬁce into text using a speech

10 recognition engine 113, which is known in the art. For example,
if the application 116 is an electronic mail application, then
the user might say, “do I have any new messages," and the spoken
utterance is converted to the corresponding text string by the
speech recognition engine. Inputs, not in spoken form, such as

15 handwritten input, are also converted to the corresponding text
string using appropriate technology, such as for example a
handwriting recognition engine 117, known in the art. This is
true for interpreting gestures or other modalities. An
appropriated recognition engine, is employed. In this way, all

20 inputs are converted to a recognizable form which is understood
to system 100.

The text string or other formatted signal is then analyzed
by a natural language understanding (NLU) engine 115 to be
converted to a formal command, suitable for execution by the

25 system 100 within the application 116. For example, sentences

such as “do I have any new messages” or “can you check my



the user mght say, "do | have any new nmessages,"” and the spoken utterance
is converted to the corresponding text string by the speech recognition
engi ne. IwWpwB®507p0t i n spoken form such as 15 handw i tt e®Cirngsat/479ar e al so
converted to the corresponding text string using appropriate technol ogy,
sugh $ﬁ_for exanplefa handwriting recognition engine 117, known in the
art. isis true for interpreting . gest S r :
appropFF&Pé&aF§€o§ﬁ1@|51 ﬁ@HmPgdeﬁ%lgégdfgfn tEﬁec&§§§hhﬁF?§o ﬁ?gﬁts

are converted t bI f h
e (oIS el LRt B e R S 0

| anguage understandlng (N to be rted f
iggﬁ&g&xe§ﬁﬁﬂﬁﬁl€ fé?“éiﬁ%%ﬂ% by t Q@ gy ﬁgﬁlggg ?ﬁe%%g% cati on
or exanple, sentences such "do HEMIHES sage '
yau chadl my =@ W %/%Gm@aﬁéﬁﬁuég’f/ 8169 W&SHQ be ol 6 3SR “command
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(NLU) engine 115, and dialog engine 120. Methods for building a
10 conversational system are known in the art.

An acoustic and biometric verifier 112 is included in
system 100. Acoustic and biometric verifier 112 is responsible
for identifying and verifying the identity of the user 110. The
verification is nominally performed prior to allowing the user

15 110 to access the system 100. The verification process may
include matching an acoustic signature of the person claiming to
be a given user to the known acoustic signature of the claimed
user, which is an acoustic verification process. The
verification process may also include biometric verification

20 whereby the person claiming to be the user is prompted for
answers to specific questions, such as a password, mother’s
maiden name, social security number, etc. Méthods for acoustic
and biometric verification are well known in the art.

Behavior verifier 118, in accordance with the present

25 invention, is responsible for performing additional verification

of the user’s identity continuously during usage. Details of

10



(NLU) engine 115, and dial og engine 120. Methods for building a 10
conversational systemare known in the art. An acoustic and bionetric
verifier woa3ioso7pncl uded in  system 100. Acoustic and bi omernisol/¥muo fi er
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110. The verification is nomnally perforned prior to allow ng the user 15
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The value of n should be chosen by a system designer, and

may depend on the type of accuracy and/or type of recognition
15 needed for the system. The features v, ...v, extracted by feature

extractor 204 may include one or more of the following features,
or other similar features. The following features list is
illustrative and not to be construed as limiting the present
invention. Further, the features described herein may be used
20 alone or in combination with other features to determine an
appropriate feature vector(s) in accordance with the invention.
The features may include one or more of:
1) Language model scores: Speech recognition engines use a
language model, or a set of language models, to perform the

25 recognition. When more than one language model is used, some of

11



Referring to FIG 2, a feature extractor 204 is responsible for extracting
a set of features fromthe data provided by the conversational system 114,
and constwoaBiofgoa feature vector v, which includes n fe&COrss/400v = [vl
.vn] (1) The value of n should be chosen by a system designer, and nmay
depend on the type of accuracy and/or type of recognition 15 needed for the

el 08 PSP ORI LG O Bes b GPRer o) RPAe T oat i

i ncl udé OW ng ures StRer I'ar f eat ur es.

The foll ow n fea ures list is |IIu trati o) e nstrued as
limiti r'Iégt & HVER BT Fur 18 140K %giae?uﬁsé:tso% l(%sélrl%bed herei n may

o\t 0 e A U TS e docgg e

corfdance Wit h invention. The

Igatur es Cgf%/ |ncolﬁgglkesu(S)C‘g)?IED r tgnguggjweve)&éL%@l%uagescm}%esl SGQres: Speech

cogni’tS o “a °Set “of 1 Juage nodel s, to

of 11 W %ﬂ% 5703 T/ A FI0 S T R DAl ”%%ihg‘idaﬁ' iy T

Scor o5 T2 Goridt AR it oGt MRTEIAN FaAT o Saaeded i or Pele
example, if a user normally says “begin dictation,"” then an
imposter who says “let us create the text for this message” can

10 be detected. Similarly, a user who normally issues commands
using brief and to-the-point phrases may be distinguished from
an imposter who uses long sentences. Therefore, the language
model scores may be saved and incorporated as features in the
feature vector. It should be noted that an imposter need not

15 be rejected based on a single phrase or phrases. Instead a
cumulative behavioral score can be maintained for a given user
session and periodically checked against a threshold to
determine if the user is an imposter or not verified for using
the system.

20 2) Acoustic model scores: Acoustic model scores (sometimes
known as fast match scores and detailed match scores) and other
intermediate outputs are used internally within the speech
recognition engine, and discarded after the recognition.

Similar to the language model scores, the acoustic model scores

25 also include information relevant to characterizing a user, and

12



5 recognition is conplete. However, these scores carry information that
can characterize the user, particularly with respect to the choice of

wor ds anaowphisasee of t en used. For exanple, if a user nor PaTIUsIEEPE0 " begi n
dictation,” then an inposter who says "let us create the text for this
message” can 10 be detected. Simlarly, a user who nornmally issues commands

e s e 0o 1 RO e NI GR IR 20° o ShiRAuEened Lral, 20 Lpost e

who usé&&y heref ore, nguage | scores may be saved

and i ncor ratted agi‘ 1:} agtjarc%%sitqct gl%deflegtounc%ev%%gghre_l TVe%Q%LiJ'd be not ed

that ams Ster bé Tejected based on a single phrase or

phrases. Inste a cumul ative behaviaqral ,.scor n i.ntain for a

gi ven user %Qe?\%tdﬁaaznguaﬁegﬁa&ﬁ SIS SEREREY a@vé’ﬁﬂst&g)l{%r'egﬁgl §]th0
determine if the user is an i. osterl or not vg}r.i i ed for. usi ng t siystem
28 2) ASSULS @lRideneIatEs TRESENA L SR0d&S LEIF8s A S0 PetiTREST K RIS Tas
fast match scores and detail ed match. scores) and other intermediate

out put $hs & 17t 3TBY AN R ﬁé“&a&eé')&lfm‘laéléiodﬁi tciOBerﬁﬁ |'ne,T%§r‘?(?

di scarded after. the recognition. Simlar to the |an e .nodel scores, the
acoust iSCTHSFe|2 Storigsl LS TmREL e de tI%ﬁftOWt %@n Uls%l%a arftt* to
characterizing a user, and 12 WO 03/ 050799 PCT/ US01/ 47910 n%y be detected
and usEdATRGEIHEINY d0S M5Sdter TheAdd snginge usually includes two or

more stages (such as a tagging stage and a translation stage),

10 and all of these scores may be added to the feature vector so
that any deviation from the normal range of scores for a given
task may be detected.

In addition to these scores, other inputs such as the

second choice of the formal command, or the second choice of

15 tagged sentence from the intermediate stage of tagging may also
be encoded as features. For example, a user may say “Open
Steve," which may result in top-ranking formal command
OpenMessage (name=Steve), corresponding to opening the message
from Steve, and a second choice formal command OpenFolder

20 (folder=Steve), corresponding to opening a folder called Stevé.
However, an imposter may be more clear, and say something like
“Open the message from Steve," in which case the first choice
formal command would likely be the same, but the second choice

command may be different.

13



useful to add the acoustic nodel to the feature vector. 3) Natural |anguage
under st andi ng (NLU) scores: The NLU 5 engine al so generates internal scores
whi ch ar ewoiososn7ded after the translation fromtext-to-f@cwaiSovermend i s
conpl ete. These scores also include information that may be useful in
characterizing the user. The NLU engine usually includes two or nore

Pages s tEl R R0L00 BIAIRAANGAT ChY A0 30D 36308) anl0cRld 211 of

t hese e feature vector so that any deviation from

th f f
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eve," Ki f I
ngnwe%§§@é(gr?§ﬂe5§tcg?éa)s tltk,‘ Pélfptéﬁﬁélcﬁdbeéjp&%gl% Iﬁgl%tn %g/r rarmésgé % r S St eve,
and a second choi.ce Fal 20 =
corresﬁ@ﬁﬁqﬁgﬁﬁ9kﬂﬁﬁﬁkga§0fggggqgégﬁ%g L %g&éed (B%gygr Sgﬁv%% oster may

be nore clear, and say sonet messag fgp Steve," in
7%

whi ch CZSELGTe R ifo% acﬁ@]téléaqf &%ﬁ&luagﬁm%ﬁg%%ly&tﬂ“ke t RETEENE ™ Yhyt

t he second choice comrand
and J. Kleindienst, fq%%db%nQBg%% %QI30131@990%%%59%%%r5%¥g%%01/47910

herein by reference, may be used to improve the accuracy of the

10 conversational system and also for the system to take initiative
and suggesting the next command to the user. However, in
addition to these applications, the scores generated by the
command prediction system are also useful in detecting an
imposter. If a person issues a command that has never been used

15 by the actual user (and hence will get a low command prediction
score), or if the person issues a series of commands that were
not part of the top ranking predicted commands (again the
command prediction scores will be low), then the usual comménd
or sequence of commands may indicate the presence of an

20 imposter. Therefore, the command prediction scores are good
features to be added to the feature vector.

5) Pronunciation Model: In most languages, there are

certain words with more than one pronunciation. For example, in
English, the word “the” has the following common pronunciation.

25
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in the sequence of commands which the users issue and the conbination of
commands frequently used to acconplish a task. A systemthat predicts the
user's newD osomrend based on past 5 behavior, such as thepromasdes®ne bed in
commonly assigned U.S. Patent Application No. 09/431,034 entitled
"Adaptive Command Predictor for a Natural Language Dial og System"” to G
Ramas and J. KIeindieg%%,A%iled on Cctober 30, 1999 and i ncor porated
herei n by reference, may be used to inprove the accuracy of the 10
conver%%%ional system and 3b%ol§or the systemto take initiative and
suggesting the next comman o the user. However, in addition to these

applicat | ong, o, S 5 genela! 8d by e o AR RLedieGll eResyst em ar e
i mposter. If ap

t
al so useful "I'n detecti ng an erson issues a comrand t hat

has never heen _used 15 .by the t ual r( h W LI | ow command
psedicﬁpg S scoFe) MBS EF S %%r?%ﬁW%§§u§§a§%$e§%§§ g@bggﬁﬁgﬁ $ that were

not part of the t.op ranking, pr.edict nmmands _(.aqai . _conmand
predicﬁ?gwugfﬁﬁg§ I Oﬁx?%% h Wﬁgﬁgtﬁ%yuggglaco%%&%ékggﬁvgequence of
conmmrands na

Commang BT BRCCAT Seords BEe odde FERCILEY 08 B8 Sa88Act o LR SFERTFe
vector. 2? Pronunci at.i on Mbdel : %n nn%; Ian% a gshctﬁer% are certain"mnrgs
wi th moeétFamashe G &6%0RT ESPAE&ETpIE Y FNCEAGI i8R, the word "the
has the foll ow ng common, pronunciation.. 25

pronunciation used for these words.

10 6) Other input scores: If the system supports other input
modalities such as handwriting recognition or image recognition,
then the scores from these recognition engines can also be added
to the feature vector, similar to the language model and
acoustic model scores from speech recognition.

15 7) System responses: Conversational systems not only accept
spoken inputs from the user, but they maintain a dialog with the
user and generate responses to be presented to the user. The
system of the present invention may look at what responses the
system typically generates for a user, and may use that

20 information to detect an imposter. Responses such as “I could
not find that message," “there is no such meeting," or “you do
not own any shares in that mutual fund," could mean that the
user has no knowledge of prior interactions with the system and

could potentially be an imposter. Similarly, some users are

25 very precise and may issue commands such as “send this to Steve

15



14 WO 03/ 050799 PCT/ USOL/ 47910 the JDH AX the JDH IY Most users often use
only one pronunciation for these 5 words. An inposter who is unaware of

t he user ' 'wopsefEry ed pronunciation for certain words nayPCTASAN47910
alternative pronunciation. To detect the inposter in this case, the
feature vector may include a set of features that encode the

pronun¢jid o dised {0 gdhesguwds i) (A efardRYmseer es Nderldhe system

supports other input "~ nodalities such as handwriting recognition or inage

recognidyian.t o tdien,d he Jeiiesdy aadihese dJREAANHH 10 i@ngignescan al so be
added to the feature vector, simlar to the | anguage nodel and acoustic

nodel  SEQ-eS iR sheechrdeclaitidd ey b ofdp SHHELMILSRARTES question
Conversational” systens not only accept spoken inputs fromthe user, but

they myMtaid @G al Ry WMt hddie stuser Rk PeNerals d esRamses taenis
presented to the user. The systemof the present invention may | ook at

what 1 espenNses, tifg o sst 6IMd MR GRIde renarad s red Wekle 3 f@e use that
20 information to detect an. inposter. Responses such as "I could not find

that negsage, usdNeiL, ise N gk dreeting, ” or "you do not own any shares
in that nutual fund,™ could nean that the wuser has no know edge of prior
interaCtiOn%dmﬁgbtﬁﬁé5%?§@£ﬂ%ﬁ%ponses as feature in the feature
vector, the standard system responses may be put in different
10 categories (negative responses, positive responses,
confirmation, clarification, etc.), and the identification of
the category may be entered as a feature when a response is
generated.
8) Multi-modal interaction model: For systems that support
15 multi-modal inputs (speech, keyboard, mouse, handwriting,
gesture, etc.), the combinations of the input modalities that
the user typically uses may be analyzed in accordance with the
present invention to accomplish a task, and detect an imposter
who is using a different set of input modalities for the same
20 task. For example, some users may prefer to click the “save”
button to save a file, while others may prefer to use a spoken
command for this task. Hence, it is useful to add the input

modalities used to accomplish a certain task as additional

features in the feature vector.
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could potentially be an inposter. Simlarly, sone users are 25 very precise
and may i ssue conmmands such as "send this to Steve 15 WD 03/050799

PCT/ USOL/vW09205070t her users may be vague and issue the sameTWSO#ENG as
"send this to Steve," which may require additional dialog for

di sanbi guati on. The system may pronpt the user with a question 5 of the

[ RSN S oS oh Skke BO bt Hise SR5E. 28 OSter
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oL e ST S S 0, sl g5 et g s upteel |
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to click the "save" button to i i

Kalog state may also inc %\{:{ee %hfel ltei/pevwgrl %u%tahtelro% %nyu%%efo%r to use
a spok

activities performed on the system. For example, a particular
10 use may always access e- mail when logging onto a system and

then check stock prices.

10) Duration between commands: Different users may interact
with the system at different rates. However, a given user often
exhibits regularities in the duration between commands, e.g.,

15 the time the user pauses between commands. Therefore, the
duration between the end of the last command and thg start of
the present command may be entered explicitly as a feature.

All of the above features describe how the user may
interact with the system. Additional features that may be

20 available may also be characteristic of how a given user
behaves. These additional features may be tailored by the
system of the user at, for example, initialization of the system
and may also be appended to the feature vector v. The
conversational system 114 provides all the data needed to

25 calculate v.
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command for this task. Hence, it is useful to add the input nodalities
used to acconplish a certain task as additional features in the feature
vect or. IWOWR0SBHIN50799 PCT/ US01/ 47910 nultiple transact iPCRESOEETIG open at
any given tinme (the user does not have to finish one task before noving to
the next one). 1In this case, features can be added representing the nunber

of 5 tr QNS CHESRNEAY Hen aandsdhes tida d halcas assad Sidee the

ol dest transaction started. This infornmation nay again be wused to

constr %Gé%&féyd% earv&g% O So il Sy dy Rif Vet S e s er rhDirlg i At yiy al so

i nclude t pe or ration of uUse of activities perfornmed on the system

For exalml & fo@ard!cUlar.dCuss mn Ameys Syt dTR e 20941

onto a systemand ~then check stock prices. 10) Duration between commands:

Dig ferent é&sﬁgﬁf‘?y &%Pra:fﬁd f@t&é&%fyaﬂn%%te | {d&r Rt o BRS¢ Sowever ,

a given user en exhibits regularities int uration between conmands,

e.g.,_]éhtfgagigg% $¥%f’ SqPRUSE :@ﬁ;WQﬁﬂl i eénﬁgéﬁf”‘%ntJH%
b iﬁd? t he f nd and t

dur ati on bet ween the en ast conmm e start of the present
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that may, be @ &Y | 20 SRy J5P O HAAUSISE L o AW LA MaL e
matrix X for the set of feature vectors (v's). In this case,

10 the model constructor 208 calculates the mean vector m and the
covariance matrix X for a given user, when a sufficient number
of samples of the feature vector v have been collected. The
process is repeated periodically when a sufficient number of
additional feature vectors are collected. The mean vector m and

15 the covariance matrix X are stored in the behavior model 214.

Calculation of mean vectors and covariance matrices are known in
the art. The feature vectors are continuously collected and the
behavior model 214 is updated at periodic intervals, to
accommodate for any gradual changes in the user’s behavior.

20 The probability calculator 210 then calculates the

probability P given, for example, by:
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behaves. These additional features may be tailored by the systemof the
user at, for exanple, initialization of the system and may al so be
appended wo oBlosn7peat ure vector v. The conversational sysPemusSdt4PIOVI des
all the data needed to 25 calculate v. 17 WO 03/ 050799 PCT/ USOL/ 47910
every input fromthe user and sends it to both a behavior data store 206
and a probability cal c:# at 6r “210. The behavior data store 206 is used to
store all the feature ¥ectors cold ectied for 5 a particul d&2)user, and is
used by a nodel constructor gg?[njeﬂpr | d a behavior nodel 214 for each

aut hori zed user. In one enbodi of the present invention, a sinple
behavi or nodel is constructed, including only the nmean vector mand the
covariance nmatrix E for the set of feature vectors (v's). In this case, 10
the mo sc%%%fﬁgqmér% 1208 GHH ates bhe TRV EHRE BNt hh&e cRyRI i ance
matri x for a given user, en a sufficient nunber of sanples of the
feal ur & Aeelhle e DAL CORALS, The UQGASY hiddeaPeaued RRlHedl cal |y
when aefsru ittg{een(;t nueﬁcbéejr orc' adaiiq?or?al feature vectorse are coll e((:it ed. The
mean vect.or..m 15 t-he. cavari i I t.qr iR Jkhe yhehavi qr
nodel Zsz&ueSCﬁafgS[I)a Jiloln Co%rorr?gsrfr?%\%gtog%}srreagn%(fgcgvlgcreﬁal(r%lgg%rrgt fices ar e\ﬁknown

i the art. Thetfeature vecctors %rh%r(:l%]%? rb%%%s.l y collected and the

behavi GiMfoddi®™14'S £t i

ed)ratauperl 0] intervals, to
A probability mixer 212 takes the probability scores P and

performs two steps. First, it calculates the weighted average
of the probability scores P from EQ. (2) for the current input
and a selected number of previous inputs. If the probability

10 score for the current input is denoted as P(t), and the score
for the i*" previous input as P(t - i) for 1 =1, ..., m, where m
is the total number of prior inputs to be considered, then the
probability mixer 212 may calculate the cumulative behavior

score at the current instance, Py,(t), given by

P (t)=a P(t)+oa, P(t-D+..+a _ P(t-m)

15 (3)
where the non-negative weights o;’s satisfy o+ -1 + ... + Oeen =
1 and 02 O¢1 = ... = Oen 2 0. The value of m is a system
parameter that determines the number of previous probability
scores to be considered, and may be chosen by the system

20 designer. The intent of taking the average over several scores

is to ensure that no single spurious score causes an incorrect

decision to be made.
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accommodat e for any gradual changes in the user's behavior. 20 The
probability calculator 210 then cal culates the probability P given, for
exanpl e, wW¢03b87WO 03/ 050799 PCT/ US01/ 47910 ez P = n 1 , pCAjusof{/2)p10 ) 21112
describing the likelihood that the given input could have cone fromthe
correct user, based on the behavior nodel 214. H gher values of P wll

correspond to reater |ikelli od a t he |n ut om.th ct or
aut horl%]&d Jl%e"% ﬁnbtrkb%%tﬁﬁt i xe&ravfﬁ ta§<es tl%?é%Zroﬁaé ghtyggggrr'tég P and
performs two steps. First, it calcul ates t he wei ghted average of the

pr obabigdase st sOlP BIQMREG Y DCHR) thd téufPEnt DEnpUE LeRRAIBPYE| ect ed
nunber of previous inputs. If the probability 10 score for the current

i nput isr deintdded ast i tgcowsidi ¢ hends dorame tfoire theer litiepriehd oUslG .nput. as P (t
- i) fori =1, ... , m where m is the total nunber of prior inputs to be

consi desgd, » dhest thescprobaid)i hynbxen 2idnamydcakeukate thereugekat ive
behavi or score at the current instance, Pb(t), given by 15 Pb (t) = a

tP(t) 4 L4 11P(\;er1§‘%citio ta—r{HD(Iﬁay 40 éa?n)c & t&%rngwée%agé vcehwe' ght

ai' s s STy at at” >-
The Vajégﬁéf from éﬁgtéﬂgrent user input, if the current user 1nput

> 0.

is in spoken form (if the current input is not in spoken form,

P, ()= P,(t- 1)

then other approximations, such as setting or to
10 the acoustic score from the most recent past spoken input may be

used). The probability mixer 212 calculates the overall score,

Ptotal (t)’ given by

Ptotal(t) = BaPa(t)+ Bbe(t) (4)

where the non-negative weights fBi’s satisfy B“4-6b= L which may
15 be chosen by the system designer, but may be later modified by
the user based on his or her preferences.

The probability mixer 212 compares the value Of Proar () to a
predetermined threshold Py and if Peotar () < Peny then a message
is sent to the acoustic and biometric verifier 112 that the user

20 may be an imposter. In one embodiment, the acoustic and
biometric verifier 112 interrupts the user and asks the user to
go through a more thorough verification process. If the

additional verification fails, the user may no longer be

20



paraneter that determ nes the nunber of previous probability scores to be
consi dered, and nay be chosen by the system 20 designer. The intent of

t aki ng t woamsesEge over several scores s to ensure that PRO/GSONEI9€0
spurious score causes an incorrect decision to be nmade. 19 WD 03/ 050799
PCT/ US01/ 47910 212 is to further m x the behavior score Pb(t) with an

o ovi A 95 e OO g ot FRETVTT £ HICRIG B The.

acoustic score Pa(t be a standard acousti.c scor i speaker
verifi S éﬂﬁ:%f%%%ecmaaﬁné‘dj%ﬁe%gsﬁgnee lssp«g&(%e%agegglbé}; 1:fhregm t he
current user input, if the current user input is in spoken form(if the
cur r entPHRARL AL R HSE en form then other approximations, such as

setting Pa(t) = Pa(t - 1) or.to 10 the acoustic scare frqomthe nost recent
past islooken ﬁrhpﬂﬂo t?é‘kb%&é‘lﬁn.t’Tht@epr‘ﬁoearbﬁsi t%?rrﬂ%garecg%? SIS he
overall score, Ptotal (0" given Ptotal (t) = RaPa(t)+ NbPb(t). (4) where
the non-HéyRG Ve Wet ghts %?Stsené'a'%btf fﬁ?élﬂ%blef ‘Wﬁecs% #éjysefss(lbgelvg%z)sen by
the system desi gner, but may be | ater nodified l;%/e&stittlﬁéful&er based o]gl{ is or

her pr eSS Othe bt obabia 1y &R P o A o BotE ()

to a redetermned threshold Pth and if Ptotal (t) < Pt t hen a._me
%evels and the levels of access to senéﬁtfvg mateg}als may bessage

based on a score relative to the threshold. For example, a
10 group of employees may be permitted to access a system, however,
some employees must be excluded from sensitive materials. The
behavior of the employees may be employed to exclude
non-authorized employees from the sensitive materials.
The threshold P, is a system parameter which may be chosen
15 by the system designer. However, the threshold can be modified
by the user according to the desired level of performance.
Another embodiment of the present invention will now be
described. The model constructor 208 constructs two or more
models and the collection is stored in the behavior model 214.
20 To construct each of these models, the collection of feature
vectors v is first partitioned into a number of clusters, using
any standard clustering algorithm such as, for example, the well

known K-means clustering algorithm. For each cluster i, the
mean vector m; and the covariance matrix Z; are calculated, and

25 EQ. (2) is now modified to be
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is sent to the acoustic and bionetric verifier 112 that the user 20 may be
an i nposter. In one enbodi nent, the acoustic and bionetric verifier 112

i nt erruptwotdesarser and asks the user to go through a noreTiUsOI/@19gHh
verification process. If the additional verification fails, the user may
no | onger be 20 WD 03/050799 PCT/ USO01/ 47910 successful, then the user is
permtted to interact with the system wuntil a future warning nessage is
generated by the probability m xer(2&2” Y5 (bmanot her enbodi nent, the user
is permitted to continue to inéér%ct with the system but is denied access

to sensitive naterialf)gnnﬂmxiSEH?ﬂﬂ‘iﬁﬂ?T@ﬂ?ﬂial's sensitivity may

include Ilevels and the |evels of &gg 5 }SO ensitive materials nmay be
based on a score relative to the tz ﬁo‘ 4' or exanpl e, 10 group of
enpl oyees nmay be permtted to access a system however, égne enpl oyees
must be excluded fromsensitive materials. The behavigr of the enplqyees
may be BifpISHHAEE ¥ ox et )uo%né nBh- KoM ztjlf eIty By t'He &%rg)tq e
materials. The threshold Pth is a system paraneter which nay be chosen 15
by the st ideRi herul Hrmvidrom (§1ahrdshotld ARV e bt fﬁltb‘”cPO%fy qfﬁe user

according to the desired | evel of performance. Another enbodi nent of the
pries entcataritG o ¢ }usierF et deaaliyise d7 e THRE hoide |t T AFIITRAGT208

constructs two or nore o
different behaviors that may be exhibited by the same user at

different times, corresponding for example to different tasks or
different devices being used. Accordingly, instead of using the
clustering algorithm, the clusters may be constructed explicitly

10 on the basis of factors related to the interaction, such as the
application being accessed (email, calendar, stock trading,
etc.), the access device (telephone, cellular phone, notebook
computer; desktop computer, personal digital assistant, etc.) or
some other factor.

15 Having described preferred embodiments of a method and
system for non-intrusive speaker verification using behavior
models (which are intended to be illustrative and not limiting),
it is noted that modifications and variations can be made by
persons skilled in the art in light of the above teachings. It

20 is therefore to be understood that changes may be made in the
particular embodiments of the invention disclosed which are
within the scope and spirit of the invention as outlined by the

appended claims. Having thus described the invention with the
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nodel s and the collection is stored in the behavior nodel 214. 20 To
construct each of these nodels, the collection of feature vectors v is
first parwptsoseg i nto a nunber of clusters, using any staemdspd4mhiast ering
al gorithm such as, for exanple, the well known K-neans clustering

al gorithm For each cluster i, the nean vector m and the covariance matrix

Ei ‘ t ' i i fi 050799

pCT] US A 5T0 s (=S (T s 5oL D TS P 23 (5 e Cauat i ons

(3) anqjﬁg)%#§§§§gatég%l , but they will use the value of P calcul ated
a

from equati bove. e purpose of 5 constructing clusters of feature
vectors is to accomopdate different behaviors that may be exhi bited by the
same user at different times, corresponding for exanple to different tasks
or different devices being used. Accordingly, instead of using the
clustering algorithm the clusters may be constructed explicitly 10 on the
basis of factors related to the interaction, such as the application being
accessed (emmil, calendar, stock trading, etc.), the access device

(tel ephone, cellular phone, notebook conputer, desktop conputer, personal
digital assistant, etc.) or

23



sone other factor. 15 Having described preferred enbodi nrents of a net hod
and system for non-intrusive speaker verification using behavior nopdels
(whi ch arwoimssrrded to be illustrative and not limting), pPcr/use/moted t hat
nodi fications and variations can be made by persons skilled in the art in
| i ght of the above teachings. It 20 is therefore to be understood that
changes may pe rrzzge in_the garti cul ar enbodi nent s, o the invention

th

f
di scl osed wh SSYIF TR FOT he 5topd Gnd ©pi 11T of *X HTivetit1%n as
outlined by the appended cl|ains, Havin hus_descri bed. the invention with
The | 22 VIO 03/ 050 Ge IPCT] THOLTAPb10 S C1 i ek S eUTS ed Bt Gl Dy
Letters Patent is set_forth i t he ended clains. 23 WD 03/ 050799
FCT] USOHT St s G S1hs S QR £ DR VBT oA i Liseho T Hom TG 1 ¥hg: a
conversational systemfor receiving inputs from user and transform ng
thsg i nputs into farrRPaEbNeanhTst Ja%d ﬁ%ﬂb@e&wa’iﬁ o&‘%e?‘?rf‘fee?sactdﬁd}ae]d to the
conversational_systemfor ex racti%g %%aatures fromthe inputs, the
f eat ur e3YS§§e | LR gk bedavt o9 %%ﬁ”’c‘élf on N'§ sEPU e Yeha A0TU AT i i er

bei ng a,dagt ed to conpare the input behavior to a behavior nodel  to
det er m FREH4AiHE VIQr A MR T TRt Fhsitetsiot Wit Pelifrior verifier

being adapted to compare the input behavior to a behavior model
to determine if the user is authorized to interact with the

10 system.

2. The system as recited in claim 1, wherein the
conversational system includes a natural language understanding
unit for interpreting spee;h received as the inputs.

15
3. The system as recited in claim 1, wherein the inputs

include at least one of speech, handwriting, text, and gestures.

4. The system as recited in claim 1, wherein the behavior
20 verifier includes a feature extractor for extracting feature

vectors from the inputs.
5. The system as recited in claim 4, wherein the feature

vectors include at least one of language model scores, acoustic

25 model scores, natural language and understanding scores.
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10 system 2. The systemas recited in claim1, wherein the conversational
systemincludes a natural |anguage understanding wunit for interpreting
speech reweimdmesh7as the i nputs. 15 3. The system as recite@Cirrusel/aiom 1,
wherein the inputs include at |east one of speech, handwiting, text, and
gestures. 4. The systemas recited in claim1l, wherein the behavior 20

verifier includes,a feature aeg;(t]géaﬁ%d for exdinact i nghdeating edans-drom

the inputs. 5. The Systemas recited in claim4, wherein the feature

vectors_ji e S nmpaqg : - i del
scor es,Véna <%Jr'r.jsgllr?éalndg(ﬁeggget ggeﬁa%]déer?é;%’ﬁ%ﬁng scorles. %R&%‘}gg%dgo?gé%&m
PCT/ USQ é%?%) at6..0ThseC s]}/eséfam as recited in pl ai m 4. wherein the feature
vect or &£ Thcl ude at 1 east one of conmand predi cati on scores and

prsonunci ation scores. 5 7. The systemas recited in claim4, wherein the
feature vectors include information about systemresponses to the user.

8. The syst em as l'lee(a:‘is;[gsﬁt?iﬁ é:sl a%é%flte el e(!lré 'trpe4 fg?r;[ae'“%?iar\lgchveecget rtﬁ.bf- cl ude

at | east one of dur etween user commands dn 0g state between
the user and th .
veé%oré f%é?ﬁﬁé”gnformatlon about system responses to the user.

8. The system as recited in claim 4, wherein the feature
10 vectors include at least one of duration between user commands
and a dialog state between the user and the system.
9. The system as recited in claim 4, wherein the feature

vectors include types of input modalities employed by the user.

15 10. The system as recited in claim 1, wherein the behavior

model includes a plurality of models.

11. The system as recited in claim 1, wherein the behavior
verifier includes a probability calculator, the probability
20 calculator being adapted to calculate a first probability that
the user is authorized to interact with the system based on the

user's behavior.
12. The system as recited in claim 11, wherein the

25 behavior verifier includes a model constructor for constructing

the behavior model for a user, the behavior model being employed

25



9. The systemas recited in claim4, wherein the feature vectors include
types of input nodalities enployed by the user. 15 10. The system as
recited iwoaBaserwd, wherein the behavi or nodel includes aPpirarsal/#myo of
nodels. 11. The systemas recited in claim1l, wherein the behavior
verifier includes a probability calculator, the probability 20 cal cul ator

bei ng adap 0 I a first probability that the user is authorized
to interac%&g?%ﬁofﬂ%ﬁgyg%iﬂibased on the user's behavior. 12. The system

as recited in claim1ll, wherein the 25 behavior verifier includes a nodel
constructor for constructing the behavior nodel for a user, the behavior

nodel bein I / v PCT/ 91 [ . I-he . :
13. The sygtg‘%pagﬂr%ejc?%%ﬁn %I]g?s%%id ﬁr%%er gloldp%%]{)ﬁg@“%mﬁla%o s"ltjisgr

and bi omet i c, yerifi el § of, gt bl iy 10 , AQUSE Ge ANyl IIBL g, | Nf or mat i on

fromthe user ‘an ermning a second pr ity t er is

h « ‘ . . h ] ! .. .
aut hor | 268,40 LA 3t on ML Uer sust embaaad, and he dsely £ ASOUSH G )

bi onetri € T hformation; ier includin

Cecond = prondbl rig TR oy 1 e b FPRE RS MR R & il diater
with the system based on the user's acoustic or biometric
information; and

10 the behavior verifier including a probability mixer adapted
for integrating the first probability with the second

probability to verify that the user is authorized to interact

with the system.

15 14. The system as recited in claim 11, wherein the first
probability is compared to a threshold probability to determine

if the user is authorized to use the system.

15. A method for verifying a user based on behavior
20 comprising the steps of:
providing inputs to a conversational system for receiving
the inputs from a user and transforming the inputs into formal

commands;
extracting features from the inputs, the features including

25 behavior patterns of the user; and
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with the system 15 14. The systemas recited in claim1l, wherein the
first probability is conpared to a threshold probability to determne if
t he user we 0a0st197 i zed to use the system 15. A nethod foPCramsof/yiong a user
based on behavior 20 conprising the steps of: providing inputs to a
conversational systemfor receiving the inputs froma user and

t ransf or m ng $PI ARG sEhsit T RYr RP2 Eiimdifts® RSAFTEGS MPF<eattit es fromt he
inputs, the features including 25 bhehavior patterns of the user; and 26 WO
03/ 0507 9%e PP sd 14 4 7910 Ut | HF e 3% UtC BETRAGT 0 T derfavi it Sibdel
to determine if the user is authorized to interact wwth the system 16.
The nmethod as recited in claim15, wherein the 5 conversational system

i ncludes a natural |anguage understanding wunit, the nethod further

conpri si ng t hd st ePhofme et pretityg teapeet if raddeilfed e aHe itifuts. 17. The
met hod as recited in claim15, wherein the inputs 10 include at |east one
of speectonteinthirienay, sYban el uisst i exturig. A YRSh oM der stedidiew i n
claim 15, wherein the behavior verifier includes a feature extractor, and

t he met howit 15tHermeidrod ofiprtiss hEaer stigp dtheatesretd ng featrmed ekt or s

from
speech received as the inputs.

17. The method as recited in claim 15, wherein the inputs

10 include at least one of speech, handwriting, text, and gestures.

18. The method as recited in claim 15, wherein the
behavior verifier includes a feature extractor, and the method
15 " further comprising the step of extracting feature vectors from

the inputs.

19. The method as recited in claim 18, wherein the feature
vectors include at least one of language model scores, acoustic

20 model scores and natural language understanding scores.

20. The method as recited in claim 18, wherein the feature
vectors include at least one of command predication scores and

pronunciation scores.

25
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the inputs. 19. The nethod as recited in claim18, wherein the feature
vectors include at | east one of |anguage nodel scores, acoustic 20 nodel
scores amaomabsn7ed | anguage under standi ng scores. 20. ThePogtusod47so r eci t ed
in claim18, wherein the feature vectors include at |east one of command
predi cati on scores and pronunciation scores. 25 27 WO 03/050799

PCT/ US 7 .V ] i, nf i tae%"ite%t r S t he
user. %Cﬁcﬁ%é)nle %%L%&%er{r%gnkée d|rpn agcgfctm , erein tS%erE ftgjzlt%g%e%fuetr\(}ect ors
i nclude at | east one of duration between user commands and a dialog state

bet ween the user and the system 23. The nethod as recited in claim 18,

wherein the ature vectors J y.pes. of. | nput | ti efrggl d by
t he user. 1%2?'24%%@6%%}%%& gasqp r:Ircle{ié:dclee\t&edl [ nCIca\lerf! %%IS,J%%Z%%} nt%tsehe tceq\"/lra(;evi or
verifier_ includes robhabi | ity | c ar., .t he fur [ C rising
t ﬁe st evpecotforcsal Tl at |enga aqTelarSs O&%o@%ﬁt%ﬁdytlogln bt%ﬁyé%gloﬁla%ﬁt r&t%f/m ca%r%ul at or,
the first lity f.or

pr obabi 15 indi cating whether .th r is authorized to
i nter aca{n%vi"i hé)JtEft:jeog S tsatteemboegcsweec? lrlon%}aneuqsuesrer‘—’mtsHa bte ea\eﬁ%é?c%mz& The met hod as
recited in claim24, wherein the

23. The method as recited in claim 18, wherein the feature
vectors include types of input modalities employed by the user.
10
24. The method as recited in claim 15, wherein the
behavior verifier includes a probability calculator, the method
further comprising the step of calculating a first probability
on the probability calculator, the first probability for
15 indicating whether the user is authorized to interact with the

system based on the user's behavior.

25. The method as recited in claim 24, wherein the
behavior verifier includes a model constructor, the method
20 further comprising the step of constructing the behavior model
for a user, the behavior model being employed by the probability

calculator to compare behavior to current behavior of the user.

26. The method as recited in claim 24, further comprising:
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behavi or verifier includes a nodel constructor, the nethod 20 further
conprising the step of constructing the behavior nodel for a user, the
behavi or wodelosdre¢ ng enpl oyed by the probability cal cul atem/usel/e®apar e
behavior to current behavior of the user. 26. The nethod as recited in
claim 24, further conprising: 28 WO 03/050799 PCT/USOL/ 47910 acoustic and

bionetric informatian-fram.ihe d t t.hod t Qnpri.si t he
st eps O%C?OLﬂsre}i Bt r’i"’frf'ﬁ!l ﬁ%l%n%erclocn& “étfoo maagcﬁdolr} 3§ J:foor;qra tirhnediucgaetq{ It 3] ec{s t\?ﬂneetnheet;Qh Cﬁgle
user is aq%porized to jntq&gc%e@tglggmesystenlbased on the user's
acoust i o i SHEERT L1 or'hati 0" aHd i ntegrating the first probability

that ' the user | s aut ROTIZEHTEY H GrRst AT de Syt a1 P et hoo
o LT IO A AL LG A0e J LS LRI iy SSRGS T,
crbodyiaHY D AR A S THRL P (O ITEAR a8y SHE el Hl he to° per f or m
rethod steps for, ver 10, & user fecel on, behaulan, L P00 Stk

probability, by employing a probability mixer, to verify that

the user is authorized to interact with the system.
10

27. The method aé recited in claim 24, wherein the first

probability is compared to a threshold probability to determine

if the user is authorized to use the system.

15 28. A program storage device readable by machine, tangibly
embodying é program of instructions executable by the machine to
perform method steps for verifying a user based on behavior, the
method steps comprising:

providing inputs to a conversational system for receiving

20 the inputs from a user and transforming the inputs into formal

commands;

extracting features from the inputs, the features including
behavior patterns of the user; and

comparing the input behavior to a behavior model to

25 determine if the user is authorized to interact with the system.
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20 the inputs froma user and transform ng the inputs into fornal
commands; extracting features fromthe inputs, the features including
behavi or wetmmsarsy of the user; and conparing the input belraTiuso1/4d1@
behavi or nodel to 25 determine if the user is authorized to interact with
the system 29 WD 03/050799 PCT/USO1/ 47910 wherein the conversationa

sySt em gl udes, 8, Nyl ANguage. BT SLANGIID 41 TELDORdur ther

conpri si ng step of interpreti speech recel ve Inp

nel bae ity St 8T B 02 MM A B e P G TR R 5.

i ncl ude at "T'east “one of " Speéc ng, gesture

The program storage device as recited in claj ,  Wherein the behavi or
verifi e’?rl;?%rc?ﬁ%%lsrg% TRATUT " eX lr‘g(%:cﬁ oa?S,’ éa}}l% lrﬁ;ﬂe@sﬁ'et hod further conprising
t step of extracting feature vectors fromthe inputs. 15 32. The program

storage device as recited in claim31l, wherein the feature vectors include
at | east one,of |.anguage nodel score acoustic model ~scores. a nat ur a

| anguage und%@Staﬂb?r%lg%%%?%ss.t%)a%%.g% Cepr Sgr%‘?ﬁnjgteoér ajd?s %%2?861,3 recited
'n Clal&%é%éin the inputs include at least one of speech, handwriting,

text, and gestures.

10 31. The program storage device as recited in claim 28,
wherein the behavior verifier includes a feature extractor, and
the method further comprising the step of extracting feature

vectors from the inputs.

15 32. The program storage device as recited in claim 31,
wherein the feature vectors include at least one of language
model scores, acoustic model scores and natural language

understanding scores.

20 33. The program storage device as recited in claim 31,
wherein the feature vectors include at least one of command

predication scores and pronunciation scores.
34. The program storage device as recited in claim 31,

25 wherein the feature vectors include information about system

responses to the user.
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wherein the feature vectors include at | east one of command predication
scores and pronunci ation scores. 34. The program storage device as recited
i n clai mB80,03/0269mherein the feature vectors include infoPgattisSon4About
system responses to the user. 30 WD 03/050799 PCT/ US01/47910 35. The
program st orage device as recited in claim3l, wherein the feature vectors

i ncl ude at | t e of dur t at
bet Wteeg t he lﬁ?ir gl %rcf%e sy emge%%héeésﬁsogram storlz{lrg;ce!:lgael\cilrrl éajelogss e
recited in claim eren

ool t.r&er%ﬁo‘ﬁ Rt s JLdii8d AU fudl G Ofa NG £ YRS, Oford Nput

e ‘USer e program storage devr ce as

recited . in claim?28, wherein th
cal cul atFt"eghe ?reelf h%?im?‘_’m# o gjeé:?a\s/ir%% %‘ﬁgﬂ%;%td%&lcalﬁq&ﬁl ating a :‘: Irg%/

probabi |l | ty on the probabili ty cal culator, the first probability 15 for
i ndi cat i V\ﬁé?th%r‘ the user is authorized to interact with the system
based on the user's behavior. 38. The program storage device as recited in
claim 37, wherein the behavior verifier includes a nodel constructor, the

20 net hod further conpri si ag}nthe steg gfvconstructrlqgeé he b&haai’xﬁoéfl

The progr storag ice as rec Ih
wherein the feature vectors include types of input modalities
employed by the user.
10
37. The program storage device as recited in claim 28,
wherein the behavior verifier includes a probability calculator,
the method further comprising the step of calculating a first
probability on the probability calculator, the first probability
15 for indicating whether the user is authorized to interact with

the system based on the user's behavior.

38. The program storage device as recited in claim 37,
wherein the behavior verifier includes a model constructor, the
20 method further comprising the step of constructing the behavior
model for a user, the behavior model being employed by the
probability calculator to compare behavior to current behavior

of the user.

25 39. The program storage device as recited in claim 37,

further comprising:
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nodel for a user, the behavior nodel being enployed by the probability

cal cul ator to conpare behavior to current behavior of the user. 25 39. The
progr am sworis@gso7devi ce as recited in claim 37, further ceaussimmio3l WO
03/ 050799 PCT/ USOL/ 47910 acoustic and biometric information fromthe user
and the nethod further conprising the steps of: determining a second

prObabiéééé{s%% L gl A8 h 09y c“@ﬁfé‘ﬁ{éaéf& U?Pémién%%@{igﬁcﬁ’.é ein[?é(tel{c?&t

with the system based on the user acoustic or bionmetric infornation; and

integrg%%ﬁg?%pecé$é?£?gﬁgbgg%Lé%%%¥j5€hthe second probability, by enploying

a prob m xe eri e user is authorized to interact
0 e, st e 38, S ey A OB 00, SR fee e SIS €L e m 37
d%t erm vrvlk?ef.:}];elt_‘ h‘ghéjsuesre£ Siguélp’gl'r)éffgeé Otgslen‘gehreacéyv?itteiﬁmtl'?’ez system based

on the user's acoustic or biometric information; and

integrating the first probability with the second

probability, by employing a probability mixer, to verify that

the user is authorized to interact with the system.
10 40. The program storage device as recited in claim 37,

wherein the first probability is compared to a threshold

probability to determine if the user is authorized to use the

‘system.
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