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BACKGROUND OF THE I NVENTION Field of the Invention [0001] This

i nvention |_at enerally to conputer networking and, re _
parti cul ar‘i(@z qs@?sczﬁ% design of a network device. Descripﬁq?%uogpsflﬁ%

Rel ated Art [0002] Perso ‘ tly joined

tel evision sets, high fi@@fﬁ@@?grﬁggﬂegﬁé‘w&%@ﬁomact di sc

pl ayers as part of the vas ! Q% ggs@_% i [ ces widely used

in both the office and theh %li{(&y D EMﬁNW ket pl ace has al so
seen a proliferation of appliances and personal el ectronics devices

( consuniielédidhe Inveniiens devi ces) that use solid-state nmenory, in
addition to devices that enploy other wi dely used storage nedi uns.
Sone of 0] Mbisdnvyeetivnirelatescasmasalivee canipaet rapwirkisg eidyinere pattientdriyde theiddegn of a
caner as, RQhatR.eanmeras, personal digital assistants, portable nusic

devices, as wel| as set top boxes, high definition (HD) tel evision
systens and digital recorders anong others. The proliferation of such

devi ces hasieo aspRndang! y brought with it an enphasis on
connectivity and networking for transferring data between the
per sonal [0¥2k Feisenl eompaigrs §¥sS) haye reseiyolesd igierisiangets. afglt figplity eereq ggyipment, and

boxes. [B@APR] dildpiAddial bRorlR dReEhY drCREEANSILOLs Widki BB HBMSBES ficeSHE the
as the Peri pheral Conmponent Interconnectggggca:ﬁi), various interface
gt o

st andar d€™f-orTh¢ BRFERIF W@rk%%‘ﬁ'iﬁd’f’% Pleo sepya @ %@Pii%‘%rf’éﬁ EeTFRRPleelogrcs
been i ntde@eldGaMAsunRACRCRINRE BEides) it QW 8d-SthidRhefroS0 NERttbY kd YevRbs Mhhploy
speeds. Exagpl es of such standards include the I EEE 1394 standard

al so r efOieF ety st SiprpgecRigdiuDs. ey Gf dheUHpLG PPRIYT capspey) elgstyaniqs gspipes include

bot h hi glides pafghs Sghbio@hmdrhsS pdadoail ARRM SssishAR, goRstle MisiedeYicdtsRGven @t WoIoK boi@s,

tandard_for c. i ng conputers in both | A rks (LA
and W dd e PG Q0 E R SRR e b e B RBPRECIG UB G i ¢ ot

speci f i clabibag hadtohedpietinglysbrotzat WilHEEB&iZphdsiS@r dofsecilig AfkBicthvorking ghir Bialsteyting
based on, the Carrier Sense Miul.tiple Access with | 1i si,on Detection
(Comy O RE R e o ba A iR oroyed MaPse® hitpurt o

st at i ond0003] Shadditioa t¢ ernifitntiodbt ngrraysisem su€ESH thd Pdnigiserdl @lonpchehdi@terconnect
basis f t her net t hat reached transfe eeds..i.n e

mogabi t PGl R RE! Rl B (bERGAE L AIELE pSBRT IRl Mgy ato been
and/ or rinutlered basle dinfitghermedidesysple wennacteite apbibh epeeds. SEqapplet ohguch standards

transfer, ot % I%_BEtlg&l bl SRS HARG% asﬁgixtlﬁfi[@e{ndgﬁenﬁﬁi@da}’sé?ﬁf(ﬁSs. (USB), both
ef ficient use of shared resources, is typically easy to Fecont i guré
and mai fighspeedaeral brevotetels. dorpatt imidelyi usgd movaldag srndaed derrorinacting cemmiters in
and SyStb%mBLocXWAljengt%&g QIQA&J?%IKP Qhde Ax%WNetworks (WANS) has been the Ethernet protocol,
More specifically, Ethernet is the IEEE 802.3 series standard, originally based on the Carrier Sense
Multiple Access with Collision Detection (CSMA/CD) method that provided a means for two or more
computer stations to share a common cabling system. CSM/CD has formed the basis for Ethernet systems
that reached transfer speeds in the megabit range, that is the Mbit/sec range. Recent switched based
and/or router based Ethernet systems are capable of supporting transfer rates in the Gbit/sec range.
Ethernet generally makes efficient use of shared resources, is typically easy to reconfigure and maintair,
and provides compatibility across many manufacturers and systems, while keeping the cost low.
[0004] However, Audio/Video (A/V) consumer entertainment systems such as HD televisions, set-top
box and personal video recorders (PVRs) are generally not optimized for distributing/receiving high
quality high resolution programming content through a standards based network, such as IEEE 802.3
Ethernet standard, IETF (Internet Engineering Task Force), and/or RFC (Request For Comments)

compliant protocols. This typically holds for broadband Ethernet connections as well. One issue that has

presented a problem in the development of entertainment systems has been the migration from closed



[ 0004] However, Audio/Video (NV) consuner entertai nnent systens such
as HD tel evisions, set-top box and personal video recorders (PVRs)
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more difficult to manage on such open networks.




[0008] In addition STBs and ot her consumer el ectronics devices are
generally very cost sensitive. Mst enbedded processors and hardware

bui | di ng %8?@@0&%{’” sed in the bulk of consumer el ectl;fg,rltsgﬁ@&\ikzces

are usually and feature |limted performance (t

refer eng on ARRSE ctions nd PS Tr

bet ween rrenﬁ?gfcaﬁséec‘é@%d%s peeé\g Eiléllflon pﬂsa‘? ’Som%? oe\fﬁrp(eh[‘:jz)lﬁf%nﬁtsft ﬁ% ?“@ e
qui t e coemioss. utiiong seddp-toy SEBR ald pegeel sideomegurding (RY R) dedces,ofe dissamtmatiunkof
with its,additjo i v
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addi tiongl, {kﬁ&é@@ﬁéﬁ 2O Y&A1E 3 sulﬂﬁ | bl 09 rurk gﬁﬂgﬁweﬁw R4 (\Fcﬁfjt Eﬁcht%s,
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net wor k bdbnaaybterns, a@slp@@ﬁeﬂfv WSw}heqtpnan thehgme. oBaﬂdmﬂtmmrem@nsfsrmammg higher

el ectr OQ;'uﬁffﬁr Qﬁ&%§&§aud[oqg9t%]t a%@ﬁbs@a‘ﬂ{‘:ﬁl? fen@f Fof BORPIETD 'sﬁ)gm{ &R HIEH B¥finition
and non real -time video and audi o confent over a Share

ope
net wor k (HRS videe pireatia p diareuehipyt pf 42\t@ 00 diRits gfer feagnsl, withy posaiRlyrepme form "ot priority
Wi r el ess,afmguh dfdvRidnine| iHERRSQEY ¢husy &hkrdcdR mdy b@'}Ehugedqa'YI?e REERor QOS is

consi dered for shared access | ocal area networks. Wred sol utions
such as vsS@dy seteinegoyy bdtsrinh awl tptepcy sFEgeple Pearised Arduidiy egwements mapy

have al $@chfand af B%hd@ NBY.in NUOBFiRL SelfMehick O RRchiaY fida c%ﬁteﬂ%ﬁﬂmels exceeds the
descri bed at the nedi a access and trans‘gcort | eve Sone_ of these
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ransrt er , onou two I N
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been adgweited by certain pr oprietary solutions. [0010] One approach

i nvol ve 0 to-Qf " nsm SSi 0 where network ..

oyt ens 1008 5 BRGER T oud PR BN R: Senn i peskEs dre Bl FeDh iR ssiive. Mot
i nf or rratembeﬂdemprbdmsomehd\md@vqwlmklémg blasks comigedEh e bniktof @agket electrﬂmﬂ;tchﬁfes
ot e Aol Y B G0 AR Setpniahl B BB A Y gl lon per
i mpl enmersecoad tMIPE AN dixpdgtdiifs éohtlwe@amwmy aosbse rspeerie GROT dpeedWid power consumption are
2008/ 05 4 S 4 a i ed..suc

hi gh- spzége g(%%'léog S 2‘%2%409 \y&%%&%%%%&"ﬁg%ﬁ%% %%Qfgstgg% V?H?I # JAF&IOI% network
(FDV) clpsasereing ovediead Iwhnrg the (CRRSadygth s Jgsft eEtualefqnéte cbweanﬁsat@ndm@ht notdsatpte
data acr, 9§1§n L%azpl'n@ret JX?(S’@I% §ﬁ‘e {]Toﬂﬁﬂ)iﬂo rllll< a®diti t b«ﬁfl tﬁlp &Hltﬂ)EC}FIQMOI‘k overhead,
transport: Vi ces wou ypl ca a/ | ocat e downstream and upstream
bandw divhligee petendiug hepnetieonirelisd wilk wejerlin o9t sitvehmparfornisaccengedsd q ¢nalle 81 eien
assign m“n@&z%lkf s%u&@é&tp%'a‘ily RBLREAH g RR TS cotsimbr@leiBonRt pltoﬁui’cﬁs port, mnany
current sol utions l1ze the Internet Protocol (IP). In sonme cases,
vari ous [B09%h dke Feserpbefi teptfuringyrd time andnoguenting vitteoand i diasonisni@ypitarshired and

Pr ot ocol, énTthﬂ)oﬂaﬁﬁ b@éﬂﬂd@ﬁé@% m[aqglli@t} om&’ﬁvﬁér’exm uﬁ%l’eétnﬂo'aglat%\‘liglgfﬁm such
typi caIIy do not offer an open network sol ution ilt around standard

and wi déf §Olidad HeElBrabept emeesrdior dagd acere 1@@@# r'i%tt”"%f' -ovgebiojutippsapch as

i s capakbes ab/100i00b Hak N ewiRed {08 PRNGR.diRVRBolsaRW £180bebh cdnfifered. Numerous
di stribution of higher gual ity and resolution AN progranm ng. content.

For exaripi@ens dayer Bé%?t begy, dgsgiifed d‘f thej Bgdingrcesss AU FAFSREFtHEYCh o SR At these | safudons
gener al liyclde md@bdsalf heiia hdeéss TRMEERdMet 802.7, Salelcts, §02.195,6 @AId /g oMats3luldHE kuch

a limted pbandw dth oalbs us, f |ngtoah|eved i.red

per for nahCEITATEMS. o Aot e v SpaRaP At SEeE e SR ey s
prior arAdditbohdlybegioremappRrenthitve Ohighd kQd3 @tlei tred BRirased 1fdeRiin proprietary
conpar i nglusuch prior art with the present invention as descri bed

her ei n.
[0010] One approach involves the concept of “transmission profiles”, where network systems and

aggregators select paths by detecting additional information in the network packet, as in an Ethernet
packet. In other cases Virtual Local Area Network (VLAN) tags are utilized, or ATM is implemented

utilizing (virtual) path identifiers. Some solutions implement data bandwidth allocation, where network
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SUMVARY OF THE I NVENTION [0013] In one set of enbodi nents, a Network
Device (ND) may be configured to enable secure digital vi deo

stream ng net for HD (high definition) digital

syst ens. ﬁﬁ%hﬁﬁ'ﬁ%g operate in at | east one of two nDdePsCT"ésmmos“mz
tC(I‘)lI‘ ggoﬁless%enlls maérl e arch ?c?ed su&tntgat% ng Reeg?i CESS 1s 0v1g%%civ e\éltl%?&?iwsmn algglplexed

functi ons: erfage’ co
st r eam nN@DHM chapeeds, ehBE)g trfalndxsmraofcﬁﬂmhmnﬂanws dedjorstirec dana mgos§ SVdB)e, trafibraission

NI C may d VSO ma
enabl o FESTRETS ARCR b SIREE | BERES AR Hochiisob et B Bl
i N co- priacégdth on prdieyshadedn¢diceqBsy dayneal l:la@d/omudeclostsmemnmgon various network
st and- al r I
Sof tvar & 0o Srattd e, Blgicell iohy e BENREAR P IRSL AL some cases,
cat egor i \@gous cemeqtign-prgnteiprqtacals e'mh a&wﬁ‘ﬁwgusemn ﬁormoblaretgsql ("R pvie employed.
confi gur[ﬁﬁlgg—lm Ngost %ﬂgmm%te 0%%18\‘@15,%'& 9@9%9 c{pQr{ nét\b&k |_Qﬁtr'mn built around
processor é e configured ext ensive nmster
DVA (di rséas ar%%w@ela@é@s@}wcwlap@wwl$ fo e ShetBsharust) prowocadPihat i verlable 9 pinfaping
NENDry tdalsRsdelQBS reqhiddlfhe hﬂn‘@ﬁlﬁ)n%m@@r Eyan@@%lﬁmkwgrogragﬁlhﬁ cBfilnt.
NI C access may be provided by the ND network "driver
conf i gur BYf E@RIs evenicyhiveTHilighg prandpe Eitieprst qoneallers\gprerally do pes ﬁw@dfor movement
functi ong r@f nrﬁef'ﬁﬁ‘emg@aya H8r AGKIRI S/AwWKIRlos Ellﬁ‘asthﬁhrlﬁﬁlﬁéjtomlﬁﬁﬁésir&ﬂ;eﬁ&'ﬂlance
programming interface (NAPI). In order to seam essly execute the VSO
functi on‘%l‘iePt the ND may be configured to have two TCP/IP stacks
runni ng [e¢1ng rUtIﬁHﬂle‘&Jspbn@xﬁg Bl A &R WiltREdnRCPpardi® heakillddRA kiR art
st acks @%‘ﬁ)hare the data traffic, while the Host TCP/IP stack may
act as AHEOMBYING SHFH PEOHIF i HiEn Mperfienns descaPedieretly accept only
specifically designated traffic, thus of fl oad| ng sone of the data
processing to the processor ¢ ) . The ND Et her net
system nmay appear as an or dis&aty 1 to the Host, from
whi ch t Heo13% an omeyst cfodafbiodjtests, taneenwk Etebieer mm) rﬁﬂylb\iebnfig(hed)hi @allé Sfﬁﬁre tdtpeal

MAC addre conf i ure Sl C

confi gur e‘ﬁa’{) Eeae o ALt e”feglfo?;% @éﬁ ¢ ?é?@ti {%{ 618? Sﬁﬂe“ﬁn&q‘ﬁﬁg’%ayﬁ?&rate i at
Et her netledste:me Iof Sbaiddes, i csprocedior mmmmmmmw& @Wﬁl&&ﬂdﬁdb &t @6 Bifee high
The ND p gh node t

Et her ne[’l’g)éla%&a%m ngtwr%(tk 1nthlq%c rE%? &IV\} tthU Emeammg 0 otzu!rl]b?g@ éite.ttsan gllo%egwdeo
i nt er ceptreahiEnGNG). W@JNEHH@DCQMS@“M&Qsnmvoximtqsgﬁmetdmlmy,ttliveVSNIDmay\/ﬁr@hle
t he Host C fr. i -t

rode, MG weureERN o ok il 8o LBRRS: b BoBARS ol APl svs
wi t hout mayelipwvidenaticaminginestasd-plgne e ohithoayintereengisebydn, exteonl Bose@RIN. eSoftware
when t heclSJd&%fEd %ﬁstﬁle NDhﬁy)? b&Uiv cfa)d %{!&' oo ﬁl’amo&lte%fag Scoht?ollgls ﬁl‘ﬂ%ﬁ!ﬁolqﬁlﬁlhlé) on a
protocol. [0016] In many present day comrerci

( Tr ans i BS¥ESE @y htorgureoattrciyip )andJHPst erfvaeeriggpisled for 6118 P@ﬁ@mwsm &FRY). The ND
medi a Ofrﬁ#%@'b@gonf@ﬁéd Rth 1 RS RRBIREAD WAL (thr&t ﬁkﬂ&&( %cc@&?gﬁﬁﬁl@(feq Q)Otreduce CPU
havi ng CP/ I P stack but acting as a nmaster and of fl oadi ng the nedi a
traf f| c ‘E‘ﬁ’l"éﬁﬁ‘ttﬁb‘ﬁe"mrb%@éa§8‘?“st hat has a full function TCP/IP stack.

Yet ot hqpo1ay §t SAS elBMinkeRE IbEGET A/8:- Pfifhleﬁ@tdl\ﬂ@,oacpésé)ﬁﬁﬁ%Qﬁno@ﬁr:d B?th@SNI@ network
conpl ete network term nati on poi nt that renoves t rot ocol headers

and pas<Eiver ylith maebesaniiguieg 4 ¥ 2 coyentions s gv&rfaceméﬂecﬁﬁteﬂfﬁé fiypgiigys of the ND

di sadvanh39RscefseS e B dsinkikd ADSappifaddAdhogtddni oM lerfRi-QRARSS Ot dFBY 1 \RimIBELy
operating to fully uti Ilze the rich features of the operating system
58 Hggeks

The per fOfHENDE YR drryoratiyy disaNPymRY §p sRpfiqyredy i9r Fave g T4l $ running
i ncreas &gnchiono@@ra.h a3akle EihbGetilleliRY. TR ToRITOPYH ks hay SR it Jafakitic SvHIE the

i oval 119 ATPOREE Y R et SrEPhen e LB E: ik g on Specinicaty

render i rigsignaed peffié,aivs@ffadipesdal by tho @gd prodeking, to ihk pﬂaaasior CENfRred T BieND. The

the fl e)&\lllp lE.I:hlertHXt s?steng leeay lz;;')%%z;[r ats (a)n grtd{nla.llyzngtwtmr]}ecorli ! (Elpr to 1 qiat}Po%te ?rom Whlclpl the vser may

configure the ND Ethernet driver to obtain/set the MAC address, configure the physical layer link speed

and duplex mode, configure the multicast filter settings, and obtain and clear the Ethernet level statistics,
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[0017] The foregoing, as well as other objects, features, and
advantages of this invention may be nore conpletely understood by

reference | om ng detail ed description when r
with the a‘%@oz%g'ﬁ{lzlging drawi ngs in which: [0018] Fig. 1%%6%%@2&%2

b ! Opk di [ﬁg) ??thNUamXI :9 Oép@l%gllg a DI tthr()ug o fdé g)uz[ll%d a}ﬁn thegE z‘a’&ets to 1each the

devi ce ( I n"COo- processor fr
a Host GR wiaimbamdlqﬁgletp@cl@né)emgm@megefhbndﬁr roviel tprtlasmispmpeﬁguminp the ND
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Fig. 3 S\H{B}{"ﬁnetd]%?t d?ési??lﬂav@'aﬁﬁf ﬁ@e&for%%s%rﬂgQQBS@ﬂ{: Rlocyihe ND from Figs.

1 and 2 shows a biock diagrami | ustratlngtrafflc
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enbodi mrent of the present invention.
point that removes the protocol headers and passes just the data to the Host processor. One of the main
disadvantages of such solutions is that the Host processor may not be operating to fully utilize the rich
features of the operating system. The performance penalty is uwsually high when traffic to the Host
increases. In contrast, the ND may be configured to use a feature or features of an existing operating
system structure, e.g. a Linux firewall architecture to tunnel traffic to the Host, thereby rendering the
performance penalty negligible, without compromising the flexibility of the Host to utilize the rich

features of the operating system, and dynamically determine what portion of the traffic to offload to the

processor configured in the ND.

BRIEF DESCRIPTION OF THE DRAWINGS

[0017] The foregoing, as well as other objects, features, and advantages of this invention may be more
completely understood by reference to the following detailed description when read together with the

accompanying drawings in which:

[0018] Fig. 1 shows the block diagram of a video/audio system configured with a network device (ND)
operating in co-processor mode to offload streaming from a Host CPU, according to one embodiment of

the present invention;

[0019] Fig. 2 shows the block diagram of a video/audio system configured with the ND operating in

standalone mode without a Host CPU, according to one embodiment of the present invention;
{0020] Fig. 3 shows the block diagram of one embodiment of the ND from Figs. 1 and 2;

[0021] Fig. 4 shows a block diagram illustrating traffic management for the ND, according to one

embodiment of the present invention;

[0022] Fig. 5 shows a diagram illustrating an Ethernet driver configuration for the ND, according to one

embodiment of the present invention; and

[0023] Fig. 6 shows a diagram illustrating a pass-through mode configuration for the ND, according to

one embodiment of the present invention.
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Host Budlofigsteiyige Herl00) jn whish pigdnteriior(ess Hogrdys b‘iéb?retaesewé Hértipcee.g. TSI
net wor K 1gfu@ ¢80 ana a1 Hshul 682) MRy b Rortigitd G5 BdwsH @BviteN@k. Wb 1sbqe§mﬂm& network
provide SOC 160 with a NIC function. SOC 160 may be confi gured

transmi 98t ERTPHYSH AR PG INECHES infpfaringrig)a 21gp ‘YPW’F] nehvoRise: %6'32“1‘??%9 186) The

tr anf m ltnettwalkt da:emm.ta)v\md(er\bb ao&tghen Pﬁfhtei‘fﬂg efith aQ-RfleIQSUaﬁﬁigluMIt (e, 1&31 SOC 160)
Simlar D 162 configure 0 receive a ata
fromthé ﬂ'ﬁll\‘lv%er ﬁrsm”? Sﬁt"ﬂcz cep. hrpging dain and fo ’{/P‘P‘g/‘ﬁ g’ rpéﬂﬁ ‘"°°essmg unit

transm tcoﬁnleawﬂy tcemmnﬂg;oﬁa\hm}temrsmet%ﬂ xi'llbﬂaCE'Slln 482set dhaswdialehds,| @€ ndtork

the art w.ll recoq nize that havin e fied. various

hopect s S TRUPHPEFFERTEanh Aok sERM B RET b e B S YR rPBRLE pitEpe
nodes ofsedond iaredpe rsmtuiltmreoltsethﬂleme Eﬂ?pr&ﬁéhr@mdu N&sﬂuﬁ@ tha hawnd S thd firstamelface,
are conte at ed 0 a reviously noted, in addition to ND
162 tr ans@ffletworkél}trr%?aerﬁéﬁle “8%\”?3‘ dr%‘élgel ved vi a Et hernet

interf ad@%bﬂ“hediostvpmsessil%umo asmelltmyorkxlle\ﬂl&Z mppyhesdfgo ehehahmri the biikcy to
receive a e ej t he

i nt erfagee% J(-\:J%/ﬁnec ?Q/a?dt %@11@56‘4{1 8 IE)llg(r £lst gr%g SB&? hdg’tVEg ¥Au§1e§ 8 t%P n(ﬁtwork I\iBd
162 via lrakﬂnhntifmdmatOCfrsmIerdaaoe@V(’:mfmmslhmwmmk PG 40i]le Eotg theales#mivxéevtt:hend the
bl ock di o [ 2

a1 1 ow 1k AeSinep 0 GIDHE! AP neBbo e hraliiBERlP Rl LML St bk e
synchr orlilefEV@Tky deyiceamay r¢gthe havst ther dbilite tey reqeipe/gpnsmit hdatan dioy/th nthe meavork, Wiiije

162 may sﬁﬂmpf{ebtﬁ% @an@f@ttrmgrdgta'b@gvﬁérf @a%ﬁ ’Othl“:InO\IBp'th% SEInE nﬁé}fag hef fb?tanomer set of
interface 110, a procesSor 128, and stream ngrl nterface con | ers

132a and@mbabmenis G shsiny @mpr 35 wpy bedcqupledide NDr K3ringST Hi0cl¢.4E% 168 may be

contr ol lcgkfigh3d)as c!;il?aé.ﬁ% wiRYTsal 189 t&eougermegqs@% N@) 1@5 efufi a6k Mbtlhz may be
vari ous buses through bus interfaces 102a - nd i nci ude a DVA

(di rect SPaisgiEg t%eeeg syeapgidaa diresy Ger Tuier 63& &P%S’PH ﬁ‘é’ﬁﬂl“? SPEAOP with agtwork

124 to rc&%ggltyﬁgtﬁempjgﬁenent of processor 128 in nenory

transactjions. Stream ng interface controller 132 Fy be configqured to
&n

provi de [UE} &ThEp2dmm kP be Pie iithgengrlons osig s Alysertdain Fign s iniich A (pdenay be

WO 2008 /65383 2w AdSpa6Lé4ik kB khdAn g (di‘QIP@) tohaR stdien.t Wostdnaslbnel HatR] there may be no

controll ers shown. Fur It_’luer nor e, %’n controll er of stream ng
connectlon to an extema ost syster. ND 2 may therefore operate as a system in itself, and may not

rely upon commands received from a Host. Thus, there may be no need for IP Configuration upload, or

adding custom ND 162 packet filtering rules, which may both be required for a dual network-stack
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[ 0041] Thus, ND 162 nay be configured to bridge incom ng or outgoing
HD vi deo streans between a network and streaming interface port(s)
usi ng Et her i nterface 110 and stream ng interface caontroller

On the st r‘gﬁﬁ{’%@"f nt erface port side, each port may be Pﬁrb%?lgmﬁfhz

ei t her re ei S|nk or tran t|n sourcin dat a r
Sn eacrare eent P e bR T b GubROE Y p SR G 162
i ncl udi nmybﬂmseﬂodndlﬂ'[fﬁl’tseehnm iy ATRE ARfeBnBPharsip @6-pfoodssdyiRin@s?  T&sal sources

streans e fo i ad S, sl & nded

modes wi ¥ V?‘#e{) %{,fvorg‘éﬁ Chfaor honcoTeng n?e A ﬁ%f&e " 1Pr¥oatéeretjmeobﬁ 45ed as
si ngl e- prety@rladeFéEGZJD' X npeoprsaten@ymndbe esepHOrappir owuietmemoe( qrsrad@gmzmMedla
streans hyas I 4,8 e

PO 1115 DBy 5? dng b FERLY Rften [0 Re SHln € slPite [ROIES S ve ay
appear asteléaCDlngﬁpmaFmWédlileatSSer ver (DMVB) for local vi deo streans goi ng
to the r i P, gﬁ},ﬁ
avai | abI e B\gﬁr:]) p’%ﬁﬁg‘%ﬁ Qh@s%(%%f&%kégu%%gﬁm (l;)aryg) G g \c‘i‘!‘%ﬁ%e%{ﬁ tth
di vi ded angrtemahyideg ﬂscpﬂ%cin qskar pvords.QYD dGdcthay mike tugery léamaolplahwtwomsomce

the stream aﬁgrﬁl\ﬁg)lwhll!z qu&ﬁaﬂlﬁi'gnnt&m%hﬁge@lhﬁa qu 661 fn%ﬁ%&lﬁl%ﬂ%h‘ch T®Y 162
be represented by th .1 server ‘and client, while the stream

contr ol mn%@elf%ﬁé@éﬁ%w BVII‘%WIEOQHFIHP“%“W%@IHSF B&rnpayrhapa yorip flgied hefdre
UPnP AV \énivRel RDREAGR 8fandaldrd RioRND irdiemafyttﬁl%aﬁbﬁwa{nghodwm&uﬂre@ihﬁgQﬁVS)
on CPU 128 of ND 162, or on the Host CPU in SOC 160 to accommbdat e

cases m/rfé*?‘r‘ﬂ?rﬁéwsvlﬂl@arwl%ﬁw% o the Vi@ \furcinsalily wll%Plf'cla §2-BRERSOr BPdepiidpsignprbto

st ream cpahi Qlithdrs Ho® SOE cbht@Nt InYaddifidnS Bil'stih®tbnhibdl 100 NET mSY:Sd SRBWEBIHHIE N Per
on the Host CPU. I n other enbodinents, both transport and managenent

por t i on<™FREASe 98 CYHEHRIRG SBhCREPl162. For exanple, in a systemin which

ND 162 i[6030D M bgiiseedf bibodinghRNg FRbiapenilade be abdfigabd QANINIY 1SURRTAC 160 to
sof t war e % run.on CPU The .interface b tween t he

8 of ND 162.
st r eam tPHAS Jb?F BIGHE ﬁ‘@‘lf’éftlﬁgé%‘ﬂ% ?:f(f&et ﬁ%?ﬂ“'eﬁr%ﬁl"%‘e“aa THEY %@“d;farpt‘“%“ﬁwémde
desi gnatretnazpighia ad FRN 1,0ih 0gk-addd NDJL6R i éaiwe cédf@ﬁx@ﬂid‘nﬁdfofnﬁhn&ﬁﬁrﬂl da.maﬁnds

NAPI) d S _assocl ate re, which w

0 scusedi 0% 4 Phshenatt el olbeth DBHEbER. SHci8Fh Bl Sndl o prrgen

1, the &€ fanthNDl 167 naa e eqnﬁglaé@utlothpmodu-edmat arobkit dQ€ 1b6@ tvikke & NIC hsactbll SOC
orts o SOC..160. or _tun d net

B her net o6y 1A Bt Sbatmiy BB e R ot Wb N0 3R raggmi

wi th NDtd@2 rrmgorlbela(ﬁthmdedlteuﬁatteé:ommnmjl&@ SatilegoNIeg62 Mhealkd bstonfigured to

cat egor YredIRY sﬁ&%ﬁ%§§§ af?]o %O&E\{/oﬁ( lv a F{[}Erﬁ%{e%gg}gg#ﬁevg% n? nﬁqlansmlt the

run on processor , reS|d|n
firmar @trmyﬂgjbtabﬁl POE 16 vie ARE1SEIT bm;? slglied irf the e wHieal dwepognizalpa bivirigtidegsfied

of ND 162,40 r% BpdHlsMa RELI LRI boti[%é?@d’% 5 tl%QO‘F oJEaé{her modes of

enconpass Hos re conprising a software nodul es t resi
on Host wfgvyergyétbequeéoﬁdﬁﬁe@@é@ 1162 N@ ppesbley prd mm@ontemplated For example, as

200810582 2MRGT/ 152004/ Qcﬁiﬂr'laﬁzto"ﬁln cat &Qilshlﬁ{mg1§§eaﬂﬁ‘r RS rePliea 10 BB

possi bl y ot her and/ or additional interfaces) st software may
be ar chilteiceltrrasdvieSiognSPG Ko MOy 1 demay %@ﬁ(ﬁé?ﬂ“éﬁ‘? recAied stesaing datappd/or

(app!l i CailePitdHe QMW@ WRTERBmeNh@ffResthectity) REIEHS @@%sts%'% nlaPbEQLAL] B NrPf62
ND into the system_ As previously nenti'oned, ND 1 may provide three

mai n f urtdadgitenal Ryeracen@et®P¥i nt er f ace control ), VSO (video stream ng
of f I 0ad)[00401 FigSYShdwat BBlakORR M Sefe ShbRRMENEIND 962 W 1643 lcbnf %G&‘d \éSLi?ow

are available I n co-processor node. [0044] The NIC function o
may pr oVIEEESSPSLYR PEHPEGECR €8 RSk foteky srierqudy of 2 sashrvéwlwetgyﬂ’ or
nmay be tEhediRe iftérfae. VADI 18D YnaP torfiifsé @hamnk e wed, kS ihdepend iBR@meNinkARe 110, a

configuration d network requi rerre t he such as HS
100 i n Ergessa 8rind Shesmigecnetliey APRE TR AR S N
net wor k lﬁiértfateborme]mnsx)edxflb ne hﬁy m& HD&:tnﬁ@.QécI toaiiterfac@Mith viridi@ biliseD¥irodgh bus

portion mterfacgsefOEE? (—j lbfd an & ell&‘de%ﬁ)m%duect r}lélr\l%ry ac-ggsgfefnlgil(%e E%nz}na (L?Ll’ll olaxetgr al-mer?l]:)ry

controller 124 ta reduce the involvement of processor 128 in memory transactions. Streaming interface

controller 132 may be configured to provide sourcing and/or sinking of streaming data, and may include
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[ 0046] In one enbodi nent, running the ND NI C function sinultaneously
with the VSO function may be acconplished by having two netvvork

st acks shari8 @ he sanme network address. In other words

net wor k st'hek Hﬁﬁﬁ Jt‘,orrespond to a single network addreygllévglﬁlufﬂ%gh
the two stacks are distinct fr each o ]

funct | of ey b e G UREE cottoft S it traeatel PURUS of RGPl
sane 1P cam:tdilas]§2 nfay bt hdivivinally, cotfiparetl wositior stwaekiatanthgrelad pﬁ@ncﬁﬁgﬂﬂ’e&aﬁlhﬁm how
same physi.c t.he i nter n ,Et. £ rfac S

o connaie e Fahaeh s A% REVBDGE" RcNGha e 42 G 8RS e
NI C fu ndil.glonml ntyeBuss-erhen proemsu i 28nig art h&M HrdvessériPgy bﬂ:donmrqde@gmnld kagefher
to ND CR t L

P stac kréo%@%e%%@g%e&? BB 4B b A TR IRl ML L ot ke
may haveHBD aoarqllpr 36, vehdldibuilign dRQcemntrolgand aoivemmapng semeab gy o | pravided ghrough
and to nro%r@rrr4oTas;§’/1%srzeeﬁreryc%farévﬁ)msﬁy pleiAdal NbLeh Ry G0 ok BGRSIAE network
nmode, the VSO function ault” be 1nactive on"the ND startup.

It may rP@CaSéer WiHPEQEe S5y lﬂﬁ epemr"@ é?(fnlﬁ@sg@ﬁ%momﬁsoc loF & Ay Sppidndmed-ppcessar mode

the Hostysq ﬂffro&ﬁplb&gstor R} vieQHabrAUS 2 dxRhaOfiost P6cedalO function may be
perforrred hrou h, or in concert with the NI C configuration

appl i catPtAl Tr"es A&y 102\Amy 2o 08 e s itiee IS0 POBASPTE IR yidse stiepigs between a
i nt er f aGRwolk Q4 Ghednihey iNBfThce polis); hmr@mh&ﬁetul&@fth1d he s&aaﬁngaﬁemce dbdu@fler

NI C confrguratr on client. Both applications may allow the Host to
apply | B3&oMn e remys infprdech ZENt 14, i PElePItngY by Egableplethengcejidyg (sinking) or

functi Omaﬁ@ﬁtn@@&raﬁé)idvﬁklﬂﬁms tah@ e GaPBelithBaii@ifto BRGbDa Fdriely@F istﬂ:ﬂmm modes
packets beI ongjr ng t o, of ed video streans, while the rest of ﬁ

Prafti o Iy TBguLt Bt PYR MO UARE S e te MRS Y tHE rregh or MPEG?
[ 0048] mesnlsmst almae;ueb&dcpmﬁugwdeﬁwmﬂmbcrnyromi ncadid don@malin MPEG2 TS modes,

configu I on usin I confl t|on cli art of ena

Che. vao v MG 5 SRar: BB giipatee, Hial e afroutr iy Hose
the ND dywaiaed fronl CRUAUDE, rgrrked tabgEID- mmlmefmyenbﬁngﬂb 102 f Oertren]tetwfor}miﬂe ND
e P et RO eSS o A0 e U UPTE ! ¥
confi gurmgltabMec(lePlgyer eMP)eeisvidenaisdans gsartlﬂﬂm)thermwodo nf igure the

operati h ND. 2 Sy ck NIC to be teri

packet sctgbé4 Lrﬂ{Jil i ggp PG 12 gfafl? c[))g‘kdsl'e ’%t*’?é:‘a"%ﬁ@d A t“cl)onglsérg pm& rof &b e
enbodi mentsport tuhiehé jtiedne rontrgl. niaycerran palrofiiorente dhdyarsend rauspoft@Ryy UBR pppemnted by the
nunber s dﬂ“ﬂpt 1%&%!‘%%{1&4{9 Ahil® Eh%%eaﬁlac\éh@& nfly B@Q@%ﬁgﬁ%gﬂh% UBHPRAY §/red1 Server

assi gne gning respective or respect
ranges dPPHUHE) @drﬁ?@? /Y Methhéieenc%fet élrfélﬁtMRr)etTMFttcals rentikkmayru ¢ithpl @ CPU 128

di sti nCtof e ré? on bR t (‘?I-]'Ij in&Hd FRO Mn%rﬂxgoc{ag cEJ&?wﬁ&rE?e gﬁ@;&n\f\@d’nlﬁoﬁg&i&’vﬁ§%{i

may be inplenented. Thus, alternate e I ments na ature nore
two net W¥rKCgstencHsviER ﬂg streddit eonfrplaif to Rootighty Bitegrated )mthwﬂterr sySigwh unaingyon ke

stack bejRdr@s srn%ﬁgelﬁbomrems %ﬂpﬂnsﬂﬁ h@PIE: Qlfnenpﬁﬂi‘ﬁonQHﬁpﬁé anﬁlr@sn 98 162.
not overl ap an Ol’t nunbers corres on In to an he ot her

net wor k F&t @z@r@g% mrresyr%@ i i) R 13t sPisyr alpae moa/% ll weaaw support

nmeans, Refbdre RECRn AU 1R of NIRUSE ERNhledME %&w@al th€btkeam TRpNT §nd"BY stream
al so be programmed with rules for handling IP service protocol s. Once

t he VSOSEHET RIPCPS dFfimed snrartiph ¢ deiginlsd BRrbirtion Rigpapming jatettpse (refegsd to herein as

oper at e NAPIPRSidhed fbiMab 162, aﬂ&%sdgsotzlat@§ Softwiaie! SNEINYiINTR Als@lsSed ANk d&@l[rﬁ‘elow
ports a the ND HTTP serv When sb’aeam contr ol runs on the ND CP

RAPI  call? &S Pk & Feahlier i FAON fRRY OBEAtT SLRTRHIY Hrider 9etheec512f9181
As EreVIpetﬂrSanﬂEBOCQ&E&mﬂehHSS[\lDd%ﬁk?Oﬁﬂﬁﬂfﬂdbﬁs@Ethéfﬁ& mfg i mpl ement ed

as kern ules an ser-leve plicatjons ND firnmware ma ,
Cher of ont9Ph 11 e Rty ot RarHar it DRl Bt ey apeior
pat ches catb@uSﬂ.lp[Tﬁé tfirst Retedvt) MaC ehdonphss Qit. colfidler Fifmwdrd) gnobiliiés @Bgndar ©Viusl@n
basi ¢ H%%(;[cessor 1\%) and 1%89195 \%}tllm\l/ Wl’ﬁZ.( ll"heec'onttrcﬂler tN m%mfelflﬂlg e rh)[ to t&% agvantage of the

hardware capabilities of ND 162 to achieve high performance, The second category may encompass Host

software comprising all software modules that reside on Host (DV) system 190 connected to ND 162 via
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WO 2008/ 058254PCT/ US2007/ 084152 configurati on on the Host changes,
the NIC configuration client application nmay be used to

si mul t aneousl ate configuration on the ND CPU. [0051] The NTC may
itself be ‘H?@%ﬁ’é’g“z%t o three main parts by functionali tP);:lT/qngpfmpng

(E0) ettt b b i Sy T o e i el e ot ot

aggr eg atneay(lﬁuﬁ(gsﬁbdf@) and nﬁs@lﬁg € gdtide (al Af@AiERghd dikiBle '[A’I&f(ildpﬁcan&ﬁ programming
ment i one v onfigured to ear a

Nt ondtr RSl Siovsrts BB PP e i el o AR R B N Foz ey
(e.q. Et;in@idaem;e d4in ﬁmbuofnsxr Nith@ethBrkristyrfdoe caubiriest @il ytreaming offlord)chnd SVS
ESZ?d OR ﬁ?glopeg}é €0 8%3& n§g of w 1&%?&{1% ngl Vealgrat QH l’}')'i(?‘:%slsé)r Egat%é (r)rL_yt BZ
passed f[0@EH (The NND fuettivordf NDI 1@2r maly Ipen'tdbyHctst) syshael ii@JStWIthel’(emml]k connectivity.
driver, r Y, \D. i
0052 ' PR o e BIACRPE|E, BESHEENTHVAR, el oR bk ollifall ang neowon
oper at i meguggrsnesrof Kie Hoetlsystean @uchlas H&?tOO\ietFig‘ L) Tler NP Ni@ vattion amag hé inpletngnted in
nmay be_ gltt ?ﬂﬁt@%t&z@rk R Q4 rlsc!:cﬂ th#]ﬁl *l&?qqtftgzatlet a?ndﬁ'l I{aﬂ% ¥ &ﬁbnﬁ }ef\]:g' dd to herﬁm

filteri ncti ons ata raf tering function BSsoci at e
t he ND. ayhd€ (NPttvoukeF;afbeCemfl@bn pfetae NB cpuroflgfimmwire. Qurgrle datNTEmayedmprise a

Segr egatsb&ﬂll & of J&?twgl@%dﬁlgﬂefvfséﬂ tgffacﬁlnﬁe e %Fﬂom 5fr?ﬁtal}gewgd ﬁroug'l tﬁ@ QRork

a block diagramillustrati ngﬁone enbodi nent of data flow in context
of the t(push f5 Ehawieh Hzpenks phould pmweedstb%ta@wusléhﬁf 3P NIG &mpfion nmy agteaim the Kpst

162 and ElRNic 48Qr ABYalBBeI69)) bd aw&@kmmbﬁdﬁﬁh&mﬁwaEQﬂtheﬁﬁs@&&i@Nb%ge%.ﬁc

and 232, respectively). In one set of enbodinents, the table rules
may be dJ@PleRBasayH tl\%é‘lm“ﬁﬁ’élﬂ’lp@‘%béby ReNERdHEY be a separ ate nodul e

conf i gurregks) Fig2RRhéwAd Wiastas RAGRatinYchd ehBRIRRGE bivEe MPRONICEAmERAT Nty €A and
on ND 162 and Host 160. The | FTabl es/ ARP-Tabl es 210 may be desi gned

as ker né’FtWéEH%fi“é(Hpsl"P 813y PR V2B SR virghsReirch HFh‘é‘“‘F‘iSPf’ 2Mdrg 3*r“d’|‘°é‘§wy
may be eephit gUoROIHb CofR@rd MA bIU@1driflrh @ik NEpLASAS] 20 Bhoph omwl1§dla;&ds7o may
port nunbers. Audi o/ Video_str e receiyed via

D her o PRER et D SREHUBY OF 1 Hob s Mt ST 7 s hotek ackos fofom Etherne

st r eam nge. aplmblrﬁcaMecsms nﬁ@&;erelfmg/bebeanﬁgdrécexsedpﬁﬁﬁg)raghl 6 Hadt ﬂizhﬁ:ts and also as a
filteri configured in. 210. _Aft

1t ori et B Frmoh it S et 1OPET E SDRar Oyl PO TR R FEch 7o
provi de Thh eim}itcafuhmoh ey lHostet pith CeseD fintriod ug hontrhiethd-ilaria gnéfehd BDahroughput
i nvol vi ng B

ivers 220 20 nd Hos
o0 ¥ edotl ol b bRiRe BarcA @Ry R N iop e NB N2 B0 HOF by e
from t heffldodad \uch:p @mgxhl pdstetsms VneisitPA®, SQL | Gfs o Rlﬁéletae\aﬁmm(amsﬁmt) dropped and

out goi n G FRFed B B Qithane, M8 6 1 SRRET By B et oo

fromt h@lnkdchsmeousmlmne Y18 fupeticp gerl GeiNBds epsrabpsin a¢- Qroea@spomdtﬂmg to one

e N
synchr orceeawplished byt brving ONPqtiverk stesks shaln g theshmdvketwarky addiysot cathe) wardsl R

Add
190, A0 SR O PSS BUATG9i, by

only fr &ashtasier. NIyr emmlﬂis HIC fyagfiop may bhembguel tyun tve [Peyacks pargenendigg to

i N respeRs@mt & LARSE p‘uggé}ﬁé& SthdTBY 1P Gtadids! rﬁa? r&fg&l l'fafétthet sgmg bh){ﬂcﬂ%met interface
dupllcate replies. The rules may be set by t 12- Tabl es and

ARP- Tabl|(¥henc2p Frhsrgidntesfige tsieqd te Frangchiodha %@v%amme sapeM&Eridldress. Blepsbg KD

st acks QNICGRcHordt Bayt BuskPBitendubing hﬁp&se MByack Qo&&ﬁl:fnhiﬁg' kD @@12&%{ a consistent
accessi bl e option.” Furthernore, the |P I1Ds may be proper| éoajustng .
€ Ros

Co. enourtBus A o5t Bvqlfewlefmer%ag%%% Wf%eé Braihise V
The ND an hinReo &8s but MRt HREASHBEIILIESARRTY A8 blpedent TCP/UDP port conflicts,

[0047] In the co-processor mode, the VSO function may by default be inactive on the ND startup. It may
be activated by the NIC configuration client application on the Host. Thus, the initial configuration of the

VSO function may be performed through, or in concert with the NIC configeration application. It may

12



processor may nmaintain separate IP ids. Finally, the ephenmeral ports
may be configured to avoid collision on the port assignnents. Thi S
may be perforned by adjusting the port ranges in the Linux kerne

For exanpl¥0 24085 8&% may be assigned the smaller ephene?gll“ﬁa‘f"f””‘f‘é??ge

Lare s o vaahe o FrdioR e Thems S SR P e oy 4 1t fpbligeiar, Stn Ccpfgoraion

enbodi mehitnt. Hotthapplidatiens Way nigtwibe Kos et pr'p]ygB cc&lﬁ@mlﬂﬁﬁtand]&ismmkmﬁeﬁl'&si N@fe the

may be |ISh d in caonfigur

be conf i gurgl 7 glm 58 Net (gl{h %Jgfo n{?gﬁ e 353 %Iegtl erm ?—?%’fts ééﬂ“g’“’?ﬁ%nﬁég‘}f’d
may set vidaesteams, mile e reetmf thc rraffio sty eetiragedto dTEIHDGII’aS B:ﬁtzqf tt@MNIC ddnktidnh e
confi gur, e r .d_ .ver

be. ser SOUSF e SN ola] 18 cB R 6 Cuu AR Nkl U W g
enbodi nehtrs ag tmt wfomhlmg det Vih fuptraanndihe aqltbluqmlsrsa@urvgorc oRyrooidde seging biee ND

I ,
bSV?WSFZ‘ e g e e
. Open: omhr 59 reomrrebedtwed]) staeks §r@mt opeiriegivorseckielg stith tzersdmentopalfpansi IR cufiguration
openl ng (t, E‘e‘:d&‘gs %&Ml‘éw% |m\5§ Eonﬁgl.ge ¥h9 ofhaRh ¢ ti]é ﬁﬂslﬂttackaglgmﬁ Qﬁé N’ﬁ:‘ to begin

fUﬂCtIOﬂS en “comtand e used to assi gn a dress

or get tfﬁémmfer %@%FSé@@ngmg ﬁOtth%éﬂoaaMS@aw ds epeigieef empediments, Hpe fmmg may be
2. O 0SGerfkhbd bHEHRAEPBY Jof n%ﬁﬂérs foF @Mt Eerd 08 btadknatih O 9 @an%pom{ﬁers

Driver 308 to disable transmt and receive functions.
Thi s corffigiel Pafembe BysEdeming eimectig 8ot funkete Ok eprecivp rmswrn@rtmumb@rﬁ ‘o the

308 is akffeveRs ne'{\mllk V@ck&dtﬁlﬁﬁilé’\ﬁﬁtﬁctqelm sty llldcdiﬁﬁiaﬁ)cﬂl% b @hedsafik A@work address
comand. Set Filter: This conmand be used by the

Host to ne%ﬁ? }néﬂlﬁngn%| '{‘lp.xé a‘%lfl‘ﬂig%?]‘flqoﬁlggnts may feature more t an two networks stacks (e.g. more

than two IP stacks), with each network stack being assigned a port number or range of port numbers that

do not overlap any of the port numbers corresponding to any of the other network stacks. The Host CPU
may obtain this configuration by any means, be it DHCP, auto-IP, static configuration, etc. The NTC may
also be programmed with rules for handling IP service protocols. Once the VSO and NIC functions have
both been enabled, the Host may operate to ensure that it doesn’t use listening sockets on the same ports as
the ND HTTP server. When stream control runs on the ND CPU, NAPI calls made to the stream transport
may be routed locally.

[0049] As previously mentioned, the ND software modules may be implemented as kernel modules and
user-level applications. The ND firmware may therefore include operating system kerne! patches, e.g.
Linux kernel patches, to support the ND NIC function, That is, the NTC may provide basic Host netwark
connectivity, (i.e. the NIC function), as a specialized kernel module that may be configured to separate
Host communications and offloaded streams, allowing both the ND CPU(s) and the Host CPU(s) to have
network connectivity using the same network address, and by extension, potentially the same physical
MAC/PHY.

[0050] When the ND VSO and NIC functions are both in use, there may be a need to prioritize one
function over the other, since both of them may compete for the ND throughput resources. The ND VSO
function may thus be configured to have priority over the NIC function. This means that video streams
may be handled as a priority task, while Host traffic may be handled using the remaining ND throughput
capacity. Conversely, in order to guarantee at least a minimum performance level to the NIC function, the
CPU usage of the ND VSO function may be capped at a configurabie limit. In addition, the NIC function
may also be adapted to prioritize data simultaneously received by the ND via both interfaces (i.e. the Host
bus interface and the streaming interface). In such cases the NIC function may operate to arbitrate which

of the data is given access to the network interface to be transmitted to the network. When IP
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5. CGet Statistics: The Host may use this command to retrieve packet

and errors counters fromthe ND Network Driver 308. 6. Cear
Statistics; The Host may use this command to clear the statistics.
counters wPAMR N Net work Driver 308. 7. Get LitIUSAWIOFY2

o o e APTRR 5 SHehR15 8 GH BR e PR B0
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that data nmay take in the o oad , 1 nvo network stac
of ND 1d2hernef dpver geydiguratiqnés) efatheHephyin A mzeds corttagtert kitisthaefload @ de.tthn data may

not bei ng J,QE%@& HoROnO NI Yer@B¥ B ECARLRO0ARAP HoGlehiUMS dARS LRkt MBYprl€ssing
configured to run on ND 162. WO 2008/ 058254PCT/ U52007/ 084152
performed on the data by the ND.

[0052] Traffic Management

In one set of embodiments, an existing operating system kernel, e.g. Linux Net-filter/firewall architecture
may be extended to perform, in addition to its already existing filtering functions, data traffic filtering
functions associated with the ND. Thus, it may be configured to perform the aggregation and segregation
of the data traffic of the Host and the ND. Fig. 5 shows a block diagram illustrating one embodiment of
data flow in context of the traffic management software structure for the ND. As shown, ND 162 and
Host 160 may be configured with their own TCP/IP stacks (212 and 232, respectively). In one set of
embodiments, the table rules may be set through NAPI module 208, which may be a separate module
configured in application space, with respective modules configured on ND 162 and Host 160. The IP-
Tables/ARP-Tables 210 may be designed as kernel and application modules, through which the filtering
rules may be configured for performing filtering based on protocols and port numbers. Audio/Video
streams, which may be received via the Ethernet connection involving Ethernet Driver 218 by ND 162 for
streaming applications 206, may be filtered according to the filtering rules configured in IP-Tables/ARP-
Tables 210. After filtering the incoming packets, another kernel module in the NTC may provide the data
to the Host processor through the HBI interface, involving HBI Drivers 220 and 204, configured for ND
162 and Host 160, respectively. On the egress traffic, the NTC may read the data from the Host through
HBI Driver 240, adjust the headers (if necessary), and send the data out, involving Ethernet Driver 218.
The outgoing data traffic from ND 162 may not affect the outgoing traffic from the Host. ND 162 may be
configured to cperate according to one or more procedures aimed specifically at maintaining
synchronization between the two TCP/IP stacks.

[0053] In order to maintain synchronization, the ICMP (Internet Control Message Protocol) and ARP
{Address Resolution Protocol) packets may be transmitted to both IP stacks 212 and 232, but replies for
the requests may be generated only from the ND. Replies that may be generated by the Host processor in
response to these requests may be filtered out to eliminate duplicate replies. The rules may be set by the
IP-Tables and ARP-Tables commands. Whether the incoming packets are sent to both IP stacks or only to
the Host IP stack may be configured as a user accessible option. Furthermare, the IP IDs may be properly

adjusted to ensure the possibility of reassembling any segmented IP packets. The ND and the Host
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the folll model ai ns: 1. A network device conprising:
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cont r ol PRl B PR 8158 iy QP@W%W%QFW@%?? B AR R & Ml

t he hostin RITECAS ShdyGeddivk the data from ND network Driver 308 and provide it to HBI interface 304.
Similarly, data may be passed directly from HBI interface 304 to ND network Driver 308 through NTC

412. Fig. 7 also illustrates the path that data may take in the offload mode, involving network stack 410 of
ND 162. In PT mode, the data may bypass network stack 410, thus not being operated on by any

streaming applications 408 that may be configured to run on ND 162.
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a network interface configured to interface the network device with a
network; and a control unit configured to performone or nore of:
receive incomng data fromthe network via the network interface,
process th‘@oizi’f@g’ﬁﬁzﬁ’g data, and transmit the processed iHdGM2P/8HER
to the host proceSS| unit throu the second interface controller;
and 00561 One el e bormy Sﬁ%f’afnamba AP 11 BE (ot i dingibAg upnWhen the

t hrough HdSEbc&@Q@Dg nia?lh&afta@@uﬁ@ﬁlhét(%ﬂqaﬂdlésﬂ (€ IP EJngsi @ERbY OUCP —~ Dynamic
out goi n ata,. and t t the S out goi n at

et vor K 9 GUEE HBPWr K VOB PFLSD: 16 mey SofHE AR ity 6 fonroller (e
i nt er f acenpoBhendcaimolléd @aGmp tan ﬂie d!dﬂaitﬁafﬁcamdle Hog. Petawek, tha HEE fnaﬁﬁceasfeelll
t oget her, co ured to enabl t rocessing unit to tran
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incoming packets and/or data received ﬁom the network. PT mode may also be employed for de-bugging
purposes.

[0057] One of the advantages of operating multiple TCP/IP stacks on a single Ethernet interface is the
use of the same IP address and MAC address by all network stacks, enabling applications to run
synchronously on two or more processors, in this case on a processor configured on the Host, and another
processor configured on the ND, while simultaneously providing access to the network to at least one of
those processors. In general, the Host processor may be configured to execute various control software
routines, while the ND processor may be configured to execute a variety of data intensive code. For
example, UPNP (Universal Plug and Play) applications may be loaded onto the Host, while streaming
applications may be loaded on the ND, which may thereby be configured to receive the video data and
process it. When operating in offload mode, an OS (operating system) kernel construct, e.g. a Linux
firewall architecture, may be used to implement network traffic control, to remain agnostic to network
frames. TFiltering may be performed at any level such as at the IP address, protocol (TCP, UDP) and/or
Port number levels. When filtering is performed at the kernel level, no data copying may be required as
the same socket buffer may be used. Thus, the Host may be configured to operate in concert with the ND,
using any one of a variety of commercial operating systems.

[0058] Further modifications and alternative embodiments of various aspects of the invention may be
apparent to those skilled in the art in view of this description. Accordingly, this description is to be
construed as illustrative only and is for the purpose of teaching those skilled in the art the general manner
of carrying out the invention, It is to be understood that the forms of the invention shown and described
herein are to be taken as embodiments. Elements and materials may be substituted for those illustrated
and described herein, parts and processes may be reversed, and certain features of the invention may be
utilized independently, all as would be apparent to one skilled in the art after having the benefit of this
description of the invention. Changes may be made in the elements described herein without departing

from the spirit and scope of the invention as described in the following claims.
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wherein the first interface controller conprises a host bus interface
controller; and wherein the second interface controller
conprises one or nore streamng controllers configured to transfer
stream ng data between the network device and the host processing
unit; and wherein the network address is an IP (Internet Protocol)
addr ess. 3. The network device of claim1l, wherein the first
interface controller, the network interface and the control unit are
t oget her configured to enable the host processing unit to transmt
and receiMgtdhe other data to and fromthe network through the
network interface and the first interface controller sinultaneously,
W th one or ndr A& mefwork device compridifige control unit processing the

i ncom ng data, ,and transmtting the processed jncom ng data tq the
host processi i ’rﬁtrff‘{erﬁﬁer %q.?érﬁhf’ h@nggwgﬂao frﬁ‘i‘sg?rf‘fé@é’e%‘?f’é’rtb? peForkgggyice
t he cont r;all aWBkttpréREeShhmg the outgoing data fromthe host processing

unit through the second interface controller, and processing the
out goi ng dat a2 second inferfapg cconiselipsr ondigyted go dtansfenidatalbetwhar tiennarierk

control Q@Vﬁﬁﬁﬁi@@ﬂﬁggﬁ&ﬁgﬁ%ﬁ$ﬂ§e a respective network stack in

processing the received 1 nc ng data, wherein the respective network
stack used by attptwadntredhca ponfiguseddiosinienfate fhieartwork elepiee twithea Mmetwok; K
stack used,by the host processing unit in transmtting and receiving
the ot he"dat a.

a control unit configured to perform one or more of:
receive incoming data from the network via the network interface, process
the incoming data, and transmit the processed incoming data to the host processing unit
through the second interface controller; and
receive outgoing data from the host processing unit through the second
interface controller, process the received outgoing data, and transmit the processed
outgoing data to the network through the network interface;
wherein the first interface controller, the control unit, and the network interface
are together configured to enable the host processing unit to transfer other data between
the host processing unit and the network through the network interface and the first
interface controller; and
wherein the host processing unit and the control unit share a same network

address.

2. The network device of claim 1;

wherein the first interface controller comprises a host bus interface controller; and

wherein the second interface controller comprises one or more streaming
controllers configured to transfer streaming data between the network device and the host
processing unit; and

wherein the network address is an IP (Internet Protocol) address.
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5. The network device of claim1l, wherein the control unit conprises:
a |l ocal processing unit; and a menory configured to store
firmvare instructions executable by the | ocal processing unit;
wherein the | ocal processing unit is configured to process the

recei ved incomng data and the received outgoing data according to at

| east the firmmvare instructions. 6. The network device of claim
1, wherein the network device is an |nteg@gﬁed circuit. 7. The
net wor k devi cé- ofhecratvasks devigrepbickiimnb whereindthe nfitst inderéace cwonirollgrethe s

conf i gur %Mksan%w%a%%ycogﬁrgﬁmr etﬁsrogzsrgggm*a% R lﬁgqﬁé' ple

unit to the network device and fromth tmor I Cce to
processi rmyoagnsing unit to transmit and receive the other data to and from the network through the

network interface and the first interface controller simultaneously, with one or more of:
the control unit processing the incoming data, and transmitting the
processed incoming data to the host processing unit through the second interface
controller; and
the control unit receiving the outgoing data from the host processing unit

through the second interface controller, and processing the outgoing data.

4. The network device of claim 1, wherein the control unit is configured to use a
respective network stack in processing the received incoming data, wherein the respective
network stack used by the control unit is distinct from a respective network stack used by

the host processing unit in transmitting and receiving the other data.

5. The network device of claim 1, wherein the control unit comprises:

a local processing unit; and

a memory configured to store firmware instructions executable by the local
processing unit;

wherein the local processing unit is configured to process the received incoming

data and the received outgoing data according to at least the firmware instructions.

6. The network device of claim 1, wherein the network device is an integrated

circuit.
7. The network device of claim 1, wherein the second interface controller is

configured to simultaneously transfer data from the host processing unit to the network

device and from the network device to the host processing unit.
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