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BACKGROUND OF THE INVENTION  Field of the Invention [0001] This
invention relates generally to computer networking and, more
particularly, to the design of a network device. Description of the
Related Art [0002] Personal computers (PCs) have recently joined
television sets, high fidelity stereo equipment, and compact disc
players as part of the vast array of electronic devices widely used
in both the office and the home. The electronics marketplace has also
seen a proliferation of appliances and personal electronics devices
(consumer electronics devices) that use solid-state memory, in
addition to devices that employ other widely used storage mediums.
Some of the more popular consumer electronics devices include video
cameras, photo cameras, personal digital assistants, portable music
devices, as well as set top boxes, high definition (HD) television
systems and digital recorders among others. The proliferation of such
devices has correspondingly brought with it an emphasis on
connectivity and networking for transferring data between the
personal electronic devices, personal computers, and/or set top
boxes. [0003] In addition to specifications for internal busses, such
as the Peripheral Component Interconnect (PCI), various interface
standards for connecting computers and external peripherals have also
been introduced, each aiming to provide simple connectivity at high
speeds. Examples of such standards include the IEEE 1394 standard
also referred to as FireWire, and the Universal Serial Bus (USB),
both high-speed serial bus protocols. The most widely used networking
standard for connecting computers in both Local Area Networks (LANs)
and Wide Area Networks (WANs) has been the Ethernet protocol. More
specifically, Ethernet is the IEEE 802.3 series standard, originally
based on the Carrier Sense Multiple Access with Collision Detection
(CSMA/CD) method that provided a means for two or more computer
stations to share a common cabling system. CSM/CD has formed the
basis for Ethernet systems that reached transfer speeds in the
megabit range, that is the Mbit/sec range. Recent switched based
and/or router based Ethernet systems are capable of supporting
transfer rates in the Obit/sec range. Ethernet generally makes
efficient use of shared resources, is typically easy to reconfigure
and maintain, and provides compatibility across many manufacturers
and systems, while keeping the cost low. 



[0004] However, Audio/Video (NV) consumer entertainment systems such
as HD televisions, set-top box and personal video recorders (PVRs)
are generally not optimized for distributing/receiving high quality
high resolution programming content through a standards based
network, such as IEEE 802.3 Ethernet standard, IETF (Internet
Engineering Task Force), and/or RFC (Request For Comments) compliant
protocols. This typically holds for broadband Ethernet connections as
well. One issue that has presented a problem in the development of
entertainment systems has been the migration from closed  WO
20081058254PCT/US20071084152 networks - which may include
proprietary, special purpose Ethernet Switch fabrics - to an open
network, while maintaining performance levels required in the
distribution of higher quality/resolution A/V programming content. It
has also become increasingly difficult, if at all possible, to obtain
the desired performance levels while moving real-time streaming data
over a limited bandwidth local bus, utilizing standard Ethernet
controllers. In addition, the generally high prices of consumer
electronic products featuring Ethernet network components have made
it difficult to assemble systems at reasonable costs. [0005] Certain
complexities inherent in the transmission of real-time and
non-real-time audio/video data do not present a problem when
employing data transport models and/or approaches such as digital
satellite, cable, and terrestrial and proprietary, special purpose
transmission systems. Digital satellite, cable and other proprietary,
special purpose transmission systems are typically considered to be
"closed networks". Generally, a "closed network" in this context
refers to a solution based on specifications not available to the
general public. A proprietary solution will typically afford an
individual manufacturer or group of manufacturers the time and
resources to develop unique solutions that may achieve the desired
performance goals, but such solutions will not usually interoperate
with competing products. Examples of proprietary, special purpose
solutions typically include digital video broadcasting through Cable
TV (CATV) Networks, digital video broadcasting over Public Switched
Telephone Networks (PSTN) and/or Integrated Services Digital Networks
(ISDN), and digital video broadcasting through Satellite Master
Antenna TV (SMATV) distribution system networks. A variety of special
purpose network standards have been defined for various physical and
transport models, and implemented under standards bodies, such as the
DVB - ETSI (European Telecommunications Standards Institute), for
example. The overall content distribution system is typically
controlled by broadband network providers such as Cable Vision,
Comcast and Direct TV. A broadband network provider typically
dictates the hardware, software and protocols used in such a system.
[0006] In contrast, in an "open" network the hardware, software and
the corresponding protocols are all defined by well-known standards
with solutions readily available from different manufacturers, where
such solutions are generally interoperable with each other.
Additionally, an open network is a shared network, with potentially
numerous service and content providers using the shared network to
distribute content. As previously mentioned, one example of an open
network is the IETF, which is a large, open community of network
designers, operators, vendors, and researchers whose purpose is to
coordinate the operation, management and evolution of the Internet,
and to resolve short-range and mid-range protocol and architectural



[0008] In addition STBs and other consumer electronics devices are
generally very cost sensitive. Most embedded processors and hardware
building blocks comprised in the bulk of consumer electronics devices
are usually low cost and feature limited performance (typically
referenced as millions of instructions per second (MIPS)). Trade-offs
between memory access speeds, CPU speed, and power consumption are
quite common. For most system designers, migrating to an open network
with its additional network processing overhead, when the CPU
bandwidth is just enough for the core application, might necessitate
migrating to a more expensive system solution. In addition, with this
additional network overhead, utilizing a standard Ethernet controller
will typically not give the performance needed to enable an open
network solution, especially when aiming for low cost consumer
electronics products. [0009] The concept of transferring real-time
and non real-time video and audio content over a shared and open
network has been addressed in a variety of ways. For example,
wireless modulation solutions such as 801.11a, b and g have been
considered for shared access local area networks. Wired solutions
such as 802.3 10/100/1000 Base-T twisted wire pair encoding solutions
have also been considered. Numerous solutions have also been
described at the media access and transport level. Some of these
solutions include methods of media access using Ethernet 802.3,
Wireless, 802.11a,b and g and other solutions such as Asynchronous
Transfer Mode (ATM), Synchronous Optical Networking (SONET), and
others. Additionally, various methods to achieve a higher QOS have
been addressed by certain proprietary solutions. [0010] One approach
involves the concept of "transmission profiles", where network
systems and aggregators select paths by detecting additional
information in the network packet, as in an Ethernet packet. In other
cases Virtual Local Area Network (VLAN) tags are utilized, or ATM is
implemented utilizing (virtual) path identifiers. Some solutions
implement data bandwidth allocation, where network  WO
2008/058254PCT/US2007/084152 systems may be architected such that
high-speed access is provided over frequency-division multiplexed
(FDM) channels, enabling transmission of Ethernet frames and/or other
data across a cable transmission network or other form of FDM
transport. Devices would typically allocate downstream and upstream
bandwidth on previously defined frequency channels based on time slot
assignments for various network packets. In terms of transport, many
current solutions utilize the Internet Protocol (IP). In some cases,
various connection-oriented protocols such as Transmission Control
Protocol (TCP) are employed. [0011] However, most existing systems
typically do not offer an open network solution built around standard
and widely used network protocols (e.g. the Ethernet protocol) that
is capable of maintaining performance levels required in the
distribution of higher quality and resolution AN programming content.
For example, current systems utilizing standard Ethernet controllers
generally do not allow for movement of real time streaming data over
a limited bandwidth local bus, thus failing to achieve desired
performance levels. [0012] Other corresponding issues related to the
prior art will become apparent to one skilled in the art after
comparing such prior art with the present invention as described
herein. 



SUMMARY OF THE INVENTION  [0013] In one set of embodiments, a Network
Device (ND) may be configured to enable secure digital video
streaming over Ethernet for HD (high definition) digital video
systems. The ND may operate in at least one of two modes, a
co-processor mode and a stand-alone mode, and may provide at least
three high level functions: network interface control (NIC), video
streaming offload (VSO), and stand-alone video streaming (SVS). The
NIC may comprise standard network access functionality, the VSO may
enable Host CPU-controlled offload of high-bandwidth HD video streams
in co-processor mode, and the SVS may allow video streaming in
stand-alone mode, without intervention by an external Host CPU.
Software associated with the ND may be divided into two main
categories: controller firmware running on a processing unit
configured on the ND, and Host software intended for the Host
processor (CPU). The ND may also be configured with extensive master
DMA (direct memory access) capabilities to reduce CPU involvement in
memory transactions. [0014] In one embodiment, basic Layer-2 Ethernet
NIC access may be provided by the ND network driver, which may be
configured to use a conventional NIC interface, while extended
functions of the ND may be accessed via a designated ND application
programming interface (NAPI). In order to seamlessly execute the VSO
functionality, the ND may be configured to have two TCP/IP stacks
running synchronously on a single Ethernet interface. The Two TCP/IP
stacks may share the data traffic, while the Host TCP/IP stack may
act as a master, and configure the ND TCP/IP stack to accept only
specifically designated traffic, thus offloading some of the data
processing to the processor configured in the ND. The ND Ethernet
system may appear as an ordinary network controller to the Host, from
which the user may configure the ND Ethernet driver to obtain/set the
MAC address, configure the physical layer link speed and duplex mode,
configure the multicast filter settings, and obtain and clear the
Ethernet level statistics.  WO 2008/058254PCT/US2007/084152 [0015]
The ND may also operate in a pass-through mode to allow all the
Ethernet packets to reach the Host without any of the packets being
intercepted and/or routed to the processor configured in the ND, when
the Host needs to receive all the Ethernet frames. In pass-through
mode, the ND may thus send the Ethernet frames directly to the Host
without any IP level processing, which may be useful, for example,
when the Host doesn't have an IP address, or wants to use a Boot-up
protocol. [0016] In many present day commercial systems, TCP
(Transmission Control Protocol) offload engines, or specifically
media offloading, may be implemented with a single processor not
having a TCP/IP stack but acting as a master and offloading the media
traffic to another processor that has a full function TCP/IP stack.
Yet other systems may include an offload co-processor acting as a
complete network termination point that removes the protocol headers
and passes just the data to the Host processor. One of the main
disadvantages of such solutions is that the Host processor may not be
operating to fully utilize the rich features of the operating system.
The performance penalty is usually high when traffic to the Host
increases. In contrast, the ND may be configured to use a feature or
features of an existing operating system structure, e.g. a Linux
firewall architecture to tunnel traffic to the Host, thereby
rendering the performance penalty negligible, without compromising
the flexibility of the Host to utilize the rich features of the



[0017] The foregoing, as well as other objects, features, and
advantages of this invention may be more completely understood by
reference to the following detailed description when read together
with the accompanying drawings in which: [0018] Fig. 1 shows the
block diagram of a video/audio system configured with a network
device (ND) operating in co-processor mode to offload streaming from
a Host CPU, according to one embodiment of the present invention;
[0019] Fig. 2 shows the block diagram of a video/audio system
configured with the ND operating in standalone mode without a Host
CPU, according to one embodiment of the present invention; [0020]
Fig. 3 shows the block diagram of one embodiment of the ND from Figs.
1 and 2; [0021] Fig. 4 shows a block diagram illustrating traffic
management for the ND, according to one embodiment of the present
invention; [0022] Fig. 5 shows a diagram illustrating an Ethernet
driver configuration for the ND, according to one embodiment of the
present invention; and [0023] Fig. 6 shows a diagram illustrating a
pass-through mode configuration for the ND, according to one
embodiment of the present invention.  



WO 2008/058254PCT/US2007/084152 [0024] While the invention is
susceptible to various modifications and alternative forms, specific
embodiments thereof are shown by way of example in the drawings and
will herein be described in detail. It should be understood, however,
that the drawings and detailed description thereto are not intended
to limit the invention to the particular form disclosed, but on the
contrary, the intention is to cover all modifications, equivalents,
and alternatives falling within the spirit and scope of the present
invention as defined by the appended claims. Note, the headings are
for organizational purposes only and are not meant to be used to
limit or interpret the description or claims. Furthermore, note that
the word "may" is used throughout this application in a permissive
sense (i.e., having the potential to, being able to), not a mandatory
sense (i.e., must)." The term "include", and derivations thereof,
mean "including, but not limited to". The term "coupled" means
"directly or indirectly connected". DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENTS  [0025] As used herein, `DWORD', or "Double
Word" is used to reference a 32-bit size data word. "Local system
memory" or "local memory" refers to a memory comprised in a Host
system and typically embedded in or directly interfacing with a
central processing unit and/or central controller. "Remote system
memory" or "remote memory" refers to a memory comprised in the Host
system but not embedded in or directly interfacing with the central
processing unit and/or central controller, or a memory comprised in a
remote system distinct from the Host system. When comprised in the
Host system, a remote memory may represent memory embedded in a
peripheral device and/or additional memory not directly interfacing
to the Host system's dedicated memory bus. [0026] As also used
herein, and as applied to a system, "real-time", "real-time
delivery", "real-time operation" and/or "real-time streaming"
indicates that an input signal (or set of input signals) to the
system and/or any corresponding output signal (or output signals) can
be processed (or generated) continuously by the system in the time it
takes the system to input and/or output the same set of signals,
independent of the processing delay incurred in the system. In other
words, the input signals and corresponding output signals are being
processed and output respectively, by the system at a rate
commensurate, on average, with the rate at which the input signals
are being received by the system. When the word "port" is used in the
context of software, e.g. application software and driver software,
and/or in the context of an operating system, it is meant to refer to
an endpoint to a logical connection in a network system, for example
in TCP/IP and UDP networks. In one set of embodiments, a "port
number" may be used to identify what type of port is being
referenced. For example, in TCP/IP and/or UDP networks, port number
80 is used for HTTP traffic. In another set of embodiments, a "port"
may also represent a combination of encapsulation header field values
from which a single interface match may be obtained.  WO
2008/058254PCT/US2007/084152 [0027] Also, as used herein, "transport
stream interface" (TSI) is used in a general sense to reference a
dedicated interface configured for the transmission of data packet
streams that have been derived from elementary streams, service
information, private data, and/or conditional access control among
others. The data packet streams, which may include video and audio
streams, may also be multiplexed together and converted into



[0028] Many present day systems feature a network connection and/or
interface (e.g. IP interface or Ethernet interface) that are not
optimized. For example, when certain types of data such as streaming
data (which may comprise real-time video and/or audio data) are
transmitted over a standard network connection (e.g. an Ethernet
connection), in order for the streaming data to reach its intended
destination (e.g. a rendering device such as a television display or
audio player), it may first need to be transferred to the Host CPU,
in most cases over a local bus and/or over a memory bus or I/0 bus.
In addition to the Host CPU's possibly having to format and copy the
streaming data, there may likely also be contention for bandwidth
with other devices coupled to the same bus. However, the required
processing by the Host CPU may be pre-empted by offloading the
streaming data to a co-processor, and/or transmitting the streaming
data to the Host CPU or a target destination over a dedicated
interface (e.g. transport stream interface) to relieve the Host CPU
from having to perform additional processing and/or formatting on the
transmitted streaming data. Furthermore, it would be advantageous to
maintain network connectivity for the Host CPU while processing
and/or transmitting/receiving offloaded data over the dedicated
interface, to enable the Host CPU to fully utilize the rich features
of the operating system. [0029] In one set of embodiments, a Network
Device (ND) may be configured to enable secure digital video
streaming over Ethernet for audio/video systems, e.g. HD (high
definition) digital video systems. The ND may operate in at least one
of two modes, a co-processor mode, illustrated in Fig. 1, and a
standalone mode, illustrated in Fig. 2. The ND may provide at least
three high level functions: network interface control (NIC), video
streaming offload (VSO), and stand-alone video streaming (SVS). The
NIC may comprise standard network access functionality, the VS0 may
enable Host CPU-controlled offload of high-bandwidth HD video streams
in co-processor mode, and the SVS may allow video streaming in
stand-alone mode, without intervention by a Host processing unit
(hereinafter referred to as Host CPU) external to the ND. Software
associated with the ND may be divided into two major categories:
controller firmware running on a processing unit configured in the
ND, (hereinafter generally referred to as ND CPU), and Host software
intended for the Host CPU. The ND may also be configured with
extensive master DMA (direct memory access) capabilities, as
illustrated in Fig. 3, to reduce CPU processing operations during
memory transactions. [0030] Fig. 1 shows one embodiment in which an
ND 162 may be configured to operate in co-processor mode as a
component of a Host System (HS) 100 that may include a home
network/LAN (local area network) 192, and Digital Video System (DV)
190. DV 190 may be one of a variety of DV systems already in
existence or a newly designed system, configured to receive
audio/video signals, which may comprise high-definition audio/video
signals, via satellite 152 and/or antenna 154, and generating  WO
2008/058254PCT/US2007/084152 transport streams (TS) from the received
signals via tuner 158. The TS may be provided to SOC 160
demultiplexing/filtering through TSI input 168, and via TS
demultiplexing/filtering engine 172. The filtered TS may be provided
to Home Network/LAN 192 via TSI port 180, where ND 162, acting as a
Digital Media Server (DMS), may provide the filtered TS to remote
Digital Media Player (DMP) 166. Optionally, any video portion(s) of



[0033] VSO functionality may provide the ability to send/receive HD
(high definition) video streams (or other types of video streams)
over Ethernet 186, and direct those streams to/from TSI ports 180 and
182, thereby presenting DMS functionality to DMP 166 and/or DMP
functionality to DMS 164, enabling DMS 164 and DMP 166 as network
resources. In certain embodiments, VSO functionality may enable these
streaming capabilities through the use of standard TSI ports (e.g.
MPEG2 TSI ports), shown in Fig. 1 as TSI input port 180 and TSI
output port 182, which are available on a majority of HD video SOCs.
For example, HD streams received by ND 162 from DMS 164 over Ethernet
186 may be provided to SOC 160 via TS port 182. SOC 190 may decode
the HD streams via decoder 176, and any video portion(s) of the
streams may be displayed on HD display 156 via Video front-end
circuit 174. In one set of embodiments, (not shown), streaming data
received over Ethernet 186 may be routed by ND 162 to alternate
and/or additional ports (other than TSI 180/182) that do not couple
ND 162 to SOC 160, but couple ND 162 to other (alternative or
additional) target devices, such as a digital media player or a
display device capable of decoding the streaming data in accordance
with the original target destination of the streaming data.  WO
20081058254PCT/US2007/084152 [0034] All streaming protocol and
content protection processing may be performed inside ND 162 without
involvement of SOC 160, enabling the VSO functionality to provide a
seamless bridge between Ethernet 186 and TSI ports 180/182 on SOC
160. In one set of embodiments, command and control may be
implemented on SOC 160 to tie the VSO functionality of ND 162 into
the design and user interface of Host system 100. However, command
and control functionality may also be jointly implemented on SOC 160
and ND 162, where ND 162 may function more autonomously from SOC 160.
The manner in which ND 162 cooperates with SOC 160 during runtime may
be determined based on the needs of Host system 100 to obtain optimum
performance of Host system 100. NIC functionality and VSO
functionality may be made available simultaneously (when in
co-processor mode), allowing SOC 160 to have basic network access
while offloaded streams are in progress. [0035] It should also be
noted that HS 100 in Fig. 1 is an exemplary system, and alternate
embodiments may not comprise the exact components as illustrated in
Fig. 1, and other possible components may not perform the exact same
functions as the components shown in Fig. 1. In general, Fig. 1 is
exemplary of a Host system (e.g. HS 100), in which a first interface
(e.g. Host bus 184) and a second interface (e.g. TSI Input 180 and
TSI output 182) may be configured on a network device (e.g. ND 162),
with the network device also comprising a network interface
interfacing to a given type of network (e.g. Ethernet 186). The
network device may further be configured to interface with a Host
processing unit (e.g. Main SOC 160) through the first and second
interfaces, for exchanging data and for providing the Host processing
unit connectivity to the network via the ND's network interface. In
one set of embodiments, the network device and the Host processing
unit may together be configured to enable data to be transmitted over
the second interface simultaneously with the Host processing unit
accessing the network via the first interface, and the network
interface of the network device. [0036] The Host processing unit and
the network device may therefore each have the ability to
receive/transmit data from/to the network as two distinct devices



WO 2008/058254PCT/US2007/084152 architecture implemented in
co-processor mode. In standalone mode, only the network stack of ND
162 may be used, and HTTP streaming may be handled differently than
in co-processor mode. Local sources of video information, such as HD
video tuner 159 with MPEG2 TSI ports, may therefore be used as
network resources. ND 162 may operate to make tuner 159 appear on the
network as a Digital Media Server. ND 162 may also control tuner 159
using a built-in bus interface 178, which may be an 12C interface in
some embodiments. [0038] Although Fig. 2 shows a DMS-only system,
standalone mode may also enable use of a DMP with an external video
decoder. In other words, ND 162 may make tuner 159 available as a
network resource, such as a DMS, while also enabling interoperability
with a DMP 166. In embodiments in which ND 162 does not perform PID
filtering, a multi-program stream from tuner 159 may have to be
filtered before entering ND 162. In standalone mode ND 162 may thus
provide standalone Video Streaming (SVS) functionality, which, while
similar to the VSO functionality available in co-processor mode, is
designed to operate without Host SOC control. In addition, in
standalone mode ND 162 may also run Web-based user interface for
configuration and control. [0039] In one set of embodiments, a Host
system may be configured with ND 162 and SOC 160 to operate in a
mix-mode, exhibiting some of the features of both standalone mode and
co-processor mode. Referring again to Fig. 1, in mix-mode ND 162 may
receive configuration information and commands from SOC 160 through
Host Bus 184. However, in mix-mode, SOC 160 may operate without a
network stack, and ND 162 may be configured such that it does not
provide SOC 160 with a NIC function. SOC 160 may be configured to
transmit streaming data to ND 162 over TSI 180, which ND 162 may
transmit to the network via Ethernet interface/connectivity 186.
Similarly, ND 162 may also be configured to receive streaming data
from the network via Ethernet interface/connectivity 186, and
transmit the streaming data to SOC 160 via TSI 182. Those skilled in
the art will also recognize that having identified various operating
aspects and characteristics of both SOC 160 and ND 162, various other
modes of interoperation between SOC 160 and ND 162 are possible and
are contemplated. For example, as previously noted, in addition to ND
162 transmitting streaming data received via Ethernet
interface/connectivity 186 to SOC 160, ND 162 may also transmit the
received streaming data and/or other data received via Ethernet
interface/connectivity 186 to other targets that may be coupled to ND
162 via additional interfaces (not shown). [0040] Fig. 3 shows the
block diagram of one embodiment of ND 162 that may be configured to
allow running at least two network stacks (e.g. TCP/IP stacks)
synchronously on a single network (e.g. IP or Ethernet) interface. ND
162 may comprise a network interface, in this case an Ethernet
interface 110, a processor 128, and streaming interface controllers
132a and 132b (collectively referred to as streaming interface
controller 132). ND 162 may also be configured to interface with
various buses through bus interfaces 102a - 102d, and include a DMA
(direct memory access) engine 138 and an external-memory controller
124 to reduce the involvement of processor 128 in memory
transactions. Streaming interface controller 132 may be configured to
provide sourcing and/or sinking of streaming data, and may include
WO 2008/038254PCT/US2007/084152 more than the two individual
controllers shown. Furthermore, each controller of streaming



[0041] Thus, ND 162 may be configured to bridge incoming or outgoing
HD video streams between a network and streaming interface port(s),
using Ethernet interface 110 and streaming interface controller 132.
On the streaming interface port side, each port may be capable of
either receiving (sinking) or transmitting (sourcing) data streams,
and each may be configured to support a variety of streaming modes
including but not limited to DVB/ATSC/ARIB SPI spec for MPEG2 TS
streams, serial mode for MPEG2 TS streams, and extended parallel
modes with flow control for non-TS content. In MPEG2 TS modes, only
single-program MPEG2 TS streams may be supported. Multiple-program
streams, such as those received from a satellite, may need to be
PID-filtered before entering ND 162. On the network side, ND 162 may
appear as a Digital Media Server (DMS) for local video streams going
to the network, or as a Digital Media Player (DMP) for video streams
available on the network. [0042] The support for DMP and DMS may be
divided into two distinct parts for each: the stream transport and
the stream control. In certain embodiments, the stream transport may
be represented by the HTTP 1.1 server and client, while the stream
control may be represented by the UPnP A/V Media Server (UPnP MS) and
UPnP A/V Media Renderer (UPnP MR). The stream control may run either
on CPU 128 of ND 162, or on the Host CPU in SOC 160 to accommodate
cases when the stream control is developed by a customer, or when the
stream control is to be tightly integrated with other systems running
on the Host CPU. In other embodiments, both transport and management
portions may be running on ND 162. For example, in a system in which
ND 162 is configured in a stand-alone mode, all streaming support
software may run on CPU 128 of ND 162. The interface between the
stream transport and the stream control may be defined as part of a
designated application progranuning interface (referred to herein as
NAPI) designed for ND 162, and its associated software, which will be
discussed in further detail below. In general, referring back to Fig.
1, the VSO function may operate to provide a bridge between the TSI
ports on Main SOC 160 or tuner 158, and the network (in this case
Ethernet 186). [0043] In one set of embodiments, software associated
with ND 162 may be divided into two major categories. The first
category may encompass all controller firmware modules designed to
run on processor 128, and residing within ND 162. The controller
firmware may be built to take advantage of the hardware capabilities
of ND 162 to achieve high performance. The second category may
encompass Host software comprising all software modules that reside
on Host (DV) system 190 connected to ND 162 via  WO
20081058254PCT/US2007/084152 HBI controller 136 and Host bus 184 (and
possibly other and/or additional interfaces). The Host software may
be architected and designed to provide a convenient and flexible API
(application programming interface), allowing seamless integration of
ND into the system. As previously mentioned, ND 162 may provide three
main functions: NIC (network interface control), VSO (video streaming
offload), and SVS (standalone video streaming), of which NIC and VSO
are available in co-processor mode. [0044] The NIC function of ND 162
may provide Host system 190 with network connectivity. Connectivity
may be to one of a variety of different networks depending on the
configuration and network requirements of the Host system (such as HS
100 in Fig. 1). The ND NIC function may be implemented in part by the
network driver comprised in the ND Host software, and in part by a
portion - referred to herein as NTC (Network Traffic Controller) - of



[0046] In one embodiment, running the ND NIC function simultaneously
with the VSO function may be accomplished by having two network
stacks sharing the same network address. In other words, the two
network stacks may correspond to a single network address even though
the two stacks are distinct from each other. For example, the ND NIC
function may be configured to run two IP stacks corresponding to the
same 1P address. Furthermore, the two IF stacks may also share the
same physical Ethernet interface (when an Ethernet interface is used
to connect to the network) with the same MAC address. Thus, the ND
NIC function may be used in ensuring that the IP stack corresponding
to ND CPU 128 has a consistent status and does not interfere with the
IP stack of SOC 160. In order to enable the VSO function, the Host
may have to carry out additional configuration to enable filtering
and to prevent TCP/UDP port conflicts. [0047] In the co-processor
mode, the VS0 function may by default be inactive on the ND startup.
It may be activated by the NIC configuration client application on
the Host. Thus, the initial configuration of the VSO function may be
performed through, or in concert with the NIC configuration
application. It may  WO 2008/058254PCT/US2007/084152 expose the
interface through the NAPI, which may be used by the Host application
NIC configuration client. Both applications may allow the Host to
apply IP configuration and basic filtering rules. Once the VSO
function has been activated, the NTC module may begin filtering
packets belonging to offloaded video streams, while the rest of the
traffic may be directed to the Host as part of the NIC function.
[0048] The Host may be configured to carry out additional
configuration using the NIC configuration client as part of enabling
the VSO function. The additional configuration may include setting
the ND dynamic TCP/UDP port range, which may be set different from
the port range used by the Host IP stack in order to prevent the two
IP stacks from opening two sockets with the same local port. IP
configuration (e.g. address, mask, gateway) may configure the
operation of the ND IP stack, allowing the NTC to begin filtering for
packets belonging to the offloaded streams. In one set of
embodiments, the filtering may be performed based on TCP/UDP port
numbers, with each network stack having a range of port numbers
assigned to them. By assigning respective port numbers, or respective
ranges of port numbers to the different network stacks, multiple
distinct network stacks all corresponding to the same network address
may be implemented. Thus, alternate embodiments may feature more than
two networks stacks (e.g. more than two IP stacks), with each network
stack being assigned a port number or range of port numbers that do
not overlap any of the port numbers corresponding to any of the other
network stacks. The Host CPU may obtain this configuration by any
means, be it DHCP, auto-IP, static configuration, etc. The NTC may
also be programmed with rules for handling IP service protocols. Once
the VSO and NIC functions have both been enabled, the Host may
operate to ensure that it doesn't use listening sockets on the same
ports as the ND HTTP server. When stream control runs on the ND CPU,
NAPI calls made to the stream transport may be routed locally. [0049]
As previously mentioned, the ND software modules may be implemented
as kernel modules and user-level applications. The ND firmware may
therefore include operating system kernel patches, e.g. Linux kernel
patches, to support the ND NIC function. That is, the NTC may provide
basic Host network connectivity, (i.e. the NIC function), as a



WO 2008/058254PCT/US2007/084152 configuration on the Host changes,
the NIC configuration client application may be used to
simultaneously update configuration on the ND CPU. [0051] The NTC may
itself be divided into three main parts by functionality: traffic
management (TM), Ethernet driver configuration and synchronization
(EC), and Pass-through (PT) mode. The TM modules may operate to
aggregate (outgoing) and segregate (incoming) data traffic. As
mentioned above, the EC modules may be configured to appear as one
NIC function (driver) to the Host system. Therefore, the network
(e.g. Ethernet) driver for the ND may be automatically configured
based on the network (e.g. Ethernet) driver configuration(s) of the
Host. In PT mode, contrasted with the offload mode, the data may be
passed from the ND network driver directly to the Host network
driver, without any processing performed on the data by the ND.
[0052] Traffic Management  In one set of embodiments, an existing
operating system kernel, e.g. Linux Net-filterffirewall architecture
may be extended to perform, in addition to its already existing
filtering functions, data traffic filtering functions associated with
the ND. Thus, it may be configured to perform the aggregation and
segregation of the data traffic of the Host and the ND. Fig. 5 shows
a block diagram illustrating one embodiment of data flow in context
of the traffic management software structure for the ND. As shown, ND
162 and Host 160 may be configured with their own TCP/IP stacks (212
and 232, respectively). In one set of embodiments, the table rules
may be set through NAPI module 208, which may be a separate module
configured in application space, with respective modules configured
on ND 162 and Host 160. The IFTables/ARP-Tables 210 may be designed
as kernel and application modules, through which the filtering rules
may be configured for performing filtering based on protocols and
port numbers. Audio/Video streams, which may be received via the
Ethernet connection involving Ethernet Driver 218 by ND 162 for
streaming applications 206, may be filtered according to the
filtering rules configured in IP-Tables/ARPTables 210. After
filtering the incoming packets, another kernel module in the NTC may
provide the data to the Host processor through the HBI interface,
involving HBI Drivers 220 and 204, configured for ND 162 and Host
160, respectively. On the egress traffic, the NTC may read the data
from the Host through HBI Driver 240, adjust the headers (if
necessary), and send the data out, involving Ethernet Driver 218. The
outgoing data traffic from ND 162 may not affect the outgoing traffic
from the Host. ND 162 may be configured to operate according to one
or more procedures aimed specifically at maintaining synchronization
between the two TCP/IP stacks. [0053] In order to maintain
synchronization, the ICMP (Internet Control Message Protocol) and ARP
(Address Resolution Protocol) packets may be transmitted to both IP
stacks 212 and 232, but replies for the requests may be generated
only from the ND. Replies that may be generated by the Host processor
in response to these requests may be filtered out to eliminate
duplicate replies. The rules may be set by the 12-Tables and
ARP-Tables commands. Whether the incoming packets are sent to both IP
stacks or only to the Host IP stack may be configured as a user
accessible option. Furthermore, the IP IDs may be properly adjusted
to ensure the possibility of reassembling any segmented IP packets.
The ND and the Host  WO 2008/058254PCT/US2007/084152 



processor may maintain separate IP ids. Finally, the ephemeral ports
may be configured to avoid collision on the port assignments. This
may be performed by adjusting the port ranges in the Linux kernel.
For example, the ND may be assigned the smaller ephemeral port range
[1024-4996] while the Host may be assigned a higher [40000-60000]
port range. [0054] Ethernet Driver Configuration  Fig. 6 shows one
embodiment of how the ND network settings and Host network settings
may be established in configuration mode. ND network driver 308 may
be configured from Host network driver 302, through HBI 304. The user
may set the configuration for Host network driver 302, and all the
configurations may then be passed to ND network driver 308, which may
be set accordingly. To facilitate this configuration, in one set of
embodiments the communication channel and messaging commands may be
developed through kernel pipe mechanisms. The following commands may
be implemented for network (e.g. Ethernet) driver configuration.
I.Open: This command may be sent from the Host, and may facilitate
opening the ND network driver 308 to enable transmit and receive
functions. The Open command may also be used to assign a MAC address
or get the MAC address if it was already assigned within the ND.
2. Close: This command may be sent from the Host to close ND Network
Driver 308 to disable transmit and receive functions.        3. Ping:
This command may be used by the Host to check if ND Network Driver
308 is alive. A live ND Network Driver would respond to a Ping
command.        4. Set Rx Filter: This command may be used by the
Host to configure multicast settings. 



5. Get Statistics: The Host may use this command to retrieve packet
and errors counters from the ND Network Driver 308.        6. Clear
Statistics: The Host may use this command to clear the statistics
counters within ND Network Driver 308.        7. Get Link Setting:
The Host may use this command to retrieve the current link speed and
duplex from ND Network Driver 308.        8. Set Link Mode: The Host
may use this command to set the link speed and duplex in ND Network
Driver 308. [0055] Pass-Through mode  Pass-Through (PT) mode may be
designated as a special mode, illustrated in Fig. 7. With PT mode
enabled, data may be passed directly from ND network Driver 308 to
Host network Driver 302. A module in NTC 412 may receive the data
from ND network Driver 308 and provide it to HBI interface 304.
Similarly, data may be passed directly from HBI interface 304 to ND
network Driver 308 through NTC 412. Fig. 7 also illustrates the path
that data may take in the offload mode, involving network stack 410
of ND 162. In PT mode, the data may bypass network stack 410, thus
not being operated on by any streaming applications 408 that may be
configured to run on ND 162.  WO 2008/058254PCT/U52007/084152 



[0056] One example of when the Host system may be operated in PT mode
is during boot up. When the Host boots up, it may need to acquire a
network address (e.g. an IP address through DHCP - Dynamic Host
Configuration Protocol), in which case ND 162 may operate as a simple
network controller (e.g. simple Ethernet controller), passing all the
data traffic to the Host. As a result, the Host may receive all the
traffic, and obtain the network address (e.g. IP address) from the
network. After the Host has performed address discovery, it may
communicate the network address to the ND, and once the network
address has been communicated to the ND, the ND may be taken out of
PT mode and begin filtering incoming packets and/or data received
from the network. PT mode may also be employed for de-bugging
purposes. [0057] One of the advantages of operating multiple TCP/IP
stacks on a single Ethernet interface is the use of the same IP
address and MAC address by all network stacks, enabling applications
to run synchronously on two or more processors, in this case on a
processor configured on the Host, and another processor configured on
the ND, while simultaneously providing access to the network to at
least one of those processors. In general, the Host processor may be
configured to execute various control software routines, while the ND
processor may be configured to execute a variety of data intensive
code. For example, UPNP (Universal Plug and Play) applications may be
loaded onto the Host, while streaming applications may be loaded on
the ND, which may thereby be configured to receive the video data and
process it. When operating in offload mode, an OS (operating system)
kernel construct, e.g. a Linux firewall architecture, may be used to
implement network traffic control, to remain agnostic to network
frames. Filtering may be performed at any level such as at the IP
address, protocol (TCP, UDP) and/or Port number levels. When
filtering is performed at the kernel level, no data copying may be
required as the same socket buffer may be used. Thus, the Host may be
configured to operate in concert with the ND, using any one of a
variety of commercial operating systems. [0058] Further modifications
and alternative embodiments of various aspects of the invention may
be apparent to those skilled in the art in view of this description.
Accordingly, this description is to be construed as illustrative only
and is for the purpose of teaching those skilled in the art the
general manner of carrying out the invention. It is to be understood
that the forms of the invention shown and described herein are to be
taken as embodiments. Elements and materials may be substituted for
those illustrated and described herein, parts and processes may be
reversed, and certain features of the invention may be utilized
independently, all as would be apparent to one skilled in the art
after having the benefit of this description of the invention.
Changes may be made in the elements described herein without
departing from the spirit and scope of the invention as described in
the following claims.  Claims: 1. A network device comprising:
a first interface controller configured to transfer data between the
network device and a host processing unit;       a second interface
controller configured to transfer data between the network device and
the host processing unit; 



a network interface configured to interface the network device with a
network; and a control unit configured to perform one or more of:
receive incoming data from the network via the network interface,
process the incoming data, and transmit the processed incoming data
to the host processing unit through the second interface controller;
and            receive outgoing data from the host processing unit
through the second interface controller, process the received
outgoing data, and transmit the processed outgoing data to the
network through the network interface;       wherein the first
interface controller, the control unit, and the network interface are
together configured to enable the host processing unit to transfer
other data between the host processing unit and the network through
the network interface and the first interface controller; and
wherein the host processing unit and the control unit share a same
network address. 2. The network device of claim 1; 



wherein the first interface controller comprises a host bus interface
controller; and      wherein the second interface controller
comprises one or more streaming controllers configured to transfer
streaming data between the network device and the host processing
unit; and wherein the network address is an IP (Internet Protocol)
address.          3. The network device of claim 1, wherein the first
interface controller, the network interface and the control unit are
together configured to enable the host processing unit to transmit
and receive the other data to and from the network through the
network interface and the first interface controller simultaneously,
with one or more of:            the control unit processing the
incoming data, and transmitting the processed incoming data to the
host processing unit through the second interface controller; and
the control unit receiving the outgoing data from the host processing
unit through the second interface controller, and processing the
outgoing data.       4. The network device of claim 1, wherein the
control unit is configured to use a respective network stack in
processing the received incoming data, wherein the respective network
stack used by the control unit is distinct from a respective network
stack used by the host processing unit in transmitting and receiving
the other data. 



5. The network device of claim 1, wherein the control unit comprises:
a local processing unit; and       a memory configured to store
firmware instructions executable by the local processing unit;
wherein the local processing unit is configured to process the
received incoming data and the received outgoing data according to at
least the firmware instructions.       6. The network device of claim
1, wherein the network device is an integrated circuit.       7. The
network device of claim 1, wherein the second interface controller is
configured to simultaneously transfer data from the host processing
unit to the network device and from the network device to the host
processing unit. 


