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ADAPTI VE JUNK MESSAGE FI LTERI NG SYSTEM Abstract: The
inventi on relates to a systemfor filtering nessages-
the systemincludes a seed filter having associ ated
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(57) Abstract: The invention relates to a system for filtering messages - the system includes a seed filter having associated therewith
a false positive rate and a false negative rate. A new filter is also provided for filtering the messages, the new filter is evaluated
according to the false positive rate and the false negative rate of the seed filter, the data used to determine the false positive rate and
the false negative rate of the seed filter are utilized to determine a new false positive rate and a new false negative rate of the new
filter as a function of threshold. The new filter is employed in lieu of the seed filter if a threshold exists for the new filter such that
the new false positive rate and new false negative rate are together considered better than the false positive and the false negative rate
of the seed filter.



The advent of gl obal communicati ons networks such as
the Internet has presented conmercial opportunities
wo ovo40®a6hi Nng vast nunbers of potential custonErBUS2003/041526

El ectroni c nessaging, and particularly electronic nai
("e-mail"), is becomng increasingly pervasive as a
means for di ssem nating unwanted adverti senents and
pronotions (al so denoted as "spam') to network users.

The Radicati G oup, Inc., a consulting and market
research firm estimtes that as of August 2002, two
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The advent of global communications networks such as the Internet has

presented commercial opportunities for reaching vast numbers of potential customers.
Electronic messaging, and particularly electronic mail (“e-mail®), is becoming
| increasingly pervasive as a means for disseminating unwanted advertisements and
promotions (also denoted as “spam™) to network users.
The Radicati Group, Inc., a consulting and market research firm, estimates that
as of August 2002, two billion junk e-mail messages are sent each day - this number is

expected to triple every two years. Individuals and entities (e.g., businesses,



al one the amount of time required to properly effect

such training. Another adaptive filter training
wapproash i s to enploy inplicit training cues.PEDUS2003/041526

exanple, if the user(s) replies to or forwards a
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replies to or forwards a message, the approach assumes the message to be non-junk.
However, using only message cues of this sort introduces statistical biases into the

training process, resulting in filters of lower respective accuracy.

Still another approach is to utilize all user(s) e-mail for training, where initial
labels are assigned by an existing filter and the user(s) sometimes overrides those
assignments with explicit cues (e.g., a “user-correction” method)—for example,
selecting options such as “delete as junk” and “not junk”—and/or implicit cues.

Although such an approach is better than the techniques discussed prior thereto, it is

still deficient as compared to the subject invention described and claimed below.
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er},]?alisgx)f%gtlon of the message, the initial classification being performed automatically

by the seed filter when the user receives the message. The threshold can be a single
threshold value, or selected from a plurality of generated threshold values. If a
plurality of values is employed, the selected threshold value can be determined by
selecting, for example, a midpoint threshold value of the range of eligible threshold
values (e.g., the threshold value with the lowest false positive rate, or the threshold
value that maximizes the user’s expected utility based upon a p* utility function).

Alternatively, the threshold value can be selected only if the false positive and false
3



the present invention is intended to include all such
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forth in order to provide a thorough understandi ng of
the present invention. It nay be evident, however,
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The present invention is now described with reference to the drawings,

wherein like reference numerals are used to refer to like elements throughout. In the
following description, for purposes of explanation, numerous specific details are set
forth in order to provide a thorough understanding of the present invention. It may be
evident, however, that the present invention may be practiced without these specific
details. In other instances, well-known structures and devices are shown in block
diagram form in order to facilitate describing the present invention.

As used in this application, the terms “component” and “system” are intended
to refer to a computer-related entity, either hardware, a combination of hardware and

software, software, or software in execution. For example, a component may be, but
5
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I rdver ddyesulithbls lcommunication architecture. For example, conferencing
applications thét facilitate a conference between two or more people (e.g., interactive
chat programs, and instant messaging programs) can also utilize the filtering benefits
disclosed herein, since unwanted text can be electronically interspersed into normal
chat messages as users exchange messages and/or inserted as a lead-off message, a
closing message, or all of the above. In this particular application, a filter could be
configured to automatically filter particular message content (text and images) in

order to capture and tag as junk the undesirable content (e.g., commercials,

promotions, or advertisements).



filter 106 will be interrogated for junk information
associated with junk data. The junk information nay
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mail such as “loan”, “sex”, “rate”, “limited offer”, “buy now”, etc.; message text
features, such as font size, font color, special character usage; and embedded links to
pop-up advertising. The junk data can be determined based at least in part upon
predetermined as well as dynamically determined junk criteria. The message is also
interrogated for “good” data, such as words like “weather” and “team” that do no
typically appear in junk mail, or mail that is from a sender or sender IP who is known
for sending only good mail. It is appreciated that if the product were shipped without
a seed filter, initially, without any established filtering criteria, all messages pass

untagged through the first filter 106 into a user’s inbox 112 (also denoted the first
7



actions or nessage processes: the nessage is read and
remains in the inbox; the nessage is read and

wo orowarded; the nessage is read and pl aced i n BEEUS2003/041526
folder, but the trash folder; the nessage is
responded to; or the user opens and edits the nessage.
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ef fectiveness of the first filter 106. Thus as the

udles sysry K monigss Higesuser aghiang &ef ESSRERPIQERSPES) Higgiiser
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preconfigured into the user correction component 114 so that as the user initially
reviews and performs actions on the messages, the system 100 can begin developing
the false positive rate and false negative rate data for the first filter 106. Substantially
any user action (or message process) not preconfigured into the user correction block
114 will automatically allow the “unknown” message through to the filter output 112
untagged until the system 100 adapts to address such message types. Itis to be
understood that the term “user” as employed herein is intended to include: a human, a

group of humans, a component as well as a combination of human(s) and

component(s).
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aspect of the invention relies upon two prem ses. The

f inewttraining in view of user verification of false positive and false negative
identifications. More particularly, the system 100 employs data tagged with junk and
non-junk labels determined via a user-correction method. Using this data, false
positive (e.g., non-junk messages erroneously labeled junk) rate and false negative
(e.g-, junk messages erroneously labeled non- junk) rate are determined for the first
(e.g., existing or seed) filter 106. The same data is employed to learn (or “train”) the
new (e.g., second) filter 108 — the data is also employed in connection with

determining the second filter’s false positive and false negative rates as a function of

threshold. Since the evaluation data is the same as that used to train the second filter,
9



premse is that the first verification (e.g., user
correction) contains no errors (e.g., the user does
woot4dedset e as junk a nmessage that is non-j unkpCT/URZH@3/041526

this prem se, data |abels, while not always correct,
are "at least as correct” as |abels assigned by the
first filter 106. Thus, if the second filter 108 has

no less utility than the existing filter according to
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conmput er user. Another reason that the second filter
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return to the issue of determ ning whether the sécond
f iak theer firkOBltersl O etepandlesRef the nsarly spoeifit atiktyGundjont her e

is illustrated a aph of _perfaormance tradeoffs
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(ar aperiancs to i inéxperenced comantar user Another reason that the second
filter 108 may not always be as efficient as the first filter 106 is more subtle. It
depends on two facts: filters are not perfect, and may not be calibrated. Both of these
facts are discussed in turn, and then we will return to the issue of determining whether
the second filter 108 is better.

Referring now to FIG. 2, there is illustrated a graph of performance tradeoffs
with respect to catch rate (percentage of spam correctly labeled, equal to one minus

the false negative rate) and false positive rate (percentage of non-junk labeled junk).

As indicated herein and as would be appreciated by one skilled in the art, no filter is
10



known as a receiver-operator curve (ROC) 200. Each
poi nt on the curve corresponds to a different
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threshold (p*) for junk can be defined via the following relationship:

P*:Z%NH)

wherein N is the number of messages, and N can vary among users per class.
Thus users in this class are said to have a “p* utility function.” With this
understanding, if a user has a p* utility function, and if the second filter is calibrated,

then an optimal threshold can be chosen automatically—namely, the threshold should
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of probabilities that the second filter 108 assigns to
nmessages. The second notion is that filters may or nay
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user corrections contain no errors (an example error would be when the user deletes as
junk a message that is not junk.) Under such assumption, the labels on the data, while
not always correct, are “at least as correct” as the labels assigned by-a first/seed filter.
Thus, if a second filter has no less utility than the first filter according to these labels,

the true expected utility of the second filter is no worse than that of the first filter. The

second assumption is that all users prefer lower false positive and false negative rates.
12
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assunption, if both error rates of the second filter
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first filter (Accuracygr). If YES, the appropriate threshold is selected and the second
filter is deployed for filtering the incoming message, as indicated at 316. If NO, the
process proceeds to 318 wherein the first filter is retained to perform incoming
message filtering. The process dynamically cycles through the aforementioned acts as
necessary.

The accuracy analysis process can occur each time the user-correction function
occurs such that the second filter(s) can be employed or deactivated at anytime based
upon the threshold determination. Because the evaluation data of the first filter is the

same as that used to train the second filter(s), a cross validation approach is employed.
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t hapeanelyc an singplapptisicalmatadlsis indicdes taeift hat the error
rate of the second filter is no worse than the first
filter (e.g., when f = 2, X 97.5; when f = 0; x =
50). To be conseryatj er k1l or k2 is equal
to zero, then theklvaﬁ?uef ( bﬁ shoul d be used in the
square root (sqrt) term Note that x is a conservatism
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Mysdn P b IRRIted Rl odd@nIREPPEOxEhAERT-(S) sirs tHaetHekror rate of the
than the first filter before de JOl oyi hg the second

f isbcomd (fdYer isTho worse ttaaithe firsf Gkter (e.g., when f=2, x=97.5; when = 0; x =
50). To be conservative, if either kI or k2 is equal to zero, then the value of one
should be used in the square root (sqrt) term. Note that x is a conservatism adjustment
- when x is close to 100, the certainty must be higher that the second filter(s) is better
than the first filter before deploying the second filtex(s). This certainty (or
uncertainty) computation includes the assumption that the errors between the first and
second filter(s) are independent. One approach to avoid this assumption is to estimate
the number of errors in common, that is, the number of errors that there should be
under the assumption of independence. If k more errors than this number are found,

replace kI and k2 with (kI-k) and (k2-k) in the above computation. Additionally, as
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sel ecting the "not junk"
button, messages that were read and not deleted, messages that were forwarded, and

messages to which the user replied.

A third approach is that the system can use probabilities generated by a
calibrated filter (e.g., the first filter) to generate a better estimate of the false positive
rates for the second filter. Namely, rather than simply counting the number of
messages with a non-junk label in the data and a junk label from the first filter, the
system can sum the probability (according to a calibrated filter) that each such
message is normal (non-junk). This sum will be less than the count, and will be a

better estimate of the count had the user thoroughly corrected all of the messages.
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fromthe current I§e EieQ%fScQ sl (1S1CS)

ICS = Index of Current Setting
IMAX = Index of Max Setting
IMIN = Index of Min Setting

W= .5W/SHL

If the new filter does better at this setting, then add its weight to TotalWeight;
otherwise, subtract its weight from TotalWeight.
Note that this algorithm only determines whether or not the new filter is better

at each threshold setting. It does not take into account how much better or worse the
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enadbllejunkrekmail fitteling. | Theewsencan alfrechowssy tocsalecayamus tryekseof e-

to sel ect varjious |evels of e-.
mail protection. For example, a second option 412 allows the user to select a Default

filter setting that catches only the most obvious junk mail. A third option 414 allows
the user to choose more advanced filtering such that more junk e-mail is caught and
discarded. A fourth option 416 allows the user to select for the receipt of e-mail only
from trusted parties, for example, parties listed in the user’s Address Book and on a
Safe List. A Related Settings area 418 provides a means for navigating to those listed
areas, including Junk Mail Filter, Safe List, Mailing List, and Block Sender List.

Referring now to FIG. 4b, there is illustrated a user mailbox window 420 of
the user interface 400 that presents the user Mailbox features. The mailbox window
420 includes the menu bar 402 that includes, but is not limited to, the following drop-
down menu headings: File, Edit, View, Sign Out, and Help & Settings. The mailbox
window 420 also includes the link bar 404 that facilitates navigation Forward and
Back to allow the user to navigate to other pages, tools, and capabilities of the
interface 400, including Home, Favorites, Search, Mail & More, Messenger,

Entertainment, Money, Shopping, People & Chat, Learning, and Photos. The window
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Referring now to FIG. 5, there is illustrated a general block diagram of an
architecture that utilizes the disclosed filtering technique. A network 500 is provided
to facilitate communication of e-mail to and from one or more clients 502, 504 and
506 (also denoted as Client,, Clienty,..., Clienty). The network 500 can be a global
communication network (GCN) such as the Internet, or a WAN (Wide Area
Network), LAN (Local Area Network), or any other network architecture. In this
particular implementation, an SMTP (Simple Mail Transport Protocol) gateway server

508 interfaces to the network 500 to pfovide SMTP services to a LAN 510. An e-mail
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provided for accommodating junk maﬂ that the user determines is junk mail and

chooses to store therein, although this may also be a trash folder. As indicated above,
the inbox folder 524 can include e-mail that was filtered by either the first filter 520 or
the second filter 522 depending on whether the second filter 522 was employed over
the first filter 520 to provide equal or better filtering of incoming e-mail.

Once the user has received e-mail from the e-mail server 512, the user will
then peruse the e-mails of the inbox folder 524 to read and determine the actual status
of the filtered inbox e-mails messages. If a junk e-mail got through the first filter 520,
the user will then perform an explicit or implicit user-correction function that

indicates to the system that the message was actually junk e-mail. The first and
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subst anha thy CPUUSI4 readd easrtAe Wsel dbgin bexebmfdrintasidn,fthe CEU 514
520, it may or may not be enployed. Filter traini

I n
c agcesses the first user filter preferences information for utilizing the first %lter 604 and

the second filter 606 for then filtering incoming messages that may be downloaded to
the client computer 602. The filter preferences information of all users (User;, Users,
..., Usery) allowed to log in to the computer may be stored locally in a filter
preferences table. The filter preferences information is accessible by the CPU 514
when the first user logs in to the computer 602 or engages the associated first user
profile. Thus the false negative and false positive rate data of the first user 610 for
both of the first and second filters (604 and 606) is processed to engage either the first

filter 604 or the second filter 606 for filtering messages to be downloaded. As
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be user selected to occur according to a nunber of

predeterm ned criteria, as indicated above. Referring
WOl G 6, there is illustrated a system BODUS2003/041526
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f icostctivngrodddd) Oare thbsdchndhiser i6¢8 flbwatoadsithe sweseapds, the false
filters (604 and 606) is processed to engage either
¢ megative nd T35 RESHI VS GRC JAlaTRY hEaaIPIRE P EdorrpRsously tagged
filtering nmessages to be downl oaded. As 20 WO
2@62%@95501 PCTI US2003/ 041526 i ndi cated herei nabove
i n acc@pdadion foi 4N heerdi2d cdensrd Usevg iy pronided irea frahsa similar

negative )
to that of the first and second users (610 and 618). As with all other users, the Nth

user 624 is restricted to only the user information associated with the Nth user 624,
and thus is allowed access only to the Usery Inbox 626 and Usery Junk Messages
location 628, and no other inboxes (614 and 620) and junk message locations (616
and 622) when utilizing the messaging application.

The computer 602 is suitably configured to communicate with other clients on
the LAN 510 and to access network services disposed thereon by utilizing a client
network interface 630. Thus there is provided the message server 512 for receiving

messages from the SMTP (or message) gateway 508 to control and process incoming
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interface 630. Thus there is provided the nessage X
s epyaaunicapion grthrtbe BAN A to access at least the message services provided
thereon.

According to one aspect of the present invention, the message server 702
performs initial filtering by employing a first filter 710 (similar to first filter 106), and
the client perform secondary filtering using a second filter 712 (similar to the second
filter 108). Thus incoming messages are received from the gateway 508 into an
incoming message buffer 714 of the message server 702 for temporary storage as the

first filter 710 processes the messages to determine whether they are junk or non-junk

messages. The buffer 714 can be a simple FIFO (First-In-First-Out) architecture such
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nmessages fromthe SMIP (or nessage) gateway 508 to
control and process incom ng 21 WO 2004/ 079501
WEDBR03/ 041526 and out goi ng nessages of tPET/US2003/041526
clients (602 and 632 (al so denoted CientN)), and any
other wired or wreless devices operable to
communi cate nessages via the LAN 510 to the nessage
server 512. The clients (602 and 632) are di sposed in
opar abmhessaganmeipiocedsed nn wifir$t-dohe-findhsebud! hasisadiceadeat

| east the nmessage services provigded ereon. Th P
e DB e RE R b er 5o M NS SED TG WP Ji bulercd

co b i ' ,
PR G B TR BT P RE R bl contgured
oproviie rheAbhde Iioritizatich aphtiet nateged faggedreittea teghar priority by the
aver agi ng, as described above utili
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that log therein. Referring nowto FIG 7, there is

i hlessige, atabtha meysage Wiy gentwiybetber the ieg§age hasasratisghmeny, size of

perforned on a pes e server ,702.
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GCN 508, hrdtePlo@évasf mctafs8pbbitivehi Lpemygittatrawdaalof the first
nessages (e.g., e-mail) to and fromone or nore

c FilitenT k0, a7 8dmin¥OBitcardn 308ple (bt ewpwie thedgrskilter 710 to determine
Clientl,dient2,...,Cie Th MIP . gat .
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?%éﬁa%ﬁ%s%ﬂoo?ﬁaﬁ e VinaRStcRel-ne ol Rediumide Wiy beesspedt of the

and nessaging entities on the LAN 510.
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false positive and negative rate data of the second filter 712 to determine when the
second filter 712 should be employed. If the results of the comparison are such that
the second filter rate data is now worse than the rate data of the first filter 710, the
second filter 712 is employed, and the CPU 514 communicates to the message server
702 to allow messages destined to the first client 704 to pass through the server 702
unfiltered.

When the user of the first client 704 reviews the received messages and
performs user-correction, the new false positive and negative rate data of the second
filter 712 is updated. If the new rate data becomes worse than the first rate data, the
first filter 710 will then be re-employed to provide filtering for the first client 704.

The CPU 514 continues to make rate-data comparisons in order to determine when to
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the client performsecondary filtering using a second
filter 712 (simlar to the second filter 108). Thus

WO pmeniaigl nessages are received fromthe gat evayr/60803/041526
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712 shoyyligdibged hpkimygboive, biicetthe usee $as dovidbadelienessages from the

conparison are such that .
message server 702, the user will then peruse the messages of the inbox folder 524 to

read and determine the actual status of the filtered inbox messages. If a junk message
got through the first filter 710, the user will then perform an explicit or implicit
user-correction function that indicates to the system that the message w‘as actually a
junk message. The first and second filters (710 and 712) are then trained based upon
this user-correction data. If the second filter 712 is determined to have a better
accuracy rate than the first filter 710, it will be employed in lieu of the first filter 710
to provide equal or better filtering. And if the second filter 712 has a substantially

equal accuracy rate to the first filter 710, it may or may not be employed. Filter
24



the second filter rate data is now worse than the rate
data of the first filter 710, the second filter 712

wo sooenplsoyed, and the CPU 514 conmuni cat es t o BPEBEUS2003/041526
message server 702 to allow nessages destined to the
first client 704 to pass through the server 702
unfiltered. Wien the user of the first client 704
reviews the recei ved nessages and performs
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(704, 706, and 708) could be determined by the server 702, and used to toggle
between the first filter 710 and the client filters 712, individually or as a group.

' Referring now to FIG. 8, there is illustrated an alternative embodiment of a
large-scale filtering system 800 utilizing the filtering aspects of the present invention.
In more robust implementations where message filtering is performed on a mass scale
by system-wide mail systems, e.g., an Internet service provider, multiple filtering
systems can be employed to process a large number of incoming messages. A large
number of incoming messages 802 are received and addressed to many different user

destinations. The messages 802 enter the provider system via, for example, an SMTP

gateway 804 and are then transmitted to a System message routing component 806 for
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the inbox folder 524 can include nessages that were
filtered by either the first filter 710 or the second

wo 2doue7950L2 dependi ng on whet her the second fiPCBUSZA2041526
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provi de equal or better filtering. And if the secand
f ithetragss7ges baing teansmiteddn giusgrligboxiguting exrepensal 832t Eheyuser

the first filter 7 At mayor t I .
T e g S O S e T
C 303 205 ths Ali8cdy8ent SDSIBE the uB&CIRE G Afidn ta@didsd) UAD BIutddfthe
predetermned criteria, as indicated above. It is

apEsEAgE &b du appeiprigieniser inboreof plueatits of ToB6inkagesA?g)(also denoted
utilize the ssa server 702 for filtering

né%‘%oég ?O’i?hgtemﬁ%?gﬁr ate data of the respective clients

(706 a &h iiskdoedbli@ft cofpRnbt d081ihd18dRRAbA binca

t he fi?gfsﬁglters7fg. %ﬁ%%:thenrespeétive clients &

( eAmbilitgl (7 Af)e messagesdramuenndhe Blten sybtetis €308k 836.pad$d 2yaacording
702 to enabl e

ol e ig cbagety o Fil Flaps saee® 0% AT 2nd 1) o
'auo%xﬁg}%ge Hrr%y ﬁ E’Fdﬁggm&s Thi96 eﬁﬂgcglgﬁk-mégg‘fgteﬁftz@glf%t shown,

server filter preference
clbuepdrt pff thé eneingesnpehait8d4) of thdfirst Edpensiene8es is datked up and
filter requirenments, Thus everﬁmggéfered

ssage s .
i FARIOL depargedass therfBrogglayt ferded %&%ﬁ@ SLgh information of
or . ! ; '
PGEIF EFRRIIR §8ch bt RSN v convo
t henpbhdre B 14 ablier inthusnghbdsegea 3R aadihas toyterhio thestheg@lter

destined to the first client 704 QP% be re%ui[ed tQ
beYHeBE E9emdi$) 21 wriildbe WRamme| quere ghde ysigR S 14 15 @pable of

cl L en; £ it GQUMETd [90Rd 812

85 B BEFREEL 12555 L AR 512

mesdads this Seofdng ghad ftaibatihepseitionshen lhat e sHOGmMMaYtIEe

required to be processed by - ] .
component 806 can process message load handling between all available filter
systems Filter System;, Filter Systems,... Filter Systemy.

The adaptive filter capability of the first system filter 808 will now be
described in detail. In this particular system implementation, the system administrator
would be tasked with determining what constitutes junk mail for the system 800 by
providing feedback as to accuracy of the filters to provide tagged/untagged messages.
That is, the administrator performs user-correction in order to generate the FN and FP

information for each of the respective systems (808, 810, and 812). Due to the large

number of incoming messages, this could be performed according to a statistical
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the first filter 710 of the nessage server 702, in

accordance with the results of the rate data
w@omwpariseons obtain therewith., It is further PCT/US2003/041526

appreci ated that the individual new rate data of the

i ndividual clients (704, 706, and 708) could be

recei ved and processed concurrently by the server 702

to determ ne the average thereof. This average val ue
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nkQﬂﬁk%ﬁ bet ween t he flrst filter 710 and the client
fllters individually or as a group, Referring now
to FIGn @lrthﬁmeeethﬁ@d {the,adrmiaisatonwould Bk agayele of messages
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éﬁﬁi b WHEB &8 e ¥dblisH ERNTaRE nEBSSBYEN) &Qﬁfaeseq)ogﬁ@@ (PBdate data for

addressed to many different user destinations.
Th&: fivesflsagySd 6 8 TRisdN /&P ratheiaptrlmhed elrsedsyrstl@mﬁmrd filfep818. If the

R ot T o5 SR PR v T 05T can

]‘?:BP %ﬂﬁ)?&ﬁt%]prg\gdré LISRAQ 3! Qéé'cﬁf%@en éocﬁ ttl‘lenﬁrsf BRIt 160 9When the

ter systens 808, 810, and al so denot ed
r a&mﬁﬁitraﬂ@i a}gamquﬁohhe nser Eéyﬂ‘ecﬂrm saﬁpllng fro8ythe dnffer 820, if the

Fi | Each fi | 808, 810, .
If}gﬂ?}g ﬁ@tp@gggz sgcqqﬂﬁlgqg&llét&?\gfprg%%%ﬁgﬁ{ f8 1t fl]ﬁ%’?ﬂ? the routing
ln‘it?& pofih 344§ 'd?%cessem% FEP Wb R 6hd flﬂé}t@ 8 and

1Cer systen1 I ncludes a routing control
C deranseithd Idesfape rowitg shguldéesadebebietchee theafirki filsdr 816.
systemfilter 816 and a second systemfilter 818. The

out put IhepYsiere cppiralcormanet S3f énteifaces F%themeraﬁﬂaessa@fgymmg
afcsm‘@ onneehed, éx%hgﬂg O&ﬁftﬂérepﬁwe% a4 rJ (g) ¢ ENRRLAib dhereof by
sto n prior (0]

g nmessages e nessa el ng

t ignsdthihisadior. 0THe th3&sn tai@X compbrieng 8@@1&9@ imafac82the oitpat buffer
user inbox routing}a qunent 822 i nterrogates _ each
ek shegemaining SyeETS stegat pdtlterRystea 18 Pr0dde sagppling

a:,?laf)?_ (1)1[1}%73662 {}%Qﬁe gys?entlso rTﬁer%%nﬁﬁlg{ratgreéﬁ el %:?gssggég*é&? ﬁg)8§ routing
OfcompBhatit 822 t3a tﬁé SySh comthD &sﬁlp&%t 8% &0ovdesee lopekation of thereof.
The accuracy of a filter, as described hereinabove with respect to FIG. 1, can
be extended to the accuracy of a plurality of filtering systems. The FN/FP rate data of
the first system 808 can then be used to train the filters of the second system 810 and
third system 812 to further enhance the filtering capabilities of the overall system 300.
Similarly, load control can be performed according to the FN/FP data of a particular
system. That is, if the overall FN/FP data of the first system 808 is worse than the

FN/FP data of the second system 810, more messages can be routed to the second

system 810 than the first system 808.
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performed by a respective filter system (808, 810,
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| aKke a sanpl e or nessages rom
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verity the accuracy of mnmessage tagging on the sanp]e.
Thensyyer elerEanies and Bwdiksnwash oByhichanaypke aper atively coupled to one

or more associated devices. The illustrated aspects of the invention may also be
practiced in distributed computing environments where certain tasks are performed by
remote processing devices that are linked through a communications network. In a
distributed computing environment, program modules may be located in both local
and remote memory storage devices.

With reference again to Fig. 9, the exemplary environment 900 for
implementing various aspects of the invention includes a computer 902, the computer
902 including a processing unit 904, a system memory 906 and a system bus 908. The
system bus 908 couples system components including, but not limited to the system

memory 906 to the processing unit 904. The processing unit 904 may be any of
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har dwar e and/ or software processing systemthat

i nterconnects to the filter systens (808, 810, and
W@1@)¥/079301 noni t or and control thereof. Any nesBEIyES2003/041526

incorrectly tagged would be used to establish the

fal se negative (FN) and fal se positive (FP) rate data

for the first filter 816. This FNNFP rate data is

then used on the second filter 818. If the rate data

ofaridae chinmetcidllyl availaiid frdcatdoss. Hebadwmieroptcesshu| amdmﬂlen equlti-

the second filter 818 can l?e enathﬁ{ad to. rov %8

|pr@gqssgrsar@}a@emrqsmlmaﬁ@eé@ﬁ Psdra fhe DrproREiBE B S04 en

t he [ r

ol 0 e BReOsRR BSG QR HEES oL including o

t H]@n@%ﬂm%rfmdrﬁcﬁy cBiBolies, apariphetah b drfiat locdl bnk esrfhg |aﬁy of a

filter 816, the routi nge cont r ol corrp%ent 814 w
pvwéssef qomBerF IR pVeilable s arshitcswEsnd be SYYep I%er%orar?86 includes

ne that
¢ B RE TS KRPFF T ul b PR HERE, GPUMERES, Apsi
8% Bul/Bltpits g@t@ﬁl (BOSH Qoﬁt‘ﬂﬁﬁ?ﬂhmﬁagﬁ]tineytham@blp to transfer
component 806 to exchange data therebetween, and

pindotingi¢ion BRiveCs Elementsvithiatbosorputer R, sighian 9IRS plai-up, is
The syste | conmponent 826 al so interfaces the
oﬁl‘f’fﬁﬁlt r%é&mg? the remai ning systens Filter

Syst engye comgﬁt&t G2 BYHEERNuties PhAY AR e8Pl 1 magnetic disk drive
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any such media may contain computer-executable instructions for performing the
methods of the present invention.

A number of program modules can be stored in the drives and RAM 912,
including an operating system 930, one or more application programs 932, other
program modules 934 and program data 936. It is appreciated that the present
invention can be implemented with various commercially available operating systems
or combinations of operating systems.

A user can enter commands and information into the computer 902 through a

keyboard 938 and a pointing device, such as a mouse 940. Other input devices (not
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machi ne. Referring nowto FIG 9, there is illustrated

a bl ock diagram of a conputer operable to execute the
walt@ehosed architecture. In order to provi de apdi/UsNE041526

context for various aspects of the present invention,

FIG 9 and the follow ng discussion are intended to

provide a brief, general description of a suitable

computing environment 900 in which the various
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a%of?ﬁe’cﬁeﬁkado one AN Fesmotb el &t@xlsds&ﬁraputrelﬂ&e@@ﬁipa@s(,s) 948. The
m cr opr ocessor - based or pr ogr ammabl e consuner

elrembteamnqmter@h 848 may be lae\/orbg@ih)noﬁ seweTcdpIREjerberouter, a personal
operatively gou pled to one
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envi ronhent s ere certain tasks are performed by
r eld@hatpdacdissi rehatidevo the sompater 20% althokg fctrmqugts ¢f brevity,

zmgh%@%y" o1 Faes Sei s Dostialrah e it GOTRE iy depicted
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eérence again t xenpl ary envi r onment
9Qnfednpldcaph effiies,ang:rpddei wids campetet setobritsshtiansieatd the
i ncludes a conputer 902, the conputer 902 including a
prigeasesi ng unit 904, a system nenory 906 and a system

bus 908, Ih gsed%}{ séitLAFN l?ng?% gﬂﬁg %Qﬁﬂln‘?&n? Yid @&hg@%gk%nected

i ncl udi ng,” but not e system ne

t Qoﬁﬁ@lobdﬂ@ﬁﬁﬁ@ka WiiohigtP® detwbheinpsrtace o5 adeptan956. Fhkn used in a
be any of 28 WD 2004/ 079501 PCTI US2003/ 041526
va /A0VIBeionag en vranynealAhe etmpites 9 ¥ueHY nglydes a modem 958, or

m 1(5: rcg nec&eﬁ%gg gm%%lc%lgﬁg se%lr toh the LAN, or has other means for

establishing communications over the WAN 954, such as the Internet. The modem
958, which may be internal or external, is connected to the system bus 908 via the
serial port interface 942. In a networked environment, program modules depicted
relative to the computer 902, or portions thereof, may be stored in the remote memory
storage device 950. It will be appreciated that the network connections shown are
exemplary and other means of establishing a communications link between the
computers may be used.

In accordance with one aspect of the present invention, the filter architecture
adapts to the degree of filtering desired by the particular user of the system on which

the filtering is employed. It can be appreciated, however, that this “adaptive” aspect
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processor architectures also can be enpl oyed as the

processing unit 904. The system bus 908 can be any of
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keyboard 938 and a pointing device, such as a nouse
940. Ot her input devices (not 29 WD 2004/079501
wEFEDABROD3/ 041526 shown) may i ncl ude a m cr oOIDUS200H41526

IR renote control, a joystick, a gane pad, a

satellite dish, a scanner, or the |ike. These and

ot her input devices are often connected to the

processing unit 904 through a serial port interface

942 that is coupled to the system bus 908, but may be

connected by other interfaces, such as a parallel

port, a game port, a univerpahvserial bus ("USB"), an

IR interface, etc. A nonitor 944 or other type of

divgyat aylamed ée is al so connected to the system bus 908

via an interface, such as a video adapter 946. In

addition to the nonitor 944, a conputer typically

i ncl udes ot 0 V|ces (not shown),
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devi ce or other common network node, and typic

i nesiduol deterraing tlag falge|popitive Frse angd t@ﬁéﬁ{s%n%@gw Y%’é@if the first filter
OFU]E%,EQ&? flét%rntngﬁla&%gp %&%{;’)Psglgv ra?é 5&0&]% fefl&grée%%\peoﬁ% associated

orage devi ce

| Lhshd @lcesl filtheas 0mheain sTanRERd,anterdl Phedeeond finalisid@ployed
a LAN 952 and a WAN 954. Such netmorklng envi ronnent s

abelieodthofipt fitter ifa tblfeﬁhC&@@SiSTé fiercthe pgcord filigesuch i ey new false

Eg\%\é\ﬁg‘%’% H agﬁlﬁ% V:q?rgtetai;]ent%g%ﬁgrtcioggxﬂg%ﬂ %%t%jr tilz?n fBe false
: E&GG&J & 9a1§é1?eghﬁ€@llat&ﬁttw@fﬂfst 8Rer.t hrough a net wor k
i hterface or adapter 956. Wen used in a WAN

net wor ki ng environnent, the conmputer 902 typically

| ud dem 958 ted t
coemrond a1 TRy Bl e RS54 P e sgpgsatver
f ﬁéteﬁgﬁlé@ hiRiing t&&@@é@és‘%ﬁ&t' BOBLAE b A& NANoS5ehk such

I nternet” The nbdem 8, may be internal
OEm@kWkaabﬁaugmmonnﬂmmqmmm&sthe systen1bus 908 vi a
the serial port interface 942. In a networked
envi ronnment, program nodul es depicted relative to the

conmput gr 90 %‘he ggstﬁﬁ Ir bR of e %@gcor%ﬁorp?roééﬁ &Quded overriding
the renpte neno storage devi ce will be )
app ﬁmnalaﬂ:sdﬁtht&bn dfhemasshyn the inoiah elasdificasios pevfnrmagdeautomatically

by the first filter upon receipt of the message.

4. The system of claim 1, the false positive rate and the false negative rate

derived from content of at least one of the messages.

3. The system of claim 1, the false positive rate and the false negative rate

derived from content of other user’s e-mail messages.
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exenpl ary and ot her neans of establishing a
communi cations |ink between the conputers nay be

wa@is@do7dson accor dance with one aspect of the precEUS2003/041526

invention, the filter architecture adapts to the
degree of filtering desired by the particular user of
the systemon which the filtering is enployed. It can
be appreci ated, however, that this "adaptive" aspect

30 WO 004/ ThedsetknPEITdIAisR DAY 4tadPBlteruaamiployed tvbhaol 8t new
fromthe | ocal user systen1§g%jroqnent back to the

rfalse Pasitive Tafjyls rer el thet of e Tusidtlish vendor where the
degree of filtering for a particular class of users
can be selected for inplenentation in systens produced
for sate atThd§sleacddlyim 1, fadseqmpitios raté and frlseqtegative rate
decides that a first batch of purchased systens are to
bésterprinndi afied af lopst @se pE 2 predeteBingd sUMgeiRfy ipkegiid Ran-junk

access to Lunk mail, th |t tting at the
fHESRES o fOF IR Sn%%ﬁﬁlet&?m’sﬂg}%?@r?s%é DO o O gh,
whereas a second batch of systens for a second class

of users can be configured for a |ower setting to al
nmore §.unk e sysfeor of deiimely. thg Hiresholdeselested{egm 8 plurplety of

adaptive n re of the present i1nventio can .
cSRaBrisd habt 2 Diss bt sl TRE TSR By R Aust opsRledy ghgpsine a
Cﬂe?ﬁ Snfbf H?We?a%thfeBl%]d iuk Bber difpfold @FESBIPFalues, a threshold
filtering, or 1T disabled, prevented fromaltering the

deflanivith $@bdst fedseaositivie.rate) andi asthedsbaldajpmedbat anaxgmizesiisey’s
networ k admi_ni strator yho.e er ci ses conpar abl e access

r $geeted LBy dss G Epen %’ﬁeu%ll‘tyﬁ‘éﬁﬁ‘ogyst ens suitably

configured with the disclosed filter architecture,

can al so inplenment such class configurations |ocally.

What has be€he siesti bbaddinabotie thireshloldedecexddngh e pluhlity o
present invention. It _is, of cours not possible to
deseshpldeyaligss e senvnd filisheBrioyshe? éit‘ﬁe%ﬁ gy f@éﬁb‘bﬂé‘fﬁf&w and the
or t,ho ' r (WY ;
Pl B R 5 he bl RIRES rfle RRAK!RE i Tulse pegative rate

apt theiyst feepginthZiethtdkméldmany further conbi nati ons and
pernmutati ons of the present invention are possible.
Accordingly, the present invention is intended to

enbr ace, al | ' i fi '

vari at fns TRasdh pEERl, Py nERGnarie ORfr@REof sccqndary

t Rer@PBE @dﬁﬂitfl lcainpBisinf tid esmfiksr, the syhemextpioying didtast one of
the term"includes" is wused in either the detail ed

deesesqdporfiliars fmideucofdhedrst Slienf g dhrgshodd exists fRfdhe pfgeqss one

inclusive,in a ner si [l y ising:
LR 3 B A AR e
t (efkt EGHRRleratibettet thad 116 RisBpositive and the false negative rate of the first

filter.

11.  The system of claim 10, the secondary filters comprising M filters (M
being an integer), the system selecting filter M; in lieu of the first filter for a particular

message, and selecting filter M, in lieu of the first filter for another message.

12. A computer-readable medium having computer-executable

components stored thereon to effect the system of claim 1.
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31 WO 211114 /117 9 5111 PCTIUS211113 /1141 5 2 6
CLAIMS What is clained is: 1. Adata filtering
weymtemsoconprising: a first filter for filterpamyus2003/041526
nmessages, the first filter having associ ated
therewith a fal se positive rate and a fal se negative
rate; and a second filter for filtering the nessages,
the second filter evaluated according to the false
posi tinme rapcompdtek bempadisgtiragsitinueg ciamel.of the first
filter, the data used to determne the false positive
rate and the fal se negative rate of the first filter
utiliz to,determ ne a.. f i:tive rate and a
nem1fa‘§e ﬁ%d@bW%éCP%?gmggg%Esgggﬁ&ga#bLythe second
filter as a function of threshold, wherein the second
filter is enployed in lieu of the first filter if a
thresht.d efipsrigble spmphingéyaerccormprisgre e systen af clae 1.
new fal se positive rate and new fal se negative rate
are together considered better than the false
posi tiyge anghd 88ifcdreaimeideiECoteddfea prsbihg dhiarasdistant, a
filter. 2. The systemof claim1, the fal se positive
rtalephaedortanleptoplcempnegat i ve rate determ ned accordi ng
to nmessages that are | abeled as junk and non-junk via
enpl oynent of a user-correction process. 3. The system
of clajm 2, \the, HR&' chRprishied i on process includes
overriding “an initial classification of a message,
the initial agkadgdtef for diltenng pesfagesyend haniogditst eeduracy dafa
the first filter upon receipt of the nessage. 4. The
spsoanedtheaesithhapd’ t ne fal se positive rate and the
fal se negat| i At
oneof 't he. feehf ffer EFTLKARS DERTLSARAAPI VR Rt

f @ksvigosténd/ectate daadht beohalidter evedatdd/eith dtedfirst accuracy
derived from content of other user's e-nmi éz messa

3gatythe duia peromoteepame ke it Aoatay slatagre vH %&igtdsﬁ%?%%ne the
? %el%lgxga %%cg:fe?: d%?aca% %qu;xétloih%rf tljll’é%lﬁ)gar)],lvﬁ:eg(%in 5 c&ﬁlﬁﬁl‘f@% employed

ve rate I s worse the first

f iflatiBfeshold eXRe By Slkeestdl filledbwohlthattthe sdcahd aconeriy tdatads

rate and fal se negative rate
considered better than the first accuracy data.

18.  The filter of claim 17, the second filter employed at least one of in

combination with the first filter and in lieu of the first filter.

19.  The filter of claim 17, the second filter employed when the second

accuracy rate is at least the same as the first accuracy rate.

20.  The filter of claim 17, at least one of the first accuracy data and the

second accuracy data comprises a false positive rate and a false negative rate.

21. The filter of claim 17, the first accuracy data and the second accuracy

data determined based at least upon one of message text and message content.
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determ ned after at |east one of a predeterm ned

nunber of junk and non-junk nessages are | abel ed and
we2Eretster m ned time has occurred. 8. The syspeEnuUs$003/041526

claim1, the threshold selected froma plurality of

generated threshold val ues, the selected threshold

val ues determ ned by choosing at |east one of an

average threshold val ue over eligible threshold

val ues22.a t Thesilted of claial 17k thwi fiidst fibevdsing adesé fitosddrived from

rate, and a threshold value that maxim zes user's

eRigEessEYE Qibgriysene-pad dgupon ap* utility function. 9.

The systemof claim1, the threshold selected froma

plurality of threshold values, the second filter

enpl oyesl oniye fiftet dkeclaigmi 7T, ahesRrspasiutdcy dataale@raidd aberding to a

new fal se negative rate are better than the fal se

puseIrcpuecticatrsoeass WhiksIIT Hi1seE Ievagyht the dajagvBichdiataip @ message, and

first, filter at that .thre [ d 0. Th of

c*a§? ?‘Heffleﬁ‘sﬁget Hel e@g%&r} Sk %Srg%g ¥ %ﬂdlﬁar ar- u)%‘ko e%éa F:Qondary

filters, the plurality conprising the second filter,

the system enpl oying at | east one of the secondary o

filter&4in [Thediltef offany 23, she yser-cemedtionpredepeianlyres overriding

exi sts for the.at ast one . secondary. filter such

C Aol G5 BerRee paPEt] itagh eSSl

n%&%ﬂdﬁ&l[ﬁ&ﬁhéﬁ?y flRPRhEEIheGRASAHEE Bdeltlt er than the

fal se positi've and the fal se negative rate of the

first filter. 11. The systemof claim 10, the

secondggy 1ot Soe B UG ML A D00 B
gb%ug s és:e{i Eé;%m%}l%& iﬂ% #%ﬁd ﬁ%ﬂ:l"’lﬁ at IFES 3868icieANS the first filter

el'ecting leu of the first filter for
abadeiaponagsdgectiohIvhefe Naspuleast twesiglabl e medi um havi ng
comput er - execut abl e conponents stored thereon to
effect the systemof claiml1l. 33 WD 2004/ 079501

PCT/ US2Q03/ %Isl: %&t%r oﬁainib‘l’ﬁ‘?ﬂ@ﬂfs‘? he Pl das d%ﬂmﬁxm%d according to a

systemof cla A network conprising the system
OErdzlle&hmmad sdiof dAtadaiotvablieh & bighuleicreg of evitaistyco b comséang
the systemof claiml1. 16. The device of claim15

bei ng one of: a personal data assistant, a telephone

or al 3Rt OP G QHRUL &f claihd 26,’%119&163&%}141{11@5 set P dhta iix?élﬁlﬂhg at least

one of a message that is tagged by the user as a non-junk message, a message that is
read and deleted by the user, a message that is forwarded by the user, and a message

that is replied to by the user.

28.  The filter of claim 17, the first accuracy data determined by a
probability value that is received from a calibrated filter, which probability value is

used to estimate a false positive rate of the first accuracy data.

29.  The filter of claim 17, the first accuracy data utilized to generate an

expectation value.

30.  The filter of claim 29, the second filter employed only if the actual

number of user corrections is at least the same as the expectation value.
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afirst filter for filtering nessages, and having

first accuracy data associated therewith; and a
waemensbi | ter for filtering the messages, andPdEUS200¢3/041526

associated therewith second accuracy data, the second

filter evaluated with the first accuracy data, the

data used to determne the first accuracy data are

utilized to determ ne the second accuracy data as a

function of threshold, wherein the second filter is

G R RUER TR CIRITES S RIS
b the fi Theubid 85 i
O TS iy B Rat B sknaTh epr

| than Ciishadcupidy \Fatahat tHaethirésheid. filter and in lieu of
the first filter. 19. The filter of claim17, the.
second filter enployed when the second accuracy rate
is at ast ,the 5. 11 ' rate. 20.
The fiPter GrMEraay o dh e REE SABKLE P,

accuracy daugeahthidgeralsegRoide 206 Ui @S Yalshaiepaiediatd Secciated
a false positive rate and a fal se negative rate. 21.
Thiethfa dee@filtef, cl ai m 17, the first accuracy data and

e AT Lo s v
i%ds/egg 29 1 GH dR2883h £ 4 16wk Bals@BositTerafel dnti@nedf fafsk dlefative

7, the first filter being a seed filter derived from
praec ebthemgwdillee as afsction whilireshatda an@3. The filter of

laim 17, th i ISt .dat t i ned. ' .
Lo User - COPIUERS WA TBIJHGLE (e dnh o 0T A prpalabriss
UG (Hahéw ritdat %h?ﬁﬁt Thd &g@fmﬂﬁe 288 bew!fR9S nd 2B ve rates are

nmessage as one of a junk nessage and a non jun
meggdge coddderdihieetter tHasthafof dleaseed fB¢r. t he
user-correction process includes overriding an
initial classification of the nmessage, the initia

cl assi {ircat | kGl | ISked
filter 3\%hen @Eg@}%@ﬁ%ﬂg}gg%@r{ggﬁ?&%@h%FtQ%g&f@ idlfa%aet%geofumn
c lfblehd hesdages sgooinand ndit-pnk enpéroplegmeder atdser-correction process.

threshold wvalue that is used to enploy the second
filter is at least as efficient as the first filter

based on * i : .S Joventiva
26, Thtrt1 oo ragtRaf SO, Bl PoBrect BT rock A Nces
devefidinpet ankocdidificaion af the message(s), the initial classification

performed automatically by the seed filter receiving the message(s).

35. The method of claim 32, further comprising deriving the seed data

from content of an e-mail message.

36.  The method of claim 32, further comprising deriving the seed data

from content of other user’s e-mail messages.

37. The method of claim 32, further comprising employing the new filter

when the new false positive rate is worse than that of the seed filter.
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predeterm ned set of data known with a high degree of
certainty to be correct. 27. The filter of claim 26,

wo b@4praoet er mi ned set of data including at | eBSI/USIN®R041526
of a nessage that is tagged by the user as a non-junk
nmessage, a nessage that is read and deleted by the
user, a nmessage that is forwarded by the user, and a
nessage that is replied to by the user. 28. The
filter3&f cThe nethdd of blaith 32 sfurthecemapisintpdeacrdeheg thafatse
by a probability value that is received froma
casithregniednd falsenegaliys @if %Bélﬁaﬁtﬂlﬁ g Prrelefegmingd gggnybgr of

dg%‘iéggé§0‘e ngl %S%)% a}é 146 léd'?‘taﬁ?%fpré(ﬁ?erﬁr{e%ttuﬂgﬁﬁjsr&a(rred.

of c al'm rst accuracy
data utilized to generate an expectation val ue. 30
The filter of claim?29, the second filter enploye

onl'y i39.t heThematiod of glaiie B2otmploaing by pev filteni “ilesneét‘f false

RS 70807 R DS PG s ot Pr e et pon pagof e

1ged fier 4t @sRat Gr&abRGERE cfan@ M veigied adlué 1 d@fleast zero.
threshol d values, the new filter enployed only if the

second accuracy data is better than the first

accura at t hold, .32.. A method of

faci | |%€fit ﬁjﬁedg’tegw ﬂtftcf?f 3 mg{)%pgg?en\aelg@tg?é@% 5 a

@érﬁﬁm’ﬁﬁ@é &l (HE nERBreARbefter ﬂ'tl@eecdi%@tﬂré@%ord%&mg than at a non-
ociated with a seed filter; training a newfilter

uturtdnz ihmeshsklewbttitey whirhswoi@iredt thiasholdbettivgdsia fliresheld other than
t he seed data n determ ni. ew fal se positiv

ke ning ool ran <egas Itrveiped vaRe hEn R ER Pl he
aﬁ?v@ flﬁtgllnﬁ d2sk ;ﬁftl?é Qb tréshofNG ufERhaY hibe B&?—cﬁl@é’ﬁt threshold

leu of the seed filter if a threshold
exdtsigs for the new filter such that the new fal se
positive and new fal se negative rates are together
consi dered better than that of the seed filter. 33.

The nephod af,cfgi B'Eﬁﬁcrl D% bl gisfn part the seed

dat a based upon messages junk and
non-j unk vi &ceivﬁﬂgcmlmjstaﬁfstﬁlta;smdec@:comi:ﬁ]t@n process.
34. The nethod of  claim 32, the user- correctl on
process i nchelEBinie Histigeyragh dpiaiof ihe sy 445 £ cat i on

of the mess i EQ the §Qonk Fiet @'Jlllﬁhgaﬁ]%'ffrktca%cﬁrg@y data;

determining a second accuracy data of the second filter as a function of

threshold; and

employing the second filter when a predetermined threshold value is

reached.

42.  The method of claim 41, the second filter employed at least one of in

combination with the first filter and in lieu of the first filter.

43, The method of claim 41, the second filter employed when the second

accuracy rate is at least the same as the first accuracy rate.

44. The method of claim 41, at least one of the first accuracy data and the

second accuracy data comprises a false positive rate and a false negative rate.
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performed automatically by the seed filter receiving

the nmessage(s). 35. The nethod of claim 32, further
w@owpnising deriving the seed data from cont ePtT/U$20831041526

e-mai | nmessage. 36. The nmethod of claim32, further

conprising deriving the seed data from content of

ot her user's e-mail nmessages. 37. The nethod of claim

32, further conprising enploying the new filter when

the new fal se positive rate is worse than that of the

seed filter, 36 WD 2004/079501 tPCT/ US200 /041(?@% 38.

The mefhod &he Betiomh ol slaimdly ferlgiAcoPasy Aga def Besreindy

t he f pasl i i atk: ¥

ot oey FERARL I thahEy B BB ot e Bl otent

non junk nessages are | abeled, and a predeterm ned

tinme has occurred. 39. The nethod of claim3

I 2,. .
enpl oyithg t Abe mefhod;atclaimi 41, theditiigrdesne ased filtgrdesiygd from

new fal se negativ s are together considered
bech?s“}ghoa{HerSﬁ%rte %\ah?ft@' seed filter at a current
threshold setting and a weighted value is at | east

zero. 40. The nethod of claim39, increasing the, i
wei ght d@. valThe mathad of séaimot Imilisclirsodccirgey faty deiermiged jageording

better at the current threshold settin han. at naon- .
i B SPRPURGI A SOrPPRY & Bty S monUE o Fo B R af g mail
Sﬁxﬁetsé A (RestthE 89081 fefbBess diltadT a jiilemetab€Rid a non-junk

t hreshol d, and decreasing the wei ghted val ue when

pendserggance of the new filter is worse at the current
threshold setting than at the non-current threshold
setting. 41. A nethod of filtering data, conprising:

recei viggg atyyk ?f?e'iﬁodaotf difist 47, ighd &%r—@&%cﬁoﬁ%?&%% fabhbey

determining a first accuracy data of the first filter;

t loakmidig dnhieitiabclassifidatioh ef thetd-nai nmgsaghethe inigal classification
accuracy data;. determnin secong accuracy data of

¢ mertgapaskatomitcally B the b alerdrhearine frralRgiaes Brreived
enpl oyi ng the second filter when a predeterm ned
threshold value is reached. 42. The nethod of claim

41, t hel9secdmd ridthddeof daipl Hl,dalrtladr chmpsisingeenpddyingithe second

filter when the threshold value that is used to generate the second filter is at least as

efficient as the first filter based upon a p* function where N is at least twenty.

50.  The method of claim 41, the first accuracy data determined according

to a predetermined set of data known with a high degree of certainty to be correct.

51.  The method of claim 50, the predetermined set of data including at
least one of a message that is tagged by the user as a non-junk message, a message
that is read and deleted by the user, a message that is forwarded by the user, and a

message that is replied to by the user.

52.  The method of claim 41, the first accuracy data determined by a
probability value that is received from a calibrated filter, which probability value is

used to estimate a false positive rate of the first accuracy data.
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conmbination with the first filter and in lieu of the
first filter. 43. The nethod of claim4l, the second

wo 2dower9senpl oyed when the second accuracy ratBCT/BESAD3/041526
| east the sanme as the first accuracy rate. 44. The
met hod of claim41l, at |east one of the first accuracy
data and the second accuracy data conprises a false
positive rate and a fal se negative rate. 37 WD
2004/ 079501 TRChHetHSa 00 81204 13 26irthdbeonTpresirggdnethual apleapgptaton
41, the first accuracy data and the second accuracy
dudlee brsed PP fﬁﬁé’ﬁﬁ‘yréfyqiaé%st upon one of e-nmail text
and e-mail content. 46. The nethod of claim4l, the
first filter being a seed filter derived from
processing Thégethsder chhmed3] emploging4le sethed fiitihady dfthe actual
claim4l, the first accuracy data ci}e?term ned accordi ng
t pumbarsd LS GOFIEeHINEAS Hrierst Bis SameRe iy FPELRYON Witews
the data, which data is an e-mail nessage, and tags
the e-mail nessage as one of a junk nessage and a
non-j upk NASEaBAcal 48er inteefaseelon Gatilivhtind ddtafiftdring, kkemprising:
user-correction process includes overriding an .
initial clas$ilter niarfasn agdptedhie comppyicaip withgeonfigaration system
[ itia% classification perfornmed automatically by the
f IFSOREPNS2 WHEn the e-mai| nmessage is received. 49,
The nmethod gfe&di@hdpht of e FINGF intRTHRE i rogei GNP fidtet Bgnfiguration
the second filter when the threshold value that is
usedrnaiogdoecafigutingtheddtenchodi | ter is at | east as

oher o N i s ateraaet opghtlhE BT HErRE R s By pes
lon ?atfdnriﬁ%)rﬁﬁﬁ&{ R the datdalar FiBadodesdh@di Ng to a

pre erm ned set of data known wth a high degree of
certainty to be correct. 51. The nethod of claim 50,

(e Pr o enried oot ol Sue (0L LR 1 LS SlFion
w?ﬁf%ﬁgﬁionafopg%ﬁé’sgﬁj th %@ﬁe hed aﬁ%ggaté‘@glegs%@?fiﬁgr. by the
sBge T hat f

user, a nes i's forwarded by the user, and a
nmessage that is replied to by the user. 52. The nethod

of claim4l, the fjrst accurac%{fg} ta determ Feglliby a
pr obabi%i t y ThsiRferfaerenl daimr-cdiev 2"?’&59?(13‘3 A _té{toéb'ser'
; glletec Eblem{[e‘r: [RvBis 91?&1? c%bé ttc\%lgéfé'fil!oﬂg of GefaiH® 8HndrRe & Shil WatBside.

Se positive rate I rst accuracy dat a.

58. The interface of claim 55, further comprising a user mailbox interface

for facilitating tagging of a message as junk.

59.  The interface of claim 58, the user mailbox interface facilitating access

to at least one of a junk mail folder and an old junk mail folder.
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38 WD 2004/ 079501 PCT/ US2003/ 041526 53. The net hod of

claim4l, further conprising generating an expectation
woaloge7dsesed upon the first accuracy data. 54.pdhes2003/041526

nmet hod of claim53, enploying the second filter only

if the actual nunber of user corrections is at |east

the sane as the expectation value. 55. A graphical

user interface for facilitating data filtering, )

conpr i 60-ng: Azomputerireddablerrhedien A AHE SAMPYLeE SKeARtAbIGINstructions

V\%th@gfconfi uration system .for configuring a filter;
ater CRHLUIRR S TPABIRC Tt PR S t8r i nterface for

receiving fj kt@miePrrifelias hﬁ@salgd':i‘ﬁfbfﬁ@i filér HaQIng associated
configuring the filter; and at [east one output of the
f ihetesvithi anfiabse fpasiéivé oate emhmTalsei negativegrafe; bnder

o gener at ch 6 FHGE 1ok EFT Sk (e GF<CrEsP bs SR b s

CRWidin d f8ht ElidBfosfRRrh@URAtHBIse hBEAFvERhE Me 19 used to
processing to generate an updated nessage filter. 57.

Theernihetiiedalee pbsitvaram &fd false nediltiee rae pf theifitst fdlter are utilized to
plurality of user- selectable f 'e%i er levels i ?cl udi ng
atleteranige 2 W fefe BRYRANA fale AARAIVEIR SCARBAREIRIF! R sesgid filter as
AR AR, FHPIR ol NG OO 1198 R e

MESAEEh@ES ekigrRkor H9 secOnd filret euchaha thé nel flse p&itivehete and new
user mail box interface facilitati ng access to at

| fedsstnegpivegpicar ipgribapFonsidgreddetiaiiflan hedplge pasilivend the false
fol der. 39 /079501 PCT/ US2003/ 041526 60. A
cBisalibert ol BT

medi um havi ng conputer executabl e
instructions for configuring a nessage filter,
conprising: a first filter for filteri ng nessages, the
first plltedheguinpgenmaddilamedivm pletlaip 60, the faljegpositive rate and
positive rate and a false negatjve rate: and a second .
P Feplhf rE R Bl Ford BB ol e Al P RS EPerein
eyal WaL&es thada! Ghith dath i& bR efradiPRe st tahll Gagsah@e Al message as
the fal se negative rate, the data used to determ ne

t hee 6fd jwek pussagewed pabe-jankdnesshge negative rate of the
first filter are utilized to

62.  The computer-readable medium of claim 60, the second filter

employed when the second accuracy rate is at least the same as the first accuracy rate.

40



determine a new fal se positive rate and a new fal se

negative rate of the second filter as a function of
wo booestwbd, wherein the second filter is enpl opEerUSIV03/041526

lieu of the first filter if a threshold exists for

the second filter such that the new fal se positive

rate and new false negative rate are together

consi dered better than the fal se positive and the

fal se 6hegatidaa Hberangsyseme CPPPEYING | ter. 61. The

conmputer-re im®60, the false

positive ra?g%% rﬁi%v lﬁ£$g%%gatlve rate determ ned

accordi ng t firsk SRy fof GilteLad ihemdssaee She Wt htdans for fillsdhg

reviews the data, which data is an e-mail nessage, and

t hayang associated therereidh a@eéseasosmyﬁéatéfan@ a Jf@mnmgg%ag?ée and

a non junk nessag

of claim 60"CY R g%gogﬁléteflpg {hem slgrgleelrs tlhg g\%t%rlleeanf of fﬂ@rmg being

Sg&RRg a&%%ﬁg\ﬁythé A1 V\A)o%ltﬁle rhRast tﬁehﬁlséaa t8& rhid %ftnerﬁﬁst means
accuracy rate. 2004/ 079501 PCT/ US2003/ 041526

68ur filledag.ahé ilata @5¢d1tg> detesming the talgsriiositivg ratmead shef folse negative
st. means for filterin

fi
s ae gl RS P Siiaea SRR 4 Bl Py S Bnd anew false
aﬁé pvarRd aéseéat%wlh] e hal $8cpAS kﬂéaﬂ@asr@fu%cé&goﬁhf‘e@h&@

tive rate; and new neans for filtering the
rm&smgesm newefiltegivg mans isfenaplbyeldtie fien gf thei frrgt ﬁlterrmlgnn@ns ifa
according.to_the fal§e positive raHg nd th
nHgashpifexiss for dhe Reyeliftering mpgngsuch that theinep PlSﬁ QOSI{l}ﬁ%rate and
d
¢ B HRERAb M ERRERE T Rl gy SRR okt A0S ARRRYL R he
t Galstaicghtivanatesofnbafifsaliterimpsedrisve rate and a new fal se
negative rate associated with the new filtering neans
as a function of threshold, wherein the new filtering
neans is enployed in lieu of the first filtering neans
if a threshold exists for the new filtering nmeans
such that the new fal se positive rate and new false
negati ve rate are together considered better than the
false positive and the false negative rate of the
first filtering nmeans. 41

41



