TI TLE OF THE | NVENTI ON Roam ng Queries Prior to
Associ ation/ Aut henti cati on BACKGROUND CF THE | NVENTI ON
wO L7085 THE | NVENTI ON [ 0001] The present i nveariBmwo7/000064
relates, for exanple, to a hechanismfor wreless
net wor ks such | EEE 802.1 1 to enabl e roam ng
VENTIGY

TITdde AFed Hiz 1Y oci ati on/ aut henti cation while
mai nt ai ni ng the advantages of power savi ng mechani sns.

Ro IRT¢(Bs SriofHb ARsdafiomRUthentichtiothen wi rel ess
| ocal area network (WLAN) access points are shared by
mul tiple service providers (e.g. in the case of

s rd t si ﬁ%ﬁ@_’ge ai rport owns the access
B YL ' ed by ot her operators,
such as T-Mobile), a technique called "virtual AP" can
FIEieD @R T HB [NMEMTSON i ng of the access point. Fromthe
nobil e station's point of viewit is as if there were
several different access points. Miltiple service set
identifiers SSIDs can be used by the same access point
[0009] THeRSYelset tnwiktion palbtes ol eranple] tteasmebRBARIM For wireless

traditional roam ng cases, the nobile station has a

netWiRs Rachl 4L EEEe802. 11 tMD@mél@I(etr@ammgr@qém@@ pri@pdger ,

Boi ngo(tm connecti on manager, or the like) that has a
aséd@@&dﬁa@tﬁ@ﬁéﬁﬁbn Widlerpalritaigning ties tavantage b of powertsaving

of SSIDs for access points to which the station can
meepanfsmhs. For a nobile station to sel ect the access

poi nt and connect, a valid SSID nust be used. Thus,

the access point shoul d broadcast that SSID and the

s AIQT I n other words,

- re—h . ' S ni ng whet her the robil e
st ation can or cannot access a given access point

o A B AT s e
muﬂ@?igﬁgﬁ&g drolRids! {eh. ¥ the! Bisé Oof Bfrp®PPHotspots in which the

airport owns the access point, but service is provided by other operators, such

as T-Mobile), a technique called “virtual AP” can be used to allow sharing of the
access point. From the mobile station’s point of view it is as if there were
several different access points. Multiple service set identifiers SSIDs can be
used by the same access point to support the different service providers.

[0003] In traditional roaming cases, the mobile station has a roaming client (e.g.
T-Mobile™ connection manager, Boingo™ connection manager, or the like)
that has a roaming directory. The roaming directory can be a list of SSIDs for
access points to which the station can connect. For a mobile station to select
the access point and connect, a valid SSID must be used. Thus, the access
poinf should broadcast that SSID and the mobile station should know it. In other
words, currently the burden of determining whether the mobile station can or

cannot access a given access point based on a roaming agreement is left



[0004] Wth current virtual AP solutions, the access
poi nt cannot sinultaneously broadcast all the SSI Ds
weuppmstes. Therefore, if the nobile station dees/1BmN7/000064
detect a supported SSID in 2he beacons, the nobile
station nust performactive scanning: it nust send a
t : e ofey e ' i
corgafE] TR mbBilk MafRT el HadRchell); SER by iibwnloading 2

|ongt!§:?|%its's 1D RS IR d@?%“st%ggf? ng, the list of the

ation prre‘}erred Ds can be rather | ong,

[OO%i] ﬁ/git@gﬂlbfe?'ﬁ_‘UiFtuéﬁAPr%@UﬁbH§ (98889 pbit YU ifHAt Fmultaneously

or exanp a mobil'e station may have 200

bro%?gtgﬁt r?g‘;ﬂﬁé; S§lUb°fsugg> hug?ﬁet'?éfﬁf‘@rif tABAdnfIHike &Rftion does not

support ed. In such a circunstance,

det%%? ia%ﬁcﬁtéd &g bBSEHRE NESRobHErdt8fion muis’é Regform active

I ons have been proposed according to wh

scd&iérﬁ%goft muasP8ehda *PfroBreoRieﬁ%t@ﬁg fo Qﬁé%ﬁﬂﬁ?ﬂt%viding a given

nse nessages. However, Ist 1s sti ['i'm ted,

ssffd it hﬁ%\ RE8s! BSirﬁr@%@rgﬁ@tif,' i Wil FtBirn [PQRitie Bhswer. When

I deas ve been present to extend the Probe Request

roaﬁt@ﬂg?ﬂ?@ﬁst%ﬁﬂ@ﬁ%ﬁifeagl%%iohfb@éﬁeé 9®ID$ Bah B ather long, which

_ e station can query the network for roan ng
carl eI bﬁfbrﬁ%ﬁvé'éi%@lﬂﬁg Y& lobtain 48/dliaeSEIR. Fei example, a mobile

managenment franes ~carry the request and the reply.
staﬁtsﬁ m@g' Rave TG0 TS| Fhidthes 1R dre UHRIUAIMBEY £and only the
or what realns are supported (not realistic, e.g. the

189th3rhagﬁé'e bappefted. Thlisa sUBRILEREEMskanES) thiel widbilesstation must
not scCale), or the nobile station queries the network

perf§ini 9189 gueresRepimizdtidrnBald et proposedldctdrding to which a
elther yes or no. The second option Is nore realistic,

listbstt IBIDsAcahapbapiovitibe AcBesasonsi ahd NRyole\Response messages.
retrieve the infornmation fromthe back end before

Holeives, the! Iisttis sail tivhitsd,tdved thndrefor ihenpiabléhrestl ekists,
since it is not realistic to expect the access point

[0008] [Bormeeiiuds tiarved baehhprdderitedntonexterid.thehPreber Request and
the access point nay not be able to reply

Prabe Rudpomseufrhynds in krioiobi waysthat ithe medbilesstation can query the
However, it may be necessary that the Probe Response

netwtzk|fobeoseing informeatiohi drealtémiativelynto Hefire tieanew management
very short period of tinme (e.g. 5ms, as currently
frames to carry the request and the reply. Two options are possible: the mobile
station queries for what realms are supported (not realistic, e.g. the list may be
very long and therefore the solution does not scale), or the mobile station
queries the network using its own Roaming ID and the network replies either
yes or no. The second option is more realistic, but has a drawback: the access
point may have to retrieve the information from the back end before being able
to provide the information to the station, since it is not realistic to expect the
access point to be preconfigured with all roaming info. Therefore, the access

point may not be able to reply instantaneously to the mobile station request.

However, it may be necessary that the Probe Response shall be sent to the



defined in the WFi Alliance) fromthe receipt of the

Probe Request. This requirenent may be needed for
woawgroseasi ng reasons. [ 0006] There is the nee#CTmB2007/000064

allow a nobile station to déscover whether it has

roamng in a certain access point (AP) w thout the

mobRBSsthAbNt HE 181l th&nsa %rg%ﬁd?ﬁgek‘noﬂoof time (e.g. 5ms, as currently

authentlcate/aSSOC|ate an requiring

deffitst |RUES WPP'AIR%FI&{ Ogl*ocfrﬁeﬂ%“reééfﬁf' 6F thét Probe e Request. This

Identifiers (SSIDs Anot her "scenari o in which

re L!'F@’n‘?éﬁﬂmﬁr}/ B8R I}f(ﬁﬁe@dvnhg reBisbhg. support of
formation se

rel ess | Vi ces exanpl e, 802.21

[OObG{] OF HEHe %“trﬁern‘ée@etd bibw B #fobilk étatIB'f'\etd decdvert Whether it has

ow the nobile station to access IS information

roap§ihgl iR é“é‘e‘f‘@m 'a%géé% e )a\VvitHBuiSmé hakdtfae thebhbsile station to

stat’i on can decl or not it wants to connect.

try Stb"pcgjthe‘hftICMé/Qb@ééaté‘fQﬁHHWItﬁ@)u%eféfqlﬁﬁﬁﬂSé@htlﬁaous probing for
I'nformation Service may require that Probe

differsttesd it sBt m]tuﬁew@ssmspf ormation carry the

queries and replies, such as’ 802.21 IS queries and

[000? 'Atﬁﬁhe%c@hla@mnmmﬁﬁpﬂo\re}n@n@w\@tbl@l feduired i ln@@y be in the
ce the queries are typically not processed by the

su;gfd‘ffséf ARirBledautinfeymiition" fedriiielsO Nfore example B0 2.2 1annformation
21 server in the network, and therefore t he reply

Sefive r(!E) e goRHHabliRe WishiiB ® wliow @mhobieistatioh to access IS
time fromthe recei pt of the Probe Request. [0008] It

| mfdl‘m/atﬂiﬁoo&%re nBatheticationssalidtidrn dolenat fibie serobilestation can
that are avail able from an access point before

deciié agmesnér cipaet fil ednty foorcaniest MBupportielfi whetléss information
w rel ess network information services standards, such

serdfcasEEEcB s 802,21 anforiatiorSService. n&yl\/hé,‘\dﬁ){r@lfhé*ﬂl?robe Request
I NVENTI ON [ 0009] The present invention provides, for

an®FrobeeRespoRsS dformativincbany the cpssrigwant repliesy sach as 802.21
query froma station for sone information, the

IS 3ggﬁegﬂmngel tri?%lﬁ %ltﬁlﬁg@;iagdtﬁfagﬁdedhmenhble tifisrfomttion, since the
queries are typically not processed by the access point but by an information
server, such as an 802.21 server in the network, and therefore the reply may
not be available within a very short period of time from the receipt of the Probe
Request.

[0008] It may also be important to be able to identify services that are available
from an access point before attachment, specifically for information defined in
wireless network information services standards, such as |IEEE 802.21

Information Service.

SUMMARY OF THE INVENTION

[0009] The present invention provides, for example, a method in which an

access point receives a query from a station for some information, the access



that the station needs to re-request to obtain the

i nformati on. [0010] The present invention also
woravicdemss for exanple, a nethod in which an aeC&8B2007/000064

poi nt receives a query froma station carrying a

request and data for |nforrrat| on service such as

porﬁggdéﬂ ifi 6 QURBHENt PRISVIHEL irffbith bh%éﬁ?@é?rﬁ’d"l rms the station

entl ies whether it has the |n ormati on desire

thdlt The 'STRtid M f et fodre- Fétﬂigstt h8 obtaln ﬂﬂeeﬂﬁcgrgﬁ%fi@n e

rerequest to obtain reply tot

%Q&H{ ivehiBnP4188 Providue 7h L%&a%@@ Bl \EtI6& in which an
exa

an appar at us that can be used as an

acéé‘é%efjéjrﬂoféﬁelv@ea ?’Q'%Y FoH é@ﬁbﬂéﬁ%é‘f?ﬂ]ﬂg éorre uest and data for

receiving a reques I nformation f st at

ianﬂ?ﬁaﬁ&rﬁ)%"e% 8LER éé“BbQC%IeWﬁﬁﬂméﬂHn HRGRES( lg,gsm@ access point

request to e erm ne wh r the information i red

ideinﬁfl?é ?ﬁé’ﬂwérﬂt h?% tﬁ@ﬁﬁfcﬁ?ﬂéﬁtonmésﬁ@@aérﬁi Hﬁoﬁ%tthéfs‘ratlon that the

I nC es neans for Inf ormngt e station that the

staﬁb?tﬁéﬁﬂé‘ﬁ?ﬁé{ég frf FEbERH the r@bﬁﬁtb the st 21ng hﬁquest

ormat1 on I'n informng e station of the

[oqucmé? @sétﬂqﬁ%htloﬁ 56 ro /R ifdi Bkafle an'apratéﬁﬂis that can

t ca enabl e the station to re-request w thout

d'&d anr aeeaksipwinteThe! SpPardtle ihefllRs means for receivin
be%é(ﬁu onal ly, i nslé}fﬂgrm ng t%‘gérst at||on of tmee nr(‘eedogo ga

re L%S‘E%P%formétid}? fidfh &Y sY@tlld;hf The agparstusdgidotiaciude means for
ndicate to the station how long to wait before

proce@dfiy the ré&ﬁeéﬂf@déﬁimﬂﬁe agdieéther[thBlidformsticredeeiied is present
can be either a repeated request, or it nmay be a new

in 'tl@éluééﬁara'lfb'sls Thdeapparius cfiwerr dngludds meamnsafestinforming the
may be two different kinds of nessages. [0014] The

stafibAsAAt the seatioPReeds toreviedaest i ordantd ebtain tiee infoamation.
including a transmitter and a receiver. The term nal

Ihantﬂﬂ‘ﬁlh?UM@s!anoW ebtireenactli toste-request, sngaengedentifier can
regard| ng information desired froman access point,

be tihelogedt tHatecdn leHable qhe station toge-tequdst witheat having to repeat
poi nt, receive fromthe access point a first response
the'@sisiigofrtheussiuast. Abditioaalty niml infornimetheastationeoftthe need to re-
request, a time delay value can be provided to indicate to the station how long
to wait before requesting the information again.
[0013] The request can be either a repéated request, or it may be a new
request. Thus, the first request and the re-request may be two different kinds of
messages.
[0014] The present invention can provide, for example, a terminal including a
transmitter and a receiver. The terminal may be configured to prepare a first
request message regarding information desired from an access point, transmit
the first request message to the access point, receive from the access point a

first response message requesting the terminal to come back, wait a

predetermined amount of time, transmit to the access point a second response



predet erm ned anmount of time, transmt to the access
poi nt a second responsenessage regarding the
wonbwrosens on desired responsive to the first pPODEB2007/000064
response, and receive a secdnd probe response fromthe
access point providing the information desired. [0015]
. . i o N _
el BRI RS AN R ot et 18 irstprobe
v : r ;
regiitifie; Ynd EXEIFE S300M Brobd région gt fithn fie Rt point

préﬂ&@fg”mbi iﬂ?br‘?ﬁéﬁéﬁ%es‘i‘ﬁe%‘?smt to the termnal a first
pro

response requesting the termnal to cone back,

OO s PR, T 05 o e
poFﬂ?ﬁélﬁQ{ £a Q%rﬁﬁté Ad& feceiferPraRE alRBBe tfint i"érlfbnf{gured to
r a pro € access poin

ansm secon e response fromt
TR A 7 b o ST Phesied
ra SR 0% bl Iradper R P ASEARIuc bR AN come
baéﬁ,cé’é@ﬁ{%é‘ﬂwfghﬁ‘é(‘tithsqx?élré’&"fr%hi al¥tidnd-fecefve a second probe
I'Tustrates a signa ow di agram according to an
. e . O .
e B8 A I R Bl r S ans ROl e st frobe

reifinsle, aREOH hol%l]‘ 8 steofaRdbEERspBhse ol fh%eﬁﬁ:%s\;\? point

Invention; [O Fig. 3111 ustrgt es a signal
pralidiag 3kl iRfohaion Besiegess point refers to an 802.21
I nfolmati on server to retrieve the requested
i nformati on; and [0020] Fig. 4 illustrates a
j L f agr f ni cati on system
BRIEEDESRI AN LR RRARSEE o on
i nvent i on. DESCRI PTI ON OF THE PREFERRED EMBODI MENTS
I i i il rd i
[Od&%ﬁﬁ&]r”é% Z@Wﬁfge tﬁé@gﬁp@?ﬁ?lﬂ%ﬂgiﬁn%m bd %s%ﬁb%aggsg.gg%r detail

0-an e e enbodi nent that 1 nclu

badéd BhSprefeitbd iBodfifiehts RithYeféf@hceto the accompanying drawings

[} ot

in which:

[0017] Fig. 1 illustrates a signal flow diagram according to an embodiment of
the present invention;

[0018] Fig. 2 illustrates a processing flow diagram of an access point according
to an embodiment of the present invention;

[0019] Fig. 3 illustrates a signal flow diagram in which the access point refers to
an 802.21 information server to retrieve the requested information; and
[0020] Fig. 4 illustrates a simplified block diagram of a communication system

according to an embodiment of the present invention.



configured to be shared by nultiple networks, and may

be able to support | EEE 802.21 Infornmation Service.
wpQOZARMert ai N enbodi ments of the present i nvearimewo7/000064

can enabl e an access point 6ece| ving a query froma

EWDEBIBl!E Eég[ tgfﬁﬁEﬁ nt.s to reply
Frat the

access point can prOV|de thé-lnfa}natlon request ed but
T BraREER RGBS A HiFsed iAo fo an
ex%aﬂ‘[pg |%ﬁb%lrﬁ ﬁt”ﬁ%tt?ﬁcl%eérﬁl HP{SiB%én gEF@ ?’ﬁ%;@ﬁeées\j%omt may be

and he access po

cohfiGutdt &8 BB'dtRtebihy fiftiible Fotvfdiks 2hid 7B BeBblStPEupport IEEE

I'on enabl’e 'such "an access point“to In

803?4 yﬁg@@tlbﬁ SiRki@n that the nobile station needs to

or the’information. This indication nay

[Odﬁzcle e‘?fe{gﬁd?ﬁwﬁoaﬁn@{\tscgﬂelihkéaﬁ?séﬁ‘tdirﬁ@rﬁi%'ﬁ cgﬂoéﬁ%b-@%n access

nay op o) urn a query identl

po n@’r%@éh@ig tefq ﬁV] c‘t&ﬁ %%fe{ﬂd?? rtébrﬂéghi’orﬁﬁﬁtlon elements to

access po e need or Indicatin

re;?\ﬂatbnth'éhﬁ\dBSIfe"%@lbhowﬁﬁ' Wﬂ&l&ﬂh%ﬁ%@?% Hieesd! H@ln@fcan provide

uer I'er may be unique e access

thé(’ﬂg?f'mai—ﬁlélsr&ggt@ggad;ﬁg? tﬁéﬁﬁe"é@cési%; ;g‘iilﬁt‘blaﬂﬂot?P Pavide |t right away.

I's not aval e i nstantaneousl Yy

p{ BEGPRReRThB acddi ?Hﬁftﬁddé%”néﬁ\&?é thel |nformat|on requested
erence I'n a

subsequen query w thout the need

at fl’?é’ﬁ?érﬁ%h?l tﬁ’c—?? iedtis rb%gféff‘éhé QE\Q%‘BC@%Q -pOiRt RS uhéﬂleoto retrieve

resources nay conserve The access p0|nt

the{@gf ﬁoﬁpif'\ r%)fﬁ-'éirﬂer@e‘r'fd"n &rhb8BinYéhi4cof the invention enable such

ackDe eterm ned by the access point and

an! JEHeal rfbéﬁﬁt bohdieat tthe RidBirRAStativalthat thevmdbikebRition needs to
queryi the access point again. [0025] The Probe

tuﬁ? lég%ﬁﬁ Res BN HFfofmatiencs mgnn@réaﬁéheméyob@mwwqam a “come
tion elenents. A nobile station Can specify in
bagkPirfi€ati@sluest what information elenents it is
requesting. In a probe response the nobile station

[0023] The access point may optionally return a query identifier (QuerylD) to be

used by the terminal to query the access point again without the need for
indicating again the information elements required. The value of the query
identifier may be unique for the access point. Thus, when more than one
information element (IE) is requested and is not available instantaneously at the
access point, the query can be easily referenced in a subsequent query without
the need to repeatedly detail the information desired. Thus, radio resources
may be conserved.

[0024] The access point may also optionally return a time value
(ComeBackDelay) determined by the access point and indicating how long the
terminal ought to wait before querying the access point again.

[0025] The Probe Request/Response messages can be extended by adding



can get the requested information if supported by the
access point. Sone 'fixed information el enments may
wabhoeryso49e present. [0026] Figure 1 depicts a PCOMB2007/000064
according to an enbodi ment of the present invention.
The nobile station 110 nay send a Probe Request 112
neWwihfdifiestidr? efibatd) RAndsile @fatio??ééﬁ'specg‘;:@n d prabé Reluest what
are being requested. The access point ' 120 may
infOPh&tioh Wehitdits i 1€ 38AAksHRG YIN d Brbbe! fBisPonse th i i
n md%t e?y, or th§é1t Qgteécén%otmidnﬂ%l?gt@sgbprovi ‘?er%oblle station

cari g@'tl’hé ‘Peﬁﬁést@%ﬁin'f@rn?iét,%r'? Asup rr%?% ,Wittﬁe' #de¥s point. Some ‘fixed’

tuation nay occur | e nobile

inf%ﬂimmehﬁﬂfgj%agﬁﬁ%ggl D. The access poi nt

returns In a "“conme- P Response 122 the
s of o nf . L >
100268 165, MRy Roafochaluing B b B FEn: g prosont

inv%ﬁﬁoﬂ'.i tThé nfdtsiley é@tioﬁhﬁ Rreay sEneled FF8bEREGuéstt 1 £ ixtended to

at references the original” query 1n the form of

corlﬁbﬁpé e P65 (142 1 ERNIEWD HEdt S béifg dsfed edeeatbss point

| I
ength of a s(econd request fromthe~nobile station

12%%@ fBtergin@sSthal ® cinnedQeftim 1&jis Ef?@%ﬁi?dibtel?{]gw'tm it cannot

omeBackDel ay paraneter indicafing how I ong
imrife8idtesprivVida alfdly bo el mdbile BeitRIireqaeRdi THisAlate? Stuation
back™ Probe Request” 114, which nay be a second request

mal/cduraf, Terexaniple Miid @vbile staden 110 ABYrovider! a RoaminglD.
m ssing information. [0027] The nobile station 110 may

ThaRictes8paint €20 abfurABHN 3 “cdfméibackiRrobeRegponse 122 the list of
"cone- back" Probe Request 114 optionally containing

infd Fequdsted Mirus IE], dEfR Mhengvcass prirtol 20 emay eptionally provide
query. The anount of tinme may be the anount of tine

thel mebiletstdtion 1GowRackQrlerylD.aMhaQuietylletan semes deya ticket that
the nobile station 110, or a predetern ned anount of

reféiomees fthe adgiaas gpenin thadformy of Peobe RequredtH 12, amgl nvhich can
in a Probe Response 126. If the nobile station 110

be deed toatduestherlgnyth etadeworicheeqest-fltmkh&mobile station 110.
Request 114, the access point 120 may del ete the

The atoesapoint $20 enayp atsey dptionaltp provide a OunméeéBaekDielbyparameter
deni al of service(DoS) attack on the access point 120
indicagingthow 1ongrthehmobidmstatiorod 16fshould wait before sending a “come-
back” Probe Request 114, which may be a second request for the same
information in order to obtain the missing information.
[0027] The mobile station 110 may wait for a certain amount of time and send a
“come-back” Probe Request 114 optionally containing the QuerylD to relate the
new query to the previous query. The amount of time may be the amount of
time indicated by ComeBackDelay, an amount determined by the mobile station
110, or a predetermined amount of time. The access point 120 may then return
IEji, IEjm in a Probe Response 126. If the mobile station 110 does not re-query
by sending the come-back Probe Request 114, the access point 120 may

delete the information after a certain amount of fime to avoid a denial of service



mul titude of queries in order to consunme access point
menory. [0028] Meanwhile, while the nobile station 110
WwWO02001080498Q t 0 re-request, the access point 128CTAB2007/000064
obtain IEJi, Emfroma bagkend 130, by neans of a
retrieval request 124. The backend 130 may process the

Dd éﬂt@(‘:’l@bnrtﬁ@%%ées]szﬁoﬁﬁ?@l ZO%URIHedEnggn Ltl’:f:éF1 ?eh%réﬂ@n of a

cess polnt 12 data nessag

muﬂﬁu&@‘%ﬂ ({d@léseﬂ ORI to' REEThe ]a%%eéﬁg)d@?nf@h? dﬂgssage :

ypi cally be nmuch greater t

ooiaﬂwea&nwﬁnét\ﬁhnerthé#ﬁosiq@gtétmn 1¢6ds .t.@gﬁgweues Ut the

ting to send the "come- back

t
acc?a%@ Spdlh?ﬂQDOrhé '6bt‘éﬁﬂllﬁ?\léjrﬁcﬁﬁh a BacRERASESD, kglr s Inrﬂ%-“of a

tay active wal t 1 for an answer to its

retr%@?egggélﬁ%l% E%Ré'ﬁ& fﬁ(ﬁﬁi’ﬁi})‘)m r%s%ﬁﬁe"fétﬁé@al request 124

re-requests the 1 nformation

and BstURSYSHLESRMtPhehcédss peRit SUEICSE dfta trﬁésg@gé '1%2. The time

station 110 [0030] [f a le station is
betiv@eh ﬂnler@tnéoﬁle.%mwymt24(éﬁd)thé éﬁnégéé €hB2 may tgeécally be

exchangi ng data frames with ut mant to ret

mu@ﬁ@@ég@rltﬁgnfg,@,ﬁga t ar get access poi nt (AP2), the
nobi | e station does not need to remain on the AP2

[002OpTRE! mﬂbllbesmmh' 190 (dbexeABt heRd &P FEmB#AT l‘ac’u9(=30«k?l'=ille waiting to

Request . with an inactive nobile station,

sento khé e‘c&h@éthé@k@qﬂr&ﬁT‘R it q’26théFé3‘oﬁé‘GIf“@,@n whoB power, as
an appropriate anount of {inme has elapsed. Thus,

opp@%@@cw ﬁavmgft@%@éwa@wmwamﬁ@ foPahl gnswat te ritsC@ﬁgmal Probe
be avoi ded 0031]" The access point may retrieve the

Redudstr M. Bedtide tive Piobike statiork e 100 Feduedtd the information, the
rovi si oning of Wreless Access Points (CAPWAP) or

timiAgtdfanki reateiastAdrbe iat dhé eonvenibriss of ttié RbHik"élation 110.
[0032] The Probe Request can be extended with the

[003Waf agmdbile atatied isncanMédtede tvestfirbhfayomski point (APi) and is
El ement. The Probe Request can al so be extended to

actnggmtteha;%agﬁl (?émsfgmlzefwm ARRippat warits doretrieve information from
a target access point (AP2), the mobile station does not need to remain on the
AP2 channel while waiting to send the “come-back” Probe Request. As with an
inactive mobile station, the mobile station can come back to the AP2 channel
when an appropriate amount of time has elapsed. Thus, unnecessary
processing within the mobile station can be avoided.

[0031] The access point may retrieve the information using a protocol like
Control And Provisioning of Wireless Access Points (CAPWAP) or
Authentication, Authorization, and Accounting (AAA).

[0032] The Probe Request can be extended with the Roaming ID provided in a
NAI Request Information Element. The Probe Request can also be extended to

support a variety of IEs to support information service, such as 802.21

Information Service (IEs can be those defined in 802.21 specifications). The



Information Service (IEs can be those defined in

802. 21 specifications). TheProbe Request can be
wouni7hee49ext ended to support a Queryl D field. PODEBI007/000064

Simlarly, the Probe Respon$e can be extended to

support a variety of IEs to support 802.21 Information

Profié Refficst Fancie ftneresiriid theusbo FpteryiD field,
OB L R Rebpofle, E%@E%ﬁ%iﬁ?a@?ﬁ%@? a variety o
lEsCf%f gebp?ﬁﬁm oY |rE8fRLEEh 3B eRie %@Ubgnb@? 59¢ de défined in 802.21

access point stores the resu

spé’éiﬁéé{tl nr%ge Jﬁé%b@ﬂé sporis@t R l%"éé(téﬁ Lj {d's ?BBH & QuerylD

tatio t he "cone- back query,

field"TREPRIte REpdHiEcAR b%séﬁéﬁﬁeﬁrlgﬁ?ﬁ $oR % EveBackDelay

point to a egltlrraterm estatlon send a new
fielgequest to the access point before the legitimte
nobil e station and cause the access point to purge the

[OOBﬂl@éﬁ& OSe £ty Syﬁgldﬁa%héﬁbe skebid *besbéfhémn rﬂinS If the access

nobi e statiron/access p0|nt woul d fail on the cone

mhﬁ@foﬂééewe hesauseof e dd@cr?rﬂ’&‘té Qlveh ﬁﬁ)Hll@“@%tlon only until the

aval | abl e at the access poln One way to reduce t

mobiléksféftlohh'sén@‘st WK Torhéhddke gGemsSaPAbBkef C\Nﬁbofrﬁercepts the
he nobi |l e station MAC address. However, a hacker nay

coh?e-@'@'ck” tr@sé@ﬁ@é froen i becesatpdint Wﬁ%afgglmte mobile station
because the nobile station is not yet

couldt S@iH | £ AHeRdl/ R RSt oL tha édtetshepéﬁrﬂe@éfd?él tHe legitimate mobile

Sol utions are being introduced to stop

staﬁbhaém reseotHd REce8sVboint Qéspungb\/\mé&inﬁ#ﬁfatm k&treved for the
802.1 1 networks, but they will ['ikely apply only to

mobuéfﬁtatmﬁaﬂ'hdl/saﬁﬁécﬂr@bﬁé swiibhfactedisi pomt would fail on the come-
Addi tionally, certain i npl enment ati ons nmay al l ow a

badkoguéfy beahuss the infermatie lis kioolonger a\aiiddie MéGhe access point.
ress to send/receive Probe Request/Response

Onevsandesredutd &y rizkevethisngttackés or khé racsdssapbintdtoastore the
roam ng nobile station that perfornms active scanning

mobile estationbMAY] . afd OS] Howwvest ar hagkehendpbadablesto spoof the
of the nobile station associated with a

mobile station MAC address because the mobile station is not yet
authenticated/associated with the access point. Solutions are being introduced
to stop MAC hijacking/spoofing in wireless networks such as |IEEE 802.11
networks, but they will likely apply only to authenticated/associated mobile
stations. Additionally, certain implementations may allow a mobile station to
use a well known or random MAC address to send/receive Probe
Reguest/Response messages, thereby preventing a network from tracking a
roaming mobile station that performs active scanning (i.e. probing).

[0035] Thus, storing the MAC address of the mobile station associated with a

query in the access point would not entirely eliminate the security concern

discussed here. A simpler mechanism is for the access point to cache the result



query in the access point would not entirely elimnate
the security concern discussed here. A sinpler
woreiTasiodm i s for the access point to cache theCcT/1B2007/000064
resultof the query for a tilde that is predicted to be
slightly longer than the tine necessary for the nobile

of ﬁ%é‘tdé%“ry.tfbrsgntﬁnbhﬂlé?cof?p%&i'été’dl%ybe[él Iy Toveger than the time

present “i nventi1 on may advantageously enabl é curTe

netfét%%‘r\bﬁéﬂ tHONBGRANFBR- toF¥n E eBbMe-bAek 'Hi}é'vr\g?t

n
stati1on does not need to remain active while i ng

[ooggggﬁédpﬁés%ﬁiq%m? ‘fﬁ%f b@%,n%tgﬁly driafléfcirfent power saving

I Nng power savi ng. so, | nobile station is

meBRBARTHSIFbP exahhplel ﬁé%fééneoétaﬁoﬁ%és Aol rided to remain active

t
actively exchanging data frames with APlI, but wants to

Whﬂﬁt\y\lbﬁm 1B BEAB! HW doPiR- DK’ IPFolSE CREGURSE,Nthér¥fdde enabling
t he nobi AP2

e station does not need to remain on the

poEARBGINg\MAIsD, ViRithé Nobile SeBiohhs c6RNBCIRRL IO aPEi‘P@leaccess point

Request.” Addi tionally, certain embodinents of the
(APAZ\éﬁfH i®hciRePexEREHYIRY d2fa FEH0eS WithnAPIObusavamiseto retrieve
nory than it would I'f 7t were configured to have al

infdritatidd flomid Ritgay actasds poin(ARE),. theh@obileesiatiphi ddes not need
can store the result of the query in a generic way so

to ferahirPofethdl P2 eshdrelbghllet walted tdsetaithe “come-back” Probe
information (if relevant). Thus, the access point may

RedBést AddidofaMecaitaitr embidiments @fehkdadvientionndd ineit, require the
t hereby reduci’ng the nunber of tinmes that a come-back

aco8ss p&ine t6 usedPdre rhenicrythantie Womrdisit efercheonfigeed to have all
i nvention can enabl e an access point receiving a query

thef infePraationi dwailabis.i Infdct] tiheacdgdsopointican stereths result of the
the access point not having the information requested

quetly frhea npavsric gy rsojuget othereqaeried, nryd Hehaetuess the same
poi nt being configured to retrieve the information in

inforamdtian (¥, rélevant)l yThus,t tiee nadcéss goini eonaw aiatain a cache of
i ndication that the access point is able to provide

frequentiyh fequestedninfemeatior dtHareby haiducireg doe ansnper mf times that a
cannot provide it right away. Al so, certain

cometbabkmenist ogtut.he present invention can enable the

access point to indicate the termnal that the

[0088] Bewddin embodiments of the present invention can enable an access
point receiving a query from a mobile station for some information elements,
the access point not having the information requested at the moment the
request is received, and the access point being cbnﬁgured to retrieve the
information in real-time, to reply to the mobile station with an indication that the
access point is able to provide the information requested but that the access
point cannot provide it right away. Also, certain embodiments of the present
invention can enable the access point to indicate the terminal that the terminal
needs to query again for the information.

[0038] The access point may optionally return a query identifier QuerylD

(whose value is unique for the access point) to be used by the terminal to query



needs to query again for the information. [0038] The

access point may optionally return a query identifier
wQuernyis@9g whose val ue i s unique for the accessPODIBL0)7/000064

to be used by the term nal o querythe access poi nt

again without the need for indicating again the

. ti . o u _
ine, S6EE88 O ST WD EEINE el of el 84H, 0 Shommation

: ¢ . . Lo
el AR 125508 Thold i ERESp it tion element

| i 7 . i

IE ¥ ré@e&féﬂ %n'd”?y§ Hg?.a%ﬁ%ﬁl}t/aofnétéﬁféhe{cﬁw ARk ag?«ﬁsés point, and

acce poi nt may optiona return also a tine va

perfORRRES PR MY DIOSAIIRY dHinaRe Rt P RESWARE Imply a waste of
o T8 pinGry G ST tme v
CofRAI Y M SR B, T RSB b o
terﬁﬁn&rﬁélﬂ\g‘éiﬂzg%ﬁﬁﬁ&@r ing!thel dcéedy 6iﬁ?_ag§?rﬁss poi nt

may provi € i nformation. CI%GYMA the access

[0089] s WWW@%P?&@,%}?%&EQS%M ?né#r qr;gbéi[wcc)aoga]o 3 request for

re-request the information at a later t

infc?ﬁgét:ﬁ’érﬁ‘%rﬁbQVﬁaoW%ﬁ%téﬂtﬁmaCTﬁéSa@@éé‘é Folae9saY HeR tdecide 220

the nobile station re-request the information a

whétHer! fie ihfmdtidnh 2ancpe PRIvVidedBnraealdtdly. a [fieedn! Bhe access
to help sinplify the re-request and a del ay val ue or

poitt NAaY ph&lideaR3enahd anfditndidn.| e GthahwiRe, tihes errdekBepoint may

re-request at an expedient tine. [0041] As shown in

suddestr 2 @Bthdtthebblie statidn ps-reglesetit informraton edeeliter time.
0 the access point requesting data. The access poi nt

[0048Y ASt axplathéd Ebdas; kwhicPPehe eapesss point rigyasts €240 that the
station, providing a query ID and a cone back del ay.

mobhe statioy rebraguestithauaformation iaftYa tdter dnes,ythe hbcess point may
serial nunber. The query ID may be used by the nobile

providd aoquésy @ﬁemp%impﬁf)otharméqqast gnd T eetayrwahas br window
del ay may specify a delay in seconds or fractions

that hexyeehablethd heobilgbstationtiatsend tHerd-degaést dedwexpedient time.
requesting the data again. During the

[0041] As shown in Figure 3, the mobile station may send a probe request to
the access point requesting data. The access point may return a come-back
probe response to the mobile station, providing a query ID and a come back
delay. The query ID may uniquely identify the query with a serial number. The
query ID may be used by the mabile station to reference the original query.
The come back delay may specify a delay in seconds or fractions thereof that
the mobile station should wait before requesting the data again. During the
delay, while the mobile station is waiting to request the data again, the access
point may query an information server such as an 802.21 information server for

the data. The information server may reply with the data, but may take

significantly longer than 5 msec to reply. The delay may be designed to



delay, while the nobile station is waiting to request

the data again, the access point may query an
wonbaroses on server such as an 802. 21 i nf or mat POWIB2007/000064

server for the data. The information server may reply

with the data, but may take significantly |onger than

ac m%rttﬁerléﬁ Yh f()-f-l?iﬁ'lé]ﬁl]%yit 'T@)éx?%c?e‘if itlg%‘lgfgle: ﬁg@ﬁﬁﬁgbn server will

or the T'engtH of tine that it s expe

talﬁgglfgofcégﬁn%: ﬁ%ﬂﬁge@y&?é bpIeté§Pihe nﬁﬁil%rstbﬁggg{ér?d’s a come-

e stdtion sends a cone

badk PEbE sti® e g@€8§$33cﬁﬂf.m1’hg %ﬁ@f@a&agl‘o% i‘?ﬁguest may

uest may sinply identi e previous request us

sirﬁrfgﬁ Qe iti‘t%eEFé’MbGﬂgEymetkﬂﬁ?ﬁygiés_q%irWD greRidéd BySthe access

respon i'red infoormati on.

poinO4hk Sessss P%iﬁt' dél‘?ff‘feht r%%p@haﬁ%ﬂ%@ed’ésifgd HTSrmation.

present 1 nvention Inc udi ng an ormatl on server suc

[Oog%f\‘:f‘lgﬁﬁé i%ﬂluis'ﬂfa@é%hi SMbd8Ini8ht 3Bthe éP@séﬂ’cqrbéntion including an

may send a Probe Request 312 1 ncluding

infdPiRStAH sePfr 2dch %%BMWW%@‘HE%Hlé%’rVeLQQD?-Tﬁ'é‘ fhobile

access point 320 may determne that 1t cannot return

statibA 3RY gga;f gdndad PropERY é&t%@“ﬁ]dl@&i%pwwb aof

cone-b ' Probe Response 322 optional 'y 1'ncTuding a

862ony I andnpafarmBRoiDaliayy dHte. dFheHRcBEEHGMIN320 may

— return Tﬂe come- back Probe 'Response 322 nmay occur

detérfnihe tiRét iRRRhPROt W‘Eﬁﬁwhé rE§uBkRAPYatd Q\Qﬁ@qjé’ﬂé@y Rkl feturn in a

station 310 may wait for a certain anmount of ti'me,

“comé-‘ﬂéckﬁpréd%rﬁéﬁﬁaﬂsé 320heptieraEBaricRediny 4 Uy ke, a

d may send a "cone-back" Probe 'Request 314

CoffiB adldb &iayC oThaidutagminiey Qe st the ebaieebhBR Prelve Response
query to the previous query. The access point 320 may

322 hedly betur Withil ercapSXiatalp5 /Y Wirkdsly.
802.21 reply data in a Probe Response 326. [0044]

[00¥BR TN i bilehétatioh®1 Omatdy waittfal izocedain amouwmit of tigne, which may
during the ConmeBackDel ay tinme, the access point 320

corf@spend o th@@olﬁémae@?hﬁo'rmw‘@@ @Ad2haySenday'c8ate-back”
to an 802.21 Server 130. The 802.21 Server 330 may

Prdg)eggg?ﬂe*ggl@;?gg?tgdrilﬁll)g%m@ﬂMn@&hea(ﬂderﬁmrelate the new query to
the previous query. The access point 320 may then return
Type_of_802.21_1S_reply and 802.21_reply_data in a Probe Response 326.
[0044] Meanwhile, while the mobile station 310 is waiting during the
ComeBackDelay time, the access point 320 may submit 802.21_query_data in
an 802.21_|S_query 324 to an 802.21 Server 130. The 802.21 Server 330 may
process the 802.21_IS_query 324 and return 802.21_reply_data in an
802.21_IS_reply 332 to the access point 320. The time between the
802.21_IS_query 324 and the 802.21_IS_reply 332 may typically be much
greater than 5 ms.

[0045] Figure 4 shows an embodiment of a communication system 400

according to an embodiment of the present invention. As illustrated a mobile



802.21 IS reply 332 to the access point 320. The tine
bet ween the 802.21 IS query 324 and the
weQk72%0495 reply 332 may typically be much greRCEAB100EMNO064
5 ms. [0045] Figure 4 showsl3an enbodi ment of a
conmuni cation system 400 according to an enbodi ment of

staﬁl?ﬁ ﬁ?ey bb%@ttb"ébmﬁ'ﬁj rhbé’dés\lvftﬁt@h’ aec888 go‘?ﬁtt @Q(‘) ®Ner a

able to comunicate wth an acce po

coﬁﬁﬁuﬁi\éﬁflo@ rﬁ@mﬂiﬂ'éf@ L\ PRicRERAR "ch'r”é&aﬁ“@\%*bé@eré@ss connection

e a wmrel ess conneC|onthr alr

ﬂwéggﬁ%“rbpgégkeThe nobil e station 410 may include a
transmtter 412 configured to send probe requests, a

[Odﬁgq‘ﬁéehdlﬁl% §l‘é"t‘|6'n9ﬁ1 Ghapindeds ‘éetrﬁhgﬁﬁtt%reéﬁ’Qr&ﬁﬁ@%ﬁQd to send

rocessor 4 15 e processor 4 e confi gur

prddy r L}é%"té eé¥ eEVER B éé’ﬁf"% W@c@vé‘%ré@@ r85P6fises and a

reque ana yzing the probe responses,

procidsbp I4'1 l5n gTﬁ@ gbeggsaﬁm 518appe ééﬁﬁgurﬂefd ®r a40=§ﬂet tasks

processor e I nplenented In rdware, soft

suéH a8 Wﬁb'%ﬂé“ sts, skl bh | el ﬂfbéﬁ‘r%tﬁfﬁs and

pur pose conp ter an appl I cat’i on peC|f|c i ntegrat ed

coﬁﬂrélﬁHgtthé/?@bQVé?M‘PZ BaH tF@r‘iéMﬂfé? 41807k aﬂ&e@@,@?aqs may be

poi nt O may include a transmtter 422 configured

mﬁl@ﬁ%rﬂé@hﬁ Heﬁﬁmée%oft@/dré“cﬁ'étﬁﬁe‘t%‘ﬁnﬁi@iéﬁtﬂogxuﬂh@ﬂeép and may
recei ve probe requests and a processor 425,

mcRIdlé?QWeré?Eu@ds@@oﬁﬁﬁté@,%rﬁépbﬁéaﬁoﬁ %be%iﬂc wﬁegméa circuit
such as generating the probe responses, analyzing the

(Agp(p)b@r otbeverdrdwarad controlling the receiver 422 and
transmtter 428. The processor 425 may be inpl enent ed

[0047] Medaecsss poiritwR(®nedy Fritde arthamsvites 422 cepfigused to send
may i nclude a general purpose conputer, an application

protiRefddpohsies! eastiedrercd 28 eohfigddlo peceivbgirobar idiguests and a
[ 0048] The access point 420 nmay al so be equi pped with

roSRS 42, T ioossobs Tt vy of
such as generating the probe responses, analyzmg the probe requests, and
controlling the receiver 422 and transmitter 428. The processor 425 may be
implemented in hardware, software or some combination thereof, and may
include a general purpose computer, an application specific integrated circuit
(ASIC) or other hardware.

[0048] The access point 420 may also be equipped with a backend 430.
Although the backend 430 is shown attached to the access point 420, there is
no requirement that the backend 430 be physically connected to the access
poiht 420, and so the backend, which also may include a similar circuitry to the
processors 415 and 425, may be located at the convenience of the
implementer of the system.

[0049] The backend 430 may have various components and capabilities. For

example, the backend 430 may inciude an informational database to assist the



no requirement that the backend 430 be physically

connected to the access point 420, and so the backend,
wohbwhsedsso nay i nclude a simlar circuitry toPCDEB2007/000064

processors 4 15 and 425, nay¢ be | ocated at the

conveni ence of the inplenmenter of the system [0049]

acdes Elafﬂf ) BaYkERY %3%33}‘%!36‘5@88%%&@6‘90 copurggnicate

capa I'ties. For exanple ackend 430 may 1 nc
_ . g oo . )
W R e e 42 RS 5 SElieh TRANIAR AR point 420.
. o i ) _
O e SO R Eo B AR W Rere R aBgHopt messages
thalt ”c'}’r‘é”%r‘dﬁb 'ré%@@%réﬁﬁdre‘é’gbgsé%@sgagés tAaYeTk ;tﬂi‘?ib"é' onses, it
t hat are probe requests and responseé nessages that ar

shdilgPse TRABATASE othér ﬁf‘%ﬁ%}gﬁer‘ﬂ%n?‘ﬁaﬁﬁef RYul@ B Used in place of the

managenent franes co used I n place of the probe

prdtid Cﬁ%?ﬁ%ﬂ@@é@%‘é‘%@%: SueR ranagemaht fraAfEs$ can include

can | genent "frames that do noOt carry user

mag\?ﬁ%imé@icﬁéﬁ%é&m’?t ?(ﬁ%dﬂb’aﬁw iu%@rio%tﬁ.OtAéédﬁdiWylE g1é évention is

cular formo e nmessages used. [0051]

noﬂ%ﬁedttbqhetdwtieu@iqafmimﬁ@tm@@,shge@@tseﬂest ricted to
t he above preferred enbodi nents bul can be variously

[00%39i i i8dnated @b the BRESEMNInVehtRMe i®Indtr fedtAtied kbl the above
in“the art. [0052] Thus, one having ordinary skill in

pref8fedr émbodimentsbuy candss siaMtlisly atodifiedi 4y abul@béapparent to
di scussed above may be practiced wth steps in a

ond of ipdipairy ekiigh thengitor with hardware el enents in
configura¥ions that are different than those that are

[00823 s bnel haviigPbadinaky BRiltin theearwilinidaelilyhasdéetand that the
deScri bed based upon these preferred enbodi nents, it

inveRtibA & diyussedt abové mag b pekdtided withhstepst int Aadifferent order,
certain nodifications, variations, and alternative

and/enalith diarengrecgleindetsapp evafigurativns thatmaranidiferent than those
within the spirit and scope of the invention. In order

thatt carteidisdlosed! el areforeandliivowgid sthef inventiony évds dseen described
therefore, reference should be made to the clai ns. WHAT

baséd GobhMBeskJreferred embodiments, it would be apparent to those of skill

in the art that certain modifications, variations, and alternative constructions

would be apparent, while remaining within the spirit and scope of the invention.

In order to determine the metes and bounds of the invention, therefore,

reference should be made to the claims.
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1. Atermnal, conprising: a processor configured to

prepare a first request nessage regardi ng i nformation
wdadesi7resdiofr om an access point; a transmtter ceariBon®se0064

to transmt the first requdst nessage to the access

point; and a receiver configured to receive fromthe
W@&?Q;%?CE{MMED?‘@ rst response nmessage in response to

he TiTsSt request nessage requesting the terminal to
cone back, wherein the processor is further configured
to control the termnal to wait a predeterm ned anount

1. Ntéfbﬁﬁ%@%ﬁﬁﬁﬂiﬁ@gpare a second request nessage

;E?a ; rmation desired responsive to the '

furd RS GTRRREq IREBaR, st FARAEY hBEshGe regarding
T A BIrb R e BoPET oIS & second response

eSS a9RshiiRer EBﬁfiggfé%;ﬁ) Qﬁb@hipfﬁ@’ ﬁfg’fg"%q%?ﬂ message to the

i nformation desir term na
ac ;ﬁ%ﬁﬁxéﬁgiver configured to receive the first probe
respo

ns€ including a come back delay field, wherein

R Bt ) ek O ECroonss

me%é’?gﬂ@ iR ;?St§|§8ﬁsé fo e firg recRikt avESshde rédliéétmr%iﬁt?éﬁgetrminal to

o walt a predeterm ned anount of ti
corfi8'Bfponds to a tine period the access point takes to
obtain the information desired. 4. The term nal of

cl ahﬁeﬂeinwhermbeeé@&eibwaﬁh@g Ronfiguesd t@ coaael w?ae té®ninal to wait

firstresponse nessage including a query identifier

a préddterffife§ BPRsunthef firibain®td P'ﬁeﬁ@ﬁé sedcohd rEkfiest message
termnal of claim4, wherein the transmtter is

reghbdintethecinfdingaticr desired aas pbhsiveetostheoivdt peshie sésponse,
nmessage i ncluding the query identifier.
wherein the transmitter is further configured to transmit the second

request message to the access point, and
wherein the receiver is further configured to receive a second response

message from the access point providing the information desired.

2. The terminal of claim 1, wherein receiver configured to receive the first
probe response including a come back delay field, wherein the come back

delay field defines the predetermined amount of time.
3. The terminal of claim 1, wherein the processor is further configured to
control the terminal to wait a predetermined amount of time that corresponds to

a time period the access point takes to obtain the information desired.

4. The terminal of claim 1, wherein receiver configured to receive the first



6. The termnal of claim1l, wherein the transmtter is
configured to transmt managenent franmes as the first

woeorast49aessage and the second request nessageCcamsobne0064
receiver is configured to riécei ve managenent frames as
the first response nessage and the second response

eI esSpal PRI, Pyl et Rl ing prormation

de@ﬁeahe first request nmessage and the second request
nessage and the receiver is configured to receive
probe responses as the first response nessage and the
second response nessage. 8. The term nal of claiml, _

5. M RhihBPoPERAfA WhbReif b PSRt iBlraRfel BBnfigured to
termmnal TTh a sleep node between recelving the first

trahgﬁﬁf’f%esg&?@g%g A8 nﬁ%@gég@ ihE%o‘fﬁ@‘i‘é‘ _qru%gf fddntifier.
nessage. 9. access polnt, conprising:' a teceiver
configured to receive froma termnal a first request
nmessage regarding information desired; a processor

6. GHY {&Hﬁiﬁ%\# bP N ’-I’,Z\ﬁhéﬂ,ﬂnfthés‘&arﬁs?rﬂﬂ?%?tis 'E%ﬁﬁi@@g?@:ﬂg transmit

prepare a tirst response requesting the termn

m rR8AKTrafis asithast iddilest PRESEAGE Anddthle” B3 réQuest

termnal the first response nessage, wherein the

mel%%%g%sér% thé réb‘éfv@?'iﬁ ESHﬂg@i‘Her:eﬁ%t?é?% %@né@ﬁr‘\gnt frames as thel

rmation desired from bac erein

first $68pYF8e nfedsudd %hdﬁgéfé&ﬂﬂrés‘bdr%éemééségé?c ond

request nessage regarding the information désired
responsive to the first probe response, wherein the
processor is further configured to analyze the second

7. "RHERSTiRBFSAERIM, WheRAhTha tPASSNftEras ROMSIGUABE 3@ BaNSMit
providing the information desired, and

probe requests as the first request message and the second request message

and the receiver is configured to receive probe responses as the first response

message and the second response message.

8. The terminal of claim 1, wherein the processor is configured to place the
terminal in a sleep mode between receiving the first response message and

sending the second request message.

9. An access point, comprising:

a receiver configured to receive from a terminal a first request message
regarding information desired,;

a processor configured to analyze the first request message and prepare
a first response requesting the terminal to come back; and

a transmitter configured to transmit to the terminal the first response

message,



wherein the transmtter is configured transmt the

second response nessage to the termnal. 10. The
waceEgso4esi nt of claim9, wherein the first pr8b®1B2007/000064

response conprises a cone bdck delay field, wherein

the cone back delay field defines when the second

Pr oRRefSIAURPE! pioteseBl iPHuris dcﬁ‘fflﬁd?éb-to.]ébtaﬂ‘ﬂ?%‘ﬁﬁ frhation

point of claim9, wherein the access point Is

desited fdih efbhekaigger m ne whet her the information can be
provi ded substantially i medi ately, before

tr appBtéihi the ideRivar istfuRhePEoRRGIRE fo ré@eiyé@s@é@ﬁé?equest
point of claim9, wherein the transmtter is

méé@@?b%@%@'di‘r@ fHeairgotrhatibye desired r@%g@%% B affm’st probe

inclfuding a query identifier that references the

redpon@emat i on desired. 13. The access point of claim 12,
wherein the receiver is configured to receive the

SeCRRBréindHeSrotREsas R fumie#&d‘rﬁidd?édc’tbﬁiﬂaIX% Mhé 'seebnd
14. The access point of claim 12, wherein the

rediedt As6Sad & ahdr prefyare el fesPbRed médsddteproviding the
I nformati on desired by reference to the query

infordeaion desiredSanthe access point of claim9, wherein
the receiver is configured to receive managenent

fr agRergip thearansmittarciguemfigibed agmani theeezondneésponse
request message and the transmtter is configured to

messagétottheaaagenaint frames as the first response
nmessage and the second response nessage. 16. The

access point of claim9, wherein the receiver is
configured to receive probe requests as the first

10 Ghiecatcesspoit ofrulainh @, sdereih thrnfissttprobesegponasd ddmprises a
transmtter is configured to transmt probe responses

corpg Bduk ﬁéra?t fislels whsreimtirs egmeabdck delsefiolddefiseonden the
nessage. 1 The access point of claim9, wherein the

se@ﬂ@pmmmﬁués’t iswdntdy e tepmibbakai n the infornmation

desired froma renote information server. 18. A

termnal, conprising:
11. The access point of claim 9, wherein the access point is further configured
to determine whether the information can be provided substantially immediately,

before transmitting the first probe response.

12. The access point of claim 9, wherein the transmitter is configured to
transmit the first response message including a query identifier that references

the information desired.

13. The access point of claim 12, wherein the receiver is configured to receive

the second request message including the query identifier.

14. The access point of claim 12, wherein the processor is further configured to



transm ssion neans for transmtting a first request
nmessage to an access point; reception neans for
woeowiogo4eg fromthe access point a first respoRSEI1B2007/000064
nmessage requesting the tern8nal to come back; and wait
means for waiting a predeterm ned anmount of tine,
Mty $h infBFmitiBfsdesipe @ By TRAIENCE tbithEGleAdkthEnER
or’transmtting to the access point a second request
nmessage regarding the information desired responsive
to the first probe response, and wherein the reception

15TeRRS abéeéé‘?bhﬂ*oﬁ&ﬁfm WSkt the eeteivas i§c§ﬁﬁgﬂﬁdeto receive

response nessage fromthe access poi nt provi

mérrge fight ﬁﬁnﬁ%‘éb?GtHe]fﬁst (RS PRES PR & lan COPES 'rﬁw'r?quest

ption nmeans for receiving froma termnal a firs

mé nd'BSS A SRR G4 %Bnﬁgﬁﬂéd‘fﬁ transAgs Heﬁﬁ’é%awgpt zf\rames as

transm ssion neans for tran mttlngtotheter

i r ' i i cone
the it reS SORSDT e SRAGE SR 1ARURTIMISIILNSY Melbade?
i nformati on desired from a backend, wherein the

reception means is further configured for receiving a

16S SR cECS PRINtBEARSE J, SdRerdimthd FeceivbpigiBbhfigured to receive
desired responsive to the first probe response, and

pro¥e Fed st aid ISt 64 A8sTRRRSaye dnd tHe et rediedt message
for transmtting a second response nessage fromthe

and@thRe Marikphitler s evnfigised ke tiaisPiiiProI9e réd§poness adlheAirst
nmet hod of providing information in a comuni cation

resptiHseinebBageRAm® thé eBROHN8iIrB8poASE thagsagem a ter m nal
to an accessS point a first request nessage regarding

i nformati on desired;
17. The access point of claim 9, wherein the access point is configured to

obtain the information desired from a remote information server.

18. A terminal, comprising:

transmission means for transmitting a first request message to an access
point;

reception means for receiving from the access point a first response
message requesting the terminal to come back; and

wait means for waiting a predetermined amount of time,

wherein the transmission means is further configured for transmitting to
the access point a second request message regarding the information desired
responsive to the first probe response, and

wherein the reception means is further configured for receiving a second

response message from the access point providing the information desired.



sending fromthe access point to the termnal a first

response nessage requesting the termnal to cone back;
wohbo@Eioso4eg by t he access point the informati onPdesB10eT000064

froma backend; sending framthe termnal to the

access point a second request nessage regarding the

191 Aﬁoé&%ésoﬁoiﬁ?,séé%rirsﬁﬁonﬁ ve to the first probe
9

response; and sendin omthe access point to the

Itﬁ][ geidﬁitt'!@n SUEINEE I TS 20RrRieAl & inét idlfuest message
regarding information desired;

transmission means for transmitting to the terminal a first response
message requesting the terminal to come back; and

processing means for obtaining the information desired from a backend,

wherein the reception means is further configured for receiving a second
request message regarding the information desired responsive to the first probe
response, and

wherein the transmission means is further conﬁgUred for transmitting a

second response message from the access point providing the information

desired.

20. A method of providing information in a communication system, the method
comprising:

sending from a terminal to an access point a first request-message
regarding information desired,;

sending from the access point to the terminal a first response message
requesting the terminal to come back;

obtaining by the access point the information desired from a backend,;

sending from the terminal to the access point a second request message
regarding the information desired responsive to the first probe response; and

sending from the access point {o the terminal a second response

message providing the information desired.



