SYSTEM AND METHOD FOR PROCESSI NG ENCODED MESSAGES CROSS- REFERENCE TO

RELATED APPLI CATI ON This application clainms the benefit of United
States Provisional Application Ser, 5No. 60/494,380, filed on August 12,
2003, the entire disclosure of which is incorporated herein by reference.
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message could either sign the message, encrypt the message or both sign and encrypt the
15 message. These actions may be performed using such standards as Secure Multipurpose
Internet Mail Extensions (S/MIME), Pretty Good Privacy™ (PGP ™), OpenPGP and
many other secure e-mail standards.
In general, secure e-mail messages are relatively large. For example, S/MIME can
increase the size of an e~-mail message by a factor of ten (or more in some situations), This
20  size augmentation presents difficulties, especially in the context of a resource-constrained
device, such as a wireless mobile communication device, A resource-constrained device
may also experience difficulty in handling a message wherein only a portion of the
message has been transferred to the device. There is therefore a general need for a more
efficient message handling approach.
25.
DISCLOSURE OF THE INVENTION

In accordance with the feachings disclosed herein, systems and methods are

provided for processing encoded messages within a communications system. A server
within the communications system provides one or more indications to a computing
30 device as to certain conditions existing with respect fo an encoded message. The device
performs a different message processing function based upon whether the indication is

provided. The indications may include indicating whether a message exceeds a message



Wi thin the conmunications system provides one or nore indications to a
conputing 30 device as to certain conditions existing with respect to an
encoded nessage. The device perforns a different nessage processing
functi on based upon whether the indication is provided. The indications may

andi or oy Foar RO YRl ke IR AR FRE RN ofRRRAE o8 LA LRERRIO P e

sender is deatdads el sent. As anot her exanple of a nethod and system an
encoded nessage i s provided by a sender to a server._ The server receives

the encoded mes88gBOBFGEINT af methateaydayaton) ep£naRdediaresaes brPrapdad byt
recei ved epggdeg Q@éﬁ@ﬂeﬂg%ﬁgé&g@ess%@teﬂgod&dﬁé@agg %HS%Janatéésg nfd6se
device to determ ne that an encoding-related operaticdn is hot to be _
per f or fed sigoniddivation eboedharessingd enddded message Bicanessagadaimatindicatamds &br

| east a portion/chunk of_ the,encoded nessage ar rovided to the device.
SUTTI fur ORErSY B A dR el PR CoR e FHa er e e oo el P ot 1 o

del ay per ngJoﬁitHQ eRbbRI HRUEER, AIRARMSTRARRGRAEA A AQeRR AR KGDof
digital signature verification, etc.) until enough of the nessage has been

provi ded ttbe eheodddunessageorretphevided fac thetdeviper fYilhfurtier semetlwdasbagem elat ed

ti on th ES cae o T t ..and nethod be i npl ted
P Tanyditeh ERESSRE SRR ddiontion o ARleY R BB L G USK £ SOy PUOHERS PR
net wonls CajpetdtionU@es. ! digitaediMeihne WeRAGSE bt SHADEnckizhSdfothl SnéREsCBid Bébn
The data signal can incl udemgacketlzecl data’that is transmtte t hrough a

carri er wavevided tsthetdewicn donibe Kevice rpprrénmy thgdediire nrpesgericlated epesdidpaunosed
that is capabl e of causing a device to performthe nethods and
processor - Weé%ﬁ‘t ed instructions disclosed herein. As will be

appreci at ed, thehd §pseimid i mSthedp aklyebedimysitMented nal nthnfyf differnt 3ys, such as a
enbodi nents, and its several details are capable of nodifications in

various r cefretigral that|is Wenyeilied dsivgra netyorls ean inglidehe perver's gereratad arassase.
Accor di ngl . d.aw . | PL f . g%gﬂiir{ﬁg et
fort h?%el 3%1%5& gﬁ%cg&g%' ?gg glgt%ceé%)a’ %g 8%4 ?‘tﬁlsut%fqé)t%%l\c/ééﬁlg% %%gdttgét;lggrn no Hl%hs‘l
restrictiamidsRivire RESERINEThENCA: TdmiRAVeAGEDle 20ddign dan Sls@rbeowsed vihewisof
an exanpl e caonmuni cation systemin which a_wireless communi cati on device
may be us&@pable of causing a’device to perform the methods and processor-implemented
instructions disclosed herein.
As will be appreciated, the invention is capable of other and different
20  embodiments, and its several details are capable of modifications in various respects, all
without departing from the spirit of the invention. Accordingly, the drawings and
description of the preferred embodiments set forth below are to be regarded as illustrative
in nature and not restrictive.

BRIEF DESCRIPTION OF THE DRAWINGS

25 Fig. 1 is an overview of an example communication system in which a wireless
communication device may be used.
Fig. 2 is a block diagram of a further example communication system including
multiple networks and multiple mobile communication devices.
Fig. 3 illustrates an example system for transferring messages that were encoded by
30  encryption and possibly signing using S/MIME or similar techniques.
Fig. 3a shows a general encoded message format.

Fig. 4 is a block diagram depicting components used in handling encoded messages.



Fig. 2 is a block diagramof a further exanple conmunication system

I ncluding multi ple networks and multiple nobile comuni cati on devi ces.
Fig. 3 illustrates an exanple systemfor transferring nessages that were
encoded by 30 encryption and possibly signing using S/IMIVE or simlar
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Fig. 1 is an overview of an example communication system in which a wireless
communication device may be used. One skilled in the art will appreciate that there may

15  be hundreds of different topologies, but the system shown in Fig. 1 helps demonstrate the
operation of the encoded message processing systems and methods described in the
present application. There may also be many message senders and recipients. The system
shown in Fig. 1 is for illustrative purposes only, and shows perhaps the most prevalent
Internet e-mail environment where security is not generally used.

20 Fig. 1 shows an e-mail sender 10, the Internet 20, a message server system 40, a
wireless gateway 85, wireless infrastructure 90, a wireless network 105 and a mobile
communication device 100.

An e-mail sender system 10 may, for example, be connected to an ISP (Internet
Service Provider) on which a user of the system 10 has an account, located within a

25  company, possibly connected to a local area network (LAN), and connected to the Internet
20, or connected to the Internet 20 through a large ASP (application service provider) such
as America Online (AOL). Those skilled in the art will appreciate that the systems shown
in Fig. 1 may instead be connected to a wide area network (WAN) other than the Internet,
although e-mail transfers are commonly accomplished through Internet-connected

30  arrangements as shown in Fig. 1.

The message server 40 may be implemented, for example, on a network computer
within the firewall of a corporation, a computer within an ISP or ASP system or the like,

and acts as the main interface for e-mail exchange over the Internet 20. Although other



20Fig. 1 shows an e-nmail sender 10, the Internet 20, a nmessage sewer system
40, a wireless gateway 85, wireless infrastructure 90, a wirel ess network
105 and a nobile comuni cation device 100. An e-mai |l sender system 10
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30  which belongs to the user of a mobile device 100 are redirected from the message server
40 to the mobile device 100 as they are received.
Regardless of the specific mechanism controlling the forwarding of messages to

the mobile device 100, the message 15, or possibly a translated or reformatted version



Regar dl ess of the specific nmechanismcontrolling the forwardi ng of nessages
to the nobil e device 100, the nessage 15, or possibly a translated or
reformatted version thereof; is sent to the wireless gateway 85. The
wireless infrastructure 90 includes a series of connections to wireless
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A described herein may be applied to networks having many different topologies, the network
of Fig. 2 is useful in understanding an automatic e-mail redirection system mentioned briefly
25  above.

The central host system 30 will typically be a corporate office or other LAN, but
may instead be a home office computer or some other private system where mail messages
are being exchanged. Within the host system 30 is the message server 40, running on
some computer within the firewall of the host system, that acts as the main interface for

30  the host system to exchange e-mail with the Internet 20. In the system of Fig. 2, the
redirection program 45 enables redirection of data items from the server 40 {o a mobile
communication device 100. Although the redirection program 45 is shown to reside on

the same machine as the message server 40 for ease of presentation, there is no



the sane machi ne as the nessage server 40 for ease of presentation, there
IS no requirenent that it nust reside on the nessage server. The
redirection program 45 and the nessage server 40 are designed to co-operate
and interact to allow the pushing of information to nobile devices 100. In
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connection coulgk SRweshallhl 3R 8eeGhi s nund Alteahive paths for getting information to
the mobile device 100. One method for loading information onto the mobile device 100 is

20  through a port designated 50, using a device cradle 65. This method tends to be useful for
bulk information updates often performed at initialization of a mobile device 100 with the

host system 30 or a computer 35 within the system 30. The other main method for data
exchange is over-the-air using wireless networks to deliver the information. As shown in

Fig. 2, this may be accomplished through a wireless VPN router 75 or through a traditional

25 Internet connection 95 to a wireless gateway 85 and a wireless inﬁ%structme 90, as
described above. The concept of a wireless VPN router 75 is relatively new in the
wireless industry and implies that a VPN connection could be established directly through

a specific wireless network 110 to a mobile device 100. The possibility of using a wireless

VPN router 75 has only recently been available and could be used when the new Internet

30 Protocol (IP) Version 6 (IPV6) arrives into IP-based wireless networks. This new protocol
will provide enough IP addresses to dedicate an IP address to every mobile device 100 and

thus make it possible to push information to a mobile device 100 at any time. A principal
advantage of using this wireless VPN router 75 is that it could be an off-the-shelf VPN



a specific wireless network 110 to a nobile device 100. The possibility of
using a wireless VPN router 75 has only recently been avail able and could
be used when the new Internet 30 Protocol (D) Version 6 (TPV6) arrives into
| F-based wirel ess networks. This new protocol wll provide enough IP
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be an off-the- | f VP onent hus i.3 woul t. . require a separate

wi rel ess gg?w ?c‘%@%c)ﬁg})oégisef ﬁ%ﬂgﬂgﬁ&?@fv‘@ @m%@%%@n R er the
connect i ormm{agéb cﬂf&ﬁ?rt@%é/nﬁ@ﬂé dEHiRBI0DS $F 8 Ryifededs PPN 150k 9P hvAi T fHeR 07
User Datagram Protocol (CDP)/IP connection to deliver the nessages directly

t o t heSnoblitke 98 de thselntgoet 29 inthe mestetoenny@Ncgsndcsion ghecivaisina it alablveandah®
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system of Fig. B the A06REGEHedrddibh syBemAGS i, |2?®Vbétﬁ¥&sféﬁ el hes@pdars 10
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recei ver's, address, This allo reply nmessages.to_reach_ t appropriate
dest i nati o° T B oPREThAS S Tk bR et oL )G Hrierahin SRR EISEo s
deskt a WS itEGhnt ] R b t k AW &8ink00
al | ov\gpt hggé%gglglyéé rresds?hgggﬁ{&ghirp eag?fghslgtg gﬁéﬁv{lﬁ%ﬂ%@%@%&%&gﬁ glén\sgtxtIl d
from t he usformstickesktheporigistlane$bge exdept thehsendelie and hd eeceisei’s addi@6s. This

Wth reference back to the port and cradle 65 connegtivity to the nobile
devi e 10600 EABHABEERGH e (67 FAMOPHAR, B0 gEd H15h aliuS th grrom:
one-tine qRiQtEHRABANAS nRbilbAEHSs ddsRIF adiflss ! DRRE B hkér%de—h-gilt#glgfég troff the

personal digital assistants (PDAs) and synchronization, t conmon
dat a exchangslt deecetHi(s alibwk ths Reewvedamessafortonbpmar 245 Knwghe thenmesRige)

dat . VW df first tj thi.s dat I I i
S R R A SR SRR, A oA R
the nobile deviwahiORreMaghack fo GRPoPESHSRAAMetd e drRRbivity oSthe Sidtle delits

may al so be used for other purposes, including setting up a private
security K&), thicametticrspath offeksl vEny ad RArRagss dor tnablipgionsttenk épta dxokange of

Certificate rt) of_the user.and their tificate Revocation lists 3
(CRLs) Qoamﬁggﬁﬁ)wat@fk‘g?sﬁ sifiedriar 4 WS@%::H%F%‘@E Gt G ét@é‘éi&ﬂ&
and nmobi | gysigitbmigatidit) (eRbS QHEmBR BN chhip sl ed T8is TRe PetRhaPRESHRIHY
all mail. The Cert and CRLs are nornally exchanged over such a |ink because
t hey 2&pr Management(PId) slatadit. Bfhen exchanged for the first time this data tends to be large
in quantity, bulky in nature and requires a large bandwidth to get loaded onto the mobile
device 100 where it can be used on the road. This serial link may also be used for other
purposes, including setting up a private security key 210 such as an S/MIME or PGP
specific private key, the Certificate (Cert) of the user and their Certificate Revocation Lists
30 (CRLs) 60. The private key is preferably exchanged so that the desktop 35 and mobile
device 100 share one personality and one method for accessing all mail. The Cert and

CRLs are normally exchanged over such a link because they represent a large amount of



the data that is required by the device for SSMMe PG and ot her public key
security nethods. Al t hough the encoded nessage processing systens and
met hods descri bed herein are in no way dependent upon pre-I|oadi ng of
information froma host conputer or a 5 conputer 35 in a host system 30

through a tperdatAtH-8RIRIRREd bFUEE devRe! BAGYNENVE ﬁew'aﬁe'olﬂyergwbm i fs%@ﬁﬂﬁ) on

such as Certs and CRLs may facilitate transm ssion of enco ages
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addi ti onal infor n cess t o nobi | evi )
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avai | abl e drerint i@ Rafyeddpenders Updnmedoasise 17 mreaﬁeblﬁﬁno@ﬁbeemﬂlﬁeer bhese
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f
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furth
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di gesflOi s tappeobiddddvice; ﬁmn@hﬁsgmmgagmmgmprpmwéwdab@m Wéréi. t he Cert of
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si gned nessage ﬁﬂ@f‘gaﬁéﬁagéke%?@a tMP’QéLtCOHFmPH‘eat}?@s@&B@r k¢ amprgeanants, sthe

di gest Wi ts ﬁg @f@@ﬁ!r teOmb{1n 6 Q%ll nogﬁelgﬁ @é@nﬁéﬁnﬁ?ﬂﬁ detail,

public key, |fy e si gnature on t e appen I gest e nmessage
content has beeﬁ—m&hr@e@ges peerithé udingethesS/MIME hed RGP eechiniques nhdyeinclude

signature on the, digest, w | verif rogperly. If the nes e i.S not

encr ypt ed SEFRPLL ‘6&’5’?3&0& d@gl%’h e‘?ﬂ%%n £F (“ORteEEe %R “%ﬁe I sihgnedy s
of thesmesIRAME NS X
with g?\d 'S from%F%\rggg%‘tsual ggrs%ir%@éaas I'ndi cat g%%%étaﬂé%l@?glﬁeg&g ‘f{hfehe

message. Feedargcpiivae kepy Pakig@sk/srasﬁgnttaﬁg Oehecksind, CRGsor bthish pyefmbly non-
appended to th A.certificate,chain is rt .alon a nunber
o ot her ERYRBICRRRRG PR b St R EReBre G FT e fony S8 n e Ened

Wi le ver 'dﬁ%/ésﬂﬂs éﬂ@@nédd&@@ﬁ&éﬁg%g@n@és%@?o%@ol YefRORIth HIECLE 6 EtNEen®r a[r?g

message Wi IT alsotypically obtain a chain for the signing Cert a
verify t h@pssihtymmlequlred Cores adaCRLsvadhs r@amr b thihsignakineSapt must slse take

chai n,unti | i s found that b arot Cer oma trusted
sour C%O pér g.lgﬁgt ¢ %xi%laeﬁsggeg gompare s ﬁge%p with the diges appen&ed {o°the message,
retrieve the sender’s public key, and verify the signature on the appended digest. If the

IT

message content has been changed, then the digests will be different or the signature on
the digest will not verify properly. If the message is not encrypted, this signature does not
prevent anyone from seeing the contents of the message, but does ensure that the message

25  has not been tampered with and is from the actual person as indicated on the ‘From’ field
of the message.

The receiver may also verify the Cert and CRLs if they were appended to the
message. A certificate chain is a Cert along with a number of other Certs required to
verify that the original Cert is authentic. While verifying the signature on a signed

30  message, the receiver of the message will also typically obtain a Cert chain for the signing
Cert and verify that each Cert in the chain was signed by the next Cert in the chain, until a
Cert is found that was signed by a root Cert from a trusted source, perhaps from a large
Public Key Server (PKS) associated with a Certificate Authority (CA) such as Verisign or



Public Key Server (PKS) associated with a Certificate Authority (CA) such
as Verisign or Entrust for exanple, both prom nent conpanies in the area
of public key cryptography. Once such a root Cert is found, a signature can
be verified and trusted, since both the sender and receiver trust the

source of Bhgudtdel eERhble, e CoRlphhidE i %&ﬁ{ i | me
session key is geneeratféde g%l En\sled .tg encryBﬁ?igga%o ﬁ%t%ﬁ%@so%g@h '
typi cal |y Wnehsaclsgmaet Cen isifpirel, d figpatlird gdnebOESfithend dssial skey Hosh then
encrypted usi;ng the receiver's public key, .typically with a public key
encr_yptionsezlfialg%d?rﬁﬁ?f’?ﬁ(%“%gﬁm_ cctq{gh%ﬁ}éggﬁé is addressed to nore than one
receiver, the SEMEnctRsEd SAVKGE méssag&élyd%tﬁﬂalsl@ bRE-EsRYUBE KBy KkEYerfat&P&EN

receiver. The encrypted nessage body, as we [ as all encrypted session
keys, s sisstl teensitythe bedy wéithe nEsEgeh tyniessiyvwith teheymivetrat eiphért Bko Wniple

i on k i bl.y q d i pi. | nf y of t
Fecel vers PRST H MstoR 68 i MmO RRE At R RriStn il R Pl wile
usi ng its miliedies d(ﬁmlptlaﬁ(h&%drhﬁmslﬁé‘eSRSR. KiEYhe fneG@GE NP h@H cided its nidte MatSEsk t O

decrypt the nessage body. The S/M ME Recipient Info attachnent can al so
speci fy t HECHESS it parme spsigmkerold ecngted upiag thepublie key of aash decsivapt Thee

message. Thi-S,dtdf Al.0BLi S QL el ' ' e of ‘the S/IM ME
message, rorypidH BleBlgl odySed well A6 TR, cabrMBE Sl £0E. BARHPlq, Bleg) Meeoivel
oper atli0onsEachl reteiverothen lbédtessits atvinveessiud kpY,epaakibh/ bhdd d1es LREbraGdaELipikht

associ at eg‘{fncodi ng operations, nanmely encryptiaon and/ or signing. However,
the inst anfq SYEHETS T e eosiyersdhat ey be pliacher clocths. mestepgpend eamnt the

Si gni ng argedisk &by i §X f i gg%r L i ch
the 20 systens an%fl ne%odgﬂvgggzkre?begﬂ e?ﬁ‘ép%s%ﬁ gqu%?l i f lk%%ei"ée)?drl\?ong
now t o Fi glecBpt ¢imz nbeshordseing eTter YMIME Rudcipictelntte atadhest ican lsotpesify the

detail. Fig..3.,illustrates, an S%arrpl e systemfor transferri ng, messages t hat

ver e encod BBV ARCFXRbon SHheng thabawisthe tsed 4o deeryniths gnespage Anfrpption is
t echnijgues,orhBilfbiced in e Headerdlr 1Ry SAMBNMR kgl es a mail nmessage 15 and
decides to encrygt 25 and sign the nessage. achieve this, the system 10
first creates allsmsskiledinyhaat weliapyetmid that thess epmatidizenlatdie puibhikieatisey

for each recipient is.retrieved fr either .| ocal, storage or a Public Key
Sever - (P1 Cpisoet YT Hiss Astee i 5 Rsbciaiod SPepdiaR RpRdons, pamal Fsriiipn
Crypt ogr 2piy/or Sighkee - HEROEr, HRUSEIGITRS iT8Ynd %ﬁgﬁ@@a@ﬁ&% Hlo

public key cryptography tends to be comon, partic y when a syste€m

i ncl udes antlamigpgng are merely two examples of the type of encoding operations to which the

20 systems and methods described herein may be applied.

Referring now to Fig. 3, encoded message transfer will be described in further
detail. Fig. 3 illustrates an example system for transferring messages that .were encoded
by encryption and possibly signing using S/MIME or similar techniques.

In Fig. 3, User X at system 10 creates a mail roessage 15 and decides to encrypt

25 and sign the message. To achieve this, the system 10 first creates a session key and
encrypts the message. Then the public key for each recipient is retrieved from either local
storage or a Public Key Server (PKS) (not shown) on the Internet 20, for example, if
public key cryptography is used. Other crypto schemes may instead be used, although
public key cryptography tends to be common, particularly when a system includes a large

30 number of possible correspondents. In a system such as shown in Fig. 3, there may be
millions of e-mail systems such as 10 that may from time to time wish to exchange
messages with any other e-mail systems. Public key cryptography provides for efficient

key distribution among such large numbers of correspondents. For each recipient, the



30 nunber of possible correspondents. In a systemsuch as shown in Fig. 3,
there may be mllions of e-mail systens such as 10 that nmay fromtine to
time wish to exchange nessages with any other e-mail systens. Public key
cryptography provides for efficient key distribution anong such | arge
nunber s of s&@icheRdO dentSntedOhs QRGN R CA PRERLG ¢t j J
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associ at eda wessiore ey anécdaph aRbsibd kbpavaedder furheABhOyhRAISRGHY Chih SXGHRRAE
e-mail with qQne or,_nore recipients through sone 10 alternate crypto

ar r angemenpublic key if ppblic keiteryptoda uashl of paiber krysasaepiated writhwach redipiestifshon
keys 205 agglg Lnf.ar i Qn LS, t. he sage.server 40.runni ng
on a conputergigglsgtaﬁelrgntBAés& gtee ) ?g}%ﬁggﬁeﬁgﬂ %tﬂg otlrrlgs()srag%res ?c\}%lpmﬁ(fhﬁﬁﬂghp?o&%ss
t he medsagatemmade phypeairingenient.t he appropri ate user's mail box. Dependi ng
upon the nobile ﬁﬁvice e-mai |, access schene, a 15 nobile device 100 ma

request the e- mhf¥ FIEKRER ALY megsagsr 20b, wish the diesgien i ksivs 285t wad ot
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Fig. 2, hawn in Fig. 3 L
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S/ N 60/ 3653nB8E:t 20iand dviselesskmathokal 102601 2 bitelesa YNy nedert 25 (ih &g Ls ngndewaf

the present ply cation and incorpaorated .in their entiret erein hy

refer encg.m?ﬁg‘s‘l’e) lggqu%lgsegg&ffq%a(r.ﬁgﬁg .eﬂfl%li [fSERES, ﬂac&%g{%e@ % gpvice 100.
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a nobil e device. For exanple, in accordanCe w th schenes described in the

above2app|fiuse itemsalse he usaskiosgad Swmensagyandatiaghmentsitm e snatile deppoeddli at e
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be sent to a nobile device

message may mstead be re-organized and only the necessary portions sent to each mobile

device 100, as described in detail in United States Patent Applications S/N 60/297,681,

30  filed on June 12, 2001, and S/N 60/365,535, filed on March 20, 2002, both assigned to the

assignee of the present application and incorporated in their entirety herein by reference.

These earlier applications disclose several schemes for rearranging secure messages and

limiting the amount of information sent to a mobile device. For example, in accordance

10



5 wth an encrypted and signed nessage, such as when the nessage sewer
systemverifies the digital signature and sends to the nobile device the
result of the digital signature verification. Therefore, although Fig. 3
shows entire nessages, with all encrypted session keys and

si gnat ur e- ixgthaichemed deacHBRN{S theadbo®d GPpialbhe tHe WicheaptRrver ROsBResRtinines
encrypted nessage processing techniques do not require that entire nessages

be forwar dB¥ appIapEateItessiphkey faeeachenally. dawins: 3ne: seads enbi Bat Regrgpted sessidrer
reci pients 8] e . .nfo i QI I _ex I e [ not ..
necessari I1§ g“?je%%?%agag[e {é)a(%}géa %Qg%gwee&e &t ce od v Xpl%fcrag? 3 aﬁ%’sgﬁﬁlé’s?ss
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i ncl udi ng X',&s1 CRLs, X's Cert and other chained Certs would not be part of
the messag¥iidR $EyPis YL shed mestpge gsushas rvehary thGamessprs sevacystonbrenifiesn a

cacsi on Koyl SOR R R PR e T S0 i NEuRON RLARHA, SRRaHR 0

session key is foun ecrypt e nessage wa
af ter bei ngerefivatigpt Eherefrre, ditheugh Gy t3whews enfireahessafbsy withr Sl eveypitd eeksivnd

the correct session key i.s then found and decrypted, As those skilled in
the art i KRS0 B e T el O REY S P TIOONo CEifs g, AHUBIESE cppgpied

further seﬁu@agy pﬂ%és%’i%Sw%gfﬁfquﬁé‘h%r:%de%(“’r%féaéﬁi"@ﬁﬁre%c&%gsésoﬁé %ﬁvagféﬁi &Ry
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can be perfornmeg the hQbdpedR A , Sichl MRV S EDMhArYISSE BRR &) a%ﬁéfrel’éf%d
before the user is informed of the receipt 25 of the nmessage. The resultant

parti al | y isforpetien mojuding [X/s {dRbs) ¥ srieart agrk othan chaioed Gisrts twowdd nas ba padnafext
object in . Ugon_conpl eti on of, .t hese, decodi ng.s ) he user i.s

"nt or med (s tEREe 28 B weRERe Slas e hliR e 1S obihedt 651 oS sbiE ot ey
then he rahobityes i@ty sdndehe ﬁﬁ@@%@,dﬂﬂefapﬁ%ﬁﬂ§§¥nég§ﬂﬂ&ﬂsés§ﬁ%n%§%’ﬁﬂmﬂe‘ﬁﬁage

is required for display O further processi ng. 30Fi'g. 3a shows a general
encoded nedesapéed diomeverahshe messoae was signpd plietheing enprypied tomctbp sigoature is

t enporary r encoded nessage 350 4 ncl ud a _header

port 1 on SSC R AE SEARRLaY BsrRrBRE SRt AL S e S BB B hose
at t achmentskil®d6in theariowillnapsreeiatd, pésish E&S 8éptkay SordaRnlA e o3¢<@Nat Ynehand
signature-related information 360 such as s and Certs. Although the

nessage f GERHILY SRefion of Enigring arpasaver arpasspbraga eelarable knewnoaly tesbe agw,

encodgg rr%st%qg&;ﬂé&%ctéq%oencrypt ed nessages, signed nmessages, encrypted and
si gned messages, or otherw se encoded nessages. Those skilled in the art

wi || appreci at eAd Béderibbe ehdiegebefBay in ficoddd nidPigeaddnybd displyedas tkelds@sal ng
i nformation such as "To", "From' and "CC' addresses, as | I as possi b1y

we
message | AR Brsthgidess osiblydnclaging dserypting e messageured anhdepading steps

identifier : , | al ont en ormal Ly
i ncl udes éa Hes giéé;ggg a%:}ré t&:({])gnﬁplgtr% t i%‘y%@ﬁ%‘#& t%d(;g:@;ag?% %%gérg? r‘é’lqﬁ?lfte
at t achmentany abtton ehingtit oy Desce v B pedodyed hrforsane aserus infbrmied 5tk 9EcekRy -
If a sessign key was used, it is typically 10 encrypted for each intended

reci pfent o4rthe mirspagge d hereswtantpastially erspasyiiln fally Fwgodedepentnga Fentben e
parti cul ar, . ' :

2 )Ll e BEPSHE AR sy USSONAP i SRR 0 AESRASIE s,
only the s$padofmal that thpinessape Ink beek eycd . (Thatstoredidontt oblectiaysiBies iben
keys. If th [ i d i t d si t -rel ated

i ﬁ%lzr mat i 56;{1%53,”6 gggeﬁnﬁl leqs rﬁ@@@l gnﬁe@\ﬁ'g rnglc?gqg%yu&rﬁef rt]he S&Iegortl:laedulgagssrage %s ?equired for

display or further processing.

30 Fig. 3a shows a general encoded message format, and is useful in illustrating the
concept of temporary message storage. The encoded message 350 includes a header
portion 352, an encoded body portion 354, one or more encoded message attachments 356,

one or more encrypted session keys 358, and signature and signature-related information

13



15 nessage is signed before encryption, according to a variant of S/M M
for exanple, the signature is also be encrypted. The format shown in
Fig. 3ais for illustrative purposes only and it is to be understood that
the present invention is applicable to encoded nessages havi ng ot her
formats. Fego SXAR! ERLESNECREL! gﬂ%cﬁ%gv en% Saglt! 3254 Qmséﬁsfr%[@ rélifes to a
techni ques 20 described herein are applicable™®to signed or un |gne3,
encrypt ed signédvent epplypttd meskage,herootdsd resseasie dnokds agesptaliatosidaas, dened
recei ved nessage nm n%t:‘l necess rilgl i ncl ude the gor ions related to
encryptiorfnﬁ?fﬁg%ﬁ’e%‘%/rﬁm Ghd FIENSHIERTAgRS OF REMSHXISEicReRdsH hessasife conponent s

may appear in arHbdel SiRad iRrlerart RAN SHAUAad" G She g\@ad 588H s I czhg?
message schene used, a nessage may incl'ude fewer, additional, or ditterent
messagé 25nskwdes eddregning ofponatinnssudhi gs “Ho’l, |“Fasht ainds‘GC’s mtldmbiconasveelicas
encoded ness s _are provided.to a nmobile device 410 by a server 408 .

cont ai ned R/&S?%F%mfsﬁgg JFagld s %ﬁ@éﬁ’oﬁﬁngifsfm a‘%&f’?&?@%ﬁﬁ?ﬁf@e g(%enlaﬁgs 4,
an encodedyiBsaa@esaf)hntitRETiRe.S ARARIN nkiddageSoRlAY h88RalTPIntIRe¥: THEESR: bod

connect or system 406. The server 408 within the w rel €ss connector systeéem
406 anal yZ8sdge parHoridddart pestblye onoprvinere fide pttechments t356s i wikich [thay the s

above so ) i hreshol d, then the. server 408 notifies.the, ile
devi ce 2107SER BY e BiheoP SFRA englochioho B € R wiS i i Foc Dl
The se0verenggpptt deresscht hterried adekhidi sadomchitiéd Haf Meemsange nd dHowhOat BSS.
nobi | e device such that the encoded nessage 412 is below the threshold

size. |t JPensmdingaingndbe paisicular magssanet isanspereneshanismdisad 4o send the memsege to

separiat el y, [ 4 d e r. Nor.egver, dat.a
rom 12 ebREheF s 8 HENACRLALD 19, GAEATS AERRREL PRICEONE elllBe
i s decodedpagifictdnerypsentestiontiey foplthhteredpidrt eordilDsesbidg 1BdYsOPETBE ird8hoe is
scenari o exanple, current hil e device inplenentations have a 32 KB %i m t

on the me > & signatuEg aRfl| signatuistrelated Aplermatione\Aofeare mclyded) MWhengethsage
: 2 _ ! 4 _ e
dovi of sandiogd RYcdbASto EnBRES Haihg 182 ya PO LS MNERE Bkie T | ©

mobi | e dewvignaturd wealsebey esicrypted.hi s situation, sends an indication to the

nobi | e device, jn the first S e chunk jnpdicatin
”fhe ormat SEIlOWIlnl:% %flgg 3a is for h&strat?ve ptgxrposes only and it is to be

understood that the present invention is applicable to encoded messages having other

formats. For example, as described above, the processing systems and techniques
20 described herein are applicable to signed or unsigned, encrypted or unencrypted, and

otherwise encoded messages, such that a received message may not necessarily include the

portions related to encryption and/or signing. In addition, the particular message

components may appear in a different order than shown in Fig. 3a. Depending upon the

message scheme used, a message may include fewer, additional, or different message
25  sections or conmponents.

Fig. 4 illustrates a situation where encoded messages are provided to a mobile
device 1}10 by a server 408 contained within a wireless connector system 406. With
reference to FIG. 4, an encoded message 404 from a sender 402 is provided to the wireless
connector system 406, The server 408 within the wireless connector system 406 analyzes

30  the encoded message 404 with respect to its size. If it is above some predetermined
threshold, then the server 408 notifies the mobile device 410 of this fact by providing
message size related information 414. The server may process the encoded message 412

before sending it to the mobile device such that the encoded message 412 is below the

12



10 that the nessage is too large for verification by the nobile device and
optionally indicates to the nobile device that the nessage has al ready been
verified by the server. Because of this processing, the user receiving the
nmessage, Wi ll know right away that the nobile device cannot verify the

signat ure fhreshbRi dizl €l skul@BE ub@erkided Us® datildmd WD WA 1S thh'Be 62 @%d}%g\ﬁl y
hitting the nobile device's "nore" button to try and verify it. 15Al so as

part of thiosthgpaohite davige 4ileprapachagads togpibere Mauweryer.sdato teivi 41 2 mapde further
| etel i i h | the..
et hchmentPIEREed By E Rl A0 SN St B GHRG {F ipctiBe R0 b AR R Bt 1 o

device. | ndsidd4dHD. t he nessage signature covers the nessage text and all of

the attachnments. If a signed nessage contains a 2 MB Excel spreadsheet,
then i® will beAfdB BritiPpaliseenasio; xpawle suppet mebiledevigainementatipng haye,a

t he 20 seryzeKBdﬁgg t : ' i.ce,

It should be note tocféx%ﬁfeﬁlﬁgki@%e?gist?ﬁ gﬁ%@y‘%‘%%@%@&?@t@ i gﬁ% é@%@ﬁ%rﬁ%&s%ed

t hat one ds ower 32 Ky ¢essthagnispeetssgewill het adngdiclynrdil Hednobils émmyedSend
still have,the desired effect,achi eved. Eor exanple, an oqperational kB
scenari o gtl.%ﬁ MFSFAE= R é%giﬁeﬁ’cqgﬁ’aét %PPM%&Q&F@ %‘é&\?éf“’l?lé? deties. y The sy pryinghin e
for the usgfambens AL [ g nei catjon
with the mesgage ie%%?cati ngﬂft%kﬂlatt§ t}t] gmgﬂgndaeﬁ}%éﬁﬁgl\sée%rggﬁﬁg%ﬁ% %hgg’k t%@cg {:ifl[glé
servedOor th#icdhewesssage is tod largd fonyetificatiomi Hyythomatike deviziel amddgtionally mdicatdse

si gnature sucgessful | erified the server. . The user can then use
this as aroTRePERie ohvien det fFmeesbla gt P toehrrutod by dhsdids HEAE Tt
too big, thRMpeesdsinetahd ABerCRBeidRg! &Jetmtegra%é,hﬁimﬁb\beﬂ@ﬁvwé?y it é%géme
Still further an operational scenario could include offloadi’ng al or a
portion ofdevite erapel perifynthamignatire am thetr §ptiedantss dlye usar Wik neemaste. tithé,

th | t : i te k . th h . t
encr ypt ed RaRuby H5Els fe MM Ra RS mird! Rotallo B AR Te tovi co. The
message in thi SAR¥aERag otk Spéiatibhal Reeriril BChe thodfdgeds E&tﬁbi%iftgs'b%%gﬂ{ﬂléﬂe

DES key between the server and the nobile device. . S5a‘and~5b
exenpl i fy seitpche mopleqieaipsi thy servr can safielyeremnyg the attihineent dutac@f thare is an

f - WLt f 40, Fig. t Jndication block
500 i el orautpREy 3P iy Bh et By SRGRESI Ycticks Y 5B e PG decTeee
Deci si on leboers thdheenp@iteandhl d¥ethe bhfcifhafs. Off 4 figndPER8E e cOnBRAVE2 MB

predeterm ned threshold. The 5 nessage size includes the size of an
at t achnentxeph wseadsheqts thpa itjveillhs: too g tovke verified on e devited e this kiguaton; the

Coet oRo2 oBhBrAsE: Mt A AR AbAGec! Oy RERE HotR el T 1°0 1Y 200 11 one

|
custonary processing pSsage. Proc this branch conti nues

on Fig. 5b as iinghmAd &d nbjedtthet Bviksijidtaine ApdBf EfratRiifal sédnaflB GinditR# dHeQiK
504 determ nes that, the nessage size is above the threshold, then 10

deci si on BISERISAWSBR A PES o de rasided harodiliadape ranzover] anslystil] have ghendesivede
i's not si , :ﬂ}ﬂ'&@ pr i i | Si lock 514, wever, |if
t he messaggg?tsa SI gngd,l%? E:Z(%'n@ %éggne%i’g‘%@ﬁ%laé&gﬁg% géruggiﬁgng‘grlp “éa aggwbr% Ss
bl ock 512server to vérifytthe sipgpstag fordbe sssrovh@dtieahessage tiba WIFE Thed8rver sends
determ ned by_decision block 514, thenéﬁr ocessi ng continues rocess

at
bl ock2%1gan digafton kil thr-messagaindicatipgdhas tha signefpee hastheen vevified Es the server

det er ni i Si 4 516 . 1
att achnontt G HFsAEE p 08 FoRd o VB, BhOHES hobli@dotel? 1GTRE Sighlire s
bl ock 518sudessfalje veiified bydhe ativer) MhkarseRtirw thensusgahir &t fdind@eitidn that the

information may .include, i1 f applicable, an indication that the original
message sPFESARESS pytheptie fbthe message dspehtoodighthenvsrifisatiny pak badefiden thes
if the ne i &j: The. r e . r
| nf or mat | Soae geofte 87 BEHAL! Sl RSt an ARl RATRRL AN oty BhAIRE an
Proce¥si ngr e gottiones thenddergptionbwark ofhali eadreptelyneengd foutht iserverBIIR e 26%r
Wth refe ent;g to Fig. 53{, thtg mpbi | e devi ce receives at process bl ock 530
the messali®® BRASENY PHYHEReYhrtBFmHe SRV ¢2g decypbaneenaypied imessagrgifenttiasn
| nfor Rt i QY HREHIRR! MRE (5Te BRHACRIANI I Ik dnbdifed BPILE oSEMbRCwobla kIFRE 'S
no indication that the nobile

protected using the shared Triple DES key between the server and the mobile device.
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25 devi ce cannot verify the nmessage (as determ ned at decision block 532),
then process bl ock 534 verifies the nessage. However if there is an

i ndi cation that the nobile device cannot verify the nmessage, then
processi ng continues at process bl ock 536 wherein the nobil e device

provi des one or g{Er €, RQY sk, j dirgrd : : :
server-gener at ed@mes%age ii)n?%%ﬂ gﬁgon. r3ﬂ(%2)tr&%r%§)%ggt§ b g@ﬁ%@?atnﬁ%bﬂﬁe%egé%ee
i s di spl ayed perfoime upobi 4 enceagec e Véitluseferenithdoehig ria, ness aghcativy: bleck 500
accessed for.dis to thée yser r, as described bel ow, if_onl portion
of the m;@%&{eﬁﬁ@%ﬁdwa@a bigek _%%2? 4B7 SO TENeAS REEHEDT DHRBioR Blhe 0
provi ded g araHes ¥MBtHARE IR odHRPhRYsaLe ik VS & pPldel @it ghedhsfi. OYrHNe
mobi | e devi ce. ..  Fig. 6illustrates a Situat fon where | ess than the
ent i r e Sencodwagasrsageludes freosizalefl ay aftachmindnite powent e IBitAs byt sthe enessagb i

cont ai ned wi.thi Lrel,ess,connect or syst 6., W.th reference.to FIG 6,
an encodeopvillf)’%a’t'{rall['c“‘?qat§l tﬁﬁ%é%bd% o ?et(ﬁﬁogesgé’i%cgﬁng%fﬁf’%ﬂﬁr%‘?ﬁ?}' ¢ gerfoyned any
wirel ess cuiteiad tusyShsMoesssinghed tﬁ@fﬁé@éag@.oa’r%ésbhf@ THPBivbfBLE SeniHRRe &%t OF
system 5 606 anal yzes the encoded nessage 604 to determ ne whet her the

entire neddagdh puidisetad bydhe continugien 588wer 608 provides the encoded

i al : ' ' | Wit hinf i on 614
Dbout "t he. encodiateisio p SRLbyEmR B BEMESRRTPE 1+ ole e BrosRBich fisnon
614 may i nizcisthr Block 6U0 erdrhivis hbethehthembish@ devimed. Thaiec hiRagPisaobsighed

sent does not constitute the entire rressage. |t shoul d be understood t hat

data 10 i tBFPEESSSHcefugn gt drsisianblogle gi-aflomeven if e mevrgeisaigede 10

or packag Mt ; ' y be further processed by

t he ser ve?ﬂ%%%g%ggﬁ St1 at tgﬁ%€%naﬁretq?ag?rdr?t§§5{5%algégls?decoded and then sent to

the nobil e devilfehé Ifkessage doesTive conhin en detutlnrettlss dasmhiasdibe dhaigabldcl

nessage 6 6i a nunber of ways, such as, displ ayL&g as nmuch of the nessage
rgﬁnd}ér(?

as what | CEFIng eontBucH pt BrpgessUYerk P38 elidhgimepsags eondpinedhene or
f 0O S :

Toarops |t AR P BerephliSd APALCIS0f] ieh 5 4P HRn GRS SR 16 MBnoves tho

in which tttechmdit(s® b dhe Glésagenishant! e the enabiieodbatcap anit i pabedie Sades 66,2,

t he nmobil e device 610 . may parjially popul ate one of nmpre software gbjects
616 with {HESIES Wﬁdpﬁwﬁg@gﬁ glgen s tgﬁ%eréWéodgaC{salg?qra!aﬁﬁ@ﬁagén@m% d0As

an 111 ust bablicle, biSnaRA G b i M s [Bib 261 HERmiSAPRRE

signer informati on and signatures; “text he nessage; “attac
certifi camedileatesica asewtll fas clthe mevapedias dreh ivetified.f Theecdmed agesige midt thef f

inthe mddle.of the text, th he npbj).e devi ce can create_object(s),
(par 231 | G i8lopmraion ot PSR 9 TIeORRBIF GRYICH EA JEPoesh b fins Pon PralAvipg |
of the t?é&ntﬁﬁiésBﬁ,ﬁg.%sﬁﬂd%h@d%g%ﬁﬁﬁﬁdtﬁh'dwﬁ&p%ﬁ@t ed object(s) 616 25

for use in displgglng the 1 nconpl éte nessage to the user of the nobile
devi ce 610. ThéVihjrebr¢wp ®©1Bigask, fepumohiledevicehreasivew ehpiactsy biatk @3 0athe

what i ded th 608., Thi h, di ff fr. th
appr 0acheBTHREEHENY 1Y CFHE MATmE e e o b SRGIRES Aise 1BFICAGe AHEITAIY e on
is presengervét mahahe phSviHEH & HeQRGbild @dvitderapt isn@ &ltﬁogaaﬁ @l ¢ g@gﬂ@s

is not limted to object-oriented environnments, but include non-obj
ori erd®ed Qovienmvammrinemifly fhe medshge Fosr demamiped at diztimiost block U323, then gprocess

o 2o SR B, TR B ah BB Bt B i

scenari o EaPherifid 1RLH¢eiack S8Rh WRScAsiREdohBRUAY a ver
receives the fi rgf}api ece gfg an S)%I?VIS Egor PGP rr%sgﬂggg,éq?ﬁ%k ?2?\%@9&1%5

mobile device provides one or more notifications to the user based upon the server-

generated message information.

30 At process block 538, the message is displayed to the mobile device’s user. The
entire message may be accessed for display to the user, or as described below, if only a
portion of the message was provided by the server, then as much of the message as

provided is made available for display to the user or for other use by the mobile device.
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processes as much of the nessage as it can. If sone of the text of the

nmessage is present (i.e., the nessage received is nore than the encoding),
then the server will provide the partial nessage to the nobile device for
display. If the nmessage is signed, then the sewer indicates to the nobile

devi ce that themEssi@as {8l a kR@ston¥Wherd 18s Ba8SB Eﬂ%&%ﬁ@@&ed%eéé@%% fsigfwr'ﬁ\éiﬁed

because the signed conpl ete nessage has not arrived at the serv

nobi | e devicemabjledisvice$d0Iby alstreemiGfecontaintidswithip a wireldss dommcicosystomt 66,

user. r) r.ovi des re,.of the e to the bi | e devi ce,
the mobi | o "R IEIEEHIG S0 fROIRED Sl pedRaRTPE B0 Sond SRR By RS he
di spl ayed tiedwirtleis\eoniesHagestemboB0\THEsey @k dosedithintae wikgeRbhhactsiestn
indicates that inforpation to the user. 10 Because the approach processes

the part of0¢ FralifiesShgencadsd messaascel4iedletearming whethen e ertiise msissigs fuebeer
do not hav?enrt.o ﬁ%oi%eﬁdsgl'\}ércebgﬁggx%ﬁ’ﬁcﬁgﬁé QQCO&HE}SNQEI %V%gs%ﬁgrﬁ?ﬁ@e%bﬁnpgﬂe

i nconpl et e nessage i S recel vV € sérver, t er

devi ce per deries6 B wongfwitainformation 614 doueviss ¢gndolied gaitial endshapee dTHERGRAES] | S
received. It should be noted that this is just_one type of processing and
that one of @?iﬁagﬁé%fgﬁﬁ@tl%ﬁ%?@waﬂu%%&%%h OFrbleRt FoaHe deviee ikafdhie

and still @&Q'ggisﬁg &H@dﬁ%ﬁﬁ&t%m%&l&c&g entire %I]E%%Ee TR $0 wRa&MRLE [Hat data

different pro ng t a sewer and a no device can perform upon a
parti dld y ieroy6i2dndréi4 agey ba/dnh sepefratelgrio she mobil&devite 640antpatinaticd abgaiier.

bl ock 700 jndi cates,that rocess block 702, the server receives a .
message. I%@’F%qv&ﬁ %Faogﬂmék ‘gﬁﬁgﬂ: LR ¢rEDe blbg?etﬁe.é‘f er R8sk thai dhe pashial
sent . ) Therﬁe@srage [BL%0dl Y iheh Qeﬂ%ﬁacftrﬁbﬁléj@éﬁéé@f@t ion, such as by

exam ni ng how The message it received I's encoded. As an illustration, in
S/IM ME, the funtbersmthale denviomdé igcarebdnditstharmmriidivBesshbi 61D dm pasenbentofrawsts,

Mai | Ex ' .and .ASN. 1 S .ation, - , h, I
Form of - enbiSa R4 PHRAE RS TulrE G 1Th Fessael o gT AR dOHBUAEEY 147 torybUBe Upon
det ectigd SieBGQinghRoRWTIRE NBsdagh FonY 14 BAW bOBIGhL Indbile dRVick 610368 agﬁ)ﬁ%@@w

indicators to say 25 when the data is finished, then the server NOW.

It shoul d asiditionde informaatianhiat themisse. vAs maekanpleatiaie afitbe tuangi wiysrianvhich the
i npl enent at i nvironpents. FEor.exanple, the, server rovi de artj al
mebsage t JPHEF EHPT 8 TH i el HRARRNAE! pEaL Basvate O the B pelpvire 610
parti al n&ﬁﬁﬁﬁﬁﬁaﬂ?bo?ﬂhf%ne%@ﬁé&%%o%@r&&fj&&ﬁ 616 %8 thE $sfotiatord LordtRn8PiN9

to send only a partial message. In this sifuation, the 30 server receives
t he enti r dherenendge partrmessagsdiider, and the nobile device may not receive

el ane! 4428 MRG0 B8l 37 XARABT oSl S dhofFy RS ©
however, ajiehes anfos@Baton hat sii?ﬂit@r@&;i sggae oBthd HRs#MpRC BEAIIMENH; kPSRN R]I N

al so applies to such a situation. F ‘ ]
certificate revocation list. If the message is cut off in the middie of the text, then the

'} mobile device can create object(s) (partially) 616 where the signer information, header

information, and part of the text can be accessed via the partially populated object(s) 616

25  for use in displaying the incomplete message to the user of the mobile device 610. The

object(s) 616 are populated with as much information as what was provided by the server

608, This approach differs from other approaches which will throw an exception because

not all of the information is present. It should be understood that the handling of partial

messages is not limited to object-oriented environments, but include non-object oriented

30 environments as well. For example, data structures in a non-object oriented environment
may be partially populated with the information provided to the mobile device 616.

As an operational scenario example, a server receives a portion of a message.

When the server receives the first piece of an S/MIME or PGP message, the server
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exanpl e, decision block 704 would al so branch to process block 712 if the
size of the nessage received fromthe sender is above a predeterm ned

t hreshol d. I f the conpl ete nmessage has been sent as determ ned by
deci sion block 702, then the nmessage is processed as usual by the server at

rocess bl -bej L € 5 i [ proc
Dl ok 705, Piofesaoariiuen 6 i MOREOU > 1t Qubde kol LS sRl: RIPEERD
conti nuat i Gre.,nthe leessdgOreceived is Hmse \iedn, thief ensoding ) ethem tthe €eriress Al ©révdde igen

sent as deter.mned b d@gisiqn | ock_ 702, then the server processes the

partial neRUHEETESAET Kebednel or ghsplayy dFiednesshEe evignsd. thep the arrveie
uhet her { NBRESagehd moffldBEHe it IHEBISAGPIMS: AP hARER Endlbe verified

determ ned at decl sion en processing continues at process
bl ock 718.bddaussvire signeiheonpsieagessage brgneidarrivhé rat e sereen e Theirhdbilenddvicte

in the data sent to t nobi | e,.devi ge, an.indi cati on that the nmessage cannot
be verifielaa.ay()?a‘)’:.““?ll(tC{23 Iéeséé) %fﬁ%*&figlglqaﬁgn?%%r%ﬁ%i on about the nmessage
(such as that iRgithe aeRRF igrélidBE SRR DIANE NEREANE o HRE nSIHRALLE:, GRENALLIRE
verified). This information and the partial 15 nmessage is sent to the

nobi | e devd®ecearpdsiesciés displayc kFaexanmiacoesi eltheotext magsbaodisplayed #bd af the

i ndi cat ed ntinuation [ 710. . Wth,reference.to Fig. 7B, the
obi Lo dovitsSeEtalyRy be Deflbd She B mopite itk kS LER FpiRapplodfouse
t her e 1i0s @éca&sm%tabﬁfoaﬂﬁgmﬁse}s il 9t bf0Re nidiSipeltha IFRSRARA, iR RFRFESSaE as

usual before the end block 744 is encountered. However, if there is a
partial 20mpkids dgeice i vat ihere tondn aay gdddionek pvassking3euch ke Wi hesigiodi ce

provi Kes QR bielRGsgh I LS bENE L IE B S BETE ERIIL G AR
the nobi | evedifichtien anl @Opudrptindertive cipipd aiegbdgeds reesaidd! &t widulld b aoftattBat

provi ded by, the server. The partial nessage is displayed to the user based
upon t he 5 ayst ong Kyrec o RIpcasing Hrethat eneekmpappropsssing pmeetsgfanthseadded,

massagﬁei g}}g&i%&QFPEI}‘&E%‘%?QEBQH"EB%ﬂecﬁﬁ‘?%%gﬁéfgr m ned at deci sion bl ock

742, | ects are up process 8 and used in displaying

i nformation to Fige Ussid ab epempBBsdiffepak pfdddssih tha d18ereeroind hendReShftce
arrives within predeterm ned tine, then processing wth respect to the

message cORpl RIETRIPPAG darealbpradedomssragra4 With otdersheg ted G The start
wi Il al so;apprea] foRi 7t i@@%%ggﬂat”aﬁ%mf %ﬁ&geﬁ(gf e %Qrv%‘?&éyb%ﬂ%s %e@gséagé.

necessarily i1 nclude all o eps ‘di scl ose eln or may I nclu

further stpgisiomblooRer(at ¢xansneswadiict b partidh efiatape gt segt. uPbaretdie nianges
of err]ré di Sgaappl i ed 8131( g nmessage sender, for exanp]e. OQther varjatiogns, of
t he meYhod¥a¥idedPpifelih BEiFENRAPIHBICh A5 Py exAminge Aoy dhe inessags 1t Feegieedalst

and as SUGR.AIR. CREShARLAHR, B A thd FardtERREtaP bnd {ifing MRS dse MIME
(Multipurpose Internet Mail Extensions) and ASN.1 (Abstract Syntax Notation - a tag,
length, value form of encoding). If the encoding is cut off somewhere, this can be
detected since the encoding tells you how long it is, or it uses boundary indicators to say
25  when the data is finished, then the server would know.

It should be understood that many variations exist due to different implementation
environmenis, For example, the server may provide a partial message to the mobile
device not because the server itself received a partial message, but rather because the
server recognizes that it is going to send only a partial message. In this situation, the

30  server receives the entire message from the sender, and the mobile device may not recejve
from the server the entire message. The server can determine if only part of the message
will reach the device (e.g., if the message is too big), however, and can send that

indication. So the processing disclosed herein also applies to such a situation. For
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Mor eover, the above enbodi nents are presented only by way of exanple and
are not neant to limt the scope of the invention described herein. For
exanpl e, al though described 5 primarily in the context of a nobile

comuni cati on device, the encoded nessage processing systens and net hods
descri bed apgy ye | t I | at.ed wi.th
Vi ewi ng or ot eF&P%%&gg?§§§?ﬁgpgﬁéggg%g2%%@@38&55§Fg§%$%§7???5@“%%é%é¥kﬁe
decodi ng omessige oereivvd b derscpéerfionb@dt a pledsegringé dagilngd.oper at i ons tend
to involve nmuch I 1er tinme del ays on desktop conputer systens which

typi cal |y have FAleSPTRIRIS RASHERIIRIER SocIporBIbRas 6psion blodknad, dhen
hand- hel d @it RkSABRRARIGE Bsual 5 HOYELCARRNUIN biBB 266 BERRL BldnPipkdliaHen
processor intensive decodi ng operations al'sottends 1o be less 6 concern
i n deskt optodhe sadtale desicget pronpiileck 298t Brosessirtgfoy ihit bednkly comtinues badiponer
sources. However he s st%ns an% n?f ods descri bed above may nonet hel ess
be i mpl eneft BFCRIPd DY GRUPUAHORMAKES( 10| ' yr t her exanpl es of the wide scope

of the systens pmehedBi MOS: 1A s6kRSRESREY Bl bRk Geht dsuddibrdlifh b dBi 610-
Figs. 8-10 describe additional uses 81@%{ heS systgms and ne?ﬂdodg V\#?%Pn!ﬁ()élp
di ff erent deharathy seryaiprvicesses the paydalanessags gf. précass blockl Hék Rhiragrmple, the
showi ng an_exanpl e communi cation system In.Fig. there is shown.a

conput er sysi@ 62“%“%?@%@%13{ %eo%begFaﬁeelsLﬁﬁl%%?%g}ﬁ PAFSSABE JE ot §jened as
firewdol &0fernyhed®!a@sdecRib MBidoks 71 4C tthe pfokssivg cBhesgesN8l Wadess Hlackands,
814, and npbile devices 816 and 818. The corporate LAN 806 includes a
nessage sdAQWRVE, the mgspageeisssignnth desm thesyavernwib dncladadin thesdetnesesil o the

i ncl udi ng 4 . . mai | boxes 8 a. kt op conputer system
525 hav ngtaohE B8tiefubpIcAtibh e e TBeosReR Fmt R kil ®iey e suh s ¢ hrough
physi cal connecAt proc8i%block AIB, iy RIFfatEiofrab6 e Bicdiap8{Buchadddhat Mg £hHESI
VPN router 832. 25 Qperation of the systemin Fig. 8 will be described

bel ow wi t HOpsREe apd whether the sigaaurgecanggibe gerfiedld Bas informationrped dhenpartiel

syst eq80 0, I ne 18, r |, ok C uter .
vat o corP e i fenf AR iR aRis Bl BB e N P PR e ORI 86 e ey
connect t &7t dxainklidhtc8®4 continiion Shtuker ASP. Al ternatively, the conputer
system 802 30 be a networ k-connected conputer, systemthat, |ike the

conput er syst enVadirefesencede &ig. (ks tygumobda devFo IrgRIvAS plaosess Mlork 73 thasiate
Many node il lSes e - 1C i; I .
various i %{rﬂ;g Yrtﬁg 'E%; ﬁ-‘? g'a nﬂaﬁee%aagbﬁgr%%%ln@ %ﬁé slg&'? %tg%;ﬂtt@c%%p u%ég © 18
syst em 80%rowsgsal ssousnel beforzbtht end ®looke?44 is encounterdtie Howveper, af thekd ¥ BRRtiAIS

an illustrative exanple f a central erver - based nessagi ng, system t hat
has bén éﬁ%ﬁsﬂ%ﬁdm@g&m cBA PERNATE BIQCk: T8 dhe mabllegleyineprevidsa oo @rmagrene
referred . y LT L a data store 817 with
mai | boxestr%?gé?%?mﬁg?gea%g?% uﬁgﬁltﬁ%@t%g%%!@%é?%%pher data stores (not
shown) for ot heht pratassabiotkeri8s, hatornmyrd ebeetstoptetatin o0 cld weshifer dunicw el e

devi ces 816 818, and the wrel|ess connector system 828, the w rel ess
VPN rout etp"ggﬁ?e‘!o?s B?J@E‘%Eﬁilj %tﬁ?é?lhfeo%’g‘n@ﬁtcga“’eH&B’I“;‘?ﬁ’gblfém?ﬁv@ét ildygspartial
bet ween t hg-<¢ 8 Ty o r i4 8. } .
In nore gener%ﬁotger ?}leéwﬂgfg?u%ggtem 3}1 epgﬁ{em?rd %%@%ﬁgﬁogér&sﬁg% g’\%\»@'th
or i n2assdw mbroof thietthesabgecis movided ke dw mobitedévite sy détemminsd apdedsion $lock0

The corporgte,LAN, 806 is gne preferr odi nent _of _a host system in
whi ch the 7%35@16 LS ATE Spdated QWPG%%%&?%%&W% iy displaging fign éo the

net wor k enyi Hn ' : e ity
(T owal | - SSGr AR BREL FbTr A O IR RESREEMEReoVidhin & PREEAMAGHE,

ot her ser ‘isneprpeosingeritiorespedt fo theshesssge ddmpleteg las imbicadabky epd blook G4ér
system 824 and ..nt em cor}ﬂector 326 mié’ be .| ocat ed outsjde such 15 hogst
systems, wirel 5 &ht %r?rbp)'@ﬁatalSBn Rresatethat gnpegded; giessaggeprocessing
descri@ped nReh Q- need not dORsEPAPRIAIR P BOGtehiBIBIRM Rerblforthh hfcg(?de further
connector system 828 as an assocl ated w rel eSs conmuni cati ons ‘enabl I ng
conponent stepk and operationsial ddditiorsihkbtotmrdeppndigg appn thesiyhesal encadplg aplied by 20r
a software conmponent ilt to, wo with, at | easf one o re ssage
Corver RSSO Bt kable e isBons o dhe Sah el AeeanrT Sbp e el b
information to, and to receive information from one or nore nobil e devices
816 and 818, via one or nore wireless networks 812 and 814. The w rel ess
connector system 828 may be a separate conponent of a nessaging system as
shown in Fig. 8 or may instead be partially or entirely incorporated into

ot her conmuni cati on system conponents. ’or exanpl e, the nessage server 820
may i ncorporate a software program application, or




25 conponent inplenenting the wirel ess connector system 828, portions
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517 and’ 2SSV TEOS Bl thatRe BT Mot 18 The 1538 1 it SdpbR o B3oh
Messages 863, al SWADE sywnéapeact AN 806 Betiad S osceulity’ firewalll 808! vAdadiéss
stor g@énot shown) on_t he desktop cor@ut er. system 822. Within the corporate
LAN 846, teasiivrlire8L0.ouinplamsinstwarksiddm anded Igp andimobile levices 816 and 818. The

corporate LAN 806 includes a message server 820, a wireless connector system 828, a

data store 817 including at least a plurality of mailboxes 819, a desktop computer system

822 having a communication link directly to a mobile device such as through physical

connection 824 to an interface or connector 826, and a wireless VPN router 832.

25  Operation of the system in Fig. 8 will be described below with reference to the messages
833, 834 and 836.

The computer system 802 may, for example, be a laptop, desktop or palmtop

computer sysiem configured for connection to the WAN 804. Such a computer system

may connect to the WAN 804 via an ISP or ASP. Alternatively, the computer system 802

30 may be a nefwork-connected computer system that, like the computer system 822,

accesses the WAN 804 through a LAN or other network. Many modern mobile devices

are enabled for connection to a WAN through various infrastructure and gateway

arrangements, so that the computer system 802 may also be a mobile device.
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conjunction with the nessage server 820. The wi rel ess connector system 828
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devi ces 8

more message server., The wireless connector system 828 is used to send user-selected

20  information to, and to receive information from, one or more mobile devices 816 and 818,
via one or more wireless networks 812 and 814. The wireless connector system 828 may
be a separate component of a messaging system, as shown in Fig, 8, or may instead be
partially or entirely incorporated into other communication system components. For
example, the message server 820 may incorporate a software program, application, or

25  component implementing the wireless connector system 828, portions thereof, or some or
all of its functionality.

The message server 820, running on a computer behind the firewall 808, acts as the
main interface for the corporation to exchange messages, including for example electronic
mail, calendaring data, voice mail, electronic documents, and other PIM data with the

30  'WAN 804, which will typically be the Internet. The particular intermediate operations and
computers are dependent upon the specific type of message delivery mechanisms and
networks via which messages are exchanged, and therefore have not been shown in Fig. 8.

The functionality of the message server 820 may extend beyond message sending and
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20As shown in Fig. 8, there are several paths for exchanging infornmation
with a nobile device 816, 818 fromthe corporate LAN 806. One possible
information transfer path is through the physical connection 824 such as a
serial port, using an interface or connector 826. This path may be useful

for exanple for bul k .informtion updates often.perfornmed.at.initialization
of o noby | EaRu P awAE TR, e BG Ry GRRSS sBLle o bt sl

devi ce 816toddlifstd, Saskisks] BSnaAl arll AVIRIhBkoBYHIRBRibEdldbEvEAN 806, such as the
conput er system 822. For exanple, as described above, RiIMdata is comonly

exchanged over Mgspags sebisnvauchas 820 ormglnpleaiain aaiyalitpel maideenes Sl 8dn pve an
S o . o
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be used t ostbrassf @cludeherailBOxds ¥ 10r fFRh n@mber 61" ek bapuatiVesagsystamd22
to a nobile device 816, 818, includi rgigypri vate security keys, ("private,
keys") suchY A8¢ FrossagecSeEYRar 830t theh 1dsntidy Grisehr & UREYRCOqURy @ BallboXy Ahpessibly
desktop co t r ' I L nf | QN:..s as
Corts and CRAH adIGh Blobihea Gl ek, dofOuil of Gallp B el ot -G (Ripicit e
POP. Rotedaiheh& eyrrespohdingenaitioxds 18, difiy shesahgecis nddrssadino8Rdltipiedrecipients
O O Pr R andich Thes CaPNSpIhe sahe mhestags are typoally stored b ot® thais ome

10  mailbox 819. Alternatively, the message server 820 may store a single copy of such a

message in a data store accessible to all of the users having an account on the message

) server, and store a pointer or other identifier in each recipient’s mailbox 819. In typical

messaging systems, each user accesses his or her mailbox 819 and its contents using a

messaging client such as Microsoft Outlook or Lotus Notes, which normally operates on a

15  PC, such as the desktop computer system 822, connected in the LAN 806. Although only

one desktop computer system 822 is shown in Fig. 8, those skilled in the art will

appreciate that a LAN will typically contain many desktop, notebook and laptop computer

systems. Each messaging client normally accesses a mailbox 819 through the message

server 820, although in some systems, a messaging client may enable direct access to the

20  data store 817 and a mailbox 819 stored therecon by the desktop computer system 822,

Messages may also be downloaded from the data store 817 to a local data store (not
shown) on the desktop computer system 822.

Within the corporate LAN 806, the wireless connector system 828 operates in

conjunction with the message server 820. The wireless connector system 828 may reside

25  on the same computer system as the message server 820, or may instead be implemented

on a different computer system. Software implementing the wireless connector system

828 may also be partially or entirely integrated with the message server 820. The wireless

connector system 828 and the message server 820 are preferably designed to cooperate

and interact to allow the pushing of information to mobile devices 816, 818. In such an

30 installation, the wireless connector system 828 is preferably configured to send

information that is stored in one or more data stores associated with the corporate LAN

806 to one or more mobile devices 816, 818, through the corporate firewall 808 and via

the WAN 804 and one of the wireless networks 812, 814. For example, a user that has an

20



5 least one identity for accessing all encrypted and/or signed mail. The
user's desktop conputer system 822 and nobil e device 816 or 818 can al so
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such as apycRhetd956 ARRY ERBIEHR BT example a serial port connected to an appropriate

interface or connector 826 such as a cradle in or upon which a mobile device 816, 818

may be placed. The physical connection 824 may also be used to transfer other
30  information from a desktop computer system 822 to a mobile device 816, 818, including
private security keys (“private keys”) such as private encryption or signature keys

associated with the desktop computer system 822, or other relatively bulky information
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In sone inplementations, nore than one over-the-air information exchange 15
mechani sm may be provided in the corporate LAN 806. In the exenplary
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used. For exanmple, if the conmputer system 802 1s enabled for secure
messagi ng 816 B8 oM thE usertiedesking exmpiter systna§22.8TBisteadibg of btheedser’s Certs

5encrypted, ,0 ot h, - nai | s ,such as 833 . narmally us
Cradi | onddskRES ‘e oRs e F: wRe It 2 fa L 16V BRNFHA AeTtorihet
of these- mptiticd85 986 witlRB6m! BEPPhGUEBe Ak EhAlaingelclrkRRVRALO aﬁﬂecp'cg{}'e-thgﬁ
art. The e-mail nessage 833 arrives at the nessage server 520, whi
det er m nedh¢ puBcinifermatien| adx dbe sadbilehdevicenthiroughes pluysic8l3@sicotidn itmead of

stored. As escrj bed above, a.nmessage such.as fhe e-mail nessage 833 y
i ncl ude aoﬁ’éggl%n s, sqyang tgle 4 {reggsﬁéqq%%gg(&i\a Tt 7 PPRIC myss FRGHE of
i denti fi efrdrhat tdTBYsdRe tdRIRAENr Ys8rsPSY WhéHhad st e s RTfdt@hffedrai | box
819 by the nessage server 820. For an e-nmil nessage 833, recipients are

typi cal |y i dentlpfknewnysynehrenizalion” a6me avsdessaoessaaipg apstams o physisa patichount

mrrofl e ted dutt el R RIS Bl AR AR SR e pepr

itens or [3aots nwhidakickd 81®add ®18.t he corporate LAN 806 to the user's
mobi | e device 816 or 818, preferablg upon_det ect | ng that one or nmore
triggering everitiothersmethed fprdata gxchanggevith g mokite devied §Uas818istovier-throair,

Lo o7 RuroBRE B WIRASs Yok ol QLGN O 2P LSRR BRUEL AGWOR! 805, 842 As
shown in Fig. 8, this could involve a Wireless VPN router 832, if available in the network
25 806, or, alternatively, a traditional WAN connection to wireless infrastructure 810 that
provides an interface to one or more wireless networks 812, 814. The Wireless VPN
router 832 provides for creation of a VPN connection directly through a specific wireless
network 812 to a wireless device 816. Such a Wireless VPN router 832 may be used in
conjunction with a static addressing scheme such as IPV6.
30 If a wireless VPN router 832 is not available, then a link to a WAN 804, normally
the Internet, is a commonly used connection mechanism that may be employed by the

wireless connector system 828. To handle the addressing of the mobile device 816 and

any other required interface functions, wireless infrastructure 810 is preferably used. The
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20 di sconnection of the user's nobile device 816 or 818 fromthe interface
826, or receipt of a command sent froma nobile device 816 or 818 to the
host systemto start sending one or nore nmessages stored at the host
system Thus, the wreless connector system 828 may detect triggering

events as Wﬁé@gﬁﬂﬂ%mtﬁﬁ%l@%ﬁﬁﬁo ﬁe & corrp%%?wtsm& @ﬁefegggét for o urglocr:]%

comrand, or vmth one or nore network t ens I nc
screen 25 sgiven way aidstafnects antheyaots teseen beuhmbmme netthaks wilnedieslsss

access to q{rate dat ;‘IM b| | e device 816_or be actlvat ed
2t the LAMSSUBIRHER TnE1dend e Tasstaie h nepBalin dshcud Ropal dgt moile
occur rencejeqfces s gwwmﬁ %\éﬁﬁhsh%ﬁs eemeeh LG QMG cgéﬁshomr amﬁ%ﬁ%

data itenms selected by the user are preferably sent to the user
devi ced | rdevines 8%6nfli%e of the e-nail massage 833, once atri gger| ng event

has been 30 detgct.,ed arri ryer
820 is detecte bR}“‘Ear‘F@’\&?r"SF’é%” 08%% Z‘fvg%ség@ %22 ﬁg%mw ed,
acconpl i shgeluding! f@XaaRips, IQENTM@Rew &rrgaﬁh&bﬁ&zmlﬁg)meeﬁcmﬁ rotocol
associated with the nessSa e sewer 820, i f the nessage server 85 s a

M crosof t UsR€ Mﬁg@@éﬁ rpgtery. heﬁﬁlrﬂlwselleé‘é@rké&ﬁwﬁ&“wﬂd@fﬁp%@m@gﬁna
eosre BieR YRS LB L0 e R CIES
message i soaiieedaddnmy®d hipp¥f YifBerent types of networks, including but not hrmted to,
data-centric wireless networks, voice-centric wireless networks, and dual-mode networks
) that can support both voice and data communications over the same or similar
infrastructure, such as any of those described above.

In some implementations, more than one over-the-air information exchange

15 mechanism may be provided in the corporate LAN 806. In the exemplary communication
system of Fig. 8 for example, mobile devices 816, 818 associated with users having
mailboxes 819 associated with user accounts on the message server 820 are configured to
operate on different wireless networks 812 and 814. If the wireless network 812 supports
IPv6 addressing, then the wireless VPN router 832 may be used by the wireless connector

20  system 828 to exchange data with any mobile device 816 operating within the wireless
network 812, The wireless network 814 may be a different type of wireless network,
however, such as the Mobitex network, in which case information may instead be
exchanged with a mobile device 818 operating within the wireless network 814 by the
wireless connector system 828 via a connection to the WAN 804 and the wireless

25  infrastructure 810.

Operation of the system in Fig, 8 will now be described using an example of an e-
mail message 833 sent from the computer system 802 and addressed to at least one
recipient having both an account and mailbox 819 or like data store associated with the
message server 820 and a mobile device 816 or 818. However, the e-mail message 833 is

30 intended for illustrative purposes only. The exchange of other types of information
between the corporate LAN 806 is preferably also enabled by the wireless connector
system 828.
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When a data item such as the e-mail nmessage 833 is to be sent to a nobile
device 816 or 818, the wirel ess connector system 828 preferably repackages
the data itemin a 5 nmanner that is transparent to the nobil e device, so

that information sent to and received by the nobile device appears simlar

to the infor mat b8 eafais nRssesheOsBI2RENIAEGRIRE BbRpater PR MOSI2 %M%@@A'fé\goﬁw
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r epl \B0me sdeteread, tthe keridell of Gieethetsagaddsessibd meshps eatver 8B0R dehRted by The
field reflecting an address of the nobile device user's account or nail box

on the ho¥telessianecipr arsiemS28uais may be spromanlished oion exargele, imgsitagng or

nessage . : i j i i r el nnect or
Cyst oo stk AifboRBO L1 aEUaR i BTG DXV BEs 10 (67 3: BRAREE KBver o0
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t hough the nessage originated fromthe user's mail box 819 or account at the
host systemrather than the nobile device.
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Fig. 9 is a block diagramof an alternative exenplary comunicati on system
I n which wireless communi cations are enabl ed by a conponent associated with
an operator 25 of a wireless network. As shown in Fig. 9, the system

i ncl udes a conputer system 802, WAN 804, a corporate LAN 807 | ocated behind

a securit yioh hien@kyncS Blovidat RE6REN A bmBA ppHchtib e PRARamhiN4
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Vabel fed compontiies 4 e SERE T etk dfed R R 0q Sal o aiepilt achibe
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necessarily be a wireless VPN router in the systemof Fig. 9. The network
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comput er g8 ERBIEaIOE afiSehus Sl Yo mENrRSIRCE st on A RREMIER b by,

net wor k 8lsystehn) LAN BON ii0Fig. &8, pl Ofidlpréferred regskbging coepisdenchidet aﬂﬁpgiﬁ%,
852 are shown, each havi ngpa physi cal connection 846, 856 tQ an interface
or connecti§fergabmesssges 0 (i setics aWirsloss Bevok Bdf Bl in g8 plecirogicernyelong on

or in conj ' i . e T, ' SS
connect or tgélkg(%der{régp (’éﬁf&%%@ﬁ%&éﬁ%%ﬂf{%& a’? lg&:s.ﬁgf \%Il re E@%dggﬁﬁgé?bgﬁsggsﬁgiﬁ]%%
descriibed thbmessagetis tost sent. Altetnhtigelgiadther repakaging chethsdswsowid be nes=ls agdmsand
other itens t'hﬁé are ié%‘ﬁd i n nmail hoxes 819, and possi bl dbta itens .

stored in SREPigLBYPBTe MapBipg teghpiques. guegfprepaskagppRerTiably Alpogisultsgnone

or noye by ' 3 : : ol V\@ﬁ,er tor
I nfrastruct urag %%éa ?S(S)\?I egmg%%i Irﬁ%gfl% g%@%e?%egﬁ t ea%%#ﬁlgn?e\\%gg%sﬁg%?
815 and t herdedponddip hosd sgitomeaccopet at meiibaf 81hevey stomghsheyware noEpased hndi | |

D e B e o o O o B R R0 e B
15  share a single e-mail address between a host system account or mailbox 819 and the
mobile device.

Repackaging of the e-mail message 833 is indicated at 834 and 836. Repackaging
techniques may be similar for any available transfer paths or may be dependent upon the
particular transfer path, either the wireless infrastructure 810 or the wireless VPN router

20 832. For example, the e-mail message 833 is preferably compressed and encrypted, either
before or after being repackaged at 834, to thereby effectively provide for secure transfer
to the mobile device 818. Compression reduces the bandwidth required to send the
message, whereas encryption ensures confidentiality of any messages or other information
sent to mobile devices 816 and 818. In contrast, messages transferred via a VPN router

25 832 might only be compressed and not encrypted, since a VPN connection established by
the VPN router 832 is inherently secure. Messages are thereby securely sent, via either
encryption at the wireless connector syster 828, which may be considered a non-standard
VEN tunnel or a VPN-like connection for example, or the VPN router 832, to mobile
devices 816 and 818. Accessing messages using a mobile device 816 or 818 is thus no

30  less secure than accessing mailboxes at the LAN 806 using the desktop computer system
822.

When a repackaged message 834 or 836 armrives at a mobile device 816 or 818, via

the wireless infrastructure 810, or via the wireless VPN router 832, the mobile device 816
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When an e-mail nessage 833, addressed to one or nore recipients having an
15 account on the nessage server 820, is received by the nessage server
820, the message, or possibly a pointer to a single copy of the nessage
stored in a central mailbox or data store, is stored into the mail box 819

of each s ITH = A i
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retrieves the e-mail nessage 833 fromthe appropriate mail box 819,
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then the e-mail nmessage 833 nay be sent to the network operator
infrastructure 840 as shown at 860 and %92 whi ch then sends a copy of the
e-mai | nessage to each nobile



device 813 and 815, as indicated at 864 and 866. Information may be
transferred between the wirel ess connector systens 844, 854 and the network
operator infrastructure 840 via either a connection to the WAN 804 or the
VPN router 835. Wien the network operator infrastructure 840 conmmuni cates

with the widsebia®s WRRTES EQApS¥SERIBIMS 442 2824 52NHhdl (R gy fEabl @eﬁi@f}é vﬂgﬁggtﬂxghe
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mobile devices 813 and 815.

As those skilled in the art will appreciate, communication network protocols
commonly used in wired networks such as the LAN 807 and/or the WAN 804 are not
suitable or compatible with wireless network communication protocols used within

25  wireless networks such as 811. For example, communication bandwidth, protocol
overhead and network latency, which are primary concerns in wireless network
communications, are less significant in wired networks, which typically have much higher
capacity and speed than wireless networks. Therefore, mobile devices 813 and 815 cannot
normally access the data store 817 directly. The network operator infrastructure 840

30  provides a bridge between the wireless network 811 and the LAN 807.

The network operator infrastructure 840 enables a mobile device 813, 815 to
establish a connection to the LAN 807 through the WAN 804, and may, for example, be

operated by an operator of the wireless network 811 or a service provider that provides
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device A 813 or B 815 may then be processed by the w rel ess connector
system 844. This configuration nmay be useful to enable wreless

conmruni cat i ons between the LAN 807 and the nobil e devices 813 and 815

Wi thout requiring a desktop conputer system 842, 852 to be running for each
nobi | e dewvielesSimmbnivafisl &F9icE ARNBEBIRY dYRk 15 BY g'%g.siﬁa ull$ha%ed system, a

i npl enented jn conjunction with the message server to enable w ree1 €ss
communi catiehide device 814, 15102y establish acloruienyeatinrodessinn Wit thalnesvoriitdpesator

conmuni cat; The system includes a uter syst.em 802, WAN 804, a
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888 and 890. In the LAN 809, the conputpgfgﬂsij;?egn%g%gﬁ VAN ggﬁj,%dsecurlg%tﬁﬁls
firewaPl gbguldicssineonfdentiel, gpd, 2 wineless wsbebewrer medhl #os Y iBlEss Agplikatom

conput er : l.cal | 824, interface or connector 826
and VPN 1 DiRBLSWAPEBRNGEE |, 4 BOGHABY Wil Kot Ol BlouB6 dpnel SRIEF R or B
conponent ssettetedr ddiedltsainayie soffWwarcaesidss igahewbiR&vany adalbd afitiafemiten, or
provi de mobil e devices, 888 and 890 with access to 15 data itens stored at
the LAN 8d8St & mfgrmation, slotd i aguaileanbkt iotheslpts epretly efpibe d1/dN 867. dfhei n
conj unct | R ob A HCRFANAGE B0 $lh BLEAGHIN, AMMLELESS, SO0RSEC LA,
system may i nsteat operate on or I n conjunction wth one or nore desk g
conmpuf@r syis¢lessscannetthe systdh 839, 85 ansinigr $dcass Hypanea tlrinsysPewdT §1 E!T].TPSP,d es
for transfer of data itens shor d 3t the 20 |LAN 809 to one or nore nobile
devi ces 888" CHERDICTI FOSCHAPA Pk Bosei eetablshed c AR avigat pessionskaiweens ther ed
i n mei | boxesy&k9o , I | hey: 4i

stored in the %a?%&g%g%ﬂ%ﬁc%%@gﬁgﬁéra ?l‘grte%rg kcogg‘taéa%&: ? %gr&l’éﬁ{ogr&éﬁsgclgﬁﬁaet a
store of anaisnyiatetypops VeANseonheaBnS@2thrAghdhs WPKNaduleb @36 ,if amikbiai When
nmessage 833 a essed to one or nore recipients, 25 havi accoynt on the
message s ?K’Feag%%%&ﬁ%@efe‘é‘f%a %Wﬁ% ﬁ%@ﬁ&@é@@ﬁé’ﬂ%@gﬁa@%m eliyerng
the mps | bexnBiRdoinfeathion Usdtk! RCHRI 8&ice lafe 40 eS ¥RhBIZA, fhkInethBrk topgrator
external data store 882 preferably has a simlar structure to, and renmalns
synchr oni Zefgaspiucture BA@ audthe wircless @aitcctVeystéos B4, 854 may datcanffwred do ahat

data store %82 i S referabl,t indeﬁ_ﬁndentlégs%%fha le to the PIM
i nf or mat i SiFOBFHAPA G SPEEEE T §EED 8y ¥BRed-hi s 30 particul ar

configuration, thige sPAQRVITIRNNY, YedHRElks fdrail Bink Tt Gh RSB RN d&licd Resc}%%rﬁ%'ls
data store 882 may numintain synchronization of a plurality of data stores
associ at esvomld heasendelo the wireless connector systems 844 and 854, respectively. Upon

20 receiving a request for information from the network operator infrastructure 840, a
wireless connector system 844, 854 retrieves requested information from a data store. For
the e-mail message 833, the wireless connector system 844, 854 retrieves the e-mail
message 833 from the appropriate mailbox 819, typically through a messaging client
operating in conjunction with the computer system 842, 852, which may access a mailbox

25 819 either via the message server 820 or directly. Altematively, a wireless connector
system 844, 854 may be configured to access mailboxes 819 itself, directly or through the
message server 820. Also, other dafa stores, both network data stores similar to the data
store 817 and local data stores associated with each computer system 842, 852, may be
accessible to a wireless connector system 844, 854, and thus to a mobile device 813, 815.

30 If the e-mail message 833 is addressed to the message server accounts or
mailboxes 819 associated with both computer systems 842 and 852 and devices 813 and
815, then the e-mail message 833 may be sent to the network operator infrastructure 840

as shown at 860 and 862, which then sends a copy of the e-mail message to each mobile
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(i.e., data on a nobile device, data on a personal conputer at hone, data
at the corporate LAN, etc.). This synchronization nmay be acconplished, for
exanpl e, through updates sent to the data store 882 by the wirel ess

connector system 878 at certain tine intervals, each tine an entry in the
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in corres di ng.sforage areas. or, nai xes. in, the data store 882. As
shown, up%gﬁegn‘grbe e?cgfm&% @ﬂ“i’%%gﬁn&% Bl e perro Pﬁeré‘f%rlé‘%éit?um be
sent to thgpdata store 882 via a connection to the WAN 804 or the 'VPN

router 835. For exanple, the wireless connector system 878 may post updates
or stdPed i nforMuassages eoother sdoumationi to tiehseni Srovatanchiby devé@2813, £ 1anmefr b

post request. Alternativel a secur rotocol such.as H UPS ar Secu

Socket o L aytsesteddhy M eE wAa e VoS BRI FHHFOHEE enstiired Bappt Bibdee
that ja si ggiReCOPY Of5 do ARk andtivEIR ShAaRR InfraBPiculcN850.0NThé Gfedivb&N obfrafor
data store at the LAN 809 may instead be sent to the data store 882. This

copy of t hefiahamgture 840 swyl ther mend the isfoonalioreia funreless gonrectdraystomel44, 854
corresponding location i.n th ata .st.ore 882,  or.a singl.e c 20 be
cor ed’ i n o opsieanlf dhdifheio 1 SR aBPGT 1Py Rlasfind MRRiEIRRRP R plebid
st or egls datkarviet 8D EIrNEkasipE ek hmgeaa&hlaﬁ%ryeéawwitn@ ihfogRkii@ td thd hedded

store 882. The access gateway 880 is effectively an access platform in
that it presPIERS. nobi |l e devi ces 888 and 890 with access to the data store

WAN 804 and t Rbeabole Bedbudh of SO A3 3 HEREY BRI MBS Ruirl b,
t hrough whiiedlesddhhecteienisedss S5 s30dnd9he NawER vpetort i fhitA 1AM 3HA insfadAP

browser or other browser conpatible with the wireless networks 884 and 886

may then be coslpued tadush datehiteramioamebide degeos 8ivhpeh 818 <y pembist rughiputln

the data . . tor ] | t | sy, or

rospord v EE 8 also, BRHHEOTE Mamb Shsle i BB BY M B b Btitan

898, items currently stored in a data store at the LAN 807 could be pushed to a mobile device
813, 815, and then be used to request messages or data items from the LAN 807 via the
network operator infrastructure 840.

If mobile devices associated with user accounts on the LAN 807 are configured to
25  operate within different wireless networks, then each wireless network may have an
associated wireless network infrastructure component similar to 840.

Although separate, dedicated wireless connector systems 844, 854 are shown for
each computer system 842, 852 in the system of Fig. 9, one or more of the wireless
conneotor systems 844, 854 may preferably be configured to operate in conjunction with

30 more than one computer system 842, 852, or to access a data store or mailbox 819
associated with more than one computer system. For example, the wireless connector
system 844 may be granted access to the mailboxes 819 associated with both the computer
system 842 and the computer system 852. Requests for data items from either mobile
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30 copies of the e-mail nmessage 833, which was stored in the data store
817, may be sent to the nobile devices 888 and 890. A data store (not

shown) on each nobil e device 888, 890 nay thereby be synchroni7ed with a
portion, such as a mail box 819, of a data store 817 on a corporate LAN

809. ChangdsidecA 81BobHE & cauy @eandmt;aosds@wbm wirétedsadonyiedior §8tdne g4 dThiy
t he data stores 882 anch 817. Fig. 11 is a bl qck diagram of an exarrpl e
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' nel udes ?%ng s\éc?rle?iem%géj dgta S?ore 817 or another network data store or a local data store of a

computer system such as 822,

As described above, an e-mail message 833 addressed to one or more recipients

25  having an account on the message server 820 and received by the message server 820 is

stored into the mailbox 819 of each such recipient. In the system of Fig. 10, the external

data store 882 preferably has a similar structure to, and remains synchronized with, the

data store 817. PIM information or data stored at data store 882 is preferably

mdependently modifiable to the PIM information or data stored at the host system. In this

30 particular configuration, the independently modifiable information at the external data

store 882 may maintain synchronization of a plurality of data stores associated with a user

(i.e., data on a mobile device, data on a personal computer at home, data at the corporate

LAN, etc.). This synchronization may be accomplished, for example, through updates sent
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I nformation, is communicated to and fromthe transceiver 1111 via a |ink
between the DSP 1120 and the m croprocessor 1138. The detail ed design
of the transceiver 1111, such as frequency band, conponent selection, power
level, etc., will be dependent upon the communication network 1119 in 5
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20  be stored in the data store 882, with a pointer or other identifier of the stored data item

being stored in each corresponding location in the data store 882.

The access gateway 880 is effectively an access platform, in that it provides mobile
devices 888 and 890 with access to the data store 882. The data store 882 may be
configured as a resource accessible on the WAN 804, and the access gateway 880 may be

25  an ISP system or WAP gateway through which mobile devices 888 and 890 may connect
to the WAN 804. A WAP browser or other browser compatible with the wireless
networks 884 and 886 may then be used to access the data store 882, which is
synchronized with the data store 817, and download stored data items either automatically
or responsive to a request from a mobile device 888, 890. As shown at 896 and 898,

30  copies of the e-mail message 833, which was stored in the data store 817, may be sent to
the mobile devices 888 and 890. A data store (not shown) on each mobile device 888, 890
may thereby be synchronized with a portion, such as a mailbox 819, of a data store 817 on
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and encoding, for exanple, by the DSP 1120 and are then provided to the
transmtter 1114 for digital to anal og conversion, frequency up
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stored i nNEWRIKsi stent store such as non-vol atile menory 1124. The
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30 for voice communications versus data communications for example, then a plurality of
local oscillators 1113 can be used to generate a plurality of frequencies corresponding to

the voice and data networks 1119. Information, which includes both voice and data
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10 high-level interface between a user and the nobil e device 100. This
interface typically includes a graphical conponent provided through the
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30When the nobile device 100 is operating in a data conmunication node, a
recei ved signal, such as a text nessage or a web page downl oad, is
processed by the transceiver nodule 1111 and provided to the m croprocessor
1138, which preferably further processes the received signal in nultiple

stages as fiesdigithietb abalvg,cohivérsioue fitdadney @dicBH{erkion! E‘i@teﬂhé,pblﬁ}éﬁﬁéx%%n 4d
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devi Ce\As/rl100 | s furtgeir enh%{med W, th ai plurality of auxiliary 110 devices
1128, whi cHeRESFYSdAGand thafensmiiea L A may Rreadaptively coptelghiiroughantorantic of
Swi t ches, if O&kfrol | : | & S at aql te ' the
user my t%aéiri] be torI aﬂgbn%%%ydhggieeﬁ?&g %g%ml}rgﬂ?ggt ?g%]djneté’m%e%kg&ff%%icg%Fﬁg
transcei veslgomiuoise caild1alsd Ovhémplehentmibid aheldDSE el 1230 inh sord@e t@tprogde Nmare

voi ce conmunj cati.on node, e, overal | eration of the nobile device is
subst ant i aqqp&ps?p%e@g?mfﬁ Cfftﬁgeﬁ%ﬂsﬁelﬁ%]eﬁqexcept that received signals are
preferably be ophpuficlofrdcssos @wgfef&éﬁg ARh YO LEE oSt dyRkalf g;g&a%ééf on
are generated by a mcrophone 1136. Altérnative voice or audio 1

subsy dtensthe saathleadeviceviditc Viaey Himge of adoogiavgswuberymiworontmylers coaldbe used

I npl ement egd_on_ 15.t he.mobi | e _dewi . t hou voi ce or. audi o signal

oot pat 15 TorSrt RbEuREE, 3 FingfedoSE A conl REHa 0 ey Sfsafls Birerond of e

di spl ay 1lBro@wcetkeO 1083, UBSW-16@1 Rlofith&ifcaibd Rdictiahs, ORcRidahs: léi@PHT'&tfay a
calling party, the duration of a voice call, or other voice call relate

i nf or mat | WWICFepPmEEmstions,t fre pearformpd dbroughrthe B8P 1120cinthentenssaiver t1i 11 he
voi ce co i : ] e and,.t he er.ati ng ,system software, .nay detect
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di spl @ it1104AL haddi gith @onmkid@deation apgﬁcﬁt'itﬁ{ 1249 @Ra1C DENAOREL Bl HRNSoRYORURL €M

1140 is also included in the nobile device 100. The subsystem 1140 may
i ncl ude arMeEPParldds gy execulien dysthe miewproaessert 5138nd Bampearaples thorvoice

hort - i i . tgot hT |
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"Bl uetooth" and "802.11" refer to sets of s?ecifi_cations, avai l able from

the InstitVeie oF derlaaeds dayicemyiagtheciatearke & 1 EhgiSiedledy, thel dath mgmmounifatisines s

PRDUST R AT FARS (R Pl o HER TP s B FRoD S SRS o ARG Ad Sdiving
encoded nelamagesh as e-mail messages, files, organizer information, short text messages, etc.,

between the mobile device 100 and a plurality of other data devices via the networks 1119.

jd

The microprocessor 1138 also interacts with other device subsystems, such as the
display 1122, the RAM 1126, the auxiliary input/output (I/O) subsystems 1128, the serial
25  port 1130, the keyboard 1132, the speaker 1134, the microphone 1136, the short-range
communications subsystem 1140 and any other device subsystems generally designated as

1142.
Some of the subsystems shown in Fig. 11 perform communication-related
functions, whereas other subsystems may provide “resident” or on-device functions.
30 Notably, some subsystems, such as the keyboard 1132 and the display 1122 may be used
for both communication-related functions, such as entering a text message for
transmission over a data communication network, and device-resident functions such as a

calculator or task list or other PDA. type functions.
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VWHAT IS CLAI MED | S: 1. A nethod for handling an encoded nessage
provi ded by a sender to a server, conprising: 5receiving at the server at
| east a portion of the encoded nessage; generating at the server a
nmessage status indication about the at |east a portion of the encoded

nessage, the neepa@bng kitbis goﬂ@as@aﬁdea%yltﬁ@hﬁ@lbpﬁ)cbggo%m Es%l*e&li’&ﬂ& sBiré®iPf
the at |l east a portion of the encoded nessage; sendi ng the
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nessage of RAME ﬁeaﬂkﬁnonvveemel SheriiRgBRsAgewhioht tsntidlgileRtie@ fudclids U5 edy
the wirel ess nobjl e comuni cati ons deV| ce to determ ne that an

encodi Ag- r8pbiledesiser it rihr suqiorolee paemoperlidf ningludyps thelupkie e sofyprd e
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2. The net ereln ast rt Fon O e encod

message r eri@iOyechchiidghe voévevermmnnicatidienedntiet lzmmxr dsescamhhunicatidie nedaided
The, net_ hod im1,, wherein the at

nmessage of 20t he se ) f cl

| e:t:t ga polrlé% ﬁwakwc%%@emﬁwal gdpieed BéNtfﬁé caEyipg oy @d}hﬂ@ﬂ@ of
d 1 t

2 e ot R FnAihodleCiretdhaRBs B9t MitrRMeelior 38 3ERTvide%

det er ti0ni Ngghdbeved |nzterfaxfe bétevean algasbnd theondobide defice Hd0enThid édienfass agpacallyf

E:P?t g?it g[],nljnc% esSiaZg?ap ?g c%%:tlpo%grtlti psrt)Xid%d %r%ctil(gafl t{wtn dPs%?ayn?f a%gdsanzglput/output
} component provided through the auxiliary I/O 1128, keyboard 1132, speaker 1134, and
microphone 1136. The operating system, specific device applications or modules, or parts
thereof, may be temporarily loaded into a volatile store, such as RAM 1126 for faster
15  operation. Moreover, received communication signals may also be temporarily stored to
RAM 1126, before permanently writing them to a file system located in a persistent store

such as the Flash memory 1124,

An exemplary application module 1124N that may be loaded onto the mobile

device 100 is a personal information manager (PIM) application providing PDA
20  functionality, such as calendar events, appointments, and task items. This module 1124N

may also interact with the voice communication module 1124A for managing phone calls,

voice mails, etc., and may also interact with the data communication module for managing

e-mail communications and other data transmissions.  Alternatively, all of the

functionality of the voice communication module 1124A and the data communication
25  module 1124B may be integrated into the PIM module.

The non-volatile memory 1124 preferably also provides a file system to facilitate
storage of PIM data items on the device. The PIM application preferably includes the
ability to send and receive data items, either by itself, or in conjunction with the voice and
data communication modules 1124A, 11248, via the wireless networks 1119. The PIM

30  dataitems are preferably seamlessly integrated, synchronized and updated, via the wireless
networks 1119, with a corresponding set of data items stored or associated with a host
computer system, thereby creating a mirrored system for data items associated with a

particular user.
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30t hen sendi ng the nessage status indication to the wireless nobile

communi cati ons device through a wirel ess connector systemthat provides

i nformati on about the size of the at |east a portion of the encoded
nmessage; wherein the encoding-rel ated operation is a secure nessage-rel ated

oper ati on; Context MIELE &%{g&%ﬁ%’g HPRRst LARIAIRS ﬁ:ﬁaéd QR 3RO a% _h»;%gsaiszmwf

the at least a portion of t coded nessage, the wirel ess nobi
comuni catdeoodedidai Bemdoms proferably §torah an e cuokiledederyB0bper sioiatle andorett-he

nmessage data.provided by th erver. .. The netho f. claimdé,
Wherern ¢ MG S5 bk ot RAAMALEG, SR iniSmalyoR HEY At B s,
of the engRueshiEes s@dfoly A2 R exahple, WiRnStd@gdidenals &adirtlafively RBort, such
predet ermi ned nessage criterion, wherein the wreless nobil e comunicati ons

devi ceSat tthafphe informasicnois rempeed G maemersivge adiss itds istwed. f Howeveresiormgs ofi ze

i cat oo TeisapRPkaler Lo R A 125 ¢ b hr Phialle ol Pa SRRt LR i PrirGatd, o
criterion.in order to endiire fHA€ tHeERehatibn & @hdvdFromvhesreorny Wik B8 eatild deeisd0o i s

a signed nmessage, wherein the rressag% data conprises.only a first portion
of the endo¥sPONEEs ddus PryaHls enomauinoriged parky ﬁf%OEW@Baéanﬁéggﬁéé@%‘?ér% n

the server, S8 . St L. odi IO 11 | dew hin @
first encé)&g%ﬁ 8@%%?%%“%89? %?fﬁlvﬁ g%n%’ﬂggga@g@ot g%@t %@ﬁeﬁggﬁé’e‘gl%‘?&‘%g@s
too | aoge fooexaipde.t al signature verification by the wirel ess nobile

conmuni cati ons devi ce, . 7. The nethog of claim 8§, erein the
message status HHIMORP gipvissdl €l bot yvﬁﬁ‘@?@&%“?m‘ﬁ%éa g%ﬁ!ﬁﬁeelapp’ons
device th . | Gl i geagdy t flieed
byt o setisine 1 el 160 $3h thfrfte bRRIGTRAAANCORES B¢ SARY pORMTI 0! tie
mobi | e comuebilecddvicens00dievihe aerdal tpoeindfi catngsuteheystent od devine s $heyecrsdl pert k136

server has praovi ded enough, of the 25encqded sa to the wrel ess bile

commini catPBhasBe i PoiabiRe YFF i SLBIUENTE (WD AT CHLTUNcHEs OF ol uare

aut hepki cahetARnEBL RAGSWABEE 38fer application modules 1124N for installation. This wired
download path may be used to load an encryption key onto the device, which is a more

secure method than exchanging encryption information via the wireless network 1119,
Interfaces for other wired download paths may be provided in the mobile device 100, in
addition to or instead of the serial port 1130. For example, a USB port would provide an

20  interface to a similarly equipped personal computer,

Additional application modules 1124N may be loaded onto the mobile device 100
through the networks 1119, through an auxiliary VO subsystem 1128, through the serial
port 1130, through the short-range communications subsystem 1140, or through any other
suitable subsystem 1142, and installed by a user in the non-volatile memory 1124 or RAM

25  1126. Such flexibility in application installation increases the functionality of the mobile
device 100 and may provide enhanced on-device functions, communication-related
functions, or both. For example, secure communication applications may enable electronic
commerce functions and other such financial transactions to be performed using the
mobile device 100.

30 When the mobile device 100 is operating in a data communication mode, a
received signal, such as a text message or a web page download, is processed by the
transceiver module 1111 and provided to the microprocessor 1138, which preferably
further processes the received signal in multiple stages as described above, for eventual
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9. The nethod of claim®6, wherein the wireless nobile conmunications device
that receives the nessage data is notified that the wrel ess nobile

comuni cati ons 10devi ce cannot verify the signed nessage, thereby obviating
the wirel ess nobil e conmuni cati ons device fromrequesting an additional

portion ofuithe ©NEedep1ESERY ! Bitd@Nadd e Blan AR YOOIk DN AMessage.
JO. The nethod of claim4, wherein the server renoves attachnment data 35from
the at | easpbide govies dR0ohay rdsceperotest dals dinges, saelbres sontli mgssages, aning the

vt cer wishBSarer HE2SGEE B! Rarlinicte AielRbiE LEPRRH AR a8t e fon
data has b@WEREYGNHE. although othdrlstyltbef Reiphde afphah@ingtid kevbeir@d Budbhss the

determ ned size includes size of an attachnment associated with the encoded

nmessagé. known DVORAKwbyigsnaoelsebe ased. nlacr inpel o) the mpebilgedeaiar 1ibdis fistleer

i ncl udes sj f Hah. I o A% . f ]

t echni que ?ﬁ%&g/ﬂﬂﬁ%?%%%ﬁ% QPB ose e? Et% %g’nvg{mk/g?@f %‘%F’gﬁ & ?%é\lglwgd

t echni que, mputRIB‘?io(gPa mucypﬁ); aovdrietywat y\)/it(blfzs; e edrheningut ﬁsmitém enP?GPhé Em@posed
Source Prejty,Good Privacy), or a digital signi techni que. . . 13.
The met hodia HRg AR ,bmfbs_rlaeh mayelhR de _%‘g‘é@ﬂg"‘?‘ F Cappisationgetyierkspy
the wrel eﬁqgrwpmgqraﬁmlng@&mglpflpew ce to delay perform ng a secure

nmessage- 15rel ated operation unt enough of the encoded nessage has been
provi déd to t heWhien ¢he sohilebidwece dodniniopedatingsn deveoice donmurieativinr mods,sthe

oper at i on QSGH AHre R b RbAS AEios 5 Stbstatialy Shehls” ot g O oup dpeet
dovi ce. comas B R o L Lo b ety o
sends t he trassmisgions aeet genératidc Ay i mrmicooptions dbl36 eAltemiating ivogee or audio /O
subsystems, such as a voice message recording subsystem, may also be implemented on
15  the mobile device 100. Although voice or audio signal output is preferably accomplished
primarily through the speaker 1134, the display 1122 may also be used to provide an
indication of the identity of a calling party, the duration of a voice call, or other voice call
related information. For example, the microprocessor 1138, in conjunction with the voice
communication module and the operating system sofiware, may detect the caller
20  identification information of an incoming voice call and display it on the display 1122.

A short-range communications subsystem 1140 is also included in the mobile
device 100. The subsystem 1140 may include an infrared device and associated circuits
and components, or a short-range RF communication module such as a Bluetooth™
module or an 802.11 module, for example, to provide for communication with similarly-

25  enabled systems and devices. Those skilled in the art will appreciate that “Bluetooth” and
“802.11” refer to sets of specifications, available from the Institute of Electrical and
Rlectronics Engineers, relating to wireless personal area networks and wireless local area
networks, respectively.

INDUSTRIAL APPLICABILITY

30 The present invention is directed at processing encoded messages.
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that the encoded nessage is too large for digital signature verification by
the wirel ess nobil e communi cations device; wherein the first portion of the
encoded nessage is nmade avail able for display on the wireless nobile
conmruni cat i ons devi ce. 25 15. The method of claim1l, wherein the
nmessage status indication provided by the server to the wreless nobile
connunicatgﬂii device indicates that only a portion of the encoded nessage
has been s {85 thAIMGEDISess mobi | e conmuni cati ons devi ce. 3016. The net hod

of claim 15, wherein the S status indi,cation is us by the wirel ess
mobi | e cormmuni cat ons 2‘5‘9%83?%%%5@% ﬂé?'f%??ff‘ﬁ‘ﬁssﬁg%ﬁré’mdggﬁ’%%ﬁ T{@PRat ed
operation uevet, ceﬁhgughgpf t he encoded nessage has been provided to the

wi rel ess nobil e comrunications device for the wirel ess nobile

communi éati ons dEFACEENE ¥ theservennt 9est aptipe ohiissagmided anassasd; oper ati on upon
the encoded nessagg. i i ver
provi des one or %tg)remta |t§?eo%é§ferg§&§g?§%egtaggé ?\ﬁemaéﬁ%% é’gﬁﬁe&gé%agga Eog{l%éﬁgf

wi r el ess nuohé treodedmmassiaga thomsssdgw stems asdi¢diensmduding mfomnaiddiabbwrside of

portions of,t encoded sage ar rovided to the server. 518. The net hod
of claim 1,th'\3/\§§‘r’aesf ?\p?“g’é’“\%%ﬁéq %‘588‘??@8%33% uni cations device partially.
popul at es one or sBmifify SeiniestdR selthFmtiakbd hd REQRLERIOD £ANERENRELIA t he
nessage data for _.use 1n handling the at |east a portion of the encoded

messagel®on REWIsAORSSevieshi | e communi cations device. i019. The method of
clai m 18, whereiRfhe, %fysaé@da‘?a 2t id t%lv){‘;e'?égﬁH{o%glggodﬁgju%m{ignsoﬂv%tig are
at least a p the encode e

used in displaying the ortion o nessage on t
wi r el ess noiidast acprtivmofthe ienosied evaseaze of@he sEnderpret hod of cl ai m 18, wherein

the wireless nobil.e communi cations isde.icelt%is l.ays one, or r.e addi tional
portions of the GHEBHR PeRESARR s IRSRR Sfpr e BY the Witeless mobile
communications device to determine that an encoding-related operation is not to be '
is  performed by the wireless mobile communications device upon the at least a portion of

the cncoded message.

2. The method of claim 1, wherein the at least a portion of the encoded
message received by the server from the sender comprises all of the encoded message of

20 the sender.

3. The method of claim 1, wherein the at least a portion of the encoded
message received by the server from the sender comprises only a portion of the encoded
message of the sender.

28

4. The method of claim 1, further comprising:

at the server, determining the size of the at least a portion of the encoded
message,

if the determined size does not satisfy a predetermined message size criterion,

30 then sending the message status indication to the wireless mobile communications device
through a wireless connector system that provides information about the size of the at
least a portion of the encoded message;

wherein the encoding-related operation is a secure message-related operation;
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nore additional portions of the encoded nessage are provided by the server
to the wrel ess nobile communi cations device. 21. The nethod of claim1,
wherein the nmessage status indication is for use 20by a conmputing device to
determ ne that an encoding-rel ated operation is not to be perfornmed upon

the encoded nessaghereindiascdmponakl indsrifaebn aBENThEEiNgos the at least RpPWIGH dTdhd he
nmessage status  indicatiogn and at | east a paortjon of the sender's encoded
message to ¢&d 8% ifevirelass meale cemrputieriions devigmdods mgt perfasmcostedre
nmessage by ] : i i I i nprising the steps

of R B B bR sl s cage at the

W rel ess nobile conmuni cati ons device and a nessage status indication about

the portjon, the ssa status indication jincluding. nformation about a
size of the at |ehst agﬁl?rrf‘?a%?ﬁé8?’%2@%‘3@%}?%@%&% ormation aboykthagizehe
message St adflifie hfdase @pbAMnlo? (KEREMNReIsHA indtaRE R RS @ h6CsBRE AL | ON

is not to be perforned upon the at |east a portion; generatrng a
noti fi cati oifcdSeaBnsimesagecBrRomwdSiR the wirelsssimelitearomenurticatiohe device| ess
mobi | e commynieal d,Yas AR Vil L& A displ ay at .l east a portion
of the encoded rregg;aégg ox etcﬁgm\?vir}'r%esfaeggs? P r@rr[)alt)lf)flghg’gnn?rexuérﬁ%gﬁiz%rhsm 1é’\’}i'%g(.’t

23. The netirodided by Hei serv22 or ifitler messaghezeindodtion indédasds ekt Olpediad $a08fiéStha

5secur e, ness rel at ed operatign, wherein the nessage status indication is
for use'by Rr%ge%e "é%te'ggssﬁgeo?‘?eecrg%mni cations device to delay perforning a

secure message-rel ated operation until enough of the encoded nessage has
been provided to qt he wi rel ess nobile conmuni cations device for the wireless
mobi | e cormmuni catd ons déireghedoidsimpd.rhaendecencedebmssgae sl signsd

operati on URERagd) heRFPHE IndiBsR¥AB: comprises only a first portion of the encoded message
because of the size of the encoded message; wherein the server sends the message status |
ts  indication to the mobile device in a first encoded message portion which indicates that the
encoded message is too farge for digital signature verification by the wireless mobile

communications device.

7. The method of claim 6, wherein the message status indication indicates -
20 to the wireless mobile communications device that the digital signature of the message

has already been verified by the server,

8. The method of claim 7, wherein the wireless mobile communications
device authenticates the encoded message after the server has provided enough of the
25 encoded message to the wireless mobile communications device for the wireless mobile

communications device to authenticate the encoded message.

9. The method of claim 6, wherein the wireless mobile communications
device that receives the message data is notified that the wireless mobile communications
30 device cannot verify the signed message, thereby obviating the wireless mobile
communications device from requesting an additional portion of the encoded message in

an attempt to verify the signed message.

10. ‘The method of claim 4, wherein the server removes attachment data

35 from the at least a portion of the encoded message before sending at least a portion of the
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10 24. A nessage server for handling an encoded nessage provi ded by
a sender, the server conpri sing: processor executable instructions
configured to receive at least a portion of the encoded nessage;
15processor executable instructions configured to generate a nmessage status

i ndi cati on snbeddd héxageac eioreitcials thelbiid coampanititns devichevigineiadrempggage,
the nmessage status indjcation including information about a size of the at
| east a porfatBhingrcatieipindivaiss dipt tssiaghmenydgta has been removeg, gcessor

execut abl e instructions configured to send the nessage status 20i ndication

and nessage data to a wirel ess nobile comunications devi ce; . Wherein
t he nessage data ident (Idhemnmshad efedladgsd, mitriréie thodetermived sionsiclides siee phiml udes
at | east, a rat f tg encoded sage. of the sender; wherein the
nmessage st d %gmbgrgia‘g%)ﬂaeﬁwgh %grenﬁsgﬁ%&f?%‘ wi rel ess nobil e comruni cati ons
device to determ ne that an encoding-rel ated operation is not to be

2583; I ;){)rr’]regf b%/héh \émog %fégg&gé&c?@%xotmér&gtﬂlleoggergn%Xédcgzeuf?lgﬂldgg seizéi E}f ill east
message encoded through one or more of the following techniques: an SIMIME (Secure
Multipurpose Internet Mail extensions) technique, a PGP (Pretty Good Privacy)
10 technique, an OpenPGP (Open Source Pretty Good Privacy), or a digital signing
technique.

13. The method of claim 1, wherein the message status indication is for use
by the wireless mobile communications device to delay performing a secure message-
15 related operation until enough of the encoded message has been provided to the wireless
mobile communications device for the wireless mobile communications device to

perform the secure message-related operation upon the encoded message,

14. The method of claim 1, wherein the message data sent to the wireless
20 mobile communications device comprises a first portion of the encoded message;
wherein the server sends the message status indication to the device indicating
that the encoded message is too large for digital signature verification by the wireless
mobile communications device; wherein the first portion of the encoded message is made
available for display on the wireless mobile communications device.
25
15. The method of claim 1, wherein the message status indication provided
by the server to the wireless mobile communications device indicates that only a portion

of the encoded message has been sent to the wireless mobile communications device.

30 16. The method of ¢claim 15, wherein the message status indication is used
by the wireless mobile communications device to delay performing a secure message-
related operation until enough of the encoded message has been provided to the wireless
mobile communications device for the wireless mobile communications device to
perform the secure message-related operation upon the encoded message.

35
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17. The method of claim 15, wherein the server provides one or more
additional portions of the encoded message to the wireless mobile communications device

as the one or more additional portions of the encoded message are provided to the server.

18. The method of claim 1, wherein the wireless mobile communications
device partially populates one or more software objects with information contained in the
message data for use in handling the at least a portion of the encoded message on the

wireless mobile communications device.

19. The method of claim 18, wherein the one or more partially populated
software objects are used in displaying the at least a portion of the encoded message on

the wireless mobile communications device.

20. The method of claim 18, wherein the wireless mobile communications
device displays one or more additional portions of the encoded message as the one or
more additional portions of the encoded message are provided by the server to the

wireless mobile communications device.

21. The method of claim 1, wherein the message status indication is for use
by a computing device to determine that an encoding-related operation is not to be
performed upon the encoded message; said method further comprising;

providing the message status indication and at least a portion of the sender’s

encoded message to the computer device.

22. A method for handling an encoded message by a wireless mobile
communications device, comprising the steps of:

receiving at least a portion of the encoded message at the wireless mobile
communications device and a message status indication about the portion, the message
status indication including information about a size of the at least a portion of the encoded
message, .

using the message status indication to determine that an encoding-related
operation is not to be performed upon the at least a portion;

generating a notification to communicate the message status indication to the

wireless mobile communications device; and
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displaying at least a portion of the encoded message on the wireless mobile

communications device.

23. The method of claim 22, wherein the encoding-related operation is a
secure message related operation, wherein the message status indication is for use by the
wireless mobile communications device to delay performing a secure message-related
operation until enough of the encoded message has been provided to the wireless mobile
communications device for the wireless mobile communications device to perform the

secure message-related operation upon the encoded message.

24, A message server for handling an encoded message provided by a
sender, the server comprising:

processor executable instructions configured to receive at least a portion of the
encoded message;

processor executable instructions configured to generate a message status
indication about the received at least a portion of the encoded message, the message status
indication including information about a size of the at least a portion of the encoded
message; and

processor executable instructions configured to send the message status
indication and message data to a wireless mobile communications device;

wherein the message data sent to the wireless mobile communications device
includes at least a portion of the encoded message of the sender;

wherein the message status indication is for use by the wircless mobile
communications device to determine that an encoding-related operation is not to be
performed by the wireless mobile communications device upon the at least a portion of

the encoded message.
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