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MECHANI SM | NCORPORATI NG SECURI TY ASSCOCI ATI ON PROCESSCR 5 FI ELD OF THE

| NVENTI ON The present invention relates generally to détBANGRYIMOcati on

syst ens aqgo 609524parti cularly relates to a nechanismfor inplenenting
virtual private networks (VPNs) incorporating a securit§/B8¥¥%t i on

dat abase and associ ated processor. BACKGROUND OF THE | NVENTION 10 In recent
years, the world has w tnessed the expl osive growh of the Internet. Each
year many nore h®RIUVALSRBAFH NEWDBK MECRANIEM INCORROBRATENRS t0 be grow ng
without Ilimt. The | nterSESIURIAAAISOIANTONPROACENSORISI ng di fferent

techni ques including renote conputer login, file transfer, world w de web
(WWN browsing, email, etc. Various protocols have been designed and are in
use on the Internet to handl e various types of 15 comunications.. For
exanple, file transfer protocaol (FTP) for file transfer, hypertext markup

| anguag® (HTM.) ped under t he F QF FEESHNVENEN ansmi ssi on cont r ol

protocol /int emethe piddeft RO&HH0R TEHTés! Fherdlli foeda@f cqRRirRGEAbS sfskRAb ahdglopdes
protocols at various layers of the OSlI . conmunications stack. 20 A ke

L > . key
feature of PeRgulhyt Blatest foj & mpaslgrusmy for dmplememiing cvirieal \gvate tkitorks S(VANER s si bl e by

nearly anyQpgoMtitdla Rc&RBbdcRtion dBbap BaNEsdiaite pRIB&sdNt €rnet servi ce.provi der
(I1'SP) account. A downside to this wide scale public accessibility is that

it permts easy access to | t on carrying out

mal i ci ous activities agai ng?‘%ggé{%&?\%nglﬁihﬁgg?gkg he Internet. |IIlegal
conductiosuch ashsteal yerg, thé weed hatwiinebalr the txpdesivergrdwik oflthk @ttermen. Bhchi npor t ant
files by a 25 mlicl oS USedss ROSRELen B A hacker f hat, Ianages fo break
into a conpiterof % rerot e “Retwor K- and succeed o tap: onmni ¢ati on dat a.
The need f dirmits eTher Inteynep@sabied dpeswmchtibys tsding differewr teahiglescineltding remeteBoar d
(JAB) by incl udi Segur | tyre C i n aut.nenti cation
in | Pv6 that ugerrglg%m’sgt:éutrmtgyf?{’ gﬁ)élgc |%§‘§gover E’ég%ﬁr%gé(rgﬁg ’.eq o ¢ofbat the
threat of paddcelsshavnteenolesigredraad pre inatse onethovbntdeset to thandle gaimoyptsoefay to 30

| ace fir UTr- VO | n Y rk i any or
gr gani glgt i 8§m¥%‘€“§‘?"i rgﬁh%%b?%ygké%ﬂérﬁ%ﬁﬂm@)gﬁﬁ% g%n%ﬂgrf glrﬂ? T hat Y
functions twriepfogese {HINE) faefebiatics elouGengrallyp lei rytocol idatddi to duteroét i s a
systemt hatcorﬁ.lln caahnsta?eie%@%léﬁ] QI?drey thp %H}@lﬁnofttﬂ aln&ﬁ;i?sjion%ﬁw %}%ltogglliﬁtgﬁet
the g |1 It i e filt

organi zati on an nt ernet. npl ements t ering of all
dat a commumiotespli Ji¢P/IP) suite of protocols that includes protocols at various layers of the OSI

communications stack.

20 A key feature of the Internet is that it is a public network that is accessible by nearly
anyone with a computer, telephone line and Internet service provider (ISP) account. A
downside to this wide scale public accessibility is that it permits easy access to hackers and
others intent on carrying out malicious activities against one or more hosts on the Internet.
lilegal conduct such as steéling of secret information or the deletion of important files by a -

25  malicious user is possible by a hacker that manages to break into a computer of a remote
network and succeed to tap communication data. The need for security was addressed by the
Internet Architecture Board (IAB) by including security features such as encryption and
authentication in IPv6 that permit secure transactions over the Internet.

To combat the threat of hackers and to secure private networks, it is common today to

30 place a firewall at the entrance of the private network in a company or organization. The
firewall employs some form of packet filter that functions to enforce a user defined security
policy. The ﬁreWaH is a system that sits at the boundary between the local network of the

organization and the global Internet. It implements the filtering of all data communications
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CONFI RVATI ON COPY 04 JANUARY 2006 WD 03/ 007524 PC f/1B02/02720 in order to
prevent | eakage of information out to the external network and to prevent
unaut hori zed access of the internal network fromthe ottBN&ARYRMeny/ al | ow
deci si on L@ Uﬁaﬁs for each packet that is received by the firewall. At the
same time,"ORe WS d is witnessing increasing demand forPGHBIARY services
(i.e. 5 cellular phones, two way pagers, cordless devices, etc.) and
personal conputing devices such as |aptops, PDAs, etc. Many of these

per sonal canpuder ng peewitdeskagencfomfuwmation it rie |ties sxtergad metwriric atd cngregdk cuitry to
enable themtq co ni.c V] A tworks (e, cel.l.ul ar__.or other
br oadband §8ﬁ3ﬁ%§%ﬂ¥8%v@&ﬁ%é%a%ﬁ%ﬁﬁéﬁ%*“@% Wﬁée1ﬁf%Pﬂgpy”$ﬁﬁ§?mﬁ%¥% and nore
PDAs and cebt aittapacteethenheneeday éielfiedwalj. connecting to the Internet thus
exposi ng these devi ges ri-ty.rpsks-.Preferably. these devices

enpl oy sone t ypégtg? Safrlleﬁ]én\/sa{h?wt% Ig(?lprwcl) éscs:lglé ﬁlﬁrzegﬁm %mg?l%gli %fcr)?l%sﬁ %&V 'HecEss to the
devi ce. Ivbskllflarphus,|teo tvaylpagersromdesedevicey; etcl) apl rersemdl ecinputing dofcbsvacle and
require the_cgonputj reso a i > C ,...making their
use in a pan tq %&t) P& %Ig%%ue?ﬁ' ng/f ag}g\%/)f %Sesg%r%ggls&%@ﬂ %(ge&&f Seﬁngglﬁ%r%rg %lge?eﬁ’bA very'
costly or compusicitiogedircuitr’ toldnetds them ér @ningingate @@dvifetss wetwarksewgl, bellolar packet
filt er t hator %ﬁxgr lprgadg%sdl slcl%/ Iegm) %&H%@El&g/f)fkp ucﬂqg %‘é@ﬂt@m&tn.ﬁﬁf lr[l resfiné?no%au' tabl e
for incorporation In sna ortable e ectroni ¢ conputing devi’c&® Such as
cel l ul ar t éilephodeslladadtckphabess wogn@otatingPDAe Bte@dt haNewrRYng Ags WO

03/ 007524 PCT/ |1 BO 20, SYVVA . E#! T t, i tion
provi delgo a d%{;/eé FO g‘%g[%gsn et ul” Vi fﬁ%\f{ig es%?%%\lléae%\g e}% %ﬁ%ﬁ?g‘%@é& ﬁfal)xe:%{s]m for
provi di ng teh@Enshevmthenred as@sstp ithheyderie- aMest fpewadlpriddey, dovevep erefipplemented
encrypti on/leuRl. @ Reofthntidilih) £ iA0r ARV RNBB ERARLE Miig, APt ed o be
sui tabl e fé?g. inﬁ%en@ntat?bn |r[%ardﬁbr% at reIaf?@e y ohpcogﬁgﬁﬁus

enabl i ng cost ieffredebly sonpitiog evieg sush asofellplpetelepiaantdr g4 ryeyocopidir prabl e

el ectronic g pi cations device such as cellular tel ephones, persona
digital assistants (PDAs), |aptop conputers, etc. in connecting to the
Internets or ot Fes, thirelés sancehionat all or peket fligs Bpitcap hveatly splemgnteh@ used in
conj unctio glaz\a'wtmfa 8 shafi c&%rsﬁﬁaglre &PiduRhetaRednanl bbbt %}/@&Amd SonRRkfAabl e

conmputing devices such as cellular tel ephones and wirel ess connected

devices such as cellular telephones and wireless connected PDAs.



PDAs that are adapted to connect to the Internet. The VPN nechani sm of the
present invention nmay also be inplenented in software or a conbi nati on of
hardware and software. Thus, the VPN nmechani sm can be YsNUARYZAG eve, for

exanple, s S WS ranch office connectivity over the V\ANP, le?'Ct/Jremrermte
access over? N or securing e-comerce 15 transacti SHEBE2% he vAN.

The VPN nechani sm conpri ses a security associ ati on database (SAD) and
related circuitry that is adapted to provide the necessary paraneters to
i npl enent the 1PSec group of securith specifications for

encryption/ decryption and afthEHAREE |Hﬁ§mﬁﬁq€ﬁ1@§curi ty association (SA)

entry in the dafiahasentCoMRtbSsdvidkd a hiiRl Ral AR 9frfall RhteHBrRREERSArY to 20
receive and transmt VPN (ggqckets according to the | PSec specification. The

i nventi on perEBEHs e qUPYIYYE a$8 0EFEHFBN STTAY Fetted ckpgrictcesei MM an i nput

packet st r eamniNOiR b anki RSthédNBAon PREKEEN SebHR AN TPMaRERIUe S6itBRIM: | nbound
and out bound “packet's. Typically, the invention is positioned between a WAN

(i.e. the FRRERGEHYD Brigrdyaror SHAEVERNEY POt Y naRlipeeost e yPRICRRERTERT sm i
operative bomt idviBion BObhohHROINGoRE ML IEEME dEHQBuc2R kitBar\WMPhbst he "LAN
and out bound packets sent fromthe LAN to the WAN. The VPN nechani sm of the

present i np@ranplofgiial asistants (PRAS) FPIPR| CATBIRS 1% di GPINESHnS o thsnfatemet oTap| e
referred tgmasSwiidBeRHJ@r storing the security related paraneters rel ated
to a one way connection. For a two way connectjon, two SAs need to be
created. New sedfiPrasspt inysution ic&t peored rcanispedery with 2 hiprdwagg op safigesshesednd, once

createdg SgR§/ANHEPérBRUIsBhStingSRMGlsaedas3RMht Blepldns SO WiFRsPtanassed in
accordance_with the paraneters storegI in the dgfpabase for quee parti cul ar

SA. DependFHS Kt ererdgniek & coprert i dreSresr afkt €FY, meqhanism ok die Mesfthe
encrypt ed, invéltior i} geb beampbaitediakefivaty or d cpfefion Nlaiwahaid sorRacket is

allowed only if_the ket conforns to the security as specified in the SA
ot abase. 3 04 TGRS BOWEGER 65 Goreos “Hi BooDoToR, PRETGREhe
invention i@nespecoHal the WANL edukQemiterpdcesa®itrathd BAN Br hatthyas &mnidcecan al so

be inplenmented _.in sof I n one enbodi ment, a conputer conprising a
proceségr,m“ﬁ‘?é’ﬁﬁ?sfyeret{’e\g@r‘t\%s operative to execute software adapted to perform

the VPN mechaniTaenvamNimeshanisin icbyipasas o aécatifyansopitimedsibang (OAD) el plaggent

invention. .5 There.i rovi ded i,n accordance wi.th the esent invention a
boeart t o™ iy T iR Y e 1 PR SRR I e DS PR e o o
dat abase f @rury ospedificatiesufort gnargltiat/éddrygidna and oquttentpdatioral | Eychofkecasyuri ty

s ?gfs at | JiSciaos gs@“etnr i %@%tat%m homiiiedl L ¥ ARG haD. L gLated data
ponding to nique socket, neans Tor opening a new security
associ a0 i orcaipomd fresmitpiPN packets according to the [PSec specification.

The invention performs security association (SA) related processing on an input
packet stream. Note that the input packet stream may comprise both inbound and outbound
packets. Typically, the invention is positioned between a WAN (i.e. the Internet) and a local
LAN. In this case, the VPN mechanism is operative to filter both inbound packets sent from

25  the WAN to the LAN and outbound packets sent from the LAN to the WAN.

The VPN mechanism of the present invention is operative to maintain a security
parameter table referred to as the SAD for storing the security related parameters related to a
one way connection. For a two way connection, two SAs need to be created. New security
associations are added to the SA database and, once created, subsequent packets associated

30  with this SA are processed in accordance with the parameters stored in the database for the
particular SA. Depending on the packet and the SA parameters, the packet may be encrypted,
decrypted, authenticated or dropped. Note that a packet is allowed only if the packet

conforms to the security as specified in the SA database.
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of a socket not found in the security association database, nmeans for
searching for and 10 recogni zing a security association associated with a
packet in accordance with its socket, neans for retri @JANJTARGI06 he
security iation database a plurality of security related araneters
and rreanse‘i%?g@ggr?\?var ding the plurality of security rel at'®d 5%t ers to a
Virtual Private Networking (VPN) security processor. for perform ng one or
nore security processes therewith. 15 There is also provided in accordance
wi t h the presentltiongett inventan V4 espegially Rited/fat iepleNettatponkin haPhre,dti cag eibd
conpri sing.securi scﬂg}io ! aha n [ h curity related
data for abﬁluﬁlgiz’ae % ?/aa?ﬂ‘ g)Osecuer'i &/ggessoc?g-?eitl{g%s?m{epg%eﬁ%Eélﬁ?ﬂrlsgr%c%ﬁg}rélgsg?rhg
security asswmorgaticoi operefiatte dxadatt acfyory espehth regotntha VAN gedasocket , a
plurality %Ecuﬁgr%é‘s%&%t}’ong?&ﬁﬁgoftﬁ@%féseﬁﬁﬁ%ﬁﬁ&y engi ne adapted to performa
security process, nean or opening a new security association 20 upon
recei pt 5of a sotiest isnmovideduin cic¢ondandeewitte terpr¢syntagsotiorat isonrigaswoatie neans,
means for [ and r LAk 3y Yei ty assochatl soci at ed
with an i nﬁz%%%%%%e tlzogﬁpng]gﬁgrsof%ﬁgggﬁh?% % tats%s!afséog e 0,n ﬁ%éaﬁgé@}%%&r%%ari evi ng
from t he sdauplirslitasteairigt dsontiatertsdsainreansising sgphuty absotigtionfrelgetduta t y
rel ated par er f f el -t he |4 . rity .related
par anet er o cppep oy (T F ' sBel RlIR T Bl ook b Ao BloP BRI (2 0 Ty
process 25 of hewodksi nét fandl pathkstcublyi dsshichfomdadrissea deptseldr sordogshr act an
Out put. BAC K EherddF SALAFNEE ool oA CY bRl SE Slokdee L Lok 21 1O € e
i nput plgckg?% n gf‘ﬁg re lr}%t gla%\%n t.ﬁelase(.:u_rit %rocegs%axcfheglef Slijgsdc#ﬁl’rt her
provi ded i meamclor tdrroBeviranh thetrecysibesseasiatipm dantapeon phirghisr plastwity cdatdut i ng
devi ce conppbSiig LA kR Ak AT R urAHRE RhritPreLRAREGhEAS Ho¥lge to a 30
communi cations network, menory neans conprising volatile and non-volatile
menory, t h&ErimsmNetwpring| (¥PNbsrern)y a@esstos frperfEmeeenp pogeE HeEnd @rocessesr ocessor
coupl ed toéﬁeﬁ,g,i enory neans and the conmmunication neans for executing the
program code and a Virtual Private Network (VPN) circuit conprising
securi tly associBereon apatratyadsd imagtoxiancsrwisy Be iprryeny degrtionye Vireplabiétdtedat a for a
plurality @feﬁ%ﬁ@%ﬁ)%i%ﬁ&ﬁdgﬁ&%@&uﬁ A&Bcifidh rﬂta&ﬁ@ﬁfehﬁ'f@ﬁst&rﬁ? Wedodidy
associ ation 4 04 JANUARY 2006 WD 03/007524 PCTI 1 B0O2/ 02720 related data
cor r espondFaR§ed o mpleraly b¥REYY asgocpfiensatart SRy CoBRIENE SESriRREfOpiREn each
security eddéd@tS8aRipBaliitOioReirhqe Rhcka, 8§ BRabilityl of sBEBELSSinedleRASduAfy OPENi NG a
new security associ ation upon receipt of a socket not found in the security
associ at i ofP&Rt WISl REAME, @ FREHHE PIOGTS: T8 BhoRGBRE 8 PeHAEF T REEGFI ¥ ng a
Securityy ass@Cleddit @ 2a36RE hatt Behdwntthe &Burity) BidbciPRE Kethbdsé rardCRameaRCe Wi th
its socket, n%ans for retrievi ng fromthe. secur l,tey associ ation_dat abase
means searching for and recogmzing a Security association assoclatéd with an input packet in
accordance with its socket, means for retrieving from the security association database means
a plurality of security related parameters, means for forwarding the plurality of security
related parameters to at least one of the security engines for performing a security process
25  therewith and packet building means adapted to construct an output packet in accordance
with a particular security mode utilizing the input packet and the results of the security
process.
There is further provided in accordance with the ‘present invention a portable
computing device comprising communication means adapted to connect the device to a
30 communications network, memory means comprising volatile and non-volatile memory, the
non-volatile memory adapted to store program code, 2 processor coupled to the memory
means and the communication means for executing the program code and a Virtual Private
Network (VPN) circuit comprising security association database means for storing security

related data for a plurality of security associations, each entry comprising security association
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a plurality of security related paraneters, neans for forwarding the
plurality of security related paraneters to at |east one of the security
engines for performing a security process therew th, HalR@MRIANGI ng neans
adapted tQ construct an output packet in accordance vvlth a particular
security %‘ggqgﬁzi‘l zing the input packet and the resul t S"O™BHE ecurity
process. 10 There is also provided in accordance with the present invention
a security association processor circuit conprising a security association

dat abase f @#lated @itd Eigre§REERE toya hdudtsettet]dhRiralityOsf Aol Erdiried, Voadf se rity
associ ati ons,. nt r associ ation rel ated data

each rrsrn securlt
cor r espondiehgRe BaRfed E?rﬁ‘gétf’fé‘1 LR | bt ei%gré?ﬁenﬁﬁl A FRRTE LG EBen a new

security ap&oOfteditiofna dopiesn nbeRendoi tm‘ seam&paése&latmﬁtdaraaeuadmﬁs egseCUrity
associ ati on dat abase,,a 15.recognit.jon unj.t adapted to search for.and
A et Wit

recogni ze SCEBEEPY oSBT BACHEY SETOSEHS 459 FPUEPH Ra%EL 1B n
accor dasce awotdande twiithS0 GhcRbt, mBanRir Fetrdiidg &Sﬁl@lie deQirity Aclpkiet ddtdade@idahseve from

the securit ssoci ati.on database a Iur secur.i | at ed

par anet er s 2 'Hgf ?C&nphr@%rebd’aﬁme\%sr gﬁaé‘ls og“é"tr%“ P’l%f[tﬁ t BRPY security
processor Eél)a’tedplﬁliﬁ-[mtdiﬁ ot 06Ae e ofmreeecﬁﬁ@whglhe;e foPpRRAERE I sbdﬁﬁfy%&e& and a
hash unit conpr] si ash function and associ ated_hash t r
facilitati ﬁ&% ng%F EIH Hneérso%d&»?ie@%éwr’@%g%‘%Pa?%lﬁsa"m%‘ré“ ¢ furt her
provi ded i pa:aamrsdaﬁ@aaddk tlﬂihztnlgeheﬁdi;ﬁslﬂﬁltet anwmsmumoﬂhmhhﬂyip@éesgs ecurity
associ gg)i on, od co r.i s(rzcn%%e 1@ ps of .establ i shi. B’% a security
associ ati on da ‘8&% ?fgbl 1 EEOSEST & Fesfrﬂ}l’rvgfna?flécfec&ﬂ SPFRUR ) yrality
of securi tysroasmctraﬁu @nprisieA e Becuidtn tagsyciatioh rdatﬁbalsehﬁr sterdty sebytitp febadadli datai on

dat abase carr efu[?a gngcufl astogllgtcolgset sch eg&ﬂ H%ga ngeewurl Sgscse(ga 3{1.%%66‘13% ciation

upon recei pt 28 ound abase,

sear chi ng tatesgnding ec(agum@ens@clszt saenmageryenamadaﬁédow o8 CeC havt ed:uhﬂyt h a
packet in accordance S tri.ev from e ur i

associ at i of dAt abase” & e Pur°£| i ?O%l%gri&l %égogﬁ‘?ﬁf{ Vad té Ssocgg%lmgsat%aerase and

f or war dﬁngrdcb@aqohummhdapschSe&ehm mtdyeqogﬂumaes&ctpay aneiatios as@igedWithtadal Private

Net wor ki g NP BRI LN ACRSSAE: | BhinBELLALTLNG 08 (PLclIBl SoBGUI 1 Y

processes erew ere | s SO p oVlI CCOraance WI t he
present i neswity emsocativn ipfatiaes 2 pleatiaisf eccwgy wlatejerarmdtersmnt dvivard trcssorrtptat er

readabl e pPEAGLEPERRIGHBERR (8?1??%'(:&% %rlcgés&)'r Bort fkfo bﬁbgor orS Wi

progranmed conputer to a s y associ at 1 on ‘mechani sm when suc program is

execut ed opropdsges é@m@b@dabﬁbu@bmﬂmg#é%@éﬁp@nwéﬂﬁqéatmmmle@mr| sing
conput ?b 5fa%ta%é\[g@gg\gmg@(ggtoyé@s&%gqgs@gﬁmm/ | BO2/ 02720 readabl e program code

means for causing the conputer to establish a security association
There is further provided in accordance with the present invention a method of

security association, the method comprising the steps of establishing a security association
database adapted to store security related data for a plurality of security associations, each
entry within the security association database corresponding to a socket, opening a new
25  security association upon receipt of a socket not found in the security association database,
searching for and recognizing a security association associated with a packet in accordance
with its socket, retrieving from the security association database a plurality of security related
parameters and forwarding the plurality of security related parameters to a Virtual Private
Networking (VPN) security processor for performing ome or more security processes

30 therewith.
There is also provided in accordance with the present invention a computer readable
storage medium having computer readable program code means embodied therein for causing
a suitably programmed computer to a security association mechanism when such program is

executed on the computer, the computer readable storage medium comprising computer
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dat abase for storing security related data for a plurality of security
associ ations, each entry conprising security association related data
corresponding to a uni que socket, conputer readable pPHHHMRHLYWSreans for
causing t er to open a new security association 5 upon receipt of a
socket no[‘g?g'ﬁ%&}“n the security association database, ¢ #27kadabl e
program code nmeans for causing the conputer to search for and recognizing a
security association associated with a packet in accordance with its
socket, CcOTpiEbRE pfpadallde mdfooF e dR JoRBREs: foftaPladS Reurfess6mRNt er to
retrieve fro%%h security .associ atign (ilataba e a.pluraljty of security
rel ated pardai?BPsef sinie sovpbierted dad 4512 5y PAFRCEYd ASeBRtRBS F&lf BIY causi ng
t he conput ebmb@sif0sasaritd abdoeiatnUreRtet tdta0dorrsPEatiing ¥ 4 @hidtiedocRaf aimuRFS t0 a
Virtual Private NetworKking én\slp sectﬂrit rocessor for ‘gi%rforr_ri_ng one or
mor e secur i"EA12blH PoSRESede fsE Ry A 6&"‘%{9&%55\‘%?@2(?0@“\/@0 Glsagspa

PCT/ 1 BOZ/ O&EaﬂreBBth& DhoSKIRb TR ©Ftheld8buriBRAVSINGSn Titebakd) Cemfi@Neddgbier ei n
descri bed, by way c?f exa%gl e anl Y with reference to the . acconpanyi ng
drawi ngs, R} fodepgans 05 eausing, ths qomppter io,serieh Tl THAARFISHZ 08 FetetTiE x anpl e
appl i cat i ongso6htidnh@sddidtddudith a5 paekétViat £cir@inke kith IBC faRdt S Borutet eadpsi@sent
invention in the context of a WAN or Internet; Fig. is a block diagram
11 ustrat | APERT GXENBIES et GBIRE T5nBFPREnly Riont SPmaha SPEROESEARE WA and
di al up usektaBREMAUlInGRtY | ITGeduiey kg}afeﬂll;{ﬁfanpfefsVﬁﬁeclori@hﬁ&DEéﬁddbﬁcﬁﬁmmod@f | t he
present_jinventipn; Fig.. 3 is a bloc jagramil.lustrating the virtua

pri vat ewnet“i’l%?%f%ﬁﬁaé‘ﬁﬁgiﬂ?rﬁoglf’utfrhtg forfﬁrdgbeeégﬁﬂ]tyiOﬁ\ﬁ%cﬁ??'dﬂaﬁe‘ﬂpar’fﬁ?eéerﬁg’t 4il: Figs.
4A and 4B afiguah PlilasVNeivaeian{VEN) sedutigtfravgssbhidr pafdmBA dae of eskaecui®f hod of
the present inventiap; Fig. 5is a diagramillustrating the hashing

t echni que Sfocﬁsé?sggeﬁ?vﬁl hg the SA associated wth an input packet; 15 Fig. 6
is aflowdiagramillustrating the hashing nethod of the SA recognition
process of the present invention; Fig. 7 is a diagramillustrating the
anti-replay w ndow nmechani sm performed during checking by the main SA
processor; Fig. 8 is a flowdiagramillustrating the anti-replay w ndow

nmet hod of the present




20 invention; Fig. 9 is a diagramillustrating the |east recently used |ink
list structure used to track the SA staleness; Fig. 10 is a flow di agram
illustrating the nethod of updating the LRU |inked |i st4J4p&ARY288%gnition of

a SA assogj ith an input packet; 25 Fig. 11 is a flow di agram
i |lustrat S%gﬁﬂélz\%r ocessing of the SA managenent nodul eP(ijMB?%‘g”ﬁr esent

invention; Fig. 12 is a . flowdiagramillustrating the processing perforned
by the SA nmanagenent -nodul e of the present invention to open a SA; Fig. 13
is aflowdiagramillustrating the processing performed by the SA 30
management nodul e of the%@mcﬁlﬁg@h@%ﬁﬁ? RAVOBESa SA: Fig. 14 is a

di agramill ust rgtingtheislast, QREMDS AR SkANMPALALIE RS 305 rat etk W, i each SA
record; 7 04 J,A]%U_Awnz(_)016S V\%nQ:B/ B S A B onB F{;é. 1570's a di agram
i |l ustrati agompaayipe dipivangs, veharditnext sessi on pointers and matching SA pointer

that are associgfed isw%\ tb%cﬁ%ﬁeﬁlﬁéﬁﬂ%gr 85000 exabo@ 2 %ﬁ’caiti&saofdtih@% m
illustrating an &xanpl e rel ationshi p between a Single session an single SA
record; 55 Pilqpte ngvorismechaiisy pethy predeniguventian g tha nordsxapial WANGr fnt¢rosishi p bet ween
m tiple sessi agg 5 fvRod BEhE Rkl Oh buardfle nfibn. dplifindla Akl agr am
|IIustrat|ng an exanpli e co ter processing systemto pIa orma apted to
per f or m t hemgRNLABACH AR apchdightp per eqraanicating the yirtsa] povdtaniteerkpreseeaissi ng  of
the presentshOVeRLiiQR.wd0 8 04 JANUARY 2006 WO 03/ 007524 PCT/ |1 B02/ 02720
DETAI LED DES PTI ON OF THE | NVENTI ON Not ati on Used Throughout The fol | owi ng
notation is uséte thisgugersudiagan YlugfmEngiba tvirtirepriepetelvTids megpanisrpl Aedr ess
Resol utjo npr%eﬁf R¢tion in more detail; :
Figs. 4A and 4B are a flow diagram illustrating the main SA processor method of the
present invention;
. Fig.5isa diagram illustrating the hashing technique of determining the SA associated
with an input packet;
15 Fig. 6 is a flow diagram illustrating the hashing method of the SA recognition process
of the present invention;
Fig. 7is a diagram illustrating the ant.i—replay window mechanism performed during
checking by the main SA processor;
Fig. 8 is a flow diagram illustrating the anti-replay window method of the present
20 invention; '
. Fig. 9 is a diagram illustrating the least recently used link list structure used to track
the SA staleness;
Fig. 10 is a flow diagram illustrating the method of updating the LRU linked list upon
recognition of a SA associated with an input packet;
25 Fig. 11 is a flow diagram illustrating the processing of the SA management module of
the present invention;
Fig. 12 is a.flow diagram illustrating the . processing performed by the SA
management module of the present invention to open a SA;
Fig. 13 is a flow diagram illustrating the processing performed by the SA
30 management module of the present invention to close a SA;

Fig. 14 is a diagram illustrating the last open session pointer associated with each SA

record;



ARW Ant i - Repl ay W ndow ASI C Application Specific Integrated Crcuit ADSL
Asymetric Digital Subscriber Line AH Authentication Header CPU Central
Processing Unit CRC Cyclic Redundancy Check CBC Ci ph¥JANUSRY 200@i ni ng DES
Dat a Encr ' t andard DAT Digital Audio Tape DSP Digital Signal
Pr ocessorW%@&ﬁ%i tal Subscriber Line DVD Digital Ver gpa‘iTi/IPgﬁBlg@k EEPROM
El ectrically Erasable Programmable Read Only Menory EEROM El ectrically
Erasabl e Read Only Menory ECB El ectroni ¢ Codebook ESP Encapsul ati ng Payl oad
Security ED Erkig \Jptis odiapeariyptrtiap the RO midrseablessid?r mitasmmabhachRead Only
Menory FPGA Fi el rogra bl. te Array . FTP File Transfer Protocol HVAC
Header msgéggm}%ag‘ﬁ%ﬁ |8"§[¥£§W%§gsesﬁwc%ﬁ’gh bit rate Digital Subscriber

Li ne HTM. Hypédtig. T6x4 a dagricn flukteatiggiageah@iBrdlatibeshipeietvies hisingle tagsien Bdar d | CVP
I nt er net Cant r%é%\éﬁs,age Protocol |KE Internet Key Exchange |IP Internet

Protocol | &IF 6t Service Provider IV Initial Vector IPSec IP Security
LRU Least Recemtig y17Us ediiagtaANIlhteidg 2r eample tredmiokshifVbdtvédaxhuitipie Jasdasf er Uni t

MAN Met r Opgrlldis}s?'nngle Aegecor 'tayl\ﬁ)r k
Fig. 18 is a block diagram illustrating an example computer processing system to
platform adapted to perform the VPN mechanism and related security association processing
of the present invention.
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MRU Most Recently Used NIC Network Interface Card OSI Open Systens

I nt erconnect PB Packet Buil der PC Personal Conputer PDA Personal Digital
Assi stant PDU Protocol Data Unit 9 04 JANUARY 2006 WO4J3NUBRX2406

PCT/ | 8021027@ RAM Random Access Menory RIP Renote IP ROM Read Only Menory
SA Securi 5P BB ati on SAP Security Association Pr ocesggfr“B@fgﬁzgecurl ty
Pol i cyDat abase SPI Security Paranmeter |ndex TCP Transm ssion Contr ol
Protocol UDP User Datagram Protocol VDSL Very high bit rate Digital
Subscriber Line VPN Virtual Private Network WAN Wde Area Network WAW
Wrld Wde Web Det ai | edDWe%IEEP&EISGHEJfIOwP@ THRSYENI O he present invention
provides a novel and useful virtual private network (VPN) nechanism for
providing the necessary securi Ngtatiel Gée¢dhpagamet ers to perform5
encryption/decryption and authentication. The VPN mechani smis adapted to
be suitable forTheifoljpiwirgsntation ionser thréreghehhénissdoatment| at i vel y | ow cost thus

enabl i ng portabl e

el ectronic .---- 2 i co ereh—as—eeltiHar—t-el-enhonRe — " per sonal

digital as egﬁftn O?ﬁ?ters, etc. in connectlngtothe
I nternet of,. ' ‘Rg eﬁgy 2 ﬁofnt Ahe.present invention can be used in
conjunctiofWth a hal“:c? P #) ?g{gva e%1 sed firewall in portable
conmput i ng o‘;ﬁ‘ ces sucl}‘u > ekl el'ep 6fies and wirel ess connected PDAs
that are adapted to cqi tﬁ, océ)ss ﬁ Lnternet. The VPN nechanismof the
present i n%%t ion may Cf’;‘zchcoﬁ undmr@ ent ed in software or a conbi nati on of
har dware a
Cipher Block Chaining

DES Data Encryption Standard

DAT Digital Audio Tape

DSP Digital Signal Processor

DSL Digital Subscriber Line

DVD Digital Versatile Disk

EEPROM Electrically Erasable Programmable Read Only Memory

EERCM Electrically Erasable Read Only Memory

ECB Electronic Codebook

ESP Encapsulating Payload Security

ED Encryption/Decryption

EPROM Erasable Programmable Read Only Memory

FPGA Field Programmable Gate Array

FTP File Transfer Protocol

HMAC Header Message Authentication Code

HDSL High bit rate Digital Subscriber Line

HTML Hyper Text Markup Language -

IAB Internet Architecture Board

ICMP Internet Control Message Protocol

IKE Internet Key Exchange

1P Internet Protocol

ISP Internet Service Provider

v Initial Vector

IPSec 1P Security

LRU Least Recently Used

LAN Local Area Network

MTU Maximum Transfer Unit

MAN Metropolitan Area Network

MRU Most Recently Used

NIC Network Interface Card

(0N Open Systems Interconnect

PB Packet Builder

PC Personal Computer

PDA Personal Digital Assistant

PDU Protocol Data Unit



software.. The VPN nmechani sm conpri ses a security associ ati on database (SAD)
and related 15 circuitry that is adapted to provide the necessary
paranmeters to inplenent the | PSec group of security JdaANVARY2I®ns for
encryption/ decr ion and aut hentication. Each security _association (SA)
entry in ﬂ{é“3zﬂé{¥§%ase conprises all the paraneters that P&reBH&¢Bsary to
receive and transmt VPN packets according to the |IPSec specification. Note
that the SAs are initially negotiated during the Internet Key Exchange

(1 KE) proceramMe. AlthoRghioinrec@0Memeant i on may be inplenented in software,
the nechanikm i s parti BuhatePadapted to be inplenented in hardware that can
provi de grermOMy accel eReddeshlysMenodyty processing. | nplenmenting the SAD and
rel ated prog&ssing i n Rautdwasecetabl es all |1 PSec encryption/ decryption and
aut henti cat$4m pr ocessbagritydsiveiaperfrodessed i n hardware. Note that this
applies to SN sessi onSecutitgPeliay HabbasBAs have al ready been established. It is
noted that SKI 04 JANUARuZi)OeradeIBde®07524 PCT/ 1802/ 02720 VPN sessi ons

wher eby t heT@A has not ThewsrissesiCabldl Phestobr e very rare and thus woul d have a
negli gi bl e BbPect on sUstOaagenfPosterahce. | PSec provi des security services at
the | P | ayevyDfly enabl i Wegykigh s tanDigal Sebseritier Line required security

prot ocol s, ¥Pdose t he dirgarHrtvitadetworkuse and pl ace into use the keys needed
5 to provi d#dN he ser viMidesAreaMegwpkot ocol s are used 'in | PSec to provide
security i NWMIWI ng an Wotlh®Hdd Wealt i on prot ocol denoted Authentication Header
(AH) and a conmbi ned encryption/authentication protocol denoted

Encapsul ating Security Payload (ESP). The security association or SA is used

in both the AH and ESP mechafsiBpedthifionsr herdgfi.ped as a one-way
rel ati onship between a sender and a receiver that affords security services

to the 10 traf frh& pesnf iRehtioR pkdvideNatBvdlNal ufa @rﬁmﬁwn&@&w@pﬁ?change,
two SAs are required. The invention perforns security association {SA)

rel ated prdBE8EiYy Bh BRVERButhe FSERBEY sTrUERmM reRi5H e PEREEICE hé | BRFOER packet
stream ray &ewpdndecrygtioh Bnd Abektiaticin e WGk Enispae kedpied tJbdingald 6 t he

invention is Posi tloneggget ween a N (i.e. th%,l nt er nf?té and a local LAN
In this casBPIPRYEANIBND AEEKYER Ffsfﬁkaflgﬁmﬁarcaffitb}@ ePBIRE PIRPIGOYHRIBAY packet s
Sﬁnt from oranetiﬁ@nmhl\in&@pdrdaae EibdvoaiGontuliodtioak Raick aich a§edmh1ai]f ttel@ﬁﬂom‘,edLAN to
the WAN. Note that .the .input_stream nmay conprise any type i nput data in
accor dance RFFPPA ??%tal ﬁsa‘?tfrﬁ%@Daﬁsg’;%?ﬁ BUH: e@u’@ﬁoﬁécﬁlggﬁ?etg‘? Itk 8t s, byt es,
PDUs, CIet c.CI dtieE wide |atkﬁ'fnét&$ik0 I’I'hi)pﬂ’emsiﬁﬁenti&n&ayl be gm ri]ri édﬁ}ﬁﬁct%ﬁtv&th&thﬁlﬁﬁﬁﬂei S g
consi dered a sgquence ckets. It is.noted t t PN nmechani sm an

ol at ed TrodRIBRTHT JEP Srell dp GO SRERP LS ich ot cEltlar tiephones and

wireless connected PDAs that are adapted to connect to the Internet. The VPN mechanism of

the present invention may also be implemented in software or a combination of hardware and
software..

The VPN mechanism comprises a security association database (SAD) and related

15  circuitry that is adapted to provide the necessary parameters to implement the IPSec group of

security specifications for encryption/decryption and authentication.  Each security

association (SA) entry in the database comprises all the parameters that are necessary to

receive and transmit VPN packets according to the IPSec specification. Note that the SAs are

initially negotiated during the Internet Key Exchange (IKE) procedure. Although the

20 invention may be implemented in software, the mechanism is particular adapted to be

implemented in hardware that can provide greatly accelerated security processing.

Implementing the SAD and related processing in hardware enables all IPSec

encryption/decryption and authentication processing to be performed in hardware. Note that

this applies to VPN sessions wherein the SAs have already been established. It is noted that
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20 exanple only and are not intended to limt the scope of the invention.
One skilled in the electrical arts can construct other VPN nodul es, either
in hardware, software or a conbination of both to perMdANUARY200¢y rel at ed
processin nd VPN i npl enentation using the principles of the present

i nventi on%ﬂg? 1798d herein wit hout departing fromthe scpézaém%mg’tohe

i nvention. 25 The VPN nechani sm of the present invention is operative to
maintain a-security paranmeter table referred to as a security association

dat abase ( SAD) sds@bnsSthefeby fhe ISAEhaS a6tWetd dstablisBédodre derp adre iRl tRisSvduk] alved to a one
way connection. F connection, two SAs need to be created. New

n.. For a two wa
security as‘?%lbglbd‘f?fjéeﬁfsonafﬂe’%ﬂ%@ﬁmﬁe't he SA database and, once creat ed,
subsequent packgissc pasided @b@ily Wrlibestdiitle 1BAay@f By PbLIRS 5 egbtdnNtoa ey lance with

the paraneters 30 stored in the database for th articul ar SA endi ng on
he hacket TEHTCR HEUSAPRIFATERE B THAH (L UE TRy B PHEBA nedetr ypt oo
aut Pent i szattecﬂrho@{de@lth@p@eﬁes. Wcﬁprbi@f&ﬂs ge p&ﬂkﬁmsi;s tod;abﬁma/\&dmﬁ?r iﬁyluiu;‘h%\l the Eac ket
conforns to the. securit s .Speci .n.the at ahase. e chani sm
of the pr esaélhlf’nqci’\t%f’é‘ntqrgﬁcoﬂager&?%es/lp‘ﬁée& L Hﬁ”ﬁfri O@Bi o fady c° F‘Fg‘rsent

types of sSyatepion/afthditiotion drétodod MendtdduBidapduiatiqy SesueityabaydeanBEE). appt i cati ons

ot esont i nVERTPGRCHITHS S HEen O1 S P PP B SIS RBROTHEE Fi gur o 1
Typi cal | y, & hend4wiy wrtdalip betwea Lozt dndGtrediventbht ufeds seturtpsehiidtatdtidd Wi th a
firewal ], t event unaythgrjzed access to rotected network, as 'is shown
in eachloof °°a‘i"ﬁ§ 8%“‘2&%%%!%@ %WS\'/WW%W&%&”%% tﬁ’ofsﬁ‘é ALt exanpl e, the VPN
mechani sm 14 i sThes éslentioh fpediorfris rsewaityl asidiatiba{SA)Srelatddppreceastigech b ipuper sonal
et aor k. 10 HARE Ay B8 B By e SR o e e onal
conput i ng deskese Togyallg.cheiniaibonis poddnetestwean e WAN (. Pelgeond) anBDiadodahl

Assi stant (BRA). .€.d. R ndhel d, a. r.t.el ephon wi.rel ess
handset , etLéq% IIHﬂflfﬁlgaée’é%a@p%?%aﬁgm@%ﬁer%b&%t%%%fﬁgrﬁ% acl)Hl‘PaAq aglg%scsfrétt ed firewall
functi oif t ched®ANGo the $Adlani bytbemd paksts segt foondthe E4Nitotha[WANon packets fl owi ng
bet ween t he WA ] ﬁm? e,..the VPN
mechani sm 20 i 's\KI !ﬁtge h?%ﬂ@%r%?%la{“%cﬁ &AM%C%S%W#’??%&%??&Q%?@% er(!éatwthbt%t h are

i npl ement edaitipular applivagonplsuel 2a dapes packsts.i hytoni FLEH, ofc. Kor dlugsion pwpasemi cat i on
with the o vd L8 rpqryal Iy sits between the 15
walntenevﬁmg%geggﬁr%oa egngs%g’g%g(g%eaﬁ?ch Pu[r%éc;{?i_ons to connect a LAN 26 to
the WAN | nt errelt is mpted thapie (YERagshawsm and ridedomeriule ibusatediera pressnteflahant i ons to

per for rEOse%Hinilﬁlé' only and are not intended to limit the scope of the invention. One skilled in the
electrical arts can construct other VPN modules, either in hardware, software or a
combination of both to perform security related processing and VPN implementation using
the principles of the present invention described herein without departing from the scope of
the invention. v

25 The VPN mechanism of the present invention is operative to maintain a security
parameter table referred to as a security association database (SAD) for storing the security
related parameters related to a one way connection. For a two way connection, two SAs need
to be created. New securify associations are added to the SA database and, once created,
_ subsequent packets associated with this SA are processed in accordance with the parameters
30  stored in the database for the particular SA. Depending on the packet and the SA parameters,
the packet may be encrypted, decrypted, authenticated or dropped. Note that a packet is

allowed only if the packet conforms to the security as specified in the SA database.
The VPN mechanism of the present invention has widespread applications in many

different types of systems. A block diagram illustrating several example applications of the
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processi ng on packets sent fromthe WAN Internet to the LAN and vice versa.
The broadband nodemis adapted to nodul ate and denodul ate a broadband
signal such as xDSL, e.g., ADSL, HDSL, VDSL, etc., sa4dANUARY 208fnd based
RF, m'crovwégj%ﬁ%? 20 In a third exanple, the VPN mechanism 30 is used with
a firewal W82 ein both are inplemented on a stand AN YRHputer 28,
e.g., personal conputer (PC), laptop, etc., in wred or wreless

comuni cation with the WAN or Internet. The conputer containing the

firewal | i sviPNGadckahisaetiee pretchein\VWAlBH atthy odtexadfch WAGT brAbkeddt & Ghdxer ipr ot ect ed.

The VPN. nmeghani sm.fungction (o] rform secur.i pr ocessi n ckets sent
from the WAKERTUor REroeds (0 VP HAmBRRENG Drcuebindbieoq o fotibafit GRS o

i | lustrati n@resvall expepdneuatheiiek ac@s iagirstertea deowal, aaidshoenit each ANthe WAN and
di al up use com‘rurlli cgti the virtual private network nechani smof the
present i nVERTBW $°$"E “'n Figure 2. This exanple network scenari o,
general | y ref er anciedfidd exanpiepiel $BN rhavhanisAN$4 iofed lvathad fdavalAnd thmeisr enot e
52. Three conput e{‘}a.A B anl(rj C ar e 30 canngcted tq the ﬁetwork and

conmuni cat e WHEHOSAE 4 RGIHALCOMRINE BT FEPCs H M @ S o el P RMUgFalop o s
users, etc. wih dPNcgak aBayhidB nandefd Webilol theOinkirdes f@t exhiple e rMheaiesendl 0 t he

| ocal LAN and VPN gat eway 56 and.firewal |, 58 SO, | Sjt at the
entrance t o°PHE %%&Cgma{ﬁﬁﬁ%?y{a%cﬁ%ﬁéasaarPeerS(%aﬁbé%?g‘g“{f}ag%ﬁhgf MBI nt er net
50. 12 04 JpdiARYdHODG MBS (BDHERA wiREdss | HBORED 222 0InUthésr exBmble, dkeswP¢onnect ed
to the N | nter.net via suitabl neans,_such as dj al up. den DSL nmodem
hocess, 1t ooty bnd'asfhlid WA GERARSG BTk ARulty Brockfing TS Rbadivbr, 107" oy
gat eway or paiethitovangistwediPhie YoAN@Tdndamd therdesiceor dance with the present
(nvention, the YN JBENAREST 48 vPHIRLEL ik OoRELLA b Mondid S RBCLELLY
processing incl dding créa Png, storing and nanagi ngnf e Security paraneters
needed by o2k wherebypbethsae lmpleyepeddessabl plng pdaptar M 1y verd roy peirdass

decr yPUL On. crBBNSAL! 6B LgNyaRE & e WPNIRESAADI TSI BPRL BLLG he br 0cess

H com
bot h™ i nbound S ‘receive omt erne tine rthe LAN
and out bHunWAddinieetes atdhe bordighh atoden: 34 whishl farrtiomsr te cdati m&dNt 2 tohtke
WAN/ | nt enet %91 3t -al nt ] e oA ncrypt ed
by the VPN gvn .%e{rqlg{r?lg%l{ette %C\?g[%&%ﬁ‘etﬁﬁ%k}?%%?%%ﬁ%?ﬁ%%p _peer X e%?t I'nbound
from the WANodessitteor pprikeld sew frosh ethen MeNi/Intpynet He thePNABnendf vieanaiereled Tower t he
LAN to the §66HMHieRdem i{laBHEQlIARES e Whd forfodBate b BYEMMh®Renat Hn ¥RNsTEChaNi sm
is adapted to provide the necessary securi tR¥ paraneters tfor | nplenenting
t he | PSec spgc $ls FNSHn ¥DSL, etc., satellite, land based RF, microwave, etc.

20 In a third example, the VPN mechanism 30 is used with a firewall 32 wherein both

are implemented on a stand alone computer 28, e.g., personal computer (PC), laptop, etc., in
wired or wireless communication with the WAN or Intemet. The computer containing the
firewall is located between the WAN/Internet and the LAN 34 to be protected. The VPN
mechanism functions to perform security processing on packets sent from the WAN/Internet
25  to the LAN and vice versa.
A block diagram illustrating an example network comprising a local and remote LAN,
WAN and dial up user communicating the virtual private network mechanism of the present
invention is shown in Figure 2. This example network scenario, generally referenced 40,
comprises two LANSs, one local 42 and one remote 52. Three computers A, B and C are
30 connected to the network and communicate with one another. A, B and C may comprise
hosts, stations, users, etc. A VPN gateway 48 and firewall 46 sits at the entrance to the local
LAN and a VPN gateway 56 and firewall 58 also is situated at the entrance to the remote
LAN. The two LANGs are connected via the WAN/Internet 50.
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15 The invention conprises a VPN nodul e constructed froma plurality of

el enments that together function to inplenent the VPN nmechanism A bl ock
diagramillustrating the VPN nodul e of the present i nt4eANUARY 20060r e det ai |
is shown ip Figyre 3. The VPN nodule, generally referenced 70 conprises a
bus i nt erf‘ﬁ%gy‘%snguffer/regi sters 74 a security associ &MW’%?@cessor
(SAP) 75 VPN security processor 88 and packet builder 92. 20 The security
associ ati on processor conprises a SA recognition nodule 76, main SA
processi ng noduUer '(BisiaIIHDOTomwt:‘ﬁd it che W ERUhterAteid ameblé’sa;ems,ﬂsucmﬁsa«yan@wt nodul e

80, hash table 8 Least Recentl Used S dat abase
86 all of WHER ﬁﬁg“ QoM &St onmSY/é’Pm HSBlLJJJS ‘}\j\#{ en(i #éer 13, A% Y engi nes
in the VPNmmfatetyVBN@eewwrmmﬂeﬂm -ViNacdhedetibui | der. 25 The VPN security

processor conprjses Iu.r it urlt es 90 h ada ted and

configured to F”F%’F S‘raﬁlh?g%f?{m% o ey Iﬁgﬁg‘a S%ﬁ?eafaﬁpged i pe exanpl e,

the VPN5 selgusecirity pfcmeselsg Gicheingpdrtasing ssﬁpgram masgmgrﬁhé Yeofilgi pamsnefedys

performngecytlon ecr ption, authenticatiaon, the DES al gorithm
e e S

Header Mesd t RBht S c BT ﬁecf%taepr()i;—ﬁff?ﬂ&) I RO Wthﬁ’dﬁf Bhnuni cat es
Wi t h a hostauttleNicaien Git) 9he N derhadiswosl @perdtBo,to pdidest tmth tbdunk tpackeds02,
dynamc filter n ent ar 10 ver 107 .vi.a. t he bus

i nterface. "NGt¢ dL[?% ?1 q’%&g@m r(%ttdes? ?dgf%rdocg%g 90&?01”1(1 p%?%ﬁﬁlean%a?mt he VPN
nodul e is MNmﬁhrydedtmecubﬁdWANﬂmtemeta WAN and LAN and is operative to

perfor securlt rocessi oth I nb out ts.. I nbound
packetsnf refer t% B Eerf’splrugcg)ge%l vec?u?dr gr% tﬁgr}m gﬁ Q‘%ARKJH%Y%@

03/ 007524 Iﬁéiﬁrhtaﬂ2>/v&2rﬁeWM@MM@ly,rp@hbrAbktamm&mamwwaCkeibeyptﬁifmr to
packets rec N N, -Thus, nput. packet
stream may “C Elm\/ex?ll’ s{gg%m' @oﬁ}rﬁl egljﬁlgu?‘%’ott(i\rélilA rem%lﬁn mgc‘fﬁg&féﬁp IEJnpacket
stream 98 memtemdhwédebyedlhmnh@satdapd@\ﬂp@W@P@mdessamese@m emtrgetert fier eof are
forvvarded ich functions to decode (or parse) the
header HIQ %&&ﬂ%@gtﬁﬁg&j 5 &Eomhe header decoder is operative to extract
the fi e1I5ds of |Tﬂemstt0nt0hmpnw e VN arpdby CQm@uG@I\ﬁlmﬂh@llwvﬁdewﬂhaxt ract ed
by _the heaggkdaGRAG! ol ihpleRENAALCA horiien OWWibcr d Sstla the
static fil '?% , gﬁﬁaﬁlﬁtg {eter and VPNC nodul e ovcer %S &%ﬁggggga

i ncl udes t modHas th951r?§@§ inyepjirnsip arast detiibiishevar in El@%ret3heT1@WPé\¥nn@dlﬂ¢,l ter and
the SA pr OG@n%ﬁhf'%fereﬁ&q $0/ R@nipfiseR AC k&Y int@fale 72 %&E‘)/regﬁ‘g% 74 CPseckly, etc. The
socket for °SA and VPN 10 processing conprises SPI, R P and the protocol. The
socket for atsh@atigy R@ﬁ‘?s@f {341 dp VENpRurity@socessor 88 and packet builder 92.

20 The security association processor comprises a SA recognition module 76, main SA

processing module 78 incorporating a CPU interface 79, SA management module 80, hash
table 82, SA Least Recently Used (LRU) circuit 84 and SA database 86 all of which are in
communication over a bus with the security engines in the VPN security processor and the
packet builder.

25 The VPN security processor comprises a plurality of security engines 90 each adapted
and configured to perform a particular security related operation. For example, the VPN
security processor comprises separate security engines for performing encryption, decryption,
authentication, the DES algorithm, Header Message Authentication Code (HMAC), etc.

. The VPN module communicates with a host device/CPU 96, header decoder 100,

30  static filter 102, dynamic filter 104 and content search unit 106 over a bus 107 via the bus
interface.

Note that thronghout this document, it is assumed that the VPN module is normally
located between a WAN and LAN and is operative to perform security processing on both

inbound and outbound packets. Inbound packets refer to packets received from the WAN
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source and destination |IP address, source and destination port and protocol.
Note that depending on the inplenentation, the header decoder nay be
constructed as an external nodule or may be integral O IANUARY 20PN nodul e.

I n oper ati‘ﬁ ,03/%)7? VPN nodul e is operative to open new SA incl uding

est abl i shi g fonnections to the LRU and hash Iinked ??HBSZ/OH@{ er mi ni ng
to which SA an input packet corresponds to, updating the state of the SA
after successful processing of a packet and renoving unused SAs fromthe
connect i on towdstisethe NoNend lgtbounh pacBits arfr dbpesieets sediveg|feomethe 8AN tawddsthe anged

such that Spaieaoanit il A0d: RRIALES JRRANSIRRoAI AReBAR da¥icnd qui ckly

per f or med. fral n processing n unctions as mai n processi ng
bl ock of the sEwuimpetypagletsiiaat P joredee Pyche hest depiersPhen BAasontprtocesses

exi sting SAg.. ?Qretf&%}ﬁ%d ffre ﬁéaé‘ér%ecoﬁér v?rho‘ﬁ%mc'ans% ﬁ?cogé)%[b%r% z?he(ﬂe&i%}“ try

adapted to 1 nplenent an anti-replay anism inc ating the
anti - r el ayomiondbie pasketi Aholmader degoltes tissoperativerte petract theyfieldeeof dndagest heteare nunber on

out bound p éae@wﬂmo@@e the'cfaa%se@agtep@;%ﬁ%&aerd&@% ggwaﬁ%sgn%%m@yﬂber 25

overfl ow. T n SA processin e 1s also to update the status
associ at ed medules weluging ﬂﬁcﬁtatl@liﬁﬁg foapmicilar and WS élodld¢ ofdr dlepshus.s dbgudatc e

nunberi ng, l&ﬂfaéﬁ%mg%mquiwgogﬁtswe 24 fSShe @Hgm{c!mdn@%e% gn&@ckégﬁlgf egi ster

after processing each pac e main SA processor operate cyclic
f ashi on f ornéatyhe 10€ paikyle ¢-2pdehEt ARPhdCBy P85 CficncThfd@C ebtfpn Syiang BN

par amet gy s 3lodf,0 @argg}ges%ﬁsz%ﬁ%@&@pm&mwﬁégoe&t%A?%e%ﬁm fltdrc ?r%@scrypt' ng,

decrypting, etc. pdat’i ng t he dat abase once processin s conpl ete.
Not e t hat tsprsceSmedddastinstiens [F gddrpsdatontse oA¢ ylesiipgion Rorteanderroieraly Nototebsi ng of

the packet geifsiRO%n HESHh erdeﬂta RY KeQded dBidEerl NS RALSENRSs MR texief Gl €Ct ed. 14
04 JANUARY 06 WO 03/ 007524 /I B02/ 02720 The mai n SA pr.ocessing nodul e

al so i s adagndeld of Baxksiptesrtlfath ﬁlﬁﬁ?ﬁ%\’m@fu%yt es transferred on each SA per

packet and geneg, @raaom@{el V¢ Moa@e IM&&UW% dpeh @b A Inefud@g SRabligiey f | ows.
Upon an overflow detecfed, the manager closes (i.e. Kills) the SA°” The SA

r ecogni ¥5i orfomsetion® tor tha (R thard hash fligkedipts. determining: t°a‘ﬁ]?5l°}s SArEhTpY Pagket SA 5

dat abase f Qprdpoafs MRpMLAE Heh@ats OF RISA TfAe sﬁ&@&éﬁﬂ pko%eédﬁx@%fta abidentd fy a SA
and conprises a securlt%Pparamater i ndex renpte P (RIP) and the

security profOEsIUtEEeses fipathe cpppeciags table, o%? Fbé e §Atapase isimplgwERtHunber
gener at ed hyd bR glPHcRiHaEBA rbRglildn P PORES nlahdbmedtehebeBLAS it GikRGI fiC SA

The SPI is tr anscPor ted in the AH and ESP headers to enabl e the
performe
20 The main SA processing module functions as the main processing block of the
security association processor. It opens new SAs, processes existing SAs and tracks the state
of a SA. It also comprises circuitry adapted to imple;rnent an anti-replay mechanism
including updati‘ng the anti-replay window for inbound packets, incrementing the sequence
number on outbound packets/updating on inbound packets, detecting sequence number
25  overflow.
The main SA processing module is also adapted to update the status associated with a
SA including maintaining a set of flags, sequence numbering, decrementing lifetime variables
and updating a status register after processing each packet. The main SA processor operates
in a cyclic fashion for each received packet. The cycles include retrieving SA parameters
30 fromthe SA database, processing the packet, i.e. encrypting, decrypting, etc. and updating the
SA database once processing is complete. Note that the SA database is updated ouly when

the security processing of the packet did not result in any errors and the packet was not

rejected.
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receiving station to select the SA under which a received packet will be
processed. The 10 renote IP is the |IP address of the destination endpoint of
the SA which may be an end user or a VPN gateway or athJANUARYE20M th a VPN
capabi | i txg(l\w@ %gcurl ty protocol identifier indicates whether the SAis an
AH or ESP Gt exanpl e. The SA managenment modul e funckiOMEX4%* i nt ai n
the SA database. The SA database is managed using |east recently used (LRU)
doubly linked list and is accessed using 15 a hash table. In addition, the
manager functi ofi‘ﬁe togein Aaeprbcessiny ﬁé&ﬂe abko it hérptdttabase the nimirowicyend

out bound packe ow T na I nctions t oci at ed
wth a mat ((J‘:]ﬁ“mdft epac(I’(neéfadi1 %@2 n% %geéilt F{éé)cg Runber ¢ Plgeﬁlﬁ%g e to the
CPU upon denrdlvds. heck omﬁow dﬁ@tadntbe mtmagerc}wescﬁife kﬂlsieba‘ﬂﬂ one or nore SAs
and when del eti : S I n nform t he
dynamc filter qﬁe%éerseg? ﬁ‘gggi@%%i‘"l&g‘% gogwmhpt#kas%% Segrgﬁe %dﬁﬂéd The SA
dat abaseS f udatibase rfer at $A shiohieg thheocketc Kbt saked isofstrbio i@Atifyel 3t ad cdmpxas,es ancl udi ng

SA state a r | uI es of
t he VPN m)dsgfIml H&E% d%@gl %%Pgﬁ?ﬁy%ngmgecsc&ﬁép&%&tlﬁ% r ecognl t| on of
SAs. These womppssent? bir endbes owrntre dienanatedrby ¢hed€PHi dfter ifer BKE %Cd‘s‘a‘ilﬂﬂlt SA

Processi ng mférenffa?u;}f,e%‘?c%&’c Séﬁqs m@)r@% Be A@F%%r%s%e%a&e Jorgidgt 2l !

fl ow di agra Fati ng processor tfie present
i nventi on irscestmpstation t¢-isgiest & Scmun@nd/hztl_% a 1§¢pevel/Phtkatodill & mpdssséclbé ty

associ a4 o r!reIB\E;\tg ¥R .%h%r%%'i es§ OFYL flfit.fh ﬁﬁg\n&{t%ﬁg ZA vg%‘%‘&ﬁaty vd3 Ba &19? g three

stage manner erein at a assocl at e is read from30 the
SA dat abaser VENogrewsy @geny derceduitla at Yidh C{mabld,ié'ss&h paquiaty peesnlidsttdige and t he

results of 1 hee RGeS 0isWh Wit £BsPa&Kw! QalPg SA database in a third stage.

During the processing stage, one or nbre.security procedures are perforned
on the packet afite Shem@agepet anddsletfupptivesdio mainaine e dith cletaligse. h ThiSA

processi ng. dagaﬁasg‘% dﬁ%@mg R0& re\é\Qltlg %é &Q]Zﬁ@ﬁdcﬁg@/ hlﬁ@aailspa:?rﬁ %Oacl:eéseh %ﬂ{gas t

checked whether the packet received i s an 1nbound or outboun acket (step
| 10). 15 iahask table. olntadoitipnl thrapreager fupctioes torpwrt als®ckisdinthiae ﬁ@abas: SA was

found by t hﬂooq}ﬁ]ﬁm cﬁtbofnid' ﬁa@l&:t ﬁé&r e @hél-?xﬂﬁaﬁerugf) rﬁﬁ*lclnc\hs t Hﬁkedr){Q §N1a§‘so<f,1étlac¥ er

searches its database f a session wt socket that matches that of the

a
recei ved patiiet matphsd p@éem%wél Fekq preflablg anugber efgimased Sde fe B EBHAEPY SA in
the sessi ongatb@se teNidhe XA ihe ki @he 0RO Sfak RE RberfdetBLENEAY

update the LRU and hash linked lists and inform the dynamic filter the sessions associated
20  with the SA to be deleted.
The SA database functions to store the socket and other SA related data, including SA.

state and current status, for use by the various processing modules of the VPN module. The
hash table is used to accelerate the recognition of SAs. These components are described in

more detail infra.

25 Main SA Processing

The main SA processing will now be described in more detail. A flow diagram
illustrating the main SA processor method of the present invention is shown in Figures 4A
and 4B. The VPN module and security association processor are constructed to process
packet data in a three stage manner wherein SA data associated with the packet is read from

30 the SA database in one stage, the data then processed in a second stage and the results of the
processing written back to the SA database in a third stage. During the processing stage, one
or more security procedures are performed on the packet and the SA state is tracked in

accordance with the processing.
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session, the corresponding SAis read out and input to the SA processor. The
operation of the dynamc filter is described in nore detail in U S
Application Serial No. 091851,768, filed My 9, 2001, 04IANUARYPOODy nani ¢
Packet Fi I&,ﬁ 3/U§I ng Session Tracking," simlarly assigned _and incorporated
herein in Y& rety. 10 If no SA was found for the padi®BNY¥p 154), the
packet is rejected (step 168) since the packet cannot be processed wi thout
a SA and the status register is updated (step 146). In this case, the CPU

i s operative to lbigérst shepked vdathente raclst eeceivados #m igboupd ot dugbog Hapket fisps essi on

dat abase in; #@Eﬂxpmzﬁbﬁa é fet, Jﬁae]eg%kﬁid wisthb s G&s foﬂﬁ@@ttﬁéﬂdy%mt his tinme

the dynam c Iter recognizes the session and passes th A to the SA

processor. fier|(ftep 15 \hépgmﬂbuﬁ’@ dypagic e ssercheprite defabage iferye ysasiametlers are

retrieved ffoQﬂ@tttﬁﬁ éécheg%eﬁ‘t}ﬁstﬁe 30divi N PadRBCK by BRY1 WL 3RS &fordthts (MTU)
and upper flags are transferred to one or nore security engines in the VPN

securi t ys pr ecesepding §4ap theseysion Paebawr ) the gyramentilier.t fipon gadinhematching of t he
packet that sdgonb otn@mbgfs.a;m $da@ichulo L QAL ;{rBJe@:QfTBﬂE%Eérﬁf&n 8?@

encryption/ decryption {ED) and Header Message henti cati on Co

20
are exanpl edynamicsidien si deeribeflginfeere deteil inpldSf 6PRhC§10§e°@U?1|1‘E%/ W’ﬁﬁb?ﬁgoﬁlegn t he
packet dat aMarJ]_ Bezoo@'aénﬂtl&f GRLBL Patkel BikGside i3 Q G alidngd ngfngﬁlyg%gg%{ea oee ; he

| PSec node e particular ~ encr ptlonagorlthm(eg , ),
CBC or ECB, ansderdipagtedberains tsq9brelst . e. zeros or incrementing), the class of

each DEgyin 3DESs 524)E kP FuM ok 'EHetﬂaQJet M@ﬁﬁ% thd Mck&mejéct%@tste@% siede) , the
encryption key and the encrypt/ ecryg@ Instruction fromthe header decoder.

25 The dat athe pakeifcarmoblp RrepetspeWithauts 3@ aufl the sfatasvigpinter & uraAster 689 1¢he In PSec

node,  aut h@ntcheaht OPUH GRfalitdBopd: ahew SAHAM stoMBpoirdrGa the SAUL AEBLskicAt | on
header size bits) and the authentication key. The socket is

e. 0
t hen passedd f’ga{?aﬁeh‘éthﬁéwc @T?FIHI&'P%@B‘)S thep Fe-igicetad bt yhisEme the dwjemic flsf ep  158) |
The data pagsadiztand 6idABnLsHIRE ihs G4 t6 he SARFdcksstl ar | PSec node, the renote |P
(the 30_gat evva%{fel Pif tunnel node is inplenmented), the SPI he sequence

nunber Lhcr emented SHyvas JprEdathe OFhe PAE i PafFﬁ‘éte?eaEﬁJ@Fﬂ%ednfﬁ%
lifetime fi@ifsseah®tht pRRetmRRGhub MRS habaper a5t 8P rakfB)d to/em@ heck of

Sequence noERs ST S Byt VR GHHGY PECBTHH L e SERGRREEE % sequence
nunber 16 OdaxhANJARYof20GacRAOH3E ARWELH bPEIdshBRa AMARAR Bagraktibow may be hard
o sol 118 T ovelon st e St st el e
146) . | b0 a soktamples of security engines that perform a security function on the packet data. The
data transferred to the ED security engine comprises the IPSec mode, the particular
encryption algorithm (e.g., DES, 3DES, etc.), CBC or ECB, padding stream type (i.e. zeros or
incrementing), the class of each DES in 3DES, encryption initial vector (IV) (only for CBC
mode), the encryption key and the encrypt/decrypt instruction from the header decoder.
25 The data transferred to the HMAC security engine comprises the [PSec mode,
authentication algorithm (e.g., SHA1, MD35, etc.), authentication header size (i.e. 96 or 160
bits) and the authentication key.
The socket is then passed to the packet builder (PB) for assembly as a packet (step
158). The data passed to the PB comprises the particular IPSec mode, the remote IP (the
30 gateway IP if tunnel mode is implemented), the SPI, the sequence number incremented by
one and the path MTU.
The sequence number and lifetime fields are then read from the SA database (step
160). A check of both the sequence number and lifetime is then performed (step 162). For

the sequence number, it is checked whether an overflow has occurred. A sequence number
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overflow occurred, the CPUis infornmed by nodifying the soft sequence (SEQ
bit inthe Ilower flags and processing continues with step 120. If no
sequence nunber overflow 5 occurred, control passes t o04NVARXRZ00¢-0r the
lifetime, | 0;30 %gecked whether a lifetinme overflow has occurred. Note that
the nmain Bl8¥%ssing only checks the lifetime in ter fEOBOHHYs A
lifetime check in terns of tine is perforned by the SA managenent. The size
of the received packet is subtracted from the current value of the lifetime
and t he resktflow esylbe datior sefy elf & ihewd ovatlpw oaturredithe ¥ is ddsedh(sten 169r be i ndi cat es

an over f| Ovtsactépgcetea f(JtéMsrg‘flxnme tlettlgirégtstéqgctamd |af:co?djﬂw éteg\{%f lipws ﬂfgcur red,

the SAis close ste packét rejected (step 1 and t st at us
regi ster updetied Oc%t@réd)rtht qglyis 4@@@19‘1 Pueodifying e soft seqyense Py Wcimube ed, t he

CPU i s inf %voedﬂégy aﬂpgtofcysglﬂg ctttﬁmessmtt 5464) fl%l nﬂeng %t@en&' frunftBr F\ré?ﬂc!vaer flags

and processing continues w step 1 I me overflow occurred,
cont r 6l Jpasesred,gorftodpasies (o stepsl 20 f the recei ved packet is an inbound packet

(step 110), secyyl f acket
(step 112), as HoderiRERoRIbLA0 HEFRAPILAD ovd b Bl (B e bttnd

hashi ng t henagPbA progessing onlprhysksethmljfetitre @rierms REbyieso toltfelime dHeek ipdasmms § of t he
recogni ti onyarieyefothddty @t $O0mbEe Rt NMhoRizP bORER R ed phdketO sbBALIY A{Cb?ns SA entry

is found durlng the reCognition  process, the packet is rejecte uch is

the case whbmourpet valne abhs lifimeenil dhe rgmit checked tOh@vezftwr et oestiit of lsfs thimds a

mat chi Ny SherolilifcaRe ek Slerficv. RS Bxyé?ﬁcﬁﬂma};r E@heﬁd’ HSRC 1 d M@Bvsﬁ%@&&k&e@? the
packet as a first packet, opens a new session _and connects the session to

the SA. |f hnheA |1qaeet~?d fiiePe 6Fai theeprcke raipstef1(atyp 169) @ng heleistusi resistesjweated] (st ep
152) and t RgcosdidlyGtep rll?@ $t £otl PR ARk it Pthd €6V i 1s n?orﬂn&d %' ﬂodﬁ/ﬁ&gftﬁé I, the

upper flags are passed to the security  engines and the

packet bui Isﬂ%rllfe(‘%lﬁéﬁL"ﬁ)ﬂEB in the, dowss deest a“SLHr?‘iﬁﬁtngf‘i%@tquoW@ fip 126 Hsaenbl e t he

bl ai ntext yesicQflrnbu blimitBskesl fasks baupaosli ng over the LAN The data
transferred to the ED security engi ne CO{TP eeﬁt he | PSec node, encryption

al gori tfm (e. g. I thopeseivegyagket etaeu) négeckst (s SYHMREOSEIWAFROBBR ¢l ass of
each DES iR petrfe@aeaeseleq;&c@{lliﬁp 112y eas @esadibeatit marelﬁeunaﬂtd trReSA is identified

encryption/ dec i nst 4 t| on from.the er e e. whet her
encryption ?Sﬁasgl%‘g %?F(S?F“it% gatepay @P?B‘Fr?bo&)wl % ﬁﬁ‘gtsﬁgg“ﬁretcé@%’fnéﬁ ed to the
HVAC secur |rettmnengme:nﬁ@ﬂprpr®esort hend Rieting8¥d entry iafoiihediring &eiredg@tig@or i t hm
(e.q. nd t he autt he)ntllﬁ_catl on key.

[T 30 err oP S un SR S5 A B cmeclat iy SBrSrnEs 8§D, X im the ED
i f paddiong rechghitioadinds a fnmanmg Ra, thb/Bdckétfis dudtyptedt Tigadyhaiic fisted redgnigdsghe) t he
packet is r ec! tcag gldj.rs( pac o]ﬁg'n%)a nev]GZesggn gnﬁlélynpﬁgc%s &19 geﬁssion to the SA.

If the IPSec mode failed (step 114), the packet is rejected (step 152) and the status
register updated (step 146). If it did not fail, the upper flags are passed to the security
engines, e.g., ED, HMAC, and the packet builder (step 116). The packet builder functions to

25  assemble the plaintext version of the packet for forwarding over the LAN.

The data transferred to the ED security engine comprises the IPSec mode, encryption
algorithm (e.g., DES, 3DES, etc.), CBC or ECB, padding stream type, class of each DES in
the case of 3DES, the encryption key and the encryption/decryption instruction from the
header decoder (i.e. whether encryption or decryption is to be performed).

30 The data transferred to the HMAC security engine comprises the IPSec mode,
authentication algorithm (e.g, SHAI1l, MDS5, etc.), authentication header and the
authentication key.

If an error is generated by any of the security engines (e.g., from the ED if padding

failed or from the HMAC if authentication failed, etc.) the packet is rejected (step 114).
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WO 03/ 007524 PCT/1B02/ 02720 The anti-replay w ndow nethod is them perforned
(step 118), described in nore detail infra. If the received se%uence nunber
is beyond the anti-replay wi ndow (ARW, it is updat edMaHN R 108 t o adj ust

for the reg |ve sequence nunber. If the SAis AH (step %212” AH keys
are transf‘@& ?26 t he aut hentication security 5 engi nel;L 8?5521%8) and

control passes to step 140. The SA may be (1) an ALl only single SA or (2)
an AH SA that is part of an ESP and AH SA bundle. In-the latter case, during
the first passThhrginghlay vendvet meibihd isHbenpeenfiteed (ripnt 1), tdescribel ESEorporti on of

the bundle @e&ﬁ%}g P %@weé %ﬂgen %’1}'&& §ey§f‘r‘& tlhé %g{llf%@&fﬁm‘a&g t he

bundle. If the is ot 1ﬁet IS
i nbound (st@ﬂati(?@)islaﬁwto,@@u@mﬂ(mcewqu@)emqmm@@ the IVis passed to the ED

secur!ty engine(pd €8 is' RBXster 1205, IR BRRAE boclinerilh o {apwﬂgnigaggﬂ%}c@gé the

ESP keys are transferre security engl ne

recei vedS parkiot (siep 148) SRyl praesi &t stpEISP: Whe HiA aay he Gl iaw & aiy) sifght &  130) ,
the AH key r j cat | ot Y6 0EL (step
143). 11 met VaE 4] SLERERpRE! G Bspan@ Ui AR, L R dhle hefRBLRRLS
packet (st ezpssr@@)lgh tbh@empﬁ%mt@ripgmwitg the3iSB portior df the bfuplle EERumAmthdH t ype

packet s (stsg&)b&g%gis@g{%&ggﬁ{%&%&g%ﬂgIy passes to step 118. If the
0

packet is out , contr passes to step 162. If the received packet is
not an ESP/ AU Hélz,eksét is ctheethay BO)H SAsit sheisr ipthe Rasket(sineqund GRp 122r0dut bound

packet (gt 9(93@% a4 8o, t@?ﬁsf Q%L‘s@& to(ﬂ?etrﬁf’seléﬁ) eng‘id@‘%st&ﬁpz%)’ H?lhgg?(&cé{ % s stored

in the SA data ase(ste packet 1s "an i nbound step
134), the Arcszb@mémw@@ fJnth@ %P@Asaatr%%@imz@ KTy seaysity rggjne (Sttemen&bpdat ed

sequence nunber yigg ééeweegaak@t i Q’?E%ﬁ%&@?@ng%&h%@tm aWefe flags
are updated (step 144) and the status'register is update It) "146) .

Fol | owi ng /e kepsaare Fansfeagd 4 &e ayperticeion afcurin @B@Gpﬁ%’feﬂr&f/g)b e @édh%l gnal i ng

t he conpl etj,qn: Rfnot BEESM{sRp F40) R QCASNMME bkd: EepTR), Me Ot RAMAQRLs devi ce.
Security Association Reco%k}tl on 25 The SA recognjtion process wll now be

descri bbY ineinfdrie fadiSRiand AR apaprckts (tep I1891pd eong! fuhedragh paseps te i que of

det er m ni ng 1| h&tﬁeﬁpaaﬁesqscmﬁoaﬂd %ﬁ&m sds Iapuép mackeie ke%elv&ﬂQMt ishofhpur e 5.
Each SA correzﬁg Eﬁto a n| qu SAis jidentified b conparing the

socket of &% (?S%Dc]l? bigw | fc@é&’ %3%§§885b8‘ﬂ1’é1d’a%equntefﬁ)¥@%l y opened
SAE | stored @'Béc padket ﬁ&g%%)ﬂﬁ&S&rypﬂf@lMﬁﬁd‘ed iﬂ&hd’S@’CWbbiel(ﬂédeE) a Sﬁ gAhgsh ]
table is use iC st or.es i nt tQ reco SI t e at abase
and permits rapld9R3eEL) 3080 H%ja@gke? Eﬁpr %&Eﬁglﬁ%"r& FletEee % 88 cket . New
SAs ar ezost c(gtqdmom thehedBad @balﬁalbasmkaﬂﬁ seorddiais fthe®n Hh@a&Q@tKﬁMZ) shepbeul at ed,

el ther by dho VEN MOOM. Gue) 3 BL Q565 R0MeE uldia G148 BRI AOLILEL, 1S Stored

register update, an interrupt may be raised signaling the completion of the main SA

processing to the CPU or other host device.

Security Association Recognition

25 The SA recognition process will now be described in more detail. A diagram

illustrating the hashing technique of determining the SA associated with an input packet is

_ shown in Figure 5. Each SA corresponds to a unique socket. A SA is identified by

comparing the socket of a received packet to the sockets associated with previously opened

SAs stored in the SA database. To speed the recognition of a SA, a hash table is used which

30  stores hash pointers to SA records in the SA database and permits rapid lookup of the SA
corresponding to a received socket.

New SAs are stored in the SA database and a hash on the socket is calculated, either

by the VPN module, SA processor or the CPU. A hash pointer is stored at a location in the
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18 04 JANUARY 2006 WO 03/007524 PCT/ 11102/ 02720 hash table 170 (Figure 5)
pointed to by the hash result. If nore than one SAis stored at that

| ocation, the SAis added to a linked list. Note that MIANUARW200each entry
in the ha initialized to NULL. Upon receipt g ket, the
socket 173ﬂ?§§ﬁh§ut to the hash cal cul ator 176 which 5]¥ﬁﬂ®9ﬁ@ to
generate and output a hash result 178. The hash result is used as the index
to the hash table 170 that conprises plurality of entries 180 each

cont ai ni ng hashiakit L oFieeeerS) pointed tm@sthelmhmléfr Ipopiitkantope A silcedatithast of SAs

182 in the |54:datRDSE. adEe%ctB aFMLRGO Motk Fhaf Aiall dyd@&cﬁl%ﬁt?fmc@%h #Bf iPr evi ous
186 and next pointers 184 thus inplenenting a oubly Tinked Tlist. If a hit

on the socM@@ﬂgééﬂﬁgﬂleach SAin the linked list nost be checked until a

match 10 with {h6 306KeJ Ofacltddand Sekk \r@ﬁlsaﬁ}ﬁ]k% thb %asfhcyaﬂqlamﬂﬁsf @ﬁla@' y, the
hash function i s chosen to roduce as even ﬁgrea as possib of hash

resul t s Jacrisecsonshednassie a@@\@‘llféut afipsh reral B7& (e hash resaifip ubps aaﬁ)y 1@@1( toetht e
function, siigh.@s 1mat>s98p£§e9%h@ﬁwf efths 180 ANBnER dingB YointR € FfOT MBNCE

can be |nproved over a sinple sh function by u5|n%Aa random vect or

174 in cal dasheroiniy roinés ‘ﬁéslh’kf’fbgiﬁlof Sﬁhl%@éﬁe@%éﬁab% Kgick RAtTerotd il thowi ng

equation. SL¥sce B¥ngR¥es l\iﬁmoﬁ\'MG g&&rnext 164 )h%/gn ntnRVa dc!uBMNmk«gJ—r 2 (1)
SOCKSR V, RV, RV, R RYR+I +2 "' RYR+N' I MRLOUTRI xR

wher ei n t hdisbpiép &it §p the sckes ogrupsi Wélaséén #lélh}ﬂfﬁﬁélstzleuswwh%keémw NECISOCKL)  E)
(RV.2 MDvﬁmc@tofthﬁe&emd M@@Q&KI\D (2) and QUT; represents the ilh

byte of the output matrix represents the ka' byte of _the input
matrix; R V;k repestints h%Shémicﬂorﬁ is eré tfbﬂ’m@%a%%(w%éﬁtwm%@ﬂhasb

results across the hash table. The hash function may be any suitable function, such as an
XOR function or CRC. In one embodiment, performance can be improved over a simple
XOR hash function by using a random vector 174 in calculating the hash result in accordance

15  with the following equation.

— - — —_

[ SOCK, ] RV, RV, RV, .- RV, oUT,

SOCK, RV, RV, 'RV, - RV, OUT,

SOCK, | ®|RV, RV, RV, -- RVy, | =|0UTL )
|SOCKy, |, \RVy RVpy RV - RVpwol,. LOUT:] .,

wherein the operator ® is defined as follows

20 OUT, = (RV;, AND SOCK,)® (RV,, AND SOCK,)®...® (RV,, AND SOCK;,) ©)

and
OUT; represents the i byte of the output matrix;
SOCK; represents the £® byte of the input matrix;
RV represents the i, j byte of the random vector matrix;

25 @ indicates the XOR function;

The input socket data is generated thus generated using the random vector and the input

socket data.
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25 e indicates the XOR function; The input socket data is generated thus
generated using the random vector and the input socket data. 19 04 JANUARY
2006 WO 03/ 007524 PCT11B02102720 A flow di agram i | | ust HaNYgRY8%ashi ng
met hod of the SA recognition process of the present invention is shown in
Fi gure 6. RT3 ¢ step is to obtain a hash pointer (tpr(thé]gﬁ’f/V72°pr ovi ded by
t he header decoder), the socket and sequence nunber of the received packet
fromthe header decoder (step 190). The hash value is generated by the hash
cal cul at or 176. ASlon dizgranailivstetiyg the heshing agthed dEtbo Garreqeniberthprpceenefithyy may
cal cul ate Qi; A Ufe 200 shE 9@15%;- t.ablie diseP d and
t he hash pgp?eg%%?ﬁ?%tgr éi;%l%{%v%rﬁ‘qﬁfgﬁrg%t ablee (gtlgp t191 l.n aﬁ?lgt%el- ?h@?&gﬂpﬂanter IS
equal to Ngkdvided by ¢ Neader decoder). ghe kasket jagd segpence aumifes tof phe2@@jved Ipkckehe hash
pointer is t d i PhBlasH SikdSELLL & kil in the
i nked i stﬂgjstg%g?egg\%e‘{tﬁ%h%?hg%h a?)p\lsdnt erggﬁgteég)gﬁg%&pgéﬂr:‘%%%oﬁﬁi ng to the
SA (step 19femativily, Hadeda decedse Riedther sntity mawn radeilatothe heshpomleat Ailpoktdpe recei ved
packet (st : sagket b ChinfeskERd the & iS5, found
(step 202) %gn grggehp%llrﬂtgéa&?fg t&gﬁn%fﬁyssiggr ocgs.s.]f%lzr% %hgﬁgﬁtﬁyshﬁi}g not match
(st ep 197) hashipeinteeisteqishtoiN{di, (rtapri9)sthe pagket israipated{etep 20ked |1i st (step 198)
and the met hod freReals,ffG M SSQRITE el Joirkirti Bl tRad BRtAHS i nter
points to NULL or a .SpA r{atcﬁ i's our?gHg 11%501 Not e te%a_t a %Eltﬁlr cogﬁﬁgt%e on the
socket is dpkadylist greqciatndriith by bashipainich endespeet caresBPnding to BASALStse 63d i n t he
li nked {qi Strne NREELALER cgﬂﬁ’érgdttbehessggﬁﬁin@fxq Qvell Py&t@tt(g@m@. ﬂQfﬁe Jouzévﬁt egAby

i.e e

which entity updates and maintains the linked list, 1.e. "either t

processor @&tohiierdSD); 2 Shireatdhdpionndsten HE) prigpportethlodhemsin B perssesdBdlier ed val ue.
Typi cal ly, haWeuetot didi® (gl@;msh?,ltﬁa R hablpoiRGGOfHPREE th 1inRed 16 F&gffb@f of SAs

to be maintal ned sinultaneously. Preferably, the nunmber 20 o ash entries

i s one or ewbihe meked feReatniiom eled b2 whbeitenibe lasthapkspqinier neids t ABII& ¢'¢ have many
dupl i cat es sdugitdhQs foig. t | me consum ng nature of the full socket conpare.
Security Associ ation Dat abase The SA dat abase 86 (Figure 3) will now be

descri Ued in notee tat il comparenodhs sopestis akiapyRerformed eoa e spatenly efsct i ons to

store secugistiy stoRbad ef 1datdlist ONoR albh Wkad ktietsYopRfof #RGHYentidh B RoABHRQIL | ons. The
size of the SA dat abgse rrﬁgé,vary degﬁndi_ ng _on the inplenmentatjon and the
s &

: h
syst em r eqUitic8 FRHY gpdatey s hedingy! K5h Teatther e 8t drosessens et Bibase i s
| isted bel qwe ddpth ofad 1Rstltabld addl 12 ady deéSkeddaiabaGRcalleGowele, ited dbth is set in

accordance with the number of SAs to be maintained simultaneously. Preferably, the number
20  of hash entries is one or two times the number of SAs since it is not desirable to have many

duplicates due to the time consuming nature of the full socket compare.

Security Association Database

The SA database 86 (Figure 3) will now be described in more detail. As described

supra, the SA database functions to store security related data for a plurality of security

25  associations. The size of the SA database may vary depending on the implementation and the

system requirements. The fields making up each record of the database is listed below in
Table 1.

Table 1: SA database record fields

Field No. Field Description Length (bits)
1 Upper Flags 16
2 Path MTU 16
3 Remote IP Address/Gateway Address 32
4 Security Parameter Index (SPI) 32
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Field No.Field DescriptionLength (bits) 1Upper Flagsl6 2Path MIulé 3Renote

| P Address/ Gat eway Address32 4Security Paraneter |ndex (SPl)32 20 04 JANUARY
2006 WO 031007524PCT/ 11302/ 02720 5Next SA bundl e poi ntEIAFUARYSHIGOUSs SA
bundl e pointer16 7Next Hash pointer16 8Previ ous Hash pointerl16 9Next LRU
poi nt er 16 WBPY®A%us LRU pointer16 1lLower Flags16 12LastCEI¥H Hg session
poi nter16 13Sequence nunber32 14Anti-replay w ndow (127:0)128 15Encryption
Initial Value (63:0)64 16Encryption Key (191:0)192 17Aut henti cation

Key/ Hashed Key | nput {159MNextiB0bub8pkiasihted Key Qut put (159:0)1860 19Soft /Hard
Lifetime32 Fields 1 and 1ZFPreyious 3Abundleppipter and | ower fl ags,lérespectively,
whi ch conprise a plufali NextGfasspatters bits described in norlé detail infra.
The path MIU i s storel i nPfeviohgH®h peigter r epr esent s t he maxi m si ze pernitted
for a packet includify al Nekdd@dkposterThe renote 5 | P/ gat ewaylél P address in
field 3 and the SPI il fi @tedtiods IRikpointgr t he SA socket along i th the
security protocol idéntifilewerFldge next and previous SA poiriters (fields 5
and 6) are used to d@nst lLestmatghidpsebdiop dointked | i st of SAS tlhat are all
associated with the dane SepmmdetymiRpl i cy Database (SPD). BRelds 7 and 8
store the next and pAévi odstiferdy wislowt(B¥7¢)wi t hi n t he hash 138 nked |i st
descri bed supra. The lhashEhéryitien nfitiabValps(68:€bd duri ng SA redégnition of a
packet. 10 Fields 9 afd 18ngymorKeeMdPl:@nd previ ous LRU poi 2%rs in a LRU
linked list used to &7 der AShsntichtipn Key/Hashed Ket lnpeie89) The LU |inked |i st
operation is describé8 inHasheeKeie@uiput (iS50 a. A pointer to tdde | ast open
session with this_SAl®s stef/Hadilifetfieel d 12. The current 32

Fields 1 and 11 store the upper and lower flags, respectively, which comprise a
plurality of status bits described in more detail infra. The path MTU is stored in field 2 and
represents the maximum size permitted for a packet including all headers. The remote

5  IP/gateway IP address in field 3 and the SPI in field 4 make up the SA socket along with the
security protocol identifier. The next and previous SA pointers (fields 5 and 6j are used to
construct a doubly linked list of SAs that are all associated with the same Security Policy
Database (SPD). Fields 7 and 8 store the next and previous hash pointers within the hash
linked list described supra. The hash linked list is used during SA recognition of a packet.

10  Fields 9 and 10 store next and previous LRU pointers in a LRU linked list used to order SAs
in terms of staleness. The LRU linked list operation is described in more detail infra.

A pointer to the last open session with this SA is stored in field 12. The current
sequence number for the SA is stored in field 13 . Field 14 stores the 128 bit anti-replay
window used in the ARW mechanism for rejecting replay packets. Field 15 stores a 64 bit

15  encryption initial value (IV), field 16 stores a 192 bit encryption key and field 17 stores a 160
bit authentication key/hashed key input (HKI). Field 18 stores the 160 hashed key output
(HKO) value. Field 19 stores the soft/hard lifetime for the SA which is used to determine
when to close a particular SA.

The HKI and HKO values are intermediary results generated during the authentication

20 process. They are both stored in the table to save processing time upon receipt of subsequent
packets. Both the HKT and HKO values are calculated from the hash of the authentication
key and a predefined pad value. The HKI value is stored in place of the authentication key in
the SA database because once it is calculated, the original key is not needed anymore.

Alternatively, the authentication key, HKI and HKO values may be stored separately in the
21



sequence nunber for the SAis stored in field 13 . Field 14 stores the 128
bit anti-replay w ndow used in the ARWnechanismfor rejecting replay
packets. Field 15 stores a 64 bit 15 encryption initia®4IAYUARY20W  field 16
stores a 192 bit encryption key and field 17 stores a 160 bit

aut hent i c¥?8H'%¥)/ hashed key input (HICl). Field 18 st FddBI#®R™ 260 hashed
key output (HKO value. Field 19 stores the soft/hard lifetine for the SA
which is used to determ ne when to close a particular SA. The 1f1Cl and HKO
val ues ar e &am;@srerrﬁﬂk 3RYdata65Y kdcSivganeHEL edi HIIO valged (hen ltiantd eathé oA 20
process. %h stored in the table to save processing tinme upon
recei pt of gﬂﬁ}gh SeCAYRRE®: Both the HKI and HKO val ues are cal cul at ed

fromthe hash otc\sfdlé)@n@adtaibsm the SAl dARbask ymypRek @p&ra@dw‘mﬂﬁﬁlgsg&chowéymg The HKI
as

value is stored in ace . of th aut he tion in the SAdata

because onc¥Atsreipigd g}ér@a%t&an ‘P’r’éﬂl&c{%{ %F“R%EF% SRR coraRst

Al t er nat3 vedfpits iskBoviienanihiTesit pon key, HKI and HKO val ues rray be stor ed
separately in the 21 04 JANUARY 2006 WO 03/007524 PCT/ 1B02/ 02720 dat abase.
The SA dat abase receives the HKI and HKO val ues upon the first use of the SA
fromthe HVAC security engine. As described above, the SA database conpri ses
upper and |l ower flags for conveying status related information to and from
the CPU. The upper flags status conprises a plurality 5 of bits as shown
below in Table 2. 22 04 JANUARY 2006 WO 03/007524 PCT/1B02/ 02720 Table 2:
Upper Flag Bits FlagDefinitionSizeVal ueDescription 0000No VPN 0001Tr ansport
AH 0010Tunnel AH 0011Transport ESP 0100Tunnel ESP 0101Transport ESP/ AU

| PM PSec node4 bits0110Tunnel ESP/ AU 0111Transport ESP Transport AH
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1000Tunnel ESP Transport AH 1001Transport ESP null (AU only) 1010Tunnel ESP
null (AU only) 1011Authentication Creation/ Check 1100Encrypti on/ Decryption
1101Encryption/ Decryption + Authenticati on DETDES typelo4 BANOARG2008DES DEMDES
nodel bit y! PAMPAD nodel bitO ESP padding with zeros | ESP paddi ng
with increfenting val ues 000EEE 001EED 010EDE 3DE3DES cl BSEBB0173011EDD
100DEE 101DED 110DDE |11DDD AHTAH typel bit0O MD5 | SHAT KEY1"use of keyl bitO
This is the same key IFirst use of this key- create HKI and HKO AHSAH si zel
bitOAH size is 96 1AH size is 160 AHAH or ESP1 bitOThis SAis ESP 1This SA

i SAH DI RDi rectionl bitOSA for outsbleandppearikesis 1SA for inbound packets

EMPEnpt y1 bi +QFh-s—SA--s—used{SA+s5valid) —
Pty Flag' ~ Definition Size Value ! Description

0000 No VPN

0001  Transport AH

0010  Tunmel AH

0011  Transport ESP

0100  Tunnel ESP

0101  Transport ESP/AU

0110  Tunnel ESP/AU -

0111  Transport ESP Transport AH
1000 Tunnel ESP Transport AH
1001  Transport ESP null (AU only)
1010  Tunnel ESP null (AU only)
1011  Authentication Creation/Check
1100  Encryption/Decryption

1101  Encryption/Decryption + Authentication

IPM IPSec mode 4 bits

. 0 DES
DET DES type 1 bit X DES
. . 0 ECB
DEM DES mode 1 bit 1. CBC
. 0 ESP padding with zeros
PAM PADmode  1bit 1 ESP padding with incrementing values
000  EEE
001 EED
010  EDE
. 011 EDD
3DE 3DESclass 3 bits 100 DEE
101 DED
110 DDE
111 DDD
. 0 MD5
AHT AH type 1 bit 1 SHAT
ot . 0 This is the same key
KEY 1" useof key Lbit 1 First use of this key — create HKI and HKO
. . 0 AH size is 96
AHS AH size 1 bit 1 AH size is 160
. 0 This SA is ESP
AH AHorESP 1 bit 1 This SA is AH
. . 0 SA for outbound packets
DR Direction Lbit 1 SA for inbound packets
. 0 This SA is used (SA is valid)
EMP  Empty Lbit 1 This SA is empty (SA is invalid)

All of the upper flags are set by the CPU and read by the SA processor. The EMP
5  flag can also be set by the SA processor. The SA processor sets this bit to a one when the SA
is empty, ie. invalid. The CPU sets this bit to zero when the SA is valid. The IPM bits



1This SAis enpty (SAis invalid) Al of the upper flags are set by the CPU
and read by the SA processor. The EMP 5 flag can also be set by the SA
processor The SA processor sets this bit to a one whefd IANUARY 206 enpt y,

. €. |nval‘k,§ ?\E?R%CPU sets this bit to zero when the SAis valid. The | PM
b| ts 23 04"IAK 2006 WD 03/ 007524 PCT/ 1B02/ 02720 i ndi tat/@'%¥He¥ s pecific

| PSec node, i.e., ESP, ESP/AU, AU only, transport, tunneling, etc. The | ast
three | PSec nodes can optionally be used to inplenment additional security
st andar ds, indathhapeSRciiSe Bodkit,$SEABBYAY.SSL pylyttomgos typtelivg, eter Thé n fil e,
etc. In th he packet

82 ?{h?% ??ct% husopﬁt%ﬂﬂx&@gﬁke% tU%Sgl %Er?%‘émﬁ!m%i‘?ec%& Q%Jf’f(ﬁar&s

bui | di ng func engin unctrons as’s war e
accel er at orsudhrms Seqvemntdckels DESY @@E)Stoemrw;ﬁt deviaih digec ety p i these ernges, the Vﬁ’«Nje

(1 PME1100), P
encryption aﬁ atﬁ% ent?%g%?gﬁﬁogﬁgll %Qﬁg%ﬁ%%%% %%%%Eﬁbl |nd| cates
the typéd offumsmstdqﬁwarﬁ)@cmtmlemﬁh@gmm/&DES|en¢1w$@n/és:fyp@1hte elfE® node
ei t her ECB P I<n I Qtﬂﬁl@ eros or

10 i ncr enerrlrl?olr ng val u %ﬁqmsbg{%tﬁ]&h 8Igtéegﬁghgl§%ar iC 1@99 g‘tDrEb§{hcl ass. The
AHT bi t |ndn@mhesmdmtht1}qgehoafenm¢rmﬁteﬁ8hhwblﬁl on either MD5 or SHAT. The AHS

bit indicates t % I§E’[Zﬁt glcatgkg @F& @#é@eé’ théﬁ) D?ré%gblﬁé gM‘ﬁt élcﬂcg

indicates the SAis elt t he I cat'es et her t he
SA is for dhetDESimetecithdr FEBmEBeadkePsM Ulhed@kscﬁélneaﬁég paddingovitbaemos pses a

| owner f{l,ag fdﬁ L84l Stey bl AWEKL N SiAL ] tion to
and frolmt?ﬁa% f} F'ovvere §;[ﬁags status c |ser a %sjra’ﬁgt yﬁé?&ga
shown bel ovpdicateTtip bwe of AH guthentication gither MPP oS isThCAH bit indicates the size

Fl agDef i ni tom@%#&a{@rl%%P@musmé Jois bﬁ%maaes B@@k%’mﬁ%ﬁ@é&ﬂ' &GArPAmd piRep! ay
Wndow = 32 ARMARW si ze2 bi ts10Anti Replay Wndow = 64 11Ant1 Replay W ndow

= 128 $0Thib¥ indicatabwhateethp SAdpfor priqypdoriplapndgnelioff- HSH NHASH 1 bit1This is the
I's® SAin this HaSA efita¥e Aisdcomprises a lower flags status register for conveying status

15  related information to and from the CPU. The lower flags status comprises a plurality of bits

as shown below in Table 3.

Table 3: Lower Flag Bits

Flag Definition Size  Value Description
00  Anti Replay disabled
01  Anti Replay Window = 32

ARW ARW size 2B 10 Anti Replay Window = 64
11  Ant Replay Window = 128
ot e . 0  This is not the 1* SA in this HASH entry
HSH 1" in HASH VO 1 Thisis the 1% SA in this HASH entry
] 0 .
HLD  Hold Loit 1 Don’t delete this session
. 0  No manual keying for this SA
MAN  manual key 1D | \fanual keying for this SA
SAL SA lifetime 1 bit 0 SA lifetime is measured in seconds
mode 1  SAlifetime is measured in 64 bytes units
SOH soft or hard 1 bit 0 The lifetime in this SA is soft
lifetime 1 The lifetime in this SA is hard
o . 0
SLT  soft lifetime 1 bit 1 SA lifetime has reached soft overflow
) 0
SEQ  soft sequence L bit 1 SA sequence has reached soft overflow
20 The ARW bits indicate the size of the anti-replay window if it exists. The HLD bit

indicates not to delete a particular SA. This flag protects a2 SA entry from being deleted by
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HLDHol dI bit1Don't delete this session ONo manual keying for this SA
MANmanual keyl bitl Manual keying for this SA SAlifetineOSA lifetine is
measured in seconds SALnpdel bitISA lifetine is measur HIANVARN B¢ es units
soft or hardQThe lifetine in this SAis soft SOCH ifetinel bitlThe lifetine
inthis SAYPEMA™M 0 SLTsoft lifetinel bit1SA lifetime hASUIBYUMYG soft
overflow O SEQsoft sequencel bit1SA sequence has reached soft overflow 20 The

ARWDILS T NG SRIRLG: BEGR: O ik AR B ol R Aerkle IO clanlih | 88 SHS o T HLD

bit indicates ete a particular protects a SA entry
from bei ng el Himesguikeyiag §4ouiemugarie %@@CWWSY@O"?@ZQX FH@OQF@@PQO t he SA

processor *}%Q\&ﬁﬁlﬁx Lw%elwm%a torbqlda@tre@@yea@m%cegs&erﬁelsmm%@éaxﬁkew ng for

the SA manual keying is configured, the sequence rolls over

X FFFFFFFF whethepthe ﬁédhfetgnwénwmﬁdqy tkrm dafp.d-enigtseeaningiedt tyiss Beitsddibet ed by
the SA pyocgs$8fk mdl-'EQﬁs whtthdie n@%&% g ot RE ¥Emd. hﬁlesml an lﬁalbﬁa ths measured

by tinme or data, .e. 1n seconds or '}/}‘ees uni ts. I ndi cat es
whet her thesofrlowe'ﬂwéaa agcyred g the goft hfaww SELHL mqlh%eSSEHFS@"F @verﬂw kasit es t hat

soft overf '&%ﬁa% 16 SUrk&finden Noke%a@&etmwfmmmm%&@ﬁtﬂ bl gates that
soft overflo occurred in the SA seq uence. Note that the ARW HLD, MAN,

SAL and SOHyfthe§EUsind reastk by B SAnprogssagr. arTae SER e pEChBags Arpieb b dhwo¥A The SLT
and SEQ fl me@&ema%adtw tﬂer@USAUnl&E AEEa I A ﬂﬁ%%@etb%e 5R8s fkta Lyeﬁ ess the

HLD or ag Is set, the i s del eted upon 0 sequence overflow
(O(FFFF#FFFYQ“CMPVQF%%KWFWEBXN Mechani sm I n accordance with the invention,
the main SA processing is adapted to i nplenent an anti-replay nechani sm
wher eby replay packets are reigfckeatdy WihkwMehadinsm functions to track the
sequence nunbers in the packet and to reject packets whose sequence nunber
is |l ess 15 t hanntaeeprdrnpd withrihp @vention,digh. man QA porcessing iy adatedatt impgjertidng an

procescor PRt ARREIAN BT PR PHARS, Y R o R IR unber
Wi th t he niminhesspaguenceersintie packiianhty réjsd pEBEE @Bosa pautde nimeber ivlass sequence
number Bei qgan%g 'r:xﬁfiﬁxﬁglzperﬁtt‘ééi.nqpﬁ{aér&n tllustrating the anti-replay window mechanism
performed during checking by the main SA processor is shown in Figure 7.
The x-axis represents the SA sequence number with the minimum sequence number
. being 0x00000000 and the maximum sequence number being OxFFFFFFFE. A window is
created, referred to as an anti-replay window (ARW) (segment 212) that represents permitted
20  sequence numbers. Packets received whose sequence numbers are below the window are
rejected (segment 210). In addition, only one packet is allowed per sequence number. Thus,
the ARW comprises a bit for each sequence number that falls within it. As packets are
received, the corresponding sequence number bits are set. A packet received with a sequence
number whose bit is already set is rejected. '
25 A flow diagram illustrating the anti-replay window method of the present invention is
s_hbwn in Figure 8. The sequence number is first read from the received packet (step 280).
The current position of the anti-replay window is retrieved from the SA database (step 282).
If the sequence number is within the window (step 284), it is then checked whether a packet
with that sequence number has already been received (step 286). If so, the packet is rejected
30  (step 290). Ifnot, the ARW mechanism allows the packet.
If the sequence number in the received packet is outside the window (step 284), it is

checked whether it is below.or higher than the ARW (step 288). If it lower than the window,
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created, referred to as an anti-replay wi ndow (ARW (segnent 212) that
represents permtted 20 sequence nunbers. Packets received whose sequence
numbers are bel ow the window are rejected (segment 2104 JANUARNEO06i on, only
one packet %3@(;7529‘\/\ed per sequence nunber. Thus, the ARWconprises a bit
for each ‘EQ A number that fails within it. As packet®U4P0%¥ejved, the
correspondi ng sequence nunber bits are set. A packet received with a
sequence nunber whose bit is already set is rejected: 25 A flow diagram

i |l ustrati nge pdoeet aéjecté@Qt A% h\iuh&dﬂawpm&h@dlo%d ifdehds RWanhdjis@ptd @ 1S

shown in Figure 8. The sequ r is first read fromthe received
packet (st é%wf%lfnce n‘i‘ﬁgerc‘f} @M%@%’i@i -on of the anti-replay w ndow is
retrieved fromthe SA database (step 282). |If the sequence nunber is within
the wi ndow (step 284), it is th8AMinexked Médstcher a packet wth that
sequence nunber has al ready been received (step 286). If so, the packet is
rejected 30 (shepcodayee with tist inventien, ARYSfe ctanssement ahddyles ist dreraiscket . | the
sequence; ny N i Sl 284), it
SSUSCS DFe U5 SRCPLNL: BBGlCh, [ WIALCRANFMAY (aLe0, 2O1),

| ower than mameoememtdmd,ulezrﬁr@mﬂ#\vmmmm@@Gelmgﬂgm@mme P@I’ I:QnBOWf(IEe?ZO t he
packet s <3l GEbRH: The SAlmaibeRbARRhule AL ARERGEA e AULRIAL AN G ARV S
adjusted up to new seguence nur’rte) : sh e rignt

Managenent IWWF)@fISASa%@GISM@baSﬁM% Opmélail%fr@mﬁhedﬁ’U t WeenShe eramergd teent rmdul e
I's operati VgedcOrifetiindBis Nedkiad athgq{féﬁnﬁ)é hél&kgﬂez{ch%cofrcpr HeO8A BrabfiE a?éa‘s in

| east recently used order. The manaegement nod perforns several
functi oks reémmdnéomlfmewerﬂawwe ERertcd dnthe &PUcﬂnd !IHée cagpofpeliazdifeiime The SA

nanagenment Jeb end U&Ferslbdﬂ@ﬁg tSQ i€ r&a&gd t Dgetiv! dneli 19£er§ﬁn§f‘(§nr dhg§AV\;‘| :
lifetimes) of SAs in the dat abase upon command fromth en the
command t o ordshiodhush M%Wtriaége hegorpesalq apd dhat Were npY mémqﬂw&l%qdé@rdgm@fea@ach record

in the SA dg} é@ﬁﬁl@ aag@mwag%amﬁ@&respﬁgéstmLbicﬁétltﬁgevm@&flkéemyﬁﬁee reported to
the CPU and in the case a hard lifetine overflow the corresponding SA

is del eted. Li f%@%séh%%thmF§Aﬁ%ﬁnFW®Hlet%ﬁ%° mdintagy g ppdage f | ush SAs

t hat hame mcwmessﬁﬁmnﬁmﬂlgttﬁme@aﬂoﬁolﬂﬂarﬂahénymgd 08 @FofrPthe SRR €ason.
For exanple, a SA may age out .if it corresponds to packet that violated a

security viiler megHenvEchsporrespopdipg pastion hAWd é%\‘:]ﬁﬁﬁc}d@@’i‘?éh? pERUha sssigRst i ons to
mai nt ai N anght wpeaihe SAL&IISA chwead! es by mai ntaining the LRU and hash pointer
rel ati onshi ps d jpnformthe d m i | ter nodul e whi correspondi ng
sessi on shoul daﬂ? %&o@%"&gﬁlﬁf%f%gﬁ ta% i{ﬂ TP f°h3§°V1§eeé]§?38ﬁigle tFRY A 1ize this
SA W || be aedi@Sie)dSAs to the CPU upon request. In operation, the CPU requests one or more new

20  SAs and the SA management module searches and returns the one or more indexes to the
CPU. SAs are obtained from the LRU list by disconnecting the least recently used SA bundle
(i-e. SAs for both transmit and receive directions) and all the associated connected sessions.
Similarly, the SA management module also gracefully disconnects SAs that are no longer in
use. The SA management module also opens new SAs wherein LRU pointers and hash

25  pointers in the hash table and SA database are updated.
A diagram illustrating the least recently used (LRU) link list structure used to track
SA use is shown in Figure 9. Security association entries are entered into the SA database via
the CPU when a SA is opened. The CPU requests a SA index from the SA management
module. The next and previous SA bundle pointers are used to connect SAs that relate to
30 each other. To insert a SA into the database, the index of the leading SA is used to insert the
new SA into the LRU. In addition, the CPU calculates a hash value for the socket of the new

SA and writes it into a register marking its hash value.
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The SA managenent nodul e al so functions to provide unused (i.e. enpty and
avail able) SAs to the CPU upon request. In operation, the CPU requests one
or nore new 20 SAs and the SA managenent nodul e sear cBESANMWMRY 2006r ns t he
one or nore io%i(ﬁiﬁs to the CPU. SAs are obtained fromthe LRU |ist by

di sconnect V8§ | east recently used SA bundle (i.e. SESU/ESOBBh transnit
and receive directions) and all the associ ated connected sessi ons.

Simlarly, the SA managenent nodul e al so gracefully disconnects SAs that are
no | onger in uNete tHhen $& ¢exanalgemindimans dudsental lsepeig plan Bosh ewe:3AsalvibiF ei n LRU

pointers and hash. 2 inters in th abl e and %a%?ﬁ?ﬁ, e
updat ed. A Gr a%lfeé%eis?‘i“ﬁg’tr?%&%? ﬁadm?%%s etgeﬁbsr %E’éf?ﬁy Ia;g/lS 1%115112@, £ i n%{l i st
structure yséding eici dal theJREpswedss Thtrownl insertlen glithe SA.is Seformddtby tles$oci at i on
entries are_entered into th t e via the CPU when a SA is opened.
The CPU reqnﬁaél%‘teénergtug %O ea%ngtg\?nef%gg% - managenent nodul e. The next and

previ ouss SA bunBieey ok Rt & racopnizsicde.taocesei) ent thSAsrdspatding ephederistmot 30, each

other. To insert, a,SA. nto fhe,dat.aba he ind 0 I ina .SA is used
to insert tr%&edn%ywmgé‘% ’io(%es%qﬁ’ethféé. lslp?ia%éadd%'i tﬁ? tt)aﬁ:l, %%Eébt]fmégﬁ??% WL 4 hash
val ue for trigeessocketmat réchulyneed SSA Eneddowbly tlieked fist,i geheyally refegrnsdde?20mar ki ng

its hash value. 26 04..JA 006 3/ CT/,| BO2/ 02720, te that in
Lhe oxamp! Solfisee e plidud NATIOE IR 3t bmied 23 ' BAGAGNE AGH 00
‘confi gur eIhe h@A sacthei tail ofeltt 8 Updinkedelitrs pdinteddo SAs thee coptentk@f a

assign t,,: t.h. of ddi , rd: ) The
sotual s i ERE, ok Wlier DA Bl o dRSalE el BERRR 0 o
of the CPUreenthyostd S5 Paeddyat therdpade! $4 LRY linkeddighis peidted to by thexootestsefl) , and t he
correspondi 4 i j ected by the SA processor, the SAis placed
at the tai IhQ%jf‘El?ﬁ“ég eﬁUl%ﬂ% tgfjﬁ%@i st which represents the nost recently used
SA. The doubly Therdi&ddlinked fist ignyed tedeteyming fie e gecad the 30, databesapsr fnlexhich pl ural ity
of SAs 226 [ JeXL 1 nQldat ; g ' ' 4. The
SA at the Ch T FRAY RA SrPPEL gl B AR R B SR TR 2 D0
tail LRI i meperace ésgpsedtgisioredhe YPHA.The SA pointed to by this register

represents the A8 REN Y M3E theShAethd f Shdbhe kRS REAENRE 1HhGpdRY |1 nked
list is pointed to by the contenis of a head LRﬁJ_l ndex reg regi Ster 227.
The LRU | i mtcegnitiqnsal 4 8A pgweeiated vilbreg ripauh gacketris shrevmgipiigure A he dedalibase i s

full, whi Chyetnafid Rrfo@iHR\eGerWRRE aa}nmmﬁ% is Sccasleleshd thdledRipdn&iRSuckd: e | east

recently used SAis closed and- 15 the space is used to store the new SA. A
f1 ow di agr ahewad) Féith sferanep toEsuret ibRrrigrlal [odat $hplebeind Hrripus SAkMEtchsdst upon

20  SA and Next SA, the matched SA is moved from its location in the list to the tail to become
the most recently used SA. The matched SA is removed by (1) setting the next LRU pointer
of the Previous SA to the next LRU pointer of the Matched SA and (2) setting the previous
LRU pointer of the Next SA to the previous LRU pointer of the Matched SA (step 230).

The Matched SA is then made the most recently used by (1) setting the next LRU

25  pointer of the Matched SA to NULL, (2) setting the previous LRU pointer of the Matched SA
to the contents of the tail LRU_index reg register and (3) setting the tail LRU_index_reg
register to the index of the Matched SA (step 232). - '

A flow diagram illustrating the processing of the SA management module of thé
present invention is shown in Figure 11. The SA management processing begins in the idle

30 step 241 and moves to the next step depending on the event. In the case of a ‘get unused’
instruction from the CPU, the status of the least recently used SA is fetched (step 242). If the
SA is in use (step 246), the SA and all related connected sessions are closed (step 244). If the
SA is not in use, the head LRU_index_reg is set to the next LRU pointer of the least recently
used SA and the nexi(previous LRU pointer) is set to NULL (step 248). The next and
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recognition of a SA associated wth an input packet is shown in Figure 10.
The update nethod is perfornmed every tinme a matching SA is accessed and the
correspondi ng packet is allowed. Wth reference to Fi GfurANWARY HW0garti cul ar
to the S Previous SA, Matched 20 SA and Next SA the mat ched SA is
noved fréﬁwﬁg&’%%gatlon inthe list to the tail to becor‘Féj TBz02 0 ¢ recently
used SA. The matched SA is renoved by (1) setting the next LRU pointer of
the Previous SA to the next LRU pointer of the Matched SA and (2) setting

t he previ opevichRR(pointessrof dfe IAemblesdtareSAert ©t o INTLAr, éwvteby senloRldg e ledsier of t he

Mat ched SA _(step T e e msi.recently used by
(1) setti ngre(c?rf'utfa used%)‘& E&EQ&Z%m n(g1 i %‘Bptzﬁ(g Ngggﬁue%#‘%Av ngaklﬁl_s% t(8(?[56) setting
t he previosa Jhthusq@mnd@teé landthe flineto Meforohibel CBA accbdlirtghyas sotat ‘éhistsp 252)t Tiee

tail _LRU_ i ndex [hf’lg . Lder an 23) setting the tail _LRU index_reg register
to the i nd8X°8T tep 232). Aflow diagramillustrating the
pr ocessisng of tme:h&klﬁﬁm&gecrmmndrfmduhecmcaumthepsrﬁemamgeritmb@mdhemﬂgs shown in
Figure 11. he S gement. ssing, _begins i.n 30 step 241 and
moves to t W ex geepend&h%mo%‘f%gterel\siglﬁ{eme?ted{{1&82 234 b St of et ynused
instruction SWI@Ifﬂtdhh@(l@RHﬁ idve catnter)UstemR62).h & thee$ks is quee:emlh ylseL(stqd2@/}§ i's
fetched (st.e | f .t i aII rel ated
connect ed réheg' Si gtzn%m%lrsefetc Qgs?r é’%’# ? 8 dgtf%% s eﬁfﬁ@h%ﬁ%%ﬁetnme 5 ?O‘feﬁpuse? t he
head_LRU i mittexmeasgred by 8m¢ ot mmtbheofhgixs (16.Rt Pohastaged o) (sthe2 12 distSA mcient | y

used S is set to NULL (step 248). The
next aﬁl gu%%?e\?ﬁ%k&%d%&%y%%@géﬂggé})@? PCT/ 11302/ 02720 previ ous LRU

poi nters of thdf 8& $4npwetdusad or ithibn Sdehast npt gdd| qut.t ey elipgkedewiptienthet he | east
recently u R e a variable
is set to ?ﬁ%{é@ﬁ% gsr,ﬂfsgg] sglo%e%?%ggad ic?%i Igcﬁ gle%t%gg Ico-ﬁge?#%‘{{lﬁéﬁe@&%

accor di ngl ﬂstdps%&)eemdtt@ mdthod( eontapeP B stepTfa. If)lrt @c@é;shq G iy metifiedeathe | dl e
(step 254) < 5 t A manager
to begin cﬁleckl n ﬁt\%g}égehbér‘g%s{hg?the ﬁ#mhggeggtfé&g{pn% éﬂ’lgﬁfegllﬁﬁggnf I%S&Itfﬁt er is

i ncr endit ectyrstte plloEE) 28nd the status of a SAis fetched (i.e. the

i ndex_counter) [ §56Riag8mlitustrhtid %@%é&e&s&ggw&ﬁ@at thi @A%a%e&re Pyafd) . the SA
lifetime is fetched fromthe SA database (step ifetine has
over f | owedof theprepraf inyerdion feepepy 14 ifeshein mufipes l%f T aSA( openedtiisSA has

aged out) (gtant %Z%ll,ofmq@ﬂﬁ@@lmmepajgb) rﬁie@mgia@@%a&atﬁ@le SRS are
cl osed (step 274). is not used has not gged out, it

i s checkedpliffdr H’éPaSﬂlﬁékedllﬁﬁétiP Tednthsmethod fhem eetirpsdp the fdle stafg fstep A3Bx (st ep

266). bp it is,p h&v.%dia%dem&emge{e ﬂr&:dsﬂﬁ%@x@ﬂ&@@r thé SA SRR/t it he net hod

continues with ste it is not e CPU is notified via the
of the present invention to close a SA is shown in Figure 13. If the SA is closable or the

sequence number overflow has occurred (step 340), the SA is cleared without modification of
the LRU pointers (step 342). All the sessions associated with this SA are then closed (step
344). The method then returns to the Idle state (step 359).

25 If the SA cannot be closed and no sequence number overflow occurred (step 340), and
the request to close was due to a lifetime check (step 346), the SA is not closed (step 358) and
the method returns to the Idle state (step 359). If the close request was not due to a lifetime
check, the next SA status pointed to by the least recently used list is fetched (step 348). If
this SA cannot be closed (step 350), the method continues with step 348 and the process

30 repeats until a SA is found that can be closed. If a SA that can be closed is found, the SA is
configured as the LRU (step 352). The SA is then cleared except for the LRU pointers (step
354), all sessions associated with this SA are cleared (step 356) and the method returns to the
Idle state (step 359).
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mai n SA processing nodule that the lifetime check is conplete (step 258) and
the method 15 returns to Idle (step 254). Aflow diagramillustrating the
processing performed by the SA managenent nodule of tkeJAY@SRN006nvention
to open a\?(p)‘o%@mi own in Figure 12, \Wen a SA is opened, it is | aced at
the tail U linked list (step 330). The SA is al RO/PRYREYP in the
appropriate place in the hash linked list (step 332). The nethod then
returns to the Idle state (step 334). 20 A flow diagramillustrating the
processi ng perfmrsrmcédtayo\tehmeSA mmmndsdurmmhulfmctimfs to heinpires esihted AVeENt i on

to close a SA S ur e | e or. sequence
nurber over BF St AN e i B 6F i gty frslon fe Se AP ipisbiiine

nmodi fi cat i othe tft opémesdl.cﬁiLﬂ)opmGrrak£Clstec( WTIIE@CBM)ecorAhd shb‘hﬁ:nﬁlﬁ@ﬁet oh<Laalk SACi at ed
with this SA are then.cl eturnstoth

Idl e state (W EEYSEEPIeHS plolfnt%rs‘i]?ea?%%m&éo %\SltﬂT lgffqoogghseéﬂ n@”%g%fﬂéh‘ée number
over f | ows ocgpdite@ehck Stne s2s4idh is @eted. Noe the tisdast ofied sessios @lwapsis dtide hada
lifetime ch er%@ﬁ@% 61 ,E(the SA is not closed (step 358) and the nethod

returns to ¢ step 359). If the close request was not due to a
lifetime checkThe hessmsxdatasdkeslhamuslqummﬁed is cadiypyted ttesﬂofeasberalep@ﬁtbﬂsy used

list is fetc 4)E| hls SA gannot .he ed st 5 t he

met hod contliua ‘g[ég(%&‘?ﬂm?}f& dpof %m'p{r;hgcrge}\s 0“% @é%éa S Omﬁ)lt %Q%A

found t hat thanhbeaessionsiest. AfdlagraSAﬂ]hlk'taltlnglﬂnﬂ pogiont askgext Sesbiom paintefsh@d SA | S

configu d as .t step 352 he, SAi.s .then cle red ce r the LRU
. (Sy%qétphmgg%lg?omtgxit%ﬁ are asso)mate;[ etheachs Sl dn TecqQr 1ss EX eg ltSCI

poi nt er Sessions associ a &red (step
356) and t hessimatrérod! inélferessiontdatabdse conhpuhlscs agbatee to the mptcﬁﬁgﬁA t@B: Iﬁéd HANUARY

2006 WO 03/tgéiq7sc§s,21€)1n 51%-” ]VIiBOOug/ 0(12 ne)ch T; Som%r? {cj) S % st(}:iattl.lhetheS éA‘ rr%ﬂ[a tt modul e
al so functions I'n a poln ef he base t pof‘tstothe
| ast open waeumuadeer@m thhessm enfiieg| magsedmhmh b B4ty dosedgnd dlike demdns open

sessi on poi f.eH PASARI AL Bche b SARN e IREQIA pbficPHMNSA B QYL J4. Each

SA entry ney conprises a pointer T poi nt's eren open
sessi onls Tmoglt Fﬂﬁmh%pf P OF Moprisebewds @afdhe thiatrfeA. aWb@stQ? o 1§ éosw@mdated\lot e that

the | ast ongn;eRskRlodLWRLS Iodlhal PNRn 132G, Rledt ey helalan agsglon |ist.

The session ase 1.n dynam c ter is adapted to store several
poi nters ¥l arelidelefed Rugl alh ghehconpegiefl sgssignsdarsalsy) deleted paless They sBAPpbPHIE er

functions tg, poitnil Qsd Ry IR mdiDaks LRligx RS R iled{5€ e PRy dia@ B Wsliby ust rati ng

the previous and next session pointers and 10 matching SA pointer that are
associ at ed databsse 8agshs $Bssi on record is shown in Figure 15. The

20 A diagram illustrating an example relationship between a single session and single SA
record is shown in Figure 16. In this example, only one session entry uses the SA. The
previous and next pointers thus point to NULL. The SA entry comprises a pointer to the last
open session for that SA.

A diagram illustrating an example relationship between multiple sessions and a single

25  SA record is shown in Figure 17. In this example, three sessions use the same SA. Thus, the
matching SA pointers of all three sessions point to the same SA. The next and previous
pointers of each session are configured to form a doubly linked list that includes the three
sessions. The linked list logically connects the sessions that use the same SA . The SA entry
comprises a pointer to the last open session for that SA which points to the head of the- linked

30 list.

Computer Embodiment

In another embodiment, a computer is operative to execute software adapted to

perform the VPN mechanism of the present invention or any portion thereof such as the
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session record in the session database conprises a pointer to the matching
SA to be used for that session and previous and next famly pointers to
sessions that use the same SA. The next and previous HOIATERY 3006 t he
session entries _are used when a SAis closed and all the Csl'?ﬁ |ons rel ated
to the SAYP®P%*e closed as well. The I ast open poi nt erC T HY#E0sA entry is
used to 15 point to the list of one or nore sessions that use that SA \Wen
the SAis closed, the related sessions nust also be closed. Note that when
a SAis closed, both the transmt and receive SAs are deleted and all the
connect ed segsipspciatien ripesssor ef dlodgdipgiire dlystrating arpgxempla compifter grocesgimg | y. | n

this case. Lhey {@%&oﬁam@d%p&ﬁ%m@m&&&% &ithd itk mv%nt105h§sh€§h/ bi t in

t he session ase flags 1s set |agram| [ ustrat I ng an exarrpl e
rel at i onshilpguset’cks szst@imgﬁr@@@%mwmﬁl Ve sqomppuaicgions devdesiserhias aRdwn i n

Fi gure 16. Jefl‘ul&hbl% Hofté&l Rbie mda&h yerJHgarﬁQﬁﬁeﬂn laﬁﬁ%_,r yc, URBrork I&gnsﬁf?é'sloﬂ- %‘?

previ ous_and next p0| Aters thus point to he 'SA"entry conprises a
poi nt er 1o sifehingeguipmererrtyert seGes o vy QﬂPf‘af?VlrS;l\Olf vired¢sa grarminidatiensdedies ng an

exanpl e relﬁ@a@ﬂ&hﬁa%@e&nmdwhswcemﬁﬁﬁﬁhemrmﬁeﬁd/@féz%@r 25 SA record is
shown in Figure 17. In this exanple, three sessions use the sane SA. Thus,

the matching SRhgesmpuier systm, geperallyreferenced 3PQ rrompasena nrecesspe3 WawhiclSA. The

next and prewi Qisyy menmiearssa %cr@@oﬁ@o@?sﬁkfbﬁro@&&)rcerbcghﬁgﬁgr L& QL @ doubly
|l i nked |ist that |nc udes the three sessions 1 n [ist logically

connects t HEGeaost. sadral prpeessiag upih (CRN e dightal stgyal mpcesser (YSP)c drprsisteas a
poi nter 14 0 digr baSiris@PERicSERE b} nfeiboryt da@tm%zvmqgnm& Rlath hlndhgeiead of the

linked 30 |ist. nput er Enmbodi nent "I n anot her efbodi nent, a conputer is
operative tRAMXSEH! & wBrIRsAionatiheIocesor. The PIOFITHE FlSOENomERmigAtiosm of t he

present i nwgnt bBe! wlY nRRbér @PeliftehP@lictUBR AS alkh Bk HANEARY 2006 WO
03/ 007524 PCT/ 1B02102720 securi ty associ ation processor. A bl ock diagram

illustrati ffF%h exanpl e conputer processing systemto platformadapted to

perform t he VPNrags&tiodissoireéted 0@ WARSENtuch RMBAInteRkt 1is a WOMhterfabdibe 18. The
system may be incor rat eq wi thin a communi, %gél ons. devi cgN such as a PDA,

cel | ul al? t#@ﬁﬁ%‘f?@' éIBWW(-? T3 PBEIEA LR FEFHRet bey P othse Rt k

transni ssi QAMUN dépersivg! chhdIgcatibn!i THYRIErfacd @lmiyeikds vsd@&hmraﬁreﬁmnteﬁmsr wired or
Wi rel ess comuni catio evice.. The devisce may be conz/truct ed using any

conbi nat i ofl® &P° & rRRRaNEAN neprgRuniea Ry ppelsTh o jetigps YOsPrasrssife Akt al |y
ref er enced t306krs aam@vs@shawpmﬁm@rana% phbbessbr. TRycobutenPhtemeniied as a

mcrocontroll el ™ CARPIACES S Wetwitk GBS huic To GG E o handle the

20  particular network protocol being used, e.g., one of the varieties of copper or optical Etherpet,

Token Ring, etc. In operation, the computer system is operative to dynamically filter

inbound packets from the WAN to the LAN and outbound packets from the LAN to the
WAN as described supra.

An optional user interface 320 responds to user inputs and provides feedback and

25  other status information. A host interface 322 connects a host computing device 324 to the

system. The host is adapted to configure, control and maintain the operation of the system.

The' system also comprises magnetic storage device 306 for storing application programs and

data. The system comprises computer readable storage medium which may include any

suitable memory means including but not limited to magnetic storage, optical storage, CD-

30 ROM drive, ZIP drive, DVD drive, DAT cassette, semicox.lductor volatile or non-volatile

- memory, biological memory devices, or any other memory storage device.
Software operative to implement the functionality of the VPN mechanism of the
present invention or any portion thereof such as the security association proceséor is adapted

to reside nn a computer readable medium, such as a magnetic disk within a disk drive unit or
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FPGA core, central processing unit (CPU) or digital signal processor (DSP).
The system 10 further conprises static read only nenory (ROM 302 and
dynamc main nenory (e.g., RAM 308 all in communi catdANWARK 20¢e
processor. The processor is also in communication, via_ a bus 326, with a
number of WMt al devices that are also incl uded in RN E‘B(%'L?Per system
The device is connected to a WAN 318 such as the Internet via a WAN
interface 316. 15 Alternatively, the network 318 may conprise an Opti cal
Et hernet based MAN or other type of MAN depending on the |ocation. The
interface GOMRLLSESWF RShvaRGE Membhy! BhESKiVED!BE ERGRRS sch @Rl HY ¢ VAN

communi cati on channel s. Conmuni catirons UO processin trans ers dat a

bet ween t heomyiNe iarflogpy disle HasH mamerypiark EERGM, EFREM; BPM‘ bageds mempiys al so
connected g, hl%éls%ory&ea@mm«gg kerd NERY £@%re%a9teé N Qrfo:fﬁoﬁl@qﬁ}?\‘ ed to
handl e the 20 particul ar” hetwor k protocol being used .g., one t he
varieties afechepispert te projset wntion Pfeﬁlﬂhéﬁmon theteainsuR ﬁ@theé?%lﬂt}’l 3§sogjgdiemat i on, the
conput efs SYS &S AREFAlde VR Wiy RAHCR! thestdiit! g B from the
WAN t o the)f)LAgNﬁgazirII%1 o%?é%udr?dﬁpaclfg%ls fromt hsé nLK}N%Sm cr}ggyv\gﬁpgégkoggm bed
supra. An dpevenavithis dhe j mewipacs o CorpEForsm: ¢.auswithin fpigrosonamlberpr ovi des

f eedback a@gcro&gaceg%pg{m%g{pg@r iDRP U Blek B e HOSt i nterface 322 connects a
host conputing devi ce 324 system The 'host is adapted to confi gure,

control and nai Im’ﬂlé‘?rﬁaﬁf"ﬁémb?ﬁé?% Bp msthod pfdhesgreseatrinventiynemayihetapplicable tp conpri ses

magneti ¢ stgfaR&aeM 6€1R08vdnabn § %ega&dad@femscqﬁte!dols}ogmasmat@%ﬁdat a. The
system conprises conputer readable storage medi um whi may 1 ncl ude any

sui t abl® nETRSHAR). #BiRMS!s PhgplieRting sastific nerefer firguay (f%%cﬁaaﬁ%tmqu&s stislegsge,

optical st ghaeRentabhs3Md B@ﬂc@ﬁﬁdﬁﬁwat%ﬁ P}fsQﬁ'pY&luctDVD drive, DAT cassette,
sem conductor volatile or non-vol atil menpry, biological nmenory devices,

or any ot her nehiirgerded haf e qerended. °1a§b*f°L°\‘f\7‘éraE Sbfﬁ‘efFaé%rF%@dtaSV@Wﬁ?Sé}?&?t t he

functi onal iitwnth thderalVRMNHiYE elRadpirs M@ fscdpb@f tRY BSQAt iveMRAL | N n@hedRy POrtion
t hereof such:as the security, ass ci ation to recide. nn

cessor is adapted
a conput er TMPEHGEIIRLFEBFSR W’%ltfﬁaﬁi By tﬂﬁ@?ﬁa%”éd& @?(%“tlﬁi“ﬁnﬁeddfl%ﬂihedrl ve unit
or 30 04 JANLANGY 206 \EiRd/ QOEZW A2/ &ZZﬁ&d&ﬂéﬁtsotl&ezﬁbeuoh@&M e or

nonvol ati | ernati.ve ut.e abl e d| um nmay
conprise a ‘f%‘g%}ydﬁ Vgibgtbeﬁp%fgﬂat?‘f{a%ﬁ Q&BHBEIE’ %% Weﬁ‘és ed
menory, bﬂﬁ@bﬁei&tﬁ@foyfaﬂhgmgﬁﬂlemﬂ%@Go@gefth@[hrésenﬂiﬂ&nﬁ@ftWaI’e adapted to
performthe VPN nechanismof the present invention or any portion thereof

such as the security association 5 processor nay also reside, in whole or in
part, in the static or dynamic nmain nenories or in
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firmvare within the processor of the conputer system (i.e. within

m crocontroller, mcroprocessor, mcroconputer, DSP, etc. internal nenory).
In alternative enbodi nents, the nmethod of the present PhiASIIARV2060y be
applicable to inplenmentations of the invention in integrated circuits,
field progranmmabl e gate arrays 10 (FPGAs), chip sets or application
specific integrated circuits (ASICs), DSP circuits, wreless

i npl enent ati ons and ot her communi cation system products. It is intended that
t he appenc\%ﬁ clains cover all such features and advantages of the invention
that fall WM PHESspirit and scope of the present invention. As numerous
nodi fi catilons anecuaiyangestiou grocesseadtchiy, conpgrisingt 0 t hose skilled in the art, it
i s intended that th 1 it.nvgr;t'%on not pe 1I(itm'tedcfoftheb I iJn'ted [unber of
enbodi ment s deSEFTbESNETEF 172 TREEOFRI WY “TEPTRE T B RpPr EA'aHEd T hat  al |
sui tabl e vari ati onpackapedid extmticddsga sonbrizigp iatv/laise ntessockehyndomn asesiatet! dekht 0,
falling within thevsgé_rit and scope of the present invention. 31 04 JANUARY
2006 What is clainmed i’s: 1. A security association processor circuit,

conpri si ng: neapsufityassesitticaciaiabge datswrihg seowrén rdlaigiudataplac k eluratiopngdsewey of an
i nbound or an out bqund .. packet 1 d extra a [.sin | east one
socket and an assoglggg%%t&’% %zglé% eht\fg?olﬂrg);r &gé Séeécrhggstsgg%gslgeg?qg(ﬁagarfo‘g%s? }z)ﬂgigl e for

storing security re¢dategedogkat;for a plurality of security associations,

each entry conmprl. ifcﬂ%Péﬁfgtérde&)éec%ﬁ§%§Jo@i&@io%%8&?{e@éiﬁ%fQ?otc (O b&RRENdi ng - to a

uni que socket; means Tor “openi ng new security ‘assoclation upon recei pt of
a socket not found sed seqistydssoeiotion datpbass swiclondiérpy inseiddocisidy asprgiafior storing in

said secur ity assoCkhhQleculfalRs uP@iiliohdind Bl itk dR4dy GRbiARRONCI NG Lo

sai d new security associatio means for searching for and recognizing a
security associngans &m scesehingifertand ragpgnivingai seeurityrasipriaperciesaciated witbsud dance with

sai d hash val ue; megglﬁ £ QL ih lbldgYde Mem L@ Msf ddigk. security association
associ ated with sai ||I|)pul';@f£acket a plurality of security related
@

par anet ers; measansfienretfipyi prod seetirtly psbasratipn asyociptedsathisridtinpur pecket e d
parameters to a Virhyaly B deMiifrelNabiahkieg (VPN) security processor for

perform ng one or nore Securit processes therew th; and neans for nanaging
sai d security asaedoraformndiossabakemlityof speiteielagadi naramstesy @i nyirtual Bivatem 1,
wherein said nmeans ﬁ&(voma@lﬂg s%@drﬁiy %%Egéért Yor performing one or more security

processes therewith; and

means for managing said security association database.

2. The circuit according to claim 1, wherein said means for managing said security
association database comprise means for updating the contents of said security association

database in accordance with results of said security processes.

3. The circuit according to claim 1, wherein said means for managing said security
association database comprise means for accessing with said hash value said security association
in a Least Recently Used (LRU) linked list.

4. The circuit according to claim 1, wherein said means for managing said security
association database comprise means for removing unused security associations from said

security association database.

5. The circuit according to claim 1, wherein said means for managing said security
association database comprise means for removing unused security associations from said

security association database upon exceeding a maximum timeout.
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associ ati on dat abase conprise neans for updating the contents of said
security association database in accordance with results of said security
processes. 3. The circuit according to claiml, whereift BEARENE for
managi ng said security association database conprise neans for accessing

wi th said hash value said security association in a Least Recently Used
(LRU) linked list. 4. The circuit according to claim1, wherein said neans
for managi ng said security association database conprise nmeans for renoving
unused security associations fromsaid security association database. 5.
The circuig accmedingt becotdidi B aimERAERInSAId nRANS: fhadi®Nagh Recussi d
security association database conprise neans for renoving unused security
associ at | AIPCR{PNfdahase CUBRI{SE iMeIns, §¥ JEMAYifH HINET SEFHER WpRsirtienc Bedi WY a

MBXi MUM t | EREM asso R OHdatDONIARN APQBin o At EUbintaccording to claim1,
wherein said neans for managi ng said security  association database conprise
means for {ennwkng.unused.secu%itﬁ ssoci@tions fromsajd securit
associ ati on dat YHFLRGFOHIRBIL S@HR gV NGeHRSRI RFATSHD SEElpitor and recpgRizing 3 ¢ i ¢
accor di ng de€urigy} RsdNation WhPFisN sai d neans for searching for and recognizing a
security association conprises: neans for retrieving data fromsaid security
associ ati on database in accordance with said hash value; and neans for
recogni zi ng saimkaSSotheirteYin@880fbA i@ cirlty 1h&idi6h BitRedn dabRARIGAESJ t he
socket associated with the input packet. 8. The circuit according to claim
1, wherein said VPN@sk¥ahe #3d processor conprises neans for performng
encryption. 9. pldass ot fe€dghizing 640 Ediitg adsbeifloR iffhelretriéft@rdgta MakBésdhoddbkebecuri ty
processor conprises neans .f0£.gerfo m ng decryption. 10. The circuit
according to clai m15°WRFErdiPIhPY PRRE security processor conprises neans
for performng authentication. 11. The circuit according, to claiml,

wherei n sdl.d VAhE ssoilpicosdingrtocleisslo whereinpaid Y8 seasityprodessor @aipficesmemg an | PSec
speci fied §erw;ce. 12. Jhe circuit according to claiml1, further conprising
nmeans for applyi N AN BAtT -replay nechani smto inbound packets. 13. The

circuit according to claim11, further conprising nmeans for tracking sequence
number  of9 i nbdliadiIrgyH@rerding to claim 1, wherein said VPN security processor comprises means

for performing decryption.

10. The circuit according to claim I, wherein said VPN security processor comprises means

for performing authentication.

11. The circuit according, to claim 1, wherein said VPN security processor comprises means

for performing an IPSec specified service.

12. The circuit according to claim 1, further comprising means for applying an anti-replay

mechanism to inbound packets.

13. The circuit according to claim 1, further comprising means for tracking sequence number

of inbound packets.

14. The circuit according to claim 1, wherein said means for managing said security
association database comprise means for establishing and maintaining a least recently used (LRU)
doubly linked list having a head and tail wherein most recently used security associations are

stored at the tail and least recently used security associations arc stored at the head.
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14. The circuit according to claim1l, wherein said neans for nmanagi ng said
security association database conprise neans for establishing and

mai ntai ning a |least recently used (LRU doubly |inkedo4 ISNUARK/200¢) a head
and tail wherein nost recently used security associations are stored at the
tail and |l east recently used security associations arc stored at the head.
33 04 JANUARY 2006 15. The circuit according to claim 14, wherein in the
event said LRU list is full, the security associations at the head is

del eted and a new security association is added to the tail. 16. The circuit

according 1t5.odc |’k Birchiit 200RdiBd t0 chih th, gmerbmsﬁle l@ﬂ:ﬂt ssfqket i Qrﬂ?lﬂ,it}&%ﬁcuﬁtysecur ity
Parameter |1 ndex (SP|), re e | P and Protocol. conmponents, 17. The circuit
accor di ng ¥Ecef gﬁ’itkg, h%és;%fef‘?d%ﬁ HLSEE 3750 RE LR é‘?qggﬁ’tp"eﬁa‘ah ed data
conprises any one or conbination of the foll ow ng val ues: |PSec node,
encrypt i onl6al gdhk tinewit aesoediygibiclam 1,kedwreindsid aflesst crersockiet coaposesdiSpayrityo ¢l ai m 1,
wherei n saj I S iad | a conprises any one or

: %a‘f‘mge%f ﬁg&% @Ff} RRGe T &q%'}r&géoﬁgggoﬁe%k.

conmbi nation 0 ow ng val ues: C node, authentication algorithm
aut hentication key. 19. The circuit according to claim11, further conprising
means for Yej echhe sigcusiareprgiagiosteim {, whereingpid secuity apsoeiafiapaglated datp semmiiseyPN
security phoeRs8&Uomb#Brion dTqhCIolIEHing vARGOPAEN Bloded erfch@tibh dgorMiR! @tRpial d
circuit is inplemented in an Application Specific Integrated G fcuit

(ASI C). 21KeYThe circuit according to claim1, wherein said circuit is
inplenented in a Field Programmable Gate Array (FPGA). 22. The. circuit
accordi ng 180 clTak kircujt avdveding to chian ¢, vdieretrisald securityodoeiarsi reldtet data cdohpgisdsal

Signal Processor (DSP).. 23. tual Priv Net wor k PN) circuit,
conpr 1 si g R etaepraatatiar o ol oy T S0 At uttiRlsn: itk
conpri sed afhedtivaticalkeyind or an out bound packet, said extracted data
conprising at |east one socket and an associ ated hash val ue; security

associ ati oy datbase, UBANS, KL, S PRIAG SEGULLI Y. Lel ated, datn Lok, 8,pl Urality

{t 1) rlsms% % §)8

of security assocCiations, “eac ry conBrl ng secuti association
rel at ed dat@r isc@eivesiomshidgPN secaritypragessorsocket ; a plurality of security
engi nes, each security engine adapted to performa security process; 34

20.  The circuit according to claim 1, wherein said circuit is implemented in an Application

Specific Integrated Circuit (ASIC).

21. The circuit according to claim 1, wherein said circuit is implemented in a Field

Programmable Gate Array (FPGA).

22.  The. circuit according to claim 1, wherein said circuit is implemented in a Digital Signal

Processor (DSP).

23. A Virtual Private Network (VPN) circuit, comprising:

a header decoder for extracting data from an input packet comprised of an inbound or an
outbound packet, said extracted data comprising at least one socket and an
associated hash value;

security association database means for storing security related data for a plurality of
security associations, each entry comprising security association related data
corresponding to a unique socket;

a plurality of security engines, each security engine adapted to perform a security

process;
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04 JANUARY 2006 neans for opening a new security association upon receipt of
a socket not found in said security association database neans and for
storing in said security association database neans s8tIXNUARY 06t ed dat a
corresponding to said new security association; neans for searching for and
recogni zing a security association associated with said input packet in
accordance with said hash value; neans for retrieving fromsaid security
associ ation associated with said i nput packet a plurality of security

rel ated paraneters; neans for forwarding said plurality of security related
paraneters to ateahsfas bpeoing amrkwsaiudty w%ciaﬁdrﬁqporeragéipteﬁ afsockefert fandrinnsgida

Security process thseclé:uery\'1 assb01 %glkde {aba%g Irr!edr{sn ?qrer G rma a t(? (sject Oty%?src])?étrolfll(:t an
out put packet in accordance wth a Icu sec i zIng said

i nput packet and th@tabesuhtemsoﬁecmaydrchmdudatzt yorrq:spomiegs 10 amd ma secufigr
nmanagi ng said securlstsé/C a@ﬁgom ation database neans. 24. The circuit according

to Cl al m 23 mrr?e[clr?sl f@r I'Chl ?ora%nrgcomclzlg% secqrﬁggsrsé)me}{lorelnglocr}aﬁed W]?h Sdl pt ed . to
i npl enent | PSec tlnne Servic circurtaccording to claim23,

wherein at | east onc;n Qt aa%t;qa?ﬁ?&%éevxthes?@'hgﬁsvahg adapted to inplenent |IPSec

transport node servi ¢ e circuit accordi’ng to claim 23, wherein at
| east one sai d meewufiol Iteyle@ngfrme said sequretp eokiation agsedidted witlesastipptt pwketa27. The

circuit according tg, Jﬂs 3 east one said security engine is
adapted to perfor mBH ypt %oﬂtyw@% g?egelr%’cwt according to claim 23,

wherein at | easteansier @maﬂdls&x@mmwh%n@eﬂmw rslated apremelers ¢o at frastione ofi said
aut henti cation. 29. seIlﬁ}ﬁ éq&yf"tfpé}ﬁ’%“gh?&“‘t‘@ Fo'c@skme?e%mh"mere' n at | east one

sai d securlty engi ne |s a ted ne or nore | PSec services. 30.
The circuit acoeekdi hyilding mbms radapged Wh@m@runt gmioukpeti packdt tin jascardapéewiinteed i n an

Appl i cation Speci ff,aqnéura} g‘egm!y%d&mﬁmgtsm& ﬁﬁ&t%ckeﬁaﬁld% régﬁwyéf%d%gcgﬁtﬁl- The

circuit according to claim23, wherein said circuit is 1nplenent I'n a
Fiel d Progrannr abl erocesgped Array (FPGA). 32. The circuit according to claim

23, wherein saiflagl fofilhdagihg sdi dREGIE M SShtibRdRbRGhdA. Si gnal

24. The circuit according to claim 23, wherein at least one of said security engines is adapted

to implement IPSec tunnel mode services.

25. The circuit according to claim 23, wherein at least one of said security engines is adapted

to implement IPSec transport mode services.

26. The circuit according to claim, 23, wherein at least one said security engine is adapted to

perform encryption.

27. The circuit according to claim 23, wherein at least one said security engine is adapted to

perform decryption.

28. The circuit according to claim 23, wherein at least one said security engine is adapted to

perform authentication.

29. The circuit according to claim 23, wherein at least one said security engine is adapted to

perform one or more [PSec services.

30. The circuit according to claim 23, wherein said circuit is implemented in an Application

Specific Integrated Circuit (ASIC).
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Processor (DSP). 33. A portable conputing device, conprising: conmmrunication
nmeans adapted to connect said device to a communi cations network; nmenory
means conprising volatile and non-vol atile nmenory, sai 0 WONUARN 206l e nenory
adapted to store program code; a processor coupled to said nenory nmeans and
sai d communi cation neans for executing said programcode; and a Virtual
Private Network (VPN) circuit, conprising: neans for extracting data from an
i nput packet conprised of an inbound or an outbound packet, said extracted
data conprising at | east one socket and an associated hash val ue; security

associ at i o5). datrabarait BRBMeltOElaint B Whgeis 85dliichY isiRpRingdedabdidor a plurality
of securit assocl ati ons, each ent ry conprising securi ty assocl atl on

rel at ed datreereEmsblsPRnarmyfPeAd uni que socket: a plurality of security

engi nes, each security engine adapted to performa security process; neans
for openi M. a fAkyciset accotdingas sleioi 28t whxnein padicirceit @iipplenéntal is @ Oigtal $igal f ound

in said S%&%@géy[ﬂﬁ oci ati on dat abase neans and for storing in said security
associ ati on da dbas‘ nmeans security related data corresponding to said new
security association; nmeans for searching for and recogni zing a security
associ at i oh- asdOratleePRputipg devise. FOMPHRAS packet in accordance with said hash

val ue; nmeans f@fmridati®Mhdags daMBA HabkheSBSIH Uévids 1618 SR BidBthsasweat at ed Wi th
said input packet a plurality of security rel ated paraneters; neans for

forwardi ng said PITOR PEaps eFmPEising yglatie andngp-rofatiememeny el nogvelptilf east one  of

sai d security enghdiRsy dd@stedlsloRy prbdin dodsecurity process therewi th; packet
bui | di ng nmeans adapted to construct an output packet in accqordance with a 36

put. p
04 JANUARY 2008PRETI EQHPLH QR RIQyy Merde anstspidiCOmmpnicatioy mesfis dor spestiigt and t he
results of said segijrégrataieema;, and neans for managi ng said security
associ ation datqpasF means. 34. The device according to claim 33, wherein
sai d comuni cafi ﬁ@?ﬁgiﬁwﬂBﬁ%ﬁlé@gmhcmWVﬁ@gﬁwea Net wor k (WAN) .

means for extracting data from an input packet comprised of an inbound or an
outbound packet, said extracted data comprising at least one socket and an
associated hash value;
security association database means for storing security related data for a plurality
of security associations, each entry comprising security association
related data corresponding to a unique socket;
a plurality of security engines, each security engine adapted to perform a security
process;
means for opening a new security association upon receipt of a socket not found
in said security association database means and for storing in said security
association database means security related data corresponding to said new
security association;
means for searching for and recognizing a security association associated with
said input packet in accordance with said hash value;
means for retrieving from said security association associated with said input
packet a plurality of security related parameters;
means for forwarding said plurality of security related parameters to at least one
of said security engines for performing a security process therewith;

packet building means adapted to construct an output packet in accordance with a
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35. The device according to claim 33, wherein said comuni cati ons network
conprises a Local Area Network (LAN). 36. The device according to claim 33,
wherei n said comuni cati ons network conprises the |nt&4RNUARN20060he devi ce
according to claim 33, wherein said conmuni cati ons network conprises a
Public Sw tched Tel ephone Network (PSTN). 38. The circuit according to claim
33, wherein at |east one of said security engines is adapted to perform
encryption. 39. The circuit according to claim33, wherein at |east one of
said security engines is adapted to performdecryption. 40. The circuit

according to claim 33, wWaeiRiaPscdtrity 884 udidRg ofid TRhihaSREAd hdre@MIbNGR | S
adapted to performauthentication. 41. The circuit according to claim 33,

wherein at |east one of ey ReesHPt engines is adapted to perform an

| PSec service. 42. TRghsGbrreibdin AGRIQEGRGhsdoBiatdriaibad meiiier ei n said VPN
circuit is inplenmented in an Application Specific Integrated Crcuit

(ASIC). 4 The.ci,rcuit accordin o.claim.33. wherein sai,d VPN circuit is
i npl enent g‘;é i neréle |Véﬁe(§1°°°|5¥m P §1raf111'rng %’é’v hggpesalﬂ\rc?ﬂéri}unﬁféﬁ)n? Elk.co?ﬁgsecszflr cuit
accor di ng Wale @lrei Notd3k (WhAdh.ein said VPN circuit is inplemented in a Digital

Si gnal Processor (DSP). 37 04 JANUARY 2006 45. A security association
ProCessOor 4 1 C Uitk qeViQMRLorfhd'd clafhn B MG ind56 0YRRLALABGHCA StbRach data from

an i nput packet conprise an | nboun an out bound packet, said
extract ed lpstladreadigsvokiNat | east one socket and an associated hash val ue;
a security association database for storing security related data for a
plurality 3 semddevigs ac@SEOLCo@1aindBR wheRitiRaie BémiuGEPHsinstwdgk Gaphifds the
association related data corresponding to a uni que socket; a nanagemnent
uni t adapt S RE ) open a new security association upon receipt of a socket

not found in said security association database and to store in said
security Hssodihatléevice adatdihae elagedl)wihtrginrsal atredurdationsaetwodsqompdseng t 0 sai d

new securi . assocj.ation: re ition unit adapted to search for and
recogni ze %%g%gﬂfchfi/?%%pgg@i@?‘f%ﬁ%‘ci at ed
38. The circuit according to claim 33, wherein at least one of said security engines is adapted

to perform encryption.

39. The circuit according to claim 33, wherein at least one of said security engines is adapted

to perform decryption.

40. The circuit according to claim 33, wherein at least one of said security engines is adapted

to perform authentication.

41, The circuit according to claim 33, wherein at least one of said security engines is adapted

to perform an IPSec service.

42.  The circuit according to claim 33, wherein said VPN circuit is implemented in an

Application Specific Integrated Circuit (ASIC).

43. The circuit according to claim 33, wherein said VPN circuit is implemented in a Field

Programmable Gate Array (FPGA).

44, The circuit according to claim 33, wherein said VPN circuit is implemented in a Digital

Signal Processor (DSP).

37



wi th said input packet in accordance with said hash value; a main processor
unit adapted to retrieve fromsaid security associ ati on dat abase a
plurality of security related paranmeters and forward teMNGARY 2606t ual
Private Networking (VPN) security processor for perform ng one or nore
security processes therewith; and a nmanagenent unit adapted to manage said
security associ ation database. 46. The circuit according to claim45,
wherei n said nmanagenent unit conprises neans for establishing and

mai ntaining a |least recently used (LRU) linked |list adapted to provide a

| i sting ofas t hes {ec@dyeReyatoh ptos@skir&m ebnpaGg:i ty associations stored in
sai d security assqci ation database. 47. The circuit according to claim45,
further conpri &hsgeradepndenadepted friedEact ddpfnadn inppt Pecseisemprted Shangalyid Opacket
in accordance W th @ pabduhg Bkt SEE btthabiéd URE @oMprsidgZd: NhsiSeHe BobKaPMd anPacket
and the results of said one or nore security processes. 48. The circuit
accordi ng to cl ai m#spciagddrdivalueai d VPN security processor conprises means
for perform ng Q0GHYPLsRBtioft StablRGoCidrny sdcuRGGaLEN B fof a ShAIR securihher ei n
said VPN security processor conprises neans "for perform ng decryption. 50.
The circuit accor di #8eciagors, afeh4 Sntryvh eqnerirising aisePUAPN asecsiation yreftade edotior
conprises neans foéon@f';foﬁcﬁﬁé‘i‘o'&%&ﬁ%%%-i cation. 38 04 JANUARY 2006 51. The
circuit according to claimi45, erein said VPN security processor conprises
means for per fadRapgrgeaiunitrdaedsie opsonewssECUrity assegigtion uporaiEedntf AGoke cl ai m
45, wherein said CijidUblind & daliPic@iRNta@dcibtibnadhitBRR! ingabi @ie imBAEistdufity
Integrated Circuit (ASIC). e nethod according to claim45, wherein

53. The n .
said circuit is i npfSESnEipedarhase seprl delasf SBRaaaIPRItER RSt PO SERPRA) . 54,
The met hod accor di ngsdcatieh;ai m 45, wherein said circuit is inplemented in a

Digital Signal Processor (DSP). 55. A nethod of securi t${ associ ation, said
met hod conpr i si3MeFoPHBoR I EEarkd o gREch LU ANGGERREa? PICUHY 410N ST ASSpEERet
conprised of an i nb@inghidhpABackbttiP MebdaRaGkBtaid K8h talugxtracted data
conprising at | east one socket ang an associ ated hash val ue; éig?ahﬂgbl ishing a

security associalHBrPrerstsah Uk adapiehtia JeIEy e gR g2id SECHDE §5sPatiap £& for a
plurality of securi plyrahiySaGeairinotttatedemedmer i forvidid hefiadoth YRl Privwite

association databagg cotl eRRAYUNG ) rdetll B GeRRHSE tone or more security

processes therewith; and

a management unit adapted to manage said security association database.

46. The circuit according to claim 45, wherein said management unit comprises means for
establishing and maintaining a least recently used (LRU) linked list adapted to provide a listing of

the frequency of use of said security associations stored in said security association database.

47, The circuit according to claim 45, further comprising a packet builder adapted to
construct an output packet in accordance with a particular security mode utilizing said input

packet and the results of said one or more security processes.

48. The circuit according to claim 45, wherein said VPN security processor comprises means

for performing encryption.

49. The circuit according to claim 45, -wherein said VPN security processor comprises means
for performing decryption.
50. The circuit according to claim 45, wherein said VPN security processor comprises means

for performing authentication.
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opening a new security association upon receipt of a socket not found in
said security association database and storing in said security association
dat abase security related data corresponding to said SrelaNERK 200§

associ ation; searching for and recognizing a Security association associ ated
with said i nput packet in accordance with said hash value; retrieving from
said security association associated with said input packet a plurality of
security related paraneters; forwarding said plurality of security rel ated
paranmeters to a Virtual Private Networking (VPN) security processor for

per f or m ngsione ToE cifddit GccBRINIYN S EYinPISOWRAEER Said VIIE s&vfifyprocesdet cmpAEs Mgansai d
security oc at.i on[g t abase. 56. The nethod according to claimb55, wherein
the step ﬂ%?gnﬂ‘ gelcderé’gf:url ty association database conprises the step
of updating the contents of said security association database in

accor danceb2wi t Ahe e’s:uit tatscomﬁngSai:lelins‘écwheirtiy sq orel semple@ont@lin IANDARMIR006 57.

The net hods aGEOfcl Sqr@)SS wherein said step of managing said
security ssocl a ata ase conprise the step of accessing with said hash
val ue sai d _securi ty assom ation in a Least Recently Used (LRU Ilinked list.

58. The nmethod [AcEEPef 3sordiae (9 chimhdsavhergeridicictite natiapenisd inalisldi ng sai d
security mssachaldGie Aahalasa).conprises the step of renoving unused
security associations fromsaid security association database. 59. The

met hod accgr di cam55 t he sai ec rlty
associ at i 05% dgﬁ a’l?%s%‘J CEAIPE Logdaip hg KRS C%rguntd Wemeﬁﬁggrﬂ“glégal lgm/

associ at i dhscefspo@dS®ai d security assom atl on dat abase upon exceeding a

maxi num ti meout. 60. The nmethod according to claim55, wherein the step of
managi ng sai d security association database conprises the step of renoving
unused seciri t W\ raglswlolf stcimim sssbeigipn saidinegted womprisingalestps af | on dat abase upon

exceedi ng a ”E‘)S!tHHmigt&XtE‘%ro@h%i‘d ri”]&gpu% Iga%ket %‘x?pn@% inBGHAY g&rpcgltbogncfé/a%keqnsgé

wherei n said sfep of sear recogni zi hg securl associ ation
conpri ses the stepsxtoicted dagt ponaprising adeﬁtsaonb saofetsiad eh secinddthyshasleci at i on

dat abase i n acgepange, Wb, sl SRl Uaipie B LLEa0R, 2l SRl o secur ity

association if Tieve soc Cla W th the
i nput packet. plurality of security associations, each entry within said security association

database corresponding to a unique socket;

opening a new security association upon receipt of a socket not found in said security
association database and storing in said security association database security
related data corresponding to said new security association;

searching for and recognizing a Security association associated with said input packet in
accordance with said hash value;

retrieving from said security association associated with said input packet a plurality of
security related parameters;

forwarding said plurality of security related parameters to a Virtual Private Networking
(VPN) security processor for performing one or more security processes
therewith; and

managing said security association database.

56. The method according to claim 55, wherein the step of managing said security
association database comprises the step of updating the contents of said security association

database in accordance with results of said security processes.
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62. The nethod according to claimb55, wherein said VPN security processor is
adapted to performencryption. 63. The nmethod according to claim55,
wherein said VPN security processor is adapted to perpOFANGRY 30061 on. 64.
The net hod according to claim55, wherein said VPN security processor is
adapted to perform authentication. 65. The nmethod according to clai m 55,
wherein said VPN security processor is adapted to performan |IPSec
specified service. 66. The nethod according to claim55, further conprising
the step of applying an anti-replay mechanismto packets received froma
][erm}] e netsyor k-IhéQn&ﬁod]MRﬁf %Oaainﬁ_za Wh@eiﬂwaﬂoﬁe;ﬁ@ﬁgﬁdﬂhg]% kad Cst@{kif?\ 55,
urther conprjsin e ste tracki ng sequence . n ers of packets
Fecei ved TPOHAIOT GBS HEbIRS e SBE! acrRn Bt hott 6t T S| SioRees:
wher ei n t hig ask@pRaentyElsad{IIRY))Iiakd Isecurity associ ati on dat abase conpri ses
the step of establishing and maintaining a | east recently used (LRU) doubly
| i nked |i s¢ havi id . rej C : 11y
associatio%% aﬁﬁgg?@?@%gg?aﬁ%égg%wﬁhﬁhShﬁggﬁﬁkr%§G§Fﬁ§%a§§§g§§§§#§b§
associ at i oncatien datghagedcamprisdsethb etgpl .of G@novifigeunueed hochirte espditigs fromcdasi m 68,
wherein i : ] RUlist is full, the security associations at
t he head ?Sgg'glg)fag%logcpfhgﬁ%h%agﬁéw security association is added to the tail. 70.
The net hod according to claimb5, wherein said socket conprises a Security
Par amet er % ﬁb%wetbggmcwdméﬁ%l@m BS, afaremy e &6 PT BaREHA SHE Seourty asspRigtioet hod

accor di Ng da@bssk adoipRses ORI &F Rfoting QalNel t¥cudiss AGbAitoad Foll ai@dedaitya
conprises any one_or conbination of the follow ng val ues: |PSec node,

encrypt i orfSCEHe dafasRse URSGSHING A MREHAUMEMEotthe et hod accordi ng to cl ai m 55,
wherein said security association related data conprises any one or
conbi nat i 060. @he mhtbod adcbditigng chamb 6% svheteRSke stap demaraging exid iseatityassoakgwr i t hm

aut henti ca i%n key. .73. Thg nqthod.according Lo clai.m55,. further conprising
atabase _cofprises 'the step O femoving tnused security dssociations f{? said_security
the step of relecting sai d packet i an error - Srecelvea trromsaid VPN

security pasgoc@sandatabasé updihmxcarging o thagicoworbgierrguiit.o cl ai m 55, wherein said
method is inplemented in an Application Specific Integrated Grcuit (ASIC).
75. The netlhod Themethed argording &q ddinn 56 Svheygtinesawst step 98 sedrchiae s @nd Kcagnisinggent ed i n

a Field Psreagﬁ}az{mmign %ﬁsé@‘ﬁﬁe‘adepg 5i% GA) .

retrieving data from said security association database in accordance with said hash value;
and
recognizing said security association if the retrieved data matches the socket associated

with the input packet.

62. The method according to claim 55, wherein said VPN security processor is adapted to

perform encryption.

63.  The method according to claim 55, wherein said VPN security processor is adapted to
perform decryption.

64. The method according to claim 55, wherein said VPN security processor is adapted to
perform authentication.

65. The method according to claim 55, wherein said VPN security processor is adapted to

perform an IPSec specified service.

66.  The method according to claim 55, further comprising the step of applying an anti-replay

mechanism to packets received from a remote network.

40



76. The nethod according to claimb55, wherein said nethod is inplemented in
a Digital Signal Processor (DSP). 41 04 JANUARY 2006 77. A conputer
readabl e storage nedi um havi ng conput er readabl e progr &hJANUARYBHGS

enbodi ed therein for causing a suitably programmed conputer to a security
associ ati on nmechani sm when such programis executed on said conputer, said
conput er readabl e storage nedium conprising: conputer readable program code
means for extracting data froman input packet conprised of an inbound or
an out bound packet, said extracted data conprising at |east one socket and
an associ ated hmmewla)kiue;orcmgtpul‘am 5%, éadiedromppvinghasradeckinpegquehar causi ng
said corrputerbrtofeské'%s Cewed%oseacrlérbt etWaisom ation database for storing
security r el R ad" ars” ¥y fnurarln Fy 0P secur | ty associations, each entry
conprising security associ atl on related data corresponding to a unique
socket; coffput efher metiedlaecoptingytavlagnde, mdaiss fhor stern s ingagied deié oapiber to

open a new,SeeHh liiabadS Sfhidds! R0 stglpgf‘esrta%ﬁﬁhr&t andfm#n d;§19fh &l1edlPleckRiNed N Sai d

securi ty assocl ati on dat abase to store 1 n sal uri ty assocl ati on
dat abase s@&Ub ideuply latked bﬂ heangee headpnddaihwhri¢in gogtaeasalhspeyecway easpaiafions

associ at | o «GRNRhEL LRANBP:EnAY 046 8G9 IR0 dRRASerE Qorel BRI AGgsal d comput er

to search for and recognizing a security association associated with said

i nput packet in_accqrdance, wt d. hash yal ue ; ter_ readabl e program
code neans®% or Eﬁ&%ﬂf‘ﬁ’g a%“élfdéf‘géBFr%m@rwpge‘Pé‘l F exFat sla‘rdgr’ﬁr{g t&ffu%él?ﬁfF‘f“t”?’

associ at i ofysmEeGiatdhe Heddlid dblddal add b APV tecitag kbeiBiop sdddditd he @fil. securi ty
rel ated pararreters corrputer readabl e program code nmeans for causing said

conput er tﬂ) for tho@lagcopdl altn¥ 55 %er ARl Eoc)éet cgljn 1s sg a &[4 1e-'lr%[nétet 0 a
g or ~per

Virtual Private y processo ormng one or
nor e secur intlex (ﬁPImceacseE’ atnh@roemotdmmpamedtscorrput er readabl e program code neans
for managi ng said security associ ation database. 42

71. The method according to claim 55, wherein said security association related data

comprises any one or combination of the following values: IPSec mode, encryption algorithm,

encryption key.

72. The method according to claim 55, wherein said security association related data
comprises any one or combination of the following values: IPSec mode, authentication algorithm,

authentication key.

73. The method according to claim 55, further comprising the step of rejecting said packet if

an error is received from said VPN security processor.

74.  The method according to claim 55, wherein said method is implemented in an Application

Specific Integrated Circuit (ASIC).

75.  The method according to claim 55, wherein said method is implemented in a Field

Programmable Gate Array (FPGA).

76.  The method according to claim 55, wherein said method is implemented in a Digital

Signal Processor (DSP).
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77. A computer readable storage medium having computer readable program code means
embodied therein for causing a suitably programmed computer to a security association
mechanism when such program is executed on said computer, said computer readable storage

medium comprising:

computer readable program code means for extracting data from an input packet
comprised of an inbound or an outbound packet, said extracted data comprising at
least one socket and an associated hash value;
computer readable program code means for causing said computer to establish a security

association database for storing security related data for a plurality of security
associations, each entry comprising security association related data corresponding
to a unique socket;

computer readable program code means for causing said computer to open a new security
association upon receipt of a socket nor found in said security association database
and to store in said security association database security related data
corresponding to said new security association;

computer readable program code means for causing said computer to search for and
recognizing a security association associated with said input packet in accordance
with said hash value ;

computer readable program code means for causing said computer to retrieve from said
security association associated with said input packet a plurality of security related
parameters;

computer readable program code means for causing said computer to forward said plurality
of security related parameters to a Virtual Private Networking (VPN) security
processor for performing one or more security processes therewith; and

computer readable program code means for managing said security association database.
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