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PCT/4:B98F00087 Met hod and system for ‘transferri ng contentéMMM?’rHﬂOn
and suppl enental information relating thereto.

The invention relates to a method of transferring content |nforrraiﬁ(po and
'suppl emental information relating thereto, in which nmethod an enc

signal representing t he cAnpeultidiskocletngerand a wat er mark pat
representing supplenmental information 1S transferred. 5

The invention further relates to a nethod of encodi ng content information
and supplenental information relating thereto, in which an encoded signal

i s gener at Field of Inven&iot ng t he content information in accordance with a
wat ermark pattern representing suppl ement al i nformation.

The invention further relates to a nmethod of retrieving supplenental 10

information related to content .infornation, in I, C wat er na attern
representing %esﬂfﬁﬂe@ﬁw&n tip+ eglatesi g‘ﬁ ?'sm“m] g‘?{maﬂd(éﬁe%ed
signal representi .the.c n ormation an ttern.
The'§ nvent PERIGHARY db SABIGES b instfletL i Fopomdt fﬁmjere SEERORE

[ nformatl I nformation, an arrangenent for
generating ?Bgar}regé)ng@ @Wﬁcarrangemnt for processing an encoded
signal, an encoded signal, a control signal and a record carrier.

Such methods and such a transfer system are described in patent 20
applicati OBagﬁdﬂﬁaA@ffﬁ’é"lnﬁéiﬂ%n docurment D1 in the list of related
docunent s bes, that video and audio content is
increasingly transmtted and recorded in a digitally encoded form for
exanple, an MPEG bitstream There is a growi ng need to transfer

suppl ement al i nGenerally spealgingaithgrer aten thtet bi.ttdseoﬁbasienﬁnicﬁbnsnwhicin

whi ch suppl enental information is intended for controlling t

processi ngmust t he @@nomnhshsd ihyf oanﬁommntumd smplil@&bnﬁhﬂngﬁf or dmk on

shoul d be protect ai_ nst. mani to remain comand
of the conﬁit‘r%q:ﬂl%gqﬁﬁ doaging |ua e’ wndrdmyngapnpm irh

or ot ect Qno lpisﬁy?t W %R@“ﬁﬁ‘%&&%ﬁﬁ@sﬁ#ﬂé‘“@t@“ﬁ%&%ﬁ fq mdke
nstal | od gl E0YLATEN ol SIS, bR i P us AL WP

little pr ot _
needs three motors to complete said three functions, not only various

elements cooperating to said motors are needed but also the energy
consumption is relatively high. Besides, the feedback circuit controlling
the sequential motion of the three motors is complicated. Therefore, it can
neither accommodate the concept of environmental protection nor meet the
requirements of energy saving. In addition, the manufacturing cost is

relatively higher too.

A disk changing apparatus has been disclosed in US Pat. No.
5384760 wherein a cam member and three motors are used to accomplish
said actions : -- "disk Selection", "disk loading and unloading" as well as
"up-and-down motion of the optical pick-up". However, the design and
motion mode of the cam member are rather complicated such that it must

rely on precise and complicated calculation, design as well as metal
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unaut hori zed-copyi ng. In any ¢copy-protection schenme, the nost difficult
issue is that a pirate can always attenpt to playback an ori ginal
disc, he can treat the content as if2it were an anal og heme recording

and recordv{é(?ﬂ(g%% {o° afai "thR! Sctidhiy of° fe ‘PRGNS M@ BRHébY,OtEOPY

recor di ngs sunmer’'s own creative productirons wthout any li‘'mtation,
but pr ohi bihagWfctiiting S6¢t'id Highe'areP Ptireréfite, A88dY icPbe imiproved.he copy
protection mechani smmust be able to di stingui sh bet ween consuners'
own creations and content that originates from professional musi ¢
publ i shers. The equi prment nust nmake this distinction based on the audio or
vi deo Simmiaryhof thednwentiefier ence to the physical source of content
(e.g. disc or mcrophone) is unreliable. For digital storage nedia
such as DCC, "copy bits" have been defined, which bits 10 indicate a

copyright status, e.g. "no copy allowed!, "free cqpy' or,L "one generation of
copy al | ondB"view ﬁ@rﬁﬁé(ﬁigrmé vandages, dt b fberefara da HABATK ai ni ng
the informati.o be a . "professional \,mediu nuf agt ur ed

pressi ng aﬁ’%’l trz’gsh}%d?ﬂeaﬁ%q énV%PQQﬂ to provide a multidisk cﬁang;gr %Bﬁb t he
digital content.si 3 r exanpl r GC L. such
an encoded 6 'éqsesg%%ﬂ( i)gxtf‘fé’gp?@sgﬁe&gﬁ%o%%ks?ﬂﬁﬁ@) agﬂgﬁﬁfﬁ@ﬁ%& 15

br ogr ame gat of figlar 13t GEIR! bW BoRfera' SEAREdt BAd d Pofidhy PYRESTRERE
wat er mar k takes e Torfmor a murti %l%ﬁgwa ermarE pah g?n representing
some suppl ' dx“f’édi al nick-iiAH 2 si gnal
consti tut eggﬁgﬁkpir"%ltég%t e dgghnet gﬁtﬂc‘éln }cgrh?%?gyg&f%?gﬁ giﬁr?ﬁpgkﬁeo t he
content. AtN@tiiemT klotsphitkYahdiston thé xeervedr k16t of it ichivvddheslbi tplags t er n
as a valid wat er mar k and/ or synchronising the retrieval process, and
may conpri sespectivelylbye user of The preﬂudedn?irmg sEhrdughptliec tentesponding
information. A nmethod is disclosed in D1 for enbedding the wat er mar k
pat t er n i nlacationat selationshipbetwesn theacurvedi slotand the ?meaeslqt, b daske ficul t
audi o o veelestoronnariboaopiral pick-udual e dnBreHBRanpeIsk sloAg fidat t o
audio or v#¥ 0 a = : ) attern
has to be relatively long tp prevent an unnarked, . encoded si,gnal from
bei ng cl as P?’ééi/(&c')é seqictiallyperigrpcihe pesigonms ﬁﬁP@Frﬁ# upsqﬁdg“ﬂb 25
detectable _in.a felatively.short.tine, e. 1.to0,10,.segonds, to.enable a
fast . r ospomaighnb Metel§ ki Brdrive, HotoF 5Bt only ARRHNS 18AARIE G 36t he
di sadvant a g renr . WyRN: Nk: f .

suppl enent 'gﬁea?_ éwl?%; ﬁém i ﬁ%a‘ﬁ?% Eﬁtaéf %ﬁmﬁ@s&%ﬁ ggh%ffa{ﬁxgﬁ%a{hg&;g Pgl% a
mal i ci ous b SiS bl Aok | thidddatinlo | TuRdad | t he
content af Eg{i%%%glﬁggdén&g?y & %g the dseef ﬁﬂqﬂ?t |séaérlsfmt}bajﬁ{e%t of

the invent jingaf Slop! SilyBvETAGOIS Afe nedded t6'dctdmplish thiePres™ittidhns: --
information related t0 content information such that manipul ation of the

suppl ement adisknéelectibn'on tdisk deadisipe dndovisloatiget ayelvgll as “"the up-and-
down motion of the optical pick-up". Therefore, by using only two motors

in the present invention, not 'only the number of components is reduced
and energy consumption is less, but also the structural design of the curved
slot is simplified and the positioning work is also simplified. Hence, the
metal working, manufacturing and assembly work referring to the present

invention are all very convenient, besides, the cost is much lower as well.

The foregoing features of the present invention may be more fully
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PCT/ 1:B98/00087 - For this purpose, the nethod of
transferring according to the invention is characterized in that a
control signal is transferred representing a control pattern, the
watermark pattern and the control mattern in conbination (epregent[ng_the
suppl enent ginderstddd Gom! thenfolkwing detiled! desariptioieread @ tedjunctivni ses:
the result generated by applying a one-way function to the control
pattern. Thegithehbeadcompanying deaveings [ Whegeino t he invention is
characterized in that a control signal is generated representing a control
pattern, the wat ermark pattern and the control pattern in conbination
representing the suppl.enental information, and in that the watermark
pattern is ﬁmﬁf&esa@tlamﬁthq Rrawdngsy function 10 to the control
pattern. The nmethod of retrieving is characterized in that the watermark
pattern and a control pattern in conbination represent the

suppl enent {nformation, and in tha he ...gont.rol pat n is processed
by a one- \/\%Idf u{m’tsi éR, 1SgiaeHie (igw © eﬁ&ﬁ‘ﬁ‘iﬂm aqhqn,g]egrﬂ%ﬁilgnpres%n?i s
verified by coqgarlng the watermark pattern and the processed control
pattern. FIRVERTQD- pur pose, the arrangenent for processing an encoded
signal repr i 20 .60 [N i 1 . r t

Fepr esent | AL bplte AP lreHo Vi bt Mo mBidick, NaRRof Rl Brébent |
retrieval ypibndigh retrieving the watermark pattern according to the
invention, Is 'Characterized in that the arrangement conprises a
control UunRIG 8is aAGSbitictdc ¥iGWUtht disloBak of the presetiaveationa control
pattern, the watermark pattern and the control pattern in conbination

repr esent i IRIGs4iplacsohensitic dfawingtshowingrtiic assembhyvpf thectived siott for
generating a,20 processed control pattern and a conparator for verifying
t he suppl enent alplatef or mat ithe linear slot plate and rthe thottom tplatesok theapresemt and
the processed control pattern. A record carrier according to the

i nventi on dBVgRtABS t he encoded signal and/or the control- signal as

recor ded i.nformation, . . The ,above  neasures
accor di ng G héS; afie metion diageam ofithe coygyed sios platg of tieprssent,  ne
control pattern.will .result in a totally different processed control
pattern dudlYSIHOR nature of the one-way function. Wien a malicious
party mani pul ates the control pattern, the watermark no | onger
corresponds to the changed control pattern, or needs to be fully

(op! aced: HERABIIE TRACHD OO che Biveilopa: (€11 can casi |y be delsotec
change to the watermark pattern 30 cannot be matched by al so nodifying the
control pattern due to the nature of the one-way function, which
prohi bits cal culRéfentng ¢ FIGoUiandFIG 2b ek nailddiskf ¢clemger di € theopiedent val ue.
This is advantageous in that any changes to the control pattern or the

wat er mar k aaverteoon comprises| 3/ disk box dd), d turves skt iplateu20 pardigk webector o
mani pul at e the suppl enental information represent ed bﬁ t he wat er mar k
and/ or t he 38 aargrtisal pckaw 40, a dingarslotiplates59,02 beu haldeni/0ya gear set

WD 98/ 33325 :

PCT/ | B98/ 0@@8@[1(1 a bottom plate 60. : 4

There are several disk trays 12 (as shown in FIG 3) placed in the
disk box 10 wherein each of the disk tray 12 is an independent body that
can be taken out or placed into the disk box 10. Besides, there is a tray
rack 122 set up at one side of the disk tray 12 so as to enable any disk tray
12 to perform slip-out and retreat action by engaging the tray rack 122



replace the watermark pattern, which will result in severe loss of quality

in the r&produced content, whereas even m nor changes to the watermark
pattern cannot be natched by cal culating a correspondi ng control
patten and will be detected al so. It is noted, that

a system for copy protection of recotded signals, an 5 i nfornmation
carrier andvitlealie disldRdding gear 62dfas shown EPFIG2)4 Theteforesrthatheight ofrhe
khown system uses a physical mark representing suppl enental infornation for
cont r ol | ed the disk Idadingtgean 62ewilb directlyrdeterminiecthe pfassibalityoof & speesficed on a

witable information carrier, the ‘information of this copy wll not be
r epr oduced digke trays b2 placed; in tee disk bay 1) bewgssentiipta the disk selegtor 38 i on i s
recorded and thg copy itself does n cant ai.n the ysical mar A probl em
'n 10 the kadaslitge te petical-pickaup Z‘bnla@mg ¢ ip achd Gats Homh acéR/ (Rt pe
made whi ch _gcannot ﬁe ﬁ Sopi ed further. In an enbodi nent of'the system
accor di ng £8°%# 11 5§+ he above control pattern has the funétion
of a copy perm ssion mark, which is distributed along with the signal
reproduced froman original recording. The recorder of that enbodi nent does
verify the RELRL A5 h I gn kSt hgm.é@y rih &S hgn: Jmar k.

| f both marks coOrresp d?%(g etblgIGcgn%g%?qﬁqgetg%r e (E)lns@erﬂg%%?ggb}%a

record car Hr@ﬁ(d%ﬂdwit:h?é_cﬁsﬁ ISERICHOR R DANHEARrVEd BRAS 21, 21a H3d 21be

perm ssion mark itse i's not recorded on the copy. So if "the signal ’of the
copy is  secomdcatvsdtslots 22022k cimde22s0igizGiftal sloes 2323 pandi23b; amdrar k.

The recorder will not make anot her recording fromthe signal fromthe
first genenadiskrbmompnloddingaodn2s . arthectyvethslot plategzhensasesnthef linegqri es can
be made. 20 . An enbodi nent of the arrangenent for

gener at i ngstotdilate H0 oxbichi iscfixedly screwad emcthesbeftem platen6di(as shownhia

i nvention i S _characterized_ in that the one-‘\égy function unit is

arr anged fEngé)erheilwg:a_a shot; plate 500tseprosad thﬂbIll_nS&E slots 5By SBaséﬁhg t he
bei ng_an'; ABAGUARS protmdeet fias 1 Hb” 543, “Uthcuihile ae LoHOB BB Bnal |
p{}pl AR Bt SR EF, S VPR Somliars SRR 61 R
L oY selectighSRRRIEE ibelbio! e B Ky 4B BY, B A0TSR L0
match is_fgHRdy (pdk 'ISadI‘iﬁgflﬁldtér 'Bgsﬁééq fo ‘MANE Said %ﬁcondpﬁéﬂeF&r g3 Nqhemaxi mum
count). The counter 1s cFyptographically decreased I n tHe player

before out gegdnd el Sepr 63 48§ gt with 8% H@dk“lééﬂiﬁ%;%d;r@@rthr&f@ pecor der

verifies the 30 “counter and, it the count permts, ases the counter
again and trakemissioncshaft 6/ whichi oah usamgnit nsowep peaersted oby rthe dizkt er n.
This has the advantage, that a limted nunber of _ generations of copies
can be al | adinguhotaraé?2 c Begidesnttheldisk leadingt gehri 62 i pivotallyrengagedne
~recorder. The decreasing is perfornmed by a cryptographic one-way function,
whi ch cannwditlbéhe transmissioneshaft ©fose thahthee disk loading igear é2npan slidenal
effort, so increasing.sajd counter, value i .. 8/ 33325

PCT/ 1B98/ Ogggl;ncﬁ oWt freeiy alcong the direction of the transmission sha%) 6‘7. 5 -
virtually inpossible. As soon as the counter is decreased too often, the
processed control pattern no |l onger matches the watermark. The pl ayer

and .recor der _ W s e 8uRledCH ot plate 20 encases the linear slot plate 50, the disk
selection rack 24 of the curved slot plate 20 is engaged with the first gear
set 61, and also the third protruded pins 54, 54a and 54b can be pivotally
mounted on the tracks formed by the horizontal slots 23, 23a and 23b

-

respectively. Hence, through the transmission of the ﬁrsi gear set 61, the

curved slot plate 20 can be driven by the disk selection motor 64 so as to



reproduci ng and/ or recording the information.

Fur t her advant ageous, preferred enbodi nents of the systemand 5
arrangenents according to the invention are given in the dependent clains.
These and ot her aspects of the invention will be apparent from and

el ucidated further with reference t50 the enbodi ments described by way of

exanpl e i nslidie baCkidnd-Lrth aniqﬁe: lineht GlotapliteviSOhalongethendirection lof the

acconpanyi ng drawi ngs, in whic Figure 1 shows a
copy cont rigbrizomtabsicts@3. \ Figure 2 shows the one-way
processing of a copy control pattern conprising tw parts and

Figure 3 shows a one-way function, 15 Figure 4 shows a

copy control system using_ a nedium

Fi gure 5 shows Eheéi’wnin@@ﬁr@ﬁtﬂlﬁdisblggie&gﬁ %@qﬁﬁ’r@%ée‘ﬂi@iagl%degn@s’k

gener al - coRRUBINIOE JEARC 4 B 1S Ao the gale:sire o theidih,pf the diR°

Gener at 1 noirind Dok ik Selectot; 30,7 Bravicstf Witk fi piPbae B, 57,322, cpeck
vatermar k 2 1446 uBeh A% HRGAIE BRI both, the IclF S10kCSp, 52a0 TR
e oun_) i 20 PR el e BB e e
the signal ?@J‘}‘ﬁs“ﬁ Gheé \cdpRér b thé Fromtf end of ther diskodelédter S0yimh gédrer

edi.ting, e e watermark has to match a processed control ) '
patt ern ge§witeh 3l whichrlan exactlyoosp wnythieudiskiloadinigt géar 6 (arushowaral |y not
feasible to calculate the control pattern "backwards" from a

wat er mar k. FI@nber Asghei firstcprotrudedbpinse32, 32a, 32hi ave constraineids byrihe
possible by fully replacing both, which will result in serious 30

degr adat i ovonfigurtationsz0f the Brstioueved stota e 2 oo dnand the lincar slote§ds r ol
pattern is_not availabl e, re ro&ughi on .ar regord ? ncoded

S| .gnftl may5%h58ﬁt £OITESPOB 5% Pf P051§f§§=ebl iln os(r)"]:"rt&rgg)'r &
T SR BBl i it e i,
Fromthi's Bonpr 6 drive e BvEd, SpEphite 2 tP8de bACR GBI TTHER A ! !

PCT/ 1B98/ 0QQ87;: . _ond et

paynent ofﬁ]%o;%ﬁ]l{gﬁ?lef 'éoers,:ionu%% %?1 f?/?gegprael}% g]o,wnet%c.)sn'll'?l%m&&/o%koﬁﬁor ol may

be sim | argiitate m&aF&dqucﬁgaycéﬂthﬁzjngh&aﬂeessne@ &facllycaligh otvithatat er n
ow pl ayback

may be required to al , and/or to indicate the copyright
status, e.@gertain divkneragne2 danthieadlisknbok b@pBare tiesgear switchsd4 at the

front end of the disk selector 30 caps on the disk loading gear 62,

accordingly, the up-and-down motion and the positioning work of the disk
selector 30 can, in the fnean time, drive the disk loading gear 62 to engage
exactly with the tray rack 122 of a certain disk tray 12 in the disk box 10

'so as to enable the disk tray 12 to be moved into- the disk selector 30
through the loaded disk containing.ﬂ'ame' 33 or retreat back into thé disk
box 10, by use of the disk loading motor 65.

The optical pick-up 40 is the one that comprises various optical and

electronic components used to pick up the data in CD. The topics referring



after a certain date may be effected by distributing the control pattern
separatel’y after that 5 date. Further any related informati on may be

i ndi ssol ubly attached, e.g. author, song text, titles, perforners, or
a period of use may be included in the control pattern.

An enbodi nent of the invention is absystem for copy protection allow ng

one gener attbom@foptwylﬁgmkah p 040 aWilR dn6Pbe Geiteratéd Phéree siricenzhe atidiin
st ream cont ai ns edded copy-right data that grants perm ssion to

copy once. sthictufes of the eyptivat ibk-u0 40eisbtind smpeaagvtheseref lpriaroartnandie
audi o stream Moreover the professional disc contains a speci al
per ni ssi on peafdrms: novpaxt en;tﬁe preséntanyventionhThe aeptical mlolg-rlmoHOclsdﬂleedvay
function. The mark yco remains with the audio (possibly enbedded)

during pl aybsacflat platei42 pEOVldﬁd\Mmh secondprotraded pinsed, ddes dddy Whﬁd&opy
Tnd cannot 26 T6praivOYpivotally engaged with the BieaF ot Bbhs AanBaboAd e
TELLE o O S, SR T

bubl o moaeibigtatidiie, B8 t‘?ﬁ?’r‘*ﬁ%ﬁfﬁ%ﬁ%ﬂﬁ?@ o %4?5 uab R cisained T, -

f
\R/a?)er rrlalpk qﬁ't tﬂ% Eggﬁ ena egfpw‘fme (ﬂgﬁﬁgg | ty | gé’f(gnd %‘Wé‘d
di screte- '%%@”22""2%" @!EH ' err?gﬂbﬂc ﬁpbao%éﬁ 'rﬁo@é‘ﬁh drgswh 1ad®] (=

docunent D4): F(X) p) " with [err] a primtive el enment of
GF(p) . "Her gepforin Epdsﬁimngrwmkswtabntﬂfﬁ disk selectionamdtor 364 adrivésrehé act or .
The above two inplenentations bear the di sadvantage that the si ze of
the ar gurertisved skot, platec20 toisdide badki-and-forttie Theoefoee s&mwpucalsplqkmpe

| arge. A practical system based on fewer bits can be to ap an

appr opri at 40sean @E—dﬂyelmrhyrthﬁ disk selection motor4 ¢o gerform ppsan

F(x) = x [err] DES(x). This is |IIustrated in the cir U|t .of F| ure 3.
Figure 3 smhomndnw%ﬁ@nm werkdo tacalitatedbe raction atfiied on
~secret-key encry.pti.on r|t the input 31 the control pattern Xx
i s appliedﬂ%hgiﬂﬁ@ 0gd 10 ? ec%ﬁ?“&ptor 32 by using.a key froma key
i nput 33. The out put of encryptor 32 is bitw se EXOR d to the input x
by logic unit 34, resulting in bitpatterny on the output 35. In this 30

Coneat snat og o RTeRHIE JBARE BACT Shd' PRG S Hhd §8P{“ﬁ%§?ﬁ£ﬁi‘}%@>§n
Forttng O ataphed b e Bods IR 60 88d fs proVRfed it B orehiie'7 Wt

val ues det eafiicomeainthéVdidle b%x”ﬁ)( @eshﬂés Qﬁi@?ﬂ'e%f thie 1RO ertth oft I Hinear of

recorder only has to check the val’'ue of predeterm ned bits at

predet er m gkyt plaras0 49 provided avitk fasspring-dombed] hyok lock 58. When tMDdQélé 33325
PCT/ | B98/ 00087p P P

bits forceboxol0 éppushed mtwﬂteebonrholdem?ﬁdlmmglnth@dpbnmgﬂiethrhalmklg we
found for DSD that a watermark invalving 1 %of the bits will reduce
the si gnal leadingigear 62q¢an exasthhengage with the trayraclgd 2200f a cerain diskcess

Chese bi st %hiiswé & peineloaedoh bk 8GR e HRKESe chotnioSsy inyt” ror
(1o, 2 SvEbREk ghaalE'i¥ ACBle T AR Gk b g B R Bk & 1

box 10 in position to facilitate the multidisk changer 1 to execute the three

actions: — "disk selection”, "disk loading and unloading" and "the up-and-
down motion of the optical piék-up".. Also, there is an unloading rod 25
set up at one side of the curved slot plate 20. As the curved slot plate 20
on the linear slot plate 50 moves forward (toward the left) till the front end,



A further enbodi ment of the invention is a systemfor copy protection

al | e ngione n generations of copies, also called copy-control wth
copy-n-tinmes feature. Thi s enbodi ment for copy protection of recorded.
signals allows a |limted nunber of copies. 10 In our concept,

professional ly-rel eased tides contaln at |east two different types of copy-

control nefiesunivadingrodrlS eahesdedy ipressagainst the reamends of dbg -spsmg-ol
(validation/authorization) control pattern attached to th c%néi]gné@ ut
renovabl e hyadled hookiddck iBotee ublocket diramy the eRneAvVEZHAOYE ﬁ‘htq called

a copy-control ticket. The ticket in the .. digital sj |l streamis

modi fi ed ebexylQ,itherebytthe ilisk bgxal O padJhs disk i iﬁ(ﬂnﬁpégf} (G SHEWD e ce.
A cryptographic_relation petwen_ th te rk and, tiek 5, verified
during eacin the ﬁgw@sae &n dednina “égg}eﬁiﬂﬁ.‘m}lﬂmo ‘P’l‘g‘Hg‘iert rd type of
copy-control mark, a carrier pattern representing a nmedi um mark
identifying the medium (disc/tape/etc), may be applied separately or

ol Inetance by Retupify b SIEETanETTS (i 0, ABCIE O ghithd utbiatessent oc.
pref erabl yga.gm%ﬂlﬁ%a \qn(ggﬁi Ly i@%gs:i@rﬁﬁf %be%p@%%m fobRAIGEKBR ¢dll'y a

fixed pred 'um ma ent Pfyin medi um as recordabl e,

or as a prgiéfogrﬁe' Sy eiiECtanemiﬁt&ﬂ%ﬁ@mc 00VeSEP 86 dbk the diskrbiox be

made for t I um nmar Ich may be a predeterm ned val ue or a val ue

rel ated to]ph@t this memditieike tiediglit hdr view ef the of the cupverhslapplate

function. In the total system concept, we di stinguish 25 [err] Seed
U a randogOrasneexample faeshdwntihd16h6),citishowsdhe displacgment vanadi@num mar k
P that is present on professionally released discs/storage nedia

r ecor dabl emrdhie sup-andydewpr directéon ofothe, alisle ssleator 30 (res Fame\/\/a;ﬁe%r k W
nbedded in th tent.. W iyl t | l. I Il . digital
Fepr esont alaaationophthedtivet progudsd mam 123 and thassptical k-4 Cs: Someeo wpec
: [ | L on. hi ' i ed
e, o b e SESSPSo I Fy 4 SRS BRI
ticket, d.,din Verti Kis oes | @ al
wnt or rar k 20rAE i Hngan Slatials; 10 HRE A ity pOSitions, et e 5
4 i the b . . . q . :
P (G oupsbOls RTBG, ¢ 16 KIG S rehReff é Hidight Bositos: oF the sk, 0
to copyri gg%%o}ﬁfgnﬁ?hﬂhsdikl@ S eh fife disk box 10 respedtively/ EBSdhown in

PCT/ 1 B98/ 0 such through the absence or predeternined val ues of
W FIGPwhepthedisitibase1 0 Ts @St placedintd tiee bok holden70rtylbtivgy aphi ¢
counter. T is a snall data field that is present in the data
headers, epositisédd the relativei positionrofitisi ourved stet plate 20 and theslineard DCC
copy control bits. T typically contains 40 to 1000 bits. 5_.  In the total
syst em conghttplafe 6Reis at pasition ktlnethe incandimecthe bpight pasitipndaf they each

recordi ng or playback operation, whereby F.is a_publicly kno .
crypt ogr aphirst Frotrudgd Pin 32 (he: alsa. isthgtheight ﬂ@ﬁlehélf&t g@eﬁﬁ&\{%) Kot t he
recorder pass . T transparent] ut, fe i t. t hr,ough uncti op F... Qur
scheme ex p%@l&@ Ak@ei ﬁfséh%ﬁ th? ﬁ‘ﬂgbi "I’?g]é?\ ﬁaépii@&agﬁfﬁ%dzas&tqfﬁﬁi’oﬂ?%mﬁ%
counter, ich can egsjly be incre ed b less an
attacker \(,:\E‘Placﬁﬁg gqﬁ@t ("1){".l CREdRY XVI@?%‘? 6?%#%@&&%?&%@%%aygzsot
necessary Hiaiads, 'the H80nt156iton bf the second protruded pin 44 (i.e. also is the
height of the optical pick-up 40) is lower than which of the optical pick-up

40 in normal operating state so as to leave a room for the first disk tray
stored in the disk box 10 to be driven into the disk selector 30 freely
without colliding or rubbing with the optical pick-up 40. Once the first
disk tfay 12 is senf into the ciisk selector 30 and is positioned, the disk



potential attackers. Here we aimat restricting the length of the copy
paths, erg. to prohibit generation of copies of copies of copies, i.e.
t he nunber of generations. Playback is allowed only if the watermark
in the stream matches Fn(T) where mis the nunber of sequenti al

recordi ng or playback operations thgt are still allowed. Typically mis

odd. Recor sklagtios mbtoralbdovad driNe/ thé cureedalst phite 200 tohretedategnovet ches
F(T) mis the nunber of sequential recording or playback operations
that are stawardatheomglit) thypuglaithe transmissiem of ithe tfirst gear setbd®l ¢ognakenments m
may either be available explicitly, or the device @ check all m which

are reasonthg telatiue Iposition betweenithe caipyedsiet plate 28 andi thenhimeamslot of

copies allowed to .. made anyhow. An exanpl.e of a_ possible cryptographic
one-way f ubl@t¢ Sf atspasibion; becAéﬂBSéaneﬂW thg height, ehthe d@%&@gpérﬁg

. e SRRt e B i SRR BRI S

t t . - - t t
e O G OO g B g b, MRl
allowed to 0T gl : 1 ? rom
e P R T AR ALY,
store and mTwhEﬁ%ﬂ@ﬁitﬁnds to {%ﬁ'@ﬁ the ﬁr@@&%&?@gﬁ'l@f %sfgf“r%]{,(?ﬁeT I nto

F(T) every tine that the player authorises a rec € -a copy.

In such cagigrvbeslet inatean0dhfist Be dldhcBll tohenbYd it%ad] thePleBjuaRal by
initially generating a seed U Fromthis seed, the followng variables are
conput ed: pusition td-(ihake atit hefghtF6oE)the optical \wiclklepou® @igﬁﬂ?rUlowEﬁ,r a
disc that the custoner is allowed to 30 copy n-tinmes in parallel, a

wat er mar k thefeafteredrive the disk 16ading] fidtor dhdoptetreat the first diskntray 12
contents, but mnot T during normal operation. During recording the recorder
asks the premethetdisk selegtor 30 datosthei dikksboxr Huch that W F(T), which is also
recorded on the recordabl e disc. The pl ayer reads T from and repl aces
it by F(T). The player only provides F(T) to the recorder if t he

DLy 1 ea0s Aotk Bk bt Bl EontBhel B ke T

ter ati velyopagdisk tray ig disk-Box, 10, ong,Seadvanges the:eurved,slok PlAsARed
and appr oghigheg qowaird Ghe e oﬁl‘ﬁﬁdgt Pso‘ﬁ# N1 'p&giti&gﬁ%ésijlr%}éﬁfmﬁﬁg% fhe

recordabl € di Ssc, I'S never rel ease

A copy coReltiveoRisiaBh dfheiliRap SR 5rafm@1m§él-aggtogmé SOAhTRbYS dig Lhe S

medi um wat er marks enbedded i n the content an y conf t hat

i's represérigit 6fboth thé disloiseRictaruddeind disk l%atifh@?eﬂoﬁﬁgis &xavtly s
wa

concept enbodi es two separate nechanisns: a ermarked content in
conbi nat i dhe lieightoof the secombdisk triay¢laad theauptical pick-up d0ris dlso at a

Qobvi ously the concept of using a control ticket in conbination with a

wat er mar k #elasivghallowen safety heighbpAified the secand| disk riray dy seamifitor the
transferripng coptent, e.g. .in a _broadcast systemor on 10 internet.

Basi cal | y£§% selactonP0; andds well\pomstioned othe: enrved slot plate 20 sandent ed
but not degr nted. The, cont.rol ticket, concept is particularly suited
for the mé?%??rt&ﬁksagkﬁoﬁé]%e right)itg %@ esPPP fo 1 uﬂ@nppﬂﬁ?YThe
concept of.. dgls ta t . I £S..q@n .educt ng,t.-heir
artefact sf%@gjﬁ@i gg qghg% ﬁBé@ﬁga@Shgﬁ tgpfﬂcflitéﬂi g‘%&f’é‘@“&%@&%ﬂ%l% ion

the data in the CD contained in the second disk tray.

Similarly, when one intends to pick up the data of the CD in the
third disk tray, one first advances the curved slot plate 20 forward (toward
the left) until it is in the III position and loads the third disk tray into the



audi o. The rdea can al so be applied to MPEG vi deo storage of DVD. The

wat ermafk can be 15 stored in GOP structure by nodifying the PTY sequence.
In addition an identifier of the recorder may be included in Wor in a
separate watermark Werr]. Preferably each hone recorder includes such
an identifier when nmaking a recordi g of unmarked material. The

i dent i f i er diskyseélecfors30 amnti ritifis qositéoned, dhen trgfreatsnoward the faghfd ther t he
recorder. Figure 1 §hovv_s_ a copy (ion r ol s%ite accordi ng
to the i nvemviedrslotrplate ) agaim tocthe: BR{ pesition: tecenable the jopfical pick-up

wat er marked by a watermark pattern W

) ile the recor arrier 11
further cof@itddhesraisedwprentilgds positiq ,é'@ﬁi')?gb,’om -Qﬂlﬂ@tﬁm a‘?{a l?’r?(i.('pl ayer

12 co Li%ﬁs(gge usual elenents for reproducing the music fromthe
~record car¥PéR Nelqg’). known froma CD player, and verifying neans
conprising three one-way function units 121,123,124 conprising a

one-way function F (see description with reference to Figure 3) and two 25

conparators 122 , s Wk i 1 i gﬁﬁ}c HAN unit,
e.g. a m cﬁé%[?’o&t\ggsgér}m% g&gr(%%éfﬁgy% gfsr%rek and&tgﬁgb?lacket T
are deriveg,fk O | I i in FIG 3 ithxtctas Tthes
coupled to Ong_ﬂ\'l%ﬁl}t/)??l}h%% %%%Fﬁeglgﬁﬂ?ﬂ% siﬁgwihlm ll"G which T is
coupl ed t oifved! slof Flatea?Oradvanted Farwarl foveadntiede)vhe diskt selédtorwhi ch
has its output T" coupled to a third one-way unit 124 resulting in T "'
coupl ed t 030 wilt oiod déscendnfronnitsrheight pbaftiorBuntil ¢henppticabpickiups40ecei ve
the watermark Won a second i nput for nparison. |If the first

co
conpar at or descends2slighthyl first o ¥ts height positiark onsthe congary.has the
(further) copying. If the second conparator upit 125 findg equality, then
pl ayback i eun tiplate 2%@@%(@&@%3@&%5&&?6@%@% pié&i%ﬁftlpﬁegrl f both

conparators_fingd no eq ity no playhack al | owance. i.s gi ven., The
pl ayer has3QnV‘6ﬂt mpcmiage Igi ﬂafF P&S@Pﬂa@@ the optical opj g5§80,dq§_s.
\é\gwg%gg%fzbgrpfore, there is no concern over the damage of the precision electronjig

the wat or it dhiEal Uebipe pEQHEPMGAChicRRuy 20 el SR the RotfiBp o1 20

i nput for el vi ' %'lgftﬁ% f : qi'n?' [ 13. The
wat er mar k {)N&’?Igé g%t% gﬁ’o? % a lrﬁg{ I@%%ggr]gf E)hrelru‘r%Pt 3%&'?&2%%%%%?' T
is coupled to a fourth one-way function unit 131, resulting in a processed
ticket T", 5 which T" is coupled to a fifth one-way function unit 132,
resulting in T In additidedtieotdkerout actibhi oftitheodiskr boxrlQuwwill disblelthet he
third conparator unit 133 finds equality between T '' and W copyi ng
i s al | onedcarvedtslet plate @Octonadvanceoitpwiasd e 1¢ft) tocther'vh psitiom dAt tkist wo
times processed ticket T" are recgrded on_a recordable record_carrier

15. So onemgpmentathefrast end of gy uatoading rpdvit onrthe aurved slatplatg dBessed

o ocbosell wellmsh therear ahd-of the opingrioodsd hoblkack 3 fo Fbablg the front | ™
ot tern, 1 oud G pring-foddegy FRpk Ipric ST TR Yotk boa BN A w
Furth ' f o ' ' der,
the 511 netrora iskheR T 52t PbH U aRen ons ARG BORbLIG 76707 OF - 7
tanpered recorder is used by a malicious party, the resulting copy

conprises a 4-tinmes 15 processed ticket T'" as presented by the player.
Such a copy canfgt siimidriéethedbove-mentioReH! stateinditssie card séd ¢hdti thet and

second conparators wll not find equality. So both a )
multidisk changer 1 uses only two sets of drive motors to accomplish three

actions; -- "disk selection”, "disk loading and unloading" as well as the
"up-and-down motion of the optical pick-up" where the disk loading motor
65 plays the role of driving the disk tray 12 to perform the disk loading



recorder and a player need to be tanpered with to create and use il egal
copkes. -* In an enbodi ment of the transfer systemthe
n-time processed control pattern constitutes a cryptographically
protected counter. This counter may be used for counting a 20 nunber of
times that an encoded signal is p#@nitted to be played back, e.g. in a

audi o or and wilesdingeattidon,sund ahe diskr selectitm metoy. 64 @ancperformgtwo cal | ed
paral l el copies. In such applications the control_ signal is preferably
stored andactpmet ed 'disk reeleetion't andr thee Fup-asdrdown motien: ofrdhe Optivabat i vel y

et St Sl oo b b o S e ;o
e et o ampESaec i ot S e B
e SRR S v s oo e S Ep D SHOOE HRY
2 R R S e e R e

rel ease d t : CSG'?'h e chRRb i uni t
23, e.qg. 2%‘%3’3?982% é&te%%é&)ﬁé Eﬂé& éﬁ)t%flﬁte an tﬂﬁcgerdg;scg i T’dswt?:d())lgglfed to a
first One‘ﬂi?.ycBﬁﬂ b idf e &aveaoklopgt2Er n2Tandolineas adots 52 agai n two
parts, the first part 25 being the output of the first one-way function

unit 24, agstomplish tee Afswmemadrid ?ﬁshﬂinimg ofidothatke disk sélectorr30 38d For
the next one-way processing cycle the sane functions are applied, i.e.
a further thendypticdli piockeup 402 Thensiractiine ofi¢he compenentsiof the curved slot

WD 98/ 33325 )

'PCT/ | B98/ ol 20 and linear slot plate 50 are very simple and the design and metal

unit 28, resulting _in a contyol atte(ri?eT[err.]- agai n corrgri ing two, parts.
After a pregskiagnoficthe curved, éil, ot-argy Veryc suEple, dop; ther ¥f the
pattern fromthe output of the onex .unit . nat ches .t he waternark as
with the pRPRSPCESRS y&’t%e Y%ﬁg%beﬁrﬁém%. sipple, 0 (fiicture, £@¥%n8ge,
that the info part .22, 26 oﬁ@ggﬁh eneraEion control pattern is directly

 mker

readabl e AW ctgpgg’agr\gp W ANEO vani pul ation, as any small change
.in the info part will conpletely change the resulting pattern at the
out put of the one-way units during the verification. In the event of

an encrypt ed_enapigilon] @iaabredeht inVbAtioR Has Bers GINRirARd! AXid GRREHBEACN Key .

- The infop y so conprise an explicit counter value, which

has to be a@%&m& Qvithfrefétence to fthe gefeited bmburlilnents-theréoNpitpstmadd sed

control pattern. The explicit countéer value p then 10 indicates the nunber
of processhagapprecisted! thdte ipris- maynonisay Thnitedato tthe detmils afe suchat

only the p-tine processed control pattern needs to_be conpared to the

wat er mar k grabodiments( but is capablecofanymerousemodificatiommithin she iscape of
explicit counter value included in the info part, has_t o be changed

AN depyoopeiriviiinegptpaiomastistinl Al
Lo SRSt e e of L RS i
3?1‘58recgl a@fﬁL\gﬁei gg tgura;}}qu%étj_ #ﬁﬁ%@o?% cglr‘i 212 gépﬁ%d g gnqutpl cal
ohyst cal RoRBpR, vith il ARR trRls Y BREd Bnlygo ard G uRERich oF

pattern WibhgickWd:ha0 (PBE A1é 10 RAthR disRarfP 12 withdinore 'diélts aN@ot han

t he nodul ation
extend the curve configurations of the curved slots 21, 22 on the curved

slot plate 20 in accordance with the same design trend to increase the
number of ladder-like steps to accommodate the execution of four or five

or even more disks in the multidisk changer.



.20 pattern. An exanple of further nodul ati on pattern, such as a wobbl e of
a track—can-be found in D2. According to the invention, the nmedium
mark P is coupled to a one-way unit 421 havi ng an out put coupled to a
first jﬂw“ jl HﬂJl /or a second conparator 424. Each one- way
units c Mlogr aphi ¢ one-pay function, e.g. as described with
ref erence to Figure 3. Th Aflggst conparator 423 al so receives the
watermark W and at equality the first condition for a no-copy original
disc is. detected. The second conparator 424 receives the control
ticket T, and at_equaljty a first condition for a copy-once allowed disc is
det ect ed. LAmtrittdts;kcham&erancmpnwgr ed to a second one-way unit 425
resulting in T

al s0 receid/Edrvees ﬂ:&% t-f!’r-;i’f’. séﬁg&ihgg@éﬁrstwwgd%gag&nﬁ E’g{tﬂoﬁrﬂ gog% :‘/\er 02
et oct v ettt s BLE Tk sHledtion dask Wit ieid dishanf Sfeadd,
Poan out S ved SldE el i Biddsf Tk confRERABORF, . 45° and 1o o & thi rd
Pnea"s (1 linfdr slotpfafe WhioR-EYEPrises inedh dors R Wiitd Bidertdey gl {1 1O
onti 1§ on VIR SBAT cRPGed St Pl encastd ol S iHbar SIdt ke ahd B Second

98/ 33325 third protruded pins are pivotally engaged with the horizontal slots to
PCT/ 1 B98/ 00087 12

Wien t he enable thencurived shbiaplateto slide batkiandeforth ba thedinear stuteplate; ncl udi ng

the watermark W is outputted fromthe player 42 to the digital

i nt er f ace a4diskaselectordwthicht aemprigescapaded tdisk contaimngifiame] a gear f ace 43
for recording.the ic. The termark, Wand the_ticket T fromthe
interface.sgﬂgdx/ean itegt | pr pans\ayhgeein nthen dinst cpratarded: i HaEE wi t h

reference to Fijgure 5 1.. . . I enbodi nment the pl ayer
42 and th@lYg@gngPuE@dﬁm Withsémeaéﬁl,%aﬁndéﬁe st C‘H‘ﬁgggoﬁét er rrgr kyV\H.

In the player . the hgnre watermark MH i upl ed ift . L rat or
430, "wn o B gnileAl ik i R et altaCReR 135 fidt ate, miblerein saB PR
creation | . i 4 i : . id
Cireh o0 blate is préSidect Gitth g%%%ﬁ%%&édlbﬁ‘%w&w BivSRy Sfobfied? 1 |
hone - seed { 2% A the further one- way
unit. The‘%gingsgiegl %ﬁeﬁgr mfg}én%brms%ass?%trséd in a nenory of the
pl ayer/reg®cicholdef; on a separate nmenory nodule, e.g. a chipcard, or may be
kept on paper and entered via a keyboard by the user |ike a PIN code.
Al t er nat i gebottomcplaté rhichf is rigidlycntsaumd' withe saidnBbx shslder @ndalineas can be

recogni zed and di stingui shed, because their 15 watermark is a fixed

wat er mar kslo# platet aadal | - zer o word. I n an enbodi nent of
the systemthe encoded signal_ is encr)égt ed, while Pis ~used for
decrypt i of,gesmcat, whiehis pravidedcony saidbhottom plate, comprises Bisstrgear t he

read signal,y ,..and . the signals carryi the plaipn contents including W
and t i ckesetya flisk Selechiom meigboassacond Bear set adisk Joading metargd nt

syseen “rhadadidon Y o Bl uBicoBRRlen sh B G I
mal 1 pl yi GogtgibedFih Shid IR Slection rack YAl aiRE" Glid G SI0ERLHE U,
out put  t hgajekifé4rasI6t RthteStd) pRforP bt Gnd-fort BEStiS by ‘feans of said

disk selection motor, and said disk loading gear is encased in the gear

switch and is pivotally engaged with the transmission shaft mounted with

the second gear set which can be driven by the disk loading motor.



T
functi ' [ pattern. This has the advantage, that the carrier
pat-per’mmi:ﬂmnmm@!m,jévai | abl e outside the mastering device, while the
mast eri*ngcdevi C be controlled to 25 produce a disc with a
predeterm ned carrier pattern (e.g. extracted froma source disc to be
reproduced by a malicious party). 12 ] The control _p,ai(t ern or
ticket may2beA rmeltidisk chapervad kclaied antelaim 1, whereo rseid omultadis
alternatively a separate |ocation not directly accessibleg té)l.a nﬁl ] &ieous
party chagerdusther comprising a disk hosdvhichr ¢an-comtair aplurality efdiskead- i n
section of a CD or DVD. The 30 copy-control ticket can be hidden in the
MPEG vi deotrays.eam |In an enbodinent this data is | ocated in the GOP
header, in the extension_and user _data field (see MPEG vi deo
conpressi on standard). Figure 5 shows an arrangenent for

processi ng,an encode i gnal . The . [+ ang . : § . for
pl ayi ng an3o§zm@i¢$§ﬂ§iﬂ§$‘.¢f %QP%F‘&%P q‘i‘@;@?@ﬁ@%@ﬁ%&déoPE%&sﬁzm
98/ 33325 . . .

PCT/ | Bog/ oBa¥+s provided with a tray rack. : 13

read neans conprising a read head and a servo/control unit 58 for reading
information from the disc 51. The player has a digital output 53 to a
digital bu 0. tdH i - teiftore Sicke! of the divkng t he
wat er mar k 3\7%n@lgﬂ%ir%gc@s@ggfggrﬁl@gféfﬁékﬂg%mﬁ’ﬁhf@uﬁiher anal og out put
54 for conpaglisnsrovidiWitlpaecicavehgroovedind ame pidenof ithy fhentpendiofd f or
5 outputting the nmusic content after processing by a D/ A convertor,
(optional , saidt liséenvsipt plite is provideshavith @aspringroaded biook Brck;apsaiskssed
by read unit 55, which may be provided with _a, | decrypf function as
descri bed diskhboxfisrleadedtintcrisgid box. halder tdhat isposgwnes, csaig| A a
retrieval unit 61 for retrieving the watermark pattern W and,tq a further
retrieval loadeddmoaglolock canexastlyloeks anto %ﬂtqqncayamﬁ{]o m(i%ﬁﬁ‘éf k W
and control, pattern T are connected to 10 control unit 62. The control
unit 62 is Xled with a one-way unit conprising the crypt ogr aphi c
one-way function F (described above with reference to Figure 3), which
function F can be applied n tines to generate an n-tinmes control pattern r,

and a Co”pﬁgm%ﬁ%%%{xg&%s Qanied i d18fn M Owrh%?sﬁi sgetgiaé SRGARI N Tn

and the wa ne processe control ticket T on output 57
of the con ugy i SR hf urilbSdind &t aiisakB chipved adet her
with the vvg erer(rlaélllggf}ﬁétoén?seﬁ gﬁg}ﬁt&i a a swtch 56, which switch 56 is
oper at ed Eglate m?ﬁ'ékefdiw&i‘ﬂ% gentd tirehd, siidandeadingrodcateekhctipipress
process. nce the output signal representing the content i nformation
is only avelid addreerth of waid isphiagrioaded droddknbockoto tindock fromugiel corcare
information represented by the watermark in conmbination with the control

ti cket. ThgrdadMe.owi ng checks are performed in the verification: W= F(T) or
W= F[err](T) 20 indicating that playback is allowed, or possibly further
repeated tests up to W= F[err](T). The first successful test of a

-ti d.confro T | s. Wi ndi . ;
Val ue m of o1 e WeHdiaK Shatainas Wlamedneri do whe oeids opERR T ¢
th ti f. . { | | i [ ,
or the nunBRADERT Gatnpe ithted ih 3, iR pldidr COHRONE ED P o€ 2P O

a software _rd? any ot her application 25 needing a secure counter.
In an errboyﬁarg(gt fplflﬁér'pl ayer a carrier pattern read unit 59 is

provided for retrieving a mediummark P fromthe record carrier, e.g. from
the servo signals




¢

~of servo unit 58 for a wobble pattern as described in D2. The nedium mark P

i s+eonnect ed to the control umit '62; ;Werein a further check T = F(P)
is perfornmed for verifying the control pattern T and the physical mark
P. The nedium mark P may be coupled to an 30 optional decryption unit in
read unit 55. If encryption has beenjgpplied to the disc content, t he
pl ayer decrypts the stream usAngniltidisk changer Figure 6 shows a
recording arrangenment. The arrangenent 1s a recorder 65 for recordi ng
a recordable disc 66. The recorder has a digital input 72 froma digital
bus for- receiving a signal to be recorded including a watermark W and
a control Ahbstgact. The input WO 98/ 33325 '
PCT/ 1 B98/ 00087 14
¥2 is coupled to a retrieval unit 69 for retrieving the watermark pattern
W and to a fur vering the, conttaol

pattern T. hV\at e&%i?ewgné’%@bhgﬁg‘%d%g% Etgr?anorx;lﬂ{ldis e&@%ﬁ%ﬂ\é‘&‘?@&%i’&om rol
it 71 T ol _upit 71| | i : Ly

conpr 1 51 ngttSHAE i, aofimmah STREUEYSE FHROM PRt 0L ideoGP,
‘ o S . s .

Goner at o ahiyehofipritind o sk Ok S biYel GRE BIBANE ik SHELHES a0

conpari ng é@g%;ﬂggf&sﬁ daiclgﬁée{%xo%‘l,o?gﬂéﬁr,’hFbxaﬁglde?eaﬂ@taebﬁﬁbhl B 1A

time proce ntrol’ t n output 67 of the control uUnit 71 is

swi t ched tghuralisCof ik trays caRas placddo tettherdisk thox e steieTBr dizkscont ent

signal via a switch 68, which swtch 68 is operated by the control

unit 71 i nTheneghddre acobmmodation oftthe confipurationsiofcthet urved plats af 10

the recordi ng nmeans representing the content information is only available
to the recthedabived slot pkite andahosé of the linear slosofdhe Jinsae sloti plagesthei ve and

i ndi cates that a copy nay be made. The recorder, al way R?SSG .t he copy
t

control tidigktseteetor anshopteabpicknp gagnbe idsivem sgwltangousty Y a disk

' the waiSSiegan Thoton |5 uHEvE: seaenHallE es ansolmplsh [ve) aciomsin dbod ment
2t acker AIGGIEENT o B8, ShERP UG mbtiaR, of abE! Obicah BRIGIR" T ther 7
attacker _ | { r ( | ’ e
3PP 0P * fiednfig 90 (AR RO% 0 AR TRJENBa Aok Rt i BEAURIRK e
are comput Sk oA, EndEiloaing: Sinoe, the pectf Svelid oS MBI AND) | ©°

For a di scdrifi@imobters CitHayRie advaithg¥eef 1owepRinibér 6F SonfhorRints Niveld, W i s
20 created as W= F[err](T). The oné-way function G and variable P may be
speci fi ed Jowdr ¢dut! lower eﬁetﬁymomnﬁ%ﬁm, inigdsiniplés & design drd pasiérsher or
a serial nunber of the mastering machine. |f a pirate publisher
attenpts tio mantfactumagticular P, in order to make a bit-exact copy of a
copyright disc, that pirate nust tanper with his mastering equi pnment. The

professionally rel eased disc contains P, T, Wand possibly al so n,

with the above cryptograpQigg Eelation. 25 Legal copies of professionally

rel eased (copyrighted) content on recordable nedia contain wat er mark W
and a ticket T such that W= FM(T), with m=1, 3, 5, 7,... Incase m=1
the content of the disc/nmedia my not be copied any further. Data streans

of professionally rel eased (copyrighted) -content to a recorder contain
watermark Wand a ticket T such that W = FMT), with m= 2, 4, 6,..

In case m= 2, the content yray be recorded and played back



30 one nore tine. » thugh the invention has been
expl-ai ned by an enbodi nent using 4 ldi scias recording nmedium it mAII
be clear that other systens for transferrlng ‘i nformation can be

enpl oyed in the invention. For exanple, the encoded signal and the control

signal may be transferred via a data-network |ike the internet.
WO 98/ 33325 1/5
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Wil st the invention has been described with reference to preferred

enbodi nents thereof, it is to be understggpd that these are not limtative
exanpl es. Thus, various mdifications may become apparent to those
skilled in the art, w thout dg T fromthe scope of the invention,
as defined by the clalns For ? e é@coded signal 5 mght be
distributed on a read-only di S\ [ Whiy/l@ the control sig m ght be
di stributed separately 4 L a watgfp@rk in the anal og domai n may
al so be enpl oyed, although ifAA_2 al/ Yuchonat ermarks are mqre
difficult to retrieve. Unli# ALonﬂroI si gnal ﬁ;jlght be
prevented by encrypting t/“ ) a/ key known to t

destination only, .8 /RN \\ reproducin evi ces or
(a publ |R(éA;<eyAlsupEjt| ed Hy l ' SR - t lpubl iC lke ystem .
e.g : sor ¢ ' &N \ntyr ol si gnal may

addi tional ly be protétyyd : N 0/ or@net hods, or nmay be

additional ly
which is a digital
wat ermark W may be |£
every novel featur*
menti oned 15 |n
PCT/ | B98/ 00087 -

VAN W oy \
rel ated docu , Y 0*‘
encoded ;lu r n , , N 78 \\

Rlfree-copy ticket R,
oontent and/ or the

i es zn each and
Mg 'those within the
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CLAI MS: 1. : Met hod of transferring content information
and suppl enental information - relating thereto, in which: an
encoded signal representing the cor/ént inforq?tion and a watermark pattern
representing suppl emental information ansferred, characterized in

X ting a control pattern,
o

that a control signal is transferred 5 ‘\
LSRR conbi nat i on

the watermark pattern and the controllbat

representing the suppl enent al infornatfeﬁrjffﬁafe" at the watermark
= ~.i/.a-‘-""» pne-way function

pattern conprises the resul t =geg
to the control pattern. 2.

i nformation and suppl enent al i nf or mat i on TR ing |
10 an encoded signal is generated by encoding-“ﬁe!con

mocont ent :
ﬁ%g, i n which:
: rmation in

o

accordance with a wat ermark pattern represenqing4é, Plezrent a
information charactized in that a contngé i gnaleX srgner at ed
representing a control pattern, the waternmar iern-@asd t he control

pattern in conbination represent the sugp and in that
t he wat ermark pattern is generated by &9 function to
the control pattern. 15 3. Met hé o LBHRR supf@nent a
information related to content information, g QI > a waternmark
pattern representing supplenental informatiqgsfs ST om an encoded
signal representing the content information and the ’/n"::g pattern
characterized in that - the wat ermark patt44b g 3 ontr&? pattern in
conbi nation represent the supplenental 20 info 3etl in that the
control pattern is processed by a one-way4#mci#0 A N thg t he
suppl emental information is verified by conpsfin o Wat’eRerdr i pat t ern and
t he processed control pattern. g 4
transferring content information and relate
via a transfer signal conprising an encoded si
25 transmitter for transmtting the transf
conprises an encodi ng unit for generat
encodi ng the content information in ac$<
pattern representing suppl enental infofne
t he transfer signal, which receiver e
retrieving the watermark pattern,
signal further conprises a contro

d R

5§§F €m conprising a

i ransmtter

’/éd st ghal by
wat er mar k

giver for receiving

unit for

$he transfer
50
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representing a control pattern, the watermark pattern and the control
pattern in conbi nation representing the supplenental information, and
in that the transmtter conprises a one-way function unit for

generating the watermark pattern in 3&pendence on the control pattern, and
in that the receiver conprises a further one-way function unit for
generating a processed 5 control pattern and a conparator for verifying
t he suppl enental information by conparing the watermark pattern and
the processed control pattern. 5. Arrangenent for
generating an encoded S|gnal Ry ch rangement conpr S an encodi ng
unit for generating the enfeeéy Q‘gn by encoding content information in
accordance with a watermark pttyg epresenting suppl enental information,
characterized in 10 that the ‘&g ghygenent conprises a control unit for
generating a control signal reprr”-\\lng a contrEi?rmutern, t he

wat ermark pattern and the controly\payiern in conbi naty representing
suppl enental information, and a o R function unitpfor generating the
wat ermark pattern i n dependenge - the control p ern. 6.
Arrangenent as clained in claimb5,§ ;terlzed in that the arrangenment 15
conprises a transfer unit for gene R transfer signal conprising the

/i‘

encoded signal and t he control \s \ \ Arrangenent
as clainmed in claimg, characterized)din \\ e one way function uni t
is arranged for g-'4\\t|ng an-tine --ont ol pattern by passing
t he control Mn n tinmes t hf ough a\g ‘?\>oraph|c one- way functi on,
n being an intege 20 8. A Arrano;ua as claimed in claim?7,

characterized i \\3 i ndi gating that =o@C generation of copies
i s allowed. ! \ Af r angenment as chgi in claimb5,
characterized in ¥ arrangenent conpriNges ®n identification unit

for including a re
informati on. 25 10
representing conten

dent\\lcatlon code in t‘g\ suppl enent al
Aw angenent for proces

i on'y and a wat er mang
suppl ement al i nf or mat Non, i ch ar.rangenent conp
for retrieving the wate pattern, characterzed in
arrangenment conprises a\gonjrol unit for receivig a coatz=edh signal
representing a control pattern, the waternar paﬂlﬂ‘W' nd the contro
pattern in conbination rejggesenting 30 supplenentgl iNTorfation, and a
one-way function unit for o-neratlng a processed c:W\ ol. pattern and a
conparator for verifying thé& suppl enent al |nfornat|® by /conparing the

=t ern representing
aretrieval unit

"watermark pattern and the processed ntrol pattern 11.
. Arrangenment as clainmed in cl & m 10, chgracterized yn that the one-way
function unit is arranged for\generati a n-time/progessed control pattern

by passing the

10




control pattern n times through a cryptographic one-way function, n being
an isnteger > 0. 12. Arrangenent as clained in claim 11,
characterized in that the control pattern conprises a first part
and a second part, and in that the arrangenent conprises a
conbi nation unit for conbining the Eé%ine processed control pattern and the
second part of 5 the (n-1)-ti processed control pattern, the
out put of the conbination unit being coupled to the input of the
one-way unit. 13. FA___A_Awéangenent as claimed in claim11,
characterized in that the arKangemert— conprises a contfol uni t
- for outputting a further cont oI si gnal 'eqqesentlng the n-tine

processed control pattern, 10 14.

Arrangenent as claimed in claj ed in that the corparator is
q

arranged for determ ning a vdjue\ mparison of th ter mar k

pattern and the n- 1N o trol pattern at 1 and at

pattern_and the

| east one further conparisp
(. Dei ng the val ue of resul ting

n-time processed control

in a successful conparisfof.] YA\ N K EWrangenent as claimed in
claim 10, characterized/y ”fﬁ A\ % . conpri ses an
output unit for outputty PURISA d genting the content

i nformation y en % S -~-nt i nformation.

16. Ar r angép 24 Ned N Y cterized in that the

output unit is a ,
on a record carrief/
claim 13 and 16, '

‘p ng t he output signal
J“‘ xent Bs clained in
ing unit is

arranged for r 18.
Arrangement 3S @ in-that the output
unit is a m= 3.

19. ¢g§ cPai ned in

t hat the

20.

ng unijt i ;
ds._cllai ned i pn/
arr angement g" 3 ¥
signal froma @
conprises a CalrTY
the record chrle
processed carrier

Encoded signal for X
represents contenqn n
suppl enent al
pattern conprises thaT®
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pattern processed by a one-way function, the watermark pattern and the
cont:rol -pattern in conbi nation representing suppl enental i nformation.
23. Control signal for use in the arrangenent of claimb5,
characterized i-n that the control signal represents a control pattern for
controlling an encoded signal representing 5 content information and a

wat ermark pattern, the control patterh and the watermark pattern in
conbi nati on representing suppl enmental information, which watermark pattern
conpri ses the result of the control pattern processed by a one-way
function. 24. Record carrier carrying thereon the encoded
signal as clained in claim 22 and/or the control signal as clainmed in
claim?23. 10 25. Record carrier as clainmed in claim24,
characterized in that the watermark is indicative for a n-tinmes contro
pattern, which n-tires—econt+el—patterA—aft-er—proeess+Ag n times through
a cryptographic ong-way function corresponds to the watlermark, n being an

i nteger > 0. pattern processed by a one-way fundtion. 26.

Record carrier as ¢lained in claim?24 or 25, characterilzed in that record
15 carrier conprifes a carrier dattern, the watermark |pattern conprising

the result of the farrier pattern processed by a one-wgy function. 27.
Record carrier as ¢lained in claijm 26, wherein the encqded signal is
represent ed _a _nmpdul ation pat{grp of var '

characterized'in t hat the brd carr

of vari ati on&of —afphystcal—pa rer20—
in adifferent wayjthan said repregentati
28. Recorfl carrier as ¢llajned
said record rrief is of i
si gnal bei ngFépre
det ect abl e marks i

Yony O% _a physical paraneter,
jprifseq a further pattern

Esgntijgfttre carrier pattern

t he ¢ncqded si gnal

im24, {characterized in that

bl ¢ t\pe, the encgded
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