-1+ A SYSTEM RESTORATI ON METHOD CAPABLE OF RESERVI NG UPDATED DATA FI ELD OF
THE { NVENTION 5 This invention relates to the conputer tecmmm,mmuwmmmw '
especially involving a systemrestoration nethod capable o he
updat ed data when the systemis being restored. BACKGROUND OF*§érs+

| NVENTI ON 10 I n public places |like the conputer roons in the school or

cybercafe, one conputer is generally provided to multiple users in
different tine periods. This plan hag obvi ous- advantages. However, there is

al so insufficj ' ' i | vi dent
problemis tAS%W%Q@WMﬁ?mﬂéﬁﬁr@ﬁm y (faulty
operation/catching viruses, etcyUppRU¥ED PATAhe files or configuration of _
the 15 system it may directly influence the normal use of the users com ng
later. In order to solve this problem a relatively typical solutionis to
install h i . Thus, only with a restart, the software
system caﬁiﬁléﬁoéér’[r}?%?ﬁﬁéﬁ%f%ﬁnal status. The principle for the
real i zat i QRisGhventionBdlateelthe sdmpiteniethitels domay espedinlly Snviohiing ¥ sydfenh 0
intercept the wite operation towards the disk, and then redirect this
wite opeFestargion meded sepatle pf swserving theappdated,data when, the,systaon imBFIPE r ecor d
t he corre%g%q%gnt rel ati on between this wite operation interval and the
Inte

redirecte rval. At last, finish this wite operation. Wen the disk
wite operation is intercepted, carry out determning treatnent with the

conbi nati on of the corr ndent r ion of the recorded 25 redirected
I nterval . WKQ@WW%E&&E&WNﬁ@&vaI has no intersection with the

intervgl 1 public places like the computer rooms in the school or cybercafe, one computer is

generally provided to multiple users in different time periods. This plan has obvious
advantages. However, there is also insufficiency in the practical operation. One
relatively evident problem is that when the last user intentionally or accidentally
(faulty operation/catching viruses, etc.) modifies the files or configuration of the-
15 system, it may directly influence the normal use of the users coming later. In order to
solve this problem, a relatively typical solution is to install hard disk recovery card.

Thus, only with a restart, the software system can recover to the original status.

The principle for the realization of common restoration methods (Figure 1) is mainly
20 to intercept the write operation towards the disk, and then redirect this write operation
interval to free interval to write in and meanwhile record: the correspondent relation
between this write operation interval and the redirected interval. At last, finish this
write operation. When the disk write operation is intercepted, carry out determining
treatment with the combination of the correspondent relation of the recorded
25 redirected interval. If this read operation interval has no intersection with the interval
in the recorded redirected correspondent relation, implement read operation according
to normal read procedures and finish this read operation at last; if there is intersection
between the two, first read the content of non-intersection interval according to
normal read procedures, and then combine the correspondent relation of the redirected
30 interval to read the content of this intersection interval that is redirected. After

combing the content read from the two kinds of reading operation, complete the

AR ‘

__XGO00M* _ .




in the recorded redirected correspondent relation, inplenent read operation
according to nornmal read procedures and finish this read operation at |ast;
if there is intersection between the two, first read the content of
non-intersection interval according to normal read procedures, and then
conbi ne the correspondent relation of the redirected 30 interval to read
the content of this intersection interval that is redirected. After conbing
the content read fromthe two kinds of reading operation, conplete the 2

readi ng operation. Combing .t he processing of read and wite operations by
t he above%éﬂ‘t“ﬁo?%eﬂatfoélsmlp% ﬁhgrPSE]?eéﬁ?gt ereF%ﬂngr At eoﬂpf)r%‘_ér}sa% g}h’f y needs
to empty iR ehRafiorned rTERSBAGE Brilordnt A tedtdrfontfi6erabin £ aéd té BhptyMAe and the
space occupied by the redirected interval after the restart of the system

t o recovelast pastespondsat eelationt efnthe gedireetw ntdryal ead the spass areupisd by thehi eve
the goal gof.restoratio L, -wth the d | f.the ¢ ter, the
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mai nt enan has’been i nst a milar recovery

card wist hofigahlonatd @ asftoAckibathb @eanE sestdratidil. esone when the sof tware al so
requires regul ar updating. Generally, the 10 adm nistrator is required to
first use the adm nistrator access to switch the conputer to the

non-rest ofdt).0f Shf e ded @E&n f 8 Ahdpuld? SRV kiR Thad3SdAtht BfnpURfat € the
sof t war e, H‘éete él}b tﬁleﬁll?eset {:}gg I on0 s@at ugnfpuca’ncel {nﬁe ad%i ni st rca{ngr access
and at | ashichdsk deén inbtalled/ with Bimifsppedosatyl oard with nestdratien Runbdorobecorichod t 0
mai ntain tens or even hLi.lndr eg‘% of conputers is_ of | gw, ef féci eqc :

troublesome when the software also requires regular updating. Genera 1y>,/ the

10 administrator is required to first use the administrator access to switch the computer to

the non-restoration status, and then restart the system, install or update the software,

set up the restoration status, cancel the administrator access and at last restart the

system. Apparently, using this kind of method to maintain tens or even hundreds of

computers is of low efficiency.

15

SUMMARY OF THE INVENTION
The purpose of this invention is to provide a method to safely control and update the
software system on the basis of the realization of the restoration function.
20 |
A system restoration method capable of reserving the updated data includes the
following steps:
Step I
a) Designate the reserved space for redirection in the disk;
25 b) Designate the first space used for the recording of correspondent relation in
the disk or the memory;
¢) Generate the private interface used to update data;
The said reserved space has been pre—divided. prior to the startup of the
operating system, or it applies to the operating system for reserved space after

30 the startup of the operating system.



15 SUMVARY COF THE | NVENTI ON The purpose of this invention is to provide a
nmet hod to safely control and update the software systemon the basis of the
reallzation of the restoration function. 20 A systemrestoration nethod
capabl e of reserving the updated data includes the follow ng steps: Step

a) Designate the reserved space for redirection in the disk; 25b) Designate
the first space used for the recording of correspondent relation in the

di sk or the nmenory; c) Generate the private interface used to update data;

The said d h b -divid ior, to th tart f th
oper;t:ngrgigégﬁﬁds g&ﬁ“& ) F%ggF gﬁﬁﬁj%LE%'f&hagéV§§§ﬁF$B§ﬁﬁé§§§§gd spgce

after 30the S&i?écftl?}ptaﬁget tah hO RBA-ASeR@d SYPaEE Mnstead] OF RS nitREbAKIAtdsBFed he
reserved space, all read and wite operation of the users directly target

at the non-respceed space, instead of the mentioned reserved space. 5 Step
[l Intercept the read and wite operations of the disk by the upper |ayer
software. The read and wite operations intercepted can be processed as

foll ows: Stepll
Intercept the read and write operations of the disk by the upper layer software. The

read and write operations intercepted can be procéssed as follows:

About Write Operation
10 a) If this write operation is not initiated through the private interface, redirect the
original disk space aimed by this operation to the reserved space said in Step 1, i.e.
writ the data involved in this write operation in the reserved space;
Also record the corresponding relation between the original disk space this write
operation focuses on and the actually written in reserved space to the said first
15 space; in other words, the original disk space this write operation focuses on has

been redirected.

b) If this write operation is initiated through the private interface, carry out the write
operation directly without redirection processing according to the normal write

20 operation procedures.

About Read Operation
a) It this read operation is initiated through the private interface, carry out the read
operation directly without redirection processing according to the normal read

25 operation procedures.

b) It this read operation is not initiated through the private interface, carry out the
followiﬁg determinations with the combination of the corresponding relation
recorded in the first interval:

30



About Wite Operation 10 a) If this wite operation is not initiated
through the private interface, redirect the original disk space ained by
this operation to the reserved space said in Step |, i.e. wit the data
involved in this wite operation in the reserved space; Al so record the
corresponding relation between the original disk space this wite operation
focuses on and the actually witten in reserved space to the said first
15space; in other words, the originaly disk space this wite operation

focuses on been redirected.. |f this wite operat.,on is.initiated
thr ough ¢ et (igrael it s gt etin Apoisty b bkt FeBRh Pl B rBferedbt |

Wi thout 1 edini@edll QifryP6 GRS fdal DpeaGieh de@ﬁdih%_t& AR MRmARfealMprdRdw@oRRd at i on
procedures. About Read Operation a) It this read operation is initiated

t hr ough t hecqmpletgithis resdeprratien atlasti y out the read operation directly
Wi thout redirection processing according to the normal read 25operation
procedures. b) It this read operation is not initiated through the private

interfgace, HFaheintetial thterdaldpewitiof foalses ohnakiiorsedlidrwithethe gefetenaé i on of
the corresponding relation recorded in the first interval: .4 If the

interval th®tnetldcYpe Pk T9A TEEAHSBOTOMCIRRRIGH Of Mt PRETLFIEFFIRN tIAICF YR
reference | %Sfd%@ r%?ﬁlﬁ?/regH%rci]cgﬁul%?aag fOPRE 3bateht iﬂ‘iﬁffn‘éétrg&fi@? tirﬁél%alnm rral

read procedures conpl ete“thi's réad operation at |as e I nterval
t he read opmadtrelenadtocunsas foomhhe resdresds epdce cavcoddiny tdehe edrespondent nt er val |

carry out re?d, operation on the, cqntg;i O(L the non-inters ctior] i nterval
accor di ng t BlaipRerveen his thtgsectiandatenad apgtheprperyed ipash apqreafdeleyanty sect i on

intervgl , T Egafledi$! FHfR the CRGE sh_ﬂ&mefthﬁst[ CRRIBYRI tRPR6ReAC HPTHE Nbnt O t he
correspondent relation between this intersection interval and the reserved

space, and ingexstctieh espacet add) thatoint thet inteirseotion Ispageercad vand Bpiak ghisatead ast |
conbi ne the co ter_1tt in.the Q’(f)rt]-i nt er secti on ST ce%a{%nd thhat Lntt.he

i nt ersect i ofPLHLTe Hege &5 09§19 SPWREHFEUFERgn oféélr I theGonents I the o ot
sequence r efe-neérB&tion Ontéreadiang thee imeRé@idhS itérvhN €TRO NfollBwWiHES ekl ON
interval and the intersection interval. The following three conditions are
accept abl e: camglitions are acceptable:

15
a. First read Content A of the non-interaction interval and Content B of
the intersection interval from the non-reserved space, and then read Content B*
correspondent to intersection interval from the reserved space and afterwards
cover the Content B of the intersection interval read from the non-reserved
20 space with Content B* of the intersection interval read from the reserved space

to form a complete content of AB".

b. First read Content A of the non-interaction interval from the non-
reserved space according to normal procedures and then read Content B'
25 correspondent to intersection interval from the reserved space. After

combination, the complete content of AB" is formed.

c. First read Content B" correspondent to intersection interval from the
reserved space, and then read Content A of the non-interaction interval from
30 the non-reserved space according to normal procedures. After combination,

the complete content of AB" is formed.



a: First read Content A of the non-interaction interval and Content B of
the intersection interval fromthe non-reserved space, and then read
Content B correspondent to intersection interval fromthe reserved space
and afterwards cover the Content B of the intersection interval read from
t he non-reserved 20space with Content B of the intersection interval read
fromthe reserved space to forma conplete content of AB. b. First read
Content A of the non-interaction intérval fromthe non- reserved space

according to-hornal procedures.and the ead. Content B _25corr.espondent to
ot e secti on ThABR,Ee PG Hierd Fate Ooth BN Blne iR HHER00T e

conpl et e ey reodrdAdBin the firarinetal deringthe sikrit¢ epdatindredss;B' corr espondent
to intersection interval fromthe reserved space, and then read Content A
of the non-interaction interval from 30the non-reserved space according to
normal pregedires. After combination, the conplete content of AB' is

f or med. The said reference interval refers to all the intervals going
t hr ough r Bdienecdrrying aoud Hstcng restoratided eiupty hhe fdongint | useér tvalrecdrd itheg t he

wite operation process; .Step. ||
correspondent relation in the first space.

If the reserved space is applied with the operating system after the startup of the
operating system, release this reserved space.

10
If the said reserved space is pre-divided prior to the startup of the operating system,

no operation is required.

One thing that needs explaining is that when using the method of this invention to
15 carry out system restoration, the process of emptying the first space and releasing the
reserved space selectively has been completed before entering the user login interface
after the restart of the operating system, which is the same as the existing technology.
For example, the first space will be emptied when the computer is shut down, while
the selective releasing of the reserved space will be finished upon the restart of the

20  operating system.

Since the read and write operations on the updated data are required to be initiated
through the private interface, they will be kept in the disk, and will not be deleted
even when the system is being restored.
25 |
A safe and controllable private interface is added in this invention on the basis of the
system restoration methods using existing technologies for the use of upper layer
administration program. When intercepted read and write operations on the disk are
carried out through the private interface, the operations in this area will be directly
30 implemented without redirection, and at last finish the read and write operations

through this private interface. Therefore, when the system is restarted and restored,



5 When carrying out systemrestoration, enpty the content used to record
the correspondent relation in the first space. If the reserved space is
applied with the operating systemafter the startup of the operating
system release this reserved space. 10 If the said reserved space is
pre-divided prior to the startup of the operating system no operation is
required. One thing that needs explaining is that when using the nethod of
this invention to 15 carry out system restoration, the process of enptying

the first space and rele he r ser ds e

compl et od TEEPGER RHLER It R v STEieR o0 Pa chmire SEH e R8T or ¢ ne
oper at i Ngcditéit Prouphd 'tlié"privfaté ih@erﬁa@éres ib%eﬁv@& Eafbedh hes te®Ba.0the Rorkload

exanple, the first space will be enptied when the corrputer is shut down,

whi | e t hefasdhe oaintenanet ofshagormputehis greatly taddceshand invthg msantime kiged upon
the resta the 20 .operating system Since the read and wite operations
on the upgg’flglc!il% tpéo‘gged)reqw red to be initiated through the private
interfgce, they will be kept in the disk, and will not be del eted even when
the systemis being restored. 25 A safe and control | abl e private interface
is added in this invention on the basis of the systemrestoration methods

usi ng exi BE DES Nekg upper ayer adm ni stration
program &#e‘n i'n ercep reagran wite operatlons on the disk are carried
out through the private interface, the operations in this area will be

directly 30 i mpl emented without redirectian, and at |ast finish the read
and writ eFEyEs At 1Sothe scheetim diagram dpr the eripcipler phthe. replaation Pl SYSigRn t he

systemgi S dseitfnlBoheNn tRSLQEEE technology.

Figure 2 is the schematic diagram for the principle of the realization of the system

restoration method capable of reserving the updated date of this invention.

15 DETAILED DESCRIPTION OF THE INVENTION
The data updating method of this invention is explained with the combination of the
specific hardware and network resource. Take the updating of the game data as the

example.

20 In the following detailed instructions, specific details have been described to provide
a comprehensive understanding of this invention. However, the technicians in this
profeséion will acknowledge that this invention can also be implemented through

other similar details.

25 Although this invention is not limited to this, as a specific embodiment of this
invention, one condition is that there are two partitions, C partition and D partition in
the hard disk with the installation of Windows XP system in C partition, and the D

partition is for reserved space.

30 Refer to Figure 2. Use the method provided in this invention to carry out the

restoration of the modification of the content (for example, the original content is all



6 the content witten in through the private interface will be elimnated,
but the updated content through the private interface is reserved. Through
t hi s method, the workload for the maintenance of the conputer is greatly
reduced, and in the neantime, high flexibility is provided. 5 BRI EF

DESCRI PTI ON OF THE DRAW NGS Figure 1 is the schematic diagramfor the
principle of the realization of system 10 restoration nethods in the
existing technology. Figure 2 is thegschematic diagramfor the principle of

the realization.qf the system.rest.orati on net capabl.e of .reserving the
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conbi nation of the specific hardware and network resource. Take the
updat i ng partition Thempdatingsteps arhies feldawpl e. 20 In the fol l owi ng detail ed

instructions, specific details -have been described to provide a
conpr ehensi ve understanding of this invention. However, the technicians in

this psof gasinihod Ipkovadddnpiiggigeventiah dahitse rdaMiedd kigbugamvrat Sesthation
i npl ement ed thrOtFngf§ other simlar details. 25 Al though this invention is

not |im t&aftwases seidwares gikudes cane ypderlyiesitdrble pragsamn Rier-8Ys, fohe

condition_] a r ‘ LA ti on Y AN jtion in
t he hard %’llag?jlefn %Jhdt ?ﬁe‘ﬁllpgé?%{eﬁgﬁgﬁg%%b%ﬁlgg%s&%gé%e?gﬁ]é%rgxpa H’ti on,
and the DDpgfingi theoninitiutibnr stage,erDevers psc attachéd O AAJheofsyttt fdquipimenect or of
File Ain C partition and the reservation of the con}:&lnt (for, exanple, the
origi nal viceNdanddiskyplumsh) represepang G paridtin shroygh pheecall jof 8y titi on.
The up@at kRgrish FPRAhDeIRe! PhisdWher tENGpRIJAOSE MiLPHHIEGysNiielledd lafiyent i on
can be realized through wite restoration software. Thi s software includes
an under | wiritgopbraticen jortbgdeskn aréx ofv€E rpastition dfcthe sysepicen benutemaptadpBris | ayer

dm ni strati . f . i the initiati
Stage D PrprsR SERETInd AR, MG indiathLhy BioniPe, st ol unel
repr esent pRfgeBNVRAE, tahll QR idtBYcited by iR redl bpeRatichyBtreblediR chdiNdédnihile, it

| oAtt achDevi ce. Thus, after the operation of this Driver.sys, the read and
write opeewsicoanpther havale skvige @amef \ISviea\Rassthor dor exampis by ellingrthpe

i nt er ggpt iI.S..Driver f i i nt.er j ed by
8P S B GRS DA B S R AL B el
oper at i onimé&fdde dbragidRergitheMaanwhi | e, it creates another private device
name, Devi ce\PassthruC for exanple by calling the

Also, apply a part of memory space when this Driver.sys initially runs, like

designating as Map, used to record the corresponding relation of the redirection

20 interval, i.e. the first space.

Meanwhile, apply a part of disk space from D partition, designated as Sway, used to

save the content after redirect operation, i.e. reserved space.

25 When the user carries out modification write-in operation on the first séctor of File A,
for example, the content of this sector is all changed into OxOO, and then it will be
intercepted by Driver.sys. Afterwards, it will enter ProtectWrite interface. During the
execution process of this interface function, first call the system function
ObQueryNameString to obtain the name of this write operétion initiation device as

30 \Device\HarddiskVolumel. We can get to know that this operation is not initiated

through the private interface, and thus this write operation content is written to the



15 system function of |oCreateDevice for the use of Manager.exe, i.e.
generates a private interface for updating the data. Al so, apply a part
of nmenory space when this Driver.sys initially runs, |ike designating as
Map, used to record the corresponding relation of the redirection 20
interval, i.e. the first space. Meanwhile, apply a part of disk space from
D partition, designated as Sway, used to save the content after redirect
operation, i.e. reserved space. 25 Ween the user carries out nodification

wite-in rati o n the first sector of File A . for. exanpl e. the content
of thi s s BB arrctLIRF phsiiombernelEd Sidbspacsrirebiting £l 3 BBt Rl et ed by
Driver. sygwWhliteBlldas dnisH thaVirédireBfde lof RhOtwWEfe\VWpdr&idnNtNMEdnasle, Burtheg t he
execution process of this interface function, first call the system

functi on DisGeusly NppH&t Mapg recorbieaielation of miiswedirection & slrgw thap e fixst on
initiatiop j.ce,a \ Devj ¢ r.ddi skVol . n t to know that
this oper %%C?OE#I%SAH%{%%B?CR% attoetgét r§tosue§%)r {) eg%a i \é\étli\ésv%’i n SeFV?i gec{ae,qugsﬁdgt hus
thi's wsit eorgpleted! WienCthoteet updatesr thetfist bextdrhef Fife B ttabugheMaaiigedfexé he

previ ously aegl i ed Swap space through the call of system function

ZWW i t eFi PVidsdthynthgsoftiare systane of ithip iyentipe (foriexamplse tha caent g dhewni 1 e, in

t he previ Y pld ]j\/FCp cord t. | QF i i i to show
that the ?#?Asrtls g‘@c%ﬂgrﬁ g I eoi\ﬁﬁéﬁgee P%géﬁg@do%hggf%ﬁe’? é@%%o%%ftﬁgwap. At
| ast, t hi private device qamst\Desicb\Passthph€t dHus, Wieen it e intereeptap byt Bevdrisgs f i r st

sector of Fj]e B through Manager. ex rovi ded by the software system of
this i nvefd mlfm@}teﬁspaﬁraie&‘f%’%%ln%ﬁe rie gig ﬂléeyr%tmla#wflgx?ﬂl%ﬂ%m@ed to
OKFF) ,10t hf WDy e PRSIHRLICONs Woblajd@ Fi%_ﬁgl?_dtlfémcaflhro@u tdr® fci¥ARt erdevi ce

nane \ Devi ce\ Passt hruC. Thus, when it 1S intercepted by Driver.sys and
i mpl enent ©8QueryMaoteString Soew¢ knew fthat dhe pperation tsentiatedahiomghite priwdte on

devi ce na 0 of. \.Devi.ce\ Passt hruC i s i hrough the ca]l aof system
unct 1 on. BrerEey YRR MEEEP PRGOSk a2 nEEriE BB, FERE Hromdh ¢ 21 eq
t hrough t hglingétionahid tiherfirGEintdaietirst fictor GFFlletB @ finidh HIRCHtive fghést
ZWNViteFile wthout going through redirection, and then wite it into the

first sectweughftheprivatginterfaceni sh the wite request through the private
interfgce. 15

When the user carries out read operation on the first sector of File A, it will be
intercepted by Driver.sys at this moment, and enter ProtectRead interface. During the
execution process of this interface function, make the intersection between this read
operation interval and the corresponding relation in the Map, and we can discover that
20 this read operation interval has already been redirected to the first sector of Swap.
According to this redirection relation, Driver.sys can read this content (all is 0x00)
from the first sector of Swap and finish this read request by calling the system
 function of ZwReadFile. If the first sector and second sector of File A are read, the
content of the second sector of File A not redirected can be directly read. Then, the
25 first sector content of Swap redirected will be read. After combining the contents read
in the two tiinés, this read request will be finally completed. However, as for the
reading initiated by Manager.exe through the private interface, the redirection
processing is not required. After carrying out the read operation directly, this read
request is completed. |
30



When the user carries out read operation on the first sector of File A it

- Wll-be intercepted by Driver.sys at this nonent, and enter ProtectRead

interface. During the execution process of this interface function, nmake
the intersection between this read operation interval and the correspondi ng
relation in the Map, and we can di scover that 20 this read operation
interval has already been redirected to the first sector of Swap. According
to this redirection relation, Drivergsys can read this content (all is

Ox00) from,the first sector, of and fini this read_r est by callin
Che byt olneliing risferndS SiheianARE r@lpion SRl Bind g s BHTBREL oCror oF
File A arRap@asbedn@nsRatad reledsed Rors BeRAGdsRE B EheXonfpute. At ihd pdifi r ect ed

can be directly read.” Then, the 25 first sector content of Swap redirected
wi || be rids possihleto @pplyi hiertpin entewripess 8nd aelsd namet ih@s INRp. tAntos the hi s read

Vanager . extron R el B s v RGN pZlou Bl B o SARKT ikl g s

not regqui F&dexafiples thetwef Yarfigs utithé Fadropeshtionohakéd Akt séct@ifiRile A Mtér. r ead
request is conpleted. 9 Wen the systemis restarted and the restoration

syst em r ufis thigjaoment, there igg1o ragisctien Talatipmiadhis seqtorefdYiap @nd fepsiditesds ed upon
t he shutd aelelncs) : - i bad i y a
certain cgagggg%ygst%gce angtogFgg& %%}ET%! ti%trQ%Hstﬂk/gB.gﬁ%sﬁF@?&tﬁf@h %v(}va"%%g’%h ed in

t he | ast OxOCewrittén trathe ast teled b€ cheafindt seetoajpifFiled\ sgas to avhiavetixegbaliofectly. 5
For exanple, the us?r arries oyt the read ogqerati on 00? the fj r,?t sector of
File A | atestoratign. ApfQr the Frafopetaien sarrigd Rut indbe At sectt of Eilgdh smifaln hi s

sect onoof refiRhe 20Heh B s Migtehlay GRlik xie, %M@B{?é?nEPOQBB?”TIQ&e%Y@%QF' le to
read the originally content (all is OxAA, not 00 witten in the | ast
tinme) of cdndertireasitat dosmomeonf isklll0xFR, athieving the godliof vesetvimg the alpdate.
restoration. As for the read operation carried out in the first sector of
File B, simlarly, 10 read the content of this interval (all is OxFF, not
original @xB&igh sOARS EaedcBeristiBEaridR t@Mking8Acthéd of thiSinWerRIM ark YedribedX FF,

achi eving the goal of reserving the update. Al though sone characteristics
and a reah¢rg mpnyemedificetion,hreplacament; | dangg andeeprivaheny teplasementnyvill

nodi fi,cat | r At C: . i t i .15 energe
for tHs t aapmedRElR el an ARG ARGH SR AR, leTRbACEIE Ropllobunig 0 0™t
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Cainms 1. A systemrestoration nmethod capabl e of reserving updated data.
Its features lie in the foll ow ng steps:



5 Step | a) Designate the reserved space for redirection in the disk; b)
Designate the first space used for the recording of correspondent relation
in the disk or the nenory; 10c) Generate the private interface used to
updat e data; The said reserved space has been pre-divided prior to the
startup of the operating system or it applies to the operating system
after the startup of the operating system 15Step Il Intercept the read
and wite operations of the disk by tpe upper |ayer software. The read and
wite ope& tions intercepted can be processed as follows: About Wite

Oper ati on If this wite operation is not initiated through the private
interface, redirect the original disk space ained by this operation to the
reserved space said in Step |. b) If this wite operation is initiated

t hr ough t he lpr Awsistem rasteration enethogrqapatle of raserving updatsg dpta: [to featiireslie | y; 25

About Read 99 e%%h@@hn%&%@:this read operation is initiated through the

private intertace, carry-out the read operation directly;
5
Step 1
a) Designate the reserved space for redirection in the disk;
b) Designate the first space used for the recording of correspondent relation in
_ the disk or the memory; '
10 ¢) Generate the private interface used to update data;
The said reserved space has been pre-divided prior to the startup of the
operating system, or it applies to the operating system after the startup of the
operating system,;
15 Step II
Intercept the read and write operations of the disk by the upper layer software.
The read and write operations intercepted can be processed as follows:
About Write Operation
20 a) If this write operation is not initiated through the pﬁvate interface, redirect
the original disk space aimed by this operation to the reserved space said in
Step L.
b) If this write operation is initiated through the private interface, carry out the
write operation directly;
25

About Read Operation
a) If this read operation is initiated through the private interface, carry out the
read operation directly; |
b) If this read operation is not initiated through the private interface, carry out
30 the following judgment:



b) If this read operation is not initiated through the private interface,
carry out 30the following judgnent: 11 If the interval the read operation
focuses on has no intersection with the reference interval, carry out read
operation directly; If the interval the read operation focuses on has
intersection with the reference interval, carry out read operation on the
content of the non-intersection 5 interval directly; as for the content in
the intersection interval, read rel eyant content fromthe reserved space
according to tﬂe correspondent relatio& bet wee this.intersect%gn i nterva
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non-intersecti QfereR@RGRteARM aft§lout feall Beerafibifdis&elyi on space read and finish
this read operation; 10The said reference interval refers to all the
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system after the startup of the operating system release this reserved
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interval and CogteiitinBhehohlitersadtiphsspate amd ithat éii e irtérseativhepanreadser ved
space, and then read Content B correspondent to intersection interval from

the reserved spatBmghfusread ppefatidticover the Content B of the intersection

intervgl read ThoQilh&reftaBe [RGPAMERrSRAMEMYIAErERHoRY thibughrediricitn
intersection interval read fromthe reserved space to forma conplete

cont ent of AB' and being recorded in the first interval during the write operation process;

Step IIT
When carrying out system restoration, empty the content used to record the

15 correspondent relation in the first space; if the reserved space applies to the
operating system after the startup of the operating system, release this reserved

space.

2. Like the system restoration method capable of reserving the updated data said
20 in Claim 1, its feature lies in that in the read operation b) of Step II, first read
Content A of the non-interaction interval and Content B of the intersection
interval from the non-reserved space, and then read Content B* correspondent to
intersection interval from the reserved space and afterwards cover the Content B
of the intersection interval read from the non-reserved space with Content B* of
25 the intersection interval read from the reserved space to form a complete content

of AB".

3. Like the system restoration method capable of reserving the updated data said
in Claim 1, its feature lies in that in the read operation b) of Step II, first read

30 Content A of the non-interaction interval from the non-reserved space and then



3. Like the systemrestoration nmethod capabl e of reserving the updated data
said in Caiml, its feature lies in that in the read operation b) of Step
11, first read 30Content A of the non-interaction interval fromthe
non-reserved space and then 12 read Content B' correspondent to
intersection interval fromthe reserved space. After conbination, the
conplete content of AB' is forned. 4. Like the systemrestorati on nethod
capabl e of reserving the updated datgpsaid 5 in Caiml, its feature lies
in that in the read operation f.Step Il,.first . re Content B

cor r espondenftad GORiERt s&%?%ﬂn‘?%’f g‘? \V&Frs%t’d’ﬁ 8114 aiefg)é? \a}lcéj‘?jr?BIa’E‘é,Sp%‘??d t hen
read Cont entaffer@bmbiMatifRhé BiBpleeidofRnt S SBVAlfofi@M t he non-reserved space.
After conbination, the conplete content of AB" is forned.

4. Like the system restoration method capable of reserving the updated data said
5 in Claim 1, its feature lies in that in the read operation b) of Step II, first read
Content B® correspondent to intersection interval from the reserved space, and

then read Content A of the non-interaction interval from the non-reserved space.

After combination, the complete content of AB" is formed.



