WD 03/ 017682 PCT/ US02/ 25750 1 APPLI CATI ON LEVEL ACCESS PRI VILEGE TO A
STORAGE AREA ON A COWUTER DEVICE Field of the Invention [0001] The present
i nvent i onwoedsatias2t 0 processi ng of applications for use i rp@E/coRRstser
device, and nore particularly, to the storing of applications in a file
structure and limting the access of Hhpplications to the storage area on a
conput er device. Background [0002] Wreless conmuni cati on has experienced

expl osi ve growth iAPRLE@ATB@NLE%’EIDHS@@SSWIVIEE@ESGS rely nore on

their wirel ess | £ /Pr ?WTER%E‘VW d| gital
assistants (PDAs), Ww reless serV| cé provider i.e., carriers, strive to
provide additional functionality on these wrel ess devices. Thi S
additional functionality will not only increase the demand for wreless

devi ces but also increase the usage anong current users. [0003] The
envi rdﬁﬂérﬁftbﬁlweﬁﬂﬁbl ess device creates uni que chal | enges when one

ders Vi of
d8 oo ng ERLABGHH A 3R bAELLER iR 7 B Sl uPRes,
devel oéthort parsiddliaily o thd fierigg dfSappliceeids frDzE flwmnbtuwamlrhfnm thid dcetBS
device. Securi ty concerns on the wirel ess device include controlling the
envi r GRREG10N 19dhe SOTagRATP AP IORIRI JeYikat an appl i cation cannot,
intentionally or unintentionally, degrade or corrupt other files on the
wirel ess device or the network on which the wirel ess device comunicates.
[ 0004]|Batpgtaunsk | ons, during execution, may performvarious oper ati ons such

di t files, stored on the device,
TR Ay W RATR AT R SRV BHP HERE AP by t he
devi Ceonsiies Afd BIRMeSR:s Yol RTS8 on BlehaliralBR deRbd, QlcH Ad B8biRY phdAétaridi | €s.
[0005] It is desirable control the application's access to other files

acces Jieppraldigitah assiféaite PRRAs)awirelessuseivige proviglarsel.-¢- ocariiersstaygio pserddee an
appl ' %%Elf?ﬁﬁ'al r}%}(ctg?[}{ﬁ‘tﬁg)% th&% Vafe\fésg ﬁ%wc%s Olthrfse £dd§t¥c§naﬁf@ﬁtel8rgag E}F& fot 091}; he

devi ce a virus on Ion-or may
be unnmaeadmﬁemuﬁﬂe’of hﬁelapmdvmaﬁ batl®XacieiRshdvuidge pﬁ@hg yuiént ub&p code t hat
unintentionally dom nates a resqurce, danages other applications or data.

(18R] Cur rIEREPYITORTARN OR A ¥ IFFiISh BRY ek Cregat waﬂlpq ﬁgﬂlamgeap‘énep OBt FideaTBEsS to
st or agge&kidf of Qﬁﬂlfé%?én on a wireless device. Methods of downloading the applications and

removing the applications need to be developed. In addition, there is a need for security on the
wireless device. Security concerns on the wireless device include controlling the environment
the best way possible so that an application cannot, intentionally or unintentionally, degrade or
corrupt other files on the wireless device or the network on which the wireless device
communicates.

[0004] Applications, during execution, may perform various operations such as reading, writing,
and modifying files stored on the device, or accessible to the device. These files can be system
files used by the device, such as device drivers, other application files or data files.

[0005] It is desirable control the application’s access to other files accessible to the device as a
security measure to limit any damage an application may have on the device, or other systems
connected to the device. This damage may be intended via a virus on the application or may be
unintended where the application executes with poorly written code that unintentionally
dominates a resource, damages other applications or data.

[0006] Currently, the only method of controlling an applications access to storage area includes
defining privilege levels to users. A user may be given a privilege level that allows the user to
read, write or modify files in various storage areas. This mechanism only controls access at the

user level.



defining privilege levels to users. A user may be given a privilege |evel
that allows the user to read, wite or nodify files in various storage
areas. Thwo osmat@ni smonly controls access at the user | ex@alusoysB8/ 017682
2 PCT/ US02/ 25750 [0007] This practice, however, does not allow the limting
of storage access based on the appli2ation executing. While the user
itself may attenpt to limt the application's access to storage,

P i cat i ONtds preeticd, @dwbyer] dves nstealloayr the dinhitigg vestotage agasebaredesthet 0 st or age
as is defined to the_user. Furthernore, there IS no ?hanisn1t limt the
appl i ®RbsasInexgentings Whilethe pagydsell ey gHempt totlﬂgltih?rﬁpi’ Fausn St"ﬁéesﬁg%r. [ 0008]
Cons la¥pli | | rfve oiBlehQ deinelitén ti ng
g b e b ot ot
such the osdraFunherhereshabls wheebhsoisnt todimit He applicationsracesse to goragpevidsiei ce be
unabh& to cha?%E the access limtation inposed on the application. SUMVARY
OF THE hkanepl PADE3S89] Systens and nethods consistent with the present

fopgnt | On CHREGAHR { RBatSHRSIEPM theart ¥ a sPotdrd bhd fefivalfeMeminganeat i ng a
saf ér envi ronnent 1yor application storage and |limting access of the

app! i appticaiont vacstésdp storageadeadditiers it irpraferablehas suehylimdafiondbecesiblishedso
i stent wi.th th £ ] ' ' ' t th
ovs cBrfpbtit ouren o PR Bk bRl AR hE B Rp RERAR Attt 02 T8,

i npo liegtidnhe application. [0010] In one enbodi nent, the present invention
provi des a nmethod of executing an application on a device conprising the
steps of receiving a request to execute the application, determning if

the application was nodifg ARY OF EMEYNVERTION i cation was not

nodi fied, mapping the application to a unique storage |ocation, granting
the application access to the unique storage |ocation, and denying a
peend appbystahd anl demedsconsistehiewithilpigeshomageidnanatdonme. thf Sdtttpmingsafot her
enbodi nent, the present invention pr ovggdes a device havé m afile
St r ucTRITE SYBEMS Y STHENE 2 SYRE FBITOBFGHY anPlbh tigp EoFasF A &feeee e
St T UCHULSpricfIGh B BhbDBoGONLER], FEMGHATL, { RieRRend Bhdthdd cBhbien Ml ihel e
appl i cat %ns wthin the file structure, €ach application having an
assocpraseadinyentioroprosfdetanmechatiem stichuthiatithe danide ahdotesat ofothe devige bermable
operabI% to grant eiach . .
to change the access imitation imposed on the application.
[0010] In one embodiment, the present invention provides a method of executing an application
on a device comprising the steps of receiving a request to execute the application, determining if
the application was modified, in the event the application was not modified, mapping the
application to a unique storage location, granting the application access to the unique storage
location, and denying a second application access to the unique storage location.
[0011] In another embodiment, the present invention provides a device having a file structure,
comprising a control program to store files within the file structure, wherein the control program
is operable to store multiple applications within the file structure, each application having an
associated portion of the file structure and the control program is operable to grant each
application access to its associated portion and deny access to each application to other
associated portions of the storage area.
[0012] In yet another embodiment, the present invention provides a method for storing an
application on a device, comprising the steps of receiving the application at the device, storing
the application in a storage on the device, and limiting access of the application to a unique
portion on the storage, independent of a user access privilege on the device. Further
embodiments of the present invention are also described in the following description and

attached drawings.



application access to its associated portion and deny access to each
application to other associated portions of the storage area. [0012] In
yet anot heo @mhode ment, the present invention provides a rTmsb22e7150 St ori ng
an application on a device, conprising the steps of receiving the
application at the device, storing tBe application in a storage on the
device, and limting access of the application to a unique portion on the
storage, independent of a user access privilege on the device. Further
enbodi nents of the prese ' ' [ ' in the follow ng
description and attd@ﬁ@@ﬁ&hﬁﬁﬁ@ﬁ%ﬂRV€%ﬁ%?gﬁ?%@gﬁé&ﬁgsgp DESCRI PTI ON OF THE
DRAW NGS PCT/ US02/ 25750 [0013] The acconpanying draw ngs, which are

incorporated in and constitute a part of the specification, illustrate
ogdent | y ’.ﬁln@impmdnyan@det whigh arhiacompoeaied mrﬁndﬁGnStlttlH@éﬂ)h’éro et h the

general descri n ven . above

pref e?He@gi ﬁlﬁ‘}ﬁg"ﬁ{ 9rEﬁew¥1pre eéTegvan bo Ieaﬁp/%?% (S)lf ég)@( qirI1 ai n&{ ]ﬁr% 'to%@tr?g; pltltggh%f t he
i nven %én@fhl déderiphn vawiaP@ve ankl @kkldbtaifdddleschiptionaf lﬂlmkfed‘eagmhadld&ptscglvmg a
conputer device having storage in which an_ exenpl ary enbodi ment of the

pr es ebdlow eyt toeApHayt p@ripeinles & ke ippniign. e doawiggs pl ock di agram
ctlng reI i Vi ces
ﬂ@@%ng sto §gelsa @6%@%3’@ l&ﬁll cestéﬁt{l)l?%ﬁgfgé?lﬁhggsgi nﬁﬁz’;ﬁilc}lcejdﬁlbodl ment of
the pleBgRaly enmbaﬁhetrmbft}{e(iﬁ)éséiltlﬁvegxtloﬁ mz@zt&:mh@tﬁc di agram depicting a f| |l e
structure used.in the inp ntation, exeqﬁg%l% qﬁgodjnent of th
foéZent i nE’@n?F%%blOFbéngIanF gpictipg;agwige ?S&Xétﬁﬂlr%rc % FOEAPIRE WFeEs s of
St Or G2 Padh ls{o(f d £ d tppﬁéatlt)h i dess Q%%%eﬁéin plafnboairhéht of thet he
storage area o vice'In an exenp ary enbodlnent of the present
|nvenpmmnuuamdUmj0018] Fig. 5is a flowhart depicting the process of
limting licati.on to a.stor r N r nmbodi nment
BOTehe  r o5t 1t RIRE Pine mstio s R SRBAR B Bt BB RERERRERY wfE00) nen
[ 00195 @A dtb R e GcelBeridonglet ai | Lo the presently exemplary and

referr
F[)0017] Fig. 4 is a flowchart depicting the process of stonng an application that limits access of an

application to the storage area of a device in an exemplary embodiment of the present invention;
and l
[0018] Fig. 5 is a flowchart depicting the process of limiting access of application to a storage

area in an exemplary embodiment of the present invention.
DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT

[0019] Reference will now be made in detail to the presently exemplary and preferred
embodiments of the invention as illustrated in the accompanying drawings, in which like
reference characters designate like or corresponding parts throughout the several drawings. The
nature, objectives and advantages of the present invention will become more apparent to those
skilled in the art after considering the following detailed description in connection with the

accompanying drawings.

Introduction
[0020] The present invention limits an application’s access to a storage area on a computer
device. The same user on a device may install multiple applications. The user may have access

to all the applications and the storage area of each application. Systems and methods consistent



enbodi ments of the invention as illustrated in the acconpanyi ng draw ngs,
in which like reference characters designate |ike or correspondi ng parts

t hr oughouwa is@i1s@yer al drawi ngs. The nature, objectives aud/esieastsages of
the present invention will becone nore apparent to those skilled in the
art after considering the follow ng detailed description in connection with
the acconpanying drawi ngs. Introduction [0020] The present invention

| i m t svithrtheagpbdnt atvieotid:s haveeaslimi cactsbithaggplaratien’sacess ek of sweagece. The
same user_on_a device install multiple applications. The user nmay have
accos HeK fyan fat ﬁﬁ%caaﬂ&ﬁg?%fa% COS aBPliFatinR S dPHpREaRs AcsEs RUCRPLGIHPT &nd i on.
Syst eggr @f\gseﬁr,eganﬁ@ie&fefaﬁlo%faﬁg}cams%ﬁ Bl Yagﬁtzpe;acgy Mﬁ@éﬁg mefwAniglt h the

pr esent I nventi on, however imt each o ppl1catl on's access to areas
of st ovraemuence thet mahancurhatanapplicéive dveérwriting o reeppfdpriagbpidceatniganeas B

defining this _.access per,appli i.on and . not per.user, safer execution of
appl 1 800t et e oBacaBR <0088 mef Pudiheried kol Ranbas pro e BeR REE ety
oCCUr uRY, eRBoAR! thE ASpIRALGH, HayMhe i t6'acdRMMR AT IR &VarSR GRS BlcPpBRERRR Of
storage that the application should not. This increased |evel of safety is

provi tauohbised {xpraraceeseinguser, executing the application, has the rights to

RERECS: ng. TRU0Spt s AP RSb) oo baRRA Wi bt e Eh e e e K™

pr esettic abdese s sharedadres disiragisoftist miltigle apslesiohdma afagdaia tieasSprdfatesdner age
so that nultiple applications may maintain their private and_ secure areas,
but nERFUIR AEeRSs ey alpQsharetilep, sych adaia anrhlibrariess pidcothegjapplicatipres:
i cati 1l i 3 R =vetaln ol ' i .art that
BB o ol g Hus bcenieed 8 Lios R MEARTN EFfhal e rbiaBhebkeriteod loplihidl
exec ufikedypedveing digtribmiadyandfexcdasat fop singricitpnf desoppiieat Ao filppimation!’ sy alstcl ude

files. havi t abl tent, such as: object.code, scripts, java file,
a boolliiRik Ty TavIng sxeeble Ppaig; suileat: Qbiket fode; Sesipie Jisdhc. aboakisaii g i pi s.
I N adgh PQANfi1ERN WRRDLHEL bPR coll hfd p&d sdifhis. hﬁrﬁuﬁionm‘;]a?tpﬁ&ubﬂ@&éf%cfﬂol es

that are not executable in nature, such as docunents t may need to be
openelerein, Benalso dealade filee that frgmohexeduiablebe nattese secbohs dooaRd]ts thayumeended s a

bl ock Odde%%ﬁ%ﬁo%e&hgrtcia%qfﬂ?%ﬁl%g?%%gépg?ﬁ%ﬁ%{iha\'i ng storage in which an

exerrpfary e i ment o S ion may be practice. In this
©0esipl ary FigoteodisnEslbek diag@niidépting @\cofipulddevodhalinsSstoragt Br wliehanea 110, a

cPu 1e::Lx56m%?a(1y %Ir}lblogf?llljér{t %J%h%lgresent invention may be practice. In this exemplary
embodiment, a computer device 105 contains a storage area 110, a CPU 115 and an Input/Output
(I/O) interface 120 interconnected via a bus 130. It will be recognized by those skilled in the art
that these are but a few of the components that may be contained in a computer device.
Furthermore, many other paradigms of interconnecting various components of a computer device
may be used.

[0024] The computer device 105 may interface with outside systems via a network 100 and also
may receive applications or other data via of the I/O device 125 (such as via CD-ROM, smart
card, or floppy disk) into the I/O interface 120. The storage area 110 of the computer device 105
is used to store data and applications received into the computer device 105. The storage area
110 may comprise a hard disk drive, flash memory or other methods of storage (not shown).
Furthermore, the computer device may store other information in storage area 110, such as
operating system files, resource files, configuration files, and libraries. A separate storage area,

such as ROM, EPROM and RAM, however, may also be used to store these or other files.



(1/0) interface 120 interconnected via a bus 130. It wll be recogni zed by
those skilled in the art that these are but a few of the conponents that
may be cowaidmathsen a conputer device. Furthernore, nmany Ritmeso2psasadi gns
of interconnecting various conponents of a conputer device may be used.

[ 0024] The conputer device 105 may int&rface with outside systens via a
network 100 and al so may receive applications or other data via of the I/0O
déWdste 125 Thewompaterdevcemardma peranal comprter vath 4 fixgshlpcationkyhengomnecked 1/ 0

[ . f.th devi I . d
A e e e g e

st or age cam@nicadil WhRN teonwbkelo®. hard di sk drive, flash nenmory or ot her
met hods of storage (not shown). Furthernore, the conputer device nmay store

do®sl i nf orgtapphcations 1 3} mgs barecsived by thaeampider dgyice 14 ofghe peswers 140 &s

SO Gyl TiEOTASHLBLIRARL SR, S LGS R0 SRR FLRIAES,
or ot hgles RavirsexeN@aBI8 LOAtEAH6 2udAGE! SIS cade] Seifs, [R5, Tbevlenmpiileabr HOW ce

may be_a personal conputer with a fixed |ocation when connected to the
net worfeDoW Mk seRBIS ButeLaspiNdPeRl SCEPEss devi ce that may change geogr aphic

I I on aspq | E%H}K; alc PAYY) d rgg)é@]-

a[g%?? cati oflrsﬁetfg%i’(?%gg e e}%ﬁ %‘ggllrgyﬁepﬁserng%%p%%tﬁﬁ% Vi ceegw ol? I?ﬁ’eo rlFlsét wor k
100 orsuclyasthe hrdeineOpmiewy neop@Bate A RE@sovdrkenichbothat useddeewappdsi cat i ons
Include, but are not limted to, files having executable content, such as:
obj ectCOREHEICAION; ot java file, a bookmark file (or PQA files), WL

go0dspt s,  byth @né BkABodidRdt HEthk pssbhtRhventibl) AR tomhRinpalewREN 03 Athy B Bftath a
| andl i ne network incorporati n% private and public networks, “such as the

| nt er rRONtrokDrag; Febras SherBRES, ABE devalopsriby QUARCAMMhEComseted ok CORrad] oos

computi 55 e be 15t ceBrdife AR shy e ERA e RN Reosiifeamey
APl deapplicsiets, hy discidkédhdvtinncor por at ed. A control program can be used to

coordi nate the storage nmechani smthat provides the |imting access to the
dPPA% cat i orfdgurad g lack Siaprae depisting Dy Tolessygirrbarshitectyre spRaiking Vet ash
ton L puiEl e SRS S bR I Y e
t he  presentinvention. A central server 202 is an entity that certifies, either by itself or in
combination with a certification server, the application programs as compatible with a defined set
of programming standards or conventions. As described earlier, these programming standards
may be established so that the application will execute on a BREW™ software platform,
developed by QUALCOMM Incorporated.
[0030] In one embodiment, the central server database 204 consists of a record of the
identifications for each application program downloaded at any time onto each wireless device
230 in the network 200, an Electronic Service Number (“ESN”) for the individual who
downloaded the application program, and a Mobile Identification Number (“MIN”) unique to the
wireless device 230 carrying that application program. Alternatively, the central server database
204 contains records for each wireless device 230 in the network 200 of the wireless device
model, wireless network carrier, the region where the wireless device 230 is used, and any other
information useful to identify which wireless device 230 are carrying which application
programs. In addition, the central server database may also store this developer identifying
information associated with an application.

{0031] The central server 202 communicates with one or more computer servers 206, over a

network 208, such as the Intenet (preferably secured). The servers 206 also communicate with a



present invention. A central server 202 is an entity that certifies, either
by itself or in conbination with a certification server, the application
progranms wo @opati ble with a defined set of programm ng KiTansdansiso or
conventions. As described earlier, these progranm ng standards may be
establ i shed so that the application wfll execute on a BREWIM software
platform devel oped by QUALCOW I ncor porated. [0030] In one enbodi nent,

t he ceaticeahetwerkvZI0 dat aboweek 208. Thasirgtrsnepdork Z1@cominwficat¢sevith the MSC

i dent i f] ' j cat i d I f i.me.ont
cach it By be e e 5dg 1R tigh souBl Redene SiteR R dived dobhEE Rinper
(" ESNR) o108 af e NBE YhitHRl cbectidionmneased thh@araBnhdtaaik PID Hat e MsC zizd a
Mobi | e %denu fication Nunmber ("M N') unique to the wreless device 230

car r yitnagsfers dataapyl the ROTS2 rtoapsfens voige isforaation| The MRC 3bhin Bim.d%r ver
dat abase 4 containps records. s W .devi ¢ i wor k
200 ofStstiie BRNutt AsrPiBhRFIR) GRF criBEEn® § BhfeicR 10 el By Btk

wher e (id Rt 81 BEor day inafsf8 And POTSEXL] (Bireofd)infoitation)i Mhe BTStdldnendef ul to
identify which wreless device 230 are carrying which apFI i cation

pr ogr aAssagehwirelgsaly mthe trieeless Aeyiggs 238 by shoid mestpging seavical SHS)Arany hi s
devel %H}%;o.quﬂé-icli&'%iléjlg I nformati on associated with an application. [0031]
The central “server ‘conmuni cates with one or nore conputer servers 206,
o032] @ nelheakov2Gfiwseliahayalse ided td sendraneppliqatief & abdmpstecdevimt) suclihae theer ver s
206 al so_communicate with_a WO 03/017682. PCT/ US02/ 25750 6._.carrjer ne rk
210 vivareleshdeVies 130 oBe application, ingne g 5 1S L6 ( meEh fiec
212 b i i ke 95 dbtB@miodiBL ARG RS thE ¥FhI&Adion.
Yroki?&th?lia{f)?géﬁf&% :nglel’%%ﬁd E@&a( ﬁgﬁ"dtlgezdi biBaiod: ShigsAlion

(collective ' i gure a ). e Internet connection 211

entl
bet we 8hig digitad signatere mey hobiuRllo thevepplibaionsadztzed on theswiselessdlavige eidhed t he

POTS 211 transfers, voi.ce information. The M5SC.212, i.n.turn, | onnect ed
o, PP & autiespURhf fetbafdCFimn 3 bR s aprliduleibesal 26 0 't he. BT
by botdireldshevicd Bbmeahe ddhtral E@lerdabne b BOShdys s8RErI06Sratich thé MISCvmidce
mformatmg%. The BTS 214 sends nessages wirelessly to the wirel ess
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devi c&IAg irgleesy devine8 8@ ng service ("SMS'), or any other ‘over-the-air
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applications to the storage areas. This structure in figure 3 depicts a hierarchical file structure,
however, it will be recognized by those skilled in the art that many file structures may be used to
implement systems and methods that limit an application’s access to a storage area as describe
herein.

[0034] In this embodiment, the root of the file structure defines the files to be stored in this
portion of the storage area. Subdirectories to the File root directory 300 include Applications 305
and Shared 310. As the computer device receives applications, they are stored in subdirectories
(e.g., App X 315 and App Y 320) under the Applications directory 305. It will be recognized by
those skilled in the art that this hierarchical structure can be structured in many ways using
various subdirectory schemes while still implementing the present invention.

[0035] In one embodiment of the present invention, the permissions associated with each of the
applications are stored in the Applications directory 305. These permissions may be used to
grant the application rights to specific files, such as APIs, data and libraries.

[0036] It is preferable that each application has a unique identifier associated with it and this

unique identifier be used to create the individual applications’ subdirectories under Applications



This digital signature may be bound to the application and stored on the

w rel ess device either bound or separate, but still associated with, the
appl i cat i wo o3bhassappl i cation is sent to the wreless devirga/fsonsishe
central server to one of the various servers 206 trough the MSC and BTS to
the wirel ess devices 230. [0033] Figuffe 3 is a block diagramdepicting a
file structure used in the inplenentation of an exenplary enbodi nent of

t he pswsimsttoiydsnihone eBhodimenteatheapptieationdiah awiniqye aagednd dee swpdizectorgne
enbodi nent of.thg?grese?t invention creates a file structure to aid in

i mi t iSrfgeaiediusing tBe npme of LIS APPECAUONs to the storage areas. This structure

fddafy our e A< As HhoBicRidnli kR iRt thfsiA;@li%ti’dﬂCshbdi@ectqu@%yzﬁmapﬂiﬁgw' Il be
recogni zed by those skilled in the art, that many file structures may be
used twateilapd essecinted yetherash applicationodlis nappingipig ¥entsrtha ppplicaen Bams access

to a storage area as .describe  herein, ' ' .. the root
of théccfeﬁngg ?rlﬁ?at?roéq@eﬂeﬁggc?lﬁee lﬁior%g 8 gg’lglém{si% (P&’;%%l nﬁggﬂ)gﬁ{)%r,s tion of
the Sh&?ﬁﬂﬂo%rr@@b diRRA KeGlesjeestot Appt X8 chil & the storaberaped Moy eddfple,fedmde
Applications 305 and Shared 310. As the conputer device recejves .. .

appl i &@Pi¥%Agerspastiyedt is stareq atp 1ot digastnry St thedlle struqaregven gnehangriialify itay , v

320) under i I I : WRES i by those
ki 11 S fiaboyP BA MAZh BTl 85 wbipkindde App XU ed o R Pt e i1
many daycotysedlly frondAipp US caumbtaccest anyywf tefdeecutwide béthstApg Xi3dpdarsenyi ng t he
present invention. [0035] In o odi ne of, the present inventian, the
D 1 SRR SoadieuEah achosd 6 AR, STRHET A BRUTETEes R ne
Appl i ¢abd ' 5157 i85S qRBhY, SRdRNEs MRylchRntisiod, Asp X@aawt t he
appl i %ggérgﬁéﬁ%ﬁﬁg‘)%%st%gci fic fi Idgs, Wsuch as SAPFSG, gat a an%) i braries.

[ 0036 acdess ths Fiesefoet dintatorytF0, diedkppipgsions athdirectony 3@5 onigpertangdsndpl Yer
associ al%fgd W tﬁdt and this wunique identifier be used to create the

i ndi vSERAICCYPpt1cat i ons' subdirectories under Applicati ons WO 03/ 017682 7

ReBEIUS02/ 2557RarBU REiniPEE htie 38Bice hitesiBe be MROdinERRE:, whea the@piputatdedice has a
uni que nanme and 't he subdirector Is created usi ngsthe name_of the
appl i eeeivenApp NoBEF Ftorest wnden tl@p%wh@atmné gulpdiregtany @85 e AP SEIHEFORE | on
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any subdirectories under it (not shown). This file structure and mapping scheme provides the
advantage, similar as with App X, of preventing App Y from accessing other parts of the file
structure.

[0039] Consequently on the computer device, applications may be granted access to files based
on the specific applications and not based solely on the access privilege level of the user using
the computer device.

[0040] Mapping the applications directory as a root directory in the file structure is one
embodiment of the present invention and it will be recognize by those skilled in the art that other
paradigms exist, such as semaphores, permission lists, and other techniques used to limit an
applications access to the storage area.

[0041] In another embodiment of the present invention, it is anticipated that it may be desirable
to share files, such as data or libraries, among applications. Therefore, in such instances, it is
preferred to establish a shared directory 310 and include a mapping of the shared directory to
each of the applications that want to share data. It is also preferable that this shared data be
mapped to the applications such that it exists at a root directory, for example, of a separate drive.

Mapping the shared directory 310 aé a root directory will prevent each of the applications’ access



mapped to a root directory with respect to App X' s calls to the storage
area. For exanple, fromApp X s perspective, it is stored at a root

di r ect or ywiowstohasti | e structure even though in actuality, RAT/US02/25050
subdirectory. In this enbodi nent, by mapping the App X subdirectory 315 to
a root directory, calls fromApp X c8nnot access any of the files outside
of the App X 315 directory. App X can, however, access the App X

subdi toabé paryntIibetaries afitite shirad dizedionyiaed comequenitiywn pny awlitectories taghe X
subdirectory 315. Consequently, under this inplenentation, App X cannot
acceskaremdiestpaes ofdhe Sk@?erde@f?f}/cif 300, the Applications subdirectory 305 or,

fgm’ﬁr tantl ﬁﬁ’adé]giBB,Yit iiﬂ@f@ﬁe@%e@ Ygi@PQendtGO3 Ble aBbdTidt@d with th dirdidue itldreifeame
evi'ce accessed by the same user, whén the computer device receives App Y,
it i ssushas e appliketion hemAdipbiribed iabows. SeinEGEIRsBOEIES Of FRMERIHery

bdi r ect 20.. i th X | Ag : h that
1 appetiientas dption fylbiate, P el ne GrERBEVABET pf ARG bEIPRfuRlE | 07
accesﬁeﬁﬁféeﬁ«gg whidtPthk Y8bdifdRBoriicr¥atsd biie @6 dificytichedeteutidn aad/pr prebetitionct or i es

under 1t shown). This file structure and nmappi ng schene proyides the
advantragtes a siferi dysterelzy piovidingoan ixdicafionpyVhercdt ANMHCAIMN ¥ APUREANARNTCRILINY, ot her
parts of the file uct ) | ce,
R L

app! i gRjuldASp Kendins itkasApp Yohed yhoakd thheystan elewpriemiabpige bhssden thf nahe user
using the conputer device. [00401N Iva{l)]gi t he a%gl i cg%i 8(?5 .ﬁi rectory as a
r oot He-r the upiaye identifier ipjthis case, Appar Wonld tmehave B6esss FAPP Jf S FISE present
jgaygnt i on | £isW ! ' 4 Sshlichtid@adlirhitd akss@rher
g@%{gdi gns g%ggset% 1s‘éé{'ut4(1: W%?s%ﬁ%%ﬂ%?%s@‘%%?ﬁ%%ﬂ Ii&g)_tls, 1andaot her tescshni gues
used twapplichtionato thegtpiage atdaciis device gsat exenipary eobagunent ehthepowant | n

anot her enbodjnment of the present invention, ,it. | At |Gl Rt hf may
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applications sent to or received by the computer device need to be monitored such that the same
application name is not sent to or received by the computer device. Other identifiers may be used
and it is recognized by one skilled in the art how to monitor incoming applications to determine
if a duplicate identifier exists.

[0045] The process proceeds to store the received application in a subdirectory in the file
structure (Step 405). This may include creating the subdirectory using the unique identifier
received with the application. The process then creates a mapping of the application subdirectory
as root directory (Step 410). Consequently when the application is executing, it appears to the
application that it is located at a root directory.

[0046] The process then proceeds to provide the application access to a shared directory by
creating a mapping of another root directory to the shared directory (Step 415). This shared
directory may be set up so that multiple applications have access to this directory for the sharing
of files, such as data and libraries.

[0047] If the computer device receives a subsequent application (step 420), the process repeats

but creates a separate subdirectory for the subsequent application based on the unique identifier.

Consequently, it appears to the subsequent application that it is located at a root directory.



PCT/ US02/ 25750 to the parent directories of the shared directory and
consequently to any subdirectories to the parent directories of the shared
directorywg @42l n addition, it is preferred that digitacRignasiznes are
associated with the unique identifier, such as the application nane

descri bed above. By using digital signdtures, or sone other nodification
detection technique, it may be detected whether an application nodifies the
uni quéfurtheimnare fif may by nvappedhta the samb sharestdirecipry gs he@atdous applcatisdifascat i on
det ecti on ggﬁlﬁr r.everfﬂon creates a safer system by providing an

i ndi cdPTRRRCWHER® HHPRBSE ' tion is acting inappropriately, such as renamng
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the present, invention. The process begins. bty recei ving an appljcation

havi ng YeT AR Gueer IR T mpayrbe maglehy angiier apphsai GEes en (R CPPUG SEYISE Ped by a
CO”trQJonRéc?%ft@rﬂEe][&ﬁﬁapt@ér%é'kffé%,ssu%ﬂ%vﬁiarr%%&ﬁn on the storage and mapping of
applic
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need t@iatrERRbLIAEE WithU6H a ﬁl_fétatibrhgtéﬁﬂﬁs_). #Ré bpFiidattn RARMOdEicapis sent to or
recei ved by the conputer device. her identifiers my be used and it is

r ecogriletesnuieg brtke digital ssghaiure theecomputer davicoman shoese MALHAIFGS BbistiPBat i ons
to deti%lﬂ{hﬁg arrll%foneaorqﬁgly &ahe f(%lﬂ)%ﬁé:];]deglj’ing é{(ﬁ%‘]ﬁb L)P %éikpl}%@o?{iﬁ%%&ggﬁg ceeds

to store cei ved application S rectory i ructure
( St ep wABI5Yf. thd hogifigd ippRedtioflendtifgiag it oidpRites dbdice amhitosing systgn dfwhe uni que
identifier received with the application. The process theg, creates a
mappi rEedfied ARPLSHIM, SRRPHNING AT Y& OF Biher coppyiesystgiy of thempdifisd applicptign.

AP LG ALY ASpEASSLAS el ARRRAET I i
pr oced8&pt508pr Thasel privilegea pplyibeatéanl Bowaspsthe mappsigarectssldesedbat aboly with
Cr e 00,8 TIRRLIS 26 £ISHIEL 0oL SRS B L0 S Shat g sciaty (ep
have a¢s@ssrt thOabptcstidH foahd Abyagk @feat BE tiRNRNIRY
[0052] During the execution of the application, the application may receive a request from to
access to a storage area (Step 510). For example, the application may request to perform a read,
write or modify operation on a file located in the storage area. Such files may include those files
that control resources of the computer device. The computer device determines if the application
is granted privilege to the location of the file (Step 515). If the mapping paradigm is used above,
the computer system determines the privilege by virtue of the fact that the application cannot
access files above the root directory to which the application is mapped.
[0053] If the application has privilege to the file’s location as determined in Step 515, then the
application is granted access to the file (Step 520). If the application is not permitted access to

the file’s location, access is denied (Step 525) and the process ends (Step 530).

CONCLUSION

[0054] The foregoing description of an implementation of the invention has been presented for

purposes of illustration and description. It is not exhaustive and does not limit the invention to



of files, such as data and libraries. [0047] If the conputer device

recei ves a subsequent application (step 420), the process repeats but
creates awsepanaise subdirectory for the subsequent applicatdmowrsobas®sd on the
unique identifier. Consequently, it appears to the subsequent application
that it is located at a root directori0 WO 03/017682 PCT/ US02/ 25750 9
Furthernore, it may be mapped to the sane shared directory as the previous
appl i gtprefsevasn divelopei] Nodifichgorshad ivagatis fid mssib[eﬁﬂzli&]lt ofitheabavddi t i onal
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stor agﬁp Eﬁq{l&ﬂln@md@@(mﬁé WutSHRRAHHEBMen®bf thB HrdeRSBMEntioR elytieon. The

process eglns receiving a request to execute an application on a
conpuimpletiented es 4 Streipind@) of hehdware @qdl softwaragr incharggere b@onea Thednveptien a user

or " cBRSEBRIeTERER S b DR e o b PR T B AR SRS Gne

e ”bOd iAtRHonally) %ltﬁ&i%h'afs‘ﬁédts%f th@prederflii@ichabn &fegle@dﬂbﬁea aﬁssmg s@telinwdnoryhe
application to detect nodifications. In this enbodinent, the process

pr oceduse slilled/althets wilh eppiegjrtedhat thysg Asnedissamalse OF toee! O othex bafBeSafﬁ plication
(Step_50 the a pllc t i endi gital
Si gnaf%@g?%léeagac?rlr%@?‘g ec\ﬁla%:g&r?ﬁ@ %%s% G%gfﬁﬁéglgaﬁilg{gg&lo g?é%y El& ?lﬂcl udi ng
any og®-ROMBYarfdr waie ffah tl@vlnfegnetdeameﬂgopmuun imedivof; drmﬂlea;ﬁqmmscﬁﬁ?iﬁd\d
informng the wuser of the nodifi l.i cation, notif he conput er

devi cér + h¢ srgpe gL thednpntipp s d %’B@SB? @%mslaeﬁf "’brrfe‘f{lb‘faEJ ifying a
server or other conputer system of the nodified application. [0051] If the
application is not nodified, the process creates access privileges to the
appl i S¥HIAGNIS CBAIMEID&S: These privileges may be created by using the
mappi ng process descri bed above with respect to figures 3 and 4. O her
privilege schemes, however, nay be used to define privilege rights of the
application to the storage areas on the device. [0052] During the execution
of the application, the application nmay receive a request fromto access
to a storage area (Step 510). For exanple, the application nay request to
performa read, wite or nodify operation on a file located in the storage
area. Such files may include those files that control resources of the
conmput er device. The conputer device determnes if the application is
granted privilege to the location of the file (Step 515). If the mapping
paradi gmis used above,



the conputer systemdetermnes the privilege by virtue of the fact that the
application cannot access files above the root directory to which the

appl i cati wo i31mapped. [0053] If the application has prividcagesorasishe
file's location as determned in Step 515, then the application is granted
access to the file (Step 520). If thelhpplication is not permtted access
to the file's location, access is denied (Step 525) and the process ends
(Step 530). CONCLUSI ON [ 0054] The f(JuA&BdSng description of an

i npl enentation of ‘the invention has been presented for purposes of
illustration and description. It is not exhaustive and does not |imt the
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difications and variations are possible in |ight of the above teachings
or mayolgrising therstags f:om practicing of the invention. For exanple, the

or asent | ndtOHRE g ehulp-Barin sk hETeEE HEUSHeRET O of har var e and

sof twar e OhsdighiklapriMREEs & the first PBRionNY eidtdpplicatizay be i nmpl enented with both
obj ect-oriented and non-object-oriented programm ng systens. Additionally,
al t hough agpraing thsfapplieation dkeprivilage &nagcsts the Hrshaertionph@l as being stored in

nmemory, tgg@gn%{ﬁielabﬁgcaitigntag&s da Webld 51?8%1@%%02&%; {fese aspects can

al so be st n other types o conput er - r eadab Ia, such as
secondary storage devices, |ike hard disks, floppy disks, or CD ROM a

carrier wave frgmthe Internet, or_other pro atiopn nmediu or .ot her. forns
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CLAIMS [cl] 1. A nethod for Iimting access of a storage area on a device

to an application, conprising the steps of: storing an application in a
i.rst portion of,the storage areq; _.assigni j ] . | £ St

B Rt e T AR R A T, e BRORRBL AR Shib R

access the first portion; and

[c4] 4. The method of claim 1, wherein the storing of application is performed by

application programming interface on the wireless device.

[c5] 5. The method of claim 1 further comprising the steps of:
storing a second applications in the storage area; and
granting the first application and the second application access a third portion of the

storage area.

[c6] 6. A method for storing a plurality of applications on a device, comprising the steps
of:
storing the plurality of applications on a storage area on the device, wherein each one of
the plurality of applications is associated with a separate portion of the storage area;
providing each one of the plurality of applications the privilege to access one associated
portion of the storage area; and
denying one of the plurality of applications access to one of the associated portions of the

storage area.



denying the application access to a second portion of the storage area.
[c2] 2. The nethod of claim1 further conprising the step of granting a
user of twe aaniae access to the second portion of the strTag®w2assa. [ c3]
3. The method of claim1l, wherein the storage area is |located on a wirel ess
device. [c4] 4. The nethod of claim 1]l2wherein the storing of application
is performed by application programmng interface on the wirel ess device.
[«@b] 5. ThE. met Mhelmethod ddichaith & fnrthbrecongwisprg thé stgp Ohelleviegs wsér of the deviicey a

second applications .in the storage area;.and grant the first .application
it s R

and t HRASEISHNT 2RPHAIERPRBAS 4ce8s Y WeRioL 1 GhOot tr?éagesatr?:?raél&_ rea.
6] GopifhafTB) Bed @lons uideDibcApdPlith 8 tht YiopleeR | cali ons on a devi ce,
conprlg?ng the steps of: storing the plurality of applications on a storage
area on the device, wherein each one of the plurality of applications is

ssociated with separate.portion of the.storage area: providi each one
gqgft he pl ufal i t yRHMe Cifééaﬁ‘inoﬁi@f@‘ﬁ‘écwﬂ{?ﬁge@%g‘g% ogg%agtslrslg 3§ngsa8§frslg%i at ed
por t i gty ohapsifcaiciifo alsRaed pbdidieTyid@orageads. the plurality of
applications access to one of the associated portions of the storage area.
WO 03/ 017682 PCT/ US02/ 25750 12 [c7] 7. The nethod of claim®6 further
g%gp” s ng gt he %rhg%ea{odaclflc M WwheldiGhe ﬁ%vif: § aSfireIes dfﬁ];n%ﬁ_access one

i cati on"having access 10 one assocl ated portion of the storage area and
one application denied to one associated portion of the storage area. [c8]
8. The method of claim6 further conpri si,ngl the step of granting access of
(18] pl ur 4Pi t y Aofevigshiaving:d o188t 8ea Ompristhe

portion of the storage area.
[C9] 9. Th%f{]@&tﬂ%rﬁﬁss%lcﬁlé@\@tl’{‘h{%rsﬁjrﬁgeteﬁ@a;deVi ce is a wireless device.
[cl o] 10. evi ce having a storage area, conprising: a file structure
associ at ed awohtoltgregrsmahaighreatsebg starage nf aroépplicatipreen thhaleviderasdt s t he
storage of _an applicatian on the device: and the staqrage are avi a
i rot appl tEavaRe 3P bane adceacriatiof Ay ST sbr G R IRREb LM Yuee

area and denied access to a second portion of the storage area.

[c11] 11.  The device of claim 10 further comprising a second application allowed access to

the second portion of the storage area and denied access to the first portion of the storage area.

[c12] 12.  The device of claim 11 wherein the first application and the second application are

operable of accessing a third portion of the storage area.

[c13] 13. A method of executing an application on a device, comprising the steps of:
receiving a request to execute the application;
determining if the application was modified;
in the event the application was not modified, mapping the application to a unique storage
location;
granting the application access to the unique storage location; and

denying a second application access to the unique storage location.

[c14] 14. The method of claim 13, wherein the second application has access to a second
storage location and a user has access to the unique storage location and the second storage

location.



area and deni ed access to a second portion of the storage area. [Cl1l] 11.
The device of claim 10 further conprising a second application all owed
access towadeimseond portion of the storage area and denirEd/esneesmsot o t he
first portion of the storage area. [c 12] 12. The device of claim1l
wherein the first application and the 18econd application are operable of
accessing a third portion of the storage area. [c 13] 13. A nethod of
gxidtut i ng dn. applhecathahofoniaim Hefuriher cangprisin ssthe gtep loé gentipg thefapplicationi vi ng a
request .to execute..the application; determning if the application was

modi fiaBQ,Ehei %‘?C‘B‘Hf;apé’%}&%‘[ontaﬁgesé Of FRarpd %ﬂ%&g&cﬁ%‘f‘gmdi fied, mapping the
application to a unique storage |ocation; granting the application access
to the uni que storage |ocation; and denying a second application access to
i8] uni que 16t or ddpe measlacst ¢forain] B Afhetein thetisviep itwwitslesedediien 13, wherein the
second application has access to a second storage |ocation and a user has
access to the unique storage |ocation and the second storage |ocation. WO

(7917682 RET/ UIDAévi&enalinga filekoudture, Eo@pisihftod of claim 13 further
conprising the step of granting the application and the second application

access to & COREPEHOFEBY RGO Glearyighin techlsprectngewhereindhe 6pniEql grogram is
wher eigiefaBf 1 %%&&ﬁuitgﬂeaaﬂufcakcﬁé%ﬂﬁx tHeSile E&J&Jéka@ fiﬁ h&afiof ViR afl file
structure, conpri sing: control programto store fi S wthin e file
st r uctassoejatadhmnromof the fibosttucoire pndthe@omirel progyremabbpertlle $¢ grast eacht i pl e

applicatjons within the file structure, each applicatjon having an
285 0c ARPUFIBBACGIR (O ASHEIRFd BOTHOR ARY HETY Safics o echARPHEANOR A iRy | s

oper abk&clafdBRRénsAME stépt heat | on access to its associated portion and
deny access to each application to other associated portions of the

storage area. [cl1l8] 18 The device of claim1l7, wherein the file structure

i hi hi uct pr-e. he. , N o]
SR appl 1 A%t on el PG Eayh o Dbl B A BRET Al Pyl
di r ecttkd dontdot pkrabPis opBRbUEISIk® &ch ablidiidd to WRERI thatttheaslidkticl is plogglr am

maps a plurality of the
at a root directory.

[c19] 19.  The device of claim 17, wherein the control program maps a plurality of the

multiple applications to a shared portion of the file structure.

[c20] 20. A method for storing an application on a device, comprising the steps of:
receiving the application at the device;
storing the application in a storage on the device; and
limiting access of the application to a unique portion on the storage, independent of a user

access privilege on the device.
[c21] 21. The method of claim 20, wherein the device is a wireless device.

[c22] 22.  The method of claim 20, wherein the step of limiting access to the application is

performed by mapping the unique portion on the storage as the application’s root directory.

[c23] 23. A system of limiting an application’s access to a storage area, comprising:
means for receiving the application at the device;

means for storing the application in a storage on the device; and



mul tiple applications to a shared portion of the file structure. [c20] 20.
A nethod for storing an application on a device, conprising the steps of:
recei vi ngwohes/lapgski cati on at the device; storing the appl iraris»R/257130 a
storage on the device; and limting access of the application to a unique
portion on the storage, independent ofl4da user access privilege on the
device. [c21] 21. The nethod of claim 20, wherein the device is a wrel ess
devi ce. [ c2®dang for lifhiéngratdessiofdhe applicati@0to aniraqusi portitreoss thepstarfigd, i mi ti ng
access_to t(§1e a{)‘ﬁl ication is erfor(?ed by mappi ng the uni que portion on
the stRYRGRICHLOLHUseL AP R THSE® 00 MG {eVifier ect ory. [c23] 23. A system of
limting an application's access to a storage area, conprising: neans for
receiving the application at the device; neans for storing the application
ileR4h st or agd on A pemplietsadabigohedionoeyiaizieg 2oRpTeUSERRRBIESostrucionyighs f or
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conputcemprisiadald @epye@i um cont ai ni ng conput er executabl e instructions for
limting an application's access to a storage area that when executing
perform a HedehyBE thesnpliGadiongt thedledicgps of 1 receiving the application at the
devi ce; stQri . cati I n the device; and |imting
access of ghderﬂ}%ﬁfﬁ%ispggl??%dr?l?lodsg&a ?%Iﬁteh%tgg?i?f&gdﬁﬁon t he storage, independent
of a user lanitiegscoess ofithegpplEatitthe deiqueporfialé] th2Stordgaratdepehdent ofla uset | ng
access of a.s.tlora e area on a device to an application, conprising the

st eps 267°SS RE¥HEETiMIIHAGKSS eges of the first portion of the storage area to
an application; granting the application the privilege to access the first

portion; and denying the application access to a second portion of the
¢t age ar éa. A method for limiting access of a storage area on a device to an application,

comprising the steps of:
assigning privileges of the first portion of the storage area to an application;
granting the application the privilege to access the first portion; and

denying the application access to a second portion of the storage area.



