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APPARATUS AND ASSCCI ATED METHOD FOR FACI LI TATI NG

NETWORK SELECTI ON BY A MOBI LE NODE Technical Field The
wonesaatssisnvention rel ates generally to a mannecTiia2004/000286

which to facilitate selection of with which network of

a group of avail able networks that a nobile node

attenpts to communicate. Mre particularly, the

APPARA'ﬁfseﬁﬁmtAslsnumeboxﬂEmeb HOBSFAQILAPPEINGt NBTWORK (BERRCTION BY A MOBILE
NopE associ ated nethod, by which to limt selection of the

network with which the nobile node attenpts to
pormuni cate to a defined set of networks. The
identities of the networks of the defined set are
stpred at the nobile node, and the nobil e node detects
whi ch networks are within the communi cation range of
Tecthea tﬂll e node. The nobile node is permtted to
—%—é—@?—_ f to communicate with a network that is both
\éVl ’%‘lh‘& ﬁg@@lﬁmﬁhm ietatesr gengallzhala alagoereyrwlhigl ik fagilitath eelection
defined set. A nobile no that i.s be .aoperated in
of will Hinsiansit 19 SGRMRT A RSP eyl it A TR e At o
comﬂgﬁi@%? ﬁlfc%réB%cuﬁl?ﬁhé'ﬁ?éé@ﬁtﬁﬁvenﬁbn s&hte®fo AbaMEs, and an

_ pts to conmunicate with only the WLAN or W.ANs
assodisted hietliceldby whidheto diedit sedettiontof thechesiverls vt whieh fegimebile node

be avail abl.e. Radi,o.r
attergRL 0 OTHOHRICHE Lo TSy S ko b RN e iy apt of
the d%ﬁﬁléd &t Eﬁe‘%%r@@ Liefle hdbhe nbild, RhA tiaNBBIN ol iderkcisaiden ndtworks
the nobile node but not listed in the defined set

of
are wittinwirekomnBat éegioo uanges thmobileearei ohhemrebilgrodssis permitted to

noder n _conmupi cati on syshe t ' 1.0
e PSR BB B TR PR SERE By and e
a netRY ofink fiefifdd segonmuni cati on services are regularly
effectuated by many different users to effect_u_ate.[mny
di Afreelttnadgshs ivfo kepeiatediacoBRBeaioR SeTNaGHKYY with a
essepti al,«as,welkl r '
PP B A SR ¢ et PR ea e by o B ERRI Jimpte

comARERER With o) INEIWILCEN bW ISANE etentifidbinable defiredesat andi also
comuni cation technol ogi es conti nue,

. ( , ddi ti |

deterpmint 1 B AU l5 o RO S GDUESS GEA GomaE 5 B RN Bodsydoes mot
exi.stin j ' ' i

e PSR 1 ot oo s

of the @NFRIRINdE batnot listed in the defined set of networks.

Backeround of the Invention

The use of modern communication systems through which to communicate is a
necessary aspect of modern society. Many different communication services are regularly
effectuated by many different users to effectuate many different types of communication
services. Many essential, as well as many other, services are predicated upon the ready
availability of, and ready access to, communication systems.

As advancements in communication technologies continue, additional
communication services, as well as improvements to existing communication services,
shall likely become available. Generally, the advancements in communication
technologies provide manners by which to communicate data, communicated to effectuate

a communication service, in more efficient manner, or at higher data communication rates,



technol ogi es provi de manners by which to communi cate

data, communicated to effectuate a comunication
weenosioses34in nore efficient nmanner, or at hi ghecTdaRen4/000286

communi cation rates,or in manners that better provide

for successful delivery of data to a receiving station

in spite of adverse conmmuni cation conditions. The use

of digital comunication techniques, for instance, has
or in bmenemvgitié bpiterprovide §% sucoeasti| deliypryiod dAIdP 3gpeeayIng station in
., advancenents i.n.co ks ion technol ogi es. Man
spite ﬂgaczvreﬁsfeccgmmlml%aﬁopgﬁ}f @;t/lél?stens utilize diggi t al d
c Om%b%@Pig?ﬁl %&mﬁﬁmm tediméques gfoo fnsthinge, thas been made possible
communi cati on techni ques provides varioys advan es.
asa rsgulgc_bl@mhn@iqggcab aql\é@,nc?@@G%@aﬁ?@?@%@%@ﬁ%&a‘ﬁﬁ’éleﬁr ﬁ%@f fgodern
r eadi [e . per miqt i -he: o]
comioh TSR b He Tl ok oS el eh oTho use ofdigital
comﬁﬁgUﬁfbghﬁgé}ﬁ%qqeg pﬁfv&ﬂb@ tardauseadvimtegeyh Byt digiizes data, redundancies
~_reduced bandwi dth requirenents, needed to comunj cat e
in the 2 deRTEOTSTEASRIPOY R PRI AN (B° Gamiuhs Carmificald ffore
efficieRit ﬁﬂneﬁ&?@f ﬁﬂﬁfn&aﬁ@@s. %ﬁ@%@’dﬂt@ﬁé paiaies Bt rddugdd al
conmuni cat r'on techniques are regularly utilized in
bandWadil reqiienrentsasededoo rnmnivniteiathe dytetaegpermitiese| | ul ar

e ot ok i SR Bl e
Digitémy ﬁqﬁﬁ’ﬁﬁni@ﬁ CRASE§HE RrebMall§ uBREIEIRSaryn Gd¥if £1di6 t Y

h~any of various operating standards, the cellul ar
commonvatncsiems. syst ens general |y i ncl ude network

i nfrastsuct . havi i ) L
pabeelkahSeBroRcSrhprsAL R SR ophiepd BE R Afthbnication
systed]. AR S cRAGHcAghimSatfol dystemd Atk @IBtradibEtodbperabieini on

stations, carried by users, are generally able to
confomuityuwith atie ofvartous oersiéng stamseds, &é‘frceﬂtﬂ&f FIRMPAICHIs Yy stems

cel l. t.hat the .por.t abl 10| ' [ '
senefiiippient BREn RS TR Bl BE GlakOflapgit base
transsgﬁ\’/t@lr ﬁéticﬁx@ﬁﬁﬁ%& t?atﬂ@@iil veﬁfstaﬁgnsaéaehsieﬁmmj aritpootable
stens have bee t
comphpbat st arseeampRE T e Bl 1 e a e
ar.eas .enco. j i : 1 iwa it
tran G SR R RS Py Dipafn@ pSHATP PorbuhRBHEH sttin B pRciioncd
whe@@émﬁmh&?tiam rw;ﬂ‘é&uegw.rel ess Local Area Networks) are
representative of radio_comruni cati.on Syst hat
AR A A I e S e Nt 2

implg@g{l{é%rgﬂoéﬁ% JiRer@REF el Bropbsdl, b cohiphssARATRIAre®) fiexample,

areas encompassed by a business office or building structure. So-called micro-cellular

networks, private networks, and WLANSs (Wireless Local Area Networks) are
representative of radio communication systems that are operable, at least in various
aspects, in manners analogous to operation of a cellular communication system.
Additionally, communication systems that utilize ad hoc networks, i.e., do not utilize a
fixed network, are also utilized or undergoing development. Wireless local area networks
are related to conventional, wireline local area networks and, in various respects, are
merely extensions to the wireline local area networks. Data communicated in wireline

local area networks are typically formatted pursuant to packet formatting schemes and
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Addi tional ly, comunication systens that utilize ad
hoc networks, i.e., do not utilize a fixed network,
wanres@ess4 uti | i zed or undergoi ng devel opnent. WT&A2®E/000286
| ocal area networks are related to conventional,
wireline |local area networks and, in various respects,
are nerely extensions to the wireline |local area
networks. Data communicated in.wreline |ocal area . . ¢
data freqomonizicatpdto SFFCRIY 3/ CHBMHBCYIAR SSEHCLRNTAY 8T pofripupication o
formattin emes anddata i s conmuni cated to
one Ifl%r@tdt&gatrgdcg&g‘ommni cation service by way of
C OWIHEM:SS @bin@iunifation sysiemsyouch adhaafosakeationed/wirelesslocal area
communi cation systens, such the aforenentioned ..
netwaFlFSce ganeral BEonAReied B bRAPRED 18 CGRREPLY 1 MR SPTARS o
| ml'n'ikf ; ORoR sl d W i1 RioRP BF i1 Bfed operatin
pmtépc:%ﬁogca%%gerco cg se I{é%:&egscom’mni cation stgndar : V\V]II)| e ¢
standeadd Ieve apliieved walegetembatoptiom gnanyamidelessJotrd arcagetvaleare

conspEieR /6t PURSTSR R EPRSRPBBLY BB Lo SO DPhPy i B G ctin,

Qfeok! R ; DAt i (b9 s@R@H id rofiubirtediy the TBEE dMd the
ora#%é%%#hgh%é%ﬁéggoz. 1 B) st andard i@gg&eroynule(gat ed by

operhiiieg $pEEiF catiordhasthecoape patddomingpé vitelesal Adhstprdardperiaing to a

com BTN S0 0 A AR oS ol et e oo
unrcb i BRADIRY id RRGGHSH¥RIchcBngd) Ty Xl (b pdaprdispenifiche
GHz frequency range. The 802. 1l (b) standard

amoggs oilfer §angsanbayertthotindrterfase hgaveen s wovaesscligntas g., a mobile

di ntgr ace {etv\(/)ee@ a 'irn§l ess client, e.g., a nobile
nodg, 342 2 AP U B E“CPRPYOr or access point. Unlike sone

ot lBylike 9FMHY BieAtdaMuEIat @ISy stensl impiumeteddt ottendrequency bands,
frequency bands, the frequency bands%?l I oca{ ed for d
the fipqueheslkands eBocataddar waeleey losalaren nekvagks ¢ fplatively unregulated,

unr eaul. 4L ' d ment and
per Bl Sy e Bl OB PRER M AR Y Tl

Wi nehtERhodesaperable in wirtleny lksal area reyypirks biteytyionibt canstrected to

to nonitor selected frequencies. within the, all ocated
monfiiop gﬁ}@ﬁ@ﬁmaglef Wl‘(gg]!: tgg @ﬁ%ayﬁ%rféqqgg%cx%g&; toa(&e.é%g% a wireless
Tocal S WRES ok ffinth L&l 13fed @F}H@?ﬁﬁil& H@délmﬁéde@s p'tﬁilii@,- or

ccess points, or other devites, of a wireless |oca

othed devicsrebiwhrelsoRdalasta sitgodkl tyoadsast| signalsiio lplariempalidrarodes of

of the wireless |ocal ar net wor ks _.of i ch t.he
the eSO RGeS RGN 6 RO B TISF AL Cesrfogm
portgi.ng.n Fh8 sRhABRAALaP Yy tHEecAES PEMINGH JMhé deviced 1@ ntify the wireless
evices identify the"wirelesS |ocal area network from

locahiea hetvoek Siognehichghesigrad éslrpadopstdry dnddentiffaresuch g @hSSID

(Ser%lsceaS%t Igc'l%lngﬁer).

Wireless local area networks are generally not public networks, and access to

communicate therethrough by a mobile node is sometimes limited. That is to say, wireless
local area networks are generally not public-access networks, but, rather, are generally
private-access networks. And, more generally, mobile nodes are typically intended to be
used to communicate with a selected one, or group, of wireless local area networks.

But, conventional mobile nodes generally monitor broadcasts of signals generated
by any wireless local area network within the designated frequency band, or bands, within

detection range of the mobile node. And, if signals are detected, a mobile node might



10

15

20

25

30

(Service Set ldentifier). Wreless | ocal area networks
are generally not public networks, and access to
woamsma7sat e therethrough by a nobile node is BOMENA20400286
limted. That is to say, wireless |ocal area networks
are generally not public-access networks, but, rather,
are gelnlerally private-access networks. And, nore
general ly, nobile nodes are t ntended to be
atternptda commudipateriicueeolihe ﬁetﬁc@é%’p eé%ll"&ﬁ ireg, ReyOF, gveryfhough
I
the lﬂ%bdg o§,§ 1561?o§f%:the%ﬁ§ DEtm ‘ﬁ%{l gch ggg%%lcogﬂis’e?ghfa gﬁ an@B&eEEto
comﬂﬁﬁﬁa@ttﬁﬁeﬂhyo@ihxshu\m belesed.| Rakb ravemenatwodilywitizedthrough
t he designated frequency band, or bands, wthin
SUChoPéfle@@tﬁ on range of the nobile node. And, if signals
l%%l?&?ﬁ re?org‘ﬂgédfeﬁ bﬁ%gcﬂﬂogmﬁﬁttﬁeedmhptt%y a mobile node to
comTunl ca t etected wireless |l ocal area
comfghivatelkwitley annreldsm m@hl arbenetwbild throvglevliieh thematileaode swuld not
permtted to c;ormunl cate therethrough and access to

be pg Toc%’[ﬂ@n’t‘m%?%through shal | be denied. Radio
e$Qy fn‘:ﬁéht %E ﬁny? g)’ lﬁﬁﬁ'lﬁfoﬁﬁéhdn%ﬁt&lho ombnaidagiohd By why of
manner ere needed by which to limt the

ere&tsk tm:pl azcezbyetworksbhdttéhmsgmf ivant cmpmynm@aﬂs of {ieresent invention
b eags | ocal area network through which the nobile
anh‘?YéPV uld not be pernmitted to conmunicate. It is in

light of this background information related to
communi cations by way of wireless |ocal area networks

1sdi¢mh‘ebh& ednyentiorcant i nprovenents of the present

ntion h I
\é[%ﬁ péﬁ‘gg}?ﬁlg‘\’/ﬁl\}gﬁf arc\éﬁr%m&% o ( giﬁﬁ eguﬁg chJW(%els rﬁégﬁt&‘ug "ind an
assoefaﬁedl I HQRoA PRAVIEER o fadilithte el @3iva O amdvmm hetd/orlb yf m/gnoup of
to facilitate selection of with which ne

availpblasstwerks eaeebls vethie eilspst @ selseled Hegusucy ﬁ?ﬁ% ﬁim#géla‘@lﬁw% a
mobé‘el eﬁpggewgg%ugmuﬁ@?tg t hrough whi ch a nobil e node

conmuni ca Thr ough operation of an
entgbuphpeation b apembedimennofthe prsent iimengburtberefore, a manner

N G
t of networks. Identities
to c&@ﬂ;{ﬁﬁf}hﬁ%@{)ﬁdteﬁn@d %Sé t e SSIDs (Service Set

| d@dérititiee o Bthe abtwdrks, such as the SSIDs (Service Set Identifiers) of the
networks, of the defined set, are stored at the mobile node. The mobile node monitors the
frequencies of the selected frequency band or bands. And, the mobile node detects which
networks are within communication range of the mobile node by detecting broadcasts of
signals by networks within the communication range of the mobile node.

The mobile node is permitted to attempt to communicate with a network that is
both within the communication range of the mobile node and that is also a network of the
defined set. A determination is made as to whether the networks detected to be within the
communication range of the mobile node are listed in the defined set of networks stored at
the mobile node. The mobile node attempts to access and communicate through one or
more of the networks that both are within the communication range of the mobile node
and listed in the defined set. Thereby, during operation, a mobile node that is to be

operated in communication connectivity with a particular wireless local area network, or
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networ ks, of the defined set, are stored at the nobile

node. The nobile node nonitors the frequencies of the
weebwsmeed4 f r equency band or bands. And, the noBCT€AR@E®00286

detects which networks are wi thin comuni cation range

of the nobile node by detecting broadcasts of signals

by networks within the communi cation range of the

nobi | e node. The nobile node is permtted, to attenp

group of wuaiesuﬂocataeewemoré:s restemptKto cRBEmyniCcalp WHDL N n?‘ﬂ\@rk or

i.C a f
ne SRR EE T , Bl bt SHPAELS HEeE nogo oo
not affBSBt @%ohﬁnmﬁ@k@ﬁthtv&iﬁemgumr K%a detvotitsatlattave Beteotbd tu hse
t he” conmruni cati on range of the nobjil e nqQde are listed

wnhmmotrmm@non@@t@éﬁome nedeviptieze 2t disted i iherdednad bty e
ﬂ:mﬁ?ggg?cé f ELF ga%%gﬁn%rﬁi%ﬁpﬁlﬁ dEg?é?f:%?ﬁ%tcﬁ'Q@ at a storage element

one or hore e networks that
emb&ﬁéd"at&h@nwbﬂé'l hedd, Neheoturagsélemtintofor imstaypee,dé defeedmb biremovable

meme e B Sioh SraISEPEHAESHH A Br 8 sger e SYHSY Hloment i
at leqs?ggf%w:!g)ﬁg (%Re%bqg éd ¥' [ Yor Wi %% SmBRAbleiread- &Elr%én%r?,s& other

or g dup rel ess local area
updﬁwﬂwﬁ&kﬁny@mﬁemmkm.to communi cate with only the

e o ot o el e e S e
in hs?iste %tag?%ggfagﬁ MR ]%Ebtn% 1fﬂgfeﬁle‘ﬁ’ta'h%h a8 nloBfahodd Balternately

hat™ ar e ‘detect be W thin communi cati on
opersifle thefirsb fietneenap and dndt at arsecandtfrdquencycband. Faeingien¢a, ijone

impl@eRiakeP. dgk mp BTG Rsteat OBt iE o b AGE e GHE® b abe 50012
freqﬁcflﬂﬁf BRRi, becH\WdehicT AR aflbeitédfor etRnmed and @ireglsb@nesectivly,

ned at a renovable menory el ement, such as a
use l@uwseksﬂecallammewqumam gorage eten@nt squsainsTypparptoliiges, 2 fitst

listing a@ggcq%?é \gltg Iﬂa)egﬁrgﬁ‘ﬁgsq%{ggf éggi %Q:Jaos%g&ﬁﬂlls%ng agsro@?ﬂed with the

secoﬁ@ GREARNCH bARITOIENIERAS b HeivbeR wﬂHWhicﬁelm mbbleesmzfe it penmtted
morks defined, e.g., in terns of their

to cmmnuupatedwtmn thediré faveney bang ﬁ@ﬁg@ném%mthe gt E%@g And,
1denbg«gsr<§‘gﬁ acyv' g{n leﬁﬁgghgﬁz%éu@ﬁ@@éj gérgﬁgt%@%edsc)‘él}:né%mcate in the

secoﬁﬂ ERHedRY baad ske coftained i &recsecondrhsung Imm‘lodime nmﬁ];emntatlon the
the nobile node is operabl e at

identifies eftthenewodyvifl @awéﬁh@/msh%ngdeede ﬁela?ltt%ﬁﬁoqwe ) Céﬂlcﬁe mn both
oftlﬁsflr %&%o&doatlﬁg alre%gféh edoRNHnURRS uI ated, respectively,

ess ocal area netwo The st or age
el ee Mirtlee aéprcsf theprsatt énventon mgpdatlr@ dfithslistinigs g sedectably

penﬁ?tgg F":l{gé ]z%g)\gd; g@sé%g(d Iln{q%etcfpfgrp%%n%{] Icl: (ﬁtlng oF 816 Fnfiries corclitamed

in the listing pursuant to a two-step procedure in which a password is entered and
accepted, and the listing is thereafter permitted to be updated. When the storage element
contains multiple listings, in one implementation, a separate password is associated with
the separate listings. And, in another implementation, each entry is separately password-
protected. And, the individual entry is permitted to be updated or otherwise altered
pursuant to a two-step operation in which a password is first entered and then the entry is

updated or otherwise altered.
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second frequency band. Identifiers of networks with
whi ch the nobile node is permtted to comrunicate
woizodsioa7a3me first frequency band are contai nedPCI/CAR@4/000286

first listing. And, identities of the networks with

whi ch the nobile node is permitted to communicate in

the second frequency band are contained in the second
listing. In another inplenentatign, the identLh%es of

i

t hEheaohide Redesnomitarh het{radnengydBpdeingieh the pebils nadgds
t ; . |
opergile, AR Rl R0 fhad difrb b a3 Rutédied upon

contil l@l&ﬁﬁélg% mvehiel s§Etems fabasi griags € rdflveed fostsibegeoni ssgnals or pilot
sel ect a

i ggrn1tted. The listing is i
signalcoiby defsrbreBich S ERIere FHARELe ASR AP RS He RO A Ariatorks in
cont.aln [ LGbd | t 4
T S R ST D e
netwatlg, fdrendtaret) thg netsvotleare afentifiedly sirvice dettideritidiers dad the.

o Sy o bSO CHo L eSS
broa@éﬁa%f? Chipd &fidd {dp ideﬂﬁﬁé@ RAY @n§pard it 8% v cohtin@a 9 fiRisting

enment ation, each entry iI's separately
or ligtiags wbthdptaragecdl erdent Ariad, thieendbilgingidel atigmita to gormunicate only

withfigheip kg S0g GpreEe o6t (it T POR TS pdes R Honet i Bfte
idengﬁ{ig ?grgaiﬁg&i irf A8 "l‘ilsﬁltfgeoigcﬁ& Etbrdgs elpskated or ot herwise

_ The nobil e hode nonitors the frequency, bands
i n Astihemobtienadsis het proaiétadso efiemnptip e ommpByies, With a network

det ect trol -inf i d
whosto et caredoupuRe Sb e bnean AL bedt (fbStsnemptto
comhRBicaicdnath § nafwerk §ilrwiach the nesbileerde ik iit gabszal topi | ot

signals, and by detecting such signals, the npbile

commuitlizatie tSySten TeRRUTPRSIARDPRISEIF e a3 HATRS [ aGRABSECR BPHE DY the
rea.that the nobile node is positioned. In sone

mObanepgﬁeeQ%n?tooé’g}marea networks, for instance, the

n egﬂ\?{e‘:% axﬁib @P&ﬂh@ﬁ%dti tiesglefore, Sﬁiatzittug ané tin iashentatedinaetBod, is
an e nobil e node extracts val ues of the service set.
proviidierfor # rashie comICAROISTYSIFET BVt mghile B?‘g%dﬁ}%{l?bl%w%e '
Vi t, 1 i fi i
R ke S e e Rt
witheh efithta gréaslof tdteorkelaid epenahdetoatonanpiisate.oSelostinmrifehteast a
wth a network in, whos erag§ area at,. t

ﬁrst%gllsgqeé ngsak PETSEEFU AEERe WHGLHCE BeriEry Bahe HiSbile node
to c%ﬁ@hﬁn%gﬁﬁhé @at%j hepbiithddI9A Sfordag1h & 20 d st tthe MBbile node.

bi'l'e node i's not pernmtted to attenpt to
The Gtonagerdlantre stirésnt deasied fict identiberghatddentifiey thesat degst the first

contai : e ; '
selegied g%%&{no%gokndetcelgteorlisl gl’}‘l oted gtt%ﬁe rrrrl?)gilé Bodt? e 4RER td1 Yotects which

networks of the group of networks are within communication range of the mobile node. A
selector is adapted to receive indications of the at least first identifier stored at the storage
element and to receive indications of detections made by the detector. The selector selects
which, if any, network of the group of networks, as the at least the first selected network
with which to attempt to communicate the data. Selection is made by the selector of
networks, if any, identified by the at least the first identifier and also detected by the

detector to be within communication range.
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conmuni cate with a network wi th which the nobile node

is not authorized to communi cate. System resources are
woans@eyBd as attenpts to access such networ ksPoy/Cah@4/000286

nobi | e node do not occur. In these and ot her aspects,

therefore, apparatus, and an associated nethod, is

provi ded for a radi o communi cation system having a

nobi | e node. The nobile node is selectably operable to

c ofrmuare cameletaarprediationrolde presest nyeriionsandghe seaps dercof can

band wi t hi
ve o REEPE eSS0 P LPVEL BaChONRef SPRHITRALE, v
fouoﬁzﬁ{ge&étaﬁfédra%bwlbn@ﬁ?tﬁe*me@nwprsférrmmmemwtmrmnt

to attenpt, by the nobile node, to conmunicate the

inventigmaandsthe apparided el8ims. A st or age el enent i s enbodi ed at

the nobil e node. The storage el enent stores at |east a

first identifier that identifies the at |east the
Brief DesdriptRmestitRe Dratvinisk. A detector is enbodi ed at the

nobiTe node. The detectggmgﬁtects i ch networ ks "

t hElgglfeohBIUéﬁfatﬁ%% ficlienal idiagram ?S%WHHJCP%%%VS em in

apted to receive

Whlcg Adi eglzjtoggﬁésdt gif ﬁ%ﬁ)geseﬁt géggl?h? f cr)f?t%at?gent ifier stored at

t hBigate Hystrateeapatiabmdsshge sequmoaeparh@h ncogess ik gndm

detectlo s nmade t he detect The, sel ector _sel e
repragEe SoPATOn L IsORIB Ao gy aD BRI bR bghdh to an
emb&nﬁleﬂttofltﬁ@ﬁltesélﬁ?n\fehﬁ&tl sel ected network with whi Ch to

to communicate the data. Selection is made by

t hElgSEd ®ilusirates a representation pf exgmplary dishrgststered piihe ﬁ@%@

| east the first entifier adals cted by the
elem&’étt BB & RPTHRN s\f‘?‘ﬁﬂ?"é&?ﬂﬁ% %‘gur%%e A nore

&l £11ARRERS h Al Ww Hﬁgram BGRIBthé MéeTdistsps afi thetrhethod
sco e thereof can be obtained fromthe acconpanying

of optratisinruf sntedodament of theforgsesiinyvientiored bel ow, t he
foll owi ng detailed description of the
presentl|ly-preferred enbodi nents of the present
Besﬂmamdmar ohetrRapeaskesh cl ai ns. Brief Descri pti on
awm ngs Flgure 1 illustrates a gunctlon
bI B@Kerldn&‘gwl"aml@fl & radiel COMBYRIFAHOR: BISTHM S 9%'{1@%1?1‘ i 1On

prov ea Ecrweraglo qol'rrvI Sl? cdiids Qﬁtﬁsh? le'n%ﬁgsan QRidhShORREALhSde 12 is

ftes a nmessage sequence,
repré¥@hfatifd. Phomeble n@ﬂeau pamlttabmebﬁnuy and isenafablepe bappsitioned, at

of the conmunication s em_sho n Figur ur suant
separaie Haee b oeNHHS {ocgfonsy Zﬁnﬁ Waﬁ b%rﬁtl? gg.f:raGble tcP communicate
pursuant to the operating parameters and protocols of an IEEE 802.11(b) operating

standard. While the following description shall describe exemplary operation of the
mobile node with respect to its implementation as an IEEE 802.11(b) compliant device, in
other implementations, the mobile node, as well as other entities of the communication
system, are operable pursuant to other communication standards, such as a Bluetooth
operating standard.

The communication system includes a plurality of wireless local area networks 14.
Here, N networks, networks 14-1, 14-2, and 14-N are shown. The networks here also are
operable to communicate in conformity with the operating standards of the IEEE
802.11(b) communication standard. The networks 14 are each coupled, by way of

gateways (GWYs) 16 to a communication fabric 18 such as the Internet backbone.
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Figure 3 illustrates a representation of exenplary

listings stored at the storage element fornmng a
woandsioers3ef the nmobile node shown in Figure 1. PET@A2604400286

illustrates a nethod flow diagramlisting the nethod

steps of the nmethod of operation of an enbodi nent of

the present invention. Best Mdde for Carrying Qut the

I nvention Referring to Figure 1 rad| t
sy Ehempbidhends lg@ln@@Satranycea‘fer f@culiay raggr °°g%3$s§%t 1'33{‘22

and q?]r(ogg%n\“/lglggr? gll ?)cg%x} &n&ﬁ?a 0b bi lgn A mag?{el%%rﬁlé QNRifFAR dpBration.

e node Is
The 6678 AdRAuFRE 1h¢1t1&es&ip§anaﬂls 128 \od lah emibodineenp o& the |po¢$ent inggntion.

separate tinmes, at separate |ocati The nob
The spetiZio Srnebheleep BRI, 2t e B g Reons S
appaf 5 & ak 1@&&&%{1}%@1{1 glrﬁ?g%%ggd % ﬂ.fxé}cfhlcﬁld ﬁﬂf ihdehtee88 gorkthms

e the f o | ow ng
execdt@%lélfbyqirbctdh@mﬁ@ airtuittes Elieid) theamppanptuarinclages ratorage eemercd2, a
nobi | e node mnth respect to its inplenentation as an
deteqte4, gpda gel P8y 3&onpliant device, in other

eﬁh?%&%@ {05t 33 R RS LbRgh MstatiodSat WRi¢h Plludtdie Etored that

1es-0 e connunlcatlon system are operable
defirfeld Mﬂte fommmguahstmgrmu’mmm przrorgnensdarties 38s Thn epicg identify,

Bl uet t d. Th
s 5908 BB SR e D SOTVEL G BRp B e
perntffed ﬂded‘it%m Nd"i%h%réé%nedﬁ%hV\QhK Faldés stored 4t the storsloelederhent
are own. The networks here also are operable to

forrmmgmra datahase is a fisotlior fh pye innlpmenatior dheanties 8 dpatage are
u dof 1t he | EEE 802. 1l (b) conmuni cati on standard. The
pdfwor ks 14 are each coupl ed, by way of gateways

( Cf¥s Netd&of R coupled . thic @édeiwpaf’tamr dnd ob8rasesab namitbhend detect
I nt ernet backbone. The nobil e node | nc| ude ranscei ver
signals broideasyby ferveirelpssilonnl Atga ActoaksTen g ,mébzlf noaﬁ & within
recei ve part r
commugicaion {3;18g%0 sucﬁ% g;{rc;rizé %eﬁ%’?gfég?gitcﬁgﬁg afgo r"%le Ide‘cector is

here A0 fictibeAlly ddebledas tiepdearngd elsmat& B(ﬁandrto ¢hebsothictoe36. dhe
the present invention. The aﬁ 3 '

selegtondsat¢ronags| xtht]@?rg,aég@ﬁ‘qeg Aetwgy }féat -8 bi its SSIF I)(alue is also
hsteg fhre%nt3 L2 36 rA0P ?tr tgé %gle'rrfgﬁ{ eFRPLRE nidBildAY¥de is permitted

franner,, 1 nc i nst ance, al gorithns
to atfonBRUs akvess thy 1cmhaﬁe6 ﬁem@rlctomommmmcate{dreeqthnongh If, however, the

s L0055 SR BB 1 S5 Rt
to cothRLARGe WAGAhE ABR R n%cﬁ'ﬁ val ues are stored that

In one implementation, the mobile node is operable at two separate frequency
bands, such as at the 2.4GHz and 5 GHz frequency bands. And, the storage element 32
includes separate lists of entries 38 containing entries of networks with which the mobile
node is permitted to access at the separate frequency bands. Or, the listings are contained
in a single database.

Tn the exemplary implementation, the apparatus further includes an updater 40.
The updater selectably updates the listing or listings of entries 38. Update information is,
e.g., downloaded to the mobile node. The listing of entries, or individual ones of the
entries, are, in one implementation, further password protected. In this implementation,

the updater further operates as, or includes, a comparator for comparing the passwords of
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define a database formng a |isting containing one or
nmore entries 38. The entries identify, such as by SSID
woOdersioefazer, wirel ess | ocal area networks w t hP@niCaR004/000286

the nobile node is permtted to attenpt to forma

connection. The values stored at the storage el enent

forlm'ng the database is a fixed list. In one

i npl enentation, the entries in_the datapas re . )
storedpofermation togethergerlepassiords of gpgate alf@lawm%e i@éﬁl%lsppsp’fnﬁed

24 and te t I
if ot SREGGH FRishdy VAILL @ p8pasRBiErt S 9T S when the
OB the ni@ER] dfopeiatioh,the enmisnireatdrehatrthasteragh ekenwdnt of the

W SOt Y e
to thg Ig%e B0 032 %ége %t](())re& ha%d%ﬁé ﬁl%igé netfe is 155‘\%1%8 k& ﬁfoﬁ(tord the

erm nes er 'a selected network, identif
frequeen@y barilg ih tvdhicBShOmobilaapdé & opksblel fhetdetécton opéretes to monitor

and deget FiEoAs RNt o Rk EERIETORS: R § Beat dudetodif ahd e
SS]]?~I gfﬁ]lte'bﬁ'éa%g%ﬁﬁg‘i’@%rk fehiREl gRtBriledehbteySdbesdel to

etecte network is not listed in the
detedpinabdsther theadentifietl ectvoutk is alsoldstedaithe $tt)7é'@e elsment. eige, the
cate, wth t det ect ed net

sled e e R e B R ST BESSI g nevone
Otheﬁz&%f @k Sadvite %H&é‘fs?r@lﬁﬁﬂéd fr&%ﬂeﬂ@tlﬁg td denrdudiChie baRehyof the

( frequency b he storage el ement 32
netwomlcl udes separate lists of entries 38 containing

es. of net
o AU i, OO ROOE i e
selec%p cHoBSes! th&§ S MY thapisdirgiaémifiRadsuch ag il SS;]Dehstbﬂtaabl&sth of the
n the exenplary inplenentation, the

appar at_us furtq
list. |Iﬁwmmsmcatnpnsmn@ref&etuahiﬁylﬁﬁaaﬂ@h&@? BEWRHY: SRR EEnate
netonl? bsrsi?EQlc ggthggdenh%; &m%cﬁﬁ}eeda kS S1sdSetddrdat e

to t he nobil e node.
Then b ﬁh}bleﬂe@tﬁtlﬁnﬁf wkish tlerlisting isvipdiatableg thedistihg ushpzrotected e.g.,

entries, are, i I t at
by ama@qwaea1temtea£.e§9f¢$r@ﬁqp2n%§ Bt rofectib B PR O Dhgord.

Entrg%% El?et ﬁa ordl ?&Jnlﬂ% &o&% 2 BkRAt b HeARRE dleted,
fr ore th

or mati on together wit

adddietes mtﬁsrmie wpdifieé. Bofhor ]nmmlg@ass“upd and ayindsvighenal gitry ed
i f conpari,sons indi cat matched val ues of the
passysd psraduiredin epth PPl atfer ati on, the entries are

(Sjt 9% GHe #h og}l%nﬁ@ntﬁﬁ&{ zﬂgeest% g@?l@fneﬁtf is %Hl%o@@ﬂ APATELANUBGbIRS0de,
uring c

Igurati’on o he nobi | e node or through

an RIOWML| @adiingivef dat a

Through operation of an embodiment of the present invention, a manner is
provided by which more efficiently to utilize radio resources as a mobile node is permitted
to attempt to communicate only with wireless local area networks in whose coverage areas
that the mobile node is positioned and whose identifiers are contained in a listing
maintained at the mobile node.

Figure 2 illustrates the storage element 32 that forms a portion of the apparatus 28
of an embodiment of the present invention. The storage element, in the exemplary
implementation, is embodied at a RUIM or (U)SIM card that is removably engageable
with the mobile node and the other elements of the apparatus 28 (shown in Figure 1).
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to the nobile node. Once stored, and the nobile node

is powered to nmonitor the frequency bands in which the
woubisle7isede is operable, the detector operat eBCTAA2004/000286

nonitor and detect signals sent by the | ocal area

networks. When a signal is detected, and the SSID of

the broadcasting network is identified, the storage

el enent is accessed to determ ne whether the

Stordge doxtatibnseof the staragk element sts seiesiably agecssible @%}gé@ératlon of the

| f
s SR bt R RLTELS, PG ROL 008
selectiYdasMie fohRdBRINvEte) asteothervisodlidbivhiads b thenentries stored

attenptl ng to comuni cate by way of the network. hi
thereghhe i npl enentation, if nore than one SSID is contained

i n.the.l .
¢ 1 HEtE g SRl oP B8 4t SRRl o (RHRORERe HRngs 340 A B Lisng 44
is deﬁ’ﬁctac%q Uf% ks get dtffe?mgﬁg ahé ahi@mé liatieg #bts defihetbyalsémnd set of
W e iden t
ontr 538 e scantiss 35S (HRIBTH HEPESHoRly SR HES el Qe Ach g COHz
freqlggégﬁa@l Aﬂif nﬁ%se}mﬂé 50QBnd Nstipl £80f %ckécﬁﬂdtﬂgﬂds $hat
up abpl e, he

Isting is protected, e.g., by a
operaasﬁﬂmﬂerGﬁzrfmqabmylmadh entry on the listing is

db
s sl SRR R N e B P
freq%lntc 25 Wtihfﬂit‘ﬁle ‘ﬁte‘éigenc @%&js BQbe the 2. Qtah@ 5\ GHz fRgiédc§®ands, to

st ng "pas vvor and an individual entr
detecﬂahesmSmlwm ofeguirolesignabs la)ntherksumﬂe]@q’@dpb@m@i; When the

mgn%ne ﬁqgglée deé«%%@i#ogfqgte(cb 32 es Iﬁ,? c%rﬁ&%géde\gltﬁ(/alues
cont&’lﬁg(i ﬁltthQ ﬁst‘?r{gsalﬂ @ﬁ@@gl'e@f@f‘% PérférhR the &ﬁﬁ}ﬁﬂnsbﬁw eIIﬁhlnwch R

provi ded by which nore efficiently t
1ocamu ﬂhe mbuladpcbe xsepsrmmé $0 aléeraptip BPIBIUATELE Wish @@raﬁsqcta&ai

t te to co n
netwgfl o R RO L E AN g ol e et Tnd Rted potworks
is de"t’éiﬁﬁnédsto PebhthReeth antoMhe tisirgd @n] fukther sleation isanhdd ettie
in alisting maintained at the npbile no

selegtot Qfgwutlawl; 1o ghesnetverks that drpapebitpnqds shal %t};ep,%ptgo comlgnumcate.
If thg F“no f t h 1% Q(p @Jﬁﬁlﬁiﬂﬁ{cgt% vmh f‘?mgfébt'é& %Ewggrkttti&l a

orage e enen
SubsBeHP b ¥f thﬁﬁét@mﬁfﬁxﬂﬁh oshichi smetoh hes mibnaibteammdaf pselected and

the mo 1lSeI rlrgd%%[ctgm{otga‘g cér%rrfu%ﬂ:?l‘éavelltﬁ/th%? gt%oﬁ( ’lehe ordering selected by the
selector when more than one network with which the mobile node is permitted to
communicate is available is made in any desired fashion. For instance, in one
embodiment, one frequency band is preferred to the other. And, if the available networks
with which the mobile node is permitted to communicate are operable in the separate
frequency bands, the available network in the preferred frequency band is first attempted
to be accessed. If communications cannot be effectuated with this first-selected network,
then the network of the less preferred frequency band is attempted to be accessed. If more
than one network is available within the preferred frequency band with which the mobile
node is permitted to attempt to access, then the selection made by the selector of which of

the networks with which first to attempt to communicate is made on another basis. For

instance, signal strengths, or other communication quality indicia, is used in the selection.

10
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with the nobile node and the other elenents of the
apparatus 28 (shown in Figure 1). Storage |ocations of
woheosabma3age el enent are sel ectably accessi bl epduiang4/000286
operation of the apparatus 28 to retrieve val ues
stored thereat. Additionally, the storage |ocations
are selectably updatable to add, overwite, and
ot herwi se alter values of the entries stored thereat.
Or, drarbitratsheelestion issnadss sughasdasdapondbe pidedng abths spriereeof the
distings.44. A fir kSt i ' i
enirig 1 gy 1 6 o5l a0 5Bkl b e Bkt o
caus® theAr S8 PhrtS6 bpahtead attbdpt BEombmiend withsh&latediteework.
first listing identify networks that operate at a 2.4
lc}@gureea ilbstrgten arepressAigtion. S BOWA el e of pReraiREitdhe
ISt I S M€ ANE
appepiils 28 gipof pi e LREHEHoRELAREIIA iR DREHELALh bighiting
genef@bd Herimosisratiohe filddnenmeidsiomsystenr. s sel ect ed

f . b
e OPSragous ore PRGNS EaRIaSLe Rted B Biie gRgrations thaf ace
o - ahonal . _

ST AOH A gy ety M. o

operhiyort bitthd etobilt avdg4he tebaivelpare of the mablileaode sens anpaoaiors

et S0 B B0 R T BEp R
Whi%f}tﬁﬁ%mlgﬁo@@g%gg@bger mtted to attenpt to communicate

the associ ated network. |If nore than one network

i s Adelf acinditatad dyriiny ssgtients SBnsigadls atsdropsicasit deasbatwelerisd

SEREERTEIAETT .
the MVEGBe Hcal BLsURR BRFIFEs. ITHRS sebiventIBBiakerepaEentatival df signals

attenpt to communicate. If the nobile node is unable
broatlcast byrseparate veeswifithe ndtworkisat theselegle dfervalswor k, then a

suhsequent one. of, .t he t or ' (.C .
R e PR JEr B AL YRR P R sef re
detediell BYRLSMbBIlEASHRLTItRebroaddabts of tiRtnehedker K.nol,hke no branch is
ordering selected by the sel ector when nore than_on
takeneanidhk mabilenods ecmtinges tesean the fsaeenciesp s APV ey Fgnals are
cO ni [+S: i ' ' i I
e RN BR3P S8y YRS SSID vaes
are dxtRE1eE Fiyn bRiecdivedmigiab riad, hoindiatedtiyehe blawkl 66 the tkigacted
avai |l abl e networks with which the nobil e node is

valuge pigistarediat e BORHE R FRASS! 8 SERRBPY Gerhe MAIntAR ol the
deteE{o??h'?srh% haRssre ie avail abl e network in the

prefe rednfreq%uenc band is first attenpted to be

ac dessater, bid epimticaied dyithesloclaiR,ot davematftivotisatade whpthar a

this first-sel egte et wor k ) ..
scan period has been comp eteg. ﬂ‘no%he no branch is taken, and additional channels are

monitored, as indicated by the block 74. Otherwise, once the scan period has been
completed, the yes branch is taken to the block 76. At the block 76, comparisons are made
between the extracted values extracted from the signals received at the mobile node and
values contained at the storage element 32 (shown in Figure 1). And, as indicated by the
decision block 78, a determination is made as to whether the comparison results in any
matches. If not, the no branch is taken and scanning continues. Otherwise, the yes branch
is taken to the block 82. At the block 82, selection is made of with which of the networks

whose signals have been detected at the mobile node and whose identities are contained in

11
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then the network of the |less preferred frequency band

is attenpted to be accessed. If nore than one network
woO0@wardsabl e within the preferred frequency baad/ca20da/000286

whi ch the nobile node is permtted to attenpt to

access, then the selection nade by the sel ector of

whi ch of the networks with which first to attenpt to

conmuni cate i s made on anot her basjs.  For instance,

the ssorggmlempmteaag(sh@m oy Fistiedy thsspafuith etienioqtampt (P

i ndi c us I
comiginisae, st &t el ofic BEOR L B pibile AROFEAIELY
combNBicERAMENER sefecteh Re@nirk aeﬁldidaterdrbej thé Block§4. The
selector 36 is here shown to be coupl ed

o.th
Avdshormingtion is Droda agbe drasion BIRshh 3 WhEBCE ALETED g
at t e
BN O el sl i
dec1§bn bidck @B, afer Aurthendedérntileioapparnde assto.’/_\ﬁh@lmdmdy addlabnal

@g" o it BBt ot SO
comﬁfﬁﬁ%&' q 6toﬁlesh\’)slﬁ iEPREADARNS tl?é’lﬁo@l@&i ofﬂ"r&glvéltseltyh&other

e, 1 ncluding operations that are perforned
netwalrk tsmaﬂﬂﬂamushl%ﬂ(esmm rode H mumétet))to faiempitg cammunicate,

the SR BTGB 4 e Bk (81D HEKk b e HOa M B NG R Bede t

com:ﬂuﬁ&‘dfer\ﬂtl?gle R%1Y- Qéib@c@& ﬁ&w@ifk éshﬁdliéht@ﬁ Iy %o bl%l& B4.n the
requency band or bands with Ke nmobi | e node

i s Véiperaxbtss to Acdmmamidatioi uetwedc wchmech élgq»oeastbgan@s is taken

| l
fron (8 Aat PR A% H BitruBpRi sebvisganssa ey Heud f is
effedRRbd. ETROSSEMMENOhEidH r¥iBSisCRY BistRe, HodaBurdatiDd @ a data

networks. The segments 58 are represent ative of
messAggnal s broadcast by separate ones of the networks at

ntery t ' I
62%1%1%211111}3% talr%‘ﬁﬁoé ﬂ%g?a%‘gagﬁt shgg\ﬁ égﬁé‘ija Iggln(%, Pe‘f)&sentatlve
of tHRGhAREEEF speritlvn JTabichbodideart of thelpeesbhtdadanivhs ’Rhé ntelﬁl&)d
networks. If not, the no branch is taken, and t

facﬂmt@ts:s seleeiiseofeb Fepir st sedeosdaitverk of aegeRaRS WOTKF with which
to aﬂtegnl% \r@, %fnolbggghge S Sorﬁﬁ['ilﬁﬁﬁt%?lo Jfhe yes branch is taken

I'd y I nformtion, here SSID
v alfies and beindidated tiyetle blooknl O\t feaste frmtidshtfielisstordd} the

mobglé@:ogg%}é?}qeegggeﬁﬁz He?aép zlh @ése?gqﬁg{f? % e]g{ "R ed VaLJ(J:JJ gateé gy the
bloc%al?)@,r%é@dtﬁb% PG4 8t wih 1 ?jcglltrgeg\%' S %fftl{eséi‘&\ﬁﬁof HRtkbAY bR within

ter, and as in by the block 72, a
conﬂﬁhﬁaﬁbﬂmnge@flt}&malﬂh:nmet her a

Then, and as indicated by the block 112, selection is made of which, if any,

network of the group of networks, to be the first selected network with which to attempt to
communicate data. The selection is made of networks, if any, of identities of which are
stored at the mobile node and detected to be within communication range of the mobile
node.

Because the mobile node is permitted to attempt to communicate only with those
networks with which the identities of which are maintained at the mobile node, reduced
overhead signaling results as the mobile node does not attempt to communicate with a

network with which the mobile node is not permitted to communicate.

12



scan period has been conpleted. If not, the no branch
is taken, and additional channels are nonitored, as
wonadisoatsd by the block 74. Ot herw se, once theCcsEan004/000286

period has been conpleted, the yes branch is taken to

the block 76. At the block 76, conparisons are nade

bet ween the extracted val ues extracted fromthe

signals received at the nobile node and val ues |
cofhaprevibustdesriptiondirs §& Pertaras axamplesdaoiplementing the

el ol L MR ) Bl 15

desctiBE6H.t 'Bhé opB Yl fRIpe&est inVéntion is défned byhhafotlowisg ¢laikesn
and scanning continues. O herw se, the yes branch is
taken to the block 82. At the block 82, selection is

de, of W i ch of the networks whose signals have
Indysingl ﬁﬁﬁﬁl t the nobile node and whose identities

ar @he prisantrigeknitioh peovddesraagppahtasend mdthodsh diwrit setection of the
Figure 1) thereof, with which to attenpt to

netwogh i biels the/mebile100p AUFTERIS &RicUY LRSI o iofined sohgf networks
nobi |l e node attenpts to communicate with the sel ected
network as indicated by the block 84. A determ nation
I's made at the decision block 86 as to whether the
attenpt to conmunicate with the selected network is
successful. If not, a no branch is taken to the
deci sion block 88, and a further determnation is made
as to whether any additional networks are avail abl e
wWith which the nobile node is permtted to attenpt to
conmuni cate. If not, the no branch is taken back to
the block 54. If, conversely, another network is
avai l able with which the nobile node is permtted to
attenpt to communicate, the yes branch is taken back
to the block 82, selection is nade, and attenpts are
made to comunicate with the new y-sel ected network as
i ndi cated by the block 84. When access to a
comruni cation network is achieved, the yes branch is
taken fromthe decision block 86, and a comuni cati on
service, indicated by the block 94, is effectuated.
The communi cation service is, for instance,
communi cation of a data nessage. Figure 4 illustrates
a method flow di agram shown generally at 104,
representative of the nmethod of operation of an
enbodi nent of the present invention. The nethod
facilitates selection of at least a first selected
network of a group of networks with which to attenpt,
by a nobile node, to comruni cate dat a.
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First, and as indicated by the block 106, at |east a
first identifier is stored at the nobile node that
woOdersioefizes at | east a first sel ected network. PTHEA2004/000286
and as indicated by the block 108, detection is nmade
of with which networks of the group of networks are
W t hi n communi cati on range of the nobile node. Then,
and as indicated by the block 112, selection is made
Whafis glaiimed is:f any, network of the group of networks, to
be the first selected network with which to attenpt to
communi cate data. The selection is nmade of networks,
1. i f I2RYadi®tombrRmicatibesystin hvigda atobils hodestlatabineperable to
nobi | e node _and detected to be w thin caonmuni cation

comppmisatedata withinosilsast s Bbsclesbediequenpebapdpyitun 4 group of
' t
et bBab R 18 chiiin iR, FOMMBYGALR of Boparithl for (ffiting
selectionrdfak teast afirst fedecmmimetveonkadéhe gredpl oédetwmﬂqshzaﬁdwhlch to
signaling results as the nobjle not attenpt
atterpb DR AP IR B0 (ORGSO FOr S BT D
n oqestdr %J‘Qém&ﬁremﬂoglfe‘a at theGREBIIEHBAL s%ldTQSraBE 8NéhRHSTor storing at
descriptions are of preferred exanpl es for
least arfitsefdentifierg dertifying lenatilens| tharitstishlectsd agevask; t he

e SSPIRR JRtecan e Datigh SERE b ade spid s St hieefog Tor
detegt'ﬁ{% ‘Qﬁféh %WH}ES Bpt'hle VP DI DR RS ark ReliHSH EdrBunication range of the

Icability The present invention provides an
mobalpmadtat us and method to limt selection of the network

with which.t nobi |.e .ngde.att 5,19, &0 l Ca

A adrRen S TR TR oF DR AR T e fBrea o
saldrsﬁﬁiééb S8ABMING 36 +eRBivE Vi @fohayT dlectio®Riai€ by eslé network

sel ectably operable to communi cate data within at

detertonssaidsetdctos tforssslesting whiche dandEt eIk doLihe Brannaingtivogks, as the
AR R R PRS PSRN RykpEOTRLALE: 1, sgecion

maddtbylseilisdeledtol iof ﬁétwﬁbﬂtﬁ tftaag, 1ﬂaiti/ﬁﬁdlbydhe tuhleasg reufirsbiklentifier and
networks with which to attenp y the npbile node to

alsolsteriediy-penl nahworkelector 49 he 3/&&5} %&r@@wasﬁmﬁ Iengfy:
storage el enment enbodi ed at the nobile node, sai d
storage elenent for storing at least a first
2. i demieiabpeatus € olairh |t iwigerdih eaid storegesdlernére af which th@atdcetsethe first
net wor k; net wor k det ect or errb di e qo Le .
idenijgeess SipdICRTRPISE R PAEERE CUAOrBFCIgse tHOﬁ%‘om At the mobile
noddetworks of the group of networks are within
communi cation range of the

3. The apparatus of claim 2 wherein the portable memory of which said storage
element is comprised comprises an identification memory card positionable in releasable
engagement with the mobile node such that, when engaged thereat, said selector is coupled
to the identification memory card permitting access by said selector of values

representative of the at least the first identifier stored at the identification memory card.
4, The apparatus of claim 1 wherein said storage element comprises a non-permanent

memory, the at least the first identifier stored at the non-permanent memory of which said

storage element is comprised at least selectably updatable.
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nobi | e node; a sel ector adapted to receive indications
of the at least the first identifier stored at said
weoetasage3el enent and to receive indications of PCT/CA2004/000286

detecti ons nmade by said network detector, said

sel ector for selecting which, if any, network, of the

group of networks, as the at least the first selected

network with which to attenpt to communi cate the data,

sel ection made by said selector of networks, if any,

identified by.the at .l east, t fil ident i f i .
5.l dgeanpEre e by et fuspBaselibu i s fh cptfrises
netvEREBEA kS8t f62deaeing Jtorddecclappanptiate informitiinto the mobile

wherei n said storage el enent at which the at |east the

nods, ispidtapparetwsifitar cpmIpEsinE el vpdatp inieaationglstecton) 814
.~ rel.easabl bt '
infof B EFR RS ROt 8 U Pt SR Buf Pmaron SR o he
mobieinobe 8@d for shwviBibe eloedperdlerhant wpdgte iiformativmyto bs e®ratat said
identification nmenory card positionable in rel easable
stor@@g’é‘g@%m with the nobil e node such that, when
engaged thereat, said selector is coupled to the
identification nmenory card permtting access by said
6. SelThetapparafus véitlaas Svapres gt siomge clemenhepdate infantiothe
first identifjer stored.at the identificati.on menor
selegtaly comprigeaddfiyz B iAn E1a Bran i R Ale Oy} deteetor
BT ra S BRI RS Bt 1RO TR SPRBRIng BERAN ivé ifodlatbBISH
caust%%we fi rrgg igiger?t?% er stored at .thnegnﬁon- pel},rrgan%nta? )
addedeothy naf-pevinriankntgaé¢morytof maneh selidsterage elbmpohisconwdsed:
| east sel ectably updatable.5. The apparatus of claim4
wherein the radi o comuni cation system conprises a
7. NetRkpRafk of Blaff baklcYeih Bie SOALE-BRBNEhOiRAE: AF@ARAGN
update I nformation to the nobil e node, said apparatus
seleftablytvomprisesep bicergerd infapaation andivdionein soid update nfermation

sai d update. information . det.e r..fo t '
detcPp PaisBS B gtk R BB PR o ol [ ek
infoRRstereid deplade 1ha uslehd thd @rssidentefe seireh@nbiduisiageelement.
information to be stored at said storage el enent. 6.
The apparatus of claimb5 wherein the storage-el enent
g, Uup tee ' Qr];&lrs @gfa 1%91%?&5 %Pf Xst%gﬂ:?trﬁs%iﬁg i S8l Ysaid storage
i nforiBeTon an erein sai d update I nformation
elenttait, aBé Arst Gatigedrbeofthe nolgest dhefildnidentiiattkatiiddntifierthiean least
form ng the additive information to be added to the
the ishsPedte@Wekrenory of which said storage el enent is
conpri sed.

9. The apparatus of claim 8 wherein the at least the first selected frequency band

within which the mobile node is selectably operable to communicate data comprises the
first selected frequency band and a second selected frequency band and wherein the at

least the first listing defined at said storage element comprises the first listing and a second
listing, the at least the first identifier identifying the first network contained at the first
listing and a second identifier identifying a second network contained at the second listing,
the first network operable within the first frequency band and the second listing operable

within the second frequency band.
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7. The apparatus of claim5 wherein the
st orage-el enent update information sel ectably

woanpricsss repl acenent information and wher ei NPE®RICA2004/000286
update i nformati on detector causes the storage-el enment
update information formng the replacenent information
to replace the at Ieast the fi rst identifier stored at
sai d storage el enent. paratus of claim

10. m&&xeeqpnar&tuswé gleim § thr%ltl salidﬁqr%@e glemepdris ﬁfelsaséﬁelgfé@biy
upd?t‘éﬁ)lre ﬁ‘{e’ ﬁrg%df Soitd s ﬁ%é P% LR atinet Hgveasfssomated
east rs entl | er t 8nt| I’és t he at

therbwib &t Ieblﬂ afﬂrﬁtqiasﬁﬁdrdpﬁaﬁﬂappetamﬂurth& co]ihﬁlsa;tgpastaiags elefment
claim8 wherein the at_| east %gg first sel

d .
updpterprphrdyfo Beasty SHPARe AN IRAR AT pdBferhesieRIe migrmation, said

s g S o 2 ORI {OR with
the ﬁtrlaq;lu thedirstymssivad dndkeeaably tiintheatfon wpdsting freafprorsiate one of the
istin ef.ined at said storage el ement conprises the

ﬁrStf%nfiﬁcq BiiR&-and a second listing, the at |east the
first identifier identifying the first network
contained at the first listing and a second identifier
11. | défiteidppanasaf skinn@ whersio the atdfmsiaﬁhn diist pessioed S@omsts a fast-
etwork o he fi
tistipg Bessuis, MEheeeRtine esuit o Serih bt ProstEpsieRld
1nfohh§t1<§?f§, QBfhphrcaByansidaseldfent pdaRPRahat 8stf sefc®Mng of the
wherein said storage element is at |east selectably
firstelisdiang abdl eccond-listieg passwerds. first and second |istings,
respectively, further have associated therewith at
| east a first password, said apparatus further

12. COMHel apbM@tud oF tRiGewIRreiiRaid stRaed elémélﬁa@hﬁéast eclectably
recei ve update information and update-password

updptaatle pad Wereinsthe éirgtlléﬁ%@@ef&eér%ﬁﬁld gioteesten eyt has at least a first
pass%\?c{}ﬁ %sﬁ)cﬁ%d\‘t érg\% hS alcf%)I a&%aﬁlﬁ 8% ng‘Aga!(;gK ng@%Eﬁ’i@m

eas st passwor

updfitlﬂi(‘j adwpredf tg Irclsd¢b»®aipldmig imformagbonoguidi l@ﬁeteqmesv?frdlhﬂ[ferrﬁatmi said
and second |istings appar atus of clai
storqfedlementiupdatgt fqr éﬁ%}PaIi“Fgqu-‘{Wssot t?ﬁa‘&é‘lﬁiﬁ’%asé‘ﬁﬂﬁsiﬂpgé@a%‘m with the

atle&\tﬂsthéh?stt?al ggiaésword and a second-listing password and

erern updat e- password i nformation is conpared
by said storage el ement updater with at |east a
sel ect done f th fII‘St listin econd-listin
13. paciecpagan o ol 12ppirein tis T 10k P e Pameiat 5 dstgdpted with
the %1@53@91% Rk EaBRifidr Sn@WwhbRASdai S /bR @mﬁénﬂgﬂﬁ 2288y hpdates
wherein the first listing deflne at sai d storage
the &t least tite firatsidentifies acsporsive tosomparison made by said storage element

updater.

14.  The apparatus of claim 1 wherein each network of the group of networks
comprises a wireless local area network, wherein each wireless local area network
identified by a service set identifier, and wherein each wireless local area network
selectably broadcasts network-identification signals containing indications of the service

set identifiers, said network detector for detecting the network-identification signals.
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password associ ated therewith, said apparatus further

conprising a storage el enent updater adapted to
woeoawsiose3updat e i nformati on and updat e- passwor #CT/CA2004/000286

i nformati on, said storage el enent updater for

conpari ng val ues of the update-password information

wWth the at |least the first password. 13. The

apparatus of claim 12 wherein the at |east the first )
15. passaorathddsofpegmainigadias i ¢ Frdio eoramupisaiien $ystent havgng a mobile

identifier d, wherein sai Of. t t
node AL PoPraa A SenphEode Sk RRHE o AT sgRfER Rigpency
band RERBNGhI¥E a bfoupUTRRIWERNargRPErable 16 @bAnfintyaty én gherwakent of a
updater. 14. The apparatus of claim 1 wherein each

meﬂlmitf@bfacilﬁatiltmk@ﬁ@m pf difleasbe hibit Releeiedpetivods obthgigrupes
[ . t | I i I
netwRfysief Widhanp Bkl 5 O BaPu e, W hlfiaRcde e da Seld

methdiedodiptisgaeh W rel ess | ocal area network sel ectably

broadcasts network-identification sigpals.contaihin
i ngiosiagiabihs neabilemeds atlgast @ fsidendifier iqen fYél?g giapleast the firs

HQ(IE etector for detecting the
Seleﬁg‘ﬁwor kf]gdent ification signals.15. In a nethod of

C OB biigEivhieh netwaks afthe gomprafmetvatrkoare swittie corhmvnicgtien
mobi | e node sel ectably operable to communicate data
ranggjof hemepilapodei a first selected frequency band within
whi RLR, iPhny) BEURIK 8f HeSrORPSEHRESorkS af BRI RaGah& first
an S‘?lﬁ%t?lﬁ‘grren’tl %Pna nmet hod feggrT racili t%ti ﬁg sel egti on e
selecttd attwodastthaviich wtattemipe tt eanmenivaie kheofatd, lveleefrapupadsf of

f ks with whjch.t t i, h bj | v L .
net Bk ab SR LAEIRE e SPARIOR S0 oEG AP A SR oF (g seid
operdliof BEBRInke node at least a first identifier

identifying the at |least the first sel ected network;
det ecti ng whi ch networks of the group of networks are

W thin i, cat ange of .t mbil.e n
16. SonBeerabrmh o | oo Hullielfe PR gine soreec-
elentt WS indSrniafien & the @astiletrdbe bhd ﬁe&&ilﬁ Gp@Ming edomdifisations of
with which to attenpt to comuni cate the data,

the atd¢ast thie dinstridensifist staesdvab tesnobife nod9. bot h stored during
sai d operation of storing and al so detected during
sai d operation of detecting. 16. The nethod of claim

17. 15 Themidiesd ol & wherbineat dgaer afitsopsss@brdois @vdodiategl with the at

st or ageel enent ) ) ) _ ) _
least the first identifier, wherein an update-information password is further associated with

the storage-element update information and wherein said method further comprises the

operation of comparing the first password with the update-information password.

18.  The method of claim 15 wherein each network of the group of networks is
identified by a network identity, wherein each network broadcasts network-identity
signals, and wherein said operation of detecting comprises detecting network-identity

signals of networks within range of the mobile node.
19.  The method of claim 18 wherein the networks of the group of networks comprise

wireless local area networks, wherein the network identity the identifies each of the

networks comprises a service set identifier and wherein said operation of detecting
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update information to the nobile node and sel ectably
updating identifications of the at |east the first
woOderstocfizer stored at the nobil e node. 17. Thepraeidaaa4/000286
of claim 16 wherein at |least a first password is
associated with the at least the first identifier,
wherei n an update-infonnation password is further
associated with the storage-el enent update information .
compnidesdetacting valapsiofiae poHics Setiparifiesngnntaiesd injle network-identity
operation of conparing the first password with the
date-informati on password. 18. The nethod of claim
15 wherein each network of the group of networks is
identified by a network identity, erein each net

rk.
20. pr chganethed efalgisy k2 Whensin sl epegianot sglepting carenTises gﬁgﬁcﬂng
i r e .
one ABYRk PP g RF P R PR 3 PRt SEhoRBris identiies of which
are §tbedrdubing eaid ogeratidi®of Sténgrathitsd defectddaiunng Saidivpexaiinn of
the networks of the group of networks conprise
detegfii®| ess | ocal area networks, wherein the network
identity the identifies each of the networks conprises
a service set identifier and wherein said operation of
det ecti ngconpri ses detecting values of the service set
identifiers contained in the network-identity signals.
20. The nethod of claim 15 wherein said operation of
sel ecting conprises selecting one network of a
plurality of networks when the plurality of networks
identities of which are stored during said operation
of storing are al so detected during said operation of
det ecti ng.
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