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AUTHENTI CATI ON PROGRAM BACKGROUND OF THE I NVENTION 1. Field of Invention

This inwventi'on relates to the technol ogymmwmmw'rmw%atl Ng CORMbREST

measuring devices and ot her devices havi ers or other types of
i nherent device nunbers. 2. Description of thgygelated Art Various nethods
are used for upgrading software installed in a conputer or firmware built
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simlar devices, replacenent of the corresponding part i's the first

method. 1f this mMRBDOORDS DEVRCEUUTHENTIIATRONFROGRANE | i ke nust be

collected fromthe user to parts replacenent contractors or manufacturer
because parts replacenment is hard for users. Therefore the |abor cost for
upgrading is large. Next, the floppy disk or the |ike can be used for

upgradi ng. That is, soBAGKGROUND ORMEEINYENGUION a nonvommmummﬂy

i nside the neasuring device or the |ike. A recording nediums
fl oppy disk on which upgrading software is recorded is handed ove.googo?
user. As a last step, the user uses the recording nediumsuch as a oppy

di sk tol.upgr dtieldof Inveigiomr the |ike. This nmethod contains the follow ng
di sadvantage. Even if upgrading 1
This invention relates to the technology for authenticating computers,
measuring devices and other devices having serial numbers or other types of

inherent device numbers.

2, Description of the related Art
Various methods are used for upgrading software installed in a computer

or firmware built in a measuring device.

If the software or firmware is stored in EPROM or similar devices,
replacement of the corresponding part is the first method. If this method is
adopted, measuring devices or the like must be collected from the user to parts
replacement contractors or manufacturer because parts replacement is hard for

users. Therefore the labor cost for upgrading is large.

Next, the floppy disk or the like can be used for upgrading. That is,
software or firmware is stored in a nonvolatile memory inside the measuring
device or the like. A recording medium such as a floppy disk on which upgrading
software is recorded is handed over to the user. As a last step, the user uées the

recording medium such as a floppy disk to upgrade software or the like.

This method contains the following disadvantage. Even if upgrading



FADTOO15PCT software includes an onerous part, there is no nethod to
prevent the upgrading floppy disk obtained by a certain user from being
used by.another user for illegal upgrading. Next, if two or npff.dkseds of
upgradi ng software are recorded in the upgrading floppy disk according to
the internal configuration of the sane nodel of the measuring device or
the like, the user may execute a wong kind of upgrading software. These
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provi de g upgradi ng can be avoil de SUMVARY

Fbmeversmﬁwﬁhg is not suitable technology for authenticating the nmeasuring

device or the like to be upgraded. The task of this invention is to provide
a device authenticating unit or the like for authentication of a conputer,
measuring device 2 FADTOO15PCT or the |Iike having a serial nunber or other

types of inherggde BiS%HFENIALEDALE cobid Fribwilohdf Ripesadingi safteirePom
described in claiml, a device

an external computer through an interface and download via Internet.

These disadvantages originate from lack of authentication of the

measuring device or the like to be upgraded.

That is, if the upgraded measuring device or the like is known to the
manufacturer or the like, the user having used the upgrading floppy disk, even if

the same floppy disk is used by two or more users, can be billed later.

Moreover, if the upgraded measuring device or the like is known to the
manufacturer or the like, an upgrading program suitable for the model of the

measuring device can be provided. Thus wrong upgrading can be avoided.

SUMMARY OF INVENTION

However, there is not suitable technology for authenticating the measuring
device or the like to be upgraded. The task of this invention is to provide a device

authenticating unit or the like for authentication of a computer, measuring device



aut hentication unit for authenticating a device having an inherent device
nunber includes: an encrypting unit for receiving the device nunmber and
encrypts the received the device nunber in the public key ”EtﬁﬂﬂmM%&H t he
devi ce nunber being a public key; an encrypted data transm ssion unit for
transmtting the encrypted device nunber; and a received device nunber
decoding unit for receiving the encrypted device nunber and decodi ng the
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nunber, I's the pu Key. evi c neans “a uni 15 conput er
and a measuring device which operates on built-in software. A "device
nunber" nmeans a nunber such as the serial nunber. Wth a device
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intentionally, decoding fai erefore decodi ng succee
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secret key corresponding to the device number, which is the public key.

A “device” means a unit such as a computer and a measuring device which
operates on built-in software. A “device number” means a number such as the

serial number.

With a device authentication unit configured in the above method, an
encrypting unit encrypts the device number in the public key method with the
device number inherent to the device being a public key, and a received device
number decoding unit decodes the device number, using a secret key
corresponding to the public key. If a correct device number inherent to the device
is given, decoding succeeds. On contrary, if a wrong device number inherent to the
device is given, or if a device number for another device is given intentionally,
decoding fails. Therefore decoding succeeds only if the correct device number is
given. Therefore an accurate device number inherent to the device is obtained and

authentication of the device is achieved.

According to the present invention described in claim 2, a device



encrypting the received device nunber in the public key nmethod wth the
devi ce nunber being a public key; and an encrypted data transm ssion unit
for transmtting the encrypted device nunber. According to the, present

i nvention described in claim3, a device authentication unit tor

aut henti cating the device having an inherent device nunber includes: a
recei ved devi ce nunber decoding unit for receiving the encrypted device
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unit described 1n-one cl ai a correspondence
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t he nane o tware suita e device; and a software recording
unit for recording software corresponding to the software nane; wherein

the encrypting unit reads the software corresponding to the software nane,
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Sof tware includes data as well as the program Because the device nunber
i dent i f hgmbleheiftYd&e, a thReRRAE deVickhAusfdrdeboding unit for receiving the

encrypted device number in the public key method with the device number being a
public key, and encrypting the encrypted device number using the secret key

corresponding to the device number, which is the public key.

According to the present invention described in claim 4, a device
authentication unit described in one of claims 1 - 3, displays an error if the

received device number decoding unit cannot decode the encrypted device number.

According to the present invention described in claim 5, a device
authentication unit described in one of claims 1 - 3 includes: a correspondence
software recording unit for recording correspondence between the device number
and the name of the software suitable for the device; and a software recording unit
for recording software corresponding to the software name; wherein the
encrypting unit reads the software corresponding to the software name, from the
software recording unit; and the encrypted data transmission unit transmits the

encrypted device number and the read software.

The “software name” mentioned here means a pointer indicating software.



suitable for the device is known. Accordingly, the software is transmtted
for upgrading. As a result, wong upgrading is avoided. According to the
present 'i nvention described in claim6, a device authenticatiggp&nh%T
described in one of clainms 1 - 3 includes: a correspondence software
recording unit for recording correspondence between the device nunber and
the name of the software suitable for the device; and a software recording

uni ¢ 1 8o 1HHNACS AREAAL &, APLL PRLROGLAg, 0 the sof tware name; wher i n

the encrypting unit reads t orresponding the software nane
fromthe software recording unit, and encrypts the software with the _
devi ce nunber being a public key; and the encrypted data transm ssion unit
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Capabi lity of prevention of wong upgra
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upgr adi ng Tl oppy | eaves p I'nadvertent analysis of the
contents of the floppy disk. This problem can be avoided. According to the
present invention described in claim7, a device authentication unit
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using the received said device nunber; a
and the name of the software suitable for the device; and a software recording unit
for recording software corresponding to the software name; wherein the
encrypting unit reads the software corresponding the software name from the
software recording unit, and encrypts the software with the device number being a

public key; and the encrypted data transmission unit transmits the encrypted

device number and the encrypted software.

Capability of prevention of wrong upgrading is similar to the invention
described in claim 3. Moreover, because the encrypting unit encrypts the software,
which is read from a software recording unit, according to the public key method,
inadvertent analysis of the software is avoided. An upgrading floppy disk leaves
possibility of inadvertent analysis of the contents of the floppy disk. This problem

can be avoided.

According to the present invention described in claim 7, a device
authentication unit described in one of claims 1 - 3 includes: a correspondence
software recording unit for recording correspondence between the device number

and the name of the software suitable for the device; a software presenting unit for



software designation unit for accepting a designation of the software
necessary for the device fromanong the software; a software selecting
unit for transmitting the software nane to the encrypting unit u 8g%%he
designation; and a software recording unit for recording softﬁﬁ?
corresponding to the software name; wherein the encrypting unit reads the
software corresponding to the software nane designated with the software
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recording unit for recording the software correspon g te war e
name; wWietfinbrhiie tho eh¥Riited davide A @ABSr b thefeUA BftwWHeCh corresponds to
the software designated by the software recording unit, and encrypts the
software in the public 6 FADTOO15PCT

Because a software presenting unit reads the name of the software
suitable for the device and presents it to the user and the user can designate the
necessary software, using a software designation unit, the truly necessary

software can be designated.

According to the present invention described in claim 8, a device
authentication unit described in one of claims 1 - 3 includes: a correspondence
software recording unit for recording correspondence between the device number
and the name of the software suitable for the device; a software presenting unit for
reading and presenting the name of the software suitable for the device from the
correspondence software recording unit, using the received device number; a
software designation unit for accepting a designation of the software necessary for
the device, from the presented software; a software selecting unit for sending the
software name to the encrypting unit upon the designation; and a software
recording unit for recording the software corresponding to the software name;
wherein the encrypting unit reads the software, which corresponds to the software

designated by the software recording unit, and encrypts the software in the public



key method with the device nunber being a public key; and the encrypted
data transmssion unit transmts the encrypted device nunber and the
encrypted software. The present invention described in clain1g ig}gT

devi ce authentication unit described in one of clains 5 - 8, FARIPUFTY Tt he
correspondence software recording wunit includes: a device information

dat abase whi ch records correspondence between the device nunber and the
devi ce . i CRue: re_database whi records,the
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nunber JraeQFding unit for recording the device nunber; and a device number
verifying uni't for verifying the device nunber decoded by the received
devi ce nunber decoding unit with the device nunber recorded by the device
nunber recording unit. Because the device nunber verifying unit is used to
verify the deppLhreddihEy ' IC er .decodi ng
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database which records the device name of the device and the name of the software

suitable for the device.

According to the present invention described in claim 10, a device
authentication unit described in one of claims 1 - 3 includes: a device number
recording unit for recording the device number; and a device number verifying
unit for verifying the device number decoded by the received device number
decoding unit with the device number recorded by the device number recording

unit.

Because the device number verifying unit is used to verify the device
number decoded by the received device number decoding unit with the device
number recorded by a device number recording unit, illegal use of the device

number of another device is further avoided.

The present invention described in claim 11, is a device authentication unit
described in claim 10, wherein the device number recording unit includes: an
encrypted device number recording unit for recording the encrypted device

number; and a device number decoding unit for decoding the encrypted device



nunber. Because the device nunber is encrypted by an encrypted device
nunber recording unit, nodification is difficult, resulting in further
prevention of illegal use of the device number of anot her dev omL&%
present invention described in claim12, is a device authentication  unit
described in claim 10 or 11, which displays an error if verification by the
device number verifying unit results in disagreement. According to the
present hi;pRt i on described in claim13, a device authentication unit
described in one of claims 1 - 3 includes: a login request receiving unit
for receiving and verifying a user ID and a password; a device nunber

dat abase, which records correspondence between the passmnrd and the device

number; and aBgewseetHaUARREe & 14 8fc 'tedfbgrral?(éﬂldi' ce number
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transmtti ng the device nu I ce nuirber
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described in claim 14, a device authentication unit described in one of
clainmse 1 - 3 includes: a login request receiving unit for receiving and
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According to the present invention described in claim 13, a device
authentication unit described in one of claims 1 - 3 includes: a login request
receiving unit for receiving and verifying a user ID and a password; a device
number database, which records correspondence between the password and the
device number; and a device number acquisition unit for acquiring and
transmitting the device number from the device number database upon agreement

of the result of verification by the login request receiving unit, using the password.

Because the user ID and password are used for transmission of the device

number, illegal use of the device number of another device is further avoided.

According to the present invention described in claim 14, a device
authentication unit described in one of claims 1 - 3 includes: a login request
receiving unit for receiving and verifying a user ID and a password; a device
number database, which records correspondence between the ID and the device
number; and a device number acquisition unit for acquiring and transmitting from

the device number database upon agreement of the result of verification by the



According to the present invention described in claim15, a device

aut hentication nethod for authenticating the device having an inherent

devi ce ‘'nunber includes: an encrypting step for receiving the gg%& gﬂﬂpnber
and encrypting the received device nunber in the public key net Wt h
the device nunber being a public key; and an encrypted data transm ssion
step for transmtting the encrypted device nunber. According to the

pr esent 1ggity @B&h &4t 1HESGIA PEHIt Qs , a device authentication nethod
for aut heg%tYi cgti ng the devi 1c’e ﬁa\%aﬂ{ge I;Ig. i nherent device nunber includes: a

recei ved device nunber decoding step for receiving the encrypted device
nunber in the public key nmethod with the device nunber being a public key,
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devi ce nunber, the device authentication processing Inc ng:

encr ypt émgyptingetni Rgefved dBG: Huthdrhia €8y haBLEKehSheAISH SR YRS id%g%éee?e

received device nunber in the public key nethod with the device nu
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transmtting the encrypted device nunber. The present 1nvention described

in cl ai trah8mittingitlcoeptiiypted dadieblrtumbegi um havi ng a program of
instructions for execution by the conmputer to 9 FADTOO15PCT perform a
devi ce aut hentication processing for authenticating the device having
According to the present invention described in claim 16, a device
authentication method for authenticating the device having an inherent device
number includes: a received device number decoding step for receiving the
encrypted device number in the public key method with the device number being a

public key, and encrypting the encrypted device number using the secret key

corresponding to the device number, which is the public key.

The present invention described in claim 17, is a computer-readable
medium having a program of instructions for execution by the computer to
perform a device authentication processing for authenticating the device having
an inherent device number, the device authentication processing including: an
encrypting processing for receiving the device number and encrypting the received
device number in the public key method with the device number being a public
key; and an encrypted data transmission processing for transmitting the

encrypted device number.

The present invention described in claim 18, is a computer-readable

medium having a program of instructions for execution by the computer to



an i nherent device nunber, the device authentication processing including:
a received device nunber decodi ng processing for receiving the encrypted
device 'nunbér in the public key method with the device nunber jhei

public key, and encrypting the encrypted device nunber using the secret
key corresponding to the device nunber, which is the public key. BRI EF
DESCRI PTI ON OF THE DRAW NGS Figure 1 shows outline configuration of the
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The best node for carrying out this 1nvention iIs W in
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for carrying out this invention. As own I n Frgure i ng

server &@&@vbs R&SGHC ' : ' rhng
Govl oo GaavbingaANRRLiceR Kdtevict fififer b dhds@r bl Lo SRR D |

sof t war gevieéinhihibiBipwhidloisthelndiladRely. The PC 112 and the neasuring device
114 have inherent serial nunbers. The distributing server 130 incl udes
software (program and data) used for upgrading. Figure 2 indicates the
detail configuration of the node for carrying out this

BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 shows outline configuration of the best mode for carrying out this

invention.

Figure 2 is a block diagram showing detail configuration of the best mode
for carrying out this invention.

Figure 3 shows the contents of each database recorded in the memory 40.

Figure 4 is a flow chart showing the action of the best mode for carrying
out this invention.
DESCRIPTION OF THE PREFERRED EMBODIMENTS

The best mode for carrying out this invention is described below in

reference to drawings.

Figure 1 shows an outline configuration of the mode for carrying out this
invention. As shown in Figure 1, a distributing server 130 is connected via

Internet 120 with a PC 112 and a measuring device 114. The PC 112 and the

10



invention. The PC conprises a |login transm ssion section 10 (or a serial
nunber transm ssion section 11), a software designation section 12, an
encrypted software receiving section 14, a recei ved seri al nug@g&ogﬁﬁpdlng
section 16, an encrypted serial number recording section 18, a seria
nunber decoding section 20, a serial nunber verifying section 22, an
encrypted software decodi ng section 24, and a software installing section
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measuring device 114). The user ‘enters the se _ he software
designation section 12 is provided so that the user designates the
necessary one anong downl oadabl e software nanmes presented by the
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11 FADTOO015PCT serial nunber decoding section 16 decodes the encrypte

serial receiving secdos Mid) taerbcbivad ddiealdh Ginbleb deehdingesateionl 36 alhicheh dede
procedure, the distributing server 130 encrypts the serial nunber’” using a

publ i c derialmetinber recurdireg sedtivn $8 h dleriall MgNibés deEREn A SeatitN 20l & dg¥al The
recei ved serial nunber
number verifying section 22, an encrypted software decoding section 24, and a

software installing section 26.

The login transmission section 10 transmits a login ID and a password of a
user of the PC 112 (or the measuring device 114). The user enters the ID and the
password. Or the login transmission section 10 may be replaced with a serial
number transmission section 11. The serial number transmission section 11
transmits the serial number of the PC 112 (or the measuring device 114). The user

enters the serial number.

The software designation section 12 is provided so that the user designates
the necessary one among downloadable software names presented -by the
distributing server 130. The login transmission section 10 (or the serial number
transmission section 11) and the software designation section 12 may be

configured with a universal browser working as a web client.

The encrypted software receiving section 14 receives the encrypted serial

number or software transmitted by the distributing server 130. The received

11



decodi ng section 16 decodes the serial nunber which has been encrypted
using a secret key corresponding to said public key. The encrypted seri al
number i's reécorded at the encrypted serial number recording SﬁﬁﬁbﬂpmﬁS'
The encryption nethod used here can be an arbitrary one. The serial nunber
decodi ng section 20 decodes the encrypted serial nunber recorded at the
encrypted serial nunber recording section 18. The serial nunber verifying

arber eedinanoet HORALE! Sl 6 BBRRRR (BE. PREIREE, SeP P Buidher,
nunber trdacpdited FRfmhi e Zﬁstﬂiﬁuﬁhgagéwqg’»m S Hay %eag'igéetdlfrec’fiihg
d. If ag , sion for

verification, an error is display reenment 1s foun perm’s

decodi ndjs; ti Lyvarn 3 S i 4 Wi IS
dosor| baa ot O e Pt P Sl iy by bl ke oﬁ%@hfie
?n e

encr ypt wHerdiflf theaseri Anguinber S7var £& bl kBY. 9t 1Rl LS

decoded software. In Figure 1, the recelved serial nunber deco%?ng section

16 and ddredigSstie U6 HRELOARY thd§G94ll REmbRE b lﬁ@g%saﬁé'm? SHg{@gg@ R a

other. They can be integrated into one to decode encrypte war e

Wi t hout sdcpepuitéyi mré@@uﬁﬁﬁw eald pubké kegri fication at the serial number
decodi ng section 20. In this case, the software installing section 26

instal |l s decoded software if agreement is found as a result of _
verification. 12 FADTOO15PCT The distributing server 130 conprises a login

request receiThegnasptedsedal nuanber itecovdde at aha Wrkrih il $8¢41 Aimiber
software presenting section 34, a software selecting section 35, a

sof t warrecerding ectign 98¢t Tha edrytio iesthptagkedShétenede bk AN afbisSd9 oect i on
38, a nenory 40, and a software recording section
The serial number decoding section 20 decodes the encrypted serial number
recorded at the encrypted serial number recording section 18. The serial number
verifying section 22 verifies the serial number decoded at the receiving serial
number decoding section 16, with the serial number decoded at the serial number
decoding section 20. If disagreement is found as a result of verification, an error is

displayed. If agreement is found, permission for decoding is given to the encrypted

software decoding section 24 which is described later.

The encrypted software decoding section 24 decodes the encrypted

software and the software installing section 26 installs the decoded software.

In Figure 1, the received serial number decoding section 16 and the
encrypted software decoding section 24 are separated each other. They can be
integrated into one to decode encrypted software without inquiring into the result
of verification at the serial number decoding section 20. In this case, the software
installing section 26 installs decoded software if agreement is found as a result of

verification.

12



50. The nenory 40 conprises a user nane database 42, a serial nunber

dat abase 44, a device information database 46, and a software database 48.
Contents of ‘each database are shown in Figure 3. The user nanngﬁg(gp%%e 42
records correspondence of the user ID and the user nane as shown in Figure
3 (a). The serial nunber database 44 records correspondence between the
password and the user nane as shown in Figure 3 (b). O, it records

cor r espondencph o @i BB tindeserYeL 130 @o?@g’istegglelr{%‘g{ r t rzgcﬁg s%%ﬁgcg on30,

i nformati on database 46 records cor pon et ween

y . : a 8
and t he; deyifenfaiFeradciidiivd NeclibduUs8, 3 (sﬁftwa-ggegfﬁ?él‘egf |S|g§%§1? ?g’o% war e

records correspondence between the device nane an

name, asofGhamn sblécﬁhguéé?:tﬁ)n( db; alRefthegbNed&YHaSL &GN 1389 tﬁ%ﬁ?ﬂ(f})ﬁt o

receives the login ID and the password of the user tranjsm:’ (
| 0gi N {dofnealesGRBntiakbh BBcAtn 381G mBRIdrG! 401 HHPR BEGHIS! (o BIRE e RIn>2

reads the user name and the serial nunbef fromthe user nane ase 42
and thesgerial nunber database 44, using the ID and the password received
at the login request receiving section 30. However, if a serial nunber
transm ssion section 11 is provided, the user name database 42 and the
seri al nunber database 44 are not used. The serial nunber acquisition

section 32 fihd hesmbrpaONtémpiies sehisek muiBedatabSe SOI t MeeBi A B&RIH NI
section 34 reads a correspondi ng device nane 13 FADTO015PCT from t he device

i nf or meddtabaska 4l e aledficeain formagivni \iabgbadee 46eaind ansefdware | databggssyg. he
sof tware nane corresponding to the read device nane, fromthe software

dat abadeont@ntS bt encladlatabaswnee sBhowni i Fignen3! tEide et hrains® idatah fse 42
des! gnértelct())rr:ls correspondence of the user ID and the user name as shown in Figure 3 (a).
The serial number database 44 records correspondence between the password and
the user name as shown in Figure 3 (b). Or, it records correspondence between the
user ID and the user name. The device information database 46 records
correspondence between the serial number and the device name as shown in

Figure 3 (c). The software database 48 records correspondence between the device

name and the applicable software name, as shown in Figure 3 (d).

The login request receiving section 30 receives the login ID and the
password of the user transmitted from the login transmission section 10. The
serial number acquisition section 32 reads the user name and the serial number
from the user name database 42 and the serial number database 44, using the ID
and the password received at the login request receiving section 30. However, if a
serial number transmission section 11 is provided, the user name database 42 and
the serial number database 44 are not used. The serial number acquisition section

32 further transmits the serial number.

The software presenting section 34 reads a corresponding device name

13



section 12. The software selecting section 35 receives the software nane
designated at the software designation section 12. The software encrypting
section ‘36 receives and encrypts the serial nunber transn1t;edFiﬁﬁg%&ﬂe
serial nunber acquisition section 32. A public key method is use or
encryption, wherein the serial nunber is used as a public key. The
software encrypting section 36 reads software corresponding to the

sof t war grofd TRe 4RS/iEN Bl Ba RAASIRLE aHESIARALLERCCLE AN nhRindy O L he
ypf1 IO R R A1

software recording section 50. The software nmay be~encr blic

key net halis thia@ofiwhreari 6 bhiesPOIBR: Ctioiggﬁ'tﬁ dPRvite rPCHH%,L n%él‘rat?ﬁel s;a’fw'#rsenay

not be encrypted. The software may I e serla

case, efgtabaisbB. OTht head AbivEHE TRARSs SRRttt Pind Fﬁgﬁﬁg%‘&t% a3 the

serial nunmber. The encrypted software transm ssion sec smts the

encrypt gsttionerizal THEDSsfRAF té%@e&g% YR Bidns 8kt Egtfegv&es‘irltgﬁhgoﬁ%&‘g Phéthe .

serial nunber and non-encrypted s ware, tot (or the nmeasuring

devi ce dd#gnatdde atStiel WBftH a6 CRIHERELi 68 CddcPidnO92! eqqlred§oftg?irt§ ﬁ%ﬁ(‘é@éﬁn‘#ﬂ de

correspondence with the software nanme. Next, operations

for carsection B6itretéives iandesid9ptatRe sdentBBlePYratimBtdd rdh AWeChHAEL
shown in Figure 4. First, the login transm ssion section 10 transmts an

| D and pamdbenrabquisitivn kegion 1320Ues tpullie kel NetRed 19NuR 18 Rleryfigsh Vi N9
the ID and the password entered by the user. The | ogin request r'ecelVving

sect i onwhereinttheseiiahhambidrds used aé a priiblic k. Mthd St RradseryPeinasseiond-
The 1 ogin request receiving section 30 may keep a file recording

cor r es pdfhdeattsesdftw BRDIGReGRGITIhg ttwehe softevdre redifle desigPas6@@k $he Isbftware
correspondence between the ID and the
designation section 12, from the software recording section 50. The software may
be encrypted in the public key method, wherein the serial number is used as a
public key. Or it may not be encrypted. The software may include the serial

number. In this case, encryption of the software means encryption of the software

and the serial number.

The encrypted software transmission section 38 transmits the encrypted
serial number and the encrypted software, or the encrypted serial number and
non-encrypted software, to the PC 112 (or the measuring device 114). The
software recording section 50 records the software in correspondence with the

software name.

Next, operations of the best mode for carrying out this invention are
described by using the flow chart shown in Figure 4. First, the login transmission
section 10 transmits an ID and password to the login request receiving section 30
after receiving the ID and the password entered by the user. The login request
receiving section 30 authenticates the user (S10), using the ID and the password.

The login request receiving section 30 may keep a file recording correspondence

14



password entered by the user is successful, authentication succeeds. Next,
the serial nunmber acquisition section 32 acquires a user nane from the

user nare database 42 according to the ID, and it acquires a S?ﬁ?ﬁbmﬂﬂﬁber
(S12) fromthe serial nunber database 44 fromthe password. O, e seria
nunber may be acquired according to the user nanme fromthe serial nunber
dat abase 44. The user nane may be used for billing or for other purposes.

The sepb@tediBiRE ’I_Dbgﬁgﬁsi_ hREQE SR ihgf' gé {e\%gbﬁ(li'&mei 8(?]1{\47&% glg%tlﬁgﬁ% 2tl’geor

the nmeasuring devic Next, t re presenting 4

acqui r egaddiordedr tdke MHYRRE ulsbP ?ﬁ&%sﬁﬁi,i ﬁ&h@ﬂmﬁﬁoﬁ%ﬁl&%&g on section 32.

And it acquires the device nane fromthe evice Infornmation database 46,
using the serial number. Further, it acquires a software name suitable for
the device, fromthe software database 48, using the device nane. The

acqui red sof tMexe thaRrias ﬂdxﬁﬁ%&étﬁgitidh Eél%io?xo%i ‘Jﬁg?ﬁir,?ﬁ%sﬁm&rgxﬂ &G 1 on

12 to present selectable software 1o the user ( e user €si gnat es

the sof {hansenaam eodatabasda2essdtdingofd YR EDAGRAY gaﬁguisigegsaegéﬁgl niRifder es.

using the software designation section 12 (S 16) twar é nane

desi gna(S1®) droinh €hé Reiv@rAudBe; WAAHA% FACHLAD the PSsswdrANS B gtgg %é}iélhe
software sel ecting section 35. The software sel ectlng section ransfers

t he deshgmbeednagfbovaicquiredtadcdrditg 50 fthuadfreAsmEPEiony tﬁg_cééﬁ?él ﬁﬁﬁlﬁr&e
sof tware encrypting section 36 reads a software corresponding to the

sof t wardatabase 44{ r'Ohe tuser s@bhisvai®y bearedifos bskils 6 fi0sthdsigipbhss. ' a%ei ved
software name. Simultaneously, the software encrypting section 36 acquires
t he sersexialnnuingber fbeoomebeirformationufieraabeutishtingn tb€CcPCoN182 (or'Nie
sof tware encrypting section 36 15 FADTOO015PCT

measuring device 114).

Next, the software presenting section 34 acquires the serial number from
the serial number acquisition section 32. And it acquires the device name from the
device information database 46, using the serial number. Further, it acquires a
software name suitable for the device, from the software database 48, using the
device name. The acquired software name is transmitted to the software
designation section 12 to present selectable software to the user (S14). The user
designates the software name of the necessary software among the presented

softwares, using the software designation section 12 (S16).

The software name designated at the software designation section 12 is
transmitted to the software selecting section 35. The software selecting section 35
transfers the designated software name to the software encrypting section 36. The
software encrypting section 36 reads a software corresponding to the software
name, from the software recording section 50, using the received software name.
Simultaneously, the software encrypting section 36 acquires the serial number

from the serial number acquisition section 32. The software encrypting section 36
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then encrypts the acquired software and the serial nunmber (S 18). _
Encryption is nade in the public key nethod, and the serial nunber is used
for the 'public key. However, the software may not be encryptegmmﬁn%mT
encrypted software transm ssion section 38 transmts the encrypte _
software and the serial nunber to the encrypted software receiving section
14. The encrypted software receiving section 14 transnmts the gnc%zpted
serial tHUHTBR ' | [ ., The.
Fece; vorl anpReybts 8 AR NGRS d (D Ser AT HRANBE: B, ?%{iw 1ot is
corres ' ; ' I ehed .1 he
receivgg@gggggp%ﬁﬁﬂggfﬁée?%ﬁ%%gpgggspgﬁﬁﬂfgqﬁgﬁg8€gpFﬁ%igﬁ%gV%nghégﬁVaL
nunber , HagieRor, the soasFfk Iﬁgy nﬁ)§%9)encﬂrp e decoding of the encrypted serial
nunber fails (S20, No), a decoding farlure error is displayed and the
procedure is termnated (S21). If the correct serial nunmber of the PC 112
(or the neasuring device 114) is encrypted as a public key, decoding can

be made. Howeples enbfy&itb@ s@ﬁﬁ%iienﬁaﬁénﬁss‘i]@ﬁis%l:ti@ﬂrgﬂa_efragfsnﬁ@éﬁt @rencgse%tjeﬁz or
e,

the |i ke has been ma the secret key of the recelved serial num

decodi ngftventd and lthedgasalnptnihk 'BSRRNEnEYPtE® BN 6 KR¥iARE s%gﬁ‘aﬂi LY
fails. Thus authentication of the PC 112 or the |ike can be nmade. |IT the

decodi rMbheferidrgp el rspftinetdes @sdedbinBl RBE 015 ULE 8@ H 1 sin$i20 the' e&icr&@?&i S48

nunber verifying section 22 verifies the serial nunber recorded I nside the

PC 112 mumbbe tbithe, reskivedt surislecasddr skicoding¥6dfin 1822The TegeisBH @riglumber
recorded inside the PC 112 or the like is read in the foll ow ng manner. The

encr yptreimber idecodimghesction: A6dtetgirse clié GBcred K& eblespon @G YPLRE segfd1al
nunber and the serial nunber decodi ng section 20 decodes the seri al
number .nuhber which sethepublinkey. Thendhegestedd sevin @bt idesoding sdegeaed
serial nunber with the 16

16 decodes the encrypted serial number, using the secret key (S20).

If the decoding of the encrypted serial number fails (S20, No), a decoding
failure error is displayed and the procedure is terminated (S21). If the correct
serial number of the PC 112 (or the measuring device 114) is encrypted as a public
key, decoding can be made. However, if the decoding of a serial number of another
PC 112 or the like has been made, the secret key of the received serial number
decoding section 16 does not correspond to the public key and decoding fails. Thus
authentication of the PC 112 or the like can be made.

If the decoding of the encrypted serial number succeeds (S20, Yes), the
serial number verifying section 22 verifies the serial number recorded inside the
PC 112 or the like, with the decoded serial number (S22). The serial number
recorded inside the PC 112 or the like is read in the following manner. The
encrypted serial number recording section 18 records an encrypted serial number
and the serial number decoding section 20 decodes the serial number. Then the

serial number decoding section 20 verifies the decoded serial number with the

16



FADTO015PCT serial number decoded at the received serial nunber decoding
section 16. |If disagreement is found as a result of verification (S22,
No), a disagreement error is displayed (S23) and the procedur%,J!n%()lél,CT
term nated. Disagreement neans use of an illegal serial nunber, an
term nation provides a neans for avoiding use of the illegal serial
nunber. |If agreenent is found as a result of verification (S22, Yes), a

per m ssg@haf dumacadédiedt b tﬁ@fltéﬁ’@f\%éli E%I?m"flri'lnti’yelt Iagcé(ﬁfl.ggécetc?l{ééﬁbgﬁt If

verifying section 22 to the encrypte twar e decodi ng

Encrypt gibageéditen £isfethdRf 4 Féduitbt ﬁ@ﬁ'ﬁcéﬁo@@%‘ﬂ%o} Q aigggiee%ﬁ{éiﬁ.teﬁ'go%%s

sof tware decodi ng section 24 fromthe encrypte sof twar e“recei Vi ction

14. Thediplapad €823 enldeHeprReadrd s &aalinQAfeds Iﬂgé?ﬁ%gﬁlenttpg??lg'g E‘%? tso?%n

software (S24) and the software installing section I ns

sof t war fldgal tsbﬁaP@ulﬂBe@rathﬁérkﬂihﬁtiﬁ)\%z oﬁ&é@a%@éﬂ@#&da SidiNBRe @ ng

section 24 may decode the software hout the result of vertfication of
the serilkigabpsiiel nugibelryi Nng section 22, where a permission to install the
software is issued if agreenent is found as a result of wverification. In
this case, the software is decoded (S24) before verification (S22). If the
serial nunber is witten in the software, decodi ng of the serial nunber

nmeans decodilfggoéerhbrt Bofounwd s a FoAllt bbverifiCatién (922 WP pbinfiRFRFRHE When
the software is decoded. Hence the encrypted software decodi ng section 24

decodesdédoding ohe waftevarietisogiven dyatheseriad mligh&esetifyial sRfiohi 22th aheat
the serial nunber verifying section 22. The aforenenti oned node can be

real i zeehdrpptevesdfol i egpding sectiorA24prRigrgptddsoftwaré aiug RaGAnBAfittedl the
above description recorded on a nmedium is read at a media reader of a
di st ri bt adyases verthesenayptedGofttaireodecdimgsettiog 24 from the encrypted
software receiving section 14. The encrypted software decoding section 24 decodes
the encrypted software (S24) and the software installing section 26 installs this

software to the PC 112 or the like (S26).

The encrypted software decoding section 24 may decode the software
without the result of verification of the serial number verifying section 22, where a
permission to install the software is issued if agreement is found as a result of
verification. In this case, the software is decoded (S24) before verification (S22). If
the serial number is written in the software, decoding of the serial number means
decoding of the software. That is, the serial number is decoded when the software
is decoded. Hence the encrypted software decoding section 24 decodes the
software without relations to the result of verification at the serial number

verifying section 22.

The aforementioned mode can be realized in the following method. A
program for realizing each part of the above description recorded on a medium, is

read at a media reader of a distributing server 130 or a PC 112 (or a measuring
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17 FADTOO015PCT device 114), which is a conputer conprising a CPU, a hard
di sk, and nedia (floppy disk, CD-ROM etc.) readers, and the programis
installed on the hard disk. The above function is realized inghisspmthod.
According to the best node for carrying out this invention, the serial
nunber is encrypted with the correct serial nunber being a public key, in
only the following two cases: (1) the user gives a correct |ID and password
corres ' i0R i et | : - n
Pasdicad 14y whitk if8 cil)ﬂnx%)dt(@fé gsxgggﬁﬁeguseg %nlﬂg,eg%\a&a%éaé%d hedid oAl T

transm ssion section 10, a a corré seria

corr esp@idt, ADROM) @tE rdddersOhnd HBe proaeAN! i@Qngﬁa‘ﬂ.cfQFo&.Jcﬁ% hat@, dil€ s@d al

nunber transm ssion section 11. Hencé the recelved serial nunber decodi ng

sect i onaBévesfigreivfsistirealged e thid (BbEMRY. case (1) or case (2). Hence the
correct serial nunber is acquired by the distributing server 130. This is

because the purpose of software upgrading is not achieved even if the user
enters a wong serial nunber or the like. Hence authentication of the PC

112 or the |Adcordarg be thedbestAmotR! for ERRyHOE I0MRT thiB @SeRELAY tﬁg%%ﬁa 34
acquires the device nanme from the serial nunber, and the nane of the

sui t abl pumbkt igenciypted guth elde 628t t gialdevinber Bl 2PUbEE %%?fﬂflﬁ&lkoﬂfeh?
user at the software designation section 12. Hence use of w ong upgrading

sof t warfelloyihg¢wosases:1atiné deek: gives ah@rredtT® BH&DassHOrd 8618856 dinEto
necessary software at the software designation section 12, thereby

sel ect i thy POd 18Xar thenreasasisgrdevias 114 & tHeloghe trar@nsikyivhisebtieh 190hhdar
I n thee&l)Jbl i c key nmethod bl ocks the software frominadvertent analyses.

Mor eovel2) thecasesegivie 4 noweciakerial naimbarusheesgindifg Bl 2P112@y | thiee
decoded by the serial nunmber decoding section 20
measuring device 114), to the serial number transmission section 11. Hence the
received serial number decoding section 16 succeeds to decode in either case (1) or
case (2). Hence the correct serial number is acquired by the distributing server
130. This is because the purpose of software upgrading is not achieved even if the

user enters a wrong serial number or the like. Hence authentication of the PC 112

or the like can be made.

As well, the software presenting section 34 acquires the device name from
the serial number, and the name of the suitable software is acquired from the
device name and presented to the user at the software designation section 12.
Hence use of wrong upgrading software by the user is avoided. Further, the user
can designate the necessary software at the software designation section 12,

thereby selecting the exactly necessary software.

Further, encryption of software in the public key method blocks the
software from inadvertent analyses. Moreover, because the internal serial
number of the PC 112 or the like decoded by the serial number decoding section 20

is verified against the serial number decoded at the received serial number
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is verified against the serial nunber decoded at the received serial nunber
18 FADTOO 15PCT decodi ng section 16, the user refrains fromusing illegal
serial nunbers. Wth this invention, an encrypting neans encrypj o&@%w
device nunber in the public key method with the device nunber inherent to
the device being the public key, and a received device nunber decodi ng
nmeans decodes the device nunber, using a secret key corresponding to the

public B&dodih r B ?ﬂﬂﬁr [ evice is given,
decodi ng succ%gggsnﬁgeiﬁgiggﬁé%Eﬁ%ﬁg, I %ghﬂa?%ﬁ%ﬁﬁkﬁg;gﬁpﬂﬁg§ice nunber is

gi ven, or the device nunber of another device is intentionally given,
decoding fails. Hence decodi ng succeeds only if the correct device nunber

| s given. Thewefiptieis!ieenfio! #hoileyb g HERR chBRHISThe [@iOCp dfNlCR Can

be acquired and device authentication c _

CLAI MEQRHeSpuBlic Aegfombfito @ Witle The RVIQ nHR{Her fi8h e UL ED El?é: FolNg l?eigg\(;tifh%e

havi ng an i nherent device nunber conprising: an encrypting neans
recei vipghli@ikdydandcs MR abdceIMBES dddbdinee nlarid daaddbsdayd mber
in the public Eey met hod with safd devi ce nun%%fﬁ8§%¥ﬁbd§a%%ﬁl?%gﬁgygﬁén

encr yptwemibet,audingns sécet RBy ¥eaRSpbRfidd BNEE bhbhe k%?.i df GRE BRIt dedfts Ce
nunber; and a received devi ce nunber decodi ng neans for recelving sail

encr yptmdtl?bdﬁinhmemﬂ o ehie dBdicd &§ gilieng dedédnBRutydidRd (O YhE 8tRaREhd BY qusi Ng
a secret key
wrong inherent device number is given, or the device number of another device is
intentionally given, decoding fails. Hence decoding succeeds only if the correct

device number is given. Therefore the accurate device number inherent to the

device can be acquired and device authentication can be made.
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correspondi ng to said device nunber,

authentication unit for authenticating the device having an inherent
devi ce nunber conprising: an encrypting neans for recei ving Sa%Q%QEMhﬁﬁ
nunber and encrypting the received said device nunber in the publi ey
met hod with said device nunber being a public key; and an encrypted data
transm ssion neans for transmtting the encrypted said device nunber.

devi ce WHASNS CRATMEDTS: for authenticating the device having an
i nherent device nunber conprising: a received device nunber decodi ng neans

for receivi ngAt RevieBCaNRiGHiGRIG HAY &8 Qﬂﬂpé{tééd}iﬁé]ea p&&hkg K&Y¥in ta*ﬂfd
| key, an y

with said device nunber being a public

enc he“encryp

pti ng

sai d demmeﬂﬂﬂbﬁbeﬂﬁmﬂmgﬂgﬂh%t key corresponding to said device
e

nunber, which is said public

aut hent i cat i agn @AcE &b for fReivhe Jadldl Wevice nd B’é@iﬁm%hégsg%%h a
if said recei):/pg?%evi ce nunberldegodi ng rreczfng %:nannot deco the

error

y. 20 FADTQOO 15PCT 4. A device

which is said public key. 2. A device

3. A

ed

en

encrypt etebriddsddvd@tc uiidior @ tHe pablickUNAbA GRlth kil Hdvideagkimgd i n

one of clainms 1 - 3 conprising: a correspondence software recordi ng neans

for recheidigrsgpabli¢ keyondence

the software suitable for said device; and a software recording nmeans
recordi ng sofdmanerygted edaantiangniiesidai mheanef forernSRiRing said encrypted

device number; and
a received device number decoding means for receiving said encrypted
device number and decoding said encrypted device number by using a secret key

corresponding to said device number, which is said public key.

2. A device authentication unit for authenticating the device having an
inherent device number comprising:

an encrypting means for receiving said device number and encrypting the
received said device number in the public key method with said device number
being a public key; and

an encrypted data transmission means for transmitting the encrypted said

device number.

3. A device authentication unit for authenticating the device having an
inherent device number comprising:

a received device number decoding means for receiving the encrypted said
device number in the public key m_ethod with said device number being a public
key, and encrypting the encrypted said device number using the secret key

corresponding to said device number, which is said public key.
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wherein said encrypting means reads said software corresponding to said
software name, fromsaid software recording neans; and said encrypted data
transm ssion means transnmts the encrypted said device nynbengggoﬁﬁﬁtread
said software. 6. A device authentication unit described in onée of clainms 1
- 3 conprising: a correspondence software recording neans for recording
correspondence between said device nunber and the nane of the software
suttable. for Adedidoxithentititlod vifth UGN ALIIRANT - 5Ok 8.{%11):1%
software corresponding to said software nane; erein said encryp

means raadsr®ai ¥ sadl YedetvaP d&R3RP M fBes ﬂi&gggﬁ%‘f%&s Q:%Hﬁo{ Bfépggg: @-ée

software recordi ng neans, and encrypts sai re w th sai

nunber beérypted Baid dévikeMundid, sai d encrypted data transm ssion neans
transmts the encrypted said device nunber and the encrypted said
software. 21 FADTOO15PCT 7. A device authentication unit described in one
of clains 1 - 3 conprising: a correspondence software recordi ng neans for

recordi Bg corAdspivedaitbentieativeaiis abseridsad fond BPERIALN Iﬁ%oﬂlg@?siﬁ&:the.
software suitable for said device; a software presenting nean or °readi ng

and presenti ngcohespandere doftwal FoRE@inpieabkSof @bcaiditl Q@ﬂe@ﬁ%ﬁ%&f@esai d

correspondence software recording nmeans, using the received sa evice
nunber ; betweeht said dedizeignabe on dRHEO 5120 oPEHERAWArdsWieabR B 8 Qbvieal d

software necessary for said device fromanong said software;
and

a software recording means for recording software corresponding to said

software name;
wherein said encrypting means reads said software corresponding to said
software name, from said software recording means; and

said encrypted data transmission means transmits the encrypted said

device number and the read said software.

6. A device authentication unit described in one of claims 1 - 3 comprising:
a correspondence software recording means for recording correspondence
between said device number and the name of the software suitable for said device;

and

a software recording means for recording software corresponding to said
software name; wherein

said encrypting means reads said software corresponding said software
name from said software recording means, and encrypts said software with said
device number being a public key; and

said encrypted data transmission means transmits the encrypted said

device number and the encrypted said software.
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a software selecting neans for transmtting said software nane to said
encrypting means upon said designation; and a software recording nmeans for
recording software corresponding to said sof tware name; wher eighy&aifor
encrypting nmeans reads said software corresponding to said software nane
designated with said software recording neans; and said encrypted data
transm ssion neans transmts the encrypted said device nunber and the read

sai d_sofft varea dbvid AetHenticatioRanks Gabhdhed 1 bndeFEldifRd | B QL 2l M 1

- 3 conprising: a correspondence software recordi ng neans ecorai ng

correspondencg cobrispBrAes@ SoftRuE SedbFIREF nfdihd o8 fégg‘i%f\gé cBPFeg?BBH&Réee

suitable for said device; a software presenting nea reading an

pr esent begvddiesaidiRvide hit@bepandathe Sitht 3Pkke EOfwade ‘é‘uﬂ%ie"férfsﬁi)drﬂg@icg;
correspondence software recording neans, using the recelved said device

number; a sof & weftwateseBaiiin mmfaﬁemﬁgmdmgréseﬁ%?gaﬁthg bt & d
software necessary for said device, fromthe presented said software; a

sof t war gofswhee tsuitgble £66 shod desicd A Halld SArt¥Rod JeaLE sbf’tvvsﬁjedrec‘é?&f ting
means upon sai d designation; and 22 FADTOO 15PCT a software recordi ng ans

for recoredinsgusing thefrevaivedcaid depesdiuigbéy sai d software name; wherein
said encrypting neans reads said software, which corresponds to said

sof tware desi gseftedrbylesinthtivel msane _fbﬁa@éegiitﬂ% ARRREm A SNSHiRoStvaded
software in the public key method with said device nunber being a public
key; anuecessary for said device from among said software;
a software selecting means for transmitting said software name to said
encrypting means upon said designation; and
a software recording means for recording software corresponding to said
software name; wherein
said encrypting means reads said software corresponding to said software
name designated with said software recording means; and

said encrypted data transmission means transmits the encrypted said

device number and the read said software.

8. A device authentication unit described in one of claims 1 - 3 comprising:

a correspondence software recording means for recording correspondence
between said device number and the name of the software suitable for said device;

a software presenting means for reading and presenting the name of the
software suitable for said device from said correspondence software recording
means, using the received said device number;

a software designation means for accepting a designation of said software
necessary for said device, from the presented said software;

a software selecting means for sending said software name to said

encrypting means upon said designation; and
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said encrypted data transm ssion neans transnmts the encrypted said device
nunber and the encrypted said software. 9. A device authentication un|t
described in one of claims 5 - 8, wherein said correspondencez$0ft,
recordi ng nmeans conprises: a device information database which recor
correspondence between said device nunber and the device nanme of sald
device; and a software dat abase which records the device nane of said

device and thg someofecbmgoﬁl%%gqo§ WeEflt?inﬁnEf@ré_ sstgjng%frjregﬁ)ﬁ%ﬁ%dr?dmé fje\” ce

aut hentication unit described in one of ¢

nunber sSANHWWErBANS; {RkréigCoOr di ng said device nunber; and a device
nunber verifying nmeans for verifying said device nunber decoded by said

recei ved devigfdned9ptis gcﬁﬂz'a'ﬁg PERRIRS siidt Bof@latle d%lﬂg 'bn[iﬁ%r ?gﬂl by

sai d devi ce nunber recording neans. 11. A devi c€ authenti ca I on uni

descri besftwars dedighafdbd M4l dofeRhct RRYIEiRg YIRS ad@&?&r?bf@sm 0f g‘;”?rt'?e

conprises: an encrypted device number recordi ng means recor

encr ypt adthspablickey etethedbeith s&[@d@vi@@‘ﬂxﬁﬁbm gﬁBHb Tt% s for
decodi ng the encrypted said device nunber. 23 FA 15PCT devi ce

aut henti cat i swaidnéricroptal idaes tronShmadsidd Aneind kraMbtneld the Qh@i‘ﬁn@ﬂ s&id’ Of
if verification by said device nunber verifying nmeans results i'n

di sagr edewio¢ nuiiherAuntbthcena@ypbahbaidadofpiarei t described in one of clains 1
- 3 conprising:
9, A device authentication unit described in one of claims 5 - 8, wherein said
correspondence software recording means comprises:
a device information database which records correspondence between said
device number and the device name of said device; and
a software database which records the device name of said device and the

name of the software suitable for said device.

10. A device authentication unit described in one of claims 1 - 3 comprising:

a device number recording means for recording said device number; and

a device number verifying means for verifying said device number decoded
by said received device number decoding means with said device number recorded

by said device number recording means.

11. A device authentication unit described in claim 10, wherein said device
number recording means comprises:

an encrypted device number recording means for recording the encrypted
said device number; and

a device number decoding means for decoding the encrypted said device

number.
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a login request receiving neans for receiving and verifying a user ID and a
password; a device nunber database, which records correspondence between
said password and said device number; and a device number va%%ﬁ@B%

means for acquiring and transmtting said device number from sai evi ce
nunber database upon agreenent of the result of verification by said login
request receiving neans, using said password. 14. A device authentication

uni't desar bel dobi@utbentledliBh vhit dls BRI o bOYI Nk RRGShRGE v "

means for receiving and verifying a us assmor

nunber dﬂ&ﬁbaﬁeveﬂﬂbﬁﬁoﬁe%QrQQu&OﬂkeﬁEOQHﬁHBSrb@éﬂﬁﬁﬂgsqhgaﬁg)r&ﬂﬂtsw
devi ce nunber; and a devi cé nunber acqui sition neans acquiring and-
transm didaggedrhem. said devi ce nunber database upon agr eenent of_the resul t
of verification by said |login request receiving neans, using said ID 15.
A device authentication method for authenticating the device having an

i nherent device nunber conprising: an encrypting step for receiving said

devi ce mBnber AdegicenaithehtiédtibRnit desd Y@&iﬁﬁbﬂ QP lSRsNUITRe g public
key nmethod with said devi cle nlurrbenr1 bellng a pub ey,S ng éﬂip&k%HEMSPCT

an encrypt ed albigintregiestieséi9in s htansTor kel a{ﬂd‘gef e O ya T R
devi ce %5nber. 1%. Aqdevi ce aut%entl cation ne?ﬂr%d for ﬂz}ﬁt enticati ng tah

devi ce passwurdan

a device number database, which records correspondence between said
password and said device number; and

a device number acquisition means for acquiring and transmitting said
device number from said device number database upon agreement of the result of

verification by said login request receiving means, using said password.

14. A device authentication unit described in one of claims 1 - 3 comprising:

a login request receiving means for receiving and verifying a user ID and a
password;

a device number database, which records correspondence between said ID
and said device number; and

a device number acquisition means for acquiring and transmitting from
said device number database upon agreement of the result of verification by said

login request receiving means, using said ID.

15. A device authentication method for authenticating the device having an
inherent device number comprising:

an encrypting step for receiving said device number and encrypting the
received said device number in the public key method with said device number

being a public key; and
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i nherent device nunber conprising: a received device nunber decoding step
for receiving the encrypted said device nunber in the public key nethod
with said device nunber being a public key, and encrypting the,gRecrypted
sai d device nunber using the secret key corresponding to said device
nunber, which is said public key. 17. A conputer-readable medi umhaving a
program of instructions for execution by the conputer to performa device

aut henti cat i ogn RIRSEFRUathOfrandhifG0h | 48 itHe tfé}%xﬁjﬁi’ihgeth@agﬁ%gg%hgpf rent
devi ce nunber, said device authenticatl processi ng €onpri's T

encr ypt Heeicnd@dissi ng for receiving said device number and encrypting the
received said device number in the public key nethod with said device
nunber being a public key; and an encrypted data transni ssion processing
for transmtting the encrypted said device nunber. 18. A conputer-readable

medi um bewi ngAalaviQghatR&tidaR o HidthedYof %{uthéﬁﬁﬁé‘ﬁihg NhidYddige %h%gﬁ'%% to

perform a device authentication processing for authéenticating evi ce

havi ng arherehtdevice tovler domasingsai d device authentication processing
conprising: a received device nunber decoding processing for receiving the

encrypted saa dectived devioabeimber tdeodiny bﬁpkﬁﬂ' FERENAE Whi fbxxzi‘ggte‘iile ¥hie

nunber being a public key, and encrypting the encrypted said device number
usi ng tdeviseaueibdrein fe FABIIOKbERGELICART WeRPSAM BOvike midhBe B¥ingea PIFE -
which is said public key. 26

key, and encrypting the encrypted said device number using the secret key

corresponding to said device number, which is said public key.

17. A computer-readable medium having a program of instructions for
execution by the computer to perform a device authentication processing for
authenticating the device having an inherent device number, said device
authentication processing comprising:

an encrypting processing for receiving said device number and encrypting
the received said device number in the public key method with said device number
being a public key; and

an encrypted data transmission processing for transmitting the encrypted

said device number.

18. A computer-readable medium having a program of instructions for
execution by the computer to perform a device authentication processing for
authenticating the device having an inherent device number, said device
authentication processing comprising:

a received device number decoding processing for receiving the encrypted
said device number in the public key method with said device number being a

public key, and encrypting the encrypted said device number using the secret key
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corresponding to said device number, which is said public key.
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