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Algorithm 1 KeyGen

Input: n.q,d
Output: MPK = h € R** and MSK = Tyntry € Z47 "
1: fori=1tod~1do

2: Oi 4 4/ m(fzd g VAN > According to Section 3.2
3 fi < (fri,+++, fa.i) where each coefficient of f;; € R is sampled from Dy,
4: end for

B 8« [f1,-+, fa]

B: det ¢ (dety, - ,dety) where det; = (—1)""" - det(8S;)

7. h+ det™ . (dets,--- ,dety) € Ry '

8 Find a solution F = (F,--- , Fy) € R? of the MNTRU equation fol det; - F; = q
9 T « [A(S)||A(F)]
10: return MPK = A and MSK =T
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Algorithm 2 Extract
Input: An identity ¢d, the master secret key T, the master public key h and a hash
function H : {0,1}" = R,

Output: A user secret key skig € R

1: if id is previously queried then

2: return sk;g in local storage

3: else

4:  t+ (H(id),0,---,0) € R?

5 o+ . \/%f% (3 + log, (4v2 - dn)) - g4

6: ¢ 4+ GaussisanSampler(T, 0, t)

7 83(8(3,{513“*?5{{_1){—t—€ D(S,(Lh))zt
8 Add skig = (81, ,89-1) in local storage and return sk,g

9; end if
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Algorithm 3 Encrypt

Input: An identity id, a message p € {0, 1}, the master public key h € Rg’"ﬁ hash
functions H : {0,1}* — R, and H": {0,1}" — {0,1}™
Output: A ciphertext C = (e, ¢') where ¢ € RY and ¢/ € {0,1}™,
1o roep = {~1,0,1}" for 0 <i<d-—1
2 k<« {0,1}" » k is an ephemeral key
3t « H(id)
cort+eo+ 4]k
co « 2Mlos2al -3, [‘é?r‘ffﬁﬁj > Store only 3 most significant bits of cop
¢+ (co, ¢t seqe1) where ¢; = rh; +e; for 1 <i<d—1
e e H' (k)
8: return C = (e,¢')
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Algorithm 4 Decrypt

Input: A ciphertext C' = (c,¢'), a user secret key sk € R4 and hash functions
H:{0,1}" = R, and H': {0,1}" — {0, 1}
Output: A message p € {0,1}™
1: 8" = (1, —sk;a)
2w+ {e,8")

3 ko« l_g 1T
g

4: return m < ¢@ H' (k)




