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Perform traffic evaluation on the pre-colored target fragmented packet based on a color-aware token 

bucket algorithm to perform secondary coloring processing on the target fragmented packet, and 

update the packet fragment coloring table based on the color mark of the target fragmented packet 

subjected to secondary  coloring

200

Perform pre-coloring processing on a target fragmented packet based on a preset packet fragment 

coloring table such that the target fragmented packet is provided with a color mark, where the color 

mark includes: a discarded color and a reserved color

100

When a current color mark of the target fragmented packet is the discarded color, perform rate 

limiting processing on the target fragmented packet, or when a current color mark of the target 

fragmented packet is the reserved color, perform forwarding processing on the target fragmented 

packet

300
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Perform traffic evaluation on the pre-colored target fragmented packet based on a color-aware token bucket 

algorithm to perform secondary coloring processing on the target fragmented packet, and update the packet 

fragment coloring table based on the color mark of the target fragmented packet subjected to secondary 

coloring

200

Perform pre-coloring processing on a target fragmented packet based on a preset packet fragment coloring 

table, to set a color mark for the target fragmented packet, where the color mark includes: a discarded color and 

a reserved color

100

Determine whether the target fragmented packet subjected to traffic evaluation is a last fragmented packet of 

the original data packet to which the target fragmented packet belongs; and if yes, delete a record of the 

original data packet to which the target fragmented packet belongs from the packet fragment coloring table

020

Create a packet fragment coloring table that is used to store a correspondence between an identifier of an 

original data packet to which a fragmented packet belongs and a color identifier, where the identifier of the 

original data packet includes a source IP, a destination IP, a protocol type, and a unique identification.

010

when a current color mark of the target fragmented packet is the discarded color, perform rate limiting 

processing on the target fragmented packet, or when a current color mark of the target fragmented packet is the 

reserved color, perform forwarding processing on the target fragmented packet
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Process the received target fragmented packet according to the fragmented packet traffic rate limiting 

method
500

Locally receive a to-be-forwarded target fragmented packet at a DPU
400

Perform forwarding processing on the target fragmented packet when the current color mark of the 

target fragmented packet is the reserved color
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token bucket algorithm

Update a color 
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