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APPARATUS AND METHOD FOR PROCESSING SERVLETS

‘This application is a continuation-in-part of U.S. serial number 08/756,325
ﬁle November 25, 1996, entitled "Method and System for Facilitating Servlets”
which is a continuation of U.S. serial number 08/657,712 filed May 30, 1996,
entitled "Method and System for Facilitating Servlets”.

A portion of the disclosure of this patent document contains material which
is subject to copyright protection. The copyright owner has no objection to the
facsimile reproduction by any one of the patent disclosure, as it appears in the
Patent and Trademark Office patent files or records, but otherwise reserves all
copyright rights whatsoever.

Brief Description of the Invention
This invention relates generally to exchanging information in a client-server

computer environment. More particularly, this invention relates to an improved

technique for responding to information requests at a server computer.

Background of the Invention.
Client-server computer networks are well known. The most prominent

example of a client-server computer network is the World Wide Web of
computers. In a client-server computer network, a server computer receives a
request for information from a client computer. Web server software operating on

the server computer typically retrieves the requested information from a file stored

. on a permanent storage device and transmits the file over the network to the client

computer that requested the information. The web server software is generally not
written using an object oriented programming language. Thus, it is not easily
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entitled Method and Systemfor Facilitating Servlets" 5 . A
portion of the disclosure of this patent docurrent cont ains material which
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ol ont - server - Cute W Syt oSt AR Bhkface e BhaRital if ponse 0

i nvention rel af Afubq A iarGeay estputer. mcmly,tmsm%ﬁ;&qecdimnnawsﬁo
i nformati on requests at a server corrputer Backgr ound

‘of the I nventiand then forks a Common Gatwamam«gﬁlbmw dyaamisaldy vel |
known. The m:&ﬁl? ?Qk?:gtth%e has been créatd e web sfrvEd gﬁ‘?aré%a\ﬁ?ﬁutg o

network is th conputer ent-server

conput er net wiiakk ta tiweclient comppiet.c Unfortenately, it is computafiéhallyesypensive wr fork
information froma client conputer., Web server software operating on

the server corfpBFOSEssSash &ime ‘}/Y‘!a&l? F@O@anm'e“ﬁi]ﬁfb?? &en rmation from a
file storegy In view of the foregoing, it would be highly desirable to provide a web

server which dynamically generates information in response to a client computer
request, but which does not incur a process start-up expense while generating the
dynamic information. Further, it would be highly desirable to provide an object
oriented web server environment that is flexible and extendible.

15
Sum of the Invention

~ The invention includes a method and apparatus for operating a local server
computer of a client-server network. The invention includes a technique to receive
a request from a client computer of the client-server network. A determination is

20 made whether the request requires dynamically generated information from a
servlet object of the client-server network. If so, a spéciﬁed servlet object
corresponding to the request may be uploaded from a remote server computer of
the client-server network. The specified servlet object is then executed to obtain
dynamically generated information corresponding to the request.

25 The servlet objects of the invention provide an object oriented web server
environment which is flexible and extendible. The client-server network of the
invention is populated with the servlet objects. The servlet objects operate in a
continual loop until invoked. Thus, there is no startup overhead associated with
execution of the servlet objects. By observing a common applications program

30 interface, the servlet objects can run in any server environment. A feature of the
invention allows untrusted servlet objects to be execut;ed in a secure area, with ‘the
dynamically generated information being passed from the secure area into the

remaining server environment.
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on a permanent storage device and transmts the file over the network to
the client conputer that requested the information. The web
server softvvar | enerall g ] written using an object

ori ented '."5‘"”—-' *3t is not easily

2 ext ended lgt QB%%d i@ﬁn&iﬂg%ﬂtﬁ@ﬂhﬂuwm&bjeétsbbwmam& nat ur e

of today's war e mar ket roduct's l"ack of erX|b|I|ty and
extendibility mﬁalemershouﬂll;e made to merfduowmgelemledehmdnmn;tam inrconjpnotionct .
with the accompanying drawings, in which:

5 FIGURE 1 illustrates a client-server computer network in accordance with

an embodiment of the invention.
FIGURE 2 is a simplified illustration of the interactions between a web
server and the servlets of the present invention.
FIGURE 3 is a simplified illustration of the interactiolns'between a web
10 server and a serviet loaded from an external server.
FIGURE 4 illustrates processing steps associated with a servlet processing
routine in accordance with an embodiment of the invention.
FIGURE 3§ illustrates processing steps associated with a servlet processing
routine in accordance with an embodiment of the invention.
15 Like reference numerals refer to cofresponding parts throughout the several

views of the drawings.

Detailed Description of the Invention | _
Figure 1 illustrates a client-server computer network 20 that may be
20 operated in accordance with'the present invention. The network 20 includes at
least one client computer 22 and at least one server oomputér 24. The client
computer 22 and the server 'computer 24 are connected by a transmission channel
26, which may be any wire or wireless transmission channel.
The client computer 22 is a standard computer including a Central
25 Processing Unit (CPU) 30 connected to a memory (primary and/or secondary) 32.
' The memory 32 stores a number of computer programs, including a "browser" 34.
As known in the art, a browser is used to communicate with remote server
computers 24 and to visually present the information received from such
computers. The client computer 22 establishes network communications through a
30 standard network connection device 36.
The server computer 24 includes standard server computer components,u
including a network connection device 40, a CPU 42, and a memory (primary
and/or secondary) 44. The memory 44 stores a set of computer .programs to

3
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Current web server software can generate a file dynamically in response to
5 a request from a client conputer. Typically, the web server receives the

request then forks g.Conmon 'te Jnterfac Cess to
dynamical | y crgﬁl’ the pregessing assogig ’I“@e‘ﬁ%‘ b@éé]"l??é’éf Stareaep

server sof tvar gehsBRaFUBS THCwED kfrverm mal %koﬁﬁe&ﬂﬁ Kdowinin ﬂi@'iPlUt\ﬁﬁch is

Unfortunately, it Ts corrput atronally expehsive to focess each
ti me dynam c i miodifiegt todnclnde the addlﬁmabmmnaemomn Flgure L I’I‘hat wyimfant he

dynat car y geHBbofianes of B, tvsitiin, A s 08 Fsver 4 Hompdisiss go fdE a " ©°
request, bul Wedrgér Qﬂgﬁ:ﬁ Pefredd 48\ a éorﬁi’e@ﬁ&ﬁiu&kaf{ot atﬁbo%mﬂﬁﬁrm Ly a thread

generating the am c i nfornation urt her, woul d be |g hi
desirabl e to ppooli¥e sawlezssaﬁéca serviet mmi%rasﬂ&umbacb@nmmrﬁﬁb awh bewadary at

Is flexible an%ﬁ&d@l ble. 15 Summary of the Invention

The i nvention a nethod and apparatus for operating a |ocal server
conputer of a clienFigire 265 aniplifidd ilfbseationveid saver coth 4A lconsiictideint 0
receive a request froma client conputer -of the_client-server

network. A det agoordamee ovith an gnbOd;met ofthe nevennneu rIchg figre shows a axcb server

a2 R kb PRBPIL o s6RE 360508 VRl 6w s 4
interacts with the servlets through an application program interface (API). As
indicated in Figure 1, the web server 46 and the servlets 56 are stored in memory
44. The web server 46 may be standard web server software that is modified to
include the functionality described herein. Each servlet 56 is a piece of software

15 code which is used to dynamically generate information. Each servlet 56 is an
instantiated software object waiting to be invoked. Once it is invoked, it
dynamically generates information. Note that this technique of dynamically
generating information is distinct from the typical process of fetching static
information from a permanent storage device. The technique of the invention is

20 similar to a CGI script in the sense that it dynamicaily generatés information.
However, unlike a CGI script, a servlet object of the present invention is
instantiated at server start-up. Thus, the serviet can be thought of as operating in a
continual loop waiting to be executed. Observe that after instantiation there is no
computational start-up expense when the servlet is called.

25 Figure 3 is a general illustration demonstrating additional features of the
invention. Figure 3 illustrates a local server computer 24A which receives a
request from a client computer (not shown) over transmission channel 26. The
web server 46 determines that dynamically generated information from a serviet
object is requued In this case, the servlet object is not initially on the local server

30 computer 24A, thus it is uploaded by the local server computer 24A from a remote
server computer 24B using communication link 26. In the example of Figure 3:,
servlet 56P is passed from the remote server computer 24B to the local server

~ computer 24A. |
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corresponding to the request may be upl oaded froma renote server conputer
of the client-server network. The specified servlet object is then

Phe request. o5 " Figurs ARG Anbyle TERBESH RLAEHTAN B BRAERRRCR L0 1

obj ect -ori ent eiim&bte§ @aX e uploade@ VVIQSBENs eXBEREd irba kbt afeadSTof the
extendi bl e. The client-server network of the I'nvention i s popul ated

with the ser vl lncabsgreer:compptes 24d.v IAdter gsgantion, @pépatl@ are, passed to adwnmm

| oop until inv h t
executi on of tﬁ%"'@&ﬁa“ﬁh #@@géwo%éﬁ%ﬂ%ﬁ? nﬁgpp?l‘%aﬁhons
program 30 si n&&hﬁ@&aﬁk@ﬁll&ﬁﬁ \ih&hst&)b&vle& e §alf¢‘l ieRecuted. ser ver
environnent. A feature of the i nvention all ovvs untrusg&d sFrvI et

objects to be execuThe forggaing sliseussion peovides @gengral descripton ofthefeatures and
generated i nf op fAlg OBe &%’ﬁ%ﬂﬁ%ﬁseﬂnéﬁ%ﬂ‘ﬁo%tu?ﬁs%&fnﬂ@ﬁeﬁﬂé@dé@ﬁpﬂon of

remai ni ng server environnen
these features and benefits. The left side of Figure 4 illustrates processing steps

associated with an embodiment of the invention. The right side of Figure 4

10 illustrates program components that may be used to execute these operations.

The first processing step shown in Figure 4 is to determine whether a new
request has been received (step 70). As indicated above, a request is a request for
information from a client computer 22 to a server computer 24. The operation of
a client computer 22 requesting information from a server computer 24 is well

15 known. Itis typically performed using a Uniform Resource Locator or URL. A
URL specifies a computer and a file. A typical URL is http://SU/123. This URL
is an instruction to retrieve the file "123" from the State University computer "SU"
using the Hypertext Transfer Protocol "HTTP".

As shown in Figure 4, a server acceptor thread 48 is used to process each

20 new request. Prefefably, the invention is implemented as a connection-oriented
web server with a server acceptor thread that cbntinually loops while accepting
requests. Once a request is received, it dispatches the request to a connection |
queue (step 72). As shown in Figure 1, the connection queue 50 is formed in the
memory of the local server computer 24.

25 If no new request is received, then a check is made to determine whether
the queue is empty (step 71). If the queue is not empty or a new request has been
received, processing proceeds to step 74. Step 74 entails thread pool
administration operations, which are executed by a pool administrator 52. Figure
1 illustrates a thread pool 54. The thread pool 54 is a pool of threads that are used

30 for request processing. Individual threads fetch and process requests from the
connection queue 50. The pool administrator 52 operates to ensure that there is a
thread for each request in the connection queue 50. The pool administrator 52
creates or forks additional threads to handle new requests in the connection queue

—_— 5
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3 Brief Description of the Draw ngs For a better
under st andi ng of the nature and objects of the |nvent|on ref erence

e e aneocingt b e il HSRSER! b8 bl RS H BEEAE"
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I nventi on. 2|saS|rrpI|f|ed|IIustrat|on of the

i nteractions beompuser doe.semt receivesnew tequestss tQrethecotherchandoif a theeash kasdieen

i nventi on.

I nteractions b%@%@%?&rgﬁ@ﬁ"% g fs%élf&r%%@%&ﬂ?%%%%hgxt er nal

server. 5 connectidtl adue 50, ithénlehe PabEadMinieAtsT 600will @éxtrof k0 PrefeRbly)a h a

servl et processi n%an routl ne in accordance with an enbodi ment of the
i nventi on. new handler thread is created using the buffer space of a destroyed handler threa_d

In other words, the invention is preferably implemented by using a specific buffer
memory space for a thread. When a thread is destroyed, the buffer memory space
is cleared, but it is assigned to a new thread. By reusing allocated memory in this

10 manner, this embodiment of the invention minimizes the amount of memory used
by the system, especially when compared to systems which allocate and deallocate
memory on a per request basis.

After the thread pool administration operations are performed (step 74) a

thread retrieves a request from the connection queue (step 76). The thread then

15 maps the request to a servlet name (step 78). The serviet may be specified by a
ﬁRL, in which case the mapping process is direct. On the other hand, some
translation process may be required to identify which servlet will be able to service
the request. The mapping operation may be performed in one of the following
ways. A server administrator may specify that some kinds of client requests

20 always map to a particular servlet. For example, one which talks to a particular
database. A server administrator méy specify that part of the client request is the
name of the servlet, as found in an administered servlets directory. At many sites,
that directory would be shared between servers which share the load of processing
for the site’s clients. Some servers may be able to automatically invoke servlets to

25 filter the output of other servlets, based on their administrative configuration. For
example, particular types of servlet output may trigger post-processing by other
servlets, perhaps to perform format conversions. Properly authorized clients may
specify the servlet to be invoked, without administrative intervention.

Security operations may also be performed by the thread (step 80). A

30 security administrator 60 may be used to identify trusted and untrusted classes of
servlets. The decision to trust a servlet may be established by a set of rules )
associated with the security administrator 60. For example, the security
administrator 60 may decide to trust all local servlets and mistrust all uploaded

6
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FIGURE 5 illustrates processing steps associated with a servlet processing
routine in accordance with an enbodi mrent of the invention. 15 Li ke

T ene, DUk O BB A B e SR
Figure 1 illusthcvem Pigatd 3NThe Sécifity admiistRkor 60 HaY falsdbe idl 1 EtebRinelif

operated in accordance wWith the present invention. The network 20 includes

at | east theeservletcistauthomzed ¢o perforan predetermined risky operations.c Sagurityr 24.

The client . Lconputer. 22 and the server. conputer 24 are connected by a
transm ssion c ﬂﬂ@m of@@pmag&eéveﬁénwe or wirel ess d
transm ssi 0§ channefAVA servlets in accdrd@nce! with the-iWenticey provide strong fs d
conputer including a Central 25 Processing Unit (CPU) 30 connected to a
nenory (pri nmar Poligydsuppore cHHS iy Yecanse all JAVATenvireaments provide grSecurtyMianger of
conput er progr ' ' . | gn ar.
br(r)r\I/)vser ig uge (l)1 éggwg?go%ﬁlﬁﬁ%%t%ﬁg%s&ugp é%le@%u graggeﬁag%t to
vi sual I'y presebé pemgittedf Bynddfault) alleseeviescaré uatrusied,hand are nooaliowed to perfrm

client conmputer 22 establishes network co ni cations,_ through a :
P operations such as accessing network semr;rllijces or local %les. Ho%ever, servlets

10 "built into” the server, or servlets which have been digitally signed as they were
put into JAVA Archive files, may be trusted and granted more permissions by the
security manager. A digital signature on executable code indicates that the
organization which signed the code "vouches for it" in some-sense. Such
signatures can’t support accountability by themselves, but they do indicate a degree

15 of a;ssurance that may be placed on use of that code. For example, a particular
signature from an MIS organization might be required on all code which is granted
general access to network services within a corporate intranet. That signature
might only be used on code which is strongly believed not to violate particular
security policies. Extension APIs in other languages, such as C or scripting

20 languages, can’t support such fine gréined access controls even if they do allow
digital signatures for their code. . _

After security operations are performed (step 80), the thread is dispatched
(step 82 of Figure 5). The dispatch operation entails invoking a servlet so that it
generates the requested dynamic information. The dispatch operation is one of two

25 types. A decision is made to determine whether the serviet is local (step 84). If
the servlet is local, then the local servilet is executed (step 86). This results in the
generation of dynamic information that is then processed by the web server 46 in a
standard manner. The web server 46 typically passes the information back to the

 client computer using known techniques. The exchange of information between a

30 servlet and the web server 46 is achieved through an application program interface,
which is described below. ’

If the servlet is not local, then it is uploaded from a remote server 24B
(step 88). A decision is then made regarding whether the uploaded servlet is safe

7 _
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30 standard network connection device 36. The server conputer
24 includes standard server conputer conponents, I ncl udi ng a network

Ot O eVl e S8 Beiiacibe oy omobin S i g gy B piing

ﬁem)r y 44 Is'[rglr g{sﬁgﬁa&&%&{mﬂg@sﬁ%ﬁ%ﬁe@é%%}%gg glg nnyltﬁjgsegqm?he

type known in piublems asseéined with the uploaded servlet, then it is executed locally (step 92).
On the other hand, if a security problem is identified, then the servlet is executed

5 in a security area (step 94). Thereafter, the dynamically generated results are

passed to the non-security area (step 96). A boundary serviet may be used for this
purpose. The boundary servlet may be implemented through the use of stubs and
subcontracts or through other "fire wall" techniques known in the art. After the
servlet is executed, processing returns to step 70 of Figure 4.

10 The operation of the invention has now been fully described. Attention now
turns to a more particﬁlar discussion of the servlet objects that are used in
accordance with the invention and an embodiment of the application program
interface used in connection with the servlet objects. As indicated above, the
servlet objects are objects are software objects that are used to dyndmically

15 generate information. They are instantiated objects that sit in a loop waiting to be

~ invoked. Preferably, they are implemented as object bytecodes in the JAVA™
programming language. It is well known that the JAVA™ programming language
is used to implement "applets" on a client computer. An "applet” is executable
JAVA object bytecodes that are used to generate a graphical display on .a client

20 computer. The servlets of the present invention are executed on the server side
and do not have graphical content.

A servlet is typically instantiated on server startup. In the alternative, the
servlet may be instantiated under a predetermined set of conditions or by client
invocation. The servlet may be instantiated and executed by using its URL (e.g.,

25 http://host/ <serviet URL>). The http protocol supports the passing of
arguments, thus, argumenfs may be passed to the servlet (e.g., http://host/ < serviet
URL>?<arguments>). The properties object is a JAVA programming language
properties class which comprises a set of "name:value" pairs. A system
administrator can pass arguments to an instantiated HttpServlet object through the

30 = properties object. In this way, the system administrator can "customize" an
HttpServlet for a particular server at a particular site. For example, the systeril
administrator can pass the Httpservlet object site specific information about the
network location of a database which stores documents that will be requested by

X ) 8
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nodi fied to include the additional programs shown in Figure 1. That is, in
an enbodi nent of the invention a standard web server 46 is nodi fi ed

to includ . 48 |
L st ot o GiERE BEhpRS G0N e sahPaE ot o ARBRLSEReAnd bR ELE 585
secur | ty adm nnfFfer@ WhichoWil] Bé‘ﬂséﬂoféi‘%?édéssmg theS®¥ver idfifistrator,

Figure 2 is a sinplified illustration of a server conputer 24A constructed
in accordance Qneshingtantiatdhor sarwlet lgops watil thesarves is Shﬂli@fﬁm'g%uﬂéﬂmmws a

\Sglr_ot ;sglrj?/g h@%%&@@g ,,4%6%},)?&60#5@',5@{.,5?6%%6@ 1 {a §%§|f:mte{gﬁrr13ugh an
appl i cat i on§ preuatiagali 166y b #GRaits ok requests to act wpda) ﬂiﬂ&i‘vﬂrrt:oﬁimvadstth@ web

server 46 and the servlets 56 are stored in nenory 44. The web server
46 may be starmmhcamosmran siestrpying theaserylet batween raquess to the sepdetydin t he

code. whi ch i & TERne SSEIHE Eber SRS Ry Mo RrOER  pelP bt 10

an I nst arudmmcaehmgﬂ thhnaNeswaFﬁn éx@gmiple, tserulétyckxedmrmmlatd about a
i nvoked, it gznam cally ener ates informti Oh Not.e that
t echni que of M4k I@z(gpp;essmns YR Psar; nihis 4rBraacheshared amang Wom t he

typical pr mee%%r@g ts fift lordir 6 c§§tﬁ fea worlnh%fe%?@ﬁﬂlag ﬁlﬂﬂmlapw%mks

storage devic e technique of the invehtion Is 20 sinmlar to a
script in the Heenviets here cneaté;lmm(bstkd)gedmpent resuest fhasispitiveould be much

more difficult, if not practically impossible, for a servlet to understand the

environment within which it runs and utilize this lalowledge to provide improved
processing capabilities. The server computer can call a destroy method on the
15 servlet when some resource limit in terms of time, memory, etc. is reached.

The servlet application program interface (API) establishes a standard for
interfacing servlets with information servers, such as web servers. The serviet API
contains methods for initializing a servlet, processing the request, getting servlet
information, and destroying the servlet. The servlet API allows platform

20 independent serviets. An example servlet interface is as follows:

Servlet interface:
interface HttpServlet { .
Initialize (ServletContext, ServerProperties);
25 Service(HttpRequest, HttpResponse); |
Destroy(); '
}

The server computer passes objects thaf implement the "HttpRequest”, while the
30 servlet returns an "Httpkesponse" object. The "ServletContext" interface is used
to éxchange information with the server environment. Some of the methods on the
"ServletContext" object are "Getserver()" and "GetServlets()". ."GetServer"
returns a pointer to the parent server within which the instantiated Httpservlet runs.

9
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However, unlike a CA script, a servlet object of the present invention is
|nstant|ated at server start- up Thus, the servl et can be thought of as

operatlng in a cont.i nual |t|n erve that
after instanti Qﬁ‘%“‘ﬂ%@?‘g@smﬁﬁt&%%?m éf‘q‘ |°‘§11§1me%"%§%¥
the serviet is gfﬁkt | Onaz'%etServlet" lﬁéﬁH& ‘%etﬁrdsspcﬁmgﬁrl@rtﬁé sérlvie'eb'sfdnﬂid

denpnstrating features of i nvention. Figure
illustrates a Ipareat smeme%ed&memroﬁetﬁewrmmface@seuwdsto&xcbange quueamort rom

I hawn h
Cerver 46" dot oFPRARUBE CRERI AR APy 2] ENePRs v, B Ta Ao RBer . corvi et

object is required. Sefls! the falflisrPrug@innihg %fddelﬁfﬂéﬁeﬁ Foqubsty afd)
the | ocal server 30 conplftﬁlgﬁg4A thusq{téls upl Oadedq%l lllﬁ‘%oca server

conmput er 24A frgomrahn&mpmses The dollewing dsrg siraple sepyletdefigingorrminglecmethod
link 26. In the q.f Fi-gure 3, servlet 56P is passed fromthe
renote server Sﬁﬁ%ﬁ S4B to the | ocal server '

import java.servlet.*; |
10 public class MyServlet extends GenericServlet {
public void service (
ServletRequest request,
ServletResponse response
) throws ServletException, IOException
15 {

20
The service method is provided with Request and Response paraineters. These .
parameters encapsulate the data sent by the client, thereby allowing serviets to
report status information, such as errors.- Servlets normally retrieve most of théir
parameters through an input stream, and send their responses using an output

25 stream: -

ServletInputStream' in = request.getInputStream ():
ServletOutputStream out = response.getOutputStream ();

30 These input and output streams may be used with data in whatever format is
appropriate. For example, an applet and serviet might exchange data using oliiect

serialization, HTML, or any number of image formats.
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5 Figure 3 illustrates another feature of the invention. In
particul ar, Illustrates that the upl oaded servlet 56P is executed

t | | t 24 Af t
execution. t%ea: oo Sinee serules e JAVA, Eeetse e e RRiRoS s ol (s e
remaini ng por tﬂl%ls%attln?f cCCRIvIBR A %&B&R}&l% ﬂ:ﬁhoﬁgrk‘uﬁnmgivlﬂﬁﬁ%éfv&ﬂ

feature allows untrusted servlets to be safely executed

f oregoi ng di scwithoud meeding ltltbemmplg:at;eofaaddﬂm:ml classes whichtane rccpmedrbe'smnj
benefits of t ention. Attenti S to a re det ai

description szﬁtema Ve SERYEE CXIEagion égﬁﬁ ogvﬂéﬁéfrhﬁvg acr.-ﬁ?g?q é?‘Peé?‘HLe?éP“ﬁ'l@ure 4
il lustratess pr&ﬁﬁﬁﬁfaﬁ@n ahﬁpai mmahzaﬁeﬁ&ﬁﬁé atait abiows cﬁffeﬁﬁbﬁﬂtaﬁ@é’st ofothe Ishifie

i nvention. The right side of Figure 4 10 illustrates egram conmponent s

that nmay be uswetvieiclassdebednitislised withdifferspisdata, and be manag s dlifferently

Fequest has baBPRCHYIE, PG i iociCer RIS i irbfiact afi ta yhore

request for  each instance keeps its persistent instance-specific state.

Building upon the previous simple servlet exarhples the following program
10 code is an example of a servlet that is used to send Hypertext Markup Language
(HTML) text when it is invoked:

public class SimpleServlet extends GenericServlet ' §
public void service(ServletRequest req, ServletResponse res)
15 throws ServletException, IOException

res.setContentType("text/html");
PrintWriter out = new PrintWriter(res.getOutputStream());
out.printin(" <HEAD > < TITLE> SimpleServlet Output
20 </TITLE> </HEAD> <BODY>"); |
out.printin(* <hl> SimpleServlet Output </h1>");
out.printin(" <P > This is output from SimpleServlet.");
out.println(" < /BODY >");
out.flush();
25 }
public String getServletInfo() {
return "A simple servlet”;

30
The following program code is an example of a servlet that uses the ﬁn"ger
protocol to query information about users on specified host computers. The query
string parameters <tt>user</tt>, <tt>hosts</tt>, and <tt>verbose</tt>

11
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information froma client conputer 22 to a server conputer 24. The
operation of a client conputer 22 requesting information froma

server conputer 24 is 1] 15 .known. It is typicaliy performed using a
Uni f or m Resour 8@"@8@5?%% Hee Ifi‘(e pser aﬂdth_eﬁiﬁ t%éﬁ%riyf it‘_ie fflter and a
file. A typi cal<iBlusep<iSPis/thSubsekme] Nk & S fidsts </t > 1i§ aBBmnikE Sdpafdiddhst!dF
retrieve the file "123" fromthe State University coryg;&er_ " SU usi ng
the Hypertext hostramas toquery; @nd witPrverbose </tt>, if specified,swidlieause vexbgse e 4,

a server accept 48 | ro each 20 new request.
Preferably, thé’?’mgﬁegﬁ"é@@h‘gf@%@%@g%’ aésff%connect Il on-oriented web
server W th s w@pyeoa/fingeitittil?isr-2add&ihosts =eao doppiolivertoseR es\Ri/pre RGeHPT | NY
requests. Once a request is received, it dispatches the request to a
connect i on reqygst full isfarmation about usevgac enhaify hests "enacandoloppio’on queue
50 is formed in the menory of the |ocal server conmputer 24. 25

If no new request is received, then a check is nmade to detern ne whether
the queue is emppblic (step 71). If the queue is not enpty or a new request

has been rleacel ved, processing gr oceeds to step 74. Step 74 entails
t hread pool class, FingsrSarylgt expendsf@enericSerdiet dhi ch are executed by a pool
adm ni strat 52. Fiygure 1 illustrates a thread pool 54. The thread

pool 54 is a pool of threads that are used 30 for request processing.
| ndi vi dual threads f¥{Poit mmmberrfor fingerdagment s from t he

*/
static final int FINGER_PORT = 79;

15 Jx*
- * Handles a single finger request from the client.
*/
public void service(ServletRequest req, ServletResponse res)
throws ServletException, IOException
20 { - '
String user = req.getParameter("user");
String hosts = req.getParameter("hosts");
String verbose = réq.getParameter("verbose");
res, setContentType("text/html");
25 |
PrintStream out = new PrintStream(res.getOutputStream());
out.println(* < html>"); -
out.printin(" <head > <title>Finger Servlet < /title> < /head > ");
out.println(" <body>");
_30 out.println(" <h2 > Finger results: </h2>");
outprintln(* <pre>"); |
if (hosts == null) {
finger(out, user, null, "yes".equalsIgnoreCase(verbose));

12
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connection queue 50. The pool adm nistrator 52 operates to ensure that

there is a thread for each request in the connection queue 50. The
pool administrator 52 creates or forks additional threads to handl e
new requests in the conndcseor queue '

6 50. If a maxi num nuRQEr 1Rfiel ds 0ROk ny.

adm ni strator 52 bl ocks ne\/§ req &géfg frﬂoe'rsﬁv gnt gl’l ng '%Q] cohnegi I on

queue 50. In such a case, thevﬂéle\(srhasMoreToicum(l)) ér does not receive new
requests. On the ot her hand, if a threag has bee
ost = st. nextTokenO,
5 : out.printin("[" + host + "]");
try {
finger(out, user, host,
"yes".equalsIgnoreCase(verbose)); |

} catch (IOException €) {

10 out.println(e);
}
out.printin();
}
}
15 out.printin(" </pre>");
' out.printin(" </body > </html>");
3
-
* Sends finger output for a user and host to the .speciﬁed output
20 * stream.
*/
void finger(OutputStream out, String user, String host, boolean verbose)
throws IOException
{ .
25 /! open connection to finger daemon
Socket s;

if (host == null) {
s = new Socket(InetAddress.getLocalHost(),
_ FINGER_PORT);
30 } else {
s = new Socket(host, FINGER_PORT); -
}

/1 send finger command

TR uﬁ
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waiting nore than a predeternined period of tinme for a request fromthe 5
connection queue 50, then the pool adm nistrator 60 will destroy it.

Preferably, a new handl er: thread ig created using the buffer space of
a dest.royed handl er t hr ehgntStream ps; ?ﬁ%i’m‘mg'?&s%ﬁﬁﬂﬂﬁ'ﬁﬁ'@w s
preferably inplenented b ' specific buffer menory space for a .
thread. When a thread isﬁdfggl;bpg?gd, the buffer nenory space S

cleared, but it is assigned tps.prin€WW¥;ead. By reusing allocated nenory in
this 10 manner, this eg‘oodi ment of the invention mnimzes the anmount of
menory used by the system especially when conpared to systens which
all ocate and deal | ocate ; ne a per request basis. '
After the thread pool ad%rfi%llsesrt'rgﬁi‘%lr)lquerations are perforned (step 74) a
thread retrieves a request frpsprintfusethinecti on queue (stép 76). The thread
then 15 nmaps the request to a servlet nane (step 78). The servlet nmay be
specified by a URL, i n which case the mapping process is direct. On

t he other hand, sone s.priaf{Nra");on process may be required to identify
which servliet will be abFe to service ~° the request. The mapping
operation nmay be perfor nB8flushne of the fol | owi ng ways. A server

adm ni strat,gr may speci f t ' | ient requests 20 al ways map
to 'a parti E;l§| ar servlet. YIF%leer%%ﬁngﬁgtsums%h talks to a particular

dat abase. A server adm nisjutStteam iy spefnpuyStrdani();part of the client

t isth
request is the byte[] buf = new byte [512];

int len;

while ((len = in.read(buf, 0, buf.length)) != -1) {
15 | out.write(buf, 0, len);

}

s.close();

20 _

Those skilled in the art wili appreciate that servlets which are being used
with the HTTP protocol may support any HTTP method, including GET, POST,
HEAD, and more. They may redirect requests to other locations, and send HTTP-
specific error messages. They can get access to parameters which were passed

25 through standard HTML forms, including the HTTP method to be performed and
the URI, which identifies the destination of the request.

As indicated abovc, one of the biggest performance features of servlets is
that they do not require creation of a new process for each request. In most
environments, many servlets run in parallel within the same process as the server.

30 When used in such environments with HTTP, servlets provide compelling
performance advantages over both the CGI approach and the Fast-CGI approaéh.
This is because serviets have a small computational expense during thread context

switches. Since in most environments servlets can handle many client requests
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nane of the servlet, as found in an adm nistered servlets directory. At

mﬁny sites, that directory woul d be shared between servers which share
t he | oad of processi ng for the site's client Sone servers ma be
abl e to aut onatcRehtimg they avecinifialized,the costof the mlte@za?%lsomi?étow

servl ets, baseqn&ﬂ?& Se)r;gltﬁ?@il&{t%gi&&fs‘iﬁ e SV RiveGile OEQSSSI n%’ By i dal

particular typés o may trigger post pro

servl ets, perhapd cbmrmﬁéaubﬁs fesomes mnuﬁmgamre s&nngigrﬂ-qmaystamroazm
clients may speci fsé/ e servl et be invo ed § Eout,é. dm nistrative

i ntervention. &PP@F@ Waf'he

: ?Lg?gd( ZLS untr uuséﬂ? assgﬁé}1 o?xm,aserl\glﬂt SS&&P{QH ecf‘sse%-léﬁ@lpg tﬂriﬁg?t :af Y

servl et may be gentmbfmmbwdrlbforesesacesdiuﬂlt ukieg the request-sespoaseparadigm.t Toe

rs};;u(rjgi?ldgd{nomts% at or pmﬂrgor exan&{ Sasghhe se urﬂlgft? Vgﬂl?h EPpﬁ%m ni trat or 60
HTML web pages and they can be used for mteractlvely viewing or modxfymg that
data using dynamic web page generation techniques.

10 The servlets of the invention may be used to provide customized multi-user
services for customer bases. The servlets are also flexible enough to support
standardized services, such as serving static web pages through the HTTP (or
HTTPS) protocols, and proxying services. Since they are used for dynamic
extensibility, they may be uséd in a plug-in style, supporting facilities such as

15 search engines and semi-custom applications, such as web-based order entry or
inventory systems.

Although the servlets are preferably written in JAVA, the servlet clients
may be written in any language. When servlets are used in the middle tiers of
distributed application systems, they can in turn be clients to other services, written

20 in any language. |

Those skilled in the art will appreciate that serviets may be used in several
modes. The basic mode is at the core of a request/response protocol. In addition,
servleté may be specialized to support protocols such as HTTP. In HTTP based
applications, servlets are portable, complete, and much more efficient replacement

25 for CGI based extensions. Also, in HTTP applications, servlets may be used with
HTML server side includes to dynamically generate part of a web document.

The foregoing description, for purposes of explanation, used specific
nomenclature to provide a thorough understanding of the invention. However, it
will be apparent to one skilled in the art that the specific details are not requiréd in

30 order to practice the invention. In other instances, well known circuits and devices
are shown in block diagram form in order to avoid unnecessary distraction from
the underlying invention. Thus, the foregoing descriptions of specific embodiments

of the present invention are presented for purposes of illustration and description.

15
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7 network servlets. Untrusted servliets are then executed in the
security area 57, as shown in Figure 3. The security adm nistrator 60
may al so be used to determ ne, j.f the seryvlet is authorltﬁed to perform

predet er mi ned ANEkfreopRtigien fendetto bexhapstive or o limit the ipyeatign (Qrthe precisey pe may
be stored in t Si§cigked, oﬁvxousl{// manﬁw&hﬁﬁ{tibh?%ﬁd 'vﬂnﬁfdiﬁragé‘ﬁﬁﬁlﬁié il viehe

i nvention provide strong securil policy support. This Is because all
JAVA envi r onneof thepabove deachings.c Thietepnbiddiments were chostn and deseribed i el:der @0

control whethe acti ns such as netywrk or. fil e.access .are

O Dot by hef Snp B te! Pruhcftlesotehe invedfion and iS DR Hmbtidions, to. ey .
perform 5 erdiéb Wsﬁﬂéﬁ‘m%e%ﬁ%%%%l%&ﬁ@ﬁveﬁﬁéﬁ’hﬁ@%&éus' ocal files.
However, servlets "built 1nto" the server, or servlets which have

been digitall yembgdmenssswzthgynm modificationsias are suitesitosthe partioular fuse een- rray

i gi tal Si gnat PRI, IR et MARIRam of B8 ipreptioni dérned oRE0°"

following Claims and their eqmvalents.
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or gani zati on which signed the code "vouches Qghele HashE‘en ense Such

signatures can't support accountability by t ey do indicate
a degree 15 OWM may be pl aced lmulE code For
exanpl e, a par _ si.gnature froma ion m ght be
required on all code which is granted general access to network
services within a corporate intranet. That signature - m ght only be

used on code which &n@modrgqewt%by@d@galrssﬂer@ompmeapedgamp@@#@lrof a

:gfrrc)ltlt%gpgl)l ICIQ egﬁﬂigc%ﬁ'ts pf)érﬁl?‘ﬁép@ﬁlqdﬁ%gyg%al n acce r?tm%rﬁm

even if theg deaidllb€lserver pmtéﬁforﬂu@a ttivh 604 cliéwservendetwork said
After security operations are perforned step 80), the thread is dispatched
(step 82 of Fi &etkodsgompmising,theapsifoper ati on entails invoking a servlet so

that it genera ‘;“% YBain %JE%T

operation is one of "Two fgpesﬁsﬁ %em S|c§rr¥b|ﬁ{se9r?a?‘§%amt e%‘ég‘r,m ne vﬁ{;t her
the servliet is | ocakie(eahﬂm@m)at sdifl request teqeiresedyraatically genemted infiermation

| ocal servlet is execu ed gﬁmg This results in the generation of

dynani ¢ mforn‘@f%ﬁsﬁﬁ’ (CHERSCEYFT METWOrKs web server 46.in a
standard er. IQﬁBing a fefhole/ Bré: }ﬂﬁé‘sﬁssaidq&xénﬂ-fs&%ﬁhé% pack to
t he gﬁlwent co %8 ter ?lidr?g ak%ov(\’n‘ﬁé/t ecﬂlnl gues. The exchange of s
“information belspm&daseiﬂet object] correspandinipetonsaid saguesty ams i s achi eved t hrough

an application pr 00lgee tlnt %zrufdas%gclﬁed servlet object to obtain dynamically generated

information corresponding to said request.

15 2. The method of claim 1 further comprising the step of passing dynamically
generated information from said specified servlet object to a web server operating
on said local server computer, said passmg step being facilitated with an
application program interface.

20 3. The method of claim 2 wherein said applicatioh programming interface
specifies techniques for performing at least one of the following operations:
initializing a servlet object, executing a servlet object, and destroying a serviet
object.

25 4. The method of claim 2 wherein said specified serviet object and said
application program interface are specified as object bytecodes in the JAVA

programming language.

5. The method of claim 2 further comprising the step of sending said
30 dynamically generated information from said web server to said client computer.

17
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whi ch is described bel.ow. If the servlet is not local, then it
I s upl oaded froma renote server 24B (step 88). A decision is then

made regar di ng whether th oagded serv) et s saf.e.
g (st of-50) Thgnclfod bt 88 v seid, Sxs3ic Mep insludes the sepagf |
the thread acquiri ngxecuting smafs?eaﬁaw&vreem@m@wmwﬁfmﬁ for
servliets. If there are no security | ens™ associated with the
upl oaded ser vl eomputegnanidt i s execut ed Iocal ly (step 92). _

passing said dynamically generated information from said security area to a

5 non-security area of said local server computer.

7. The method of claim 1 wherein said local server computer stores a plurality
of servlet objects, each of said servlet objects continuously operating until invoked
in response to a specified request from a client computer. '

10
8. The method of claim 7 wherein said plurality of servlet objects pass data to

one another.

9. The method of claim 7 wherein said selected servlet objects of said plurality
15 of servlet objects are instantiated at the start-up of said local server computer.

10. The method of claim 7 wherein selected servlet objects of said plurality of

servlet objects are instantiated in response to a demand from said client computer.

20 11. The method of claim 7 wherein seledted servlet objects of said plurality of

servlet objects are instantiated in response to an activated serviet URL.
12.  The method of claim 11 wherein said serviet URL includes arguments.

25 13. The method of claim 1 wherein said receiving step includes the step of

storing said request in a connection queue.

14. The method of claim 13 wherein said determining step includes the step of
selecting a handler thread from a pool of handler threads to execute said
30 determining step.
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This Sheet Has B

On the other hand, if a security problemis identified, then yheaReplaced
executed 5 in a security area (step 94). Thereafter, the dyﬂ ﬁ"/ [[I I]
generated results are passed to the non-security. are Sitid y

boundary ser vl e¥- maylhsemethed é&fa"é’hl"s}“"ﬁ"er COMPHYjEE .thg;ﬁg’ Bgé? §aifl \pogt

may be i mpl emenyeqgy P sditively bt £ty handie AR sfrofin

t hrough other " ireaiv%/gl ' tse hni qugglfyknovm int ea?ir?. Arter the $ing an
servl et is exeid ddndler thremlsi ng returns to step 70 of Figure 4. 10

The operation of the invention has now been fully described. Attention now
turns to a nore particular discussion of the servlet objects that are used

I n accogd e w i | B wREinA i g?ﬁ.g hGat i on
pr ogram cgi ﬁ%%rfﬂ%&@gdiog%%ngt | onm\?\nﬁtnﬁ eﬁié%rv g{ld%{bj&etg?g@?sf

i ndi cat ed aboveagusinga buffer swemdry tspasisj afcsaidd oldchandiee threadifar saist nevahandiey ect s
that are used to dynamically 15 generate information. They are

I nstantiated o s that sit in a loop waiting to be I nvoked.
Preferably, they are inplenented as object bytecodes in the JAVA err]
progranmm ng | anguage. It is well known that the JAVA[ err] progranmm ng

| anguage i15/. us el computepireadable memprycthet cagnbeausedite direcioarserver computer
P e SR ey ot YA REREE R 4 SRR, bPRRE
invention are executgfirseset dfcinstfctions f fteeive a requsit fonnaiclibm\coniputdriofoaid
content. client-server network;
| a second set of instructions to determine that said request requires
dynamically generated infdrmation from a servlet object of said client-server
15 network; '
a third set of instructions to upload from a remote server .computer of said
client-server network a specified servlet object corresponding to said request; and
a fourth set of instructions to execute said specified servlet object to obtain
dynamically generated information corresponding to said réquest.
20 _
18. | The apparatus of claim 17 further comprising a fifth set of instructions to
pass, through an application program interface, dynamically generated information
from said specified servlet object to a web server operating on said local server
computer..
25 _
19.  The apparatus of claim 18 further comprising a sixth set of instructions to
pass said dynamically genefated information from said web server to said client

computer.

30 20. The apparatus of claim 17 further comprising a seventh set of instructions
to store a plurality of servlet objects on said server computer, each of said serviet
objects continuously operating until invoked in response to a specified request from

- a client computer.

19
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A servlet is typically instantiated on server startup. In ”'m,u"wv"u:m

t he ser vl et may be instantiated under a predeterm ned set of
condi tions or e nyQc The .servl e | antJj gt ed
~and execut ed u3| W%Pf(cla‘@aid Q’Se‘?‘?f’lff“ ﬁ?ﬂi@cﬁﬂt f“%ﬁ

http protocol 1&%@%&&0%& Hﬁﬁ%bﬁ&eﬁfsmd plu Sgtif@ﬁll%t objes, argurrents nmay
be passed to the servlet (e http://host/ <servl et

URL>?<ar gunent s>). The propert | es object is a JAVA programm ng | anguage

D i st rat or 22 (nCOmBRER frafiile fhebidry ther AR BER Wbl e GTLEF
through thg 3@f a@h@ﬁleiei'%i‘ 8¢ tnetwork!tBi fEnotidn in tahspeGiviet enAnAET dOnTprisaigdr

can "custom ze" pServl et for a particular server at a partlcul ar
site. For exanpl e atﬁf@twgfenmcnonsdemm a seqestcirama, elient igemputep of sqidet

dat abase. whi cRuetgrivek ARARIBL PR\ | 0e roquostea by 0

a second set of instructions to determine that said request requires

dynamically generated information from a servlet object of said server computer;

10 a third set of instructions to execute said'specified serviet object to obtain
dynamically generated information corresponding to said réquest; and

a fourth set of instructions to pass said dynamically generated information

to said client computer.

15 23. The apparatus of claim 22 wherein said second set of instructions include
instructions to interpret a servlet URL corresponding to said request.

24.  The apparatus of claim 22 wherein said second set of instructions include
instructions to interpret a servlet URL with arguments.

20 _
25.  The apparatus of claim 22 further comprising a fifth set of instructions to
store a plurality of servlet objects on said server computer, each of said serviet
objects continuously operating uhtil_ invoked in response to a specified request from

a client computer.

26.  The apparatus of claim 20 wherein said fifth set of instructions include
instructions to pass data between said plurality of serviet objects.

27. A client-server computer network, comprising:
30 a client computer to generate a request; and
a server computer to
determine that said request requires dynamically generated

information from a servlet object of said server computer,

20
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9 client processes across the network or the amount of nmenory

available in system buffers which will be used for processing the
server adm nistrator. Once instantiated,, a SceF[ vl et | oops until
t he server |s shut of f Orexgcqug;axﬂ@emﬁed servlet object ta-ghtpia dynamicadly genetated by

t he server. r{mlﬂﬁ continual loop as it waits
for requests to act upon, &%ﬁgn‘g@ \;gtrﬁgoﬁg %raiavm ds the over head of
creating and destroying tpuss s&id\dynamivellygencrated information tohsaids elient ebmphiter.

addi tion, keeping servlets alive between requests allows servlets to pass
data and communi cat e armngst t hensel ves. For exanple, servlets can

mei ntai n datg ajgout aw ﬁﬁé’sd(?ﬁﬁﬁ'l 4 B&ndte RErver Bhmiplkal 2 can
be shared am)ng dlfflg}ee serv etz I n orde t%&custom zerva vvorgfl*%g
envi ronment wi tsténingnn sethoft seevietsehjectthiat can be pasdséd oesaid servemeomputerat ed and

destroyed on a per request basis, it would be much nore difficult, if
not practically inpossible, for a servlet to understand the

29. The apparatus of claim 27 wherein said server computer stores a plurality
of servlet objects, each of said servlet objects continuously operating until invoked
10 in response to a specified request from said client computer,

30. The apparatus of claim 29 wherein said plurality of servlet objects pass data

" between themselves.

il Sﬂiitﬁiilfﬂffllﬁw '
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environment within which it runs and utilize this know edge to provide
| npr oved -~ processing capabilities. The server conputer can call a
destroy nethod on the 15 servlet when §£ﬂ§¥$§_serce limt in ternms of
time, nenory, etc. is reached. rvl et application program

interface (APlI) estallméhed and & forf 6perating a iothleseleed cognphitar\ofel ient-t h
informati on servers, such as web servers. The servl et API cont ai ns

net hods for |n|W|Wkéﬂ§E¢ﬁ%Wh®ﬂ%&§ﬂ%eta@%% a cljent; Gampuier,efj et
i nformati on, r se lﬂﬂe I :orm 20
mdependent servf’gﬁs ts%Wexa lé s‘xérv e g:éé@lkvs asr?ﬂe{%gé?r&ﬂ&%
Servl et intej§fadynamically generated mfdmlaﬁacﬁoﬂt ap&wletlobject of the client-server -
Initial S | et t, S P

nitialize (Seryle %Fiftes)éRé er sér(\)retoiegtsgorrespondmg tqjggrpgwt may be

Ser vi ce( Ht t pRecfifE¥®
} uploaded from a remote server computer of the client-server network. The

specified servlet object is then executed to obtain dynamically generated
information corresponding to the request.
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The server conputer passes objects that. i nplenment the "HttpRequest”, while
the 30 servlet returns an "HttpResponse"” object. The "Servl et Context"
i'nterface is used to exchange information vvith t he server envi ronnent .
Sone of the methods on the - "Servl et Cont ext" obj ect are "GetserverQ"
and "Get Servl ets0". "GCet Server" returns a pointer to the parent server
wi thin which the i nstantlated Ht t pservl et runs.

10 20

NG L
KZ?A [ [24A

Network | l—p [ €—p{| Network . 40
30\ I Connection Connection y ! [42
CPU ;6 | | CPU
! /3 M
Browser : Web Server 46
34 Server Acceptor Thread 38
Connection Queue 20
Pool Administrator 2
Thread

read Pool 24
Serviets 56
o Serviet Map 38
O Security Administrator 30
'®) Boundary Servlets p

@

O

O

Figure 1
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¥

Using this pointer, the HitpServlet object can find out information about
its parent server. The "CGetServlet" nethod returns pointers to the
servlets running on the parent server. The "ServerProperties”
interface is used to exchange information regardi ng specific server
properties established by a server adm nistrator. 5 Servlets
support the famliar programm ng nodel of accepting requests and
generating responses. The following is a sinple servlet defining a single

met hod call ed "service": : inmport java.servlet.*; 10
public class MyServlet extends GenericServlet { public
voi d service ( Ser vl et Request request,

Ser vl et Response response ' )t hrows Servl et Excepti on,

| OException 15 { '

/f24A
,,—46

- APl
Web Server |« p| Serviet_A 56A

Figure 2
il



20
par aneters.

These

The service nmethod is provided with Request and Response

paraneters encapsul ate the data sent by the client,

t‘hereby allowi ng servlets to

errors.

I nput stream and send their
ServletlnputStreamin =

report status information,
Servlets normally retrieve nost of their
responses using an output 25
request. get | nput Stream O:

such as

parameters through an

stream

Ser vl et Qut put Spgeam out esponse. get Qut put St ream O; 30 These input and
out put strea may be fdised with data in whatever format
appropri at ey For e ] i ng
obj ect - 46
/-
API
<> Web Server Serviet_A \SGA
o
O
Boundry Serviet 6\0

=====================================%=========="; 57

Serviet_P 6P

/,248

46

e

4P Web Server |« API pi Serviet_A 56A
APl O |
O
Serviet_P 56P
B
Figure 3
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serialization, HTM.,, or any nunber of inmage formats.
Since serv}ets are JAMA obj ects, they have instance-specific data. This
means that in effect servlets are independent applications running within
servers, wi t hout needing the conplexity of additional classes (which
are required by sone alternative server extensron APIs). Servlets have
access to sone servle pefOfic 5 configuratigafdata 4t initialization
time. This allows difTefent instances of the '

No Yes |  Server Acceptor

Thread (48)
Store Request l : Sérve'l' Acceptor
in Connection Thread (48)/
Queue : . Connection
| _ Queue (50)
\b ,f74 -
Thread Pool 5 : ' Pool
Administration Administrator (52)
. 16
Vo
Release Thread/ Thread from Thread
Retrieve Request : Pool(54)
: 78
' s
Map Serviet _ | Thread from Thread
Name Pool (54)/Serviet Map (58)
80
e
Perform Security
Security | Administrator (60)
Operations - :

!

(To Step 82; Figure 5)
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serviet class to be initialized with different data, and be mahaged as

differently named servlets. The data provided at initialization tine
i*ncl udes an area where each instance keeps its persi st ent

i nst ance-specific state. Bui | di ng upon the previous sinple
servl et exanples, the follow ng (Frogy ateplB0; fdgute #5 an exanpl e of a servlet
that is used to send .Hypertext Markup Lapguage (HTMO)) text when it is

i nvoked: public class Sinpl eServ%t exte GenericServlet {

public void service(ServletRequest req, ervl esponse res) 15

t hrows Servl et Exception, | OExcepfl on '

res. set Content Type("text/htm"); Dispatch PrintWiter out

= new PrintWiter(res.get Qutput S§reanPhread
out. println("<HEAD> <TI TLE> Si npl [

<BODY>") ; out. println
") out.println(" <
Si mpl eServlet.");

| 20 </ TlI TLE> </ HEAD>
" <hl > SinpleServlet Qutput </hl>
> Thi §4is out put from

W

8 | 86
~° e
Upload Remote ' : Execute Local
Serviet : Serviet

No Yes

92
/-
Execute Servlet Execute Serviet
Behind Wall Locally

96
l -
Pass Results

to Boundary
Servlet

* .v .v

A/

(To step 70; Figure 4)
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APPARATUS AND METHOD FOR PROCESSING SERVLETS

This application is a continuation-in-part of U.S. serial number 08/756,325
filed November 25, 1996, entitled "Method and System for Facilitating Servlets®
which is a continuation of U.S. serial aumber 08/657,712 filed May 30 1996
entitled "Method and System for Facilitating Servlets”.

- A portion of the disclosure of this patent document contains material which
is subject to copyright protection. The copyright owner has no objection to the
facsimile reproduction by any one of the patent disclosure, as it appears in the
Patent and Trademark Office patent files or records, but otherwise reserves all
copyright rights whatsoever.

Brief Description of the Invention

This invention relates generally to exchanging information in a client-server
computer environment. More particularly, this invention relates to an improved
technique for responding to information requests at a server computer.

- Background of the Invention

Client-server computer networks are well known. The most prominent

" example of a client-server computer network is the World Wide Web of

compuuers.' In a client-server computer network, a server computer receives a
request for information from a client computer. Web server software operating on
the server computer typically retrieves the requested information from a file stored
on a permanent storage device and transmits the file over the network to the clieat
computer that requested the information. The web server software is generally no',t,"'
written using an object oriented programming language. Thus, it is not easily e

This is the replacement sheet
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12 can be used to specify the user and hosts to query. The paraneter
< tt> user </tt>'is the user nane, <tt> hosts </tt> is a comra-separated

list of host nanes to query, and <tt> verbose < /tt>, if specified,

wi || cause verbose output to be generated. For exanple, <pre> 5

htt p:/goa/finger. ht M ?user =dac&host s=eno, doppi o&ver bose=yes </pre> w ||
request full information about user "dac2.on both hosts "eno" and "doppi o".
public cl ass FingerServlet extends CenericServliet { 10 *

Port nunber for finger daenon.
extended to provide new functionality. Given the dynamic nature of today’s

software marketplace, a product’s lack of flexibility and extendibility can seriously
hinder the marketability of the product.

Current web server software can generate a file dynamically in response to

5 arequest from a client computer. Typically, the web server receives the request

and then forks a Common Gateway Interface (CGI) process to dynamically create
the file. Once the file has been created, the web server software transmits the file
back to the client computer. Unfortunately, it is computationally expensive to fork
a process each time dynamic information needs to be generated.

10 In view of the foregoing, it would be highly desirable to provide a web
server which dynamically generates information in response to a client computer
request, but which does not incur a process start-up expense while generating the
dynamic information. Further, it would be highly desirable to provide an object
oriented web server environment that is flexible and extendible.

15 |
the Invention
The invention includes a method and apparatus for operatmg a local server
computer of a client-server network. The invention includes a technique to receive
a request from a client computer of the client-server network. A determination is

20 made whether the request requires dynamically generated information from a
servlet object of the client-server network. If so, a specified servlet object
corresponding to the request may be uploaded from a remote server comﬁuter of
the client-server network. The specified serviet object is then executed to obtain
dynamically generated information corresponding to the request.

25 The serviet objects of the invention provide an object-oriented web server
environment which is flexible and extendible. The client-server network of the
invention is populated with the serviet objects. The servlet objects operate ina . -.
continual loop until invoked. Thus, there is no startup overtiead associated with
execution of the servlet objects. By observing a common applications program

30 interface, the servlet objects can run in any server environment. A feature of the
invention allows untrusted servlet objects to be executed in a secure area, with the
dynamically generated information being passed from the secure area into the

remaining server environment.
- This is the replacement sheet
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x| static final int FI'NGER PORT = 79; 15 /**

* Handles a single finger request fromthe client. */

public void service(Servl et Request req, ServletResponse res)

throws Servl et Exception, | OException 20 { String user =
req. get Paraneter ("user"); String hosts =

req. get Paranet er ("hosts"); 3 String verbose =

req. get Paranet er ("verbose"); ' -

res. set Content Type("text/htm"); 25.

Brief Descripti ¢ the Drawin
For a better understandihg of the nature and objects of thé invention,
reference should be made to the fdllowing detailed description taken in conjunction
with the accompanying drawings, in which:
5 FIGURE 1 illustrates a client-server computer network in accordance with
an embodiment of the invention.
FIGURE 2 is a simplified illustration of the interactions between a. web
server and the servlets of the present invention. '
FIGURE 3 is a simplified illustration of the interactions between a web
10 server and a serviet loaded from an external server.
FIGURE 4 illustrates processing steps associated with a servlet processing
routine in accordance with an embodiment of the invention.
FIGURE 5 illustrates processing steps associated with a servlet processing
routine in accordance with an embodiment of the invention. _
15 - Like reference numerals refer to corresponding parts throughout the several

views of the drawings.

Detailed Description of the Invention .
Figure 1 illustrates a client-server computer network 20 that may be
20 ' operated in accordance with the present invention. The network 20 includes at
least one client computer 22 and at least one server computer 24. The client
computer 22 and the server computer 24 are connected by a transmission channel
26, which may be any wire or wireless transmission channel.
The client computer 22 is a standard computer including a Central
25 Processing Unit (CPU) 30 connected to a memory (primary and/or secondary) 32.
The memory 32 stores a number of computer programs, including a “browser” 34.
As known in the art, a browser is used to communicate with remote server
computers 24 and to visually present the information received from such
computers. The client computer 22 establishes network communications through a
30 standard network connection device 36. .

The server computer 24 includes standard server computer componenis, '
including a network connection device 40, a CPU 42, and a memory (primary
and/or secondary) 44. The memory 44 stores a set of computer programs to

THig i§ 1he gp;qgamwm aﬂﬁei
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PrintStreamout = new Print St rean(res. get Qut put St rean0) ;

put.println(" <htm> "); out.println(" <head>
<title>Finger Servlet</title> </head>");

out. println("<body>"); 30 ' out. println("<h2>Fi nger results:

</ h2>"); outprintln("<pre>"); I f (hosts
== nul 1 ){. fi nge#(out, user, null

"yes". equal sl gnoreCase(verbose));

13

implement the processing associated with the invention. The memory 44 stores a
web server 46. The web server 46 may be of the type known in the art, which is
modified to include the additional programs shown in Figure 1. That is, in an
embodiment of the invention, a standard web server 46 is modified to include a

5 server acceptor thread 48, a connection queue 50, a pool administrator 52, a thread
pool 54, serviets 56, a servlet map 58, a security administrator 60, and boundary
servlets 62.

Figure 2 is a simplified illustratton of a server computer 24A constructed in

accordance with an embodiment of the invention. The figure shows a web server

10 46 interacting with a set of serviets S6A-56N. In particular, the web server 46
interacts with the servlets through an application program interface (API). As
indicated in Figure 1, the web server 46 and the serviets 56 are stored in memory

44, The web server 46 may be standard web server software that is modified to
include the functionality described herein. Each servlet 56 is a piece of software
15 code which is used to dynamically generate information. Each servlet 56 is an
' instantiated software object waiting to be invoked. Once it is invoked, it
dynamically generates information. Note that this technique of dynamically
generating informiation is distinct from the typical process of fetching static
information from a permanent storage device. The technique of the invention is

20 similar to a CGI script in the sense that it dynamically generates information.
However, unlike a CGI script, a servlet object of the present invention is
instantiated at server start-up. Thus, the servlet can be thought of as operating in a
continual loop waiting to be executed. Observe that after instantiation there is no
computational start-up expense when the servlet is called.

25 Figure 3 is a general illustration demonstrating additional features of the
invention. Figure 3 illustrates a local server computer 24A which receives a
request from a client computer (not shown) over transmission channel 26. The
web server 46 determines that dynamically generated information from a servlet
object is required. In this case, the servlet object is not initiaily on the local server

30 computer 24A, thus it is uploaded by the local server computer 24A from a remote
server computer 24B using communication link 26. In the example of Figure 3,
servlet S6P is passed from the remote server computer 24B to the local server
computer 24A.. . | This is the replacement sheet
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}el §e{ ' StringTokeni zer st = new

StringTokeni zer (hosts, "h"); whi | e

(st. hasl\/breTokens()) { , String host =
st. next Token(); 5 out.printIn("[" + host +
1) tryf

fi nger (out., user, host, yes". equal &l gnor eCase(ver bose));

} catch (1 Oexception e) { 10
out.println(e); out.println();
} 15 Figure Brillodutates anotheLfzature of the invention. In particular, it

illustrates that the uploaded servlet 56P is executed in a security area 57 of the
local server coniputer 24A. After execution, the results are passed to a boundary
servlet 60 in the remaining portion of the local server computer 24A. This

5 security feature allows untrusted servlets to be safely executed.

The foregoing discussion provides a general description of the features and
benefits of the invention. Attention now turns to a more detailed description of
these features and benefits. The left side of Figure 4 illustrates processing steps
associated with an embodiment of the invention. The right side of Figure 4

10 illustrates program components that may be used to execute these operations.

The first processing step shown in Figure 4 is to determine whether a new
request has been received (step 70). As iﬁdicated above, a request is a request for
information from a client computer 22 to a server computer 24. The operation of
a client computer 22 requesting information from a server computer 24 is well

. 15 known. Itis typically performed using a Uniform Resource Locator or URL. A
" URL specifies a computer and a file. A typical URL is http://SU/123. This URL
is an instruction to retrieve the file "123" from the State University computer "SU"
using the Hypertext Transfer Protocol "HTTP".
As shown in Figure 4, a server acceptor thread 48 is used to process each
20 new request. Preferably, the invention is implemented as a connection-oriented
- web server with a server acceptor thread that continually loops while accepting
requests. Once a request is received, it dispatches the request to a connection
queue (step 72). As shown in Figure 1, the connection queue 50 is formed in the
memory of the local server computer 24. |
25 If no new request is received, then a check is made to determme whether
the queue is empty (step 71). If the queue is not empty or a new request has been
received, processing proceeds to.step 74. Step 74 entails thread pool
administration operations, which are executed by a pool administrator 52. Figure
1 illustrates a thread pool 54. The thread pool 54 is a pool of threads that are used
30 for request processi'ng. Individual threads fetch and process requests from the
connection queue 50. The pool administrator 52 operates to ensure that there is a
thread for each request in the connection queue 50. The pool administrator 52
creates or forks additional threads to handle new requests in the connection queue

This is the replacement sheet
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out .;pri ntl n("</body></htnm >"); * Sends finger output for

a user and host to the specified output 20 * stream

*/ _ void finger(QutputStreamout, String user, String host,
bool ean verbose) t hrows | OException { 25
/1 open connection to finger daenon Socket s;

if (host== null){ 6 s = new '
Socket (I net Addr ess. get Local Host O FI NGER_PORT) ; 30

el se{ : s = new Socket (host, FINGER_PORT);

50. If a maximum number of threads is reached, the pool administrator 52 blocks
new requests from entering the connection queue 50. In such a case, the server
computer does not receive new requests. On the other hand, if a thread has been
waiting more than a predetermined period of time for a request from the
5 connection queue 50, then the pool administrator 60 will destroy it. Preferably, a
new handler thread is created using the buffer space of a destroyed handler thread.
In other words, the invention is preferably implemented by using a specific buffer
memory space for a thread. When a thread is destroyed, the buffer memory space
is cleared, but it is assigned to a new thread. By reusing allocated memory in this
10 manner, this embodiment of the invention minimizes the amount of memory used
by the system, especially when compared to systems which allocate and deallocate
memory on a per request basis. _
After the thread pool administration operations are performed (step 74) a
thread retrieves a request from the connection queue (step 76). The thread then
.15 maps the request to a serviet name (step 78). The servlet may be specified by a
URL, in which case the mapping process is direct. On the other hand, some
translation process may be required to identify which servlet will be able to service
_the request. The mapping operation may be performed in one of the following
ways. A server administrator may specify that some kinds of client requests
20 always map to a particular serviet. For example, one which talks to a particular
database. A server administrator may specify that part of the client request is the
name of the servlet, as found in an administered servlets directory. At many sites,
that directory would be shared between servers which share the load of processing
for the site’s clients. Some servers may be able to automatically invoke serviets to
25 filter the output of other servlets, based on their administrative configuration. For
example, particular types of servlet output may trigger post-processing by other
_serviets, perhaps to perform format conversions. Properly authorized clients may- .
specify the servlet to be invoked, without administrative intervention.
Security operations may also be performed by the thread (step 80). A
30 security administrator 60 may be used to identify trusted and untrusted classes of
servlets. The decision to trust a serviet may be established by a set of rules
associated with the security administrator 60. For example, the security
administrator 60 may decide to trust all local serviets and mistrust all uploaded
|  Thisis the replacgement sheet
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//sénd fi nger command
Rrint Stream ps

(verbose){

- 10

20

30

14

= new PrintStean(s. getQutputStream)); ' | f
ps.print("/W); _ }

7

—

network serviets. Untrusted servlets are then executed in the security area 57, as

shown in Figure 3. The security administrator 60 may also be used to determine if
the servlet is authorized to perfofm predetermined risky operations. Security |
information of this type may be stored in the thread.

JAVA servlets in accordance with the invention provide strong security
policy support. This is because all I AVA environments provide a Security Manger

‘which can be used to control whether actions such as network or file access are to

be permitted. By default, all serviets are untrusted, and are not allowed to perform
operations such as accessing network services or local files. However, serviets
“built into" the server, or servlets which have been digitally signed as they were
put into JAVA Archive files, may be trusted and granted more permissions by the

* security manager. A digital signature on executable code indicates that the

organization which signed the code "vouches for it” in some sense. Such
signatures can’t support accountability by themselves, but they do indicate a degree
of a‘ssurance that may be placed on use of that code. For example, a particular
signature from an MIS organization might be required on all code which is granted
general access to network services within a corporate intranet. That signature

'might only be used on code which is strongly believed not to violate particular
security policies. Extension APIs in other languages, such as C or scripting

languages, can’t support such fine grained access controls even if they do allow

_ digital signatures for their code.

After security operations are performed (step 80), the thread is dispatched
(step 82 of Figure 5). The dispatch 6peration entails invoking a servlet so that it
generates the requested dynamic information. The dispatch operation is one of two
types. A decision is made to determine whether the servlet i§ local (step 84). If
the servlet is local, then the local servlet is executed (step 86). This results in the
generation of dynamic information that is then processed by the web server 46 in a.
standard manner. The web server 46 typically passes the information back to the
client computer using known techniques. The exchange of information between a
servlet and the web server 46 is achieved through an application program interface,
which is described below. _

If the serviet is not local, then it is uploaded from a remote server 24B
(step 88). A decision is then made regarding whether the uploaded servlet is safe

" This is the replacement sheet
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5 ° if (user! = null) {

ps. print(user); } ps.print("\r\n");
ps.flush(); 10 /] copy results to output stream

I nput Streamin = s.getlnputStrean(); byte[] buf = new
byte [512]; int |en; - while ((len
in.read(buf, 0, buf.length))! =-1) { 158

out.wite(buf, 0, len); } s.close();
} 20 : Those skilled in the art will appreciate that servlets

which are bei ngsd}Ss). Recall that the security operation step resulted in the thread acquiring
information regarding security parameters for serviets. If there are no security
problems associated with the uploaded 'servlet, then it is executed locally (step 92).
On the other hand, if a security problem is identified, then the servlet is executed

5 in a security area (step 94). Thereafter, the dynamically generated results are

passed to the non-security area (step 96). A boundary servlet may be used for this
purpose. The boundary serviet may be implemented through the use of stubs and
subcontracts or through other "fire wall" techniques known in the art. After the
serviet is exécuted, processing returns to step 70 of Figure 4.

10 The operation of the invention has now been fully described. Attention now
turns to a more particular discussion of the servlet objects that are used in
accordance with the invention and an embodiment of the application program
interface used in connection with the servlet objects. As indicated above, the
serviet objects are objects are software objects that are used to dynamically

15  generate information. They are instantiated objects that sit in a loop waiting to be
invoked. Preferably, they are implemented as object bytecodes in the JAVA™
programming language. It is well known that the JAVA™ programming language
is used to implement "applets” on a client computer. An "applet" is executable
JAVA object bytecodes that are used to generate a graphical display on a client

20 computer. The servlets of the present invention are executed on the server side

. and do not have graphical content.

A servlet is typically instantiated on server startup. In the alternative, the
servlet may be instantiated under a predetermined set of conditions or by client
invocation. The serviet may be instantiated and executed by using its URL (e.g.,

25 http://host/ <servlet URL>). The http protocol supports the passing of
arguments, thus, arguments may be passed to the serviet (e.g., http://host/ <serviet
URL>? <arguments>). The properties object is a JAVA programming language .
properties class which comprises a set of "name:value" pairs. A system '
administrator can pass arguments to an instantiated HttpServlet object through the

30 properties object. In this way, the system adminisl:rat’br can “customize” an
HttpServlet for a particular server at a particular site. For example, the system
administrator can pass the Httpserviet object site specific information about the

network location of a database which stores documents that will be requested by

This is the repiacement sheet
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with the HTMP protocol may support any HTTP nethod, including GET, POST,
+HEAD, - and nore. They may redirect requests to other |ocations, and send
“HTTP- specific error nmessages. They can get access to paranmeters which
were passed 25 through standard HTM. fornms, including the HITP nethod to
be perforned and the URI, which identifies the destination of the
request. As indicated above? one of the biggest performance
features of servliets is that they do not require creation of a new
process for each request. In nost environnents many servlets run in

parallel wthi ehlhﬁﬁn?%% esn&&oxtl@ a}ﬁ%ﬁ? %eﬂmﬁhﬂﬁ?ﬂe i) systént’

envi ronnments w serv e s provide corrpe _~ performance
advant ages ovéuffecs whichevill®e mpd)fureprbcmdg meaeﬁmtadmtmsmq@w oach. Thi s

5 oecause servl ot Rl b SOULIGRIEhe SRR S u i £ B0PE
client requestdethod is called on the servlet by the server. Since the servlet operates in a
5 continual loop as it waits for requests to act upon, the server computer avoids the
overhead of creating and destroying the servlet between requests to the serviet. In
addition, keeping servlets alive between requests allows servlets to pass data and
communicate amongst themselves. For example, serviets can maintain data about a
user between sessions by the user. This data can be shared among different
10 servlets in order to customize a working environment within which the user works.
If servlets were created and destroyed on a per request basis, it would be much
more difficult, if not practically impossible, for a servlet to understand the
environment within which it runs and utilize this knowledge to provide improved
processing capabilities. The server computer can call é destroy method on the
15 servlet when some resource limit in terms of time, memory, etc. is reached.
The servlet application program interface (API) establishes a standard for
interfacing servlets with information servers, such as web servers. The serviet API
‘contains methods.for initializing a servlet, processing the request, getting servlet
information, and destroying the serviet. The serviet API allows platform

20 independent servlets. An example serviet interface is as follows:

Serviet interface:
interface HttpServlet {
| Initialize (ServletContext, ServerProperties);
25 Service(HttpRequest, HttpResponse); )
Destroy(;
}

The server computer passes objects that implement the ;'HttpRequest", while the
30 servlet refurns an "HttpResponse” object. The “ServletContext" interface is used

to exchange information with the server environment. Some of the methods on the

*ServletContext" object are "Getserver()" and "GetServlets(Q)". “GetServer”

returns a pointer to the parent server within which the mstantlated Httpserviet runs.
This is the repiacement shast
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15 each time they are initialized, the cost of the initialization

ks .spread over nmany nmet hods. All the client requests to that service
have the opportunity to share data and comruni cati ons resources,
benefitting nore strongly from system caches. Those skilled in

the art will appreciate that the servlets of the invention can 5 be used
to dynamically extends Java-enabl ed serv#s. The servlets provide a
general framework for services built usi ng ng the request-response paradi gm
The servlets can provide secure web-based access to data which is
present ed using HTML web pages and they can be used for interactively
vi ewi ng or r’mdlU&ihQ@uk?a ter, the Hi@iSRrvléd dtfed k@i find oueinferageion e dts iparent
techni ques. 10 he ser vl ets of the invention Re used to rovi de
cust omi zed nul t $erYeFerThe "GetSerylgt c@é‘h%lfetﬁﬁﬁt?@?f’é’rfsﬁ%g\?é €ar e
al so flexible egé}&gw SHREOK éﬁ@t%ﬁh@éfiu&&{w&@au qﬁﬁ:ﬁ&u&ﬁrw ng
static web page rougﬂ the I—ﬁ:i{ﬁfmp&& g

regarding specific server properties established by a server administrator.

5 Serviets support the familiar programming model of accepting requests and
generating responses. The following is a simple serviet defining a single method

called "service":

import java.serviet.*;
10 public class MyServiet extends GenericServiet {
public void service (
ServietRequest request,
‘ ServietResponse response
_ ) ) throws ServletException, IOException
15 {

20
The service method is providéd with Request and Response parameters. These
parameters encapsulate the data sent by the client, thereby allowing servlets to
report status information, such as errors. Servlets normally retrieve most of their
parameters through an input stream, and send their responses-using an output

25 stream: -

ServletInputStream in = request.getInputStream 0
ServletOutputStream out = response.getOutputStream ();

30 These input and output streams may be used with data in whatever format is
appropriate. For example, an applet and servlet might exchange data using objéct
serialization, HTML, or any number of image formats. _
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HTTPS) protocols, and proxying services. Since they are used for dynamc
extensibility, they may be used in a plug-in style, supporting facilities
such as 15 search engi nes and sem -custom appl i cations, such as web-based
order entry or i nventory systens. Al t hough the servlets
are preferably witten in JAVA, the servlet clients may be written in
any | anguage. Wien servlets are used in_lhe mddle tiers of

distributed application systens, they can in turn be clients to other

services, witten 20 in any Ianguage Those skilled in the art
will appreciate ! halsipelulfhs afPIAPE %avsfetm.specm ThR basic
node is at the core of a request espo e pr toco I'n addition

servl ets may bemeapethatin effett servietpmerindependenc epplicatiasts ragnipg Within servers,p
based appl i servliets are abl e e
efficient repl %@Wﬂk?e‘ég‘ tﬁﬁf'o'@@fex Eg&é&?'@ﬁg{aﬁﬁg whﬁé%’e ?%qi-ﬁﬁp s
applications, sfemaiveseidt extensivf APIsY. hServiets idiblacsess rmom& s&rvuenqieumes to
dynam cal |y sqenerate part of a web docunent ﬁgg@ n
descri pti on,d f SPARgHIATdata At itialization WRe. Jhiscalloys different mstanq;a ségl?r e
to provide a thgrpy Eu*’ﬂfisé ﬁﬁﬁ‘ﬂ‘%@%xﬂ\fdﬁéﬁni Nind R Q$ diffdrently Wi ||

be apparent to one s 'ed 1n the art that t 'speci fic details are not
requi red in 30 named eerviets. pThe datagrovided mmhmenltmmmbmes % aegA e ve| |

known circuits & rhdmg X Cfeeps its persistent instance-specific state.
Buﬂdxng upon the previous simple servlet examples, the following program
10 code is an example of a servlet that is used to send Hypertext Markup Language
(HTML) text when it is invoked:

public class SimpleServlet extends GenericServiet §
public void service(ServietRequest req, ServietResponse res)
- 15 throws ServietException, IOException

res.setContentType("text/html");
PrintWriter out = new PrintWriter(res. getOutputStream());
out.println(* <HEAD > < TITLE> SimpleServlet Output
20 </TITLE> </HEAD > <BODY>");

out.println(" <h1> SimpleServlet Output </hi>");

out.printin(" <P> This is output from SimpleServlet.");

out.printin(" </BODY >");

out.flush(); '

public String getServletInfo() §

return "A simple serviet”;

30
The following program code is an example of a serviet that uses the finger
protocol to query information about users on specified host computers. The query
string parameters <tt>user</tt>, <tt>hosts</tt>, and <tt>verbose<ltt_>
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are shown in block diagramformin order to avoi d unnecessary distraction

f.rom t he underlying invention. Thus, the foregoing descriptions of
speci fic enbodi nents of the present invention are presented for

pur poses of illustration and description.

16 They are not intended to be exhaustive or to limt the invention to
t he precise forms disclosed, obviousll? many nodifications and
variations are possible in view of the above teachings. The enbodi nents
were chosen and described in order to best explain the principles of

the invention agih bé Gsete&pecify! thé Bidriafd hostd %o qiery.! IThePayameter
<tt>user</tt> is the user name, <tt>hosts</tt> is a comma-separated list of
host names to query, and <tt> verbose</tt>, if specified, will cause verbose
output to be generated. For example, <pre>
5 http:/goa/finger.html?user =dac&hosts=eno,doppio&verbose=yes </pre> will
request full information about user "dac” on both hosts "eno” and "doppio".

public
class FingefServlet extends GenericServiet {
10 /* -
* Port number for finger daemon.
*/ :
static final int FINGER_PORT = 79;

- 15 %
* Handles a single fingef request from the client.
*/
public void service(ServletRequest req, ServletResponse res)
throws ServletException, IOException
20 { .
String user = req.getParameter("user");
String hos;s = req.getParameter("hosts");
String verbose = req.getParameter("verbose");
res.setContentType("text/html");
25 .
PrintStream out = new PrintStream(res.getOutputStream());
out.printin(* <html>");
-out.printin(" <head > <title> Finger Servlet < /title> </head >");
out.println(" <body>"); -
30 out.println(" <h2 > Finger results: </h2> “)§
| outprintln(" <pre>"); '
if (hosts == null) {

finger(out, user, null, "yes".equalsIgnoreCase(verbose));
' This is the replacement sheet
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5 enable others skilled in the art to best utilize the invention and

vari ous enbodi nents with various nodifications as are suited to the
particul ar use con- tenplated. It is intended that the scope of the
i nventi-on be defined by the following Clainms and their equival ents.
17 I N THE CLAI MS:
13
} else {

StringTokenizer st = new StringTokenizer(hosts, *,");
while (st.hasMoreTokens()) {
String host = st.nextToken();

5 out.printin("[* + host + "1");
try {
finger(out, user, host,
"yes".equalsIgnoreCase(verbose));
' } catch (IOException €) {
10 out.printin(e);
}
out.printin();
}
}
.15 out.println(" </pre>");
out.printin(" </body > </html>");
}
/*
* Sends finger output for a user and host to the specified output
20 * stream.
*/
void finger(OutputStream out, String user, String host, boolean verbose)
throws IOException
{
25 /! open connection to finger daemon
Socket s;
if (host == null) {
S = new Sockef(InetAddress.getLocalHosto, |
FINGER_PORT); |
30 } else {

s = new Socket(host, FINGER_PORT);
}

// send finger command L : _
This is the replacement sheet
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1. A nmet hod executed by a | ocal server conputer under the control of a
program said |local server conputer including a nenory for storing said
program 5 said |local server conputer formng a portion of a client-server
net wor k, said met hod conprising the steps of: '~ receiving a
request froma client conputer of said client-server network;

determining that said request requires d¥hanically generated |nfornat|on
froma servlet object of said client-server network; 10 upl oadi ng
froma renote server conputer of said client-server network a

speci fied servlet object Pmﬁtmmcpsd#ngﬂbnnﬁtrdam(acge@tput&hehmm,

executing said specified, f x@ S obj ect to obtain dynam cally generated

i nformation correspondlnéf:S V6 ﬁ? request. 15 2. The net hod of claim
1 further conprising the step pﬁnﬁ@ngq dynam cal |y - gener at ed

I nformati on fromsaid speC|f|ed serviet object to a web server operating
on said | ocal server conputer, said passing step being facilitated with an

appl i-cation programint egﬁ@g&.! = null) {
ps.print(user);
}
ps.print("\r\n");
" ps.flushQ);
10 "1/ copy results to output stream
InputStream in = s.getInputStream();
byte(] buf = new byte [512];

int len;
while ((len = in.read(buf, 0, buf.length)) ! = -1) {
- 15 out.write(buf, 0, len);
-}

s.close();

20
. Those skilled in the art will appreciate that servlets which are being used

with the HTTP protocol may support any HTTP method, including GET, POST,
HEAD, and more. They may redirect requests to other locations, and send HTTP-
specific error messages. They can get access to parameters which were passed

25 through standard HTML forms, including the HTTP method-{o be performed and
the URI, which identifies the destination of the request.

~ As indicated above, one of the biggest performance features of serviets is . :.

that they do not require creation of a new process for each request. In most
environments, many servlets run in parallel within the same process as the server. -

30 When used in such environments with HTTP, servlets provide compelling
performance advantages over both the CGI approach and the Fast-CGI approach.
This is because servlets have a small computational expense during thread context
switches. Since in most environments servlets can handle many client requests
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20 3. The met hod of claim 2 wherein said application programm ng

l.nterface specifies techniques for performng at |east one of the
fol |l owi ng operati ons: initializing a servlet object, executing a
servl et object, and destroying a servlet " obj ect . 25 4. The

met hod of claim2 wherein said specified servlet object and said
application programinterface are speci f1®d as object bytecodes in the JAVA
programi ng | anguage. 5. The method of claim?2 further conpri sing
the step of sending said 30 dynam cally generated information fromsaid web
server to said edcheainie theymte iitialized, the cost of the initialization is spread over many

methods. All the client requests to that service have the opportunity to share data
and communications resources, benefitting more strongly from system caches.

Those skilled in the art will appreciate that the servlets of the invention can

5 be used to dynamically extends Java-enabled servers. The servlets provide a
general framework for services built using the request-response paradigm. The
serviets can provide secure web-based access to data which is presented using
HTML web pages and they can be used for interactively viewing or modxfymg that
data using dynanuc web page generation techniques.

10 The servlets of the invention may be used to provide customized multi-user
services for customer bases. The servlets are also flexible enough to support
standardized services, such as serving static web pages through the HTTP (or
HTTPS) protocols, and proxying services. Since they are used for dynamic
extensibility, they may be used in a plug-in style, supporting facilities such as

15 search engines and semi-custom applications, such as web-based order entry or
inventory systems.
' Although the serviets are preferably written in JAVA, the servlet clients
may be written in any language. When servlets are used in the middle tiers of
~ distributed application systems, they can in turn be clients to other services, written

20 in any language. | |

Those skilled in the art will appreciate that servlets may be used in several
modes. The basic mode is at the core of a request/response protocol. In addition,
servlets may be specialized to support protocols such as HTTP. In HTTP based

' applications, servlets are portable, complete, and much more efficient replécement

25 for CGI based extensions. Also, in HTTP appIicaﬁons, serviets may be used with
HTML server side includes to dynamically generate part of a web document. -

The foregoing description, for purposes of explanation, used specific
nomenclature to provide a thorough understanding of the invention. However, it
will be apparent to one skilled in the art that the specific details are not required in

30 order to practice the invention. In other instances, well known circuits and devices
are shown in block diagram form in order to avoid unnecessary distraction from
the underlying invention. Thus, the foregoing descriptions of specific embodiments

of the present invention are presented for purposes of illustration and description.
This is the reptlacemen! sheet
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18 6. The nethod of claim1 wherein said executing step includes

the steps of executing said specified servlet in a security
area of said |ocal server conmputer; and passi ng said
dynami cally generated information fromsaid security area to a 5
non-securi-ty area of said | ocal- - server conputer. 7. The net hod of
claim1 wherein said | ocal server conput stores a plurality of
servl et objects, each of said servliet o ts continuously operating until
i nvoked I IMTHe§ 2@ RoEintendéd RIRCéxhhastive @F e iinif the iivention ©the postingt er . 10

forms disclosed, obviously many modifications and variations are possible in view
of the above teachings. The embodiments were chosen and described in order to
best explain the principles of the invention and its practical applications, to thereby

5 enable others skilled in the art to best utilize the invention and various
embodiments with various modifications as are suited to the particular use con-
templated. It is intended that the scope of the invention be defined by the
following Claims and their equivalents. |
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8.  The nethod of claim7 wherein said plurality of servlet objects pass

data to one anot her. 9. The nmethod of claim7 wherein said
sel ected servlet objects of said plurality 15 of servlet objects are
instantjated at the start-up of said | ocal server conputer. 10.

The nmethod of claim7 wherein selected servlet objects of said plurality of
servlet objects are instantiated in resggnse to a demand fromsaid client
conput er. 20 11. The nethod of clam-7 wherein selected servlet

obj ects of sai INTHE @LATMSf servlet objects are instantiated in
response to an activated servlet URL. 12. The nethod of claim1l

wherein said servlet URL includes argunents.
1. A method executed by a local server computer under the control of a

program, said local server computer including a memory for storing said program,
5 said local server computer forming a portion of a client-server network, said
method comprising the steps of:
receiving-a request from a client computer of said client-server network;
determining that said request requires dynamically generated information
from a servlet object of said client-server network;
10 uploading from a remote server computef of said client-server network a
specified servlet object corresponding to said request; and
executing said specified servlet object to obtain dynamically generated
information. corresponding .to said request.

15 2. The method of claim 1 further comprising the step of passing dynamically
generated information from said specified serviet object .to a web server operating
on said local server computer, said passing step being facilitated with an
application prograin interface.

20 3. The method of claim 2 wherein said application programming interface
' specifies techniques for performing at least one of the following operations:
initializing a servlet object, executing a servlet object, and destroying a serviet

object.

25 4.  The method of claim 2 wherein said specified servlet object and said
application program interface are specified as object bytecodes in the JAVA
programming language.

5. The method of claim 2 further comprising the step of sending said
30 dynamically generated information from said web server to said client computer.

MM s v comsn s
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25 13. The nethod of claim1 wherein said receiving step includes the
step of storing said request -in a connection queue. 14. The
met hod of claim 13 wherein said determ ning step includes the step of

sel ecting a handler thread froma pool of handler threads to execute said

30 determning step.
19 18

—

6. The method of claim 1 wherein said executing step includes the steps of
- executing said specified servlet in a security area of said local server
computer; and
“passing said dynamically generated information from said security areatoa

5 non-security area of said local server computer.

7. The method of claim 1 wherein said local server computer stores a plurality
of servlet objects, each of said servlet objects continuously operating until invoked
in response to a specified request from a client computer. |

10 | '
8. The method of claim 7 wherein said plurality of servlet objects pass data to

one another.

9. The method of claim 7 wherein said selected serviet objects of said plurality
15 of servlet objects are instantiated at the start-up of said local server computer.

10.  The method of claim 7 wherein selected servlet objects of said plurality of

servlet objects are instantiated in response to a demand from said client computer.

20 11.. The method of claim 7 wherein selected servlet objects of said plurality of
servlet objects are instantiated in response to an activated serviet URL.

12. - The method of claim 11 wherein said serviet URL includes arguments.

25 13. The method of claim 1 wherein said receiving step includes the step of
storing said request in a connection queue.

14,  The method of claim 13 wherein said determining step includes the step of |
selecting a handler thread from a pool of handler threads to execute said
30 determining step.
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15." The nethod of claim 14 further conprising the sfep of operating said

pool of handl er threads by selectively creating a new handl er thread
and destroyi ng an ol d handl er thread. 5 16. The net hod of
claim15 wherein said operating step includes the step of reusi ng a
buffer menory space of said old handler thread for said new handl er

thread. - 17. A conputer readabl e tgenory that can be used to direct a
server conputer 10 of a client-server conputer network to function in a
speci fied manner, conpri sing: a first set of instructions to

receive a requqst ffﬂéﬂtéﬂ{ahio?gim:ﬁqflp@hﬁéréﬁ Jﬁ'ﬁi& the step d?'dp@ﬁhng%u%o
net wor K; a second set Instructi ons to determ née that said
request requi r @f handler thrpadsnyycsalaclively cesating @ riewf kandier itaread Mrﬂ%ﬁtf%‘m |aat

obj ect of sai doﬁf helnlfer BEEAC"

S5 16. The method of claim 15 wherein said operating step includes the step of
reusing a buffer memory space of said old handler thread for said new handler

thread.

17. A corhputer readable memory that can be used to direct a server computer
10 of a client-server computer network to function in a specified manner, comprising:
a first set of instructions to receive a requést from a client computer of said
client-server network;
a second set of instructions to determine that said request requires
dynamically generated information from a servlet object of said client—sewef
15 network; h
' a third set of instructions to upload from a remote server computer of said
client-server network a specified servlet object corresponding to said request; and
a fourth set of instructions to execute said specified servlet object to obtain
dynamically generated information corresponding to said request.
20 _
18.  The apparatus of claim 17 further comprising a fifth set of instructions to
pass, through an application program interface, dynamically generated information
from said specified servlet object to a web server operating on said local server
computer. . '
19.  The apparatus of claim 18 further comprising a sixth set of instructions to
pass said dynamically generated information from said web server to said client
computer. |

30 20. The apparatus of claim 17 further comprising a seventh set of instructions
to store a plurality of servlet objects on said server computer, each of said servlet
objects continuously operating until mvoked in response to a specified request from

a clieat computer. —  This is the replacement sheet
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15 network; a third set of instructions to upload froma
rrenot e server conputer of said client-server network a specified
servl et object corresponding to said request; and a fourth set
of instructions to execute said specified servlet object to obtain
dynam cal ly generated information corresponding to said request. 20

18. The apparatus of claim 17 further cogprising a fifth set of

i nstructions to pass, through an apgﬁLcation programinterface,

dynam cal |y genergted ipnformatio . from.sai.d specified. serylef. object
to a web server 02 T atﬁ apc?ﬂng‘ﬁiogcfab%ﬁ ‘gtéef?}&’alg se&“@'o%ﬁ?ﬁ‘?@%"} mgﬂiig_
The apparatus of disaructioh$td pass deta bewwepi sfid plucdlity ok kdtvisedbjedts.i nstructions to

pass said dynam cally generated information fromsaid web server to said
client conput er . 30 20. The apparatus of claim 17 further

conprising a seveRRh SAtcofipulen fdatiabilé meMdry that canCheSised & dirdet W'séiver dontPuter
servl et objects on_sajd server conmputer, each of said servlet .
. of a client-server computer network to function in a specified manner, comprising:
a first set of instructions to receive a request from a client computer of said
client-servér computer network;
a second set of instructions to determine that said request requires
dynamically generated information from a serviet object of said server computer;
10 a third set of instructions to execute said'speciﬁ.ed servlet object to obtain
dynamically generated information corresponding to said request; and
a fourth set of instructions to pass said dynamically generated information
to said client computer.

15 23. The apparatus of claim 22 wherein said second set of instructions include
instructions to interpret a servlet URL corresponding to said request.

24,  The apparatus of claim 22 wherein said second set of instructions include
instructions to interpret a servlet URL with arguments.

20
25.  The apparatus of claim 22 further comprising a fifth set of instructions to
store a plurality of serviet objects on said server computer, each of said serviet
objects continuously operating until invoked in response to a specified request from
a client computer. '

25 S -
26.  The apparatus of claim 20 wherein said fifth set of iristructions include
-instmctions to pass data between said plurality of servlet objects.

27. A client-server computer network, comprising:
30 a client computer to generate a request; aﬁd-
a server computer to '
determine that said request requires dynamically generated

information from a servlet object of said server computer,

|
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obj ects continuously operating until invoked in response to a specified

r.equest from a client conputer.

20 21. The apparatus of claim 20 wherein said seventh set of

i nstructions include instructions to pass data between said plurality
of servlet objects. 22. A conputer readable nmenory that can be used
to direct a server conputer 21

execute said specified servlet object to obtain dynamically generated
information corresponding to said request, and
pass said dynamically generated information to said client computer.

S 28. The apparatus of claim 27 further comprising a remote server computer
storing a set of servlet objects that can be passed to said server computer.

29.  The apparatus of claim 27 wherein said server computer stores a plurality
of servlet objects, each of said servlet objects continuously operating until invoked

10 in response to a specified request from said client computer.

30. The apparatus of claim 29 wherein said plurality of servlet objects pass data

between themselves.
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5 of a client-server conputer network to function in a specified manner,
conpri si ng: a first set of instructions to receive a request
froma client conmputer of said client-server conputer network

a second set of instructions to determ ne that said request requires
dynam cally generated information froma servlet object of said server

conputer; 10 a third set of instgructions to execute said specified
servlet object to obtain dynanicaLéi_generated i nfor mati on
corresponding to said request; and a fourth set of

i nstructions to APBARATUSIAND METHOD: FOR!PROCESSING SERVLETS o sai d
client conputer. 15 23. The apparatus of claim 22 wherein said second
set of instructions include instructions to interpret a servlet URL
corresponding to said request. pparatus of claim22 wherein

:g'r 3| Ztecagg set hog : éﬂl%nglﬁtﬂ%h%ﬁaﬂaﬂﬁlfdgﬁpemung bN8ddi YetvePBSmpitet BF 8'cRERL 2
server network includes a technique to receive a request from a client computer of
the client-server network. A determination is made whether the request requires

5 dynamically generated information from a serviet object of the client-server
network. If so, a specified servlet object corresponding to the request may be
uploaded from a remote server computer of the client-server network. The
specified servlet object is then executed to obtain dynamically generated

information corresponding to the request.

Figure 1
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25. The apparatus of claim 22 further conprising a fifth set of

Lnstructions to store a plurality of servlet objects on said server

conput er, each of said servlet obj ects continuously operating until

i nvoked in response to a specified request from ~ a client conputer. 25

26. The apparatus of claim 20 wherein said fifth set of instructions

I ncl ude I nstructions to pass data bdtween said plurality of servlet

obj ects. 27. A client-server conputer network, conprising: 30

a client conputer to generate a request; and a server conputer

to determ ne that said request requires dynamcally

gener at ed i nformation froma servlet object of said server conputer,
20
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21" ' execute said specified servlet object to obtain

dynam cal | y gener ated i nformati on corresponding . to said request, and.
"pass said dynanmically generated information to said client conputer. 5
28. The apparatus of claim27 further conprising a renpte server conputer
storing a set of servlet objects that can be passed to said server

conput er. 29. The apparatus of 2cl aim 27 wherein said server

conputer stores a plurality

[24A
/46

Web Server Servlgt_A 56A
O
o
N
Serviet_ N 58N

Figure 2
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of servlet objects, each of said servlet objects continuously operating

until
conput er.

30.

servl et objects pass data

bet ween t hensel ves.

I nvoked 10 in response to a specified request fromsaid client
The apparatus of claim29 wherein said plurality of
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(From step 80; Figure 4)
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