PCT/US2015/021919

WO 2015/148331

1/7

———— o . —— —— —— —— — — —— — —— —— —— —————————————— ——— —— ——

P — L —— —

I ¢-1-0¢1

1

Vs

961
Juouoduio)) ayppdn) uayor

vol
Juauodulo)) |padiijay Junod2d

4

[ 61 NOLLYII'lddV AX0¥dd |

061 7012 105105

~~

1
&l
-

—_——— e ————

—_———e— e e, e e, e, e e, e e e e e e e e e e . e — —— — — — — ——— — — ——

081
Juauoduto))

UOLDILf1ION

§C1
Juauoduto))

AX04 ]

LT
Juauoduto))

Uoyv.12U2IL)

\.

vL]
Juauoduto))

JUUIIDUD N

AN

J/

\.

LI NOLLYOI'lddVY
INAWAOVNVIW

NIOL

J/

0T 7T 0%I05
\. J

2.401SDID(T
SIUNODI 2I1ALDS

h 4

FIT NOIIVOTTddV)
INAIWADVNVIA
NIav

20142(T Ju21])

(] 201a9( 104125

A

y

cri

LIOANNOODYHINI

[-v01
20142(T JU21])

la

.

011
NOIIVDOITddV
HOIAYAS
XJoidIdrd

§07 70T 95103 |

-

~

al
NOIIVDIrTddV
AITINAdI
aaIvIIddd

09T 20T 1o

—_—_——— e e e e e e e e e e e e o e e e o . o . o . . —— — —— —— —— — —— —— —— —— —— —— —— —— —— — —— —— —— — — — — — — — —— —— — ———————————— —— — — — — — — — — — —*




PCT/US2015/021919

WO 2015/148331

2/7

¢ ‘OIA

T o
m i | pondxg -1-8¢T Arepunog yoear 1081 dloWY (T LHOYOSOWOO 1=~
j pONSSEd SMOHO | IIBELAPHOH A piado duyoegg (] | -9€ TuPmOq@)dnpRgRI0moy Swepyuo[g
| oaousn !
{oosoc sn >
i ! owy (Z W00 0SOIu0d"
! i d -1-8§€ 1 Arepunog [oear I
| pL1omssvg “ pondxyg SIMOY () [-T1-8€1 Alepunod foealg 21897, (1 O D N mm—— |//
| omaousn !
— Iosn ajoway (7 09" 0SOJUOI" [-9¢
pLomsspg oAnOY | smoy y [-1-8€1 Arepunog] yoeog 103809001 (1 - Ny
33
S042U30) [UIBWO([@)1088Nqa(0Way  SWepYUS[[q //
sne1s oW adoog (s)o10g 1UN000Y
( 90 w WO 0SOTUOID)SWEP VU ‘NdN
| ssunoooy apdp) SWEPY US[[ :QWEN
\l\ COC NOLLYOI'IddY INATTD
7

roc

Z-#01 29142(] 211D

~Td-cIC

~CIC

L[-CIC

00 M1 2IDJIIJUT 19S))



WO 2015/148331 PCT/US2015/021919

3/7

300

Start
302
~N

v
Establish a Secure Connection with a Client Device
Based at least Partially on Client Authentication
Information
304

\ 4

Receive Request for Account Information of Service
Accounts from Client Device
306

l

Request for Account Information of Service Accounts
based at least partially on Client Authentication
Information
308

l

Receive Account Information for Service Accounts
310

\ 4

Provide the Account Information for Service Accounts

to Client Device
312

End
314

FIG. 34



WO 2015/148331 PCT/US2015/021919

4/7

Start
322

Receive Request from Client Device to Generate

Authentication Token for Service Account
324

|

Validate Request Received From Client Device to
Generate Authentication Token for Service Account
326

\ 4

Generate an Authentication Token for a Service

Account
328

\ 4
Provide Service Account Information,

Authentication Token, and a Portion of Proxy
Authentication Information to Authentication Token
Management Proxy Application
330

l

Provide at least the Authentication Token to Client

Device
332

4
End
334

FIG. 3B




WO 2015/148331 PCT/US2015/021919

57

o
y
S

Start
342

Receive a Request for Account Information of
Service Accounts Based at least Partially on Client

Account Information
344

\ 4
Retrieve the Account Information of Service
Accounts From a Directory Service Server Device
Based at least Partially on Client Account
Information
346

\ 4

Provide Account Information of Service Accounts to
Authentication Token Management Application
348

Receive Request from Authentication Token
Management Application to Update or Set

Authentication Token for Service Account
350

\ 4

Update or Set Authentication Token for Service
Account Managed by the Directory Service Server
Device
352

4
End
354

FIG. 3C




WO 2015/148331 PCT/US2015/021919

6/7

Start
362
Establish a Secure Connection with Authentication
Token Management Application Based at least

Partially on Client Authentication Information
364

|

Request for Account Information of Service Accounts
366

v

Receive Account Information of Service Accounts
From Authentication Token Management Application
368

v

Request to Generate Authentication Token for Service

Account
370

\ 4

Receive at least the Generated Authentication Token
from Authentication Token Management Application
372

|

Store at least the Authentication Token in
Authentication Token Datastore
374

v

Retrieve at least the Authentication Token from the
Authentication Token Datastore
376

'

Access Server Device Using at least the Authentication
Token
378

4
End
380

FIG. 3D



WO 2015/148331

777

PCT/US2015/021919

STORAGE

402
| 430
| e Lo
PROCESSING  |_— 404 \ U OPERATING SYSTEM |
UNIT | lommmmm o y
| oo 1832
108 40 | | APPLICATIONS |
SYSTEM oo 434
MEMORY /V 7E \  MODULES |
MOV
436
| | vovroL e R AR
H DATA "
Tk
voLatie H— 412 '
r————7_ 701" " _ _ _+ -
. g — s —— -
426 FDD 418
| INTERFACE Je——> v
DISK
< - 420 L~ 444
) > INTERFAC{E- i28_) O Ak oNToR
DRIVE | 2 438
/446 pisk ]
— KEYBOARD
<> <
ADAPTOR L~ 440
£ *2  wIRED/WIRELESS) MOUSE
INPUT  [€
DEVICE 458 454 448
INTERFACE [«—>» MODEM |e—>| WAN |« reEMOTE
456 45y | COMPUTER(S)
L~
NETWORK 450
<> < » LAN >
ADAPTOR (WIRED/WIRELESS) <>
MEMORY/

FIG. 4




