DATA PROCESSING METHOD AND APPARATUS, DEVICE AND MEDIUM

CROSS-REFERENCE TO RELATED APPLICATIONS
[0001] The present application claims priority of Chinese Patent Application No.
202010725073.2, filed on July 24, 2020, entitled by "Data Processing Method, Apparatus,

Device and Medium", which is incorporated herein by reference in its entirety.

TECHNICAL FIELD
[0002] The present application relates to the field of data processing technology, and in
particular, a data processing method, a data processing apparatus, a data processing device

and a medium.

BACKGROUND

[0003] With development of science and technology, a Near Field Communication (Near
Field Communication, NFC) payment function has gradually become a standard
configuration for an electronic device. When a user is shopping or taking a public
transportation vehicle, it requires only that the electronic device is brought close to a point of
sale (Point of Sale, POS) terminal or a card reader in the public transportation vehicle, and
then payment can be finished in a short time.

[0004] Currently, in a process of setting a default payment card with an NFC function for an
electronic device, errors are prone to occur, resulting in a low success rate of setting the

default payment card.

SUMMARY

[0005] Embodiments of the present application provide a data processing method, a data
processing apparatus, a data processing device and a medium, which can solve the problem
that errors are prone to occur in a process of setting a default payment card.

[0006] In a first aspect, there is provided a data processing method, including: receiving
target activation data and a target activation instruction sent by a target server, wherein the

target activation data includes a payment token to be activated corresponding to a payment



card account number which needs to be activated; updating, in response to the target
activation instruction, a target payment token in target personalized data to be the payment
token to be activated, wherein a transaction card type indicated by the target personalized
data is same as a transaction card type indicated by the target activation instruction; and
setting the updated target payment token to be in an activated state

[0007] In a second aspect, there is provided a data processing method, including: acquiring
and a target activation instruction and a payment token to be activated which is stored in
association with a payment card account number which needs to be activated, wherein a
transaction card type of the payment card account number which needs to be activated is
same as a transaction card type indicated by the target activation instruction; generating target
activation data according to the payment token to be activated; and sending the target
activation data and the target activation instruction to a target electronic device, wherein the
target activation instruction is configured to request the target electronic device to update a
target payment token in target personalized data to be the payment token to be activated and
set the updated target payment token to be in an activated state, wherein a transaction card
type indicated by the target personalized data is same as the transaction card type indicated by
the target activation instruction.

[0008] In a third aspect, there is provided a data processing apparatus, including: a fist
reception module configured to receive target activation data and a target activation
instruction sent by a target server, wherein the target activation data includes a payment token
to be activated corresponding to a payment card account number which needs to be activated;
a fist processing module configured to update, in response to the target activation instruction,
a target payment token in target personalized data to be the payment token to be activated,
wherein a transaction card type indicated by the target personalized data is same as a
transaction card type indicated by the target activation instruction; and a second processing
module configured to set the updated target payment token to be in an activated state.

[0009] In a fourth aspect, there is provided a data processing apparatus, including: an
acquisition module configured to acquire and a target activation instruction and a payment
token to be activated which is stored in association with a payment card account number

which needs to be activated, wherein a transaction card type of the payment card account



number which needs to be activated is same as a transaction card type indicated by the target
activation instruction; a first generation module configured to generate target activation data
according to the payment token to be activated; and a first transmission module configured to
send the target activation data and the target activation instruction to a target electronic device,
wherein the target activation instruction is configured to request the target electronic device
to update a target payment token in target personalized data to be the payment token to be
activated and set the updated target payment token to in an activated state, wherein a
transaction card type indicated by the target personalized data is same as the transaction card
type indicated by the target activation instruction.

[0010] In a fifth aspect, there is provided a data processing device, including: a processor;
and a memory storing computer program instructions, wherein the processor is configured to
execute the computer program instructions to implement the data processing method as
described in the first aspect or the second aspect.

[0011] In a sixth aspect, there is provided a computer-readable storage medium storing
computer program instructions, wherein the computer program instructions are executed by a
processor to implement the data processing method as described in the first aspect or the
second aspect.

[0012] According to the data processing method, the data processing apparatus, the data
processing device and the medium of the embodiments of the present application, upon
reception of a target activation instruction and a payment token to be activated corresponding
to a payment card account number which needs to be activated sent by a target server, a target
payment token in the target personalized data which is provided for a transaction cart having
a same type as that indicated in the target activation instruction can be directly updated as the
payment token to be activated and the updated target payment token can be set to be in an
activated state, so it is possible to directly update the target payment token in the target
personalized data by using the payment token to be activated and to activate the updated
target payment token without deleting an activated payment token and its corresponding
personalized data in the process of activating the payment token to be activated, thereby
reducing processes of deleting personalized data, verifying personalized data and

downloading personalized data in the process of activating the payment token to be activated,



and thus avoiding errors caused by the above-mentioned processes when setting a default

payment card so as to improve a success rate of setting the default payment card.

BRIEF DESCRIPTION OF THE DRAWINGS

[0013] In order to illustrate technical solutions of the embodiments of the present application
more clearly, the accompanying drawings that need to be used in the embodiments of the
present application will be briefly described below. For those skilled in the art, other
drawings can be obtained from these drawings without creative efforts.

[0014] Fig. 1 is an architectural diagram of an example of data processing according to the
present application;

[0015] Fig. 2 is an architectural diagram of another example of data processing according to
the present application;

[0016] Fig. 3 is an architectural diagram of another example of data processing according to
the present application;

[0017] Fig. 4 is an architectural diagram of yet another example of data processing p
according to the present application;

[0018] Fig. 5 is a schematic flowchart of an example of a data processing method according
to the present application;

[0019] Fig. 6 is a schematic flowchart of another example of a data processing method
according to the present application;

[0020] Fig. 7 is a schematic flowchart of an example of a process for binding a payment card
according to an embodiment of the present application;

[0021] Fig. 8 is a schematic flowchart of an example of a process for setting a default
payment card according to an embodiment of the present application;

[0022] Fig. 9 is a schematic flowchart of an example of a process for changing a default
payment card according to an embodiment of the present application;

[0023] Fig. 10 is a schematic flowchart of an example of a process for unbinding a payment
card according to an embodiment of the present application;

[0024] Fig. 11 is a schematic structural diagram of an example of a data processing apparatus

according to the present application;



[0025] Fig. 12 is a schematic structural diagram of another example of a data processing
apparatus according to the present application; and
[0026] Fig. 13 is a schematic diagram of a hardware structure of an example of a data

processing device according to the present application.

DETAILED DESCRIPTIONS

[0027] The features and exemplary embodiments of various aspects of the present application
will be described in detail below. In order to make the purposes, technical solutions and
advantages of the present application more clear, the present application will be further
described in detail below with reference to the accompanying drawings and specific
embodiments. It should be understood that the specific embodiments described herein are
only configured to explain the present application, and are not configured to limit the present
application. It will be apparent to those skilled in the art that the present application may be
practiced without some of these specific details. The following description of the
embodiments is merely to provide a better understanding of the present application by
illustrating examples of the present application.

[0028] It should be noted that, in this document, relational terms such as first and second are
only used to distinguish one entity or operation from another entity or operation, and do not
necessarily require or imply that these entities or operations must have any of such actual
relationship or sequence. Moreover, the terms "comprising", "including" or any other
variation thereof are intended to encompass a non-exclusive inclusion such that a process,
method, article or device that includes a list of elements includes not only those elements, but
also includes other elements that are not explicitly listed or those elements that are inherent to
such a process, method, article or device. Without further limitation, an element defined by
the phrase "comprising..." does not preclude presence of additional equivalent elements in a
process, method, article, or device that includes the element.

[0029] The data processing method according to the present application may be applied to
architectures as shown in Figs. 1 to Fig. 4, and will be described in detail with reference to
Figs. 1 to 4.

[0030] Fig. 1 shows an architecture diagram of an example of data processing according to an



embodiment of the present application. As shown in Fig. 1, the architecture diagram may
include at least one electronic device 110 and an Internet financial platform server 120.
[0031] The electronic device 110 may be a device with a communication function, such as a
mobile phone, a tablet computer, a desktop computer, a vehicle terminal, and a wearable
device, and the electronic device 110 has an NFC payment function. The wearable device
may be a portable device that can be worn by a user or integrated into the user's clothing or
accessories, such as a smart bracelet, a smart watch, smart sport shoes, smart garment, smart
glasses, a smart helmet, a smart ring, a smart accessory, or the like.

[0032] The Internet financial platform server 120 may be configured to provide Internet
financial services. Specifically, the Internet financial platform server 120 may be a device
with storage and computing functions, such as a cloud server or a server cluster.

[0033] Still refering to Fig. 1, each electronic device 110 may be installed with a financial
application which corresponds to an Internet financial platform, and communicates with the
Internet financial platform server 120. The Internet financial platform may be a third-party
financial platform or a card organization platform.

[0034] The Internet finance platform server 120 can obtain a payment token (Token) to be
activated that is stored in association with an payment card account number which needs to
be activated of the electronic device 110 and a target activation instruction which indicates a
transaction card type being the same as a transaction card type of an activated payment card
account number, and send the payment token to be activated and target activation instruction
to a target electronic device. The payment card account number may include an account
number of a physical bank card or an account number of an electronic bank card, and there is
a one-to-one correspondence between the payment token and the payment card account
number.

[0035] The electronic device 110 can receive the payment token to be activated
corresponding to the payment card account number which needs to be activated and the target
activation instruction sent by the Internet financial platform server 120, then update a target
payment token in target transaction data of which a transaction card type is same a transaction
card type indicated by the target activation instruction to be the payment token to be activated,

and set the updated target payment token to be in an activated state.



[0036] Fig. 2 shows an architectural diagram of another example of data processing
according to an embodiment of the present application. As shown in Fig. 2, the architecture
diagram may include at least one electronic device 110, an Internet financial platform server
120 and a payment tokenization service system (Token Service Provider, TSP) platform
server 130.

[0037] The principles of the electronic device 110 and the Internet financial platform server
120 are the same as those of the embodiment shown in Fig. 1, and will not be repeated here.
[0038] The TSP platform server 130 may be configured to generate a payment token.
Specifically, the TSP platform server 130 may be a device with storage and computing
functions, such as a cloud server or a server cluster. The Internet financial platform server 120
may communicate with the TSP platform server 130 to obtain a payment token corresponding
to a payment card account number for a user.

[0039] The Internet financial platform server 120 can generate an payment card account
number for a payment token and a token generation request as required, send the token
generation request to the TSP platform server 130 so that the TSP platform server 130
generates the payment token corresponding to the payment card account number, and feed the
payment token back to the financial platform server 120.

[0040] Upon reception of the payment token fed back by the TSP platform server 130, the
Internet financial platform server 120 can store the received payment token and the payment
card account number in association with each other.

[0041] Fig. 3 shows an architectural diagram of yet another example of data processing
according to the present application. As shown in Fig. 3, the architecture diagram may
include at least one electronic device 110, an Internet financial platform server 120, a TSP
platform server 130 and a Trusted Service Management (TSM) platform server 140.

[0042] The principles of the electronic device 110, the Internet financial platform server 120
and the TSP platform server 130 are the same as those of the embodiment shown in Fig. 2,
and will not be repeated here.

[0043] The TSM platform server 140 may be configured to implement information
forwarding, and the TSM platform server 140 may be a device with storage and computing

functions, such as a cloud server or a server cluster. Specifically, the TSM platform server



140 may be in a communicate connection with the TSP platform server 130 through a trusted
channel, so as to improve security of information transmission.

[0044] The Internet financial platform server 120 can communicate with the TSM platform
server 140. The Internet financial platform server 120 can send the token generation request
to the TSM platform server 140, and then the TSM platform server 140 sends the token
generation request to the TSP platform server 130 through the trusted channel. The TSP
platform server 130 can send the payment token to the TSM platform server 140 through the
trusted channel, so that the TSM platform server 140 forwards the payment token to the
Internet financial platform server 120.

[0045] Therefore, in the embodiment of the present application, security of communication
between the Internet financial platform server 120 and the TSP platform server 130 can be
improved through the TSM platform server 140 and the trusted channel.

[0046] Fig. 4 shows an architecture diagram of yet another example of data processing
according to the present application. As shown in Fig. 4, the architecture diagram may
include at least one electronic device 110, an Internet financial platform server 120, a TSP
platform server 130, a TSM platform server 140, at least one acquiring device 150 and an
acquiring platform server 160.

[0047] The principles of the electronic device 110, the Internet financial platform server 120,
the TSP platform server 130 and the TSM platform server 140 are the same as those of the
embodiment shown in Fig. 3, and will not be repeated here.

[0048] The acquiring device 150 may be a mobile phone, a tablet computer, a point of sale
(POS) terminal, or the like, and the acquisition device 150 has an NFC information reading
function.

[0049] The acquiring platform server 160 may be configured to provide acquiring services.
Specifically, the acquiring platform server 160 may be a device with storage and computing
functions, such as a cloud server or a server cluster.

[0050] The user may first login an account of the financial application of the electronic
device 110 to enable the financial application to be in a login state, and inputs a payment state
of a designated electronic device that is bound to the account in an application interface of the

financial application. The designated electronic device may be an electronic device 110 being



operated by the user, or may be any other electronic device bound to the account, as long as it
is an electronic device bound to the account and having passed device verification. Then, the
user can select a payment card account number whose state needs to be changed from a
plurality of payment card account numbers bound to the designated electronic device that are
displayed in the application interface of the financial application, and the electronic device
110 generates a state changing request according to the payment card account number and the
payment state of the designated electronic device. Next, the electronic device 110 can send
the state changing request to the Internet financial platform server 120 which corresponds to
the Internet financial platform.

[0051] After reception of the state changing request sent by the electronic device 110, the
Internet financial platform server 120 can parse the received state changing request to obtain
the payment card account number and the payment state carried in the state changing request.
Then, the Internet financial platform server 120 acquires a payment token which is stored in
association with the payment card account number, and update a token state corresponding to
the payment token to the payment state carried in the state changing request. If the payment
card account number is an account number of a default payment card of the electronic device
110, the Internet financial platform server 120, upon reception of a transaction request that
carries the payment token which is stored in association with the payment card account
number sent by the acquiring device 150 through the acquiring platform server 160, can
determine whether to execute a transaction corresponding to the transaction request according
to the token state corresponding to the payment token.

[0052] Each acquiring device 150 may be configured to send a transaction request that carries
an activated payment token read from a security element (Security Element, SE) of the
electronic device 110 to the Internet financial platform server 120 through the acquiring
platform server 160.

[0053] Specifically, the acquiring device 150 may be installed with an acquiring application
corresponding to an acquiring platform. The acquiring device 150 can read the payment token
in the SE of the electronic device 110 through the acquiring application, and then send the
transaction request carrying the read payment token to the Internet financial platform server

120 through the acquiring platform server 160 which corresponds to the acquiring platform.



[0054] After reception of the transaction request, the Internet financial platform server 120
determines whether to execute a transaction corresponding to the transaction request
according to a token state corresponding to the payment token carried in the transaction
request. When the user cannot change the payment state of the designated electronic device,
the payment state of the designated electronic device may be changed by way of changing a
token state in the Internet financial platform server 120 which corresponds to the payment
token which is stored in association with the payment card account number bound to the
designated electronic device, thereby reducing a risk of a payment card account number
associated with the target electronic device being stolen and used, and improving security of
the payment card account number of the user.

[0055] According to the above architectures, a data processing method according to an
embodiment of the present application will be described in detail below with reference to Fig.
5 to Fig. 10.

[0056] Fig. 5 shows a schematic flowchart of an example of a data processing method
according to the present application.

[0057] In some embodiments of the present application, the method shown in Fig. 5 may be
executed by a target electronic device among the electronic devices 110 shown in Fig. 1 to
Fig. 4. The target electronic device may be any one of the electronic devices 110.

[0058] As shown in Fig. 5, the data processing method may include the following steps.
[0059] At S510, target activation data and a target activation instruction sent by a target
server is received.

[0060] The target server may be the Internet financial platform server 120 shown in Fig. 1 to
Fig. 4.

[0061] The target activation data may include a payment token to be activated corresponding
to a payment card account number which needs to be activated. The payment card account
number which needs to be activated may include any one of a default payment card account
number which needs to be set and a default payment card account number which needs to to
be changed, which is not limited herein.

[0062] A transaction card type indicated by the target activation instruction is same as a

transaction card type of the payment card account number which needs to be activated, so
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that the target activation instruction can load the payment token to be activated corresponding
to the payment card account number which needs to be activated to target personalized data,
of which a transaction card type is same as the transaction card type of the payment card
account number which needs to be activated.

[0063] At S520, a target payment token in the target personalized data is updated as the
payment token to be activated in response to the target activation instruction.

[0064] Since the transaction card type indicated by the target personalized data is same as the
transaction card type indicated by the target activation instruction, it can be ensured that the
payment token to be activated corresponding to the payment card account number which
needs to be activated is loaded to the target personalized data, of which the transaction card
type is same as the transaction card type of the payment card account number which needs to
be activated, thereby avoiding errors in an activation process for the payment token to be
activated.

[0065] The target personalized data may be a personalized application identifier (AID),
which includes character strings. The personalized AID includes a generic character string, a
payment token, and a state value. The payment token may include a character string, and the
payment token and the state value may be located after the generic character string.

[0066] For example, the generic character string of the personalized AID may be:
A000000333 010102 00 63020000 01 0000. The first 10 digits may be a fixed string, the
11"-16™ digits may be configured to indicate an account type, for example, 010101 for a
debit card type, 010102 for a credit card type, 010103 for a quasi-credit card type, and the
17h-18" digits may indicate an application type, for example, 00 for a financial application
and 01 for a non-financial application, the 19"-26" digits may be an institution code of an
application provider, the 27%-28" digits may be extendable bits, whose functions can be
customized, and the 29"-32% digits may indicate a chip card type, for example, 0000 for
PBOC2.0 type and 1000 for PBOC3.0 type.

[0067] In some embodiments of the present application, in a case where the payment card
account number which needs to be activated is a default payment card account number which
needs to be set, the target payment token in the target personalized data may be an

initialization token. The target electronic device can replace the initialization token with the
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payment token to be activated in response to the target activation instruction.

[0068] In some embodiments of the present application, the target activation instruction may
be an application protocol data unit (Application Protocol Data Unit, APDU) instruction, such
as an Install for install command, definition of parameters of which may be found in GP
Amendment C particularly.

[0069] The target electronic device may be installed with a target personalized data activation
program which corresponds to the target personalized data, and executes a target loading
operation corresponding to the target activation instruction by using the target personalized
data activation program, that is, update the target payment token in the target personalized
data as the payment token to be activated by using the target personalized data activation
program.

[0070] At S530, the updated target payment token is set to be in an activated state.

[0071] The target electronic device can execute a target activation operation corresponding to
the target activation instruction by using the target personalized data activation program, that
is, activate the target personalized data by using the target personalized data activation
program, so as to realize activation of the target payment token.

[0072] In the embodiment of the present application, upon reception of a target activation
instruction and a payment token to be activated corresponding to a payment card account
number which needs to be activated sent by a target server, a target payment token in a target
personalized data which belongs to a transaction cart having a same type as that indicated in
the target activation instruction can be directly updated as the payment token to be activated
and the updated target payment token can be set to be in an activated state, so it is possible to
directly update the target payment token in the target personalized data by using the payment
token to be activated and to activate the updated target payment token without deleting an
activated payment token and its corresponding personalized data in the process of activating
the payment token to be activated, thereby reducing processes of deleting personalized data,
verifying personalized data and downloading personalized data in the process of activating
the payment token to be activated, and thus avoiding errors caused by the above-mentioned
processes when setting a default payment card so as to improve a success rate of setting the

default payment card.
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[0073] In some embodiments of the present application, in a case where the payment card
account number is a default payment card account number which needs to be set, before the
S510, the data processing method may further include: receiving the default payment card
account number which needs to be set; and generating a default card setting request according
to the default payment card account number which needs to be set; and sending the default
card setting request to the target server, wherein the default card setting request is configured
to request the target server to feed back the target activation data and the target activation
instruction corresponding to the default payment card account number which needs to be set.
[0074] Specifically, a user may select any payment card account number from at least one
payment card account number bound to the target electronic device which is displayed in an
application interface of a financial application of the target electronic device as the default
payment card account number which needs to be set. The electronic device may generate a
default card setting request according to the default payment card account number which
needs to be set and the target electronic device identifier, and then send the default card
setting request to the Internet financial platform server, and the Internet financial platform
server can feed back the target activation data and the target activation instructions that
correspond to the default payment card account number which needs to be set. The method
for the Internet financial platform server to feed back the target activation data and the target
activation instructions will be described in detail later.

[0075] In some embodiments of the present application, the target electronic device identifier
may be an internet protocol (Internet Protocol, IP) address of the target electronic device. In
some other embodiments, the target electronic device identifier may be a device identity code
(Identity Document, ID) of the target electronic device.

[0076] In some embodiments of the present application, in a case where the payment card
account number is a default payment card account number which needs to be set, since no
other payment token has been activated in the target electronic device before, the target
personalized data may be personalized data which is stored in the target security element of
the target electronic device and for which a payment token is in an inactivated state.

[0077] In some embodiments, when receiving the target activation data and the target

activation instruction sent by the target server, the target electronic device may directly
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execute the S520 if the target personalized data has been stored in the target security element
of the target electronic device.

[0078] In some other embodiments, when receiving the target activation data and the target
activation instruction sent by the target server, the target activation data received by the target
electronic device may further includes the target personalized data if the target personalized
data has not been stored in the target security element of the target electronic device.
Optionally, before the S520, the data processing method may further include: storing the
target personalized data in the target security element.

[0079] Therefore, in a case where the target security element of the target electronic device
has not been stored the target personalized data, the target personalized data may be loaded
into the target security element first, so as to ensure reliability of the payment token to be
activated corresponding to the payment card account number which needs to be activated.
[0080] In some embodiments of the present application, in a case where the payment card
account number is a default payment card account number which needs to be changed, before
the S510, the data processing method may further include: receiving the default payment card
account number which needs to be changed; generating a default card changing request
according to the default payment card account number which needs to be changed; and
sending the default card changing request to the target server, wherein the default card
changing request is configured to request the target server to feed back the target activation
data and the target activation instruction corresponding to the default payment card account
number which needs to be changed.

[0081] Specifically, a user may select any payment card account number other than a
payment card account number that has been set as a payment card account number of a
default payment card from at least one payment card account number bound to the target
electronic device which is displayed in an application interface of a financial application of
the target electronic device as the default payment card account number which needs to be
changed. The electronic device may generate a default card changing request according to the
default payment card account number which needs to be changed and the target electronic
device identifier of the target electronic device, such that the Internet financial platform

server feeds back the target activation data and the target activation instructions
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corresponding to the default payment card account number which needs to be changed. The
method for the Internet financial platform server to feeds back the target activation data and
the target activation instructions will be described in detail later.

[0082] In some embodiments of the present application, in a case where the payment card
account number which needs to be activated is a default payment card account number which
needs to be changed, another payment token has already been activated in the target
electronic device. Therefore, in some embodiments, the target personalized data may be
personalized data which is stored in the target security element of the target electronic device
and for which a payment token is in an activated state. In some other embodiments, the target
personalized data may be personalized data which is stored in the target security element and
for which a payment token is in an inactivated state, which is not limited herein.

[0083] In some embodiments, when receiving the target activation data and the target
activation instruction sent by the target server, the target electronic device may directly
execute the S520 if the target personalized data has been stored in the target security element
of the target electronic device.

[0084] In some other embodiments, when receiving the target activation data and the target
activation instruction sent by the target server, in the case that the target personalized data has
not been stored in the target security element of the target electronic device, the target
activation data received by the target electronic device may further include the target
personalized data. Optionally, before the S520, the data processing method may further
include: storing the target personalized data in the target security element.

[0085] Therefore, in the case where the target security element of the target electronic device
has not been stored the target personalized data, the target personalized data may be loaded
into the target security element first, so as to ensure reliability of the payment token to be
activated corresponding to the payment card account number which needs to be activated.
[0086] In some embodiments of the present application, in a case where the target
personalized data is personalized data which is stored in the target security element and for
which a payment token is in an inactivated state, after the S530, the data processing method
may further include: setting an activated payment token other than the updated target

payment token to be in an inactivated state.
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[0087] Since another payment token has been activated in the target electronic device before,
it is necessary to set an activated payment token other than the updated target payment token,
that is, a payment token which is in an activated state, to be in an inactivated state in order to
avoid errors during reading by the acquiring device the target payment token in the target
security element of the target electronic device.

[0088] In the embodiment of the present application, the target electronic device may execute
a target restoration operation corresponding to the target activation instruction by using a
target personalized data activation program, that is, set personalized data of a payment token
which has been in an activated state to be in an inactivated state by using the target
personalized data activation program, which cancel activation of the payment token which is
already in the activated state, so as to ensure that only one payment token in the target
security element of the target electronic device is in the activated state.

[0089] Fig. 6 shows a schematic flowchart of another example of a data processing method
according to the present application.

[0090] In some embodiments of the present application, the method shown in Fig. 6 may be
performed by the Internet financial platform server 120 shown in Fig. 1 to Fig. 4.

[0091] As shown in Fig. 6, the data processing method may include the following steps.
[0092] At S610, a payment token to be activated which is stored in association with a
payment card account number which needs to be activated and a target activation instruction
are acquired.

[0093] A transaction card type of the payment card account number which needs to be
activated is same as a transaction card type indicated by the target activation instruction.
[0094] Specifically, the Internet financial platform server may acquire a payment token to be
activated from locally stored payment tokens which is stored in association with a payment
card account number which needs to be activated, and acquire a target activation instruction
from locally stored activation instructions, wherein a transaction card type indicated by the
target activation instruction is same as a transaction card type of the payment card account
number which needs to be activated.

[0095] At S620, target activation data is generated according to the payment token to be

activated.
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[0096] In some embodiments of the present application, the payment token to be activated
may be loaded into a data packet corresponding to the target activation data, so as to generate
the target activation data.

[0097] At S630, the target activation data and the target activation instruction are sent to a
target electronic device.

[0098] The target activation instruction is configured to instruct the target electronic device to
update a target payment token in target personalized data to the payment token to be activated
and set the updated target payment token to be in an activated state, wherein a transaction
card type indicated by the target personalized data is same as the transaction card type
indicated by the target activation instruction. The method for activating the payment token to
be activated by the target electronic device has been described in detail in the method
embodiment shown in Fig. 5, and will not be repeated here.

[0099] In the embodiment of the present application, after a payment token to be activated
which is stored in association with a payment card account number which needs to be
activated and a target activation instruction which indicates a same transaction card type as
that of the payment card account number which needs to be activated, target activation data is
generated according to the payment token to be activated, and the target activation data and
the target activation instruction are sent to the target electronic device, so that the target
electronic device updates a target activation token in target personalized data of the same
transaction card type as that indicated by the target activation instruction to be the payment
token to be activated, and sets the updated target payment token to be in an activated state,
and thus the target activation token in the target personalized data can be updated directly
with the payment token to be activated and the updated target payment token can be activated
accordingly without deleting an activated payment token and its corresponding personalized
data in a process of activating the payment token to be activated, thereby reducing processes
of deleting personalized data, verifying personalized data and downloading personalized data
in the process of activating the payment token to be activated, and thus avoiding errors
caused by the above-mentioned processes when setting a default payment card so as to
improve a success rate of setting the default payment card.

[00100] In another embodiment of the present application, before the S620, the data
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processing method may further include: acquiring the target personalized data, in order to
avoid failure to activate the payment token to be activated caused by that the target
personalized data has not been stored in the target security element of the target electronic
device.

[00101] Correspondingly, the S620 may specifically include: generating the target activation
data according to the payment token to be activated and the target personalized data.

[00102] Therefore, the Internet financial platform server can acquire the target personalized
data from locally stored personalized data, wherein the transaction card type indicated by the
target personalized data is same as a transaction card type indicated by the target activation
instruction, and load the target personalized data together with the payment token to be
activated into a data package corresponding to the target activation data, so as to generate the
target activation data.

[00103] In some embodiments of the present application, in order to further improve
reliability of the target electronic device activating the payment token to be activated, before
acquiring the target personalized data, the data processing method may further include:
sending a data query request to the target electronic device, wherein the data query request is
configured to query in a target security element of the target electronic device for the target
personalized data; and receiving a data query result fed back by the target electronic device.
[00104] Correspondingly, the acquiring the target personalized data may specifically include:
acquiring the target personalized data in a case where the data query result indicates that the
target personalized data has not been found in the target security element.

[00105] Specifically, before the sending the target activation data and the target activation
instruction to the target electronic device, the Internet financial platform server needs to first
send a data query request to the target electronic device to query whether the target security
element of the target electronic device has stored the target personalized data. After receiving
the data query request, the target electronic device can query whether the target personalized
data has been stored in the target security element, and feedback a data query result to the
Internet financial platform server. The Internet financial platform server can receive the data
query result fed back by the target electronic device, and directly generate the target

activation data according to the payment token to be activated if the data query result
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indicates that the target personalized data has been found in the target security element; and
acquire the target personalized data if the data query result indicates that the target
personalized data has not been found in the target security element and generate the target
activation data according to the payment token to be activated and the target personalized
data.

[00106] Therefore, in the embodiment of the present application, it may be first determined
whether the target security element of the target electronic device stores the target
personalized data required to activate the payment token to be activated, and then, according
to a result of the determination, it is determined whether to send the target personalized data
to the target electronic device to enable the target electronic device to reliably implement
activation of the payment token to be activated.

[00107] In the embodiment of the present application, the target personalized data required
for the payment token to be activated may be personalized data of the same transaction card
type as the transaction card type indicated by the target activation instruction. A payment card
type may correspond to a set of personalized data.

[00108] For example, a credit card type may correspond to a set of personalized data, and a
debit card type may correspond to a set of personalized data.

[00109] A payment card type may correspond to a set of general personalized data, which
can eliminate differences in personalized data among various payment card issuers, and
improve compatibility between a device card and an industrial machine.

[00110] In an embodiment of the present application, the payment card account number
which needs to be activated may include a default payment card account number which needs
to be set.

[00111] Correspondingly, before the S610, the data processing method may further include:
receiving a default card setting request sent by the target electronic device; and parsing, in
response to the default card setting request, the default card setting request to obtain
information of the default card setting request, wherein the information of the default card
setting request includes the default payment card account number which needs to be set.
[00112] After receiving the default card setting request, the Internet finance platform server

can parse, in response to the default card setting request, the default card setting request to
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obtain the default payment card account number which needs to be set and the target
electronic device identifier of the target electronic device, and then query for a payment token
which is stored in association with the default payment card account number which needs to
be set and use it as the payment token to be activated.

[00113] Thus, in a case where the user needs to set a default card for the target electronic
device, the Internet financial platform server can send the target activation data and the target
activation instruction corresponding to the default payment card account number which needs
to be set to the target electronic device.

[00114] In some embodiments of the present application, in a case where the payment card
account number which needs to be activated is a default payment card account number which
needs to be set, after the S630, the data processing method may further include: receiving an
activation result sent by the target electronic device, wherein the activation result is
configured to indicate that the target electronic device has set the payment token to be
activated to be in an activated state; setting, in response to the activation result, a payment
card attribute corresponding to the payment card account number which needs to be activated
as a target attribute, wherein the target attribute indicates a default payment card for the target
electronic device; setting a token state corresponding to the payment token to be activated to
be an activated state; and establishing an association relationship between the payment token
to be activated and the target electronic device.

[00115] Specifically, after executing the target activation instruction, the target electronic
device feedbacks an activation result to the Internet financial platform server. The activation
result may be configured to indicate that the target electronic device has set the payment
token to be activated to be in an activated state, or indicate that the target electronic device
has failed to activate the payment token to be activated.

[00116] The Internet financial platform server may, after sending the target activation data
and the target activation instruction to the target electronic device, receive the activation
result sent by the target electronic device, and set a payment card attribute corresponding to
the payment card account number which needs to be activated to indicate a default payment
card for the target electronic device in a case where the activation result is configured to

indicate that the target electronic device has set the payment token to be activated to be in an
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activated state, set a token state corresponding to the payment token to be activated to be an
activated state, and establish an association relationship between the payment token to be
activated and the target electronic device identifier of the target electronic device, which
enables the NFC payment function of the target electronic device to be available.

[00117] Then, the Internet financial platform server may feedback first prompt information to
the target electronic device. The first prompt information is configured to prompt the user that
a default payment card has been successfully set for the target electronic device, and the
target electronic device can use the NFC payment function normally through the default
payment card.

[00118] In the embodiment of the present application, the bound payment card account
number and the personalized data in the target electronic device are in a loosely coupled
relationship, that is, a dynamic mapping relationship. A mapping relationship between the
default payment card account number and the target electronic device can be established by
establishing an association relationship between the payment token to be activated and the
target electronic device.

[00119] In some other embodiments of the present application, the payment card account
number which needs to be activated may include a default payment card account number
which needs to be changed.

[00120] Correspondingly, before the S610, the data processing method may further include:
receiving a default card changing request sent by the target electronic device; and parsing, in
response to the default card changing request, the default card changing request to obtain
information of the default card changing request, wherein the information of the default card
changing request includes the default payment card account number which needs to be
changed.

[00121] After receiving the default card changing request, the Internet finance platform
server can parse, in response to the default card changing request, the default card changing
request to obtain the default payment card account number which needs to be changed and
the target electronic device identifier of the target electronic device, and then query for a
payment token which is stored in association with the default payment card account number

which needs to be changed and use it as the payment token to be activated.
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[00122] Thus, in a case where the user needs to change a default card for the target electronic
device, the Internet financial platform server can send the target activation data and the target
activation instruction corresponding to the default payment card account number which needs
to be changed to the target electronic device.

[00123] In some embodiments of the present application, in a case where the payment card
account number which needs to be activated is a default payment card account which needs
to be changed, before the above-mentioned data query request is sent to the target electronic
device, the data processing method may further include: acquiring a target payment card
account number, wherein a payment card attribute corresponding to the target payment card
account number is a target attribute, and the target attribute indicates a default payment card
for the target electronic device.

[00124] Correspondingly, the sending the data query request to the target electronic device
may specifically include: sending the data query request to the target electronic device in a
case where a payment card type of the target payment card account number is different from
a payment card type of the default payment card account number which needs to be changed.
[00125] Before sending the data query request to the target electronic device, the Internet
financial platform server may query a current target payment card account number of the
target electronic device whose payment card attribute indicates a default payment card, that is,
the original default payment card account number. Then, a payment card type of the target
payment card account number is compared with a payment card type of the default payment
card account number which needs to be changed. Finally, if a result of the comparison is that
the payment card type of the target payment card account number is the same as the payment
card type of the default payment card account number which needs to be changed, it means
that the target personalized data has been stored in the target security element of the target
electronic device, so the target activation data may be directly generated according to the
payment token to be activated. If the result of the comparison indicates that the payment card
type of the target payment card account number is different from the payment card type of the
default payment card account number which needs to be changed, it means that the target
security element of the target electronic device has not stored the target personalized data, so

it is necessary to send the target personalized data to the target electronic device, and thus the
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target personalized data is acquired, and the target activation data is then generated according
to the payment token to be activated and the target personalized data.

[00126] In other embodiments of the present application, in a case where the payment card
account number which needs to be activated is a default payment card account which needs
to be changed, after the S630, the data processing method may further include: receiving an
activation result sent by the target electronic device, wherein the activation result is
configured to indicate that the target electronic device has set the payment token to be
activated to be in an activated state; setting a payment card attribute corresponding to the
payment card account number which needs to be activated as a target attribute and setting a
payment card attribute corresponding to the target payment card account number as a
non-target attribute in response to the activation result; setting a token state corresponding to
the payment token to be activated to an activated state, and setting a token state
corresponding to the target payment token which is stored in association with the target
payment card account number to an inactivated state; and establishing an association
relationship between the payment token to be activated and the target electronic device, and
deleting an association relationship between the target payment token and the target
electronic device.

[00127] Specifically, after executing the target activation instruction, the target electronic
device feedbacks an activation result to the Internet financial platform server. The activation
result may be configured to indicate that the target electronic device has set the payment
token to be activated to be in an activated state, or indicate that the target electronic device
has failed to activate the payment token to be activated.

[00128] The Internet financial platform server may, after sending the target activation data
and the target activation instruction to the target electronic device, receive the activation
result sent by the target electronic device, and in a case where the activation result is
configured to indicate that the target electronic device has set the payment token to be
activated to be in an activated state, firstly set a payment card attribute corresponding to the
payment card account number which needs to be activated to indicate a default payment card
for the target electronic device and set a payment card attribute corresponding to the original

default payment card account number to be in an inactivated state, then set a token state
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corresponding to the payment token which to be activated to be an activated state, and finally
establish an association relationship between the payment token to be activated and the target
electronic device identifier of the target electronic device, which enables the payment token
to be activated to become a new target payment token, and then deleting an association
relationship between the original target payment token to be activated and the target
electronic device identifier of the target electronic device.

[00129] In some embodiments of the present application, the Internet financial platform
server may feedback second prompt information to the target electronic device. The second
prompt information may be configured to prompt the user that the default payment card for
the target electronic device has been successfully changed, and the target electronic device
can use the NFC payment function normally through the new default payment card.

[00130] Therefore, in the embodiment of the present application, A mapping relationship
between the default payment card account number and the target electronic device can be
changed by establishing an association relationship between the payment token to be
activated and the target electronic device and deleting an association relationship between the
original target payment token and the target electronic device .

[00131] In still some other embodiments of the present application, before the S610, the data
processing method may further include: receiving a payment card binding request sent by the
target electronic device; parsing, in response to the payment card binding request, the
payment card binding request to obtain information of the payment card binding request,
wherein the information of the payment card binding request includes a payment card
account number which needs to be bound; generating a token generation request according to
the payment card account number which needs to be bound; sending the token generation
request to a payment token management server, wherein the token generation request is
configured to request the payment token management server to generate a payment token
corresponding to the payment card account number which needs to be bound; receiving the
payment token corresponding to the payment card account number which needs to be bound
fed back by the payment token management server; and storing the payment card account
number which needs to be bound and the payment token corresponding to the payment card

account number which needs to be bound in association with each other.
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[00132] The user can first login an account of a financial application of the target electronic
device to make the financial application be in a login state, and select in an application
interface of the financial application a target electronic device bound to the account, that is,
an electronic device that the user is operating. Then, the user can add a payment card account
number for being bound to the target electronic device in the application interface of the
financial application as the payment card account number which needs to be bound, so that
the target electronic device can generate a payment card binding request according to the
payment card account number which needs to be bound. Next, the target electronic device
may send the payment card binding request to the Internet financial platform server.

[00133] After receiving the payment card binding request, the Internet financial platform
server can parse the payment card binding request to obtain the payment card account number
which needs to be bound and the target electronic device identifier. According to the payment
card account number which needs to be bound, a token generation request is generated, and
the token generation request is sent to the payment token management server.

[00134] In some embodiments, the payment token management server may be the TSP
platform server 130 shown in Fig. 2 to Fig. 4. After receiving the token generation request,
the TSP platform server may parse the token generation request to obtain the payment card
account number which needs to be bound, then generate a payment token corresponding to
the payment card account number which needs to be bound, and store the payment card
account number which needs to be bound with the payment token corresponding to the
payment card account number which needs to be bound in association with each other. The
payment token corresponding to the payment card account number which needs to be bound
is fed back to the Internet financial platform server.

[00135] The Internet finance platform server can receive the payment token corresponding to
the payment card account number which needs to be bound fed back by the TSP platform
server, and then store the payment card account number which needs to be bound and the
payment token corresponding to the payment card account number which needs to be bound
in association with each other, so that the payment token corresponding to the default
payment card account number can be sent to the target electronic device when the user is

setting or changing a default payment card account number for the target electronic device.
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[00136] Further, the Internet financial platform server may send third prompt information to
the target electronic device after the target payment card account number is bound to the
target electronic device. The third prompt information is configured to prompt the user that
the payment card account number which needs to be bound has been successfully bound to
the target electronic device.

[00137] In the embodiment of the present application, the TSP platform server may generate
the payment token corresponding to the payment card account number which needs to be
bound by using a preset token generation method.

[00138] For example, the token generation method may use a preset encryption algorithm to
encrypt all digits of the payment card account number which needs to be bound to obtain an
encrypted character string, and use the encrypted character string as the payment token
corresponding to the payment card account number which needs to be bound. For another
example, the token generation method may use a preset encryption algorithm to encrypt a
part of digits of the payment card account number which needs to be bound to obtain an
encrypted character string, and to perform splicing of unencrypted digits of the payment card
account number which needs to be bound with the encrypted character string to obtain the
payment token corresponding to the payment card account number which needs to be bound.
[00139] In some embodiments of the present application, the Internet financial platform
server may communicate with the TSP platform server through the TSM platform server, so
as to improve data security.

[00140] In yet another embodiment of the present application, the data processing method
may further include: receive a state changing request; parsing in response to the state
changing request, the state changing request to obtain information of the state changing
request, wherein the information of the state changing request includes a payment card
account number whose state needs to be changed and a target payment state of the target
electronic device; acquiring a payment token whose state is to be changed which is stored in
association with the payment card account number whose state needs to be changed; and
updating a token state corresponding to the payment token whose state is to be changed to be
the target payment state.

[00141] In some embodiments of the present application, the state changing request is
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configured to request the Internet finance platform server to update a token state
corresponding to a payment token whose state is to be changed and is stored in association
with a payment card account number specified by the user whose state is to be changed to a
target payment state specified by the user for the target electronic device. The state changing
request may be a state changing request sent by the target electronic device, or a state
changing request sent by any other electronic device other than the target electronic device, as
long as the electronic device is installed with the financial application corresponding to the
Internet financial platform and an account number logged in the financial application is
bound to the target electronic device for which payment state of an NFC payment function
needs to be changed.

[00142] Specifically, the user may first login an account in the financial application of the
electronic device enable the financial application to be in a login state, and select a target
electronic device to which the account has been bound in an application interface of the
financial application. Then, the user may input a payment card account number whose state is
to be changed and a target payment state of the target electronic device in the application
interface of the financial application, wherein the target payment state may be a payment state
of the target electronic device that the user wants it to be changed. The electronic device
operated by the user can generate a state changing request according to the payment card
account number whose state is to be changed and the target payment state, and send the state
changing request to the Internet financial platform server.

[00143] In the embodiment of the present application, the target payment state may include
any one of an activated state, a loss-reported state, and an unbound state. The target payment
state may be a normal state or an abnormal state, wherein the abnormal state may include any
one of the loss-reported state and the unbound state, and the normal state may include an
activated state.

[00144] The activated state means that the NFC payment function of the electronic device
has been activated and is available. The loss-reported state means that the NFC payment
function of the electronic device has been activated but is in a loss-report registration state. In
the loss-reported state, the NFC payment function is suspended. The unbound state means

that the NFC payment function of the electronic device has been activated and has not been
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bound with a payment card account number. In the unbound state, the NFC payment function
is also suspended.

[00145] In the embodiment of the present application, the target electronic device or any
other electronic device may directly communicate with the Internet financial platform server.
[00146] In some embodiments of the present application, the information of the state
changing request information may further include the target electronic device identifier of the
target electronic device.

[00147] That is, after the electronic device operated by the user receives the payment card
account number whose state is to be changed and the target payment state of the target
electronic device inputted by the user, the electronic device may acquire the target electronic
device identifier corresponding to the target electronic device, and then generate a state
changing request based on the target electronic device identifier, the payment card account
number whose state is to be changed and the target payment state.

[00148] In some embodiments of the present application, the Internet financial platform
server may store the token state corresponding to the payment token. For example, the
Internet financial platform server may add a state bit to the payment token, wherein the state
bit is provided with a state value, and one state value corresponds to one token state, and
different state values correspond to different token states. Moreover, the token state may be
same as the payment state.

[00149] In these embodiments, since the token state is the same as the payment state,
optionally, the Internet finance platform server may determine a target state value
corresponding to a token state that is the same as the target payment state, and set the state bit
of the payment token whose state is to be changed to be the target state value, so as to update
the token state corresponding to the payment token whose state is to be changed to be the
target payment state.

[00150] In the embodiment of the present application, since one electronic device stores one
payment token which is in an activated state, and a token state corresponding to each
payment token is the same as the payment state, the Internet financial platform server can,
according to a token state corresponding to a payment token, determine the payment state of

the electronic device corresponding to the payment token, and then determine whether to
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execute a transaction corresponding to a transaction request that carries the payment token
according to the payment state of the electronic device.

[00151] Therefore, it is possible to update the target payment state of the target electronic
device with the target token state corresponding to the target payment token without deleting
the target payment token in the target electronic device. Thus, it is possible to avoid a
problem that a user cannot change the payment state of the target electronic device after the
target electronic device is lost merely by updating the target payment state of the target
payment token which is stored in the Internet financial platform server, thereby reducing a
risk of the bank account associated with the target electronic device being stolen and used,
and improving security of the user's bank account.

[00152] In the embodiment of the present application, regardless of whether the payment
card attribute corresponding to the payment card account number whose state needs to be
changed indicates a non-default payment card for the target electronic device or a default
payment card for the target electronic device, the token state corresponding to the payment
token whose state is to be changed can be directly updated to the target payment state, and
then the fourth prompt information is fed back to the target electronic device. The fourth
prompt information is configured to prompt the user that the payment state of the payment
card account number which is bound to the target electronic device and whose state needs to
be changed has been changed to be the target payment state.

[00153] In some embodiments of the present application, the information processing method
may further include: receiving a transaction request sent by a target acquiring device; parsing
the transaction request in response to the transaction request to obtain information of the
transaction request, wherein the information of the transaction request includes the target
payment token; querying for a token state corresponding to the target payment token;
refusing to execute a transaction corresponding to the transaction request in a case where the
token state corresponding to the target payment token is an abnormal state, wherein the
abnormal state includes any one of a loss-reported state and an unbound state.

[00154] Specifically, when a user is using a target electronic device to implement payment, a
merchant can read an activated payment token (i.e. the target payment token) stored in a

target security element of the target electronic device through a target acquiring device. The
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target acquiring device generates a transaction request according to the target payment token,
a target acquiring device identifier of the target acquiring device and transaction amount, and
then send the transaction request to the Internet financial platform server.

[00155] The target acquiring device identifier may be an IP address of the target acquiring
device, or may be a device ID of the target acquiring device.

[00156] The Internet financial platform server can receive the transaction request sent by the
target acquiring device, analyze the transaction request to obtain the target payment token, the
target acquiring device identifier and the transaction amount, and then query for a token state
corresponding to the target payment token. The Internet financial platform server can refuse
to execute a transaction corresponding to the transaction request when the token state
corresponding to the target payment token is abnormal; query for a target transaction card
account number which is stored in association with the target payment token when the token
state corresponding to the target payment token is normal, and send the target transaction card
account number, the target acquiring device identifier and the transaction amount to a server
of a card issuer, so that the server of the card issuer finishes the transaction corresponding to
the transaction request, by which a transfer of the transaction amount from the target
transaction card account number to a transaction card account number corresponding to the
target acquiring device identifier can be realized, and then feeds a transaction completion
result to the Internet financial platform server. After receiving the transaction completion
result, the Internet financial platform server may forward the transaction completion result to
the target acquiring device.

[00157] In the embodiment of the present application, the target acquiring device may
directly communicate with the Internet financial platform server, and the target acquiring
device may communicate with the Internet financial platform server through the acquiring
platform server, which is not limited herein.

[00158] Therefore, after the target electronic device is lost, the user does not need to delete
the personalized data or payment token which are stored in the target security element of the
target electronic device, but only needs to change the payment state of the target electronic
device to an abnormal state, so that the token state corresponding to the payment token in the

target electronic device is changed to an abnormal state, and then when the target electronic
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device is used for payment again, the Internet financial platform server can refuse to execute
the transaction, so as to avoid a bank account associated with the target electronic device
from being stolen and used, thereby improving security of the user's bank account.

[00159] In some other embodiments of the present application, in order to further reduce the
risk of the payment card account associated with the target electronic device being stolen and
used, after information of the state changing request is received in a case where the target
payment state includes any one of the loss-reported state and the unbound state, the
information processing method may further include: deleting an association relationship
between the payment card account number whose state needs to be changed and the target
electronic device in a case where a payment card attribute corresponding to the payment card
account number whose state needs to be changed is a target attribute, wherein the target
attribute indicates a default payment card for the target electronic device.

[00160] Specifically, the Internet financial platform server can determine whether there is an
association relationship between the payment token and the target electronic device, and then
determine a payment card attribute corresponding to a payment card account number which is
stored in association with the payment token. If there is an association relationship between
the payment token and the target electronic device, then the payment card attribute
corresponding to the payment card account number which is stored in association with the
payment token indicates a default payment card for the target electronic device, otherwise the
payment card attribute corresponding to the payment card account number which is stored in
association with the payment token indicates a non-default payment card for the target
electronic device.

[00161] Since the payment token is stored in the target security element of the target
electronic device only when the payment card attribute corresponding to the payment card
account number which is stored in association with the payment token indicates a default
payment card for the target electronic device, it requires only that the token state
corresponding to the payment token whose state is to be changed is updated to the target
payment state in a case where the payment card attribute corresponding to the payment card
account number whose state needs to be changed indicates is a non-default payment card for

the target electronic device. In the case where the payment card attribute corresponding to the
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payment card account number whose state needs to be changed indicates is a default payment
card for the target electronic device, since the target security element of the target electronic
device stores the payment token whose state is to be changed, it may further delete the
association relationship between the payment card account number whose state needs to be
changed and the target electronic device in order to avoid occurrence of errors in verification
by the Internet financial platform server, so that when a transaction request corresponding to
the payment token whose state is to be changed is received and it is determined that the target
payment state is normal, it is further determined whether there is an association relationship
between the payment token whose state is to be changed and the target electronic device, so
as to determine whether to execute a transaction corresponding to the transaction request.
[00162] Specifically, if there is an association relationship between the payment token to be
changed and the target electronic device, the transaction corresponding to the transaction
request will be executed; and if there is no association between the payment token to be
changed and the target electronic device, the transaction corresponding to the transaction
request will not be executed.

[00163] Therefore, in the embodiment of the present application, security of a bank account
associated with the target electronic device can be further improved.

[00164] In still other embodiments of the present application, after the refusing to execute the
transaction corresponding to the transaction request, the information processing method may
further include: generating transaction feedback information corresponding to the transaction
request according to the token state corresponding to the target payment token; and sending
the transaction feedback information to the target acquiring device.

[00165] Specifically, the Internet financial platform server can generate transaction feedback
information corresponding to the transaction request, wherein the transaction feedback
information carries the token state corresponding to the target payment token, and then sends
the transaction feedback information to the target acquiring device. Upon reception of the
transaction feedback information, the target acquiring device can display the token state
corresponding to the target payment token carried in the transaction feedback information, so
as to show the target payment state of the target electronic device to a transaction-related

person (payee or payer) to inform reasons for refusal of the transaction to the
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transaction-related person.

[00166] Below, each process of data processing according to the embodiments of the present
application will be described in detail by taking Fig. 7 to Fig. 10 as examples.

[00167] Fig. 7 shows a schematic flowchart of an example of a process for binding a
payment card according to an embodiment of the present application.

[00168] As shown in Fig. 7, the process for binding the payment card may include
S701-S714.

[00169] At S701, a user opens an application interface of a financial application in a target
electronic device, logs in an account in the application interface of the financial application,
and selects a type of a payment card to be bound to the target electronic device, and the target
electronic device receives a payment card type inputted by the user.

[00170] At S702, the user inputs a payment card account number which needs to be bound to
the target electronic device on the application interface of the financial application, and the
target electronic device receives the payment card account number inputted by the user.
[00171] At S703, the target electronic device makes a judgment on the payment card type,
and then the process goes to S704 if the payment card type is a debit card type, and the
process goes to S705 if the payment card type is a credit card type.

[00172] At S704, the target electronic device displays a debit card verification page, so that
the user checks payment card information corresponding to the payment card account number
and inputs a withdrawal password and a verification code sent by an Internet financial
platform server of the financial application when confirming correctness of the withdrawal
password, and the target electronic device receives the verification code inputted by the user,
and then the process goes to S706.

[00173] At S705, the target electronic device displays a credit card verification page, so that
the user checks payment card information corresponding to the payment card account number,
and inputs a CVN2 code of the credit card, expiration date of the credit card and a
verification code sent by the Internet financial platform server of the financial application
when confirming correction of the CVN2 code of the debit card and the expiration date of the
credit card, and the target electronic device receives the verification code inputted by the user,

and then the process goes to S706.
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[00174] At S706, the target electronic device generates a payment card binding request
according to the verification code, the payment card account number and a target electronic
device identifier of the target electronic device.

[00175] At S707, the target electronic device sends the payment card binding request to the
Internet financial platform server.

[00176] At S708, the Internet financial platform server parses, in response to the payment
card binding request, the payment card binding request to obtain the verification code, the
payment card account number and the target electronic device identifier of the target
electronic device, and generates a token generation request based on the payment card
account number in a case of successful verification through the verification code.

[00177] At S709, the Internet financial platform server sends the token generation request to
the TSP platform server.

[00178] At S710, the TSP platform server generates a payment token corresponding to the
payment card account number in response to the token generation request, and stores the
payment card account number and the payment token in association with each other.

[00179] At S711, the TSP platform server sends the payment token corresponding to the
payment card account number to the Internet financial platform server.

[00180] At S712, the Internet financial platform server stores the payment card account
number and the payment token in association with each other.

[00181] At S713, the Internet financial platform server sends third prompt information to the
target electronic device.

[00182] At S714, the target electronic device displays third prompt information to prompt the
user that the payment card account number has been successfully bound to target electronic
device.

[00183] Fig. 8 shows a schematic flowchart of an example of a process for setting a default
payment card according to an embodiment of the present application.

[00184] As shown in Fig. 8, the process for setting a default payment card may include
S801-S814.

[00185] At S801, a user opens an application interface of a financial application in a target

electronic device, logs in an account in the application interface of the financial application,
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and selects, from at least one payment card account number bound with the target electronic
device, a payment card account number which needs to be set as a default payment card for
the target electronic device, and the target electronic device receives the payment card
account number which needs to be set inputted by the user.

[00186] At S802, the target electronic device generates a default card setting request
according to the payment card account number and a target electronic device identifier of the
target electronic device.

[00187] At S803, the target electronic device sends the default card setting request to the
Internet financial platform server.

[00188] At S804, the Internet financial platform server parses, in response to the default card
setting request, the default card setting request to obtain the payment card account number
and the target electronic device identifier.

[00189] At S805, the Internet financial platform server queries for a payment token which is
stored in association with the payment card account number, and then sends a data query
request to the target electronic device.

[00190] At S806, after receiving the data query request, the target electronic device may
query in a target security element to determine whether there is personalized data
corresponding to the payment token, and feeds a data query result back to the Internet
financial platform server.

[00191] At S807, the Internet financial platform server may make a judgment on the data
query result, and then the process goes to S808 if the data query result indicates that the
personalized data corresponding to the payment token has been found in the target security
element, and then the process goes to S809 if the data query result indicates that the
personalized data corresponding to the payment token has not been found in the target
security element.

[00192] At S808, the Internet financial platform server sends the payment token and an
activation instruction corresponding to the payment token to the target electronic device, and
then the process goes to S810.

[00193] At S809, the Internet financial platform server sends the payment token, the

activation instruction corresponding to the payment token and the personalized data
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corresponding to the payment token to the target electronic device, and then the process goes
to S810.

[00194] At S810, the target electronic device loads the payment token into the personalized
data corresponding to the payment token and activates the payment token such that it is in an
activated state.

[00195] At S811, the target electronic device sends an activation result which indicates that
the target electronic device has set the payment token to be an activated state to the Internet
financial platform server.

[00196] At S812, the Internet financial platform server sets a token state corresponding to the
payment token to be an activated state, then sets a payment card attribute corresponding to a
payment card account number which is stored in association with the payment token to be a
default payment card for the target electronic device, and establishes an association
relationship between the payment token and the target electronic device.

[00197] At S813, the Internet financial platform server feeds first prompt information back to
the target electronic device.

[00198] At S814, the target electronic device displays the first display information to prompt
the user that a default payment card has been successfully set for the target electronic device.
[00199] Fig. 9 shows a schematic flowchart of an example of a process for changing a default
payment card according to an embodiment of the present application.

[00200] As shown in Fig. 9, the process for changing a default payment card may include
S901-S913.

[00201] At S901, a user opens an application interface of a financial application in a target
electronic device, logs in an account in the application interface of the financial application,
and selects, from at least one payment card account number bound with the target electronic
device, a payment card account number which needs to be changed as a new default payment
card for the target electronic device, and the target electronic device receives the payment
card account number which needs to be changed inputted by the user.

[00202] At S902, the target electronic device generates a default card changing request
according to the payment card account number and a target electronic device identifier of the

target electronic device.
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[00203] At S903, the target electronic device sends the default card changing request to the
Internet financial platform server.

[00204] At S904, the Internet financial platform server parses, in response to the default card
changing request, the default card changing request to obtain the payment card account
number and the target electronic device identifier.

[00205] At S905, the Internet financial platform server queries a payment token which is
stored in association with the payment card account number and a payment token that is
currently associated with the target electronic device identifier, and queries a payment card
account number which is stored in association with the queried payment token, wherein the
queried payment card account number is an original default payment card account number,
that is, a payment card account number whose payment card attribute indicates a default
payment card for the target electronic device.

[00206] At S906, the Internet financial platform server compares a payment card type of the
original default payment card account number with a payment card type of the received
payment card account number, and then the process goes to S907 if they are the same as each
other, and the process goes to S908 if they are different from each other.

[00207] At S907, the Internet financial platform server sends the payment token
corresponding to the received payment card account number and an activation instruction
corresponding to the payment token to the target electronic device, and then the process goes
to S909.

[00208] At S908, the Internet financial platform server sends the payment token
corresponding to the received payment card account number, the activation instruction
corresponding to the payment token and personalized data corresponding to the payment
token to the target electronic device, and then the process goes to S909.

[00209] At S909, the target electronic device loads the payment token into the personalized
data corresponding to the payment token and activates the payment token such that it is in an
activated state.

[00210] At S910, the target electronic device sends an activation result which indicates that
the target electronic device has set the payment token to be in an activated state to the Internet

financial platform server.
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[00211] At S911, the Internet financial platform server first sets a payment card attribute
corresponding to a payment card account number which is stored in association with the
payment token to be a default payment card for the target electronic device, sets a payment
card attribute corresponding to the original default payment card account number to be a
non-target attribute, then sets a token state corresponding to the payment token to an
activated state and a token state corresponding to the payment token which is stored in
association with the original default payment card account number to be an inactivated state,
and finally, establishes an association relationship between the payment token and the target
electronic device and deletes an association between the payment token which is stored in
association with the original default payment card account number and the target electronic
device.

[00212] At S912, the Internet financial platform server feeds second prompt information
back to the target electronic device.

[00213] At S913, the target electronic device displays the second prompt information to
prompt the user that the default payment card for the target electronic device has been
successfully changed.

[00214] Fig. 10 shows a schematic flowchart of an example of a process for unbinding a
payment card according to an embodiment of the present application.

[00215] As shown in Fig. 10, the process for unbinding a payment card may include
S1001-S1012.

[00216] At S1001, a user opens an application interface of a financial application in a
target electronic device, logs in an account in the application interface of the financial
application, and selects a payment card account number which needs to be unbound from at
least one payment card account number bound to the target electronic device, and the target
electronic device receives the payment card account number which needs to be unbound and
a target payment state of the target electronic device inputted by the user, wherein the target
payment state is an unbound state.

[00217] At S1002, the target electronic device generates an unbinding request according to
the target electronic device identifier, the payment card account number and the target

payment state.
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[00218] At S1003, the target electronic device sends the unbinding request to the
Internet financial platform server.

[00219] At S1004, the Internet financial platform server parses, in response to the unbinding
request, the unbinding request to obtain the target electronic device identifier, the payment
card account number and the target payment state.

[00220] At S1005, the Internet financial platform server queries for a payment card attribute
corresponding to the payment card account number, and makes a judgment on the payment
card attribute corresponding to the payment card account number, and the process goes to
S1006 if the payment card attribute is a non-default payment card for the target electronic
device, and the process goes to S1007 if the payment card attribute is a default payment card
for the target electronic device.

[00221] At S1006, the Internet financial platform updates a token state corresponding to a
payment token which is stored in association with the payment card account number to be an
unbound state, and then the process goes to S1008.

[00222] At S1007, the Internet financial platform updates a token state corresponding to a
payment token which is stored in association with the payment card account number to be an
unbound state, and deletes an association relationship between the payment token which is
stored in association with the payment card account number and the target electronic device,
and then the process goes to S1008.

[00223] At S1008, the Internet financial platform server sends fourth prompt information to
the target electronic device.

[00224] At S1009, the target electronic device displays the fourth prompt information to
prompt the user that the payment state of the payment card account number which needs to be
unbound has been changed to an unbound state.

[00225] In a case where the payment card attribute corresponding to the payment card
account number which needs to be unbound indicates a default payment card for the target
electronic device, after the payment card account number has been successfully unbound
from the target electronic device, the Internet financial platform server, when receiving a
transaction request sent by an acquiring device which corresponds to the payment token

stored in association with the payment card account number, may refuse to execute a
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transaction corresponding to the transaction request if it is found that the token state of the
payment token is in an unbound state.

[00226] It should be noted that, after the user clicks an unbinding function, the token state
corresponding to the payment token which is stored in the Internet financial platform server
can be updated to an unbound state. The user may further click a loss-reporting function to
enable the token state corresponding to the payment token which is stored in the Internet
financial platform server to be updated to a loss-reported state. Specifically, a process for
reporting loss of a payment card is similar to a process for unbinding the payment card, and
will be not repeated here.

[00227] In addition, after the token state corresponding to the payment token which is stored
in the Internet financial platform server has been updated to the unbound state or the
loss-reported state, the user may further click a rebinding function or a loss-report canceling
function to enable the payment token corresponding to the payment token which is stored in
the Internet financial platform server to be updated to an activated state again, a process for
which is similar to the process for unbinding the payment card, and will not be repeated here.

[00228] Therefore, in the embodiment of the present application, there is a loosely coupled
relationship between the target electronic device and a bound payment card account number
and between the target electronic device and personalized data loaded in the target security
element, which is dynamic mapping relationship. Therefore, during a sequent process for
re-binding a default payment car, it will not cause frequent verification, download and
rewriting processes for the card. Moreover, the target security element may store general
personalized data for loading of the payment token, so that differences between personalized
data of various card issuers can be eliminates, thereby improving compatibility of
personalized data with various acquiring devices, so as to facilitate better industrial
cooperation and promotion prospects.

[00229] Fig. 11 shows a schematic structural diagram of an example of a data processing
apparatus according to the present application.

[00230] In some embodiments of the present application, the apparatus shown in Fig. 11 may
be a target electronic device among the electronic devices 110 shown in Fig. 1 to Fig. 4. The

target electronic device may be any one of the electronic devices 110.
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[00231] As shown in Fig. 11, the data processing apparatus 1100 may include a first
reception module 1110, a first processing module 1120 and a second processing module 1130.
[00232] The first reception module 1110 may be configured to receive target activation data
and a target activation instruction sent by a target server, wherein the target activation data
includes a payment token to be activated corresponding to a payment card account number
which needs to be activated.

[00233] The first processing module 1120 may be configured to update, in response to the
target activation instruction, a target payment token in target personalized data to be the
payment token to be activated, wherein a transaction card type indicated by the target
personalized data is same as a transaction card type indicated by the target activation
instruction.

[00234] The second processing module 1130 may be configured to set the updated target
payment token to be in an activated state.

[00235] In the embodiment of the present application, upon reception of a target activation
instruction and a payment token to be activated corresponding to a payment card account
number which needs to be activated sent by a target server, a target payment token in a target
personalized data which belongs to a transaction cart having a same type as that indicated in
the target activation instruction can be directly updated as the payment token to be activated
and the updated target payment token can be set to be in an activated state, so it is possible to
directly update the target payment token in the target personalized data by using the payment
token to be activated and to activate the updated target payment token without deleting an
activated payment token and its corresponding personalized data in the process of activating
the payment token to be activated, thereby reducing processes of deleting personalized data,
verifying personalized data and downloading personalized data in the process of activating
the payment token to be activated, and thus avoiding errors caused by the above-mentioned
processes when setting a default payment card so as to improve a success rate of setting the
default payment card.

[00236] In some embodiments of the present application, the target personalized data may be
personalized data which is stored in the target security element and for which the payment

token is in an activated state.
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[00237] In some other embodiments of the present application, the target personalized data
may be personalized data which is stored in the target security element and for which a
payment token is in an inactivated state.

[00238] In some embodiments of the present application, the target activation data may
further includes the target personalized data, wherein the data processing apparatus 1100 may
further include a first storage module configured to store the target personalized data in the
target security element.

[00239] In some embodiments of the present application, the data processing apparatus 1100
may further include a third processing module configured to set an activated payment token
other than the updated target payment token to be in an inactivated state.

[00240] In some embodiments of the present application, the payment card account number
may include a default payment card account number which needs to be set, wherein the data
processing apparatus 1100 may further include a second reception module, a second
generation module and a second transmission module.

[00241] The second reception module may be configured to receive the default payment card
account number which needs to be set.

[00242] The second generation module may be configured to generate a default card setting
request according to the default payment card account number which needs to be set.

[00243] The second transmission module may be configured to send the default card setting
request to the target server, wherein the default card setting request is configured to request
the target server to feed back the target activation data and the target activation instruction
corresponding to the default payment card account number which is to be set.

[00244] In some other embodiments of the present application, the payment card account
number may include a default payment card account number which needs to be changed,
wherein the data processing apparatus 1100 may further include a third reception module, a
third generation module and a third transmission module.

[00245] The third reception module may be configured to receive the default payment card
account number which needs to be changed.

[00246] The third generation module may be configured to generate a default card changing

request according to the default payment card account number which needs to be changed.
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[00247] The third transmission module may be configured to send the default card changing
request to the target server, wherein the default card changing request is configured to request
the target server to feed back the target activation data and the target activation instruction
corresponding to the default payment card account number which needs to be changed.
[00248] It should be noted that the data processing apparatus 1100 shown in Fig. 11 is able to
execute various steps in the method embodiment shown in Fig. 5, and realize various
processes and effects in the method embodiment shown in Fig. 5, which will not be repeated
here.

[00249] Fig. 12 shows a schematic structural diagram of another example of a data
processing apparatus according to the present application.

[00250] In some embodiments of the present application, the apparatus shown in Fig. 12 may
be the Internet financial platform server 120 shown in Fig. 1 to Fig. 4.

[00251] As shown in Fig. 12, the data processing apparatus 1200 may include a first
acquisition module 1210, a first generation module 1220 and a first transmission module
1230.

[00252] The first acquisition module 1210 may be configured to acquire a target activation
instruction and a payment token to be activated which is stored in association with a payment
card account number which needs to be activated, wherein a transaction card type of the
payment card account number which needs to be activated is same as a transaction card type
indicated by the target activation instruction.

[00253] The first generation module 1220 may be configured to generate target activation
data according to the payment token to be activated.

[00254] The first transmission module 1230 can be configured to send the target activation
data and the target activation instruction to a target electronic device, wherein the target
activation instruction is configured to request the target electronic device to update a target
payment token in target personalized data to be the payment token to be activated and set the
updated target payment token to in an activated state, wherein a transaction card type
indicated by the target personalized data is same as the transaction card type indicated by the
target activation instruction.

[00255] In the embodiment of the present application, after a payment token to be activated
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which is stored in association with a payment card account number which needs to be
activated and a target activation instruction which indicates a same transaction card type as
that of the payment card account number which needs to be activated, target activation data is
generated according to the payment token to be activated, and the target activation data and
the target activation instruction are sent to the target electronic device, so that the target
electronic device updates a target activation token in target personalized data of the same
transaction card type as that indicated by the target activation instruction to be the payment
token to be activated, and sets the updated target payment token to be in an activated state,
and thus the target activation token in the target personalized data can be updated directly
with the payment token to be activated and the updated target payment token can be activated
accordingly without deleting an activated payment token and its corresponding personalized
data in a process of activating the payment token to be activated, thereby reducing processes
of deleting personalized data, verifying personalized data and downloading personalized data
in the process of activating the payment token to be activated, and thus avoiding errors
caused by the above-mentioned processes when setting a default payment card so as to
improve a success rate of setting the default payment card.

[00256] In some embodiments of the present application, the data processing apparatus 1200
may further include a second acquisition module configured to the target personalized data,
wherein the first generation module 1220 may be particularly configured to generate the
target activation data according to the payment token to be activated and the target
personalized data.

[00257] In some embodiments of the present application, the data processing apparatus 1200
may further include a fourth transmission module and a fourth reception module.

[00258] The fourth transmission module may be configured to send a data query request to
the target electronic device, wherein the data query request is configured to find the target
personalized data in a target security element of the target electronic device.

[00259] The fourth reception module may be configured to receive a data query result fed
back by the target electronic device, wherein the second acquisition module may be
specifically configured to acquire the target personalized data in a case where the data query

result indicates that the target personalized data has not been found in the target security
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element.

[00260] In some embodiments of the present application, the payment card account number
may include a default payment card account number which needs to be set, wherein the data
processing apparatus 1200 may further include a fifth reception module and a first parsing
module.

[00261] The fifth reception module may be configured to receive a default card setting
request sent by the target electronic device.

[00262] The first parsing module may be configured to parse, in response to the default card
setting request, the default card setting request to obtain information of the default card
setting request, wherein the information of the default card setting request includes the
default payment card account number which needs to be set.

[00263] In some embodiments of the present application, the data processing apparatus 1200
may further include a sixth reception module, a fourth processing module, a fifth processing
module and a sixth processing module.

[00264] The sixth reception module may be configured to receive an activation result sent by
the target electronic device, wherein the activation result is configured to indicate that the
target electronic device has set the payment token to be activated to be in an activated state.
[00265] The fourth processing module may be configured to set, in response to the activation
result, a payment card attribute corresponding to the payment card account number which
needs to be activated as a target attribute, wherein the target attribute indicates a default
payment card for the target electronic device.

[00266] The fifth processing module may be configured to set a token state corresponding to
the payment token to be activated to be an activated state.

[00267] The sixth processing module may be configured to establish an association
relationship between the payment token to be activated and the target electronic device.
[00268] In some embodiments of the present application, the payment card account number
may include a default payment card account number which needs to be changed, wherein the
data processing apparatus 1200 may further include a seventh reception module and a second
parsing module.

[00269] The seventh reception module may be configured to receive a default card changing
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request sent by the target electronic device.

[00270] The second parsing module may be configured to parse, in response to the default
card changing request, the default card changing request to obtain information of the default
card changing request, wherein the information of the default card changing request includes
the default payment card account number which needs to be changed.

[00271] In some embodiments of the present application, the data processing apparatus 1200
may further include a third acquisition module configured to acquire a target payment card
account number, wherein a payment card attribute corresponding to the target payment card
account number is a target attribute, and the target attribute indicates a default payment card
for the target electronic device. The fourth transmission module may be particularly
configured to send the data query request to the target electronic device in a case where a
payment card type of the target payment card account number is different from a payment
card type of the default payment card account number which needs to be changed.

[00272] In some embodiments of the present application, the data processing apparatus 1200
may further include an eighth reception module, a seventh processing module, an eighth
processing module and a ninth processing module.

[00273] The eighth reception module may be configured to receive an activation result sent
by the target electronic device, wherein the activation result is configured to indicate that the
target electronic device has set the payment token to be activated to be in an activated state.
[00274] The seventh processing module may be configured to set a payment card attribute
corresponding to the payment card account number which needs to be activated as a target
attribute and setting a payment card attribute corresponding to the target payment card
account number as a non-target attribute in response to the activation result.

[00275] The eighth processing module may be configured to set a token state corresponding
to the payment token to be activated to an activated state, and setting a token state
corresponding to the target payment token which is stored in association with the target
payment card account number to an inactivated state.

[00276] The ninth processing module may be configured to establish an association
relationship between the payment token to be activated and the target electronic device, and

deleting an association relationship between the target payment token and the target
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electronic device.

[00277] In some embodiments of the present application, the data processing apparatus 1200
may further include a ninth reception module, a third parsing module, a fourth generation
module, a fifth transmission module, a tenth reception module, and a second storage module.
[00278] The ninth reception module may be configured to receive a payment card binding
request sent by the target electronic device.

[00279] The third parsing module may be configured to parse, in response to the payment
card binding request, the payment card binding request to obtain information of the payment
card binding request, wherein the information of the payment card binding request includes a
payment card account number which needs to be bound.

[00280] The fourth generation module may be configured to generate a token generation
request according to the payment card account number which needs to be bound.

[00281] The fifth transmission module may be configured to send the token generation
request to a payment token management server, wherein the token generation request is
configured to request the payment token management server to generate a payment token
corresponding to the payment card account number which needs to be bound.

[00282] The tenth reception module may be configured to receive the payment token
corresponding to the payment card account number which needs to be bound fed back by the
payment token management server.

[00283] The second storage module may be configured to store the payment card account
number which needs to be bound and the payment token corresponding to the payment card
account number which needs to be bound in association with each other.

[00284] In some embodiments of the present application, the data processing apparatus 1200
may further include an eleventh reception module, a fourth parsing module, a fourth
acquisition module, and a tenth processing module.

[00285] The eleventh reception module may be configured to receive a state changing
request.

[00286] The fourth parsing module may be configured to parse, in response to the state
changing request, the state changing request to obtain information of the state changing

request, wherein the information of the state changing request includes a payment card
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account number whose state needs to be changed and a target payment state of the target
electronic device.

[00287] The fourth acquisition module may be configured to acquire a payment token whose
state is to be changed which is stored in association with the payment card account number
whose state is to be changed.

[00288] The tenth processing module may be configured to update a token state
corresponding to the payment token whose state is to be changed to be the target payment
state.

[00289] In some embodiments of the present application, the target payment state may
include any one of a loss-reported state and an unbound state, wherein the data processing
apparatus 1200 may further include an eleventh processing module configured to delete an
association relationship between the payment card account number whose state needs to be
changed and the target electronic device in a case where a payment card attribute
corresponding to the payment card account number whose state needs to be changed is a
target attribute, wherein the target attribute indicates a default payment card for the target
electronic device.

[00290] In some embodiments of the present application, the target payment state may
include any one of a loss-reported state, an unbound state, and an activated state.

[00291] In some embodiments of the present application, the data processing apparatus 1200
may further include a twelfth reception module, a fifth parsing module, a twelfth processing
module, and a thirteenth processing module.

[00292] The twelfth reception module may be configured to receive a transaction request sent
by the target acquiring device.

[00293] The fifth parsing module may be configured to parse, in response to the transaction
request, the transaction request to obtain information of the transaction request, wherein the
information of the transaction request includes the target payment token.

[00294] The twelfth processing module may be configured to query for a token state
corresponding to the target payment token.

[00295] The thirteenth processing module may be configured to refuse to execute a

transaction corresponding to the transaction request in a case where the token state
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corresponding to the target payment token is an abnormal state, wherein the abnormal state
includes any one of a loss-reported state and an unbound state.

[00296] In some embodiments of the present application, the data processing apparatus 1200
may further include a fifth generation module and a sixth transmission module.

[00297] The fifth generation module may be configured to generate transaction feedback
information corresponding to the transaction request according to the token state
corresponding to the target payment token.

[00298] The sixth transmission module may be configured to send the transaction feedback
information to the target acquiring device.

[00299] It should be noted that the data processing apparatus 1200 shown in Fig. 12 is able to
execute various steps in the method embodiment shown in Fig. 6 and realize various
processes and effects in the method embodiment shown in Fig.6, which will not be repeated
here.

[00300] Fig. 13 shows a schematic diagram of the hardware structure of an example of a data
processing device according to the present application.

[00301] The data processing device may include a processor 1301 and a memory 1302
having computer program instructions stored thereon.

[00302] Specifically, the above-mentioned processor 1301 may include a central processing
unit (CPU), or a specific integrated circuit (Application Specific Integrated Circuit, ASIC), or
may be configured as one or more integrated circuits for implementing the embodiments of
the present application.

[00303] The memory 1302 may include a mass storage for storing data or instructions. By
way of example and not limitation, the memory 1302 may include a hard disk drive (Hard
Disk Drive, HDD), a floppy disk drive, a flash memory, an optical disk, a magneto-optical
disk, a magnetic tape, or a universal Serial bus (Universal Serial Bus, USB) drive or a
combination of two or more of the above. The memory 1302 may include a removable or a
non-removable (or fixed) media, where appropriate. The memory 1302 may be internal or
external to the data processing device, where appropriate. In particular embodiments, the
memory 1302 may be a non-volatile solid state memory. In particular embodiments, the

memory 1302 may include a read only memory (ROM). Where appropriate, The ROM may
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be a mask programmed ROM, a programmable ROM (PROM), an erasable PROM (EPROM),
an electrically erasable PROM (EEPROM), an electrically rewritable ROM (EAROM) or a
flash memory or a combination of two or more of the above.

[00304] The processor 1301 reads and executes the computer program instructions stored in
the memory 1302 to implement any one of the data processing methods in the foregoing
embodiments.

[00305] In one example, the data processing device may further include a communication
interface 1303 and a bus 1310. As shown in Fig. 13, the processor 1301, the memory 1302,
and the communication interface 1303 are connected through the bus 1310 to communicate
with each other.

[00306] The communication interface 1303 is mainly configured to facilitate implementation
of communications between various modules, apparatuses, units and/or devices in the
embodiments of the present application.

[00307] The bus 1310 includes hardware, software, or both of them, and is configured to
couple various components of the data processing device to each other. By way of examples
and not limitations, the bus 1310 may include an accelerated graphics port (Accelerated
Graphics Port, AGP) or other graphics bus, an enhanced industry standard architecture
(Enhanced Industry Standard Architecture, EISA) bus, a front side bus (Front Side Bus, FSB),
a hyper transport (Hyper Transport, HT) interconnect, an industry standard architecture
(Industry Standard Architecture, ISA) bus, an infiniband interconnect, a low pin Count (Low
Pin Count, LPC) bus, a memory bus, a microchannel architecture (Microchannel Architecture,
MCA) bus, a peripheral component interconnect (Peripheral Component Interconnect, PCI)
bus, a PCl-express (PCI-Express, PCI-X) bus, a serial advanced technology attachment
(Serial Advanced Technology Attachment, SATA) bus, a video electronics standards
association local (Video Electronics Standards Association Local, VLB) bus or any other
suitable bus or a combination of two or more of the above. The bus 1310 may include one or
more buses, where appropriate. Although the embodiments of the present application describe
and illustrate particular buses, the present application anticipates any suitable bus or
interconnects.

[00308] The data processing device is able to execute an information processing method
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according to the embodiments of the present application, thereby implementing the data
processing method and apparatus described in conjunction with Fig. 5 to Fig. 12.

[00309] In addition, referring to the data processing methods according to the foregoing
embodiments, there may be provided a computer-readable storage medium in the
embodiments of the present application. The computer-readable storage medium has
computer program instructions stored thereon; and the computer program instructions are
executed by a processor to implement any one of the data processing methods in the
foregoing embodiments.

[00310] To be clear, the present application is not limited to the specific configurations and
processes described above and illustrated in the figures. For sake of brevity, detailed
descriptions of known methods are omitted here. In the above-described embodiments,
several specific steps are described and shown as examples. However, the method processes
of the present application are not limited to the described and shown specific steps, and those
skilled in the art can make various changes, modifications and additions or change the order
between the steps after comprehending spirits of the present application.

[00311] The functional blocks shown in the above-described structural block diagrams may
be implemented in hardware, software, firmware, or a combination thereof. When
implemented in hardware, the functional block may be, for example, an electronic circuit, an
application specific integrated circuit (ASIC), suitable firmware, a plug-in, a function card, or
the like. When implemented in software, such elements of the present application may be
programs or code segments for performing the required tasks. The program or code segments
may be stored in a machine-readable medium or transmitted over a transmission medium or a
communication link by data signals carried in carrier waves. A "machine-readable medium"
may include any medium that can store or transmit information. Examples of the
machine-readable media may include an electronic circuit, a semiconductor memory device,
an ROM, a flash memory, an erasable ROM (EROM), a floppy disk, a CD-ROM, an optical
disk, a hard disk, a fiber optic media, a radio frequency (RF) link, and the like. The code
segments may be downloaded via a computer network such as the Internet, an intranet, or the
like.

[00312] Various aspects of the present application have been described above with reference
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to flowcharts and/or block diagrams of the methods, apparatus (systems) and machine
program products according to the embodiments of the present application. It should be
understood that each block in the flowcharts and/or the block diagrams and a combination of
the blocks in the flowcharts and/or the block diagrams may be implemented by programs or
instructions. These programs or instructions may be provided to a processor of a
general-purpose computer, a special-purpose computer, or other programmable data
processing apparatus to produce a machine that causes these programs or instructions to be
executed via the processor of the computer or other programmable data processing apparatus
to implement functions/actions specified in one or more of the blocks in the flowcharts and/or
the block diagrams. The processor may be, but is not limited to, a general-purpose processor,
a special-purpose processor, an application specific processor, or a field programmable logic
circuit. It should be understood that each block in the flowcharts and/or the block diagrams
and a combination of the blocks in the flowcharts and/or the block diagrams may be
implemented by a special-purpose hardware that performs the specified functions or actions,
or may be implemented by a combination of special-purpose hardware and/or computer
instructions.

[00313] It should also be noted that the exemplary embodiments mentioned in the present
application describe some methods or systems based on a series of steps or devices. However,
the present application is not limited to the order of the steps, that is, the steps may be
performed in the order mentioned in the embodiments, or in an order different from the order
mentioned in the embodiments, or several steps may be performed simultaneously.

[00314] The above-described embodiments are only specific implementations of the present
application. Those skilled in the art will clearly understand that specific operation processes
of the above-described systems, modules and units may refer to corresponding processes in
the foregoing method embodiments, in order for convenience and brevity of the description,
and they will not be repeated here. It should be understood that a protection scope of the
present application is not limited to the embodiments, and those skilled in the art will easily
anticipate various equivalent modifications or replacements within the technical scope
disclosed in the present application, and all of these modifications or replacements fall within

the protection scope of the present application.

52



What is claimed is:

1. A method for setting an NFC function for an electronic device, the method is applied
in the electronic device and comprising:

receiving activation data and an activation instruction from a server in response to a card
activating request from the electronic device, wherein the activation data comprises a first
payment token corresponding to a first payment card account number, and the activation
instruction indicates a transaction card type which is a same type as a first transaction card
type of the first payment card account number;

replacing, in response to the activation instruction, a second payment token included in
personalized data stored on the electronic device with the first payment token, wherein a
second payment card account number corresponding to the second payment token was active
for the NFC function, a second transaction card type of the second payment card account
number is a same as the transaction card type indicated by the activation instruction; and

setting the first payment token to be in an activated state such that the first payment card

account number is activated for the NFC function.

2. The method according to claim 1, wherein the personalized data is stored in a security

element of the electronic device.

3. The method according to claim 2, wherein the activation data further comprises the
personalized data;

wherein before the replacing the second payment token in the personalized data, the
method further comprises:

storing the personalized data in the security element.

4. The method according to claim 2, wherein after the setting the first payment token to
be in the activated state, the method further comprises:
setting an activated payment token other than the first payment token to be in an

inactivated state.
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5. The method according to any of claims 2 to 4, wherein before sending the card
activating request, the method further comprises:
receiving the first payment card account number via a selection by a user of the
electronic device from a plurality of payment card account numbers;
generating the card activating request according to the first payment card account
number, wherein the card activating request is a default card setting request which is
configured to request the server to set the first payment card account number as a default

payment card account number for the NFC function.

6. The method according to any one of claims 2 to 4, wherein before sending the card
activating request, the method further comprises:
receiving the first payment card account number via a selection by a user of the
electronic device from a plurality of payment card account numbers;
generating the card activating request according to the first payment card account
number, wherein card activating request is a default card changing request which is
configured to request the server to change a default payment card account number for the

NFC function to be the first payment card account number.

7. A method for setting an NFC function for an electronic device, the method is applied
in a server communicating with the electronic device and, comprising:

acquiring, according to a first payment card account number carried in a card activating
request received from the electronic device, an activation instruction and a first payment
token which is stored in association with the first payment card account number, wherein the
activation instruction indicates a transaction card type which is a same type as a first
transaction card type of the first payment card account number;

generating activation data according to the first payment token; and

sending the activation data and the activation instruction to the electronic device,
wherein the activation instruction is configured to instruct the electronic device to replace a

second payment token included in personalized data stored on the electronic device with the
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first payment token, wherein a second payment card account number corresponding to the
second payment token was active for the NFC function, and wherein a second transaction
card type of the second payment card account number is a same type as the transaction card
type indicated by the activation instruction, and set the first payment token to be in an
activated state such that the first payment card account number is activated for the NFC

function.

8. The method according to claim 7, wherein before the generating the activation data
according to the first payment token, the method further comprises:

acquiring the personalized data; and

wherein the generating the activation data according to the first payment token
comprises:

generating the activation data according to the first payment token and the personalized

data.

9. The method according to claim 8, wherein before the acquiring the personalized data,
the method further comprises:

sending a data query request to the electronic device, wherein the data query request is
configured to query in a security element of the electronic device for the personalized data;
and

receiving a data query result fed back by the electronic device; and

wherein the acquiring the personalized data comprises:

acquiring the personalized data in a case where the data query result indicates that the

personalized data has not been found in the security element.

10. The method according to claim 9, wherein the card activating request is a default
card setting request which is configured to request the server to set the first payment card
account number as a default payment card account number for the NFC function;

wherein before the acquiring the activation instruction and the first payment token, the

method further comprises:
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parsing, in response to the default card setting request, the default card setting request to
obtain information of the default card setting request, wherein the information of the default

card setting request comprises the first payment card account number.

11. The method according to claim 10, wherein after the sending the activation data and
the activation instruction to the electronic device, the method further comprises:

receiving an activation result sent by the electronic device, wherein the activation result
is configured to indicate that the electronic device has set the first payment token to be in an
activated state;

setting, in response to the activation result, a payment card attribute corresponding to the
first payment card account number as a target attribute, wherein the target attribute indicates a
default payment card for the NFC function of the electronic device; and

setting a token state corresponding to the first payment token to be an activated state;
and

establishing an association relationship between the first payment token and the NFC

function of the electronic device.

12. The method according to claim 9, wherein the card activating request is a default
card changing request which is configured to request the server to change a default payment
card account number to be the first payment card account number;

wherein before the acquiring the activation instruction and the first payment token, the
method further comprises:

parsing, in response to the default card changing request, the default card changing
request to obtain information of the default card changing request, wherein the information of

the default card changing request comprises the first payment card account number.

13. The method according to claim 12, wherein before the sending the data query
request to the electronic device, the method further comprises:
acquiring a target payment card account number, wherein a payment card attribute

corresponding to the target payment card account number is a target attribute, and the target
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attribute indicates a default payment card for the NFC function of the electronic device; and
wherein the sending the data query request to the electronic device comprises:
sending the data query request to the electronic device in a case where a payment card
type of the payment card account number is different from the first payment card type of the

first payment card account number.

14. The method according to claim 13, wherein after the sending the activation data and
the activation instruction to the electronic device, the method further comprises:

receiving an activation result sent by the electronic device, wherein the activation result
is configured to indicate that the electronic device has set the first payment token to be in an
activated state;

setting, in response to the activation result, a payment card attribute corresponding to the
first payment card account number as the target attribute and a payment card attribute
corresponding to the second payment card account number as a non- attribute; and

setting a token state corresponding to the first payment token to an activated state, and
setting a token state corresponding to the second payment token to an inactivated state; and

establishing an association relationship between the first payment token and the NFC
function of the electronic device, and deleting an association relationship between the second

payment token and the NFC function of the electronic device.

15. The method according to claim 7, wherein before the acquiring the activation
instruction and the first payment token, the method further comprises:

receiving a payment card binding request sent by the electronic device;

parsing, in response to the payment card binding request, the payment card binding
request to obtain information of the payment card binding request, wherein the information of
the payment card binding request comprises a payment card account number which needs to
be bound;

generating a token generation request according to the payment card account number
which needs to be bound;

sending the token generation request to a payment token management server, wherein
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the token generation request is configured to request the payment token management server
to generate a payment token corresponding to the payment card account number which needs
to be bound;

receiving the payment token corresponding to the payment card account number which
needs to be bound fed back by the payment token management server; and

storing the payment card account number which needs to be bound and the payment
token corresponding to the payment card account number which needs to be bound in

association with each other.

16. The method according to claim 7, wherein the method further comprises:

receive a state changing request from the electronic device;

parsing, in response to the state changing request, the state changing request to obtain
information of the state changing request, wherein the information of the state changing
request comprises a payment card account number whose state needs to be changed and a
target payment state of the electronic device;

acquiring a payment token whose state is to be changed and which is stored in
association with the payment card account number whose state needs to be changed; and

updating a token state corresponding to the payment token whose state is to be changed

to be the target payment state.

17. The method according to claim 16, wherein the target payment state comprises any
one of a loss-reported state and an unbound state;

wherein after the information of the state changing request is obtained, the method
further comprises:

deleting an association relationship between the payment card account number whose
state needs to be changed and the NFC function of the electronic device in a case where a
payment card attribute corresponding to the payment card account number whose state needs
to be changed is a target attribute, wherein the target attribute indicates a default payment

card for the NFC function of the electronic device.
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18. The method according to claim 16, wherein the target payment state comprises any

one of a loss-reported state, an unbound state, and an activated state.

19. The method according to claim 7, wherein the method further comprises:

receiving a transaction request sent by an acquiring device;

parsing, in response to the transaction request, the transaction request to obtain
information of the transaction request, wherein the information of the transaction request
comprises a payment token;

querying for a token state of the payment token;

refusing to execute a transaction corresponding to the transaction request in a case where
the token state of the payment token is an abnormal state; and

wherein the abnormal state comprises any one of a loss-reported state and an unbound

state.

20. The method according to claim 19, wherein after the refusing to execute the
transaction corresponding to the transaction request, the method further comprises:

generating transaction feedback information corresponding to the transaction request
according to the token state of the payment token; and

sending the transaction feedback information to the acquiring device.

21. A data processing apparatus for setting an NFC function for an electronic device,
comprising:

a first reception module configured to receive activation data and an activation
instruction sent from a server in response to a card activating request, wherein the activation
data comprises a first payment token corresponding to a first payment card account number,
and the activation instruction indicates a transaction card type which is a same type as a first
transaction card type of the first payment card account number;

a first processing module configured to replace, in response to the activation instruction,
a second payment token included in personalized data stored on the electronic device with the

first payment token, wherein a second payment card account number corresponding to the
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second payment token was active for the NFC function and wherein a second transaction card
type of the second payment card account number is a same type as a transaction card type
indicated by the activation instruction; and

a second processing module configured to set the first payment token to be in an

activated state such that the payment card account number is activated for the NFC function.

22. A data processing apparatus for setting an NFC function for an electronic device,
comprising:

an acquisition module configured to acquire, according to a first payment card account
number carried in a card activating request received from the electronic device, an activation
instruction and a first payment token which is stored in association with the first payment
card account number, wherein the activation instruction indicates a transaction card type
which is a same type as the first transaction card type of the first payment card account
number;

a first generation module configured to generate activation data according to the first
payment token; and

a first transmission module configured to send the activation data and the activation
instruction to the electronic device, wherein the activation instruction is configured to instruct
the electronic device to replace a second payment token included in personalized data stored
on the electronic device with the first payment token, wherein a second payment card account
number corresponding to the second payment token was active for the NFC function, and
wherein a second transaction card type of the second payment card account number is a same
type as the transaction card type indicated by the activation instruction, and set the first
payment token to be in an activated state such that the first payment card account number is

activated for the NFC function.

23. A data processing device comprising: a processor and a memory storing computer
program instructions;
wherein the processor is configured to execute the computer program instructions to

implement the method for setting an NFC function for an electronic device according to any
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one of claims 1-20.

24. A computer-readable storage medium storing computer program instructions,
wherein the computer program instructions are executed by a processor of an electronic
device to implement the method for setting an NFC function for an electronic device

according to any one of claims 1-20.
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