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BACKGROUND OF THE INVENTION
1. Field of the Invention

An object of the present invention is a system of
communications between an electronic service center and
a user by means of an interface. It is designed
particularly for fields in which the working of the
interface is conditioned by the presence of an
electronic microcircuit of the token, chip carrier,
chip card or other type, that is temporarily and
detachably or permanently inserted iﬁto the interface.
This type of system is found for example with portable
telephones that are kept available to users but must be
barred to persons who have not inserted a correspogding
circuit. It .also pertains to all payment terminals
making direct use of chip cards notably in order to
bring about cash withdrawals from bank accounts.

2. Description of the Prior Art

The problem encountered with systems of this type
is related to the definition of the interface. Indeed,
at a given instant, the known requirements of éafety
and comfort of the transaction entail the
implementation of procedures using the interface. These
procedure are open-ended and constantly déveloping. The
consequence or drawback thereof is that obsolete
interfaces need to be changed as and when the system
develops.

It is possible, nevertheless, to envisage the
updating of the interface operation systems in a manner
similar to that used to update operating systems in
microcomputers. However, the drawback of this method is

that several updating operations have to be carried
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bring about cash withdrawal s from bank accounts. 2. Description of the
Prior Art The probl em encountered with systens of this type is related to
the 'definition of the interface. Indeed, at a given instant, the known
requi renents of safety and confort of t he transaction ent ai
the inplenentati on of procedures using the interface. These procedure are
open-ended and constantly devel opi ng. The consequence or drawback thereof
is that obsolete interfaces need to be changed as and when the system
devel ops. It is possible, neverthel ess, 2o envisage the updating of the
interface operation systems in a nmanner simlar to that used to update
However, the drawback of E S nethod

operatlng syst ens roco ut er,

is that sever%Ht'updgi‘TmﬁéeB]% tloﬁz‘ehav%w’?%rbe O rirader
interface 1is not its |user, i.e. the person who
possesses the authorizing electronic circuit in
question. For example, for a terminal enabling payment
by chip cards in a restaurant, the owner of the
interface is the restaurant-owner while the user or
payer is the bearer of the chip card. This is also the
case with portable telephone systems, notably in the
field of rented cars in which the portable telephone
(and hence the interface) beldnq to a car rental firm
(or to a telecommunications network utility company)
and where the chip card or electronic circuit concerned
belongs to the user. In this case, a difference in
updating, from one interface to another, may make the
use very complicated for a user.

There is a necessary gap between the wishes of the
user whose interest lies in obtaining access, with his
card, to the very latest improvements and the concerns
of the interface manager who may be tempted, for
reasons of cost, to limit the number of campaigns for
updating the interfaces that he is managing.

A practical example of a need is the one felt in
the field of portable telephones where the interface
manager or else the owner of the electronic service
center would 1like to be able to count "down prepaid
units in users' chip cards, somewhat as is done for
public telephones. Now, in presént—day portable
telephone sets, the interfaces are not provided, in
their operating system, with a set of instructions that
enables this countdown or reverse counting operation.
This will be the case at a later date. The problem to
be resolved in this particular case, therefore, is that

of carrying out a countdown in the chip card, with an
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.2 out.. Furthernore, the owner, or nmanager, of an interface is not
its wuser, i.e. the person who possesses t he aut hori zi ng

el ectronic circuit in question. For exanple, for a termnal enabling
paynent by chip cards in a restaurant, the owner of the interface
I's the restaurant-owner while the user or payer is the bearer of the chip
card. This is also the case with portable tel ephone systens, notably in the
field of rented cars in which the portable tel ephone (and hence the
interface) belong to a car rental firm (dr to a tel econmunications network
utility conpany) and where the chip card or electronic circuit concerned

interface that is not provided with means for this
purpose, of the countdown pulses that would be sent by
a telephone electronic service center. The difficulty
of the problem can clearly be seen. -

An object of the invention is to find a solution
to this problem and to propose far greater flexibility
of use of the interfaces or operating terminals.
Several approaches may be envisaged. It is possible,
notably, to define a "universal" mechanism that enables
the terminals to be managed transparently from the
electronic service center. For this purpose, it would
be necessary to equip every existing terminal with this
new mechanisn. This approach is therefore an
unrealistic one. The  approach envisaged in the
invention does not call for any modification of the
terminal, and only uses resourtes of this terminal that
are already available. These resources are either
procedures available from the electronic service center
or card instructions (these cards being fitted into the
terminal) controlled from the electronic service center
that enable data elements to be conveyed through the
terminal up to the card. Furthermore, according to the
invention, these terminals will themselves have the
simplest possible operating system which, ultimately,
will not even need to be constantly updated.

The idea of the invention entails the use, in the
operating system of the interfaces, of a minimum set of
instructions or even an existing procedure from the
existing set of instructions. This set or this
procedure is used to cause the designating, in a
reserved zone of the memory of the c¢hip, of an
instruction of a complementary set, or extended set.

This complementary instruction is then carried out
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. belongs to the user. In this case, a difference in updating, from one
interface to another, may nmake the use very conplicated for a user. There
.is d necessary gap between the wi shes of the user whose interest lies in
obtaining access, with his card, to the very |atest inprovenents and the
concerns of the interface nmanager who may be tenpted, for reasons of cost,
to limt the nunber of canpaigns for updating the interfaces that he is
managi ng. A practical exanple of a need is the one felt in the field of
portabl e tel ephones where the interfacefmanager or else the owner of the

el ectronic service center would like to be able to count down prepaid units

in users’ Ch%&hearr q§0¥ é&é{%&‘&{ ﬁ odSsd] %EOEnB%Hﬁ cal® %Qh%ysthe Now,
in present t one s faces are rot provided,
in mlcroprocessor of the 1nterface, these microprocessors
acting on the designated peripherals. They prompt, for
example, a display of information elements on a screen
of the interface, a counting down of prepaid units in a
memory of the chip card, a dispatching, to the
electronic service center, of a report relating to the
chip card andfor to the call in progress (notably for
purposes of billing related to transmission times) or
an invalidation of the chip card, etc. )

With the existence of a reserved zone whose place
and use are known, it 1is thus possible, with the
mninimum set of instructions of the interface operating
system, to load the characteristics of an instruction.
The characteristics of this instruction are either the
instruction codé of this instruction itself or an
address of this instruction in a memory of the chip. In
addition to this reserved zone, the microprocessor of
the <chip <card contains an automatic process for
carrying out the instruction whose characteristics have
been loaded into the reserved zone. As soon as it is
sought to. increase the wutilization capacity of a
system, the characteristics of the instruction to be
carried out are sent to the chip from the electronic
service center. They are transmitted natutrally by the
interface. Since this interface is capable in practice
of selecting and writing (this is a minimum) in a
memory 2zone in the memory  of the chip card, it can
write the characteristics of this instruction therein.
Subsequently, the microprocessor of the chip card takes
over the operation in order to bring about the
performance of this instruction with its automatic
process.
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-thei r «operating system with a set of instructions that enables this

countdown or reverse counting operation. This will be the case at a later
date. The problemto be resolved in this particular case, therefore, is
that of carrying out a countdown in the chip card, with an 3 interface

that is not provided with neans for this purpose, of the countdown pul ses
that woul d be sent by a tel ephone electronic service center. The difficulty
of the problemcan clearly be seen. An object of the inventionis to find a
solution to this problemand to propose $ar greater flexibility of use of
the interfaces or operating termnals.

In one improvement, rather than sending the
instruction from the electronic service center,
additional instructions will be 1loaded into updated
chip cards, in additional sets of instructions. In this
case, the characteristics of instructions to be sent by
the electronic service center consist only of a
designator, designating that one of the instructions
which is to be carried out. -

As a variant, an existing procedure is used to
manage the card that is associated with the sending of
a data element. A data element is given a particular
form and, at reception in the card, it is ascertained
that the data element has this particular form. If
desired, an instruction of the extended set of
instructions is carried out, and this instruction then
corresponds to this particular data elemeht.

SUMMARY OF THE INVENTION

An object of the invention, therefore, is a
communications system comprising:

- an electronic service center, an electronic chip
borne by a chip card and a communications interface
between this electronic service center, this chip and
possibly a user;

- in the interface, a microprocessor and a program
memory provided with a limited set of instructions or
procedures of communication with the chip, and

- in the chip, a microprocessor and a program
memory also provided with a corresponding limited set
of instructions or procedurés,

wherein the chip comprises

~ a reserved memory zone in which, during a session
of use, the instructions or procedures of the chip

and/or of the interface are used to select or write the
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-.Several approaches may be envisaged. It is possible, notably, to define a
“uni versal " nechanismthat enables the termnals to be managed .
transparently fromthe el ectronic service center. For this purpose, it
waul d be necessary to equip every existing terminal with this new

mechani sm Thi s approach S therefore an unrealistic one. The
approach envi saged in the invention does not call for any nodification
of the termnal, and only uses resources of this termnal that are already
avai | abl e. These resources are either précedures avail able fromthe

el ectronic service center or card instructions (these cards being fitted

L e B D S SIS PR SR
Fur t her mor e, ofcddediligitted metisnventireseduress, taardri nals wi | | thensel ves
have the - an automatic process for the carrying out, during
this session of use, of this different instruction
after its characteristics have been selected or written
in this reserved memory zone.
BRIEF DESCRIPTION OF THE DRAWINGS
The invention will be understood more clearly from
the following description and from the figures that
accompany it. These figures are given purely by way of
an indication and in no way restrict the scope of the
invention. Of these figures:

- Figure 1 shows a general view of a
communications system according to the invention;

- Figure 2 shows a schematic view of the operation
of the autoﬁatic prdécess for carrying out the
instruction of the complementary set;

- Figure 3 shows typical microprograms implemented
in a chip card working with the communications system
of the invention.

MORE DETAILED DESCRIPTION

Figure 1 shows a communications system according
to the invention comprising an electronic service
center 1, an electronic chip 2 that is borne, for
example, by a chip carrier 3 such as a chip card ‘or a
chip-based token or any other carrier, notably an
integrated circuit connection carrier in its DIP or SMC
pack. This system also has a communications interface 4
between this electronic service center 1, this chip 2
and possibly a user who may manipulate control buttons
5 of the interface 4. The electronic service center 1
is the system that houses the application and makes it

available to numerous interfaces and users. The
This Sheet HiilBeeIan{Tiliced




. i npl est possi ble operating systemwhich, ultimately, will not even need to
be constantly updated. The idea of the invention entails the use, in the
-operating systemof the interfaces, of a mnimmset of instructions or
even an existing procedure fron1the existing set of instructions. This
set or this procedure is used to cause the designating, in a reserved
zone of the nenory of the chip, of an instruction of a conplenentary set,

or extended set. This conplenentary instruction is then carried out 4

either by the mcroprocessor of the chip card or by the mcroprocessor of
the interface, these m croprocessors

electronic service center 1 sends information elements
to the interfaces as well as to the card by means of a
transmission link 6. There may, however, be a direct
connection. The transmission link 6 may also be a path
in a data transmission network and may take many forms:
it may be a wire 1link, a RF link etc. It uses a
transmission protocol and notably modems 7 and 8 to
convey information elements. These information elements
represent data elements, addresses and/or instructions.

The interface 4 may be dedicated to an
application, for example of the EFTPOS (Electronic
Found Transfer Point Of Sale) type or it may be a
standard interface, for example of the type used with
personal computers or with the Minitel system. The role
of the interface essentially is to enable a user to
enter intd dialog with the electronic service ‘center 1
or the chip 2 andfor to convey and shape information
elements sent to the electronic service center 1, the
chip 2 or the interface 4. The chip card 3 has data
elements proper to the application and proper to the
bearer (i.e. the user). It has an operating system that
offers a full range of functions by means of a set of
instructions which are mostly specific instructions.

In the interface 4, there is installed a
microprocessor 9 connected, by means of a tontrol, data
and address bus 10, essentially to a program memory 11,
a chip-carrier reader 12 and an input/output circuit
going towards the electronic service center 1, for
example the modem 8. In this minimal version, the
interface 4 is used only to ensure traffic with the
chip card 3. If need be, the bus 10 is also connected
to a display screen 13 used to display the operations

carried out. Preferably, the bus 10 is also connected
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.acting on the designated peripherals. They pronpt, for exanple, a display
of information elenents on a screen of the interface, a counting down of
prepaid units in a nenory of the <chip card, a dispatching, to the
el.ectronic service center, of a report relating to the chip card and/or to
the call in progress (notably for purposes of billing related to

transm ssion tinmes) or an invalidation-of the chip card, etc. Wth the

exi stence of a reserved zone whose place and use are known, it is thus
possible, with the mninumset of instrdctions of the interface operating
system to load the characteristics of an instruction. The characteristics

of this insteycthnp, 83 enBhiBRL ENebBILLUCHAN SOds of S4bs. | Astenpdion
itself or an address of this rnstruction”in a nmenory of the chip. I'n
addi ti on to €RF8redbeved FErEadehe ¥ crdprodedesifage between the

operator and the chip card or among the electronic
service center, the operator and the chip card. The
program memory 11 has a limited set of instructions, in
this case the instructions SELECT, READ, UPDATE,
STATUS, which are few in number. In practice, the only
essential instructions are the instructions SELECT and
UPDATE which respectively enable the selection of a
menory zone of the memory of the chip card and/or the
writing of information therein. However, for reasons of
comfort, this 1limited set will also include solely a
read—-only instruction READ for the reading of a zone of
the chip card and, preferably but not necessarily, an
instruction STATUS that can be used to send information
on the status of the counters”or internal registers of
the chip cards to the electronic service center and/or
to display them on the screen 13. The content of this
instruction is still to be defined. It could also be a
Joker type of instruction.

- "The chip 2 of the card 3 has a microprocessor 14
and a program memory 15 comprising at least one limited
set of instructions 16. The set 16 corresponds to the
set 11 and contains the same instructions as this set
11, i.e. the instructions SELECT, READ,” UPDATE and
STATUS. Here too, it is only the instructions SELECT
and UPDATE that are essential to the implementation of
the invention. It will be noted that the limited sets
11 and 16 may be a little more extensive than these
minimum sets. The chip 2 also has a bus 17, which is of
the same type as the bus 10, linking up the
microprocessor 14, the program memory 15 and an
input/output device 18. In the case of the chip cards,
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.the ¢hip card contains an automatic process for carrying out the
I nstructi on whose characteristics have been | oaded into the reserved zone.

. As soon as it is sought to increase the utilization capacity of a system
the characteristics of the instruction to be carried out are sent to the
chip fromthe electronic service center. They are transmtted naturally by
the interface. Since this interface is capable in practice of selecting and

witing (thisis amnimum in a nenory zone in the nmenory of the chip
card, it can wite the characteristics df this instruction therein
Subsequently, the m croprocessor of the chip card takes over the operation

| n order toiigN0; ABoH) olhBfuP el iBRNGE ST ol N Sakdibtd 16dd OBolhbBELES
whose metallic regions are designed to come into
contact with the feelers 19 of the reader 12.

Oone of the essential characteristics of the
invention is that the chip 2 has a reserved memory zone
20 linked by the bus 17 to the microprocessor 14. In
this reserved zone 20,  the electronic service center 1
prompts the = writing of characteristics of an
instruction different from that of the limited sets of
instructions 11 and 16. It prompts, for example,' a
writing of the characteristics of an instruction REPORT
(different from STATUS) tending to make the
microprocessor send a status report, to the screen 13,
on the balance of prepaid units contained in an
auxiliary memory 21 of the <card. This different
complemenfary instruction may also be an instruction °
ALGO tending to make the microprocessor 14 carry out a
message-enciphering algorithm or an algorithm for
authenticating the chip card 3 of the terminal 4. This
different instruction may also be an instruction CHANGE

_for changing the value of the prepaid units in order to
obliterate certain units 22 in accordance with the
duration of the call. It may also be an instruction
INVAL to disable or invalidate the card, or any other
instruction whose need will gradually bec¢ome felt as
and when the applications themselves develop.

What is stored in the reserved memory zone 20 is
not the characteristics of an instruction different
from that of the 1limited set of instructions, but
rather an address relating to the storage of an
instruction of a complementary set of instructions in a
complementary part 23 of the program memory 15 (or of

another memory of the chip 2). This mode is preferred
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-5 I'n one_inprovenent, rather than sending the instruction from the

el ectronic service center, additional instructions will be | oaded into
-updated chip cards, in additional sets of instructions. In this case, the
characteristics of instructions to be sent by the electronic service center
consist only of a designator, designating that one of the instructions
which is to be carried out. As a variant, an existing procedure is used to
manage the card that is associated with t he sending of a data elenent. A
data element is given a particular form@nd, at reception in the card, it
I's ascertained that the data el ement has thls particular form |f de5|red,

an inStrUCtiaeQQauQL itipeisexéﬁ’&g&q t%etmafgg the electronic service
center 1 send only the address, in the complementary
part 23 of the program memory 15, of the different
instructions that have to be carried out: REPORT, ALGO,
CHANGE, INVAL, etc. This is shorter. Figure 2 shows the
operation of the preferred automatic process for the
performance of the different instruction after it has
been selected or written. In this figure, the same
elements are designated by the same references as in
figure 1. The invention is especially valuable when the
pair constituted by the interface 4 and the chip 2 must
be made to carry out an instruction that is not already
in the limited set of instructions 11 or 16. In the
following description, the serial or parallel character
of the transmission of the various information elements
shdll not be taken into account. Indeed, the necessary
matching operations are carried, firstly, by the MODEM
8 and, secondly, for the known protocols for the
management of chip card memories, by the readers 12.

A message 24 is sent out by the electronic service
center 1. It essentially comprises a first part 25
relating to an instruction code, a second part 26
relating to a designated memory zone (the zone to which
the instruction pertains) and a part 27 relating to a
data element. The part 27 may have a fixed or variable
length and, in this case, in a known way, it has, by
way of a header in binary mode, a byte indicating the
length of the information element transmitted.

In a first example 24, the instruction will be a
SELECT instruction, and the concerned memory zone will
be the reéerved memory 20 whose address is MEM RES, and
fhe data element will relate to the characteristics of
an instruction, for example ALGO. The microprocessor 9
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_instructions is carried out, and this instruction then corresponds to this
particul ar data el enent. SUMVARY OF THE | NVENTI ON An obj ect of the
-invention, therefore, is a comunications system conprising: - an

e] ectronic service center, an electronic chip borne by a chip card and a
communi cations interface between this electronic service center, this chip
and possibly a user; - in the interface, a mcroprocessor and a program
menory provided with a limted set of instructions or procedures of

conmmuni cation with the chip, and - in the chip, a mcroprocessor and a
program nenory al so provided with a corresponding limted set of
instructiongapr @ﬂocedu eriln the.chsp ggpprlses

fHEERrall receive méssage 24 and
transmits the instruction contained in the zone 25, the
address contained in the zone 26 and the data element
contained in the zone 27 respectively on its control
bus 28, address bus 29 and data bus 30. This
transmission is sent to the nmicroprocessor 14,
according to known protocols and by means of the reader
12 and the connector 18. The microprocessor 14 then
carries out the instruction, SELECT for the message 24
or UPDATE for a message 31, starting with the locading
of this instruction into its i-nstruction register 32.
The concerned instruction is then carried out by the
microprocessor 14 which respectively selects or updates
the reserved memory 20. To this end, the selection
address MEM RES is transmitted by an address bus 33 of
the microprocessor 14. A: command Yesulting from the
execution of the SELECT or UPDATE instruction is
applied, by means of a control bus 34, to a circuit 35
for the management of the memory 20. The circuit 35 is
quite simply a read/write circuit so that it can carry
out operations for the reading or writing, in the
memory 20 at addresses conveyed by the bus 33, of data
elements conveyed by a data bus 36. The data bus 36
transmits the data elements received from the bus 33.
In the case of the message 31, the micréprocessor 14
makes the circuit 35 carry out a recording, namely an
operation of writing, in the memory 20 of the message
ALGO received from the electronic service center 1. It
is observed here that the fact of writing in the
reserved memory is in no way different from that of
writing in another part of the memory of the chip 2.
This is a common type of command. The automatic process

of the invention is designed for the transmission, in
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.~ a reserved nenory zone in which, during a session of use, the

I nstructions or procedures of the chip and/or of the interface are used to
‘sel ect or wite the 6 characteristics of an instruction different from
those of the limted sets or procedures, and - an automatic process for the
carrying out, during this session of use, of this different instruction
after its characteristics have been selected or witten in this reserved
menory zone. BRI EF DESCRI PTI ON OF THE DRAW NGS The invention will be
understood nore clearly fromthe foll owtfig description and fromthe figures
t hat

the instruction register 32 of the microprocessor 14,
of the different instruction whose characteristics have
thus been stored in the reserved memory 20.

In practice, in a preferred version, what has been
stored in the memory 20 is not the instruction itself
but an address of an instruction in the complementary
set of instructions 23. Hence, after the recording of
the characteristics, of the address, of the designated
complementary instruction, ALGO, the content of the
memory 20 1is used to serve as an address and to
designate one of the instructions of the program memory
23. In other words, in the preferred automatic process,
the microprocessor 14 reads the memory 20 and transmits
the data read to its address bus 33. This address
designates a memory zone of the program memory 23. Once
this desi%nating has been done, the microprocessor
carries out a reading, in the designated memory zone,
of the data element that is stored therein. This data
element is in fact the different instruction. The
microprocessor then transmits it by its control bus 34
to its instruction register 32. The nicroprogram of the
automatic process ends with a performance of the
different instruction that has been thus loaded.

The object of this different instruction may be to
modify the content of an auxiliary memory 21 of the
chip 2. This different instruction may also be
transmitted, in the reverse direction, to the
microprocessor 9 and may be applied to the interface 4
for display on the screen 13 or another such device. It
may also be implemented directly, by means of the
microprocessor 14, to modify the content of certain
memories or peripherals of the interface 4. However, in

view of the preferred choices of protocols, which are
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. acconpany it. These figures are given purely by way of an indication and in
no way restrict the scope of the invention. O these figures: - Fi gure

-1 shows a general view of a comuni cati ons system according to
the invention; - Figure 2 shows a schematic view of the operation of the
automati c process for carrying out the instruction of the
conplenentary set; -  Figure 3 shows typical mcroprogranms inplenented in a
chip card working with the comuni cations system of the invention. MORE
DETAI LED DESCRI PTION Figure 1 shows a cbfmunications system according to
the invention conprising an electronic service center 1, an electronic chip

2 that is DOrOg,eLPfvEXGTRES1elY dh PP LPIL] €rdtSESTs aS £B,ClY Reipgf d Or a
card 3 and an interface 4, it is preferred to delegate
the implementation of the different instruction to the
microprocessor 9. This instruction is therefore loaded
into an instruction register of the microprocessor 9,
in the same way as for the microprocessor 14.

Figure 3 shows a preferred operation of a
microprogram pre-recorded in a progranm mémory 16 of a
chip card liable to implement the communications system
of the invention. At the beginning of  this
microprogram, the microprocessor 14 is in a state of
awaiting the reception of an instruction. Then, it
receives an instruction transmitted by the bus 28.
First of all, it ascertains that this instruction is a
selection instruction during a step 37. If this is the
case, "it carries out the selection of the ‘memory zone,
which is the designated memory 20 or memory 21. If not,
during a step 38 the microprocessor carries out a test
to find out whether the instruction 1is a reading
instruction READ. If this is so, it prompts the reading
of the memory zone whose address is contained in the
part 26 of the message. If not, in a step 39 it finds
out whether the instruction is an updating instruction
and, if this is the case, it updates the concerned
memory zone. Finally, there is normally no longer any
test to be planned, and the remaining instruction
should be a STATUS instruction since, in principle, the
only instructions that the microprocessor is liable to
walt for are the instructions of the limited set of
instructions.

It can be seen that it is possible to provide for
a larger limited set of instructions- or, if necessary,

for a smaller limited set of instructions. Only the
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. chi p-based token or any other carrier, notably an integrated circuit
connection carrier inits DIP or SMC pack. This systemal so has a

.communi cations interface 4 between this electronic service center 1, this
chip 2 and possibly a user who may mani pul ate control buttons 5 of the
‘interface 4. The electronic service center 1 is the systemthat houses the
application and nakes it available to numerous I nterfaces and users.
The 7 electronic service center 1 sends information elenents to the
interfaces as well as to the card by nelghs of a transmission link 6. There
may, however, be a direct connection. The transmssion |ink 6 may also be a

path SELECT and UPDATE instructions are truly indispensable
for the method of the invention. Thus, in a step 40,
the microprocessor 14 will ascertain that the
instruction received 1is a request for preparing a
STATUS report and, if necessary, it carries out this
instruction. It must be noted that the STATUS
instruction could be a standardized instruction
without, in principle, carrying any designation of a
memory zone in the zone 26 of the message.

If, on the contrary, during the tests 37 to 460,
the microprocessor 14 has not detected the fact that an
awaited instruction has been recognized then, in an
operation 41, it delivers an error message (which may
be displayed for example on the screen 13, but not
necessarily so). During an operation 42 following the
execution of each of the -instructions SELECT, READ,;
UPDATE and possibly STATUS, the microprocessor 14 seeks
to find out whether the address contained in the part
26 of the message was an address MEM RES of the
reserved memory. If this was not the case, the
microprocessor 14 assumes that the processing of the
message has been completely carried out. It returns to
a standby or waiting state. As for the STATUS
instruction, the  system could be designed so that the
microprocessor 14 returns systematically to a state of
waiting for instructions, or else provision could be
made for carrying out the test 42 if the zone 26 of the.
message has been written in.

Should the zone 20 of the reserved memory be
concerned, the microprocessor 14 loads the address bus
33 with the content of this memory. The address bus 33
then designates one of several addresses of the

complementary memory 23. Depending on whether the bus
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.i.n a data transm ssion network and nmay take many fornms: it may be a wire
link, a RF link etc. It uses a transm ssion protocol and notably nodens 7
‘and 8 to convey information el enents. These information el enents represent
data el enents, addresses and/or instructions. The i nterface 4 may

be dedi cat ed to an application, for exanple of the EFTPCS (El ectronic
Found Transfer Point O Sale) type or it may be a standard interface, for
exanple of the type used with personal caonputers or with the Mnite

system The role of the interface essenﬁ?ally is to enable a user to enter
into dialog with the electronic service center 1 or the chip 2 and/or to

convey and sHaPQIAIR] ong! PTRALS SEloA® EDS ABERLEONSpaaIy gp oent er

1, the chip or the interface Thé card as data el ements proper
to the app||§§g|@@mgﬁyFﬁ%pe;ttéstp@551ble w1th a cascaded battery

of tests 43, 44, to prompt the selection, in the memory
23, of one out of several instructions. The
instructions have to be stored in the control register
32 of the microprocessor 14. Preferably, the memory 23
will be a non-volatile type of memory, with memory
cells comprising floating-gate transistors, preferably
of the electrical erasable programmable (EEPROM) type.
In this case, after the microprocessor 14 has been made
to carry out the complementary instruction, the erasure
of the reserved memory 1is brought about so that this
reserved memory is again blank. The erasure step 45 is
thus carried out, in this way, after the complementary
instruction has been carried out.

It is possible, however, to carry out a different
procedure. It is possible, for example, to design the
system so that the updating instruction UPDATE carried
out by the microprocessor 14 {and not by the
microprocessor 9) itself comprises a microprogram
consisting of the preliminary erasure of the reserved
memory ‘20 before the recording of a new designator with
a view to the execution of another complementary
instruction. This 1is useful when it 1is necessary to
prompt the counting down of units in the meémory zone 21
of the chip card 3. Indeed, in this case, at the first
transmission, the electronic service center 1 sends an
instruction UPDATE relating to the designating of an
instruction for counting down units in the
complementary zone 23. Subsequently, all that it needs
to do is to select the reserved memory so that the the
units may be counted down automatically. Indeed, the

countdown instruction is already recorded in the memory
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. beargr (i.e’ the user). It has an operating systemthat offers a full range
of functions by neans of a set of instructions which are nostly specific

-instructions. In the interface 4, there is installed a

nj croprocessor 9 connected, by neans of a control, data and address bus 10,

essentially to a programnenory 11, a chip-carrier reader 12 and an

| nput/output circuit going towards the electronic service center 1, for

exanple the nodem 8. In this mniml version, the interface 4 is

used only to ensure traffic with the cht card 3. Ki need be, the bus 10 is

al so connected to a display screen 13 used to display the operations

carried out.,Prefefaply;st BEePHELEshsy A0 LY &d. 1t is enougn
to select it, read it and go through the step 42. If
need be, the instruction STATUS may even be used. The
message 31, unlike the message 24, contains data
elements of greater importance in the zone 27. These
data elements themselves also relate to the reserved
memory. They may be stored in different memory zones 46
or 47 of the reserved memory. In this case, a first
part of the content of the message at the zone 27 will
be stored in a first zone 46 of the memory 20, a second
part will be stored in a successive zone 47 and so on
in succession. This means that rather than sending all
the instructions as and when they arise in order to
have them carried out by the microprocessor 14, the
electronic service center 1 sends only one message
containing a se&uence of* instructions that must be
carried out sequentially.

In this case, for example, the memory 20 will
contain, in each zone, a field 48 and a field 49. 1In
the field 48, there will be stored the designators or
characteristics of the instructions to be carried out.
The field 49 will be, for example, a bit (another
system could be used} in which a binary information
element will indicate, by the presence of a "one", that
the performance of one instruction of the complementary
set should be followed by the performance of another
instruction of the complementary set. By contrast, the
presence of a zero will indicate that there are no
longer any other instructions to be carried out
subsequently. To this end, the performance of each
instruction of the complementary set will include, in
the microprogram of figure 4, a test 50 during which it
will be sought to find out whether the performance of a
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-t'o contrql buttons 5 enabling action by a user. In this case, the interface
Is an interface between the operator and the chip card or anong the

‘el ectfronic service center, the operator and the chip card. The program
menory 11 has a limted set of instructions, in this case the instructions
SELECT, READ, UPDATE, STATUS, which are few in nunber. In practice, the
only essential instructions are the instructions SELECT and UPDATE whi ch
respectively enable the selection of a nory zone of the nmenory of the
chip card and/or the witing of information therein. However, for reasons
of confort, this limted set will also include solely a read-only

i nstructi on RBAPlementtheyr eddistgueft ianz ordonfld hegé)hlﬁibpﬂfyﬁb(ﬁn(by prgferably

P oo B3R ebbkert, OELEHEhD, SIENSLIEL Con I ae Lo aE0Y,
may or may not be a following instruction. The routing
of the microprogram should then be immediate.

One variant uses an existing procedure for the
management of the card. For example, an existing
procedure for the authentication of the card comprises
the sending, by the electronic service center, of an
enciphered random element to the card, the deciphering
of this random element by the card, the encryption of a
secret code of the card by a DES type algorithm
parametrized by the deciphered random element, and the
sending of the encrypted secret code to the reader for
verification. In the invention, a given random element,
for example O0000XXXX, is reserved, firstly in order to
indicate by the 6000 that what is involved is not truly
an existing procedure and, secondly, in order to load
the data XXXX into the memory 20. The rest of the
procedure is carried out as described here above. The
advantage of using an existing procedure lies in the
fact that the (numerous) existing interfaces are
already compatible with this procedure. It is enough to
insert the test of the presence of the 0000 into the

operating system 6f the new cards that are
manufactured.
Sheet Has Bﬂ‘ei\li‘eﬁi[ed



. the chip cards to the electronic service center and/or to display them on
the screen 13. The content of this instruction is still to be defined. It
could al so be a Joker type of instruction. The chip 2 of the card 3 has a
m,croprocessor 14 and a program nenory 15 conprising at least one |imted
set of instructions 16. The set 16 corresponds to the set-l1%1-and- contafns

the sanme instructions as this set 11, i.e. the |nstruct|

UPDATE and STATUS. Here too, it is only the |nstruct| ﬁ%%ﬁ“ ATE
that are essential to the |nplenentat|oﬁ of the |nvent| bes not ed
that the limted sets 11 and 16 nay be a little nore extensive than these

m ni mum sets. The chip 2 also Is of the sane type as
the bus 10, linking up the nlcroproggggg%&fﬂﬂpt € program nenory 15 and an

1. A communications system comprising:

~ an electronic service center, an electronic chip
borne by a chip card and a communications interface
between this electronic service center, this chip and
possibly a user;

- in the interface, a microprocessor and a program
memory provided with a limited set of instructions or
procedures of communication with the chip, and

- in the <chip, a microprocessor and a program
memory also provided with a corresponding limited set
of instructions or procedures,

wherein the chip comprises

- a reserved memory zone in which, during a session
of use, the instructions or procedures of the chip
and/or of the interface are used to select or write the
characteristics of an instruction different from those
of the limited sets or procedures, and

- an automatic process for the carrying out, during
this session of use, of this different instruction
after its characteristics have been selected or written
in this reserved memory zone.

2. A system according to claim 1, wheréin:

- the program memory of the <chip contains a
complementary set of instructions,

- the wrltten characteristics relate to an address,
in this prcgram memory of the chip, of an instruction
‘of this complementary set.

3. A system according to claim 1 or claim 2,
wherein the automatic process comprises, in the program
memory of the chip:

Thxs Sheet Has Bee;
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- i*nput fout put device 18. In the case of the chip cards, 9 this _

I nput/ out put device has a standardi zed connector whose netallic regions are
‘desi gned to come into contact with the feelers 19 of the reader 12. One of
the essential characteristics of the invention is that the chip 2 has a

reserved menory zone 20 |linked by the bus 17 to the mmm&mﬂ“m4 I n
this reserved zone 20, the electronic service- cente
writing of .characteristics of instruction'differedt fromthat of

the limted sets of instructions 11 andqf% It pronpts, for exanple, a
witing of the characteristics of an instruction REPORT

- a test microprogram to ascertain the membership
of an instruction, received from the electronic service
center or the user, in a limited set of instructions,
coupled with a performance of this tested instruction,
connected in series with:

- a testing microprogram for the designation, in
the instruction thus performed, of the reserved memory
zone, coupled to the performance of the different
instruction.

4. A system according to claim 1 or claim 2,
wherein the automatic process comprises, in the program
memory of the chip:

- a testing microprogram for the designation of the
reserved memory zone, coupled to the performance of the
different instruction.

5. A system " according to claim 3 or *claim 4,-
wherein the automatic process comprises, in the program
memory of the chip:

- a microprogram for the performance of an
instruction of the complementary set whose address is
stored in the reserved memory zone.

6. A system according to one of the claims 1 to 5,
wherein’ the reserved memory zone of the chip is non-
volatile and notably of the EEPROM type.

7. A system according to claim 1 to 6; wherein the
reserved memory zone relates to fields for storing a
sequential character of different instructions, and
wherein the microprogram contains a test of the value
of this field.
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- ("di ff erent from STATUS) t endi ng to make the m croprocessor send
.a status report, to the screen 13, on the bal ance of prepaid units
contained in an auxiliary nenory 21 of the card. This different

conpl ementary instruction may al so be an instruction ALGO tending to make
the mcroprocessor 14 carry out a nessage-enciphering algorithmor an

al gorithmfor authenticating the chip card 3 of the termnal 4. This
different instruction rmay al so be an ig truction CHANGE for changing the
value of the prepaid units in order to“Cbliterate certain units 22 in

accordance with the duration of thecall. It may al so be an instrua;ion
| NVAL to disable or invalidate (o] ot her instruction ose
need will gradually becone felqﬁQENgﬁﬁgqﬁkﬁYgﬁ: applications thensel ves

devel op. What is stored in the reserved nenory zone 20 is
ABSTRACT OF THE DISCLOSURE

To simplify the manufacture of terminals for the
use of chip cards, the system is designed so as to
place a minimum set of instructions in these terminals
and to transfer  the storage of complementary
instructions pertaining to uses of greater complexity
and/or pertaining to the chip card into the chip card.
To bring about the performance of these complementary
instructions, a address designating an instruction of a
complementary set is stored in a reserved memory of the
chip card. The microprocessor of the chip card is
furthermore provided with a microprogram enforcing the
performance of an instruction thus designated as soon
as it is detected that the reserved memory has been
designated by an instruction of an elementary set of
instructions of this microprocessor. It is shown that
it is possible, in this way, to simplify and
rationalize the manufacture of very powerful terminals.

(Figure 2)
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not the characteristics of an instruction different fromthat of the

limted’ set of instructions,

but rather an address relating to the storage

of an instruction of a conplenentary set of instructions in a conplenentary

part 23 of the program menory 15 (or of another nenory of the chip 2). This
node is preferred 10 because it is_,epough to make the el ectronic service
center 1 send only the addrgss, in th@.l Egﬁementary part 23 @f t program
menory 15, of thd differ Znsr_umtj_ons_ ageta he caruied(bit
REPORT, AL_@__CH&NGE H\pg\L etc. This is sh r.t{Fig hd
operation of cthenier ejerr pd omatic procfssif¢r tpe
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performance of the different instruction after it has been selected or
witten. In this figure, the sane elenents are designated by the sane
refetences as in figure 1. The invention is especially val uable when the
pair constituted by the interface 4 and the chip 2 nust be nade to carry
out an instruction that is not alread n the limted set of instructions
11 or 16. In the foll ow ng descri ptl(% Zhe serial or paral l el character of
the transmi ssion of the Marious information elenents shall not be taken

i nto account. I ndeed, thg necessary matchi ng operations are carri ed,
firstly, by the MODEM 8 gnhd, secondly, for the known protocols for t he
managenent of Jchip car gr ARG €S, y theF‘e@ 12. A nessage 24 is sent
out by the el gcyroni mm@m:@ﬂgnt ially conmprises a first
part 25 rel ating code, a second part 26

SELECTION
READ
UPDATE
HSEND srATuslr el
42
ERROR ~ {1
t 1 NO

. M
t ERASURE OF -}\45
| "MEM. RES

1
50
1sT
| PERFORMANCE 1 ADDRESS
50
YES 2ND
‘ PERFORMANCE 2 ADDRESS

P

—
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rtelating to a designated nmenory zone (the zone[to mlmﬂﬁm Sif-tet-+on
pertains) and a part 27 relating to a data ele q;esg- -or‘)la,r PHEELS ha$@ a
fixed or variable length and, in this case, i pagf[:d 40 pg

of a header in binary node, a byte indicating
element transmtted. In a first exanple 24, thegf 13‘% > RagHd f/--Bepaged Az
SELECT instruction, and the concerned nenory Zone W be* Ppged %?skrpegbd__,,_
menory 20 whose address is MEM RES, and the ddtg el ement will relate to the
characteristics of an instruction, for ekanpl ._Ofh REGRIPD)). Pﬂﬁ@f
of the interface 4 receives this nessage 24 and trans
I nstruction contained in the zooEM@SICANEONS SYSTEM

?& #’ag%n?ﬁﬁ @am n
?ﬁ O

BACKGROUND OF THE INVENTION
1. Field of the Invention

An object of the present invention is a system of
communications between an electronic service center and
a user by means of an interface. It 1is designed
particularly for fields in which the working of the
interface is —conditioned by the presence of an
electronic microcircuit of the token, chip carrier,
chip card or other type, that is temporarily and
detachably or permanently inserted into the interface.
This type of system is found for example with portable
telephones that are kept available to users but must be
barred to persons who have not inserted a correspopding
circuit. It élso pertains to all payment terminals
making direct use of chip cards notably in order to
bring about cash withdrawals from bank accounts.

2. Description of the Prior Art

The problem encountered with systems of this type
is related to the definition of the interface. Indeed,
at a given instant, the known requirements of safety
and confort of the transaction entail the
implementation of procedures using the interface. These
procedure are open-ended and constantly developing. The
consequence oy drawback thereof 1is that obsolete
interfaces need to be changed as and when the system
develops.

It 1is possible, nevertheless, to envisage the
updating of the interface operation systems in a manner
similar to that used to update operating systems in
microcomputers. However, the drawback of this method is

that several updatlng operations have to be carried
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address contained in the zone 26 and the data el enment contained in the zone
27 respectively on its control bus 28, address bus 29 and data bus 30. This
t-ransm ssi on is sent to the m croprocessor 14, according to known
protocol s and by neans of the reader 12 and the connector 18. The

m croprocessor 14 then carries out the instruction, SELECT for the nessage
24 or UPDATE for a nessage 31, starting with the |oading of this
instruction into its instruction register 32. The concerned instruction is
then carried out by the mcroprocessor 12 which respectively selects or
updates the reserved nenory 20. To this end, the selection address MEM RES

Is transmtted €y aguaggrgsgrbus %%,Of t he nicr%%rocessor 14. % onmmand
resul ting froMthe XECUTTORTG? t ne'SSELEY®br UPBATEFHEPTHeti &F i 21

appl i ed, by nbtaterfice cdatrobtbudtd4, usen, ciicait 3Be person who
possesses the authorizing electronic circuit in
question. For example, for a terminal enabling payment
by chip cards in a restaurant, the owner of the
interface is the restaurant-owner while the user or
payer is the bearer of the chip card. This is also the
case with portable telephone systems, notably in the
field of rented cars in which the portable telephone
(and hence the interface) belong to a car rental firm
{or to a telecommunications network utility company)
and where the chip card or electronic circuit cohcerned
belongs to the user. In this case, a difference in
updating, from one interface to another, may make the
use very complicated for a user.

' There is a necessary gap between the wishes of the
user whose interest lies in obtaining access, with his
card, to the very latest improvements and the concerns
of the interface manager who may be tempted, for
reasons of cost, to limit the number of campaigns for
updating the interfaces that he is managing.

A practical example of a need is the one felt in
the field of portable telephones where the interface
manager or else the owner of the electronic service
center would like to be able to count down prepaid
units in users' chip cards, somewhat as is done for
public telephones. Now, in present-day portable
telephone sets, the interfaces are not provided, in
their operating system, with a set of instructions that
enables this countdown or reverse counting operation.
This will be the case at a later date. The problem to
be resolved in this particular case, therefore, is that

of carrying out a countdown in the chip card, with an
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fqQr the.managenent of the nmenory 20. The circuit 35 is quite sinply a
read/ wite circuit so that it can carry out operations for the reading or
writing, in the nenory 20 at addresses conveyed by the bus 33, of data

el enents conveyed by a data bus 36. The data bus 36 transnits the data

el ements received fromthe bus 33. In the case of the nessage 31, the

m croprocessor 14 nakes the circuit 35 carry out a recording, nanely an
operation of witing, in the menory 20 of the nmessage ALGO received from
the electronic service center 1. It is observed here that the fact of
witing in the reserved menory is in no way different fromthat of witing

n another PathealeLBe TBAREY o WRE CBEByZacdNi§its hAMETORCLYPEneL

command. The automati c process of the Tnvention Is desi or the
t ransm ssi on, PRifpose, of the countdown pulses that wou d be sent by

a telephone electronic service center. The difficulty
of the problem can clearly be seen.

An object of the invention is to find a soclution
to this problem and to propose far greater flexibility
of use of the interfaces or operating terminals.
Several approaches may be envisaged. It is possible,
notably, to define a "universal" mechanism that enables
the terminals to be managed transparently from the
electronic service center. For this purpose, it would
be necessary to equip every existing terminal with this
new mechanisn. This approach is therefore an
unrealistic one. The approach envisaged in the
invention does not call for any modification of the
terminal, and only uses resourtes of this terminal that
are already available. These resources are either
procedures available from the electronic service center
or card instructions (these cards being fitted into the
terminal) controlled from the electronic service center
that enable data elements to be conveyed through the
terminal up to the card. Furthermore, according to the
invention, these terminals will themselves have the
simplest possible operating system which, ultimately,
will not even need to be constantly updated.

The idea of the invention entails the use, in the
operating system of the interfaces, of a minimum set of
instructions or even an existing procedure from the
existing set of instructions. This set or _ this
procedure is used to cause the designating, in a
reserved zone of the memory of the chip, of an
instruction of a complementary set, or extended set.

This complementary instruction is then carried out

REPLACEMENT SHEET
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.12 the dinstruction register 32 of the mcroprocessor 14, of the different

I nstructi on whose characteristics have thus been stored in the reserved
menory 20. In practice, in a preferred version, what has been stored in the
menory 20 is not the instruction itself but an address of an instruction in
the conpl enentary set of instructions 23. Hence, after the recording of the
characteristics, of the address, of the designated conpl enentary

i nstruction, ALGO, the content of the nmenory 20 is used to serve as an
address and to designate one of the instfuctions of the program menory 23.
In other words, in the preferred automati c process, the m croprocessor 14

reads the ne@ﬁ%ﬁegoHyutﬂéwﬂfﬁyJﬁ%ocessor of the chip card or by the
nicroprocessor of the interface, these microprocessors
acting on the designated peripherals. They prompt, for
example, a display of information elements on a screen
of the interface, a counting down of prepaid units in a
memory of the chip card, a dispatching, to the
electronic service center, of a report relating to the
chip card and/or to the call in progress (notably for
purposes of billing related to transmission times) or
an invalidation of the chip card, etc.

With the existence of a reserved 2zone whose place
and use are known, it is thus possible, with the
minimum set of instructions of the interface operating
system, to load the characteristics of an instruction.
The characteristics of this instruction are either the
instruction codé of this instruction itself or an
address of this instruction in a memory of the chip. In
addition to this reserved =zone, the microprocessor of
the <chip card contains an automatic process for
carrying out the instruction whose characteristics have
been loaded into the reserved zone. As soon as it is
sought to increase the utilization capacity of a
systém, the characteristics of the instruction to be
carried out are sent to the chip from the electronic
service center. They are transmitted naturally by the
interface. Since this interface is capable in practice
of selecting and writing (this is a minimum) in a
memory zone in the memory of the chip card, it can
write the characteristics of this instruction therein.
Subsequently, the microprocessor of the chip card takes
over the operation in order to bring about the

performance of  this instruction with its automatic

process. —
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the data read to its address bus 33. This address designates a nmenory zone
of the program menory 23. Once this designating has been done, the

m croprocessor carries out a reading, in the designated nenory zone,

data elenent that is stored therein. This data elenent is in fact the
different instruction. The m croprocessor then transmts it by its co
bus 34 to its instruction register 32. The m croprogram of the automatic
process ends with a performance of the different instruction that has
t hus | oaded. The object of this differenf instruction may be to nodify the
content of an auxiliary menory 21 of the chip 2. This different

i nstruction

may | so__be transmtte

d
to the mcropro soP™% aﬁ&‘pﬁﬁveﬂ‘g %ﬁpl |’%a§:}f%rt htéh?h?\e/(ras;esée‘ ng :‘régtd

on the screenrsXmrctamot herfrsuch ddel ceeléttronic service  center,

additional instructions will be loaded into updated
chip cards, in additional sets of instructions. In this
case, the characteristics of instructions to be sent by
the electronic service center consist only of a
designator, designating that one of the instructions
which is to be carried out.

As a variant, an existing procedure is used to
manage the card that is associated with the sending of
a data element. A data element is given a particular
form and, at reception in the card, it is ascertained
that the data element has this particular form. If
desired, an instruction of the extended set of
instructions is carried out, and this instruction then
corresponds to this particular data element.

SUMMARY OF THE INVENTION

An object of the invention, therefore, 1is a

communications system comprising:

- an electronic service center, an electronic chip
borne by a chip card and a communications interface
between this electronic service center, this chip and
possibly a user;

- in the interface, a microprocessor and a program
memory provided with a limited set of instructions or
procedures of communication with the chip, and

- in the chip, a microprocessor and a programn
memory also provided with a corresponding limited set
of instructions or procedures,

wherein the chip comprises

- a reserved memory zone in which, during a session
of use, the instructions or procedures of the chip
and/or of the interface are used to select or write the

of the
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may also ‘be inplenented directly, by neans -~of the mcroprocessor 14,
to nodify the content of certain nenories or peripherals of the interface
4. However, in view of the preferred choices of protocols, which are 13
respectively series and parallel protocols, for a chip card 3 and an
interface 4, it is preferred to delegate the inplenmentation of the
different instruction to the mcroprocessor 9. This instruction is
therefore | oaded into an instruction register of the mcroprocessor 9, in
the sane way as for the mcroprocessor 14 Figure 3 shows a preferred
operation of a mcroprogrampre-recorded in a programnenory 16 of a

characteristics of an instruction different from those
of the limited sets or procedures, and

- an automatic process for the carrying out, during
this session of use, of this different instruction
after its characteristics have been selected or written
in this reserved memory zone.

BRIEF DESCRIPTION OF THE DRAWINGS

The invention will be understood more clearly from
the following description and from the figures that

. accompany it. These figures are given purely by way of

an indication and in no way restrict the scope of the
invention. Of these figures:

- Figure 1 shows a dgeneral view of a
communications system according to the invention;

~ Figure 2 shows a schematic view of the operation
of the automatic process for carrying out " the
instruction of the complementary set;

- Figure 3 shows typical microprograms implemented
in a chip card working with the communications system
of the invention.

MORE DETAILED DESCRIPTION

Figure 1 shows a communications system according

to the invention comprising an electronic service
center 1, an electronic chip 2 that 1is borne, for
example, by a chip carrier 3 such as a chip card or a
chip-based token or any other carrier, notably an
integrated circuit connection carrier in its DIP or SMC
pack. This system also has a communications interface 4
between this electronic service center 1, this chip 2
and possibly a user who may manipulate control buttons
5 of the interface 4. The electronic service center 1
is the system that houses the applicatibn and makes it

available to numerous interfaces and users. The
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chip card liable to inplement the communi cati ons system of t he

I nventi on. At t he begi nni ng of this mcroprogram the

m croprocessor 14 is in a state of awaiting the reception of an
instruction. Then, it receives an instruction transmtted by the bus 28.
First of all, it ascertains that this instruction is a selection

i nstruction during a step 37. If this is the case, it carries out the

sel ection of the nmenory zone, which is the designated nenory 20 or nenory
21. If not, during a step 38 the mcroprécessor carries out a test to find
out whether the instruction is a reading instruction READ. If this is so,

L promts (N deading: ofetPEcOPRINLEONE YOASE UMERRiDnC UL I N the
part 26 of the nessage. rf not, in a step I't finds out whether the
i nstruction i% dehepapterfarast aGcPrdd &%d, t9 fthei sard PHe™@a8E, Cift aupdat es

the concernetransmission link 6. There may, however, be a direct
connection. The transmission link 6 may alsoc be a path
in a data transmission network and may take many forms:
it may be a wire 1link, a RF 1link etc. It uses a
transmission protocol and notably modems 7 and 8 to
convey information elements. These information elements
represent data elements, addresses and/or instructions.

The interface 4 may be dedicated to an
application, for example of the EFTPOS (Electronic
Found Transfer Point Of Sale) type or it may be a
standard interface, for example of the type used with
personal computers or with the Minitel system. The role
of the interface essentially is to enable a user to
enter into dialog with the electroni¢ service “center 1
or the chip 2 and/or to convey and shape information
elements sent to the electronic service center 1, the
chip 2 or the interface 4. The chip card 3 has data
elements proper to the application and proper to the
bearer (i.e. the user). It has an operating system that
offers a full range of functions by means of a set of
instructions which are mostly specific instructions.

In the interface 4, there is installed a
microprocessor 9 connected, by means of a Control, data
and address bus 10, essentially to a program nmemory 11,
a chip-carrier reader 12 and an input/output circuit
going towards the electronic service center 1, for
example the modem 8. In this minimal version, the
interface 4 is used only to ensure traffic with the
chip card 3. If need be, the bus 10 is also connected
to a display screen 13 used to display the operations

carried out. Preferably, the bus 10 is also connected
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menory,zone. Finally, there is normally no | onger any test to be pl anned,
and the remai ning instruction should be a STATUS instruction since, in
principle, the only instructions that the m croprocessor is liable to wait
for are the instructions of the [imted set of instructions. It can be seen
that it is possible to provide for a larger limted set of instructions or,
I f necessary, for a smaller limted set of instructions. Only the 14
SELECT and UPDATE instructions are truly indispensable for the nethod of

the invention. Thus, in a step 40, the 3m croprocessor 14 will
ascertain that t he

to control buttons 5 enabling action by a user. In this
case, the interface 1is an interface between the
operator and the chip card or among the electronic
service center, the operator and the chip card. The
program memory 11 has a limited set of instructions, in
this case the instructions SELECT, READ, UPDATE,
STATUS, which are few in number. In practice, the only
essential instructions are the instructions SELECT and
UPDATE which respectively enable the selection of a
memory zone of the memory of the chip card and/or the
writing of information therein. However, for reasons of
comfort, this limited set will also include solely a
read-only instruction READ for the reading of a zone of
the chip card and, preferably but not necessarily, an
instruction STATUS that can be used to send information
on the status of the counters-or internal registers of
the chip cards to the electronic service center énd/or
to display them on the screen 13. The content of this
instruction is still to be defined. It could also be a
Joker type of instruction.

The chip 2 of the card 3 has a microprocessor 14
and a program memory 15 comprising at least one limited
set of instructions 16. The set 16 corresponds to the
set 11 and contains the same instructions as this set
11, i.e. the instructions SELECT, READ,” UPDATE and
STATUS. Here too, it 1is only the instructions SELECT
and UPDATE that are essential to the implementation of
the invention. It will be noted that the limited sets
11 and 16 may be a 1little more extensive than these
minimum sets. The chip 2 also has a bus 17, which is of
the same type as the bus 10, linking wup the
microprocessor 14, the program memory 15 and an

input/output device 18. In the case of the chip cards,
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.i.nstrucgion

received is a request for preparing a STATUS report and,

| f

t he

necessary, it carries out this instruction. It nust be noted that
STATUS i nstruction could be a standardi zed i nstruction without,
in principle, carrying any designation of a menory zone in the zone 26 of

t he nessage.

m cr opr ocessor

If, on the contrary, during the tests 37 to 40, the

been recogni zed then, in an operation 41, it delivers an error nessage
(which may be displayed for exanple on tﬂe screen 13, but not necessarily
so). During an operation 42 follow ng the execution of each of the

i nstructi ons ¢35 EGRouRFAR: pkPDARE 20 RESSID! ¥t STATHS: 28 JBrseRRbgcessor

14 seeks to find out whether the address contained in the )
Fhossir RetaABMRET T2 are designed to come 1into

message was

contact with the feelers 19 of the reader 12.

One of the essential characteristics of the
invention is that the chip 2 has a reserved memory zone
20 linked by the bus 17 to the microprocessor 14. In
this reserved zone 20, the electronic service center 1
prompts the writing of characteristics of an
instruction different from that of the limited sets of
instructions 11 and 16. It prompts, for example, a
writing of the characteristics of an instruction REPORT
(different from STATUS) tending to make the
microprocessor send a status report, to the screen 13,
on the balance of prepaid units contained in an
auxiliary memory 21 of the card. This different

part 26 of the

complemenﬁary instruction may also be an instruction -

ALGO tending to make the microprocessor 14 carry out a
message—enciphering algorithm or an algorithm for
authenticating the chip card 3 of the terminal 4. This
different instruction may also be an instruction CHANGE
for changing the value of the prepaid units in order fo
obliterate certain units 22 in accordance with the
duration of the call. It may also be an instruction
INVAL to disable or invalidate the card, or any other
instruction whose need will gradually bec¢ome felt as
and when the applications themselves develop.

What is stored in the reserved memory zone 20 1is
not the characteristics of an instruction different
from that of the limited set of instructions, but
rather an address relating to the storage of an
instruction of a complementary set of instructions in a
complementary part 23 of the program memory 15 (or of
another memory of the chip 2). This mode is preferred
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reserved nenory. If this was not the case, the mcroprocessor 14 assumes
that the processing of the nessage has been conpletely carried out. It
returns to a standby or waiting state. As for the STATUS

i nstruction, the system coul d be designed so that the m croprocessor 14
returns systematically to a state of waiting for instructions, or else
provi sion could be nade for carrying out the test 42 if the zone 26 of the
nmessage has been witten in. Should the zone 20 of the reserved nenory be
concerned, the mcroprocessor 14 |oads th8 address bus 33 with the content
of this nmenory. The address bus 33 then desi gnates one of several addresses

of the conpl efBRLALY MBEONK 23hoR5RENY NGaRE WISI NGO RS BYS service
center 1 send only the address, in the complementary
part 23 of the program memory 15, of the different
instructions that have to be carried out: REPORT, ALGO,
CHANGE, INVAL, etc. This is shorter. Figure 2 shows the
operation of the preferred automatic process for the
performance of the different instruction after it has
been selected or written. In this figure, the same
elements are designated by the same references as in
figure 1. The invention is especially valuable when the
pair constituted by the interface 4 and the chip 2 must
be made to éarry out an instruction that is not already
in the 1limited set of instructions 11 or 16. In the
following description, the serial or parallel character
of the transmission of the various information elements
shdll not be taken into accou%t. Indeed, the necessary
matching operations are carried, firstly, by the MODEM
8 and, secondly, for the known protocols for the
management of chip card memories, by the readers 12.

A message 24 is sent out by the electronic service
center 1. It essentially comprises a first part 25
relating to an instruction code, a second part 26
relating to a designated memory zone (the zone to which
the instruction pertains) and a part 27 relating to a
data element. The part 27 may have a fixed or variable
length and, in this case, in a known way, it has, by
way of a header in binary mode, a byte indicating the
length of the information element transmitted.

In a first example 24, the instruction will be a
SELECT instruction, and the concerned memory zone will
be the reserved memory 20 whose address is MEM RES, and
the data element will relate to the characteristics of

an instruction, for example ALGO. The microprocessor 9




15 33 designates the first, second or another address of the nenory 23, it
Is possible, with a cascaded battery of tests 43, 44, to pronpt the
selection, in the nmenory 23, of one out of sever al

I nstructions. The instructions have to be stored in the control register
32 of the mcroprocessor 14. Preferably, the nenory 23 will be a

non-vol atile type of nenory, with nmenory cells conprising floating-gate
transistors, preferably of the electrical erasable programrabl e (EEPROV)
type. In this case, after the mcroprocesksor 14 has been made to carry out
the conplenentary instruction, the erasure of the reserved nenory is

bEoUIN abouto BT, HiLarERse 80 VRN ¥ WlleT T © St op
transmits the instruction contained in the zone 25, the
address contained in the zone 26 and the data element
contained in the 2zone 27 respectively on its control
bus 28, address bus 29 and data bus 30. This
transmission 1is sent to the microprocessor 14,
according to known protocols and by means of the reader
12 and the connector 18. The microprocessor 14 then
carries out the instruction, SELECT for the message 24
or UPDATE for a message 31, starting with the loading
of this instruction into its instruction register -  32.
The concerned instruction is then carried out by the
microprocessor 14 which respectively selects or updates
the reserved memory 20. To this end, the selection
address MEM RES is transmitted by an address bus 33 of
the microprocessor 14. A’ command resulting from the
execution of +the SELECT or UPDATE instruction is
applied, by means of a control bus 34, to a circuit 35
for the management of the memory 20. The circuit 35 is
guite simply a read/write circuit so that it can carry
_out -operations for the reading or writing, in the
memory 20 at addresses conveyed by the bus 33, of data
elements conveyed by a data bus 36. The data bus 36
transmits the data elements received from the bus 33.
In the case of the message 31, the micrdéprocessor 14
makes the circuit 35 carry out a recording, namely an
operation of writing, in the memory 20 of the message
ALGO received from the. electronic service center 1. It
is observed here that the fact of writing in the
reserved memory is in no way different from that of
writing in another part of the memory of the chip 2.
This is a common type of command. The automatic process

of the invention is designed for the transmission, in
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“instruetion has been carried out. It is possible, however, to carry out a
different procedure. It is possible, for exanple, to design the system so
that the updating instruction UPDATE carried out by the m croprocessor
(and not by the mcroprocessor 9) itself conprises a

m croprogram consi sting of the prelimnary erasure of the reserved nenory
20 before the recording of a new designator with a view to the execution of
anot her conpl enentary instruction. This |s useful when it is necessary to
pronpt the counting down of units in thelfenmory zone 21 of the chip card 3.
I ndeed, in this case, at the first transm ssion, the eIectronic service

center 1 sendg,an sishiuation HEDNIR.: €hat i 0 Eflel iy HRRHRALAG oy A0

i nstruction counti ng nts | ement ary’ Zzone
23. Subsequen?fythﬁlﬂlﬁﬁéFePF A@sdgsuction whose characterlstlcs have

thus been stored in the reserved memory 20.

In practice, in a preferred version, what has been
stored in the memory 20 is not the instruction itself
but an address of an instruction in the complementary
set of instructions 23. Hence, after the recording of
the characteristics, of the address, of the designated
complementary instruction, ALGO, the content of the
memory 20 1is used to serve as an address and to
designate one of the instructions of the program memory
23. In other words,-in the preferfed automatic process,
the microprocessor 14 reads the memory 20 and transmits
the data read to its address bus 33. This address
designates a memory zone of the program memory 23. Once
this desi%nating has been done, the microﬁrocessor
carries out a reading, in the designated memory zone,
of the data element that is stored therein. This data
element is 1in fact the different instruction. The
microprocessor then transmits it by its control bus 34
to its instruction register 32. The microprogram of the
automatic process ends with a performance of the
different instruction that has been thus loaded.

The object of this different instruction may be to
modify the content of an auxiliary memory 21 of the
chip 2. This different instruction may also be
transmitted, in the reverse direction, to the
microprocessor 9 and may be applied to the interface 4
for display on the screen 13 or another such device. It
may also be implemented directly, by means of the
microprocessor 14, to modify the content of certain
memories or peripherals of the interface 4. However, in

view of the preferred choices of protocols, which are
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10 do is to select the reserved nenory so that the the units may be counted
down automatically. Indeed, the countdown instruction is already recorded
i-n the nmenory 16 20, and it is not necessary to rewite it. It is enough
to,select it, read it and go through the step 42. If need be, the

I nstructi on STATUS nmay even be used. The nmessage 31, wunlike the nessage
24, contains data elenents of greater inportance in the zone 27. These
data el enents thenselves also relate to the reserved nenory. They may be
stored in different nmemory zones 46 or 4¥3of the reserved nenory. In this
case, a first part of the content of the nessage at the zone 27 wl|

respectively series and parallel protocols, for a chip
card 3 and an interface 4, it is preferred to delegate
the implementation of the different instruction to the
microprocessor 9. This instruction is therefore loaded
into an instruction register of the mnicroprocessor 9,
in the same way as for the microprocessor 14.

Figure 3 shows a preferred operation of a
microprogram pre-recorded in a program memory 16 of a
chip card liable to implement the communications system
of the invention. At the beginning of this
microprogram, the microprocessor 14 is in a state of
awaiting the reception of an instruction. Then, it
receives an instruction transmitted by the bus 28.
First of all, it ascertains that this instruction is a
selection instruction during a step 37. If this is the
case, "it carries out the selection of the ‘memory zone,
which is the designated memory 20 or memory 21. If not,
during a step 38 the microprocessor carries out a test
to find out whether the instruction is a reading
instruction READ. If this is so, it prompts the reading
of the memory zone whose address is contained in the
part 26 of the message. If not, in a step 39 it finds
out whether the instruction is an updating instruction
and, if this is the case, it updates the concerned
memory zone. Finally, there is normally no longer any
test to be planned, and the remaining instruction
should be a STATUS instruction since, in principle, the
only instructions that the microprocessor is liable to
wait for are the instructions of the limited set of
instructions.

It can be seen that it is possible to provide for
a larger limited set of instructions or, if necessary,

for a smaller limited set of instructions. ©Only the
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.be stared in a first zone 46 of the menory 20, a second part will be stored
I n a successive zone 47 and so on in succession. This neans that rather
than sending all the instructions as and when they arise in order to have
them carried out by the m croprocessor 14, the electronic service center 1
sends only one nessage containing a sequence of instructions that nust be
carried out sequentially. In this case, for exanple, the nenory 20 wl |
contain, in each zone, a field 48 and a field 49. In the field 48, there
wi Il be stored the designators or charaédtteristics of the instructions to be
carried out. The field 49 will be, for exanple, a bit (another system could

be used) in whgkra ﬁa\awohﬁﬁormgﬂget%ﬂge@rw tiul daﬁaagpep&a%'ﬂs
presence of a "one" ormance of one lnst uction o
conplenentarﬁor the method of the invention. Thus, in a step 40,

the microprocessor 14 will ascertain that the
instruction received is a request for preparing a
STATUS report and, if necessary, it carries out this
instruction. It must be noted that the STATUS
instruction <could be a standardized instruction
without, in principle, carrying any designation of a
merory zone in the zone 26 of the message.

_ If, on the contrary, during the tests 37 to 40,
the microprocessor 14 has not detected the fact that an
awaited instruction has been recognized then, in an
operation 41, it delivers an error message (which may
be displayed for example on the screen 13, but not
necessarily so)}. During an operation 42 following the
execution of each of the -instructions SELECT, READ;
UPDATE and possibly STATUS, the microprocessor 14 seeks
to find out whether the address contained in the part
26 of the message was an address MEM RES of the
reserved memory. If this was not the case, the
microprocessor 14 assumes that the processing of the
message has been completely carried out. It returns to
a standby or waiting state. As for the STATUS
instruction, the system could be designed so that the
microprocessor 14 returns systematically to a state of
waiting for instructions, or else provision could be
made for carrying out the test 42 if the zone 26 of the
message has been written in.

Should the zone 20 of the reserved memory be
concerned, the microprocessor 14 loads the address bus
33 with the content of this memory. The address bus 33
then designates one of several addresses of the

complementary memory 23. Depending on whether the bus
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set should be followed by the performance of another instruction of the
conpl enentary set. By contrast, the presence of a zero wll indicate that
there are no longer any other instructions to be carried out
sulsequently. To this end, the performance of each instruction of the

conpl enentary set will include, in the mcroprogramof figure 4, a test 50
during which it will be sought to find out whether the performance of a

17 conpl enentary instruction should be followed by a perfornance of another
conpl ementary instruction which may or né? not be a follow ng instruction.
The routing of the m croprogram should then be i mredi at e.

33 designates the first, second or another address of
the memory 23, it is possible, with a cascaded battery
of tests 43, 44, to prompt the selection, in the memory
23, of one out of several instructions. The
instructions have to be stored in the control register
32 of the microprocessor 14. Preferably, the memory 23
will be a non-volatile type of memory, with memory
cells comprising floating-gate transistors, preferably
of the electrical erasable programmable (EEPROM)} type.
In this case, after the microprocessor 14 has been made
to carry out the complementary instruction, the erasure
of the reserved memory is brought about so that this
reserved memory 1is again blank. The erasure step 45 is
thus carried out, in this way, after the complementary
instruction has been carried out.

Tt is possible, however, to carry out a different
procedure. It is possible, for example, to design the
system so that the updating instruction UPDATE carried
out by the microprocessor 14 (and not by the
microprocessor 9) itself comprises a microprogram
consisting of the preliminary erasure of the reserved
memory 20 before the recording of a new designator with
a view to the execution of another complementary
instruction. This is useful when it is necessary to
prompt the counting down of units in the mémory zone 21
of the chip card 3. Indeed, in this case, at the first
transmission, the electronic service center 1 sends an
instruction UPDATE relating to the designating of an
instruction for counting down units in the
complementary zone 23. Subsequently, all that it needs
to do is to select the reserved memory so that the the
units may be counted down automatically. Indeed, the
countdown instruction is already recorded in the memory
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.Qne variant uses an existing procedure for the managenent of the card. For
exanpl e, an existing procedure for the authentication of the card conprises
the sending, by the electronic service center, of an enciphered random

el enment to the card, the deciphering of this random el enent by the card,

t he encryption of a secret code of the card by a DES type algorithm
paranetri zed by the deci phered random el enent, and the sending of the
encrypted secret code to the reader for verification. In the invention, a
gi ven random el enent, for exanple 0000X%%X, is reserved, firstly in order
to indicate by the 0000 that what is involved is not truly an existing

procedure angg seRNdy. lénngfdﬁécégs$p?dt5hgeQ§E§e iRt Qg %oﬁ%ﬁDry 20.

The rest of the procedure is carried escri bed here above
advant age of Gfsi FRLEFC exditst iGRPDr bEedlifle 99 ekhFpughethe step 42. If

need be, the instruction STATUS may even be used. The
message 31, unlike the message 24, contains data
elements of greater importance in the 2zone 27. These
data elements themselves alsc relate to the reserved
memory. They may be stored in different memory 2zones 46
or 47 of the reserved memory. In this case, a first
part of the content of the message at the zone 27 will
be stored in a first zone 46 of the memory 20, a second
part will be stored in a successive zone 47 and so on
in succession. This means that rather than sending all
the instructions as and when they arise in order to
have them carried out by the microprocessor 14, the
electronic service center 1 sends only one mnessage
containing a se&uence of* instructions that must be
carried out sequentially.

In this case, for example, the memory 20 will
contain, in each zone, a field 48 and a field 49. In
the field 48, there will be stored the designators or
characteristics of the instructions to be carried out.
The field 49 will be, for example, a bit (another
system could be used) in which a binary information
element will indicate, by the presence of a "one", that
the performance of one instruction of the complementary
set should be followed by the performance of another
instruction of the complementary set. By contrast, the
presence of a zero will indicate that there are no
longer any other instructions: to be carried out
subsequently. To this end, the performance of each
instruction of the complementary set will include, in
the microprogram of figure 4, a test 50 during which it
will be sought to flnd out whether the performance of a
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.fact <+that the (nunerous) existing interfaces are already conpatible
with this procedure. It is enough to insert the test of the presence of the
0000 jnto the operating system  of t he new cards t hat are
mapuf act ur ed. 18 WHAT IS CLAIMED I'S: 1. A communi cations system
conprising: - an electronic service center, an electronic chip borne by a
chip card and a comuni cations interface between this el ectronic service

center, this chip and possibly a user; -l;n the interface, a m croprocessor
and a program

complementary instruction should be followed by a
performance of another complementary instruction which
may or may not be a following instruction. The routing
of the microprogram should then be immediate.

One variant uses an existing procedure for the
management of the card. For example, an existing
procedure for the authentication of the card comprises
the sending, by the electronic service center, of an
enciphered random element to the card, the deciphering
of this random element by the card, the encryption of a
secret code of the card by a DES type algorithm
parametrized by the deciphered random element, and the
sending of the encrypted secret code to the reader for
verification. In the invention, a given random element,
for example O0000XXXX, is reserved, firstly in order to
indicate by the 6000 that what is involved fs not truly
an existing procedure and, seccondly, in order to load
the data XXXX into the memory 20. The rest of the
procedure is carried out as described here above. The
advantage of using an existing procedure lies in the
fact that the (numerous) existing interfaces are
already compatible with this protedure. It is enough to
insert the test of the presence of the 0000 into the

operating system of the new cards that are
manufactured.




.nenory, provided with a limted set of instructions or procedures of
comuni cation with the chip, and - in the chip, a mcroprocessor and a
program nenory al so provided with a corresponding |im féed—set-of—— . _.
i nstructions or procedures, wherein the chip conprises

zone in which, during a session of use, the instruction4,

T
the chip and/or of the interface are used to select or wxte ! "R L ’

.characteristics of an instruction different fromthose of the limted sets
or procedures, and - an automatic procest8for the carrying out, during this
session of use, of this different instruction after its characteristics

have been selected or witten i%ﬂ%ﬁjﬁsr%iﬁﬁWﬁﬁ penory zone. 2. A system
according to claim1l1, wherein: )

1. A communications system comprising:

- an electronic service center, an electronic chip
borne by a chip card and a communications interface
between this electronic service center, this chip and
possibly a user;

- in the interface, a microprocessor and a program
memory provided with a limited set of instructions or
procedures of communication with the chip, and

- in the chip, a microprocessor and a program
memory also provided with a corresponding limited set
of instructions or procedures,

wherein the chip comprises

- a reserved memory zone in which, during a session
of use, the instructions or prdcedures of the chip
and/or of the interface are used to select or write the
characteristics of an instruction different from those
of the limited sets or procedures, and

- an automatic process for the carrying out, during
this session of use, of this different instruction

after its characteristics have been selected or written
in this reserved memory zone.

2. A system according to claim 1, wherein:

- the program memory of the chip contains a
complementary set of instructions,

- the written characteristics relate to an address,
in this program memory of the chip, of an instruction
of this complementary set. |

3. A system according to claim 1 or claim 2,
wherein the automatic process comprises, in the program
memory of the chip:
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- «the program nmenory of the chip contains a conpl enentary set of _ _
- the witten characteristics relate to an address, in this

i nstructi ons,

program nenory of the chip,

A system according to claim1 or claim2, wherein the automatic

;
conprises, in the program menory of the chip: 19 - Emﬂﬁmlmgﬁgﬁagﬁ
to ascertain the nenbership of an instruction, received? L

of an instruction of this.conplenentary.set. 3.

am
oni c

service center or the user, ina Iinitedjigt of instructions, coupled with
a performance of this tested instruction,

-~ a test microprogram to ascertain the membership
of an instruction, received from the electronic service
center or the user, in a limited set of instructions,
coupled with a performance of this tested instruction,
connected in series with:

- a testing microprogram for the designation, in
the instruction thus performed, of the reserved memory
zone, coupled to the performance of the different
instruction.

4. A system according to claim 1 or claim 2,
wherein the automatic process comprises, in the program
memory of the chip:

- a testing microprogram for the designation of the
reserved memory zone, coupled to the performance of the
different instruction.

5. A system -according to claim 3 or  claim 4,-

wherein the automatic process comprises, in the program
memory of the chip:

-~ a microprogram for the performance of an
instruction of the complementary set whose address is
stored in the reserved memory zone.

6. A system according to one of the claims 1 to 5,
wherein the reserved memory 2zone of the chip is non-
volatile and notably of the EEPROM type.

7. A system according to claim 1 to 6; wherein the
reserved memory zone relates to fields for storing a
sequential character of different instructions, and

wherein the microprogram contains a test of the value
of this field. '
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connected in series with:

- a testing mcroprogramfor the designation,

in

the instruction thus performed, of the reserved menory zone, coupled to the
of the different instruction. 4. A systemaccording to claim1l

per f orJrance

or claim2, wherein the automati c process conpri ses,

of the chip:
menory zone,

in the program nmenory

- a testing mcroprogramfor the designation of the reserved

coupled to the performance of the different instruction.

5.

system according to <claim 3 or clai 4, wherein the automatic process

conpri ses, i

n the program nenory of the éhip: - a mcroprogramfor the

performance of an instruction of the conplenentary set whose address is

COMMUNICATIONS SYSTEM

ABSTRACT OF THE DISCLOSURE

To simplify the manufacture of terminals for the
use of chip cards, the system is designed so as to
place a minimum set of instructions in these terminals
and to transfer the storage of complementary
instructions pertaining to uses of greater complexity
and/or pertaining to the chip card into the chip card.
To bring about the performance of these complementary
instructions, a address designating an instruction of a
complementary set is stored in a reserved memory of the
chip card. The microprocessor of the chip card is
furthermore provided with a microprogram enforcing the
performance of an instruction thus designated as soon
as it 1is detected that the reserved memory has been
designated by an instruction of an elementary set of
instructions of this microprocessor. It is shown that
it is possible, in this wéy, to simplify and
rationalize the manufacture of very powerful terminals.

{(Figure 2)
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istored in the reserved nenory zone. 6. A system according to one of the
-claims 1 to 5, wherein the reserved nenory zone of the chip is non-
volatile and notably of the EEPROM type. 7. A system according to claim1l
to 6; wherein the reserved nenory zone relates to fields for storing a
sequential character of different instﬁzgéions, and wherein the

I

m croprogram contains a testgof the va of6this field.
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