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PERFORM NG MODULAR EXPONENTI ATI ON BACKGROUND OF THE | df the
I nvention 5 [0001] The present invention relates generally to the fields of
arithneti c‘@(?gﬁ(gaﬁ%ng and cryptography. Mre particul arlyer s se4igsent
invention relfates to a nethod and apparatus of perform ng nodul ar
exponentiation. Description of the Related Art [0002] Modul ar
exponentiation and rel ated nat hemati cal operations are cormonly 10 used in

a number of appli cWﬂ?éprppmﬁsqmeMOEMIN@MMﬁAmdul ar
e fo

exponenti ation of rm XE nmod Mis the primary operation involved in
the R vest- Sham r-Adl enan ( RSA) W%T%‘pﬁpy systemwhere X, E, and Mare
all large (e.g. 512 or 1024-bit) unsigned integers. Modul ar

exponentiation, | ' L S REARATONC! repeated nodular nultiplication
of the formA B et 2 1T arly-sized integers. One 15 way to
performnodular nultiplication is to conpute A x B first and then reduce

the resulti Egldofghe/mventioiul o M The time and resources necessary to
performthese two separate operations and to detect the resulting

remai nder smakgd1ft i $hd pekRi Buetim seads ghirally toahe feldgef dritiregie prosessiver s.
Modul ar mul tiplication ma

al so.b er,f or ned jdd Zi dtghni que
known as " MoARGRBIOgEpRY:- ¢ MATY (E’%{flf‘ﬁzﬁp’ i %?e%}ﬁ%ﬁ{gmﬁur{\%?spfu?gg%?@n and 20
modul ar 1 edugppaRiss oFpafcining ibdauexpeefiatioed in a single step within a
mat hemati cal transform space. [0003] Conventional nodular multipliers

of ten incl Ud(i- a s&stol;j!%Rae{are%yAr r "chain" of processing el ements . .

i npl enent ed i an application-specific integrated circuit
(ASIC) or a progranmable | ogic device such a fi el,dl rogr anmmab| eﬂlgg e array
25 (FPGA) whd9M2bachiodrler exponriatianeitd elagd magiemgtioa BEﬁ‘ foBh 251! dul ar
mul tipli caf i Qeg GPET AhhIRR- of! SopRetEbnsTHichi @ cEpmgraptye tFot abampleshewdudr
processing elenments required is; remed bath to tthe Sioéveed% tﬁehj]givgggdul ar
mul tiplicati eapegetiationief hadormng MOADHES 189 PHMAY JRFBRBS TR S8 % T erent . For
exanpl e, a 51gRiiaSAI(REAYBH pidgPdphic 8fsteawhpe K o iand Mnoealtlarge (8. S E2 ert

1024-bit) unsigned integers. Modular exponentiation, in turn, is a process of repeated

modular multiplication of the form A x B mod M utilizing similarly-sized integers. One
15 way to perform modular multiplication is to compute A x B first and then reduce the
resulting product modulo M. The time and resources necessary to perform these two
separate operations and to detect the resulting remainder makes this technique undesirable
for large integer numbers. Modular multiplication may also be performed utilizing
another technique known as “Montgomery multiplication” in which the multiplication and
20 modular reductions operations are performed in a single step within a mathematical

transform space.

[0003] Conventional modular multipliers often include a systolic array or “chain” of
processing elements implemented in hardware such as an application-specific integrated
circuit (ASIC) or a programmable logic device such a field programmable gate array
25  (FPGA) where each processing element performs a portion of the modular multiplication
operation. In such multipliers, the total number of processing elements required is related
both to the size of the modular multiplication operands and the number of bits processed

per element. For example, a 512-bit modular multiplication operation would require at
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4-bit processing el ements whereas a 1024-bit nodular nultiplication °
operation mould require at |east 256. Modular multipliers typically also

include a fy gber of additional processin ANGHo®
g el enent di tional
logic to accurat &Py perform nmodul ar nultiplication oper:ﬁ | ons0 50.4%1[ 0004]

Eor pu[poses of Secure Socket Layer (SSL) and RSA cryptography,
onven |onall "ﬁjﬂél zﬁ]ﬁlt E?éaé 19% L 18 St Berddh lal 10Z4R6kt Halbﬂdmrrhuhﬁplibhttoh dpdratidmi t

operands to exponent | ati on oper tlons as .t hose

i nvol ved in \ﬂcﬁ]ﬂﬂwbmte ﬂ&&st@‘a'ﬁvé’ioéulkrelyu“@kﬁésrt&?l?% S?éf@ %ﬁ%B%gﬁmbef\/Bder n

cryptographi g, sysk 1515 e ESnaR 0B tolhisely peeRbal arodutt
I
with 1024- bi% lol earjmg: % orm for exe?rrplog f024 bll'E9 RSA 10 0pubI [ I(:IoklesrS

oper ati ons (xeuitlplycpmlmwsl)atl‘ms 2048 bit RSA private key operations. On
e
techni que allow ng nodular multiplication to be per?‘/orlrored on oper ands
h?\é{/{\gevajl Orgﬁ(l)4]Sl zZe5 futp@es loOt Sectrd 2Sdpket aaykr 1(58h) tind BPAr enpefegraphy: t o
]E) or eachaogle)‘fogﬁ%%g? Q}?nt I lﬁ{lq teys arg'&thfilgd %Qigﬂ?g@ Bit Mh@fo ;ibé}itﬁd plier
however
acks 11 ext bibidy capsheton oesecbom it tows usiddn 12 ROAGERERRDa f or

i nfrequently perfor er.at
conput at i ons® lgfaitlf"?sz ﬁayépﬁgdu He% chtO&% Pﬁh% %@ﬁ?c%fgeﬂ?hgﬁﬁ{vﬁ{ei{hﬁggﬂﬂ e
bt

nunbgr of pﬁtﬂﬁe&ﬁ)ﬂm@ mhlemmrst\slth FO3¢-bis parids to perforp for grampley 427 tiplier
can be utjli Z@‘ﬁ? 8 ﬁogrraﬁgr[]”le?&gpaghé) SFOshAb Bkt Egﬁ%ﬁaklléylgeraﬁ@ﬁr abhens. This

technlqué al B tiron of ineffic t h
| oner s t he speledquaialibwinginmidulaheukiplidatier toXg rerf E@H’I ggeprp&l%{‘ ‘r’ig%llg{%fs?gur ces and

performed (i | t |
o0 0o L g0 0 AR 1200 Lk ol cngine cpembanre on o
BRI EF DESCR! RiEludiNg GF samamteDmagylpcmultiplier for each operand sizee O Thf tel mque Rk

undesirable however because it lacks flexibility and requires hardware resources to be
15 dedicated for infrequently performed operations. It is also possible to perform modular
computations utilizing a modular multiplier having more than the requisite number of
processing elements. For example, a 1024-bit modular multiplier can be utilized to
perform 512-bit modular exponentiation operations. This technique also requires the
addition of inefficient hardware resources and lowers the speed with which the smaller-
20  sized operations can be performed (i.e. a 512-bit operation takes twice as long to perform

on a 1024-bit modular multiplier as it does on a 512-bit modular multiplier).

RIEF DESCRIPTION OF THE DRAWINGS

BRIEF DESCRIPTION OF THE DRAWINGS

[0005]  The present invention is ilustrated by way of example and not limitation in the
25  figures of the accompanying drawings in which similar references are utilized to indicate

similar elements and in which:

[0006] Figure 1 illustrates a communications network according to one embodiment

of the present invention;
[0007] Figure 2 illustrates an exemplary data processing system block diagram

30 according to one embodiment of the present invention;



[ 0005] The present invention is illustrated by way of exanple and not
limtation in the 25 figures of the acconpanying drawi ngs in which simlar
references are utilized to indicate simlar elenents and in which: [0006]
Figure 1 il @Js@oﬁ?s a communi cations network accordi ng tg1aRgsaRodi nent
of the present 1T nvention; [0007] Figure 2 illustrates an exenplary data
processi ng system bl ock di agram 30 according to one enbodi nent of the

present invention; 2 D0 iBALYVBRRK 3044 bOL@fbull ipbeentator
illustrat ese[ﬁﬁdr?ﬁ)gh-FI%%lvreeP @F%@Egéﬁé rc@ﬁyo_f é,%dul ar exp%nenti at or
accor di ng t aceorfing ®ta festivodpdiment obthe pigeenpHp¥EsEPR: | nventi on; [0009] Figure 4

illustrates O@%@igg;%%&?keims%%s %gﬂ%@épbﬁk aRg@MRPaE Bipomdntiation conttotled | er

according t nt o resent .invention. 5 [0010] Figure 5
i |l ustrates amchrilightd aeembediment othaRfERAL IBYMY% | o] d programmabl e gate array

(FPGA) stgruc a i i BBeK difrarh bea Hietd nimabingateon; and
[0011] Fi%ur@“{;ﬁi Clﬁglfrq BudtQeef R hipD iftfra a [ield eoHra

| 'uStrates a hi gh-1evel. process fl ow di.agr for one
enbodi nent  odrray(FRGAdrstryesie AP BHemPEITSE AT E B S T Aot B [0012] A
met hod and aﬁgﬁ?at Ui 1@'6 iDBdth@E AhiRs-ldveidiibaess ftoepdingrar ifertane mmbedimené SEr i bed
herein. In the followng detail ed description, numerous specific details
such as specthpeesenEgNgEPRr system nodul ar exponenti ator, and nodul ar
mul tiplier, and exponentiation controller architectures or structures are

set forth in order to Erovi dF g nore thorough 15 understandi ng of the
present ilAveBREIAELE evi dent however, that these and ot her
specific details described need not be utilized to practice the present
i nvention. | [poetjher A nedthicciumg eppacs fonperfprmiReonprular CYRONENHIAION & %WR’F , or

connections have heen | s i RnNQimeRfE Bpdes Welalteslich as greific cul ar
detail in or 8™ gngrk?ot?ga"{ﬂlb\%g%aelgégﬁa i obscur | ngpt i nvention. 20

) S e DL SR
[0013] Si ni | asthputervsasterousopidart ¢xpprenéatory prd madular mpliplier.ofnd, GROGPLEEA
invention refer ' ' i drdez itd1 @rok/ide at rmererghorauighyht *
! SreQbr LihBrubdd URNEk Qdthihi drde? a1 g ,

“left', Cri gﬁ?thg%dar@f%% eft -ka.nd' b, T grgt - nost', or | ﬁ{a}t-gg%d thefNE€SE
terms refisr uodersnding wéthepressnt mysnAn. ol ShoHIG R eYiflent AAVGVFTy eg, and

specific details described need not be utilized to practice the present invention. In other

circumstances, well-known structures, elements, or connections have been omitted, or

have not been described in particular detail in order to avoid unnecessarily obscuring the

present invention.

20 [0013] Similarly, various portions of the description of the present inventiorn refer to
parts of the invention utilizing the terms ‘right’, ‘left’, ‘right-hand’, ‘left-hand’, ‘right-
most’, or ‘left-most’. These terms refer to relative orientation as shown in the figures, and

should not be interpreted as limitations on the physical implementation of the invention.

[0014]  Figure 1 illustrates a communications network 100 according to one
75  embodiment of the present invention. In the illustrated embodiment, a data processing
system 102 including a processor according to an embodiment of the present invention is
coupled to and communicates with one or more devices or data processing systems (not
illustrated) via a communications channel 104. In one embodiment, encrypted data or
“ciphertext” is received by data processing system 102 via communications channel 104
30 and processed or “decrypted” according to the present invention. In another embodiment

of the present invention, “plaintext” or other data is processed or “encrypted” by data
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should not be interpreted as limtations on the physical inplenentation of

the invention. [0014] Figure 1 illustrates a comrunications network 100
according to one 25 enbodi ment of the present invention. In the illustrated
enbodi nent processing system 102 including a progssgRbsassor di ng
to an errboav ﬂ?&ﬁ? the present invention is coupled to and conmuni cates
with one or nore devices or data processing systens (not illustrated) via
a conmuni cations chan ne | BBk %H&'iﬁéﬂtt Al Paddss

"ci pher t ext " PIOSSSFBE &Y% lé?%%fa{dghgptjrag}éeggkgegg System 10 v?’gs conmuni cat i ons

channel 104 Bﬁtmamdcqupmmldmﬂmd'@wymt@dChm‘dd%l ng to the present
i nvention. In another enbodinent of the present invention, "plaintext" or

ot her data i Z Oquceﬁﬁzﬁfirrﬁﬁv '@k RiMIRAtS af th yreskat ﬂlverﬁor\/\@oﬁ&ﬁlﬂﬁﬁﬁﬂﬁnctwork
PCTI US02/ 304

8 processing system 102 accordi.n resent inv nt| on and
then transni 1P@&mange ewanized SaRiST 8 Mdedie Mo M@b@"%‘@ elﬁrﬁﬁﬁ%ogﬁag Fon
channel 1G4. J[QQL5] 10kbd) adal REMAL i(VENE BROEPAENE By @dmpdiiorpmesetier physiexit i on, )
comruni cati ons net wor 100 net wor
(WAN) coveri Aggiop- IW@“@}@%@’P&&%}“@" S°“é{\g'1§1 n’érﬂq&mﬁ‘ b@%‘Tbogersblan%eq‘\ﬁ%%&ﬁ%f
enclorrgasm Ng 1{AYs, ﬁﬁ’éﬂi@l Edrﬁ@d”lproﬁ(ti)dimhioﬁf brﬂilgjwi gaxair/]ayS, rexyirs and dtlker woTvintibod) may
i ncl ude conventiopal networ ackpones on au te e

F G s DR SHE R BB SR, A RARAS b0

| nt er net ser ViR routers, ot her
conventi onal mﬁ%@ﬁvd‘t@forbﬁdﬁyl Mghbdstofia b&nmmmtamaoxmrgmestmnnlg V@}PQ'@@Q@S

Conmuni cat i ons net riv f

parti cul al® cdhsleRyers s dc??"é‘g?ﬂ azszfi{ rgﬁn i A p\?\%l %% fé’%eg%ﬁ @8@/ ogﬁ) %@%gﬁ&n&

descri bed as sa¢h dsfitter wodd WiderWeb (W), mné embadineant cemmupnigagpnsingivods 100he
Internet such as th w e

communi cat i oﬁgmﬁréieﬁ\ﬁe\ﬁxﬁoﬁ% %So{rgrf)%g,s E%ﬁ e Irﬁaﬁet &baogjovg\%\/ polrlettfvgr# of the
| nternet, or sachesGyidried inyneﬁe1OmnplhservchMlqgﬁOﬂ\hbMOdﬁM@ﬂﬁfPhWYTﬁorrpuserveTM
M crosoft NetworkTM and/or ProdigyTM [0016] Data received or transmtted

by data pr chﬁ(ﬁ%rg D81 BBV ér FRYm RS Eﬁ@d%é’ﬁb&gsmg s}tﬁexﬁiQGI MBf Bencrypted,
aut henti cate ot herw se processed accordin resent invention

usi ng a VEY i edegrypied, muthenticeiede8r aikerve ROGeRTed éccﬁ’iSlg’lﬁlt%ﬁhe RGPRT BYSE Y5418 2or

exponenti at i Qe hﬁ'sl:@chnfqﬁé‘shﬂhlglwﬁﬁllz‘érmo&xﬂa}x‘ nﬁlﬂﬁplﬁittbhrh& exmnﬂhﬁoml t’ﬂ’hesre
SymTEtrl c or asymTEtrl C. mTEtrl Cc E‘ggS¥St ens, al so !ét rivate

key" systens,tedipiqueszer acrwtwgﬁt%ns S‘B@’r WPUg o FEYTBEH mmeeH er and

receiver of té?ﬁpt&?ﬁérb{s?taﬁg kH@hitad Qrieate kyyptsysens, aeliseyptinge, secrct key shared
between the sender and receiver of the encrypted data to encrypt and decrypt or

20 authenticate. In an asymmetric or “public key” cryptosystem by contrast, two keys are

utilized. A first “public key” is provided to the sender and used to encrypt data prior to

transmission. A second “private key” is then used to decrypt or authenticate data

encrypted using the public key. Unlike the public key, which is typically made publicly

available, the private key is secret and is optimally known only to the data receiver.

25 [0017] Private and public keys in asymmetric cryptosystems are mathematically linked
in such a way as to make encryption/decryption/authentication processing operations
possible while making it difficult to derive a private key given a corresponding public key.
In one embodiment of the present invention the RSA public-key cryptosystem is utilized.
In the RSA system, the private key consists of a modulus M and a private exponent D

30 where M is equal to the product of two large (e.g. 256-bit or larger) random prime
numbers p and q, and D is a large (e.g. greater than the maximum of p and q) random
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20 authenticate. In an asymmetric or "public key" cryptosystem by contrast,

two keys are utilized. Afirst "public key" is provided to the sender and

useg to Sncrypt data prior to transm ssion. A second "private key" is then

used to degyy /039({1 authenticate data encrypted using thedyuobSoskey -

Unli ke the pugﬁt ey, which is typically made publicly aval Ioa/g(re, t he

F(r)b\{z;itepkey i's segret and is optimally known only to the data receiver. 25
rivate an r

Fat herat i cal [HeEer mgf%g?é ﬂeﬁtl%ﬁyﬁrlrﬁéﬂ'twgéXﬂgﬁ rﬂeﬁmﬁé YRS YredtER Borthéh divisor

enﬁr ypt i on{:I d%fbyqnﬂ (il @iinenThequbliokey jof the BS4icnigtosystamatongisis of thomedudise whi | e

making it diffi N ¥ i ublic

oy i one NEELHPELG RS B Al I EmEBRIAIN e RO RIRRTE 1N

crypt osyst emIi ongembddinesht, a pufliq PP@OFPBAES‘%Q]@F?F firgteangh thensivade leERPREB AR isst s of a

modul us MsandofpRd sak fnMpRHRGOhveiodiRpMM. s equal to the product of

two large (e.qg. bit or arger) random prlrre nunbers p and g, and Dis

al th
2 s e e st SR 0 o) R, dediggiceoons
that the gr eaﬁqee‘rttheqtsnmpptdsymmd\srmodniar Expanchtiftipn Whia-cdr) initern be bibken guunl | ¢ key

of the RSA cr t 0s ons .of ul t E
where E 1o t MESRIFITGIRUe P e Sk e R AR oy ¥p S phd i pfosgOTENt
enbodi nent, antpgblad |Datexqoms/pted Endes tt&dl&ao_ctsetémfbyrﬁnst mpresentireg iprd srminggex ponent
Do o st D g BT U ST 15, PSS RP MR B, s 10010
aut hent i cat i qivennndercatinepiRSated mgapﬁQXs?MIélmthanDMﬂaﬁed sxh LG Bitiesn whi ch
Foro . B SR ST RS M 0000l T
under the RSAnaipstMmIbst if,igiven ciph;qmets@mcrym@du@mmp jc ket @gM) aiéesﬁfé%e%een 0
and M1 and trﬂﬁﬂ@n&aﬂ%%éﬂ?&eﬁt&p}galhf{tqgFsrgeﬂé?atsdﬂ'ﬁ'su%] asRRMRE pROAMLE B, Mhat i's,
gi ven nunerica esent e aintext P, ciphertext Cis generat ed such
that C = Ru rm@brdlmtochmf@emé%?yc @dMpted data is decrypted under RSA by
raising it to the Dth power nodulo M That is, given ciphertext C

glng r % Fte efl gm (06199 pllﬁ)%ltédﬁndﬁ%’erﬁ@dmﬁéltsaﬁ ttdqmgm hxeenuonnmm rechrifley utikzigesent ed
I X 1S generated using an assocl.ate e

according to ff‘?fg'af &“H’lﬁl‘%@‘“?ﬂmfgﬁs ﬁb&r@m‘eﬂ 151 8 Iaﬁt atq%{éﬁ%géﬁg %%B{ﬁtémrrent s of
the p (rj elsent l(mmtmm Heltrir KéyeExvharge eBohlipiHellmam Rabimp BiGaatal, rBllmiBdh-cat i on
or fodutar ex&o Ebﬁ‘lphé) Eur%g gr?ptgssystgmhs arg)lm%)lémaélnt §I gnature Al gorithm

20 [0020]  Figure 2 illustrates, in block diagram form, an exemplary data processing
system 200 such as data processing system 102 of Figure 1 according to one embodiment
of the present invention. In the illustrated embodiment, data processing system 200
comprises one or more processors 202 and a chipset 204 coupled to a processor system
bus 206. Processor(s) 202 may each comprise any suitable processor architecture and for
25  one embodiment comprise an Intel™ Architecture, used for example, in the Pentium™
family of processors available from Inte]™ Corporation of Santa Clara, California.
Chipset 204 for one embodiment of the present invention comprises a “north bridge” or
memory controller hub (MCH) 208 and a “south bridge” or input/output (1/O) controller
hub (ICH) 210 coupled together as shown. MCH 208 and ICH 210 may each comprise

30  any suitable circuitry and for one embodiment, are each formed as a separate integrated



(DSA), Diffie-Hell man Key Exchange, Pohlig-Hell man, Rabin, El Gamal,

Bl um Bl um Shub, and Elliptic Curve cryptosystens are inplenented. 20
[0020] Figure 2 illustrates, in block diagramform an exenplary data
processi Ngwe¥shils 200 such as data processing system 10%@fydph/sgdie 1
according to one enbodi nent of the present invention. In the illustrated
enbodi nent, data processing system 200 conprises one or nore processors
202 and a chi 0461 : : BF gessor (S)
202 may each C(E:)r glﬁr{)cfhiﬂ)s‘ ecrg%pés(ﬁickf’% Pée} °§‘r’i’ g@@?ﬁ%&agyﬁp?i?a e%r?hérﬁlé%%ﬁ)é] efof)r 25 one
enbodi nent ¢ dnpgratsdcizemit prdissrerddieniceni t ect ure, used for exanple, in the
PentiunifM fam |y of processors available fromlIntel TM Corporati on of Santa
Cara, Cali qulf- MY 298 tmadOdbrdpfike @RGitadIEbBEHBRNGon@Sllet he prvids et arynvent i on
conprises a "north bridge" qr, .menory control I2 é@ﬁ?b (NCI—%. P8d and a "south
bridge" or i ripiRYeFemBIRICAgnAk (QPROPesTOF SYstem bl ? TRYYE \Téeeﬁwf%%ret her as
shown. MCH 2Q@3maéiént feHomifinioRion @dtMCHTIBI HECEBQA0%R Ay oselbrhiaddlingent progides ry and
for one enbodi n%?t are eaugth.forned as a separ arh(tarieglcth%%@gcgd 5 WO 03/030015
PCT/ US02/ 304 £81bisabjfretiopypulfering, pndcoperengy matigeeigent Ior il 4%nt s may conpri se
any suitable one or nore integrated circuit or discrete devices. &00211
MCH 208 nmy d00@3ii seMGH 208 isabupded tapeacesserSysiom bys0p apd pravigesspiigiertace o any

sui table co ' | ' { Albus Yt PRcBHS(F262 ARH/iPhitebRLiANY
sui tabl e demgeue%gﬁ@(%?%#ﬁégﬁhee toﬁgﬁgﬁmni‘lcati on cwi t % Sk I\7CHIZOB for

h MCH 208,
one embodi merembodimentd eEthe prepantinventian by eombined with MFH 208 ¢ shipsgh d048K¥Mency
managenent f Oarsir%?éééﬁi |, Wiel1728€ & onk ORERImMALARSvides af Rkktabeto la@neRoBCAISOT

n

syst em bus 206 rovides an interface to processor(s) 202 over fhe
processor sy sareniics gentmier 218y edesrraresssy 2baecording 1q the prasent Hyesties: caghBhdi nent s
of the pr es?“&/hibm\!@&%nle‘a@o hercoghi nagdrawdt MeMot 220% capablelvf Beeig Ani/er f or m 10
a single chip. MCH 208 in one enbodi men{1 al so r%édeg ,;’in interface to a
nmenory 212, ainstyetigsniegesutabla oG ragesspn suc &hafoaesg(if QL 417 9h PRI HISG 1 o
the present igveRntio0 nd GAGNcHRprissVBikyCuithBle Gtohyeshch s Miidnil® Sandomidedesst r at ed.
Menory 212 is capable of stori n% dat a\gd/ or f’lns r4uct ito sthexglcit abte on a
processor [Suchenay piORAN) dor seiblsy  Arptigs eontglien, Hlde SURY ey LR Sbo and
?By K/;m?ri se iafbvrlna&iéhtoatal sﬁitmﬂ:ifpyayms,lrkumalzsdy@maﬂe:ray iarbdQGR"a)(méisllsidl;&smanr y
DRA| or exanpl e, aphics contro] l.er 214.control s e di .

i nf or mati on o‘HSpéaysqu%;?bg’é S F’aﬁpuﬁif%,to rapics confrollgt ﬁ%‘ge @a@gtl@fvjsga%chT) or

| i qui d cryst admbodiment, MCH 208 interfaces with graphics controller 214 through an accelerated

graphics port. However, it will be appreciated that the present invention may be practiced
20 using any suitable graphics bus or port standard. Graphics controller 214 for one

embodiment may alternatively be combined with MCH 208 to form a single chip.

[0023]  Although processor 217 has been depicted as an independent, special-purpose
or “application specific” integrated circuit chip in the described figure, in alternative
embodiments of the present invention processor 217 is implemented as a programmable
25  logic or gate array device such as a field programmable gate array (FPGA) and as a
general purpose processor (e.g., one or more of processor(s) 212) programmed utilizing
executable instructions embodied within a machine-readable medium to cause the general

purpose processor to perform methods of the present invention.

[0024]  Processor 217 is utilized, according to one embodiment of the invention, to

30  accelerate computationally intensive tasks such as modular exponentiation and/or modular
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di splay (LCD) for exanple, coupled to graphics controller 214. In the
illustrated enbodinent, MCH 208 interfaces with graphics controller 214

t hrough an accel erated graphics port. However, it will be appreciated that
t he presen on may be practiced 20 using any suit aldeu@sanie ¢S bus
or port sté?ﬁ%ggr(g%éaphi cs controller 214 for one enbodi nent may
alternatively be conbined with MCH 208 to forma single chip. [0023]

Al though proces 17 h e dgas ILPdependan REGisabs pur pose
or "appli catl’%ua@mt20 ass&?ﬂtéﬁt gﬂ?%ﬁ%fco:ﬁrgu?ytpa&ho In tﬁ E]eospgrl esd figure,
in alternati \neyptcsmnmh swen 8SRIA. Ab@rcbmgéle dhenej qmbéﬁmeairprmeaﬁere%lgdvcl@fszaﬁ s

| npl ement ed ag, aﬂfspg{da@ﬁ%glnﬁgdglgr P OHehitifdr aﬂ@‘é%o@hﬁg"’lﬁe&%\iht%os‘é&'@&waﬁl a field

programuabl e gate array a genera pose processor (e.g.,
one or nore che firveed S@ple%WOM@)CXBW@GF%&“@CFWYZ?%@I@ the, Siest paghpegond

i nstructi ons Gihodie %nﬂtfaﬁ&sntoéeﬂ{@-%hlc@;%h§@t%qgé3§tﬁe @d'ré&]v&d)c&&biﬁﬁgﬁah% gener al
pur pose processor to pe f orm et hods of the present | nventi o

Processor 2170pemteyes F‘Yozéd"t HOQU FXAYCRtSH & énfb'étdl"ﬁﬁé?‘hy 6?pafaFFB ‘?’h eﬁftl on,

30 accel er at e, cARRLRL bORNBinbi¥ Z‘nfblitetﬂ&u"aﬁ ekgtnkiftia®kl 6 a 36coAR Apki@bly coupled
exponentiation and/or nodul ar 930015 PCT/ USD2/ 30448 |rygj(tl | i cation
associ at ed wi PeiectfpBtiTioNntn ad'iS’EE‘PVﬁt igents Gf 8 ARYeRaD: BRCsioe % of

cr yPt gsyst emﬁoﬁﬂﬁ@toﬁga%essﬁgg Psteihd mlvya a véem -laioen prooexsorFBoket (potdilasaed), 217
i ncl udes at east a first an lar e iat and a coupl i ng
devi ce i nt@r pB%éod“B'etWéeeWmPWem?qe"f%&qm g‘gc%nadisﬁ'ggﬁloéf & @Bd’ﬁeérhoﬂ dtors to
sel ectively coupl@iotMEHRDS, St viaaslepanvndudfuri désaribed hpeinent i at or s t oget her
in response to the state of a received control si gnal to operate as two
n-bit nodul ar on SeRAtAicerh 1RASudf a
operation and[ogisfs?a g}';iﬁiéllaztg?ésnal Onmapl&ldttrﬁIsiglrjI zggg%ﬁgﬁfxﬁ ator in a seco?\g’
oper abl y couphubdnterfaele IGH 2Upppeiddsen intdrfacalotlé} dryicps /e pevighst ﬁ‘iﬂmogenésffot he
| nvention, proge r%c?esm % rﬁOBe ICﬁ‘W?’}rﬁ? cbifd rﬁ@tal?y Hﬁ@ﬂ@ﬁﬁérf&ge SnEbIRM200 Vi a
mell-knomn pro essor (not tra via a dual inline
rrermr y nodsil eproDHdfoy amyl suttamccwm@cﬂm Ik tCPMC Sﬁﬁ‘H@Trt? apy itablodeyicedr t o McH
208, or via a Wi cHeser i feeds fefofiofe elhBRidnt MrkidO8 i s
al so coupl ed &ﬁ&@ﬁ?%g&hﬁm?afg% de access to I CH 2010 through a hub
interface. | CHitalobyffesiog agisarlamatjomfcgmoae@erfa@e | /O devices or peripheral
conponents for data processing system 200. ICH 210 may conprise any

sui tabl e int egb@ﬂe CRNhE Gils@ited OmB&iknQVICHE2 f00 furtheryprevitidsadl mtecfaventona cat i on

link to McH 2netw<?rrlg 1r{tngrrfacg 8on?rgl¥cr§'ll§ taer‘nbassestcg'g Iv?ceé\ 296, and to a keyboard 222, a mouse

20 224, a floppy disk drive 226, as well as additional devices via one or more standard
parallel 228 or serial 230 ports through a super I/O controller 232. Network interface
controller 218 or alternatively a modem codec (not illustrated) may be utilized to couple
data processing system 200 to a suitable communications network such as
communications network 100 of Figure 1 via various well-known methods. Mass store

25 device 220 may comprise any suitable device or component to store data and/or
instructions such as a tape or fixed disk magnetic storage device, or an optical storage
device such as a compact disk (CD) or digital versatile disk (DVD) read only memory
(ROM) device. In one embodiment of the present invention, mass store device 220
comprises one or more hard disk drives (HDD). In the illustrated embodiment, ICH 210

30 also provides an interface to an expansion bus bridge 234 to facilitate the attachment of

additional 1/0 devices or peripheral components via an expansion bus such as a Peripheral

7



conponent in comrunication with ICH 210. I CH 210 for one enbodi nent
provides suitable buffering and arbitration for each interface. [0026] In
the illustrated enbodiment, ICH 210 further provides an interface to a
network in fopsontroller 218, a mass store device 22GcrAid2sRsd

keyboar d Zgg(,;&z&rréﬁse 20 224, a floppy disk drive 226, as well as

addi tional devices via one or nore standard paraIIeI 228 or serial 230
ports throug LWRE & f@gﬁ Saerigl | er 218
or alternati \r;be f%geg%‘ééééﬁgg%gggl)?Hdugtry%%%lg%rrhlg\te S{%& 0ut| v|ezed to couple
dat a processi(§Bslys(mtilReeteadd a suitabl e conmuni cati ons network such as
comuni cations network 100 of Figure 1 via various well-known nethods. Mass

store 25 devijp@7220 EBHRYdiaRABJIfStRe Pit¥ent UhneAInemele iclile GORNABPRRLMAtIINO St or e

data and/or ‘instructions such as a tape or f'xeﬁgﬂ»ﬁ % n&% tic s{.orage
devi ce, or arPressisingierdags é@‘g"arlﬂ’éwré’&es & fpegpuions gserfed RerEdp)
digital vey S&Edtllu@s HdfodetdppratiaR Gf ﬂﬁlpjesem lifvention (NkPMe ettbudiedin dxacumhke

enbodi nent of, the res ntion tor devi,c es one
or rmore hard BITURIGE; © Jl‘f‘*—iﬁﬁ?m 3 ‘H@H‘S‘“‘f e'%fl ed uChngog'%mo 210 30
al so provi desstaa devit€r2ac eeniavalsle) diskp aadia oamullﬂak withi rﬂg@yzaléktdmvé a22|61 iat ate the

xpansi on buseeessn e srardr i Sodu IO SR AIREER e Conponent

I nterconnect (PCl), Industry Standard Architecture (1SA), or Universal
Serial (USB)0MS} (romaghinersadable aneylivm] 0o2impludenisy dneshaniss: bt Rrﬁ‘édeﬁr(hfs’e nt

| nvent i on, dmystdr&%ylgxeﬁaﬁl%ftég@rff&mfah&f 195%' r%ablpf)}o&ﬁ&ﬁﬁrﬁ% Ea&a‘?d"ﬁ{)&sm

vari ous processing operatli descri bed herein. features and
process oper aitengods Ft’l‘rfeiafpp1&§éﬁﬂ°hlp?rtﬁé¢?ﬂ’le@??d}\’ﬁy“ﬁ%deéH‘Hé‘cﬂ%ﬁml“’rﬁi taeadyt abl e

instructions gbadied w3 Qxﬁiﬁ%@é E‘%Tfn% hetd GHChorage MR Y 212,
mass store de{l}bcg 2 r}gjrm?/algl e Sk ?dgbg\g)u%d with Iojé;}% di sk drlve

226, a connmﬂléfétsiotﬁsg mediginfask ”&V‘&D’I ‘&ﬁ‘l"@ W‘é"?ﬁ‘ét%‘?ak apQpptisa & ol 1 er
218, or the | dflﬁ?opaéa%%%ale‘(é?(égﬂrlje-ﬁwafv@ﬁﬂﬂllalreﬁ s%)mls , digtARgnd1f elcyge tiarike.
i or

mechani sm that provid stores an transmts) information in

a formreblablhe iBsirugtiong Ay #?‘é used 19 causy fr BPNHRLMWEFIFPURPST BIFFESHRY SUChSy

exanple, a ”B&Bdeﬁk%r 126 pR cessErEIT, i grdiihedOgith thelinstivBtionefto berlfﬂrmeacbtttods orf ead
only nenory ff'j{ndom acces tor age medi a;

optical st or a@%ceﬁ%ﬂi’ he P’F%FgﬂnYFQﬁ‘B‘rneyﬁgﬁ%Fé?&s I\Qeéfaé‘ifgsrqr 887"&"08?)?'; ﬁa?rese

acoustical orin@nhed mhPbeIperformed by specific hardware components that contain hard-wired

logic for performing the operations, or by any combination of programmed data

20  processing components and custom hardware components.

[0029] It should be appreciated that the present invention may be practiced utilizing a

data processing system 200 having a greater or lesser number of components as the
illustrated exemplary system. For example, data processing system 200 may comprise, in

' alternative embodiments of the present invention, one of a wide variety of server or client
25  computer systems or devices such as a workstation, personal computer, “thin client” (i.e.
network computer or NetPC), Internet appliance, terminal, palmtop computing device,
robust cellular or Personal Communications Services (PCS) telephone, “thin server”
(sometimes called an appliance server, application server, or specialty server), or the like.

In one embodiment of the present invention data processing system 200 comprises a server

30  computer system. In another embodiment of the present invention data processing system



of propagated signals (e.g., carrier waves, infrared signals, digital
signals, etc.); or the like. 15 The instructions can be used to cause a
general or special purpose processor such as processor 202 or processor
217, progr ¥yRshsish the instructions, to perform nethods@iysoRsneesses of
the present 1nvention. Alternatively, the features or operations of the
present invention may be performed by specific hardware conponents that
contain hard- cglq rléeQQ'n eld RBmP%BJn‘ﬂEHEé BCelelifor MREIRL lapilfanceOfor B¥rf@ihg

conbi nati on o (3 processi ng conponents and custom

har dwar e conﬁ@ﬁéﬁ@@kﬂtﬂ@w@?s’-})tco@ﬁﬁwpﬂorlﬁécr&ﬁw/éﬁqwléﬁoﬂef?é@n% he present

i nvention may be practiced utilizing a data processing system 200 having a

greater or | qe63e] N 3 dfusEaRRangAbE] alecudifgram bf axabdutdr exbosentiatot 200y
system For exa

alternative éﬁ%@?&fé’rﬂﬂg%@ d[“ﬁ%‘?sftbgg’ﬁ%}/‘f‘ﬁvg’h?q gﬂrw%%gxl’é)m ) 5@ %dé) e ety of

server or gl iigwtrated efbaitiéne incmylastaemst meduthe expoeatistac302amd a sewonk stodlaron,

personal conputer, . " network .co

| nt er net appl"’n"&‘?ﬁ‘&‘g’a@gbﬂf‘aﬁe& wely ﬁk%g’ge‘% S iRa QU e rHg mee;%% L\ﬁig tg)tffel ul ar or
Per sonal ConTpuesert ainiventisn. Sefinst m&ﬁul@Pé@on@rmhmapﬁﬁhencludbh|anﬁse|exmnéntlatq®orret i mes
cal l ed an appli.an FyY&r .. & r t .S e
the 11ke, -1 ROBREEE AT Rane Ei: FAE mRHE 10 PhaBPEELES haBCED . ©
syst em 200 cqmnessmgselamsré* \Bs) 3ﬂ2c@n§wmnér groys tod nprodessingn elements Shboalidnent of
the presefy i ayaniihol: 4alaioBtA86SShiat YahAMBal SR-ERARE S0PrTh2! 30448
200 conprises an el&ctroni c comerce dccelerator ne i ance for
performng Sewud ex@oertistion copeoellet $K gndacwerad tmoghler IBPIUEIFRE ﬁ%‘gmﬁ%llpd‘lf@r yption
operat i ons. rﬁ&@ Eb&gﬁggelénédté gtgnakﬁdslogc B4 ft&uan@dem@ms lmtfaesr@mof a

nodul ar exporfe accor to one enbodi ment of present
i nventi on. I\/bnlltltlldqzxce)%%ﬁedwﬁa@@d HQ@!PIQKPT 338ctosseleptivght ?O&P]édh%ﬁﬁbm"ﬁ%lﬁ‘t

includes a fig, énempaf&rl'aaﬁ aﬁ%ﬂ@é@@dﬁhh@ﬁ% eaPmeftithr opSB& QAL thudtRgd! ar
exponenti ator 304 selectively coupled together via a coupling device 306

according to the pr lnventi First ul ar. exponenti atar 30

i ncl udesg!aS f i [P ex p@ﬁ@rﬂ‘?"ﬁ? YaoiReY °§E’?ﬁW%‘F? @%&?re%@eﬁﬂﬁa‘%ﬁnﬁl}wrys ¢ “Fr?ﬁjzdul ar
mul tipl Id er 340 nﬁi?l d@ertin@fulad nfultfpﬁi‘:atlgﬂi kg rﬁéﬁdulapgmdigﬂiai 119 =t asend moﬁﬂﬁs) 312,
a secon rou e 10. ter at|

| ogi ¢ 316g Si ’E‘I‘IP}&]PFQ%gz @uﬁﬁﬁge gﬁao‘g%'bne@all At FHPEPe :?Olgilorrl]E mu“a? llgsecond

exponenti at i aans@ekd 6d 4 Biea3syBokodrag oSgro@sdngabohenarwitmehth ppbqessmgamenade up

of 2 group of pr.ocessing. el SRENLE o gl ARk Spddhn. FOHRLERS, devi ce

20 each processing element in the embodiment depicted in Figure 3 operates on 4 bits of a

Montgomery multiplication operation at a time. The number of processing elements
utilized in this embodiment is equal to the number of bits in the Montgomery
multiplication arguments divided by the number of bits per processing element plus four.
For example, a 512-bit Montgomery multiplication would require 132 4-bit processing
25 elements and a 1024-bit Montgomery multiplication would require 259 4-bit processing
elements. However, the final or “leftmost” processing element is typically only utilized to
handle overflow conditions and is therefore incorporated into the end logic of its
respective processing chain with the number of fully-implemented processing elements
being reduced by one (e.g. 131 4-bit processing elements for a 512-bit Montgomery
30 multiplication).



mul ti pl exer 326 and a second nul ti pl exer 328 to sel ectively couple the
first nodul ar exponentiator 302 and the second nodul ar exponenti at or
together as illustrated. 15 [0031] Wile a wide variety of techniques and
har dwar e i tions may be used to inplenment nodul sgcpiatet/sgakd cation,
first mdu@% t?pl ier 310 and second nmodular nultiplier 320 of the
illustrated enbodi nent each conprise a Montgonery nultiplier constructed
as a linear i t h R PERSRI NY

el ement pr oii@éfngfns%rreﬁ&éfﬁ%%degﬁ%? Fﬂ’geﬁ{’ %o‘ﬁ &%%%ne?erﬁg?r{gg gﬁrr%l taﬁ)l I cg;el?ll on
oper at i on. F(and eouplvp [tegeth20 insmlinsanyysiokissartay pr E¢haing mld Fouple do & sloplel FavEaSt

depi cted in pfu§tr§e#ﬁ§&%ﬁ%§se§@f ffilslalagcﬁptwn, te m&@&mﬁéﬁts@ﬂhkiv% gyt 1 ON

oper ation at Focessli ng el enent s utilized I n this
embodi nent i or @lwaIWlH et mferred b by ﬂb‘flb%lff%“ 7910 tip dheviordl gumBeryof RIRAEESINSI i cat i on

ar gunent s 4di \é&&%ﬂgt&gl ﬁl@%haﬂl-l'rﬂ?ﬁﬁs Bfe @% SPHIG to IFEOLI0S fo Y5 - MUntghnds T our .

For exanple, Mont goner y plication would require 1196%4b|t
processi ng 2@@4&%@95"@%"3&“‘!&)‘2@ t5p tﬁr%h righimasy Hﬁ‘ifFﬁsinﬁlefg’ﬁ?tl BGHPGO
require 259 4pdlinhinRlRp&emiansn cdﬂ*r@l[é? NinBut dlii@Wﬁf as chit@] bigidd ar@:fecel\le&vaaWDSt "
processing elenent is typically onl tili g handl e .overf

condi tions arf&-Q and Mé?a&tﬁﬁ &r pumysd H‘G%/%{L’J e ‘Pﬂf‘ icptipn balg OEPE p’@’FchIP% a

r Ies pecti Vebpr ﬁ?’ﬁ'ré&lﬁp@d’cﬁfﬂm b ﬁr&ﬂddigﬁlfb?boﬂf offity |1rhMcd1it@{1ﬁfﬁT&€kﬁ@ﬂ/r1@ht?C essi ng
el enent s eing reduce one rocessing e e nis.fo
512-bit Mt gﬂ@grﬁwlef%eelﬁlihof'FWP‘&Pé%“igcﬁ’ﬁmemé W%“Eﬂ%%@%” ]/t°§b448
[0032] In theyipylseisf it cﬁ—‘éi:k%ﬁﬁl@dl n@p}bpnawmpm @metﬁaef’og mmamano sheoﬁrst' ®Es" are
arranged and _coupled to

et her S c.arra and
coupled to a EBHEWStSBW?‘fgng%} tﬁﬁ Bét()?&l?é'&l? gerd eﬁ?ﬁne%t'agongln pptr Lé?l‘]
description, tbhER fipaloeekginog” pﬂoaasﬁn'g clemdnt v egehvigmaraystalic aray (eghBE13Ginld  be
referred to from zeno to the . | .. W r of processing 5
el enents in tﬁ%gﬁﬁgﬂ fgomewljgutéq%r)(/gendor %@% l{QPEQ%SO for a 512-bit
Mont gonmery mul tiplication chain) starting with the first or "ri ght nost "
processi ntp el [@983ht dwaidretive embadimentsted the piesenk EPRSIAR. 2B ¢aEH oglg¥serymber . | nput
data as wel | Q’%{cﬁgﬂ%gteméﬁltgﬂﬂif Be ﬁ’tf]ﬁ ﬁﬁ%hé’ §notb BrouiFefhifdidnihAsaased or

punped t hr ough Pon Ghain. During processing, a given PE
recei ves dat aasfendingirid Pm’VWI loien! garesetotths IpdpFpCeFIng F@mFYFﬁ?éd?cétl\é"“(‘ﬁmr@ry

pr evi ous/ri 9%1&@1(;@&9\ aeit / 4rﬁef bnld ntasb gk nad RIS ﬂﬂlst?dtdﬁn@ﬁﬁoﬂmieﬂt the
linear systolic array on each "cl ock or pulse of the c gjr?oglc sour

Appr oprl ate ihopeves ingludes fofine prasessing \plegsnt i"kﬁ‘ pFe Spplyigicat fo provide

20  appropriate inputs to the remainder of an associated Montgomery multiplication chain.

For example, in one embodiment of the present invention, end logic 316 and 324 includes
an “OR” logic gate to receive at least two carry bits from the next to last processing
element and a flip-flop to register the logical “OR” gate output and provide it to the next to
last processing element’s “S-in” or intermediate result input. Each exponentiation
25  controller 308, 318 provides operands and control signals to its associated Montgomery
multiplier 310 and 320, respectively, and then receives the results of the performed
Montgomery multiplication operation via the PE-0 of each multiplication chain after an
appropriate number of clock cycles or “pulses”. The storage required for operands and
results and the number of cycles or clocks between the beginning and completion of a
30 Montgomery multiplication operation for an exponentiation controller is therefore

dependent on the size or “length” of the Montgomery multiplication chain.
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“rightnost" processing element (e.g. PE-0) via an associated exponentiation
controller and to the final or "leftnmost” processing elenment in each
linear systolic array (e.g. PE-130 in a 512 bit Mntgonery multiplier) via
end or "tewy kb9 1 0gic. 15 [0033] In alternative embogirigyes/sued the
present |nvent|on a greater or |esser nunmber of processing el enents may
?e utili éedI and one or nore ground term nations may be used as end l|logic

0 provide t goner
mul i pl i cat i g@.%gﬁa £l @lﬁt é{gon%l;k]@atlb@t%n r&ﬁe?@%@f'tﬁ@lllﬁétﬁﬁ@@ﬁlb&ﬁm&g%ﬁ S:Mggt rgat edy
enbodi nent Hm%wwpommiaud!estowdlpma/hll@ﬁ@ceﬂfrgﬁ%g’ir@n@ﬁﬁm egntiolipp A8 is

sophi sti cat e%el%c(?ﬁ)'lectot gﬂeg{t%'sd&haoa PR HP tbiioligr b Gemmipder of an

associ ated Mdn I cation chain exa one enbodi nent
of the pr eser@tﬁpqnmﬂemn thml@hdlnl thryillastrated embeiment, 4 $eg %E“é%cm'é?l‘ signgd: g?’I"ogl c

gate to r %Ce's‘;( lsa{ltlllz@@'% sd10P b&REdYa Bbst, 851fszﬁanctdbe>fra>9&hudn0mI\ﬂﬁéh {hE GRE@SSI Ng
el enent and lop to regl ster the | o out put

provide it t@“qdhlér ﬁﬁ%@f‘er{t’émr 138% r2n¢h s greendn %%‘ﬁ@n’é‘ﬁfmg“ag ?% ar8r°pfrﬁ€1§r nedi at e
;ﬁz ULEmIt Pg:ﬂ s @a@%a t@;@%@;ﬁ?%'t@& lirﬁpreﬁEzencsm-nhoinbdinar?eﬂﬁonex&ih&rs)ra@d/adémnd)per ands
ignals to its associa 310 d 320,
respectively,! %hbft mRdof eperationaid ﬁ%gb gc?ung gl??gg% i g&rﬁi‘g thel\fr?ﬁc? onery
nul tiplicati %d@ﬁﬁé@bh@ﬂatw M4taheoRby cdfiplebofetinltd byetatecatd duglecHaibitaf t er an

appropri at nb !

opor ands- ind M8 LPPEnGHEoR KoL U B TR LS SRe B PR
begi nni ng andy sQWEInShdiAduaPodulat @xgaettigiuiepytratiank.t i pl i cation operation for an
exponentiation controller |s therefore dependent on the size or "length”

of the Montg t 44
(00347 The PGS e et SR sfBolielline 330 kP ihdhaid mpolilen Bl 40449
ermbodi nent i go selst bith the aﬁﬂrﬁprb\tetlnmmpbn@nlﬁlplamrwweﬁﬂ'f’&ﬁnﬁéhe apprieling mefs second
exponent i at i 8912(:%{3'[162“, of?‘%l% §e§onds X ShinBME (RLOREIARE &S of1 18RRI 512-bit
exponentiation contro 1024- i t exponentiati on controll er I'n
the illusty atea@o@nbmdnarp@ntrol segngu IZéUBélleééQ theoteeqnd| expongntigtion icppiroBersB§ |
utilized to sglige hﬂﬁ%t ) ?zft'es‘%ng bxr mbre aéélx'gongl &nﬁ&qgnﬂg too&ﬁfré]tcbﬁﬁhng Be\M\Jél Ch t he

first nodul ar expone at or and the second nod expotnentl or 304
are operabl y 308 ép@tmgetast ti‘?JaRPp%’Fl@E? Epyis Ofwt‘Plﬁ’éfésp@ﬁé%%zsbllﬂ he; firstldt

exponent i at or g, 4.2 fids SR5ABiationlQddolRr BogTRABu dt@ﬁﬁd’ﬂxtsﬂ Bup 6F phby §sJihthe
first nodul ar %)?ponentl at or 1%(I)ozn andothe secon&é g g Q p@ﬁ{ tqte},%tgor 304
r q)rfaul Qtal o

are operabl y cdengisdd2 ansighe Wé?“dtgfpuéﬁﬁﬁ’fa‘ieé'ﬂ%le&‘%fsﬁéﬂ

20  processing elements, and then to end logic 316. The second exponentiation controller 318,

selected to operate as a 512-bit EC, is coupled to its own group of 131 processing elements
322, and then to end logic 324. No resources are wasted in this mode and the two
exponentiation controllers 308, 318 can perform two separate 512-bit exponentiations

independently of one another.

25 [0036] In the second, 1024-bit operating mode, the second exponentiation controller
318, selected to operate as a 1024-bit exponentiation controller, is coupled to the group of
131 processing elements 322, then via multiplexers 326 and 328 of coupling device 306 to
the first group of 128 processing elements 314 for the required total of 259 processing
elements, and finally to first end logic 316. The first exponentiation controller 308, the
30 first group of processing elements 312, and second end logic 324 remain idle while

modular exponentiator 300 is in this second, operably-coupled mode of operation. Since

11



10 nodul ar exponentiator. The first and second operating nodes are

dynam cal ly selectable in between individual nodul ar exponentiation
operations. [0035] The Si ze Sel ect control signal |line 330 of the
illustrate is utilized to select both the agRr AR | NPUtS
for nmulti pﬁvexgrbs é 6 and 328 and the operating node (512 or 1024-bit) of
the second exponent| ation controller 318. In an alternative 15 enbodi nent,

a control n i.S suppl £ kRNbukFtkObgier 318
which in turﬂ’é@ OéRe t?“dt Hca{lgnn’%?(gess;%cdﬁ#?egngﬁ €"E!riil’tro si gnal s togcontrol
coupl i ng dewho\eeveﬁeﬂy@angal amours ef legic lst"fﬁéte@}?ﬁhlé)?ﬁfﬁa‘ﬂréﬂqnnput s of multiplexers
326 and 328). In the first, 512-bit node, the first exponentiation

control | er g 3,'7]S caupbad bé epﬁréeﬁte‘dltha%tthegﬁmwr @ffpr@cremsmmts wiligdpties 312
and the seco its requir

oup, of processin e tal of
131 20 pr oce§§mg@ @Bﬁ%@ﬁ%scdﬁﬁrd:? ‘g?’ﬁﬁ’&e P%tﬂ? B’Oglil  CRRPPEIURIQIY? %8%"9
exponenti ati QR &8fafyOhidemap 13, vans@lne@ttaﬁhtfw eﬁmemms aFon exddpliin &E, S
coupled to its own

rQup I 0cess nts to end
| ogi ¢ 324. N@“&b@;@'@&’g@&w&Fe@eW‘f‘gﬁn’le ?’f #ﬁ%g‘” aémo?ﬁr?égt%) K arrl%gl%‘ggﬁlgnt i ation
co gt r ol :jer sI %@ﬁ,f]edaa@eﬂ{éa@ Wtfewmlét}agf;g@l&f' aatpendﬁﬂlétextnonﬁmqmmnmtopmtmns
i ndependently of one ano n t t ratin
nmode, the sed¥NE &% %‘H%fnlt5 éél %ﬁ’d ?mh'ators’ Zg%ﬁ% )fpjog%%mms DR 5

10 operate as a
1024- bit expanenbit edpofentistomns4) ohd 2048- bltsxppoumb’red 5) @netlﬁ%"r -bjt wpne@flatorwm_
processing el nts 322, then vi Qi3 Borhiti Edpé,lmdl ng
devi ce 30 oﬁg't%ﬁgxﬁw %{atoér%%bwoo?%r%%&hr 8@%@5@ r?g&g) ?grreﬁt s§cm “For the
requi red t ot ane o123 %xpozatas; g anelothee vombingied dfi yasiowsy sigy e!‘ROP@'{t‘af@f?d | ogi ¢

316. The fir ! { Wﬂg icgal %ﬁt& gnnmﬁ:lﬂ@w &Hs6r Tm8emlgdaﬁne?‘l@ J! KHeShr esgﬂt%nt(ﬂfn

processi ng el'd second end logic 324 remain idle

nodul ar ex ponaelﬁmrﬂdcmtar Bﬁxﬁmerslaﬁcm ¢eiationseaf ot Ousdpi!eﬁ* é@bbﬁypfé@umdeﬂi“‘?%@‘dof
operati on. 030015 PCT/ USO02 /30448 t he Mont gonery

nul tiplicatid Pcb‘?“ﬁ@én\/gs;irér)lvga/rel ement chal ns repr esent the bulk of the logic
however, only a trivial anmunt of S, wast in this conflrﬂ]é)r ation.

[0037] | t 15hol0038] be Eignye ddilusireses & IH&ft %Mé?bﬁ‘& H*s%‘ﬁmd’if a'bF’&?é’%%‘&?‘}? © 't s
utilized, t he400n's'|mﬂe£s efcokd Efépoﬁérfﬁﬁtﬂﬁﬁ&ﬁtr@lﬁr B esreRignreadd actcbﬂhr&l eod t he

nodul ar exponentl ators shown 5 are ar b| rar ﬂ‘S ”g A Pﬁﬂ’
al ternative etedineghes theFRS?“@x‘&?ﬁB‘lt‘%“ ?'}é %@ EEI%/ ﬁftra?efj ki 0di:t?)hre(ramsent
i nvention, eighhded26stdtd inabmsIAL eﬂ%ﬂﬂmm at 428 Sexporent BADL f 434 gxponent
processors 428 and 430, data RAM 0 414, data RAM 1 416, destination sequencer 424,
20  destination address counter 426, and time division multiplexing(TDM)/chain input

adjuster unit 406, as well as various registers 422 and multiplexers 427 and 429. State

Machine 402 is responsible for generating the control words for one or more associated
modular multiplier processing element chains and coordinating various tasks performed by

the other components of the exponentiation controller 400.

25 [0039] In one embodiment, state machine 402, as well as the various RAMSs (e.g.
RAMs 414, 416, 432, and 434) of controller 400 operate based upon a received clock
signal (not illustrated) having approximately half the frequency as a clock signal used to
operate the processing elements of an associated modular multiplier. Accordingly, state
machine 402 generates two sets of control words each clock cycle, and the TDM/chain

30  input adjuster unit 406 alternates between the two. Utilizing these generated control

words, state machine executes processing element chain functions such as grabbing input
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coupl ed together to provide a variety of nodul ar exponenti ator
configurations or operating nodes including: 1) eight 256-bit
exponentiators; 2) four 512-bit exponentiators; 3) two 1024-bit
exponenti a , one 2048-bit exponentiator; 5) one 1034~Ridh230448
exponenti athgfr?‘wg)é\b)és 10 512-bit exponentiator, and two 256-2%:;t
exponentiators; 6) two 768-bit exponentiators and one 512-bit

Cobaling 20480t GleUfhed D Bphilis dad MECRUE VBhEEmEY RARGRLABCLD

present i nvelink onmosi thainlamexhehentiainopperetins atei beguropkenat istertSinpwt (¢arildus si zes

to be perfor n?a.ﬂn%#l’t G ¥ ﬂ)gﬁl sta fi{ljdu? h&gtlé Yosdrfdd BAS iR iiachide4d20RetBlssdrs @ur € 4
S°hi'Oh- "agr an of

illustrates I"'evel bl oat an exponentiation controller

400, such as demcotmt éhmbieethe desiredmoduban opasptions arg sanplgte. FWhish af e sepai@Gr di ng t o
one enbodi ' S8ertdd WoRESIE @B operidin; Fold @LbitdBn-of) df bentlolidrust r at ed
enbodi meng ”Fﬁklx%ggﬁtg,gﬁfe machi ne 402?p exp(g)nent@lRAM 0 412)3, exponent RAM
1 434, expondfl’s appuiekmeriular gpgneptptouend its eOMPONGRARATS: 414, data RAM 1 416,
destination sequencer 424, 20 destination address counter 426, and tine

di vi si on mul tipqaopxi meta TR ¢ sl andidata RAM d04 16 sstare masti of QG cessesy wolillaras
various registers 422 and, .tiplexers 427, and 429., Stat i 402 i s
responsi bl e Fﬁ?onﬁ'@ﬁg?rh‘?aitaﬂﬁ%%‘ég IE(S’H? oSty QO o5 FOfS hese, it ptﬁr%ra 2@0 gl oglgliyat ed
modul ar nul t itphifemapsroRess Mo Rosgandry chafonsedimddubeo peicalatlated)paveers ofus t asks
performed by the other conmponents . of th xpon i atl ; 400. 25
[0039] | nl%on&2enis ?‘ﬁ“é‘ﬂf&atg?eé{ﬁg’ i e|"r‘i‘é“ej&%‘Rvaeés\/\%/egf“l%g”ggttﬁag%@%‘!gﬁssf RAMG
(e.g. RAME 4lésultd T6e todid Rize aheicii3ng RAM 4ldtIbakepands dObe sipeeizoatrdigs€® upon a
received clock sign ot .1 [ r % BL&L otk frod he
frequency as%gwae&c'klad%? gpﬁ‘étfatéd‘s‘le‘%”%%‘%‘%gg%? gtgt \é\ t ea'dg?’o@éslsi_ ng e?og%en?s of an
associ at ed noietl0240 bitstotarqeminedate Ap tnA0ckiatvgd, pachd 2 tits lopgder eitber 462 0gdRey at es
two sets of S : R nchRME SRR 3G i aput

adj ust er uni fb?t%ég%qsrg?%a%fgggEéﬂmggdr?ltg%ﬁk%v\& %tni N zci ng the_sle gener at ed
control  Wor der, wstirgtresuttmfreri ad e Sreatipes 43} for teading vplues dnanrassosiater ovACt | ons
such as grabhj i t : /030015 PCT/ US02/ 30448 operand digits,

cal cul ating ol%@g%{iﬁ%%ﬁr#ﬁf’?ﬂr%}ng\sgf&qﬁnd perform ng Montgonery mul tiplication.
One or nore nodul ar exponenti ati on operatjons, are begun en a "stl?rt"

i nput (e.g. H841] st Fead pois 20 arcplsoravailble fan Igading iApH; At 3R rAEVIRE LBy and
state machi nerhDeudiliednRSIReRS AldrdORPutOLtE Puphlicklid eavhtofthetréad pdesi20ath nodul ar

operations arl;elulg;())lggrseﬁfﬁ 'eitl\1/c\3yr] Idﬁpctlg ffr01t1'1hoef\1ts1Sdee %glgt%ﬁlg' 402 when controller 402 is idle or

20 by combining bits from source address counter 404 and the two exponent processors 428
and 430. In one embodiment, low address bits for read ports 420 are obtained from source
address counter 404, whereas high bits are obtained from the two exponent processors 428
and 430. The addressed data RAM elements are then both provided to TDM/chain input
adjuster unit 406, which generally alternates between the two.

25  [0042] Write ports 418 receive result data from the output an associated computing
chain via one or two registers 422 utilized to line up the alternating data with the slower
clock cycles with which the data RAMs are operated. Address inputs are supplied to each
of the write ports 418 by combining bits from destination sequencer 424 and destination
address counter 426. In one embodiment, destination sequencer 424 supplies the high five

30  address bits to both data RAM write ports, selecting among the 20 available slots with the
low address bits being supplied by destination address counter 426.

13




5 start inputs (408, 410) is asserted controls the operating node (n-bit or
2n-bit) of controller 402's associ ated nodul ar exponentiator and its
conponent parts. [0040] Data RAM 0 414 and data RAM 1 416 store nost of the
necessary gndilli3geis exponentiation data including in one gggadviFais one or
nore base inputs, a Montgonery transformation factor “F, a Montgonery
transf ornmed nodul us, pre-cal cul ated powers of 10 each base i nternedi ate

results, and va v ROER: 4 grb?fd%rf@umm‘o a
result. The t[B(?@l s?jz‘!glo e%lgﬁ&dg{ugﬁrl?%\zﬁr%l 41 6lél ends on e]sla;e of

control | er 4@8socipeduptoeessing plempns chein by counting Fromdigiti Giorpither st ]&Qt‘)a 185M 414,

416 includes 880 ¢ ik S b O RROIMIALR oDmb oR@IMedaees, each
1028 bits Ionzggf%?g‘g“{gﬁ@r . 6%9&%‘9 qe%lt oper ands. f?)Each 019 dat& RAM uni t

414, 416 is doutsppsingdd Whlqlicqtqafoﬁlaﬂgl ‘198 ¢ bas bﬁ‘B‘r spplieggfo figtergichie A

r esu' ts f rSOmtﬁfpgegﬁl idg estdh’ mbafid e:’ﬁﬁcﬁ’xeﬁt@florlc @ﬁﬁﬂuﬂﬂ ‘D@étiﬁ@@ontdddﬁﬁh cﬁ:ﬁﬁt@rC42?5t ed
modul ar  mul tipli catl on conputing

f % o rts lefﬁ?O aI SO
avai | abl e f orvdits iariignphism Stﬁfﬁt“}i“’]aﬁed P p gé’}/‘t"ﬂ grré F ogeach p tsa1 de
control | er 4%M/Mdé 4i1BPWhen thé Sigall péceived, aestmmhamfresn bemteeasserpdiret s 420
via multiplexers 4 either directl (of0) 4 en
control | er 40%1%- §“qu’| SégnaF g@e B’{,‘%PSHBX%%I%’@ “ﬁlﬁ r%wn@lrgéec{ﬂersgé'tsa r%é%wgount er
404 and the tuoappropeime tirgen tiReataapphy te mhdendﬂ@sxgﬂaﬂs andeesatiigodi ment , | ow
address bits for read ports 420 are obtained from source addr ess count er

404, wh 498
and 430er . @@fgﬁ] é‘goﬁéﬁ%@hﬁeemn ? egb?le Hﬁﬂ &Ireg\%lb el‘;iﬁ@l@ék'S

TDM chai n i nmAM faﬂ;tomgeemf thenivto dﬁ@xenmimhlngbmékuatateg embpd;mgqt dsfitsepafeen t he
two. 25 [0042 Jl hg ‘Qﬂr ta%ceé}slﬂﬁe Elﬁﬁﬁ’é (‘/ﬁher &‘)ﬁHelIer Q@Oti%r foﬁcﬁ%ﬁ i I)&Pbﬁeﬁﬂét Aan

associ ated co ters 1zed to |line
up the alter mcandgaoda@a qﬂthmllmﬁ@te;dl @W@dlmeetl @dkbltyeqee@dveﬁtuﬁh%lteﬁwfiﬁe dat a

RAME are oper Engg)gn@%d{x?&?en{dﬂg&gs%r eand YRPIhiBHaddRs@a bt p o(x)tf Hebifexpbriche ports

418 by combi ni tination sequencer 424 an desti nati on
address count MM4428; 43fris edecseedblRiREGOUNERRRRIP HArTSGh 5 W 8% dFPeRBIE Pippl i es

the high five ot $1210R P A0IA- 13 bAh ROt Meo@&fk disgloaetitng anong
the 20 avai l aégﬁ?{% ‘%ﬁ‘q%’%& ﬂgﬁ P12l bRy r ebfondifge i

the |ow address bit sy i ed .b
destination atiart sgnsl 408.en ¢t E hag besn appiediys s@?/’@@?b@iﬁ%ﬁ?@%‘?“?&fﬁwdt‘%b%]
Desti nation a%(‘ﬂ&?eﬁﬁatﬁg%ﬂér@ﬁon‘laﬁsh&ﬁh 86 bSprébiaddtthad il sbéclﬁlf codﬁtEt&aﬁgB vakef ed into
an associ ated processing el enent chain by counti n% ?rpl g }g rto ei t her
digit 130 or #idghedirection (e.g. up or down) in which the counting is accomplished t oughout his

20  description is arbitrary and not meant to limit the potential embodiments of the present
invention. Exponent processors 428 and 430 are responsible for determining what

computation is to be performed next.

[0045] In one embodiment, a 5-Ary exponentiation algorithm is implemented and
Exponent processors 428 and 430 are utilized to determine whether to “square” or
25  “multiply” in each multiplication cycle, and if multiplying, which of 16 stored powers to
multiply by. Exponent processors 428 and 430 read stored exponent bits serially, although
they may internally consider a window of 9 consecutive bits at any one time and provide
the high 5 bits for addressing the read port 420 of the corresponding data RAM 414 or
416. In one embodiment, each exponent processor 428, 430 is also responsible for
30 referencing the appropriate inputs during an initial transformation multiplication cycle and

computing the 16 stored powers of the transformed base. Exponent processors 428 and
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258, depending on an operating node (e.g. 512-bit or 1024-bit) of the
controller 400 corresponding to which start signal 408 or 410 has been
appllfq to state machine 402 at 5 the begi nning of a nodul ar exponentiation
operati on. Slosiigl 1 on address counter 426 waits for a state
machi ne 403&f0(%eg|n witing results to each of the two ?dﬂﬁyﬁéﬁﬁgaite
ports 418. \Wen the signal is received, destination address counter asserts

the wite-e downer
addr ess bi tsgﬁfﬁgﬁig’ﬁ%’a{hgr e’ipﬁ'éen?auon 5 ér%?t% %omfb m?ﬁﬁ%‘é?ﬁ%? &\)dJ roppi ng t he
write enabl evﬂugmaiksormpbnﬂmgéatamg{ fotbe [@@r&e&t}an@pnarhlemftwlﬁ 432 and 1 434
each conprise a dual -ported 4096-bit block RAMfor storage of the two

exponent val 'ﬁgﬁs' N §HBed ddakesd ERhRH se@d¥ROMUREBS to Aorb 4Lt dipiey ¢f dath3Guyh 4 bits
w de, accessible outside of the controller 400 for | padi nggh ﬁ/}gﬁ)ﬁggnents A
er

second port 49® agfassoniatel progessipg elemens v DM pHnting fram gt U o

utilized %o foﬁagn@ss @8 Jn@ﬁ?@ﬁ‘%ﬂ%ﬁldx@&%ﬁ&raﬂﬁ@ﬁ@&%@@ %2&itand 0ZB8) Wi ch
ilizing a

addresses that port ch exponent 15 RAM 4 dd d
count er whi cheseriFqlier 430 CB‘.’E?LSPW‘“EG%E’M'&Ié‘ﬁ‘éﬂ&‘?ﬁ@oso‘ﬂﬁléa% g’ﬁeé{aifs’l?eﬁ ﬁﬁtae (e.qg.
2 Ilén g: t 48r8 é?x?agi?gd ?]()2 QtLthé |B@gnﬁﬁ>ﬂgt <5fgd hﬂﬂul&cﬂip@ﬁﬁt[aﬁ&peﬁmhtmg tSourek iaddress st ar t

as been a t t i
= Podul ar - eRBIRAONEUE ok FOR oIS maO B gl nye e apkd AR he
SEeCI fic counteted f@nmmhmg&hamradd tHae walks eretlownddress dits fop bath deteBAMi n whi ch
e count o9 ki b5 BT st e HAPHhic s, APheiS oA |eorohpl L rary

and not n@ant® nents” o ent  TAvention.
Exponent pr ogescsdareds2Buiiterdi04 86n sigenlsrtisyadeusadhine 40210 Cdlﬁtneq: m ni ng what

conputation is to be perforned next. [0045] In one enbodinent, a 5-Ary

exponent i at ' 4% goﬁ&fgb& i RustritRd £ fe%:i b‘i’d@ﬁ' dla@ﬁ&otgl?anﬁeld) fn%@ﬁﬁ:&%l@ ghé8 and

430 are uti I term ne whet squar e’ tiply" in each
mul tiplicati @rrax:f(EﬂCeA) simctutefacenuding FSJI s‘i ﬁQbOdWPﬁn& Al e Pl%er&it"é)‘feét&mpome‘?@ to
mul tiply by. ﬂl@lﬂ:t fﬂﬁé) &ﬁpfn%nﬁg@ a%ﬂﬁnﬁﬁﬁt&ﬂa@ku@é PPGA ANRRAERE i tS
serially, al £hou y Internally consider a w ndow of 9 consecutive

bits at aky dﬁkmt, amoﬁm Joseo Grliferniat ip atiliged b implsment the preseingdtitth gEaRe r ead
port 420 of tﬁﬁ%AC%fugéspé)@%aﬁ@ Q@Scﬁ\ﬁﬁiﬁéﬂlé%m%lockﬂ@LB r‘SOQﬂ!éulﬂéﬂ)@@btﬂ&int each

exponent processor 4 I's al so responsi b renC| the

appropri ate iuwpdng royting FREOUEGES iSyehap ﬁfog’fap’é}?glf:é?”ﬁﬁt ’l’“ﬁ)tﬁc‘?ﬁ?loi‘ E ﬁr”(?ﬁtf‘l ®cycl e

and conputi gﬂocteé’é@r kGpsdrnest tlﬂSM&Ex& ikntidiard dactncoheruord ubiase. onExpanent

processors 428 and 14 03/0

configurable logic blocks and in a further embodiment are constructed such that CLBs

20 associated with a given coupling device are adjacent to CLBs associated with one or more
processing elements of each selectively coupled modular exponentiator. In yet another
embodiment, CLBs for a given processing element are placed adjacent to the CLBs for its

two neighboring PEs on the FPGA 500.

[0048]  Figure 6 illustrates a high-level process flow diagram for one embodiment of
25  the method of the present invention. The process illustrated by Figure 6 begins (block
600), and then a control signal such as the Size Select control signal of Figure 3 is
received (block 602). A determination is then made whether or not the received control
signal specifies a 2n-bit modular exponentiator operating mode (block 604). It should be
appreciated that while the illustrated method embodiment relates to selection between n-
30  bit and 2n-bit modular exponentiation modes, the method of the present invention may be
similarly utilized to selectively couple or combine modular exponentiators into any one of
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PCT/ US02/ 30448 430 signal when their exponentiation operation is conplete
after referencing a stored "I" value in its corresponding data RAM for the
i nverse-transformation of the result. [0046] Source address counter selects

addr esses 4-bit digits of data output from an mg LEsk
processi ng%@ﬁgﬁoﬁschal n, by counting fromdigit O to either ?gql%t 128 5 or

digit 256, depending on depending on an operating node (e.g. 512-bit or

1024-bit) of 4 | 408
410 nas. beon*AB0Y SECEEREh: Ahektas RERRMANA ¥ m*?ﬂﬁi?‘“e (L rar

exponent i at i omtmb sigral speaifiess dn-bis medupreaxponeaiinlortoper aWMn‘?‘@ 0¢e804) may gnal

fromstate Rbf& 402 infa¥ié R o tAAbLy 108 Woaly§ BH hBer@fife ms&xﬁg&ﬁmm@he
conmput i ng ckrlrglgn andé&l'ta Ig%}l 33"&‘“ a ovf/yaddragss |tls lfo? tf r}dat RAM 10

read ports 43uestionnFordpgance ﬂt@f@”é’ﬁ‘b?‘tﬁ‘ﬂ?% signgl “Eaé(r"@@f’”sevﬁ“\ﬁéﬁ’ia YHYBSddr ess
i s reacheg, féélf%% %ﬂ%l{%ﬁ%t‘ SRIRRE ModQ4 lthlaeimraiqgaﬂb@ hdleth&t B probRekdi ne 402

to conti nue. ure5|II‘Léstrate %@k E‘i bD gl& dlaramof a
field prograffisredeiang compared or ofpiuise agﬂzﬁ@ttﬁ e srdt ﬁ§ ??fméﬂ? Ehbodi ment
of the present invention. In one enbodinent of the present invention a

Xi linx Virtex®MdBer ifdsiske@aninethbitaie weaivbd gntob sixidl sperifies man-bisPrasetingose,

Cal i f tilized S ERTA
| nc: ug;gl : Iplsnt?lréd: : !{tfx/‘& 5@6aﬁ;$5ur ag%or i qheplr ﬁg%k %{l%_ttb %nsecgﬂg{;)ﬁu%tﬁgd

t oget her ut iekpankmigtor Galodkri§6); esmnd:@@ommﬁloasormoﬂmaémtﬁﬂ avith e et r i ces
S04. Ele r uc o%glaxt {](?Fnem188rq§§o%ﬁ%lﬂéd @Bg@gtéssl@nmlt ngﬁeﬂfa%§@58ntrbl'[b\‘ eiddkon are

each cons Izl ng one configura | ogi ¢ blocks_and in a
further embod0Bemsingle et ob2nsbit eperaadh is EF@ﬂquthPdtﬁ_lB?s a@Ghea%@E]iyéP‘éﬁedvﬁrfth a

gi ven coupl i ngy deyh§ TRt %sauoaaﬁ%rst Sre GiBedas SREfoRM stﬁ{glé henchie magularor €

processi ng el enents of each selectively coupled nod [ t or
yet anot her cxpasesiatiem eperatiopen thsy regeiypdsehnof pf“olﬁte@%efal‘} @"’é Eﬁr‘bf? g]aced

adj acent to theelliRsonéifded (bisck d24P NGb@hBe hipRYiaREIhaOthe biter 15R%h5l&(ﬁrst[ 0048]
Figure 6 illustrates a high-Ievel process fI ow di a rin}f&k ogg %rgid' ment
of 25 the mephowcasd DAL SPERNNFONT S5 (OGP edTFP@Ctb Tothlee r ¥t

Fi gure 6 begigsoneklafekcdaBller lsad&ﬁﬁéui’ﬁﬁo ape.(méltnrml-bltsn@aalblommﬂ),an:dﬂhhén-& ze
Sel ect contraol signal of Fl

eceiv rm nati on
i s then made BiltReeRRds aEf’rre‘FFb‘tc krﬁé@é? V&‘Haré&ﬂfg’(?%" farit E‘ﬁg?t“)gﬁgr@ ya 2n- bi t
nmodul ar expongRirAdiNe eAPeTiRtitner e peseibinoaiio Akese operatishmeut tbﬁ'efoa:mltr eci at ed
that while the jllustrate odinent .relates to sel ection between n

met ho
30 bit and 2rPeffPrt‘neijrﬁtﬂPP’QFd%é?(rﬁBt?‘féaﬂP‘iﬁ&bl“b‘}lutawﬁﬂfgs the method of the present

i nventi on may be . . .
20  [0050] If it is determined that the received control signal does not specify a 2n-bit

operating mode a determination is then made whether or not the received control signal
specifies an n-bit mode of operation (block 614). It should similarly be appreciated that
the order in which the determinations (blocks 604 and 614) and their subsequent
associated operations (e.g. blocks 606-612 and 616-622) are performed is meant to be
25  merely illustrative and is variable in alternative embodiments of the present invention. If
it is determined that the received control signal does not specify an n-bit mode of
operation, the illustrated process concludes (block 624). If a determination is made that
the received control signal specifies an n-bit operating mode however, the first and second
modular exponentiators are operably separated, the second exponentiation controller is
30  configured to operate as an n-bit exponentiation controller, a first set and a second set of n-

bit operands are received (block 620) and the first and second modular exponentiators are
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simlarly utilized to selectively couple or conbi ne nodul ar exponenti ators
into any one of 15 WO 03/030015 PCT/ US02/ 30448 a variety of
configurations Accordi ngly, the determ nation whether or not the received
control sighgbhsgp@Esi fies a 2n-bit nodul ar exponenti ator ogefgdobAgdOdE

(bl ock 604) may aﬁe varied and may be made in a variety of mayga?n
alternative enbodi ments of the invention. For instance, the received

control signal;ARY, ?8@&1'%‘3 naomoxlnbﬁu"l’ér 'eﬁ;}bn&ftlatt?dnr@ebéugﬁst(fn the ﬁﬂ?ﬁddf $bdnd a

plurality of operat plurality of bits may then be cessed
(e.g. decodedetanfindi rﬁﬁaﬁ@h (b’PCIbﬁ%r wheseafigh é‘l‘%/liléﬂl)atefl (?r‘??&%é"”@%‘éieﬁﬁg i bed

deternlnat|0@24L0049] If it is determned that the received control signal
specifies a it operating node, a first nodul ar exponentiator is then

bl d d
cxponent i at | BWSEbn{ FOPE dpeRUub AT AR FE BEs " BNGR e 6 e vin®eCOr

exponent i at Oﬁefbtﬁno@ﬂb]%pe(gm’cedemphr@pmlbadlmemstharedﬁ’l -Ibmill bx grparentt hosvevep,rthat
controller (block 608 . Si d (bl ock
610) and the V%naelf’ résncfr /" d’iﬂcp ich |erext§ '%la mﬁg%lglklgs Qgggqgg??gil?%i\ag%ﬁ%{%or S are
utilized to pm:bbd:mmtao@thngﬂr@entmﬂt#mn metydlm lamlen@ntp@weth@qtalspmgofm #ei on on

t he received f IS
concl uded (ngcEﬂgéﬁ%Br obeﬁﬁﬁ gﬁgétgg%?gﬁfg%%%mpﬁggégﬁt&gggg&ﬂfﬁﬁahlch t he
first 15 and spesifisiépnrrd drasingspisoreqidingly & be werddon g dipstrastye ratesy theBidock
606), the nentiation controller is configured to operate in
2n-bi t nnéi ?%ﬁg%wﬁ%%% and the 2n- bit operands are received (bl ock 610)
is arbitrary and shown for illustrative purposes only. In alternative
enbodi ments of the present invention, these operations could therefore be
performed in any order or substantially sinmultaneously. 20 [0050] If it is
determ ned that the received control signal does not specify a 2n-bit
operating node a determ nation is then made whet her or not the received
control signal specifies an n-bit node of operation (block 614). It should
simlarly be appreciated that the order in which the determ nations

(bl ocks 604 and 614) and their subsequent associated operations (e.g.

bl ocks 606-612 and 616-622) are perforned is neant to be 25 nerely
illustrative and is variable in alternative enbodi nents of the present
invention. If it is determned that the received control signal does not
specify an n-bit node of operation, the illustrated process concl udes

(bl ock 624). If a determ nation is nmade that
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the received control signal specifies an n-bit operating node however, the
first and second nodul ar exponentiators are operably separated, the second
exponentiation controller is 30 configured to operate as an n-bit
exponent i atw@psgseys' ol | er, a first set and a second set of fusfBibiQrerands
are received (block 620) and the first and second nodul ar éxponentt ators
are 16 WD 03/030015 PCT/ US02/ 30448 utilized to performtw n-bit nodul ar
exponenti ati g QRg§ations on the first and second sets of n-bit operands
(bl ock 622). Thereafter, the illustrated process concludes (block 624).

[ 0051] In thewLor.e Qi n(?. description, the present invention has been

descri bed wi t W% $BMEG Bhce to. specific exenplary embodi ments thereof. It
wi |l be apparent however, that variations or nodification of the exenplary
enbodi ment s descr ished,Asuehids: al ternative enbodi ments of the present

i nvention may be |rr[) emented w thout departing fromthe broader spirit or
scope of the preseénturglityefmqdyiar agonsatistorpicluding & Brsbporiing @epopgniirtpand The

speci fi catq ornegdpd nfdaw dxPdnedtiforamaor dingly to be regarded in an
illustrative rather than a, 10 reg&ri ctive rE{ense 17 WO Q3/038g§&g CLAI M5
I

What is clai med i &C°0ptag deips iriesposed Betwgsn said Bstiperular eFRGRIrERtARn urality
of m)gul a(r]I F)@amelﬁtoﬂalhmxpoﬂeﬂmmd Rceive af dofited] sigmull bridatd sedecpiosleeduplatsdd and a 5
second nodul ar _expopenti atar: and.a caupling device i.nterposed between said
first modul arEURBRTPaRERad R M ol ibd R R ket £ SRR L o

recei ve a corsaldabntsdl gigadl. and to sel ectively couple said first nodul ar
exponentiator to said second nodul ar exponentiator in response to a state

of said control signal. 10 2. The apparatus as set forth in claim1, said
appar at uslhavd-ng Zh¢ nperatugpgiwst ffth ingplaim 4t saiskerpasatnscspisaafipgmeds o first state

of said cont rd}kraﬁ&rgébﬂjespm&ﬁﬁo@ o sighe boF SRt colfl WioRdl whEXRQRE Atst AbAiarl S
operably separated fromsaid second nodul ar exponentiator and a second
exponentiator is operably separated from said second modular exponentiator and a second

mode of operation corresponding to a second state of said control signal wherein said first
modular exponentiator is operably coupled to said second modular exponentiator via said

15 coupling device.

3. The apparatus as set forth in claim 2, wherein said first modular exponentiator and
said second modular exponentiator operate as two n-bit modular exponentiators in said
first mode of operation and as a single 2n-bit modular exponentiator in said second mode

of operation, where n is an integer.
20 4. The apparatus as set forth in claim 3, wherein n equals 512.

5. The apparatus as set forth in claim 1, wherein each of said plurality of modular
exponentiators comprises a modular multiplier to perform a modular multiplication of the

form A x B mod M, where A, B, and M are all integers.

6. The apparatus as set forth in claim 5, wherein said modular multiplier comprises a

25  Montgomery multiplier.
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node of operation corresponding to a second state of said control signal
wherein said first nodul ar exponentiator is operably coupled to said
second nodul ar exponentiator via said 15 coupling device. 3. The apparatus
as set fortyohslogedbdi M 2, wherein said first nmodul ar expongdti;@hRbignd said
second nodul ar exponenti ator operate as two n-bit nodul ar exponentiators in
said first node of operation and as a single 2n-bit nodul ar exponenti at or
in said second node of operation, where n is an integer, 20 4. The
apparatus as set forth in claim.3 erei.n n eguals 512. 5. The. appar atus
2Pget Tortn T ot tePretisFap ki et b e AT g F A
exponent i at orsgstelizrpty sfygocassingdismants.nul tiplier to perform a nodul ar

mul tiplication of the formA x Bnod M where A B, and Mare all

integers. 6. The apparatus as set forth in claim5, wherein said nodul ar

mul tiplier compri E&sapaaratzsaswsfrfwgblﬁélayn FﬂJ’YI'FTeHH $idra coyming\ds Vs COrapyiFes?

PCT/ US02/ 3044Q1tplexte apparatus as set forth in claim35, wherein said
nmodul ar multiplier conprises a systolic array of processing el enents. 8.
The apparatus as set forth in claim1, wherein said a coupling device
conprises % ul t Aplappaeatus cBmfxisingh appar at us conprising: a plurality of

modut ar mul tipl ek gt dicothadhniifiRls ifERAH AT obbiR! difip1Rhad s&RENC
nmodul ar multiplier; a coupling de

L C Ice I nterposed between said first nodul ar
mul tiplier arepdylargulsipishd nodular nmultiplier to receive a control signal

and to sel ectively GouR fviR@idbridséderriRtisicdtirst dutbikipidr 84d i sdhdl second
nmodul ar nmultiplier 1n response to a state of said control ts_l}gnal. 10. The
1S

appar at us as medular maltipligr o eeives contrad siprpl andda selgctivelneolpls gridifirst pequlaipde of

oper at i ony(corg R Risid sécdndmbdula ufipRdrér REpohritsla GAB S @ld ot diknarher ei n
said first nodular multiplier is operably separated from said second

nmodul ar nmultiplier and a second node of operation corresponding to a
second st ate 16f s@haappamatus s setfortinialclaivh &rseid apmeatus hivinga firgGmededdil ar

gg[J; | p'n;ef | S pORAg R Ysp SRR (6 € fifsPsi8 b REGARTsiBRINhAEin Bk filshhdlar Vi @ sai d
multiplier is operably separated from said second modular multiplier and a second mode
of operation corresponding to a second state of said control signal wherein said first
15  modular multiplier is operably coupled to said second modular multiplier via said coupling

device.

11.  The apparatus as set forth in claim 10, wherein said first modular multiplier and
said second modular multiplier operate as two n-bit modular multipliers in said first mode

of operation and as a single 2n-bit modular multiplier in said second mode of operation,

20  where n is an integer.
12.  The apparatus as set forth in claim 11, wherein n equals 512.

13.  The apparatus as set forth in claim 9, wherein each of said plurality of modular

multipliers comprises a Montgomery multiplier.

14,  The apparatus as set forth in claim 9, wherein each of said plurality of modular

25 multipliers comprises a systolic array of processing elements.
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device. 11. The apparatus as set forth in claim 10, wherein said first
nmodul ar nmultiplier and said second nodular nmultiplier operate as two n-bit
nmodul ar multipliers in said first node of operation and as a single 2n-bit
modul ar mulybRdiRbisi N sai d second node of operation, 20 yhere,nj.s an
integer. 12. The apparatus as set forth in claim11l, wherein n équals 512.
13. The apparatus as set forth in claim9, wherein each of said plurality
of nodular nultipliers conprises a Montgonmery nultiplier. 14. The

appar atus as set rth ip claj 1erein each of sai |urality of

nmodul ar 25 nUlt i gﬁ? %Drpgla{é‘f)%ﬁ;{ gglginaf\f\hri}gt%}fefed“ %?r‘draavuﬁf"ggf’@%eﬁg’?ﬁﬁgél ement s.
19 WO 03/ 0300fatipexet.US02/ 30448 15. The apparatus as set forth in claim9,
wherein said a coupling device conprises a nultiplexer. 16. A processor
conprising: a plurality of nodul ar exponentiators including a first nodul ar
exponent i at or!®andAProsssseecEEsiA®dul ar exponentiator; and a coupling device

i nterposed bet weeq philig) dfinicahlan@PeHeAat@XRONARE 4 APho AR eiRhGtiatsemaRd
nodul ar exponenti atgr to receive a control signal and to selectively couple

said first St AR BRYNEHAF ANt 0 sai d second modul ar exponentiator in
response to a st akeowpling Sedicd irt@pdsedbetvedes) B firstlodlifar expbfenflitOGA8SHd as set
forth in claim186, id processor having a first node qf operat.ion

cor r espondi ngse‘fo(?gﬁmgﬁ?l?rsetxg%t‘[e&tfaéor Syreeed cg?)tfﬁl F‘g‘?a?gl}ddﬂéq?ew At g first
modul ar  expdirgmiddaloexpbientigartaiid/sesand atodbleckxpomntista itrespoaenda smed ol ar
exponenti at or al%réd 8 sleccimd node of operation corresponding to a second
state of said coﬁ?r&fg%&\'gnal wherein said first nodul ar exponentiator is
operably coupled to said second nodul ar exponentiator via said 15 coupling
device. 1f The DPIREFS&RJ0r ASsetBith i 15,@ais:pl%ta£§soﬁaviﬁﬁlﬁﬁ£ﬂ;ﬁbd%%fd first
modul ar exponentiator and said second nopdul ar  exponentiator operate as two
n- bi t nodul aroPERPRSIREFESPARBRE!O B first 3P af widcentratpigesl whereip sridfisbnodiind as a
singl e 2n- bi texpadniaadr iCopRABE BPamted Frolbaid Bt ddnPRERIM exponentiator and a second

mode of operation corresponding to a second state of said control signal wherein said first

modular exponentiator is operably coupled to said second modular exponentiator via said

15 coupling device.

18.  The processor as set forth in claim 17, wherein said first modular exponentiator
and said second modular exponentiator operate as two n-bit modular exponentiators in
said first mode of operation and as a single 2n-bit modular exponentiator in said second

mode of operation, where n is an integer.
20 19.  The processor as set forth in claim 18, wherein n equals 512.

20.  The processor as set forth in claim 16, wherein said a coupling device comprises a

multiplexer.

21, A system comprising:
a memory to store data and instructions;
25 a first processor coupled to said memory to process data and execute instructions;
and

a second processor coupled to said memory, said second processor comprising:
20



node of operation, where n is an integer. 20 19. The processor as set forth
in claim18, wherein n equals 512. 20. The processor as set forth in claim
16, wherein said a coupling device conprises a nultiplexer. 21. A system

conpri si ng:we offeipisy to store data and instructions; 25 ap (E,hﬁﬁ]tm&r“g)cessor
coupled to said nenory to process data and execute instructions

second processor coupled to said nenory, said second processor conprising:

20 WD 03/ 030015 PCT/ US(r3g bl bigBhdrtitto ncRilh Bt: R¥AQRCNT i at or s
including a first nodular exponentiator and a second nodul ar

exponenti at or ; anﬁ‘%“%ﬁﬁ!?“ﬂ@sﬁém@%d‘ﬁl%te’&oﬁ%é‘ﬂ‘ Bt ween said first nodul ar

exponenti ator and sala&o&ﬁm@ﬂdvlémaeﬂpwede&wmaﬁulf@&ﬁnbchna} emﬁaﬁmr gndcont r ol
signal and to selec %I veIcl & ‘H‘B g first oj x(gong tor to said
second nodul ar exPEhERICARSHE] OI}BB'%%% IEHE aacogtf P‘énad?n 254°¢ 6 ¥ r ol

signal. 22 The sycmtphrsmdﬁlse:bdlﬂﬂretqlmnbmlamkwsahdzécpncﬁmbcﬂllaie;qmﬁdlt@tbﬂmesSor
having a first no QR rresponding to a first state of said
control signal vvh%r ngetgéausg{e Sal conP?illﬂggg exponentiator is operably
separated fromsaid second rmdul ar exponentiator and a second 10 node of

oper ation compespoRslyRem b setfor G818 mSt Aol seéon§ Br'oges&{? HNn&'a ﬁ}bt%lﬁk ofpherein
said first nodul ar exponentiator is opera coupled to said second

modul ar exporfBFetiocgrresppagingdp a first #efp Pl %"‘Rji °6%‘¥H¥ gignal Ehere"'rﬁaéd fptnedilays set

forth in cl aieRpohntiaVdd @ dperably sdpdrafet Fidin shfd detoad m&iﬁﬂl@ B@&hén@ﬁt@f andB@econdi d

second nodul ar exponenti ator operate as,two r onentiators in
Sar 0 15 T s hod RSB Tebi  RB R SSOng P AL ComrD P Enelbiir e s

exponent i at ormddnlaS@ipencheaorislopRlE confledp edididesrd, motRF éxpbhehtiatdVid saideger . 24.
A et hod corrprllé‘ij ﬂ receiving a control signal; selectively coupling a
first modul ar*¥XBBHSHEE ator to a second nodul ar

23. The system as set forth in claim 22, wherein said first modular exponentiator and
said second modular exponentiator operate as two n-bit modular exponentiators in said
15  first mode of operation and as a single 2n-bit modular exponentiator in said second mode

of operation, where n is an integer.

24, A method comprising:
receiving a control signal;
selectively coupling a first modular exponentiator to a second modular
20  exponentiator of a plurality of modular exponentiators in response to a state of said control
signal;
receiving a plurality of operands; and
performing a modular exponentiation operation on said plurality of operands

utilizing said first modular exponentiator and said second modular exponentiator.

25 25.  The method as set forth in claim 24, wherein selectively coupling a first modular
exponentiator to a second modular exponentiator of a plurality of modular exponentiators

in response to a state of said control signal comprises:

21



20 exponentiator of a plurality of nodul ar exponentiators in response to a
state of said control signal; receiving a plurality of operands; and
perform ng a nodul ar exponentiation operation on said plurality of operands
utilizing spodsdipsst nodul ar exponentiator and said seconlqlc,ltv}\ﬁg)%&rs
exponentiator. 25 25. The nethod as set forth in claim 24 2rar

sel ectively coupling a first nodular exponentiator to a second nodul ar

exponentiator of g &Amsrﬁbarmﬁgqam m@hab@cnar%mﬁaﬁa%m&ﬂ;ﬁds LehdmRRR@NSe to a
state of said contro npri ses: 03/ 030015 PCTI US02/ 30448

oper abl y sepaXaPueniiptasdn Elfqlfsf m@c{e Oﬁﬁwmtlalﬂ CWERS’ﬁ@ﬁE fo&tfbt sipfeofifaidgoatralecond

nmodul ar  expofgRt hgt or in a f| rst nmode of operation corresponding to a

first state of said c nt r ol %nal and op erablgé coupling said first
exp

nodul ar exponent i 3’2"6?“(?5’“8'5}3&*“9 Esh QY Grpoapntigiop Gﬁé‘??f’?da‘f‘%dr“afn a second

node of oper adkbefentiutiries Readini@e bPoprafiGC @RGspdhidiigtio @kecoRi sthte eI Ol si gnal .
26. The net hod a set forth in claim25, wherein perform ng a nodul ar
exponenti ati Lk 5 %ll‘tl on on said plurality of operands utilizing said
first nodul ar exponentiator and said second nodul ar exponenti ator

conprises: 10Gg0pernad inbfodbaiset bl 1§TclaHP@|31 k@éreﬁw@d}ﬁlmg'a%dama@%o&ﬂmﬁ econd
nodul ar exponentl at or as two n-b u ar exponentl ators in sald first

node of oper RPEBHOL ISP IHAlEY #@P@a@wbﬁ@ng saig dt eroddarsuprapntiater ad s2id sai d

second node %C&Qﬁoaﬁlh@gpommc&mbrge@n i nteger. 27. A machi ne-readabl e
medi um having a plurali E%/gg machi ne- execut abl e instructjons enbodied

therein wHl ch wheRPsE3HR8 rspprodylargxnonendiatorand said segpnd medular sr@0ReBtHYT f or m a

15 met hod COfHQrt\IwSh-Bﬁ mob§lsreixdnegtiatbroLia Bdid Bhst ﬁb@rwbpermh efdlds M elnyle 2RYRI i Ng a
first nodul ar E‘Fnentl ator, tqQ.,a seco dul .ar gonentl ator of a

d
plurality of FPoRSEHY AR 5314, pegond mage o %Pﬁ@ﬁ%’bwf‘ﬁfe I$A04R%EE%Hf sai d control

signal; 20 receiving a plurality of operands; and
27. A machine-readable medium having a plurality of machine-executable instructions

erhbodied therein which when executed by a machine, cause said machine to perform a
15 method comprising:
receiving a control signal;
selectively coupling a first modular exponentiator to a second modular
exponentiator of a plurality of modular exponentiators in response to a state of said control
signal;
20 receiving a plurality of operands; and
performing a modular exponentiation operation on said plurality of operands

utilizing said first modular exponentiator and said second modular exponentiator.

28.  The machine-readable medium as set forth in claim 27, wherein selectively
coupling a first modular exponentiator to a second modular exponentiator of a plurality of
25 modular exponentiators in response to a state of said control signal comprises:
operably separating said first modular exponentiator from said second modular
exponentiator in a first mode of operation corresponding to a first state of said control

signal; a}ld
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perform ng a nodul ar exponenti ation operation on said plurality of operands
utilizing said first nodul ar exponenti ator and said second nodul ar
exponentiator. 28. The nachine-readabl e nmediumas set forth in claim 27,
wher ei n selwelbyRbds coupling a first nodul ar exponenti at g T/ngg second
nodul ar exponentiator of a plurality of 25 nodul ar exponenti 8,
response to a state of said control signal conprises: operably separating

sai d first modul aropRmpERERlind A ﬁxfstrrmhﬁaéﬂo&%ﬁ&mo SRS moadiRONent i ator in
a first node of ratjon corr to a first state of said control

si gnal ; and 2QXRRBETE‘S?OO@G@i@n?’@ﬁ’ﬁ%?er?t%@&%“%&néEﬂ gseepdstafedgsaidi d fir st
nodul ar exponenttioddigmal.t o sai d second nodul ar exponentiator in a second
node of operation corresponding to a second state of said control signal.
29. The machi ne-readabl e nedium as set forth in claim28, wherein
perforning a 5 nodheareckingrisadableinadiuaras spdortitin oaimo2s, whércin perfrminigtay of

oper ands uti | ingiiner e%ﬁérﬂntfa't15§5pe%gl%l‘?§a1d p@tﬁﬂﬁﬁ@ﬂh tlﬁ{i‘ﬁj ds‘%ﬁ s h&eagnd

nodul ar exponenti at or corrprl ses: erating sai I rst exponent| at or
and sai d secoftPORPYaPLIndsd 6‘??@‘1%‘?’ BF expagentw campgises:rpdul ar exponenti ators
in said first rmd&p&fatlﬁgoﬁrd&trkt%d@l&&xﬁ&leﬁha%re&i Rid4BeoRd Pnodlﬁa@%o%nuator

exponenti ator in sabd second node of operation, where niIs an Integer. 23
as two n-bit modular exponentiators in said first mode of operation and as a single 2n bit

modular exponentiator in said second mode of operation, where n is an integer.
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