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METHOD AND SYSTEM FOR ARCHIVING INFORMATION
ON A COMMUNICATION NETWORK
TECHENICAL FIELD
The present invention relates generally to
information storage, and more particularly, to a method
and system for archiving information on a communications
network,

BACKGROUND OF THE INVENTION
The need to archive information is fundamental and

essential to any information processing system, With
traditional large scale computing machines archival
services were provided by the computer center. In some
case, "off site® storage was provided to guard against
physical destruction on site. Presently, such services
are rarely provided, and further, with the prevalence of
personal machines, such traditional mathods generally are
not applicable to current archiving needs.

That is, outside a mainframe environment there are
currently no convenient archival means that typically come
with some type of computer center related centralized
archival support. It may be understood that all currently
advartised and proposed services for the present and near
future, including those publicly associated with the
*information superhighway" {(e.g., Interactive television
etc.), use a network to distribute information that is
already archived; these services are not intended to
provide an archival service for the end user. In the
world of desktop personal computers (PCs}, notebook
computers, and personal digital assistants, archiving is a
particular nuisance that each user has to perform
individually, and axrchival sexrvices are either
unavallable, or inconvenient. Asg a result individual
users rarely archive information. Some related reasons



ks REBEIVSB 82/27 82.:28 1996 AT 5338694 PAGE 3 (PRINTED PAGE 3
02/28/98 14:27 T908 9849 0292 ATRT IP LAW > Booa
ThrsSheetHasBeen
2 ,,'” ﬂ""Miluﬂl

10

15

20

25

30

35

and justifications why individual users overlook archiving
include, for example: that archiving is ancillary to the
primary purpose for which a user employs an information
processing device and thus requires "better spent* time
not only for implementing and maintaining an archiwve but
also for learning and ascertaining the best archiving
means; that primary storage media are sufficiently
rellable; and therefore, assuming the latter and former
assumptions are generally true, that archiving is
generally not worth the effort and time lnvestment. Most
people also confront the inevitable, and often costly,
consequences of the risk associated with foregaing
archiving, i.e., {after the disk has crashed, or after a
file has been deleted either accidentally or intentionally
by an inadequate archival mechanism).

Nevertheless, despite such information losses and
subsequent resolve to effect archiving, being organized
about archiving is still difficult. Anyone who has edited
a text or a program or an image/music file usually has
multiple versions of the underlying information; these are
typically scattered over several flopples, and perhaps
hard disks and/or other archival devices. These devices
tend to rapidly age and become technologically cbsolete;
for example, it 1s not possible even today to read some
disks {(e.g., low density floppiea) that were written as
recently as 2-3 vears ago. To keaep numerous floppies
coherently accessible is itself an arduous task; to keep
them dust-free or prevent them from being damaged by
magnetic fields (TVs, pin up magnets, etc.), and other
forcas is practically impoasible, especially for a typical
user at home,

There remains, therefore, a need for further
improvements in information archiving, and particularly, a
need for improved archiving that may be readily employed
and accessed by individual users in the home, as well as
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mobile users and business locations.

SUMMARY QF THE INVENTION

The present invention overcomes the above, and other,
limitations by providing a network-based method and system
for information archiving. The method of archiving
information on a network includes the steps of:
establishing a connection between the network and a user
premises, the network being universally accessible with
regpact to a plurality of user premises; transmitting the
information from the user premises to the network; and
storing the information on the network. Establishing the
connection may be initiated either by the user or by the
network."

A system incorporating the method includes a
communication link that is selectively enabled to
establish a conmection betwean user equipment and a
network, the communication link including at least cone
access mode and providing for universal access of the
network with respect to a plurality of users; and an
archival node associated with the network, the archiwval
node adapted to store information transmitted from the
user equipment to the network over the communication link.
An access mode may, for example, include any of the
following means: a regular phone line with a modem; a
television "set-top* box that embodies such capabilities;
high-speed connections into either the network, or
wireless modes of accessing the network. The archiving
node may also include storage media to store user/customer
profiles containing information such as preferred formats,
protocols, and time or frequency for network initiated
archiving. Iz addition, the archiving node may include
file servers for effecting processing, such as file
conversion or compression, either before archival storage
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or before tranamitting a retrisved file to a user.

B )4 DRA)

The invention will be described in greater detail
below by way of reference to the accompanying drawings,
wherein:

FIG. 1 shows, in simplified form, an exemplary
generalized network embodying the principles of the
invention;

FIG. 2 is an operational flow chart of an exemplary
process for implementing network based archiving in
accordance with the present invention;

FIG. 3 is an operational flow chart of an exemplary
process for implementing information retrieval in
accordance with the present invention;

FIG. 4 depicts, in simplified form, an exemplary
telephone network embodying the principles of the present
invention;

FIG. 5 1s an operational flow chart of an exemplary
process for implementing a customer-initiated network
based archiving session acc¢ording to the exemplary
telephone network of FIG. 4, in accordance with the
present invention;

FIG, 6 is an operational flow chart of an exemplary
process for implementing network-initiated network based
archiving session according to the exemplary telephone
network of FIG. 4, in accordance with the present
invention; and

PIG. 7 depictg, in sinplifioed form, an exemplary
archival node, according to the present invention.

ED DESCRIPTION OF THE PREFERE ED EMBODIMEN
Referring to FIG. 1, an embodiment of the present
invention for a network-based archival method and system
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includes a customer premises 11 and a private or public
network 13, which includes network nodes 1% and archiving
nodes 15. A customer premises 11 is generally any
location containing customer (user or subscriber)
information processing equipment and may be situated, for
example, in a home, an office (e.¢., business location),
or may be a mobile unit (e.g., persconal digital
assistant). The network 13 may be any real or wirtual
network that has facllities to store and retrieve data
{e.g., archiving nodes 15), which preferably includes
encodings of voice, images, and other artifacts. Examples
of such networks include the existing long-distance phone
network (with storage capabilities at selected nodes), an
Asynchronous Transfer Mode (ATM) network similarly
augmented with storage capability, or any form of a lacal
area network {LaN), wide area network, or metropolitan
area network that is similarly equipped. As schematically
illustrated in FIG6. 1, an archiving node 15 may be linked
to one or more network nodes 19, (and may be at the same
physical location as a network node 19), and is adapted
for communication therewith.

In accordance with the present invention, and as may
be understood from the description of FIG. 1, the archival
service is universally accessible to users or subseribers.
Any user, who is praferably a subscriber to the archiving
service (i.e., one who pays to have the service available
for a pre-~-determined time period) and/or a regular '
customer to the provider of the archiving service {one who
pays the provider periodically for services provided,
archiving or otherwise) may access the network 13 which
provides the archiving service. FPreferably, however, the
archiving service is also accessible to a user who is not
a subscriber or regular customer but wishes to archive
information using the archival service (e.g., "pay-per—
uge*)., That is, the archiving service, and concomitantly
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network 13, is publicly available and not limited to
access only by individuals or entities that have some
common affiliation with the archiving service provider
other than being users of the archiving service (e.g.,
commonly employed by the network provider). For example,
archiving of information on an office/workplace LAN by
employees given access to the LAN by the employer would
not be considered an archiving service having universal
access {even if accessible by employees working at home or
off-gsite independent contractors) since only employees or
other individuals/entitlies associated with the employer
have access to the network and any related archiving
gservices. In this example, in order to provide universal
access to the private LAN provided by the employer, the
network provider (i.e., the employer) must provide means
for any individual or entity that does not have an
association with the network provider to access and use
the network for archiving. Universal access, then, refers
to availability of access to the network/archiving service
by independent entities. Universal access, however, does
not mean that the network/archiving service providexr
cannot refuse to provide (or limit access to) the
network/archiving services to certain individuals/entities
{e.g., refusing to "sign on* as a customer, or reguesting
a pre-payment/subscription plan from, an individual/entity
having a bad eredit history).

Referring to an operational flow chart illustrated in
FIG. 2, an enmbodiment of the present invention proceeds as
follows in accordance with the system represented by
FIG. 1. In accordance with a method of the presgent
invention, access to archival services (i.e., establishing
a connection for an archiving session, step 201} is
achieved by a combination of an access mode and an access
protocol (the combination referred to schematically as
including network access means 17 of FIG. 1). FIG. 1
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schematically illustrates that a connection between the
customer premises 1l and the archiving services of the
network 13 provides access to tha network 13 at an initial
point oxr node of the network, the location of which
depends on any one of many factors, including one or more
of the following: the access mode, the location of
customer premises 11, and the network architecture. For
exampla, an initial point on the network may be a network
node that is directly connected to an archiving node or a
network node that is connected to an archiving node via
additional network components (e.g., additiomal network
nodes) .

An access mode refers to any signal communications
means that provides a connection between the backbone
network 13 and the customer's equipment. This access mode
may, for example, include any of the following means: a
‘regular phone line with a modem; a television "set-top”
box that embodies such capabilities; high-speed
connections into either the phone or backbone network, or
wireless modes of accessing the backbone or server
network. Such access may be done either directly or
indirectly {i.e., by using zome intermediate networks or
nodes that eventually enable access to the intended
backbone network). Generally, any access mode through
which any one of a plurality of users may communicate with
the network is referred to as the communication link
between the users and the network. As described above,
the communication link provides for universal access of
the network/archiving service.

For any given access mode, an access protocal refers
to any method and associated signaling protocol by which a
connaection is established between a user and the network
in order to access or provide the archival services., As
an example, a user may dial a special access number (e.g.,
an 800 number} which would provide access to the network
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service. fThe identity of the user can then be established
by *logging in" to the network using a user identification
code (login ID) and/or by providing a user-specific
“personal identification number® (PIN)} that may also be
5 used for billing purposes. For an information processing
device that is exclusively associated with a particular
subscriber {and preferably, includes a local level of
security to prevent unauthorized use therxeof), the
"logging in" procedure may occcur without user intervention
10 such that a device identification code, or the equivalent
of an automatic number identification code (ANI) is
transmitted to the network to identify the device.
Generally, however, access to the network-based archiving
service is preferably based on user identification, since
15 most users prefer access to such a service regardlass of
the information processing device bsing used; also,
billing is generally pexrformed on a user basis rather than
on an information processing device basis. Nevertheless,
even where "logging in" is based on user identification,
20 it may still be preferable to also provide device
identification information for purposes of maintaining an
archive connection list (e.g., a list including date,
time, device, file archived) in the network that may be
accessed by a user to review a ligst of files archived to
25 the network from various devices.

After a connection is estahlished over the
comunication link according to an access meode and access
protocoi, the actual data transfer (step 203) can then be
done using standard data transfer techniques that are well

30 known to those skilled in the art. In addition, an
encryption methodology {e.g.., National Security Agency
Data Encryption Standard] may be employed during data
transfer to provide security. As known to one skilled in
the art, encryption may require additional hardware (e.g..,

35 an "encryption chip"} for efficient implementation of
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encryption methods. The transferred data can be ASCII
{stored compressed in the standard fashion), or a
combination of ASCII/data files along with other media
such as voice, images/video etc. Generally, it is not
necessary for the network to be informed by the accessing
device as to what type of data is being transferred;
however, as will be further understood hereinbelow,
providing the network with this information as part of the
data transfer format and protocol may be preferable for
the network to implement additional features such as data
compression or data format conversion, and/or for billing
purposes. The data transferred to the network is archived
on a storage device at a network information archiving
node 15 (step 205}.

In addition to those mentioned, one may appreciate
that there are myriad features and options for information
archiving that may further ba provided to users of a
network-based archiving system according to the present
invention. These features and options may also be used
for billing purposes in order to apportion cost to
subscribers based on relative use of the archiving service
resources. By way of example, some features and options
for information archiving include: the degree of
protection from loss, the length of storage, and the
degree of compression.

A user may wish to select the degree of protection
from loss for archived information, and the network-based
archiving system may then store the information
accordingly {e.g., at multiple locations). Existing
communications networks are already designed to be fault
tolerant along several dimensions. That is, they
incorporate several features to guard against machine
crashes and man-made as well as natural disasters such as
cable breaks and fire. Thus, one skilled in the art may
readily implement different degrees of protection on
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current networks. In addition, a user may wish to select
the desired langth of storage for all or each type of
stored information.

Any compression that does not introduce information
loss is completely transparent to the user and can be used
by the underlying system. In addition, there may be some
degree of information loss that is tolerable, or even
desirabls, to the user in c¢ertain cases. For instance,
vidao images may be compressed significantly by storing
only representative frames of scenes when they change,
optionally annotated with text/hypertext. In cases where
compression is information lossy, but there is only a
gradual degradation in the information archived, the cost
of storage can be designed as a function of the compressed
data stored.

It may be appreciated that the hereinabove access
protocol may be initiated either by the customer
premises 11 ("customer initiated access mode") or by the
network 13 (*network initiated access mode"). For
inetance, at the time the archiving serxvice is
provisioned, or at any subsequent time (e.g., via a
customer service representative or by on-line commands to
the archiving service}, the user may enabhle the network
initiated access mode by requesting that the network be
the initiating device for establighing a connection with
the uwger's equipment (e.g., by *dialing-up® the user's
personal access number to reach a fax or phone that is
connected to a storage device, e.g., via a persomnal
computer}, and initiate a transfer that is based on a pre-
arranged (or even dynamically determined) access code and
details of what is to be transferred (e.g., data that has

been modified since the last archive, data in a particular '

file, ete.). The user may specify the frequency and/or
time that the communication will be initiated by the
network (e.g., once each day, once each day after normal
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business hours, ete.). The customer initiated acecess mode
is directly available to the customer and preferably nay
also include an automatic (i.e., without direct user
initiation) customer initiated access feature, wherein the
5 customer equipment automatically initiates access of the

archiving service upon the cccurrence of a predetermined
event. By way of example of an automatic customer
initiated access mode and of a network initiated access
mode, a local area network communications server at a

10 customer premises 11, either in response to inquiry from
the network 13 archiving system or upon its own initiation
based on a predetermined condition (e.g., quantity of new
information stored on local area natwork, time elapsed
since previous information transfer), may communicate

15 information to the telecommunications network for
archiving.

Referring to the operational flow shown in PIG, 3,
data retrieval at a later time can be done by accessing
the archival service {step 301) in a similar manner {(e.g.,

20 via a modem) as subscriber accessing of the archival
service for data archiving (e.g., dialing a 800 number and
logging on}, and then following a retrieval protoccl to
retrieve the data from the network and transfer it to the
customer equipment (e.g., personal computer) that

25 initiates the access and/or to another device at the same .
customer premises 13 and/or te a device at a location
different from the customer premises 13. For instance,
such a retrieval protocol may include downloading a file
ragquested by the user according to the user's own record

30 of archived files (e.g., on-site archival list) {steps
303, 305, 313). BSuch a retrieval protocol may include
transmitting an archive connection list from the network
to the user, who then may select one or more archived
files for downloading from the network to ome or more

35 devices (steps 303, 307, 309, 313}. Purthermore, it may
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be appreciated that a selected device may require a
different data format, and that the network may first
convert the archived information to the proper format
prior to transmission to the designated target device.
For instance, where the target device is a facsimile
machine, but the stored information is in ASCII, an
appropriate data conversion may be performed upon
retrieval from the network-based archiving system storage
device and prior to transmission to the target device.
Knowledge by the network of any required data format
converslon may be provided by any one of the following
sources: the user that initiates access, information
stored in the network for any subscribing device, the
target device upon establishment of a connection with and
by the network. Preferably, the initiating user
determines which of these three options to employ (e.g-..
for a target device, the network may store a default data
format which may be overridden by the initiating user).
As mentioned above, preferably, each device maintains
an on-site (e.g., within the device itself, or a storage
means accessible by the device independent of the network)
archival list of files that are archived on the network.
Access to the on-site archival list and/or to specific
entries on the on-site archival list may further be
limited by a local security protocol according to user
specific security designations (e.g., "public", or
“private" for a user or group of users, or "semiprivate",
ete.). As a further example of a local security protocol
for machines (e.g., PCs) comnected in a local area network
wherein a user may log into the local area network from
any machine, the archive access protocol may only provide
A given user with an on-gsite archival list of files
associated with the given user. In this way, when access
to the archival system is via a customer initiated access
mode, it is not necessary for the network 13 to transfer
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an archival connection list to the customer unless the
customer wishes to access archived files that were
transferred to the network archiving system from customer
premises not associated with the current customer premises
(and hence, not associated with the current on-site
archival list}. Another option that may be available to
the user, regardless of whether an on-site archival list
or an archival connection list is employed, is to perform
data indexed searching (e.g., kevwords, subject, etc.) for
information/£iles that were archived by the user.

It may be understood that in view of the present
invention, there are many possible specific
implementations of user interfaces for retrieving data
from {as well as transferring data to) the network
archiving system, and that some of the options and related
functions regquired by respective network 13 systems (e.g.,
network node communications servex, archiving node
commmications server, etc.) and customer premises 11
equipment {e.g., software interface) are provided as an
example thereof, and which may be implemented by one
skilled in the art.

In view of the foregoing detailed description, it may
be appreciated, therefore, that the method and system of
the present invention provides a service on a network that
enables a user at home {alternatively in an office/small
business/large business ete.), or even a roving user on
the road or in the air, to archive information on demand.
A hook up into the naetwork may be accomplished in any ope
of several ways, and an initial protocol accesses the
archiving service and communicates details of what is to
be archived. The communication medium is then used to
transmit and store the information in a specified fashion,
to be retrieved at a future tims. Further, the above
protocol may elther be under explicit control of the user,
or be provided by a customized {e.g., dependent on user
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gpecific information stored in a customer profile on the
network) archiving program that interrogates the user's
system and incrementally stores modified data (and/or data
in a specific file) during "off-peak" times in the
network, or both. As a further embodiment of user
controlled protocol {i.e., user initiated access), an
archiving program may run in the background of a user's
system, and initiate a communication with the network
under predetermined conditions {e.g., periodically, or
based on the amount of information accumulated since the
previous archiving session, etc.). Remote/wireless access
to the network may also be provided. For exsmple, a
scenario where this access is particularly useful occurs
when local memory is nearly full in a personal digital
assistant (PDA): the RAM/ROM store can be archived
remotely, thus allowing for continued functioning of the
device even though a spare RAM card, etc. is not locally
available to the PDA.

One skilled in the art recognizes that the present
invention is not limited to the system shown in FIG. 1,
which is merely illustrative, and is susceptible to many
nmodifications and adaptations. As an example of another
enbodiment of the present invention, shown in FIG. 4, in
simplified form, is exemplary telephone network 100 which
may be adapted to implement the principles of the present
invention. Telephone network 100 comprises stationary
customer premises stations 102, 104, 114, and 116 {(e.g.,
fixed business or home location), mobile customer premises
103 and 105, local exchange carrier (LEC) networks 106,
108, 110 and 112, wireless nodes 115, 117, and 119 (@.ge..
cellular base stations), and long distance network 118,
illustratively the AT&T nebtwork. Customer premises
stations 102, 103, 104, 105, 114 and 116, are
representative of a plurality of network endpoints, the
remainder of which are not shown for clarity of
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exposition.

LEC networks 106, 108, 110 and 112 contain switching
machines (e.g., toll switches “TsSs") 120, 122, 124, 126,
respectively, each switching machine cepable of connecting

5 a plurality of network endpoints to long distance network

118. Such switching machines are well known and may be,
For example, an ATLT 58s5® switch. These switches are
stored~program control switches which contain the service
logic required to intercept calls which require special

i0 handling by the network, and to send queries to the
network. Long distance network 118 comprises switching
machines 128 and 130, network control point (NCP) 132 and,
in accordance with the invention, archiving node {AN) 136.
NCP 132 is of a type well known in the art. Switching

15 machines employed in communications networks are well
known. Switching machines 128 and 130 are illustratively
AT&T's No. 4ESS switch. In additiom, it is understood by
one skilled in the art that the long distance network 118
includes a network of such switches, network control

20 points, and archiving nodes, in addition to othar alaements
which are not depicted in FIG, 1.

Switching machines 1328 and 130, NCP 132, and AN 136
are interconnected in the manner shown by signaling
network 138, represented hy dashed lines. Customer

25 premises stations 102, 104, 114 and 116, wireless node
stations 115, 117 and 119, switching machines 120, 122,
124, 126, and switching machines 12B and 130, and AN 136
are interconnected by information links 140, in the manner
shown. Information links 140 are of tha well known types

30 in the art for intercommecting commumicating apparatus and
can carry at least voice, data, and video. Each of
information links 140 need not have the same capacity. A
typical implementation would comprise a mix of
conventionally known digital transmission links, e.g.,

35 DS0, DSl and D83, provisioned in accordance with the needs
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of the network providers. Communication between mobile
customer premises 103, 105 and the telephone network 100
is well known in the art (e.g., time division multiple
access (TDMA), code division multiple access (CDMA),

5 etc.), including, for example, the design and
implementation of wireless node stations 115, 117, 119
(e.g., cellular base stations) and other system components
{not shown in detail} for interfacing to the telephone
network 100. Operation and programming of the network

10 elements shown in FIG., 4 in order to implement network
services are well known to one skilled in the art.

Preferably, in such a telephone network, the

archiving service is offered as a subscription feature.
As described in connection with the foregoing embodinment,

15 there are alternatives for providing access to the
archiving service. Preferably, a special access number
{e.g., one or more 800 numbers) is assigned to the
archiving service, and a user who subscribes to the
service may associate a particular number with the

20 customer premises. This number could be, for example, a
plain old telephone service {POTS) number, a normal
cellular number, etc. Altermatively, each user may be
assigned a particular special access number (e.g., an
800/9500 number}. In addition, each subscriber may further

25 be associated with a login ID, password, or PIN, etc.
Preferably, the network 118 stores this customer
information in a database.

Referring to the operational flow chart illustrated

in PI6. 5, an embodiment ¢f the present invention proceeds

30 as follows in accordance with the telephone network
represented by FIG. 4. In step 501, a customer premises
{for purposes of example, customer premises 102) places a
call te the archiving service by dialing a special access
number (e.g., an 800 or 900 number). Typically more than

35 one number is available for accessing the archiving
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service.

Basad on the number dialed, LEC 106 (i.e., TS 120)
recognizes the call as one for special handling and routes
the call to network TS 128 using either in-band or

5 out-of-band signaling, providing the dialed special access
nunmher to the network (step 503), and preferably also the
caller automatic number identification (ANI}.

Upon receiving the call, in step 505, TS 128 launches
a query to NCP 132, providing the ANT and dialed 800

10 npumber. Based on this information, the NCP instructs the
TS 128 to route the call to AN 136 (step 507). It is also
possible that NCP 132, in response to the initial query
from TS 128, routes the call to a different TS (e.g.,

TS 130) for conmection to a different archiving node based

15 on various conditions, such as the dialed 800 number, the
caller ANY, the load at AN 136, etc. Furthermore, in
routing the call, NCP 132 may also communicate any
additional information (e.g., subscriber ANI) to AN 136
that may be used by AN 136 for improved service. For

20 instance, the subscriber ANI may be used by AN 136 to
begln retrieving customer specific information (e.g., a
customer profile} that may be required for (e.g., login
password}, or may assist customer sexrvice in, the ensuing
archival service session.

25 It is understood that different 800 numbers may be
assigned for customer access of the archiving service for
archival storage and archival retrieval, respectively.
This partitioning permits direct entry into the
appropriate archival service immediately upon establishing

30 a commection between a subscriber and an archival node,
Neverthaless, for purposes of ease of use for subscribers,
it may be preferable not to provide distinct special
access numbers for storage and retrieval; instead, once a
connection is established between the customer premises

—_—
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and the AN, whether the storing resources or the
retrieving resources will be accessed (or both} is
determined according to information communicated
therebetween.

Once a connection is established between the customer
premises 102 and the AN 136, further communication
therebetween occurs to effect transfer of one or more
files {step 509): £rom the customer premises to AN 136
for archiving on the network (i.e., file storage); or from
AN 136 to the customer premises 102 (i.e., file
retrieval). This communication occurs in response to
applications and features of the user interface (e.g.,
software features and options available to the customer
premises 102) and the AN 136 (e.qg., software and
applications provided by the AN 136). For instance, the
subscriber may: request retrieval of a specific file from
an on-gite archival list; peruse (and retrieve a file
from)} an archival copmection list maintalned by the
network (e.g., in order to further access files previocusly
archived by the user while at different customer
premises); archive specified files; archive any previously
archived file that has changed since the previous
archiving session, etc. These options are illustrative of
the many features that may be provided by one skilled in
the art in order to furnish an archiving system and methed
of the present invention with a user friendly and
efficient archiving service.

Referring to FI@. 6, as described in connection with
the operational flow of FIG. 2 for the generic network of
FIG. 1, a preferred feature of the archiving system and
method of the present invention is a network initiated
access mode, that may be selectively enabled by the
subscriber, for archiving files on the network.
Accordingly, if this mode is enabled and a predetermined
event occurs, AN 136 launches a call to the appropriates
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customer premises (e.g., customer premises 114), the call
routing being medlated by NCP 132, TS 128, TS 130, and
TS 124 (steps 601, 603). Upon establishing a connection,
archiving of files ({step 605) occcurs according to the
telephone network 100 format/protocol, in a manner as
described for FI6. 1 (e.g., update all changed archived
files, archive files specified by customer e¢uipment,
etc.). Any blocking or transmission errors that prevent
the connection from being established are handled in the
usual way, with AN 136 receiving a signal indicative of
the failure to complete a connection.

Referring now to FIG. 7, there is shown an embodiment
of an archiving node 710 (e.g., AN 136 or archiving
node 15) in accordance with practicing the present
invention, and which may be adapted for use with the
foragoing, and other, embodiments of the invention. As
previously described, the present invention is not limited
to any particular network, but may be employed in
accordance with a private/premises-based network, or a
public network such as a public switched
telecommumications network (PSTN). Such a system may be
implemented as either a one-node or a multi-node
distributed architecture, scalable as required. In a
multi-node distributed architecture, preferably a
plurality of archiving nodes, each which supports the
archiving service communications protocol, would access a
centralized database, while servers providing additional
features (e.qg., file conversion, compression, etc.)
preferably would be located at each node and be accessible
to other nodes via a gateway or bridge. (A particularly
useful feature for such an archiving service is software
translation, since retrieved information that has been
archived for a reasonably lengthy period of time may
preferably require translation to provide compatibility
with changes that have occurred in the software with which

do20
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the information is used). If the network were to
reprasent the AT&T interexchange network, for example, in
addition to other possible network elements that are known
to one skilled in the art, such a node may be implemented
in accordance with one or more of the following elements
{e.qg., see FIG. 4): an adjunct processor (AP) (e.g., a
network services complex "NSCx"), a network switch (e.q.,
4ESS or S5ESS), and a service control point (SCP) (e.g., a
network control point *NCP"). Such elements are well
known in the art, as is their adaptation for implementing
functions and services. As understood by one skilled in
the art, overall system requirements will affect the
preferred physical implementation of a network-based
archiving system, and there are many variations and
adaptations within the purview of the present invention.
The archiving node 710 shown in FIG. 7 is merely
illustrative of a node that may be used with such
networks.

Referring to ¥PIG. 7, at an archiving node 710, which
ig preferably associated with a network node, a number of
discrete servers are networked on a data link such as an
Ethernet or FDDI (i.e., fiber distributed data intexface)
bus. As schematically depicted, more than one customer
premises device 700 may access the network by any of a
variety of means, including switched access (e.g., using
an 800 number or other special access code) or
direct-network connection, and the network may conneect to
any customer premises device by any of a similaxr variety
of means. It is understood that the servers,
schematically depicted in FIG. 7, generally comprise one
or more physical devices having hardware and/or software
to accomplish the herein described functions. In a most
basic implementation, a single network node includes all
servers; more generally, the servers may be distributed as
detexrmined by existing or desired system architecture,
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desired system performance, etc. Preferably, each of the
servers include the followlng respective functions.

The session manager server 702 provides for input
queuing of customer initiated archiving session requests,
and for login and password management of the inconming
requests. Similarly, the session manager server 702
quettes outgoing, network initiated requests (i.e., network
initiated access mode). The session manager saerver 702
also queues any incoming file{s) that require additional
processing {(e.g., compression) prior to archiving or prior
to transmission to a target customer premises. As an
example of the types of hardware and software that may be
supported to implement these functions, the session
manager server 702 preferably includes modem banks, e-mail
support software, memory storage devices, one or more
programmable computers oxr workstations, programmable
switches, etc. The session manager alsc preferably
includes audioc response units which receive multifrequency
tone (e.g., DTMF) entries from the customer premises, and
issues voice messages that elicit these tone responses.

The database server 704 provides a platform for the
subscriber database. This database preferably contains a
subscriber profile for each subscriber, the elements of
which describe for example., the file formats and protocols
that can be accepted by the subscriber as well as the
subsceriber's preferred file format and protocol, any PIN2
or access codes, user specified parameters for the network
initiated access mode, and an archival comnection list.

In addition, this database may contain the archived -
information for each user. Alternatively, a separate
{(preferably centralized) database server 708 may be
provided for exclusive archival storage of subscriber
files, and the database server 704 may contain only
subscriber profile information. Preferably, the database
gerver 704 maintains and menages a list of customer
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premises that have enabled the network initiated access
mode, whereby at the appropriate time a signal (e.g.,
interrupt request) is communicated to the session
manager 702 to initiate an outgoing call to a particular
customer premises for establishing an archiving session.

The file processing sexrver 705 performs any data
processing {(e.g., compression) that may be reguested by
the user upon archiving or upon retrieval, or that may be
required {(e.g., conversion) in order to tramsmit retrieved
information to a target customer premises or to archive
information (e.g., lossless compression). This file
processing server 705 preferably includes file processing
control processor 706 and one or more processors (e.g.,
servers) 707,, 707, . . . 707_,. The file processing
control processor 706 interfaces with the session
manager 702, and controle file routing to and from the
processors 707,, 707, . . . 707, for effecting file
conversion, compression, etc. 8Such applications may be
provided by commercial application programs executed by
tha servers, or special purpose application software and
hardware may be developed as necessary., As can be
appreciated by one skilled in the art, the nodal service
permits a large library of processing functions to be
maintained and shared economically by many users.

The archiving node 710 also preferably includes a
gateway/bridge (not shown) for connection to other nodes
which alsc provide network-based archiving. Such gateways
provide for load distribution and balancing, but also for
gome specialized processing services, such as degree of
protection from loss by storage at multiple archiving node
locations. The gateways may also connect to external
systems.’

The present invention, and the foregoing axrchiving
node slements and thelr related functions, may be better
understood in connection with the ensuing description of
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the signaling associated with the archiving node 710 of
FIG. 7 when an operational flow such as those described
for the foresgoing embodiments is practiced in accordance
with network-based archiving of the present invention.
More specifically, with reference to PIG. 7,
hereinbelow is described the signaling which occurs in an
archiving node when a customer premises 700 initiates an
archiving session via a phone call to the network. Such a
call may be initiated via in-band or out-af-band
signaling, and is routed to the archiving node 710 (e.qg.,
a network node). Also, it is understood that the customer
initiated access may occur automatically {i.e., without a
person placing the call) when the customer equipment
desires file archiving (e.g., of all new files or changed
archived files). Upon receiving the call, session
manager 702 accesses the profile database 704 to ascertaln
whether the calling party is a subscriber (e.g., based on
the received ANI} and further executes a log-on procedure
based on, for example, a user PIN. It may be understood
that the PIN information may be received upon initial call
setup, or in response to a specific request by the session
manager after ascertaining that the ANI is associmted with
a subscriber. In any event, if the calling party is a
subscriber and transmits a valid usexr PIN, then the
session manager establishes a session, retrieving the
user's profile from the profile database server 704, and
awaits further transmission from the customer
premises 700. As understood from the hereinabove detailed
digclosure, generally, the customer premises 700 will
either request file retrieval from the archiving system,
or request file storage to archiving system. For each of
these basic¢ options, there are generally different
features and options for performing the desired function,
and the specific user interface will dictate the specific
gequence of events. It is understocod that the customer

\
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equipment or the archiving node, or both, may be involved
in presenting a user interface to the customer.

If the user requests file archiving, then upon
recaipt of such a flle, the session manager 702 first
performs any default processing that is specified in the
user's profile for the type of information to be archived
{e.g., the user may specify that all video files should
underge a specific type of compression). Alternatively,
in connection with receiving a sigmal requesting file
archiving, the session manager 702 may receive a signal
indicating that a certain type of file processing should
be performed on the file before storage. In any cage, in
order to effect file processing the session manager 702
attaches and invokes the file processing sexrver 705
accordingly, and upon subsequent receipt of the processed
file from the file processing server 705 the sessaion
manager 702 stores the processed file onto the archival
storage device 708. It is also understood that prior to
storagse, the lossless compression may be performed
regardless of the type of file or whether compression is
specified by the subscriber. aAfter storing the file, the
session manager 702 prompts the profile database
server 704 to update the subscriber‘'s archival comnection
list.

If the user requests file retrieval from the archival
system, the session manager 702 may receive a specific
request for a file, along with a destination. The =session
manager 702 then: attaches and invokes the archival
storage device 708 to retrieve the selected files; if
necessary, attaches and invokes the file processing
server 705 to perform any required processing (e.g.,
decompression, format conversion, etec.); and transmits the
file to the requesting customer premiges or to any
customer premises location specified by the user, or both.

_—_—
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The session manager 702 knows what conversions to perform
based on information in subscriber profiles or information
received from the user, or both.

If before receiving a signal that specifies a File to
be retrieved, the session manager 702 receives a sigmal
indicating that the archive connection list is desired by
the user, then the session manager 702 transmits the
archival connection list, (which was previously retrieved
by the session manager 702 from the profile database
gsorver 704 upon establishing a session}, to the user, and
awaits further signal requests therefrom.

As previously mentioned, the retrieved file may be
sent. to one or more target customer premises in addition
to, or not including, the customer premises that requests
file retrieval. In such an instance, the target devicges
may not necessarily be subscribers to the archiving
service. When a retrieved file is specified to be sent to
target customer premises other than the requesting
customey premises, and no file format/protocol is
specified by the requesting customer premises, preferably
session manager 702 gqueries the profile database 704 to
ascertain whether the target customer premises are also
subscribers having a profile that indicates any preferred
or required file formats, etc. If the target customer
premises are also subscribers, then transmission of a file
thereto is performed in accordance with the preferred file
format and protocel stored in the target customer's
profile.

If, however, the target customer premises is not that
of a subscriber, then, preferahly, a message is
communicated back to the requesting customer premiseas,
indicating that no file format/protocol is avallable Ffor
the target device(s). The requesting customer premises
may then either provide this information, or command the
archiving node to ascertain this information directly from
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the target customer premises. If information is to be
obtained directly from the target user premises, the
session manager 702 may then attempt to complete a call to
the target customer premises and, for example, via the
audio response unit, indicate that a flle communication is
pending, and inquire whether receipt 1s desired, and if
so, what type of format and protocol is desired for
receiving the communication. The session manager 702 then
routes the information to the file processing control
processor 706 which, in turn, routes the information to an
appropriate one of processors 707,, 707, . . . 707,. The
file processing control processor 706 selects an
appropriate one of processors 707,, 707, . . . 707, based
on factors such as functionality, as well as availability
and load balancing (e.g., queue management)}. Information
that has been converted is then routed to the called
device via the file processing control processor 706 and
the session manager 702. As a further example of the
signaling that may occur when a file is to be transferred
to a target user premises without a priori knowledge of
the target device, if the session manager detects a
facsimile device at the target user premises, the session
manager 702 attaches the file processing control
processor 708 to perform any necessary format conversions,
and then transmits the facsimile formatted file to the
target premises.

The foregoing operational flow is demonstrative of
the myriad services which may be provided. The signaling
that occurs within an archiving node for other features,
such as network-based archiving according to a network
initiated mode, may readily be understood in view of the
foregoing description of the archiving node and the
customer initiated access mode for archiving and
retrieval. Moreover, it may be appreciated that the
described signaling may readily be modified in accordance
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with different protocols, user interfaces, archiving node
architectures, etc. By way of example, for illustrative
purposes, a different protocol or user interface that
would require adapting the signaling flow, may includse
using separate access numbers for file storage and file
retrieval; or providing that the user transmit, as part of
the initial call, information indicating whether file
storage or £ile retrieval is desired, ete.

Ag may be appreciated, many features and advantages
are associated with practicing the present invention. In
accordance with the present invention, an easily
accessible, cost effective, efficient, and reliable
network-based information archiving system and method is
provided. Yurther, this archiving system and method is
not necassarily limited by, or dependent on, individual
vigilance. A related feature i=s that a mobile or _
stationary individual user, a business location, or any
information processing device that can access a network
offering such an archival service has available an
archlval means that is reliable, has essentially unlimited
capacity, is crogs-platform compatible, and is accessible
from virtually anywhere. Moreover, such a network-based
method and system for archiving features centralized
maintenance and upgrading as well as other related
performance and maintenance advantages due to
centralization and concomitant economies of scale. The
present invention, therefore, includes features and
applications that provides an essential service that can
be viewed as the electronic "information age* analog of
public étorage areas. In addition, storage of information
on the network renders additional natwork based services
(e.g., compression, database management of information,
cleanup,etc.) available to a subscriber, and further
provide for "information age waste disposal". It may be
further be understood, therefore, that premises based
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costs associated with maintaining and supporting efficient
and reliable archival services, as well as related
information processing services, may be minimized.

Although the above description provides many
specificities, these snabling details should not be
conatrued as limiting the scope of the inwvention, and it
will be readily understood by those persons skilled in the
art that the present invention is susceptible to many
modifications, adaptations, and equivalent implementations
without departing from the spirit and the scope of the
invention and without diminishing its attendant
advantages. It is therefore intended that the present
invention is not limited to the disclosed embodiments but
should be defined in accordance with the c¢laims which
follow.
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CLAIMS:

1. A method of archiving information on & network
comprising the steps of:

establishing a commection between said network and a
user premises, the network being uwniversally accessible
with respect to a plurality of user premises;
transmitting the information from said user premises to
the network; and

storing said information on sald network.

2. The method according to claim 1, wherein sgaid
step of establishing a comnection is initiated by said
user premiges.

3. The method according to claim 2, wherein said
uger premises linitiates the step of establishing a
connection by calling a special access number.

4. The method according to claim 3, wherein saild
step of establishing a connection is executed when a
quantity of information stored on a local storage means
associated with said user premises approaches the storage
capacity of the local storage means, and wherein said
transmitting step includes transmitting at least a portion
of the information stored on said local storage means to
increase the available capacity for information storage on
the local storage means.

5. The method according to elaim 1, wherein said
step of establishing a connection includes the step of
sald network initiating a call to said customer premises.

6. The method according to claim 1, further
comprising the steps, after said storing step, of
retriaving the information from said network; and

\K

LT

@oan



"{ RECEIVED ©2/27 g2:41 1958 AT 533069%
PABE
02/28/96  14:40 008 949 0292 o legsf{gr%g %&E ]

| I!lll!!‘!!!l[l A

transmitting the information to a destination user
premiges.

30

7. The method according to claim 6, wherein said
destination user premises is the initiating user premises.

5 8. The method according to claim 6, wherein said
"~ destination user premises includes a user premises that is
distinet from the initiating user premises.

9. The method according to claim 6, further
comprising the step, after the retrieving step and before
10 the transmitting step, of converting the information to be
compatible with the destination user premises.

10. The method according to claim 1, further
comprising, between said transmitting step and said
storing step, the step of compressing said information.

15 11. The method according to claim 1, wherein said
storing step includes storing the information for a
pradetermined period of time,

12, The method according to claim 1, wherein said
storing step includes storing the information to protect
20 against information loss to a predetermined degree of
confidence selected by the user.

13, The method according to claim 1, whereln said
network includes a telephone network.

14. A network archival system for storing
25 information routed from a2 user ecuipment to a network,
said system comprisging:
a communication link that is selectively
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enabled to establish a connection between the user
equipment and the network, said communication link
including at least one access mode and providing for
universal access of said network with respsct to a
plurality of users;

an archival node associated with said network,
gsaid archival node adapted to store information
transmitted from sald user equipment to said network over
the communication link.

15. The network archival system according to
claim 14, wherein said communication link includes a
wireless communication access mode.

16. The network archival system according te claim
14, wherein said user eguipment is a mobile data
processing instrument.

17. The network archival system according to claim
14, wherein said archival node comprises:

a storage medium;

a session controller, coupled to said storage
medium, adapted to communicate with the user eguipment
over sald communication link, and adapted to transfer
information to, and retrieve information from, the storage
medivm.

18. The network archival gystem according to c¢laim
17, wherein said archival node furthsr comprises:
at least one £ile server, sach file server
adapted to process information:
a file processing contreoller coupled to
sald session controller and to said at least one file
gerver and adapted to control file routing to and from the
least one £ile server.

This Sheet Has Been Replaced

~ I




[ RECEIVED @z/27 g2: 2 1996 AT 53306594

02/28/98

10

15

20

25

30

14:41 29008 a4p p2gp OS5 33 (PRUNTED Page 33

A

15. The network archival.system according to claim
18, whérein said at least one file server is adapted to
pexrform f£ile conversion, compression, or software
translation of said informatiom.

32

20. The network archival system according to claim
17, wherein said storage medium includes a first storage
medium that stores information transmitted from said user
equipment to said network for archival storage, and a
second storage medium that stores user profife
information.

21. The network archival system according to claim
20, wherein sald session controller is adapted to perform
a comparison between the c¢haracteristics of information
retrieved from said storage medium for transmission to a
destination user and the user profile information of the
destination user, and to selectively invoke said file
server via said file processing controller to process the
information according to the comparison.

22, The network archival system according to c¢laim
20, wherein said session controller is adapted to
selectively invoke said file server via said file
processing controller to process the information
transmitted from the user eguipment according to the user
profile information stored for the user associated with
the user equipment.

23. 2An archival system for storing information
routed from a user premises to the network, said system
comprising:

means for establishing a connection hetween
said network and a user premises, the network
being universally accessible with respect to a plurality
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