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place top-up machines outside the station. Commuters find this inconvenient so
they are not frequently used.

Thus there exists a need to further increase the efficiency of mass transit systems.

Furthermore, a large proportion of the public have these cards, and thus in certain

countries they may also be used for cashless payment for products.and services at
participating outlets. However, the popularity for these alternative uses is limited as
the problem remains in finding a top-up station to replenish their card,

conveniently.
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WO 2007/ 001239 PCT/ S&006/ 000179 1In a first preferred

aspect, there is provided a nethod for updating a
won7loe123paynent devi ce of a user via an i nsecBC&SG2006/000179

networ k, the nobil e paynent device storing value and

enabling the user to perform cashl ess transactions

With participating nerchants, the nethod conpri sing:
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pay ment a@ReHi6RiInG e RRbiRUSdYRIBAY delick ith 38y Ydthentication server;

decwgptlng the encrypted first and second nessages;
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first salentioge transantiantperand trarsagliopametntdend tEapsagonihe
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nmessage and t second (ﬁrg gn he fogrth
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I nt er net rowser application

The method may further comprise the initial step of placing the mobile payment
device on or near a reader device to read the identification information relating to

the mobile payment.

The method may further comprise establishing a communication link between the
mobile payment device and the authentication server via a client application.

The client application may be downloaded to a client terminal of the user.
The client application may be an applet for execution within an Internet browser

application.



WD 2007/ 001239 PCT/ S&006/ 000179 The nobil e paynent
devi ce maybe a contactless integrated chip card. The
worelsrioe12payment devi ce nay be a contactl ess snBET/SG200d/000179
(CSC). The participating nmerchants nmay include public
transport authorities and retail outlets. The
transaction type nay be any one in the group
COTise mbbilagawhent defaemigy baddionigcliesainiegrates chivg2ifobi | e
payg@,na%;g SYirk&nt dAVRE YRl dBtaBlicas thathépd @BG). stored on
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pagkpls. The nmethod nay further conprise establishing
conmuni cati on between the authentication server and a
bank host to debit or credit a bank account of the
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ne e 8 dafLatordie lonah
vl ‘“@Wﬁp L%egml{égtﬁc\%o%md %{.@Q%ﬁk@ second
D’Q ‘tePat/'h%fﬁéeY‘%e provi ded a systemfor updating a
nobi | e paynment device of a user via an insecure
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user WE or m cashl ess transactions
wi may bfavl? Aepligation ReptogebPaia YAt (APLQU 82eSt em conpri si ng:

an aut hentication server to authenticate the nobil e

T neF e CRhed SHeBBnbd SRAoIcRM bbivear e

nMFY¥ device: a clien

t eauthmcattpm serve;rasmatbatﬂh@oSit @éﬁ’blt £1 redit Pank FEEAURLYT| ‘%”s(eb

t hg acildnedvitiF@RE trafsas®inver via the network; and a user
interface to enabl e selection of transaction type and

transaction anpunt for a transaction; wherein
auTtInaemeooat naworlc o#g bedbs IntQTin,nMﬂtfqulﬁﬂgA@ﬁ Netwerly VAY). or

@ﬁ({ o ATESRGWEK mt he aut hentication server to the

e paynent vice, and an encrypted second nessage
fromthe nobile payrrent device to the authentication
S eV kecotl® @Epaat, itivge tishproeidert ¥ sysiem ffom ydatingda seabiism gayment

rre ﬁ?‘{é e? %1 uyp v%O 917/1&(8&1%%%8\}3 F{ir@?ﬁ%@b%%? Sevice stonng value

an encr nessa base H ?
fwrgt enabllng the user to perform cashless transact(ons wit part:c:pa ing

merchants, the system comprising:
an authentication server to authenticate the mobile payment device;
a reader device to read identification information from the mobile payment

device;
a dlient terminal to ftransmit the identification information to the

authentication server via the network; and
a user interface to enable selection of transaction type and transaction
amount for a transaction;
wherein adthentication comprises:
transmitting an encrypted first message from the authentication
server to the mobile payment device, and an encrypted second message
from the mobile payment device to the authentication server;
decrypting the encrypted first and second messages;



message fromthe nobile paynent device to the

aut hentication server, and an encrypted fourth
worasageipased on the second nmessage fromthe PCT/SG2006/000179

aut henti cati on server to the nobil e paynent devi ce;

decrypting the encrypted third and fourth nessages;

conparing the first nessage with the thir ssa
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val ue and enabling the user to perform cashl ess
transactions with participatin rch e appl et
co rﬁ\ei”sqbﬁ‘bPayﬁ‘eD%d@?"g‘? meebe E%nt?cgle%ﬁr{ﬁsg{}aéﬁ %ﬁﬁ gée@ to
seleimabild payn@acievionmay pea aenfactiessamascrlddfSGhount f or
a transaction; a server conmmunications nodule to

communi cate with an authenticatio r for
autTherreadeadeyiee Mk bedhPnersal\PREAL E‘éﬁeé‘rggé ?ypgn%mgacﬂ AN
corfgatei/aatt.ons nodule to interface wwth a reader
device to read and update the nobile paynment device;
the server communications nodule facjlitat i,n% t device
autlheniidoaspeasrihdsy is previdedanagrletiar @RElng A BEPpPRYpent dev
TS %g@erfté gér}Jsda@d autdne,nugb@_ahbmrm the vrebild geytrenidisyicy poé
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f r anertiiantsatht bppi¢ticomprdising: server to be decrypted by the

nobi | e payIeplerdsy id Gilow e A¥ &L sel6dMaINisasdctigmsype and
nodul e facilitati ngaaut hentication by. transmtting

an t@neadph ¥aouklobR i FaSY8ye from the nobile payment
devi ce tdséra® comtiuhieatiohs atddula tg sprmmpnicale MEh @B Gulgplicgtion

T g T
fr om t hea g@yiselcempuyipatiahs mgdye l?e‘“‘?fsa“teﬁ'@th&‘?ﬁ‘geln?t pYic o fead
S er 8 lupddt&thl thdiRrddyieridiclige;t he aut hentication server;
the server communications module facilitating authentication by: receiving
an encrypted first message from the authentication server to be decrypted by the
mobile payment device, and receiving an encrypted fourth message based on the
second message from the authentication server to be decrypted by the mobile
payment device;
the device communications module facilitating authentication by:
transmitting an encrypted second message from the mobile payment device to the
authentication server to be decrypted by the authentication server; transmitting an
encrypted third message based on the first message from the mobile payment

device to the authentication server, to be decrypted by the authentication server;
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nmessage is conpared with the third nessage and the
weearrdinessage i s conpared with the fourth negea$e2006/000179

where if. they match, the identity of the nobile

paynment device and the authentication server are

aut henticated with each other to enable the reader

devi ce wherdpdas @rst hessaghiis eompargdrwith thtethird ensisprge and the
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Detailed Description of the Drawings

Figure 1 and the following discussion are intended to provide a brief, general
description of a suitable computing environment in which the present invention may
be implemented. Although not required, the invention will be described in the
general context of computer-executable instructions, such as program modules,
being executed by a personal computer. Generally, program modules include
routines, programs, characters, components, data structures, that perform
particular tasks or implement particular abstract data types. As those skilled in the
art will appreciate, the invention may be practiced with other computer system
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update the CSC 5.

As CSCs 5 generally have limited storage capacity, the encryption algorithms are
preferably small in size and not complex. To satisfy user friendliness, the
authentication process is fast and effective, and is transparent to the user.
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constructed containing the transaction type, transaction amount, payment mode
and payment details of the user. The message is transmitted to the authentication
server 20. On receiving the message, the authentication server 20 deconstructs
the message and forwards the payment details and transaction amount to the
issuing bank 90 of the users credit card. When the issuing bank returns an
approval for the debit request, the éuthentication server 20 generates “write” APDU



server 20. On receiving the nessage, the

aut henti cation server 20 deconstructs the nessage and
w0 200wa01d39 t he paynent details and transacti on PODSG2006/000179

the issuing bank 90 of the user's credit card. Wen

the issuing bank returns an approval for the debit

request, the authentication server 20 ner.at e
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server; authenticating the nobile paynent device with
t he aut hentication server;



10 and selecting a transact.ion type and transacti on PCIT/SG2006/000179
.amount for a transaction; wherein authenti Cath&:ewed4Septembel‘ 2007
conprises: transmitting an encrypted first message

fromthe authentication server to the nobile paynent

devi ce, and an encrypted second nessage 15 fromthe

nobi | e paynent device to the authentication server;

decrypting the encrypted first and second nessages;

transmtting an encrypted third nessage based on the

first WEEs8%ge fromthe nobile payment device to the

aut hentication server, and an encrypted fourth

nmessage baserbu ok I ?Q %ﬂilerﬁgnﬁr%ﬂ%ﬁwgé' S DubddGia af Psecure

aut henti cati on server nent evi ce;
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the s@fpRdhg message with the fourt h nmessage, V\,here i f

they match, ttrﬁnsmqtmg Frm'call oh mformatlon rela{m go l")e mﬁn‘rf}g l%t Q%Y' ce

and the au on server autnentrca
with etaemadientisatiop sereriabl e updatl ng of the nobile
paynment  dewthdcatiny tRCachildlpayment Wevide viith ehetaumargientivn aver;
andg esfabl i shing a communi cation |ink between the
rmbl | e payment device and the auythentication server
via-a cli eﬁf'ecﬁ?ﬂﬂ tfapsgptiop ppe al“ﬁga"tﬁcf'@rﬂ""”'ﬁf?b? FaosRrYn
bei ng downmwberelealtitegtication bampriges:t er m nal of .. the user

upon 30 aut henﬁdnﬁﬂﬁlﬂgoé'h enzwptérmstrmésbuasi 136 AR &iltl‘l’éﬁtlc&t(an
claimi, f léérl:/er t|1e mgme Pngm?nq gevm% anglJ aFl el% pt%& g&or% messa gr

pl aci ng theé
de¥ice to @Bﬂ‘eﬂ‘ﬁ'@'@ P‘I‘Yd‘é’l"iﬂ?“?qe &dbq Q‘J‘We’Pt‘Fﬁ“ﬁ? ??ﬁ’?" 0 n _
~relating to thedeompiind ibe @aryptedtist aridsecdntmetsagpeSheet
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11 3. The neth

client appl'qe%sﬁ?ﬁ ré’ﬁ'(%heémg\l? pg‘é{beﬁf %’f"c?tgb" 3‘5‘(‘é\guctal Ogﬁer\‘/\fr'tarrfd
an | nt er neen SRoRiss foudth Fessess: baser onjthe Ferandr@essage from the
ace®r di Ng tahedlicdioMsdrver WRInRIbIk pajitentaalicd; € payment
device-ls a decrypting the encrypted third and fourth messages;
comparing the first message with the third message and the
second message with the fourth message, where if they match, the identity
of the mobile payment device and the authentication server are
. 25 authenticated with each other to enable updating of the mobile payment
' . device in accordance wrth the transaction; and
establishing a communication link between the mobile payment
device and the authentication server via a client application, the client
éppﬁéation being downloaded to a client terminal of the user upon

30 . authentication.

o2 The method according to claim 1, further compnsmg the initial step of
placing the mobile payment device on or near a reader device to read the
identifi ication lnformahon_ relating to the mobile payment.

35 ' ' '
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5 contactless integrated chip card. 5. The nmethod pcT/SG2006/000179
according to claim4, wherein the nobile payne .

device is a contactless smart card (CSC). 10 gileﬁehveed48eptember2907
met hod according to claim 1, wherein the participating

merchants include public transport authorities and

retail outlets. 7. The nethoq according to claiml.

wherein the transaction type ts any one in the group

consi sting of. refund, adding value to the nobile

payment: deviheanethes goconing g aimi fgvherpip dher dient @prligatign is an

st or ed agpfet fohexediiddi vithin fraiytemd bro@l&y bpfeatioR. The net hod

according to claim1, wherein comruni cati on between

the authenti.cati-on server and the nobile paynent

devi ce?is vifg "‘RE‘B" FOEAIRISMH CibR 4t Whersin thepagbile RgPent doxjopigp

packet sontagi@sintegisted aiptclndd according to claim 1,

further conprising establishing conmunication between

t he authentjicatjopn server an bank host to bjt. or

credit "a. baTk MELETRHTINSHO SR e e AL G R

t he tr aonigalless ¥t cg6(CBO). The net hod according to claim

1, wherein the insecure network is the Internet,

Met.popgl it W k
(kg "8y YR el Akt B i%@“‘% gl e R DR
devi cegde gublic lEanSrort gutagrties gaddtetall ullels: onput er  net wor K,

t he nobil e paynent device storing val ue and enabling

t het user t e Fn@th&ﬁ{g:éd&{iﬁ@t@?érh H~,eﬁ§{ehrt%ﬁéét:ﬁoﬁ Bfe Wzh)lone
participatin rchar e system canprising:. an
Pat henl MR atUg RPRERROR et Adin ok £ b o BB HPiee-ohe
payirentpdefisg plecronigdajacstorpd pn e mplile paymentderisei dent i fi cati on
i nformati on fromthe nobile paynent device; 35 a

.Cl i ent 8.t _er I’-ﬂ@ ﬁ]lethél&)ac%&ra&ﬁtm c‘ain¥ ?,ewﬂe%ﬁlnéoi'ntnhrﬁ%mn%hﬁen the'
information to-the authentication server via the

net mr%ﬂhergﬁﬂlowsem%tga m§H’§ g?yn]eptﬁ:eﬂfwej via Application Protocol
PCT/ SRASROPUY gackdecei ved 4 Sept enber 2007 12 a
uses interface to enable selection of transaction type

and t ré’:‘nsacﬁlé %tho@rgaw?‘}ingf R clgimt q.al?lﬁlﬁ&t Lo%}ising establishing

communication between the authentication server and a bank host to debit or

credit a bank account of the user in accordance with the transaction.

25 10. The method according to claim 1, wherein the insecure network is the
_ Internet, Metropolitan Area Network (MAN), or Wide Area Network (WAN).

11. . A system for updating a mobile payment device of a user via an insecure
. computer network, the mobile payment device storing value and enabling the user
'30 . to perform cashless transactions with participating merchants, the system
. - comprising:
an authentication server to authenticate the mobile payment device;
a reader device to read identification information from the mobile payment
device; '
35 a client terminal to ftransmit the identification information to the
- _authentication server via the network; and h - -

Amended Sheet
_IPEA/AU - -




wherein authentication conprises: transmtting an  pcT/SG2006/000179
encrypted first nessage fromthe authentication Re%f,ivad4September2007

server to the nobile paynment device, and an encrypte
second nessage fromthe nobile paynent device to the
aut henti cation server, decrypting the encrypted first
and second nessages; transmtting an encrypted third
nessage based on the first ssage fromthe nobile

paynment device to the authentication server, and 10
an encr ypt etluseoirietase e eeblg selertiaed topsactise oe grshigansaction
Mes s agemdunofen attlassactiont hent i cati on server to the nobile
payment deVJJhQ:%maQﬁ&Eéé@Jn' g@mg%e encrypted third and

n

fourth nessages; npar i e first massa%e with the
third nessage afﬁﬂ‘s'l“ﬁ'ég an, gcpRgd fiss Bagyeseviiomne REhenbRgliany
nmessage, wrewe to fhe tmabilg pasatectiievitehand alendrypled sechbd mésstdee
nobi | e pay fﬂ%ﬁktthe%}ﬁe%% tdieh&fio RehaRnichiortdn server.
are aut henti cat )b‘ each o ger to nabl e the reader
devi ce to updat ecfyﬁ WP ﬁf ?%W" BGTBES n

accor dance wi t hfrangypitting ans@ervm@n thirch riepssage thagsdi rhithegfirst

comuni cat i ressagé fidtn thEhIREhyinéHe ddiB tol tiR: NAWINENEN eV &R
anq the amah%ﬂ%r%a?e%tf&@tn "%g%ég Basgz{i gh %e e(l:oggtmessage from the

application cation
downl oaded at"B”l“??é"W?F""%’r‘ft‘h‘i'@?Wﬁ'?%‘ﬂ‘e%?e‘”f’ﬁe user upon
aut henti cat i on, det@pting ihe ergyysteethirdend tourth rmsgsages; cl ai m 11,

‘wherein the nobwn@armaxmmst .d&gageewm%@m.r@tineséaaé akd kRSS

i ntegrated chi ng

et 10, RAPED iR iy ol st MR E OR Bt Bentty
cont act | es®f ditamobilegpgymentsSdeyice 30d 1the apihentisgfien sgaver. -are
accordi ng tadthélicated Wit eacMoBECtb Rndbla@hd RaTIL evidett Wpdate thed

Uni ver sal n§ﬁre p@geﬁ%vxée@or&a}(&?wtg gxgqrﬁﬁgétu%s §1dc ar d

reader/witer. b ppl e

paynment device i '5 % 8 PoprBUnigatiop, gk Pepey "“iﬂ'}e payme"t
i nsecur e cdrifsatand theeauthentikation brsvenwibid eier ppfieation. dieey ¢ligw
stasing Va|abtﬁcaﬂ§lﬂbelr§5doﬁlﬂ6&le& R the RBertl SRhind! Of BRI dser Ghon

.cashl-ess transactions with participating merchants,

t he appl et conpri si ng:. Amended Sheet | PEA/ AU .
PCT/ S&G2006/ 000179 Recel ved 4 Septenber 2007

12. The system according to claim 11, wherein the mobile payment device is a
25 _contactless integrated chip card.

_ 13. The system according to claim 12, wherein the mabile payment device is a
. contactless smart card (CSC).
[ -

30 14, The system according to-claim 13, wherein the reader device is a Universal
Sgn’al Bus (USB) type contactless card reader/writer.

15. An applet for enabling a mobile payment device of a user to be updated via

. an insecure computer network, the mobile payment device storing value and

'35 . -enabling the user to perform cashless fransactions with participating merchants,
' the applet comprising: | " | -
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13 a user interface to allow the user to select a PCT/SG2006/000179
transaction type and transaction amunt for a Received 4 September 2007
transaction; a server conmunications nodule to

conmuni cat.e with an authentication server for

aut henticating the nobil e paynent device; and 5 a

devi ce communi cati ons nodul e Lo interface wwth a

reader device to. read and update the nobile paynent

devi ce; the server communications nodule facilitating

aut hent i cat? §Ferpjferfapes foelip e useh teselpsh it BRPsAdfignsype and
nmessagadsadtion ankvent fons hasdctianat | on server to be decrypted

by the nobj {&ePaivRRtaitR \defe (PRHLASE ¥ihd 28 entication
encr ypt ed the 10 secon

ourth nessage based on e
nmessag&T¥ &Fﬁ‘i"ﬁ@'%@ ﬁgﬂ’f’?"% BYPER dokeAB! to be decrypted
by the nobid devicpeommenicatiehe wiodubs to inteefacdawth @ eeader device to.read
CONMMUN gl e ABHsIpHmEmGdvice;t at i ng aut henti cation by:
transmtti rvpted second .nessage fromthe .
bt o pay i SReED AL, RS R ARCARN b Foayna
be decpPypiceptenirstmessagetrgiethe préhenticaipn serves dg be decrypted by the
t r ans minbbile pgymant dkficepard recpitinrant dnbryled TREH AGSatRed dalthe
t hepofi EetbndThess 248 Sro "t kR RicARR sbrFer W@U@E&‘yptetﬂﬁ)yihg Gnobif
t he aut henttldcat 1on server, to be decrypted by the
aut henPPCEt "o server, wherein the first nessage is
conpar ed withen defies tcainmuhicatiess agedulen dactitatings eutbamiicahions $ege
N anﬁ@ﬂﬁiﬂkng’\br{ éhtcrw?&i Jeguatf m&ssgagﬁéﬁg&,m | atﬁnénf deviBet the |
mat ch, . nt I o | aynent device an
Che. auplifialot S tobe oot o e s Ferh BN Aver R
eadf of5ePted third Mgtspee haprd et BEt Hesvace dromdhqupekile eaymepte
nobi | edqmg/mtauﬂeméaum semerae beoded@tedby etalthénkieation server;
transacti Ovher@fGhel fA& n@:@sﬂbéﬁs cQQMd%m% fhird &&s?g_quan fat

‘termnal_aof the user upon authenticatiop. . The
oo et ard iy E gt iy e o e teaee. phse LBy mpon. e,
si gneddeniiyaof Y5 mehie orymeaindevisadaldl the t athentisatior rperver are
t erori natheaticaté@ithusel othd\eardblel thiahester delitiE®/ updite the mobile

payment device in accordance with the transaction, and the applet downloadable
to a client terminal of the user upon authentication.

16. The applet éccording to claim 16, wherein the applet is a signed Java
25  applet downloadable to a client terminal of the user.

Amended Sheet
" - IPEAJ/AU




