
IC CARD A-1'ND IvIETHOD FOR CONTROLLING IC CARD 

BACKGROlJND 

Field 

5 ElnbodiInents of the present invention relate to an integrated circuit (IC) card 

and a Inethod for controlling the IC card. 

Description of Related Art 

In recent years, IC cards having a function of perfornling personal authentication 

using bi01netric infonnation of a user using an IC card have begun to beC01ne widespread. 

10 For exan1p]e:- the bi01netric inforn1ation is inforn1ation of a fingerprint of a fInger, a vein. 

an iris of an eye, and the like. The bion1etric information is pre-stored in an IC chip 

etnbedded in the IC card. However, because the body of a user changes day by day 

with aging or the like, there are some cases in \vhich the accuracy of persona] 

authentication decreases even in the case of the same person. 

15 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 is a schetnatic configuration diagran1 of an Ie card 1 according to an 

elnbodiment. 

FIG. 2 is a hardware configuration diagranl of the IC card 1 according to the 

20 en1bodinlent. 

FIG. 3 is a functional configuration diagralTI of the IC card 1 according to the 

etnbodiment. 

FIG. 4 is a flo\vchart schematically sho\ving a flo\v of a process to be executed 

by a processor 30 (an IC chip 20 and a collation processor 60). 

FI G. 5 is a f1o\vchart an exanlple a process updating bion1etric 
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authentication infornlation 42. 

FIG. 6 is a diagranl showing an exmnple of a score serving as a threshold value 

of each condition. 

FIG. 7 is a sequence diagrmn showing an exmnp1e of a process to executed 

5 by a ternlinal device 100 and the Ie card 1. 

FIG. 8 is a diagram showing an exanlple of processing content corresponding to 

collation results when two types ofbionletric authentication infomlation are used. 

FIG. 9 is a diagranl showing an exmnple of processing content corresponding to 

collation results \vhen t\VO types of biometric authentication infonnation are used. 

10 FIG. lOis a diagraiTI schematical1y showing sequence processing illustrated in 

FIG. 9. 

DETAJLED DESCRIPTION 

An integrated circuit (IC) card of an elnbodiment includes a comnlunicator, a 

15 storage storing a plurality of pieces of biometric authentication infonnation~. an acquirec 

and a processor. The C0111111ll11icator cOlnlnunicates \vith a tenl1inal device. The 

acquirer acquires bionletric inlDrnlation of a user. The processor collates the bio111etric 

infonnation acquired by the acquirer vvith each of the plurality of pieces ofbiollletric 

authentication infonnation stored in the storage in a case that the COll1111unicator receives 

20 a conl111and the tenninal device and updates SOIne of the plurality of pieces of bionletric 

authentication information stored in the storage \vith infornlation on the basis the 

bionletric infom1ation acquired by the acquirer in accordance with collation results for 

the bioI11etric authentication infonnatiol1. 

Hereinafter. an IC card and a n1ethod for controlling the Ie card according to 

eInbodiluents yvill be described \\'ith reference to the drawings. i-\lthough card 



5 

3 

the enlbodinlent is asslllned to be a contact type Ie card in the follo\ving description, a 

non-contact type Ie card nlay be used. 

FIG. 1 is a schenlatic configuration diagran1 of an Ie card 1 according to the 

enlbodinlent. For exmnple, the card 1 is tt1nned by mounting an Ie nlodule 0 on a 

plastic card base Inaterial PT (an exrunple a card body). That is. the card 1 

includes the Ie Inodule ] O~ a fingerprint sensor 50, a collation processor (collation Pr in 

FIG. 1) 60, and the card base Inaterial PT in which these are embedded. The Ie card 1 

can communicate with an external tenninal device] 00 via a contact portion 15. The 

collation processor 60 authenticates a user by conlparing fingerprint infonnation of the 

10 user acquired by the fingellJrint sensor 50 with biometric authentication infonnation held 

within the Ie n10dule ] 0 and outputs an authentication result to the Ie nlodule 10. The 

fingerprint sensor 50 is an exanlple of an ';"acquirer" for acquiring bionletric infonnation 

and the fingerprint infonnation is an exanlple of the "'bionletric information." The 

biometric inionnation nlay be vein pattern infonnation, iris infomlation~ voice print 

15 inionnatioll, DNA inforn1ation, or the like as \vell as fingerprint infonnation. A case in 

\vhich the collation processor 60 is provided outside the Ie nlodule ] 0 is only an example 

and the IC tnodule 10 Inay have a function corresponding to that of the conation 

processor 60. 

For exanlple, the IC card 1 receives a cOlnlnand (a processing request) 

20 transn1itted by the ternlinal device 100 via the contact portion 15 and executes processing 

(coll1llland processing) according to the received COIllllland. Then, the IC card 1 

transnl1ts a response (a processing response) \vhich is a result of executing the conlnland 

processing to the tenninal device 100 via the contact portion 15. The ternlinal device 

100 is a device configured to conlnlunicate with the IC card 1, and is, for exanlp]e, a 

device including a .. ?".-:>f'I?"" 



4 

The IC nl0dule 10 includes the contact portion 15 and an IC chip 20. For 

exanlple, the IC Inodule lOis a rnodule by which a transaction is perfomled in the foml 

of a chip on tape (COT) in 'which a plurality of IC Inodules 10 are arranged on a tape or 

the like. single IC nl0duie 0 cut out and isolated frorn the tape nlay be refened to as 

5 a COT. 

The contact portion 15 has tenninals for various types of signals necessary for 

the IC card 1 to operate. The tenninals for the various types of signals include 

tenninals for supplying a po\ver supply voltage, a clock signal, a reset signal, and the like 

frOIn the ternlinal device 100 and a serial data input/output tenninal (an SIO terminal) for 

10 communicating with the tenninal device 100. 

The IC chip 20 includes~, for eXalnple, a large scale integration (LSI) such as a 

one-chip nlicroprocessor. 

FIG. 2 is a hardware configuration diagram of the IC card 1 according to the 

enlbodiment. As illustrated in FIG. 2, the IC card 1 includes the IC tnodule 10 

15 including the contact portion 15 and the IC chip 20. The IC chip 20 includes a universal 

asynchronous receiver transn1itter (UART) 24, a CPU 25, a read only tne1llory (ROl\lI) 

a randOln access Inelllory (RAI\1) 27, and an electrically erasable progranlmable ROM 

(EEPROM) 28. These cOInponents are connected via all internal bus BSI. 

The UART 24 performs serial data cOInlnunication with the tenninal device 100 

20 via the above-described SIO tenninal. The UAR T 24 outputs data (for exalnple~ I-byte 

data) obtained by perfonning parallel conversion on the serial data signal received via the 

SIO temlinal to the intenlal bus BS 1. The UART 24 perfOlll1s serial conversion on data 

acquired via the internal bus BS I and outputs serial data to the tenninal device 100 via 

the tenninaL For exmnple, the UART 24 receives a conlnland frOln the temlinal 

device 100 via the tenninal. The tenninal 
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device 100 via the SIO tenninal. The DART 24 is an exanlple of a "colnlnunicator." 

The CPU 25 executes a progranl stored in the ROM 26 or the EEPROf\1 28 to 

perfornl various types of processes of the IC card 1. For exanlple, the CPlJ 25 executes 

c01ntnand processing according to the cOlnnland received by the UART 24 via the 

5 contact portion 15. 

The ROTvI 26 includes. for exatnp1e. a nonvolatile nlenlory such as a nlask ROM. 

The ROM 26 stores progrmns for executing various types of processes of the IC card 1 

and data such as a cOlnlnand table. 

The RAM 27 includes, for exmnple, a volatile menlory such as a static RA.M 

10 (SRAM). The Ri\M 27 tenlporarily stores data to be used when various types of 

processes of the IC card 1 are perfomled. 

The EEPROl\1 28 includes. for exanlple~ an electrically re\vritable nonvolatile 

lnemory. The EEPROM 28 stores various types of data used by the IC card 1. For 

exanlple~ the EEPROM 28 stores information used for various types of services 

15 (applications) using the IC card 1. 

The col1ation processor 60 is connected to the internal bus BS 1. For exmnp]e:­

the collation processor 60 includes a CPU and a progratn tnenlory. The collation 

processor 60 is connected to the fingerprint sensor 50 by a dedicated line or the like, and 

can detect \vhether or not the fingerprint sensor 50 is in a state in which fingerprint 

20 information can be acquired (a po\ver-on state). For exatnple, \vhen the user's finger 

touches the fingerprint sensor 50 and the fingerprint sensor 50 is pO'wered on, the 

collation processor 60 detcnnines that the fingerprint sensor 50 is in a state in vvhich 

fingerprint infornlation can be acquired. The fingerprint sensor 50 acquires the 

fingerprint infomlution of the user in anyone an electrostatic capacitance type, a 

thern10sensitive an optical and the like. 
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FIG. 3 is a functional configuration diagrmn of the IC card 1 according to the 

elnbodilnent. For example: the IC card 1 includes the above-described UART 24 and 

fingerprint sensor 50, a processor 30, and a storage 40. For exar1lple, the processor 30 

includes a bionletric infolTIlation collator 32 and a cOlnnland processor 34. For exan1p1e. 

5 the COl1l1TIand processor is ilnplelnented by the CPU 25 executing a progranl 44. 

For exanlple, the bionletric infornlation collator 32 is ilnplelnented by the 

collation processor 60 executing the progranl 44. For exmnple, the storage 40 is 

ilnp1enlented by a progrmn Inenlory attached to the EEPROI\1 28 or the collation 

processor. In the storage 40, a plurality of pieces of bionletric authentication 

10 infornlation 42, the progratn 44, and a conlmon key 46 are pre-stored. 

For exatnple~ each of the plurahty of pieces ofbiOlnetric authentication 

iniornlation 42 includes various pieces of infonnation extracted froin different parts of a 

body of the user vvho is an owner of the IC card L such as a thmnb, an index finger, a 

nliddle finger. a ring finger. and a little finger. The bionletric authentication 

15 infonnation 42 is infonnation to be collated vvith the fingerprint information acquired by 

the fingerprint sensor 50 and includes information in vvhich a shape pattern of a 

fingerprint is designated as geo111etric infonnation, infonnation converted into SOl1le 

feature m1lount, a cOlnbination thereof, or the like. 

The biOlnetric information collator 32 cOlnpares the finge111rint infonnation 

20 acquired by the fingerprint sensor 50 vvith each of the plurality of pieces of biollletric 

authentication infonnation 42 pre-stored the storage 40 and detennil1es that personal 

authentication succeeds in a case that the acquired fingerprint infonnation tnatches any 

biollletric authentication inforn1ation 42. For exanlple, "matching" n1eans that a score 

indicating a degree of matching of intonnation is greater than or equal to a threshold 

value. authentication succeeds. the biometric infonnation collator 
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32 pennits access to a secure region in the storage 40 and is brought into a state in \vhich 

a predetermined process can be executed. 

The cOlnlnand processor 34 executes processing (COtllnland processing) 

various types of conlnlands in accordance vv'ith a C01nlTIand (a processing req uest) 

5 translnitted by the tenninaI device 100. The conlnland processor 34 trans111its a 

response~ \vhich is a comnland processing result, to the ternlinal device 100 via the 

UART 24. \Nith respect to the cotnnland processing under a condition of the success of 

collation (the success of personal authentication), in a case that the authentication success 

notification is issued fron1 the biometric information collator 32, that is, in a case that 

10 access to the secure region in the storage 40 is pemlitted~ the c01nnland processor 34 

proceeds to perfoml the process. 

[FloV\7 of process of IC Card] 

FIG. 4 is a flo\vchart sho\ving an outline of a flow of a process to be executed by 

the processor 30 (the IC chip 20 and the coUation processor 60). For example~ the 

15 process of the present f10wchart is iterated in a predeternlined cycle. 

First~ the processor 30 \-vaits for a comlnand to be received fronl the teml1nal 

device 100 by the CART 24 (step S 100). \Vhen the conlnland is received fr01TI the 

tenninal device 100, the processor 30 perfornls a 1TIutual authentication process between 

the Ie chip 20 and the collation processor 60. Mutual authentication Ineans that both 

20 the Ie chip 20 and the collation processor 60 nlutually authenticate a legitinlacy of a 

partner. For exmnple, 'when a receiving side can decrypt infonnation encrypted a 

transn11tting side, the legitimacy of both the sides is authenticated. 

example, as the nlutual authentication process~ the cOlnnland processor 34 

itnp1emented by the Ie chip 20 generates a tenlporary session key on the basis oftlle 

con11110n in the storage and a ,-'>nn",,'¥> nunlber lTt->l"'lf"r"'H'-'" 



8 

predetennined rule and encrypts infoffilation to be transnlitted using this session key. 

For exmnp1e~ the conlnland processor 34 uses infol1nation obtained by perfonning an 

exclusive OR operation on the COlnmon key 46 and the randonl nUlnber as the session 

key. Then~ the conlnland processor 34 translnits the encrypted infomlation and 

5 generated randonl nunlber to the collation processor 60. The session is an exanlple 

of a "public key.~~ 

The biOlnetric infonnation collator 32 inlplenlented by the col1ation processor 

60 generates a session key on the basis of the COlnlnon key 46 stored in the storage 40 

and the random nunlber transnlitted by the command processor 34 and uses this session 

10 key to decrypt the infornlation encrypted by the comnland processor 34. For exatnp1e~ 

the bionletric infonnation collator 32 sets infornlation obtained by perfonning an 

exclusive OR operation on the encrypted infonnation and the session key as information 

before encryption. 

Hereinafter~ the processor 30 perfonns the process shown in the flovvchart while 

15 perfonning such a nlutual authentication process. That is, it is assumed that infonnation 

transnlitted and received bet\\-een the Ie chip 20 and the collation processor 60 

ilnplenlenting the processor 30 is encrypted. 

Lt\fier the cOlnnland is received:- the processor 30 translnits request infornlation 

for requesting translnission of fingerprint infornlation to the fingerprint sensor 50 (step 

20 S 104). In response thereto~ the fingerprint sensor 50 transrnits the fingerprint 

infonnation in predetennined data fonnat and transnlission period. 

Next the processor 30 waits for the fingerprint infonnation to be translnitced by 

the fingerprint sensor 50 (step S 106). In a case that the fingerprint infonnation is 

translnitted by the fingerprint sensor 50, the processor 30 stores the fingerprint 

collates the 
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fingerprint sensor 50 \vith each of a plurality of pieces of biolnetric authentication 

information 42 pre-stored in the storage 40 (step S 1 08). 

Next the processor 30 perfonns a process of updating the bio111etric 

authentication inforn1ation 42 in accordance with a result of conating the fingerprint 

5 infonnation \tvith each piece of bi01netric authentication infornlation 42 (step S 10). 

Details of the process of updating the biometric authentication inforn1ation 42 \vill be 

described below. 

Next, the processor 30 perfornls c01nlnand processing in accordance with a 

collation result (a personal authentication result)~ and trans1nits a response,which is a 

10 cOl11mand processing result to the terminal device 100 via the UART 24 (step S 112). 

Thereby, the process of this flo\vchart ends. 

FIG. 5 is a flo'wchart showing an exanlple of the process of updating the 

bionletric authentication infonnation 42 (the above-described processing of S 11 0). 

First, the processor 30 determines \vhether or not an iterated process of the 

15 above-described flo\vchart is an nth process (11 is the nU111ber of pieces of bionletric 

authentication infonnation 42) (step S200) and selects one piece of the biometric 

authentication inforn1ation as a processing target fronl among n pieces of the bionletric 

authentication infonnation 42 in a case that it is deter111ined that the process is not the nth 

process and the number of iterations is less than n (step S202). Hereinafter, one piece 

20 of the bion1etric authentication infonnation selected as the processing target \vill be 

described as being referred to as "ilh bio111etric authentication infonnation." 

Next the processor 30 detennines whether or not a result of collating the ]th 

bio111etric authentication infornlation selected as the processing target\vith the fingerprint 

infonnation acquired in response to the request (the fingerprint inforn1ation received in 

the processing satisfies ...... o.rI",.-t'cu·" ...... ' ..... o.r! condition The 
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predetennined condition is~ for exa111ple~ that a score indicating a degree of Inatching of 

in1Drmation as a collation result is greater than or equal to a certain first threshold value 

Th 1 (score value ~ first threshold value Th 1 ). The first predetennined condition is an 

exanlple of a "predeternlined condition. v 

5 In a case that it is deternlined that the bi01netric authentication infonnation 

and the fingerprint infonnation 111atch ,vith a score greater than or equal to the first 

threshold value Th 1, that is. in a case that it is detemlined that the first predeternlined 

condition is satisfied, the processor 30 detemlines that the personal authentication has 

succeeded (the user of the Ie card 1 is a person identical to a card ovvner) (step S206). 

10 Next the processor 30 discards the fingerprint infomlation acquired in response 

to the request fr01n the storage 40 (step S208). 

On the other hand, in a case that it is detennined that the jih bionletric 

authentication infonnation and the fingerprint infofl11ation do not n1atch with a score 

greater than or equal to the first threshold value Th1, that is, in a case that it is 

15 detennined that the first predetermined condition is not satisfied~ the processor 30 

deternlines 'whether or not the result of col1ating the jtll bionletric authentication 

infonnation \vlth the fingerprint in fo rnl at ion satisfies a second predeternlined condition 

(step S210). The second predetennined condition is. for example~ that a score 

indicating a degree of tnatching of in f01TIlati on as a collation result is less than the first 

20 threshold value TIll and greater than or equal to a second threshold value Th2 that is 

sInaller than the first threshold value threshold value Th1 > score value ~ 

second threshold value Th2). 

In a case that it is deternlined that the i lh bionletric authentication infornlation 

and the fingerprint informatIon 1natch \vith a score less than the first threshold value Th 1 

and greater than or equal to the second threshold Th2, that 111 a case it is 
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deternlined that the second predeternlined condition is satisfied~ the processor 30 causes 

the storage 40 to hold the fingerprint infonnation acquired in response to the request as it 

is \vithout confirnling \vhether or not personal authentication has succeeded (step S212). 

On the other hand. in a case that it is detemlined that the ith bioll1etric 

5 authentication inforn1ation and the fingerprint infonnation do not ll1atch with a score less 

than the first threshold value Th 1 and greater than or equal to the second threshold value 

1'h2, that is, in a case that it is detennined that the second predetel111ined condition is not 

satisfied~ the processor 30 proceeds to the processing of S208 ,vithout confinning 

\vhether or not the personal authentication has succeeded and discards the fingerprint 

10 infornlation acquired in response to the request fronl the storage 40. 

Next, the processor 30 detem1ines whether or not all of the n pieces of the 

bionletric authentication infonnation 42 have been selected as the processing target (step 

S214), selects one piece of the bionletric authentication infoffilation 42 as ';'i+ 1 th 

biOlnetric authentication infornlation -, from anlong one or Inore other pieces of the 

15 biOlnetric authentication infonl1ation 42 excluding the biOlnetric authentication 

inforn1at10n 42 already selected as processing target in a case that it is detennined 

that not all the biolnetric authentication infornlation 42 as the processing target has been 

selected (step S216), and 1110ves to the processing of S204 described above. 

On the other hand, in a case that it is detennined that an iterated process of the 

20 above-described f10vvchart is an nth process, the processor 30 selects bionletric 

authentication infornlation different frOln bion1etric authentication infornlation 

(hereinafter re1=erred to as update target biOlnetric authenticarion infonnation) ,vhose 

collation result does not satisfy' the first predetennined condition fron1 mnong the n 

pieces of the hionletric authentication infonnation 42 in the course of processing up to a 
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Next, the processor 30 detern1ines 'whether or not each result of collating the 

bion1etric authentication ini()n11ation different fron1 the update target biOlnetric 

authenticaTion infonnation \vith the fingerprint infonnatiol1 acquired in response to the 

request (fingerprint infonnation acquired in the processing of S 1 06 in the (n-1 yh process) 

5 satisfies the first predetern1ined condition (step S220). 

In a case that it is detennined that the collation results do not satisfY the first 

predetennined condition, the processor 30 detennines that the personal authentication has 

failed (the user of the Ie card 1 is not a person identical to the card oVvner) (step S222). 

On the other hand, in a case that it is detennined that a collation result satisfies 

10 the first predetennined condition, the processor 30 detern1ines that the personal 

authentication has succeeded (the user of the Ie card 1 is a person identical to the card 

owner) (step S224). 

Then, the processor 30 updates each piece of the update target biometric 

authentication infom1ation by rewriting the update target biometric authentication 

15 infonnation with the fingerprint information held in the storage 40 until the (n-] 

process (step S226). Thereby~ the process ofthi5 flo\vchart ends. 

FIG. 6 is a diagranl shovving an exanlple of a score serving as a threshold value 

for each condition. For exmnple, the first predetennined condition is that the score is 90 

or Inore in a case that a tnaxin1unl value is 100 and it is detem1ined that the personal 

20 authentication has succeeded in a case that the first predetennined condition is satisfied. 

The second predetennined condition is that the score is 70 or n10re and less than 90 and 

bion1etric authentication infonnation ,,,hich is target for obtaining the score is detern1ined 

to be biOlnetric authentication information to be updated in a case that the second 

predetennined condition is satisfied. A third predetennined condition is that the score is 

than it detennined that personal authentication has failed in a case 
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the third predetermined condition is satisfied. 

[Sequential process between ternlinal device and Ie card] 

FIG. 7 is a sequence diagram showing an exanlp1e a process to be executed 

by the ternlinal device 100 and the Ie card 1. In the process orthe present sequence. 

5 1\vo types of bionletric authentication infoffilation are stored in the storage 40, and a 

collation process (a personal authentication process) is perfonned using the two of 

biometric authentication infornlation. Hereinafter~ one of the two types ofbio111etric 

authentication infomlation \viII be described by being referred to as bionletric 

authentication infonnation and the other will be described by being referred to as 

10 bio111etric authentication infonnation B, In the present sequence processing, the chip 

20 confIgured to ilnplelnent the cOInnland processor 34 and the collation processor 60 

configured to implenlent the biolnetric infonnation collator 32 will be described as 

subjects of operations. Thus, the Ie chip 20 nlay be replaced with the comnland 

processor 34 and the collation processor 60 nlay be replaced with the bionletric 

15 infonnation collator 32. 

First, the ternlinal device 100 transmits a cOInlnand for requesting personal 

authentication to the Ie chip 20 of the Ie card 1 (step S300). 

Next in order to perfonn nlutual authentication \vith the collation processor 60, 

the Ie chip 20 (the cOtnlnand processor 34) generates a tenlporary session key on the 

20 basis of the conl111on key 46 pre-stored in the storage 40 and a randonl nUlnber generated 

by a predetennined rule (step S302). 

Next the Ie chip 20 reads the two type of bionletric authentication infornlation 

and B stored in the storage encrypts the bionletric authentication infonnatiol1 

and B \vith the session , and transn1its the encrypted bionletric authentication 

B and generated randOln nUlnber to the collation nt'""",,,(,,,,'" 
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(step S304). 

In response theretoc the col1ation processor 60 (the biOll1etric inforn1at10n 

collator 32) tra11s1nits request inforn1atioll for requesting trans1nissio11 of the fingerprint 

infonnation to the fingerprint sensor 50 (step S306). 

5 In response thereto. the fingerprint sensor 50 acquires fingerprint infornlation 

(step S308) and transn1its the fingerprint inforn1ation X to the collation processor 60 a 

predetennined data fonnat and translnission period (step S31 0). 

Next, the collation processor 60 stores the fingerprint infonnation received 

frOln the fingerprint sensor 50 into the storage 40~ generates a session key on the basis of 

10 the random number received from the Ie chip 20 and the COlnlnon key 46 stored in the 

storage 40. and decrypts the encrypted biometric authentication inforn1ationA and B by 

using this session key. Then, the collation processor 60 collates each piece of the 

decrypted bionletric authentication infonnation A and B with the fingerprint infonnation 

X acquired by the fingerprint sensor 50 (step S312). 

15 FIG. 8 is a diagranl showing an eXaInple of processing content corresponding to 

conation results when tvvo types ofbionletric authentication inforn1ation are used. For 

exanlple~ \vhen the score of the bioHletric authentication inforn1ation for the fingerprint 

infonnation X received in the processing of S31 0 is 90 or nlore (,:vhen the first 

predetem1ined condition is satisfiedl the collation processor 60 detel111ines that the 

20 personal authentication has succeeded in a case that the score of the other bion1etric 

authentication infonnation B is less than 90. 

V/hen the score of the bimnetric authentication infonnation A for the fingerprint 

inforn1ation X is 70 or 1110re and less thaI1 90 (\vhen the second predeter111ined condition 

is satisfied), the collation processor 60 detem1ines that the success or failure of the 

persona] authentication is not r,,,,,.~,"",· __ r< in a case that the score other biolnetric 
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authentication infolTI1ation B is less than 90. .At this time, the collation processor 60 

causes the storage 40 to hold the stored fingerprint information X as it is. In a case that 

a detennination result indicating that the success or failure of the personal authentication 

is not confinned is obtained .. the tenninal device 1 retransn1its a conlnland for 

5 requesting the personal authentication to the Ie card 1. Thereby, the Ie card] side 

Inoves to a second collation process. 

When the score of the bion1etric authentication inforn1ation A for the fingerprint 

infonnation X is .less than 70 (when the first and second predetem1ined conditions are not 

satisfied), the collation processor 60 determines that the success or failure of the personal 

10 authentication is not contlrnled in a case that the score of the other bionletric 

authentication 1nf01TI1ation B is Jess than 90. At this time, the collation processor 60 

causes the storage 40 to discard the stored fingerprint infonnation X without holding it. 

Because the detemlination result indicating that the success or failure of the personal 

authentication is not confirn1ed is obtained as described above, the telTIlinal device 100 

15 retranslnits a conlmand for requesting personal authentication to the Ie card 1. Thereby, 

the card 1 side Inoves to the second conation process. 

As described above, the collation processor 60 perfonns a determination in 

accordance \vith scores of the bionletric authentication infonnation A and B, encrypts the 

collation results of the biOlnetric authentication infonnation by using the generated 

20 session key~ and translnits the encrypted collation results to the Ie chip 20 (step S3 

Next the Ie chip 20 uses the session key used \vhen bionletric authentication 

infomlation and B are encrypted to decode the collation results translnitted by the 

collation processor and executes COlTIlnand processing corresponding to a cOlnl11and 

received in the processing of S300 on the basis of the decoded collation results. Then. 

the translnits a response, is a COlTIlnand processing result to 
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tenninal device 100 via the lLt\RT 24 (step S316). 

The ternlinal device 1 having received the response retransnlits a cOl111nand 

for requesting personal authentication to the chip 20 of the Ie card 1 in a case that the 

content of the response is an authentication result other than "success of personai 

5 authentication" (step S318). 

Next the chip 20 reads two types of biOlnetric authentication infonnation 

A and B fronl the storage 40, encrypts the biOl11etric authentication information and B 

with the session key, and transnlits the encrypted biOlnetric authentication infonnation 

and B and the generated random nmnher to the coUation processor 60 (step S320). 

10 Tn response thereto, the collation processor 60 transt11its request infornlation for 

requesting translnission of fingerprint inforn1ation to the fingerprint sensor 50 (step 

S322). 

The fingerprint sensor 50 having received the request infonnation acquires 

fingerprint infornlation Y (step S324) and transmits the fingerprint infOlTIlation Y to the 

15 collation processor 60 in a predetermined data format and transnlission period (step 

S326). 

Next, the collation processor 60 decrypts the encrypted bionletric authentication 

information Lt\ and B by using the session key generated \vhen a first cOlnmand is 

received. Then, the collation processor 60 collates each piece of the decrypted 

20 bionletric authentication infornlation and B \vith the fingerprint infonnation 

acquired by the fingerprint sensor 50 (step S328). 

FIG. 9 is a diagram showing an example of processing content conesponding to 

collation results v,Then t\VO types ofbio111etric authentication infornlation are used. For 

exanlple. when the score of the hionletric authentication infornlation B ditferent frol11 the 

authentication infonnation target bionletric authentication 
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infornlation) of 'which the collation result does 110t satisf}l the first predetern1ined 

condition \vhen the first con1n1and is received aITIong scores of biOlTIetric authentication 

inforn1ation for the fingerprint infonnation '{ received in the processing of S324 is 90 or 

lTIOre (\vhen the first predetern1ined condition is satisfied), the collation processor 

5 detennines that the personal authentication has succeeded in a case that the score of the 

other biolnetric authentication infornlation is less than 90. The collation processor 60 

transn1its the fingerprint infonnation X held in the storage 40 to the Ie chip 20 when the 

first cOll1111and is received together 'with the detennination result. In a case that the 

score of the biOlnetric authentication infonnation A is less than 70 when the first 

10 conlmand is received and the second predetermined condition is not satisfied, the 

fingerprint infomlation X telnporarily stored in the storage 40 is discarded, so that the 

collation processor 60 does not translnit the fingerprint infonnation X to the Ie chip 20. 

When the score of the biometric authentication infonnation B is less than 90, the 

collation processor 60 discards the fingerprint information X held in the storage 40 when 

15 the first comlnand is received and detern1ines that the personal authentication has failed 

in a case that the score of the bio111etric authentication infonl1ation is less than 90, 

As described above, the coUation processor 60 perfonns a detennination in 

accordance 'with the scores of the biolnetric authentication information and B~ encrypts 

collation results of the biometric authentication infonnation, and tranS1111ts the encrypted 

20 collation results to the Ie chip 20 (step S330). f\t this tinle, in a case that it is 

detennined that the personal authentication succeeded ,vhen a second COllllnand is 

received, the collation processor discards the session key generated vvhen the first 

conlIn and is received, generates a ney\' session key by perfornling an exclusive 

operation on the fingerprint infonnation X tenlporarily held in the storage 40 and the 

C 0111111 on 46. results 
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infonnation by using the session key. Then. the collation processor 60 trans111its the 

collation results encrypted using the new session key and the fingerprint infonnation to 

the Ie chip 20 (step S332). 

Next the Ie chip detern1ines whether or not there is a change in the session 

5 key of the colJation processor 60 in accordance vvith the presence or absence of the 

fingerprint ini~Jnllation X of infonnation received fron1 the collation processor 60 (step 

S334). For exanlp1e~ in a case that the fingerprint inforn1at10n X is not included in the 

received inforn1at10n, the Ie chip 20 detern1ines that the session key has not been 

changed and uses the session key generated \vhen the first con1n1and is received to 

10 decode the conation results translnitted by the collation processor 60. On the other 

hand, in a case that the fingerprint infomlation X is included in the inforn1ation received 

frOtn the collation processor 60. the Ie chip 20 detennines that the session key has been 

changed, generates a new session key by using the received fingerprint infonl1ation X 

and the COtnlnon key 46 stored in the storage 40. and uses the newly generated session 

15 key to decrypt the encrypted collation results. 

In a case that the fingerprint infomlation X is included in the information 

received frmll the coUation processor 60~ the IC chip 20 updates update target biOlnetric 

authentication infornlation serving as a processing target vvhen the first conlllland is 

received, that is, the biometric authentication infonnation A, to the received fingerprint 

20 information X. i~t this tinle, the IC chip 20 nlay extract features such as feature 

quantities and feature points fron1 the fingerprint inforn1ation X at appropriate tillles~ and 

designate the extracted features as update target biOllletric authentication in1'orn1at10n. 

Next the Ie chip 20 executes cOllllnand processing corresponding to the 

cOtnnland received in the processing of 18 on the basis of the decrypted collation 

the .. u .... J'''.I..L.l. ... ~, a response, vvhich is a COlll111and processing 
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result to the tenninal device 100 via the ULL\RT 24 (step S336). 

] 0 is a diagrmn schenlaticaHy showing sequence processing illustrated in 

FIG. For exmnp1e, 'when the first cOlnlnand is received. in a case that a result of 

. conating each piece the bi01netric authentication infornlation A and the bion1etric 

5 authentication infolTI1ation B \vith the fingerprint infornlation acquired by the 

fingerprint sensor 50 in the collation processor 60 indicates that a score associated 'with 

the bio111etric authentication infonnation A is 70 or Inore and less than 90 and the score 

associated \\'ith the biolnetric authentication infornlation B is less than 70, the tenninal 

device 100 retrans111its a C0111nland for requesting personal authentication to the card 1 

10 because both the scores are less than the first threshold value Th 1 (=90) used to 

detennine that "personal authentication has succeeded." 

For exan1ple, \vhen the second conlnland is received, in a case that a result of 

conating each piece of the bionletric authentication infornlation A and the biOlnetric 

authentication inforn1ation B \vith the fingerprint infornlation X newly acquired by the 

fingerprint sensor 50 in the collation processor 60 indicates that a score associated with 

the biOlnetric authentication infof111ation A is Jess than 70 and the score associated \v1t11 

the bionletric authentication infonnation B is 90 or 1110re, it is detennined that "personal 

authentication has succeeded." In this case~ the biolnetric authentication infornlation .A 

of "vhich the score is less than 90 1n the first and second processes is updated to the 

20 fingerprint infornlation X. 

According to at least one enlbodilnent described above~ there are provided a 

con1n1cmicator (24) configured to c01nnumicate with a tenninal device (1 OO)~ a storage 

storing a plurality of pieces of biOlnetric authentication infor111ation (42)~ an acquirer 

(50) configured to acquire bion1etric inf01111ation (fingerprint 1nf01111ation) of a user: and 

configured to collate bio111etric ·"'-t·n."~·-:"L'-4.L .• VU acquired 
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acquirer \vith each of the plurality of pieces bionletric authentication infonnation 

stored in the storage in a case that a conlnland is received frOln the temlinal device 

through the conlnllmicator and update sonle the plurality of pieces of bio111etric 

authentication iniornlation stored in the storage to infonl1ation on the basis of the 

5 biolnetric infonnation acquired by the acquirer in accordance with collation results for 

the biolnetric authentication infOlmation, so that it is possible to ilnprove the accuracy of 

authentication using bionletric infornlation. 

For exalnple, when the pre-registered biOlnetric authentication infornlation and 

the acquired bionletric infornlation match to a certain extent in the first personal 

10 authentication but it is not possible to deternline that the personal authentication is 

successfuL the second person authentication is further perfonned. At this tilne, in a 

case that a degree of Inatching benveen the ne\v]y acquired bionletric infomlation and the 

pre-registered bionletric authentication infonnatiol1 is greater than or equal to the first 

threshold value Th 1, that is. in a case that the personal authentication succeeds. it is 

15 possible to perionn personal authentication in consideration of an influence of a change 

or the like in the skin due to aging or traunla because biOllletric authentication 

infonnation fDr which a person' s identity is likely to be confinned in the first personal 

authentication is updated to first acquired biolnetric infonnation. Because the biOlnetric 

authentication infonnation is updated at the appropriate tl111e in the operation process of 

20 the Ie card security can be ilnproved. 

Lt\.ccording to at least one enlbodilnent described above, because infonnation 

transnl1tted and received between the Ie chip 20 configured to itllp1ement the processor 

30 and the collation processor 60 is encrypted using a tenlporary session key, it is 

possible to inlprove security of data to be translnitted via a connection \vhich is 

physically LlUI..;J.'\.\.,U (the internal 
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i\ccording to at least one einbodiinent described above, because the sessionke~y 

used for encrypting information is generated using bionletric infomlation to be updated~ 

it is possible to further ilnprove security. 

above-described enlbodinlent can be represented as foHo\tvs. 

An integrated circuit card including: 

a comlnunicator configured to cOlnlnunicatc with a tenninal device~ 

a storage storing a plurality of pieces of bionletric authentication infomlation~ 

an acquircr configured to acquire bioll1ctric infonnation of a usee and 

a processor configured to execute a program stored in the storage, 

vvherein the processor is configured to execute a process of collating the 

biOlnetric infonnation acquired by the acquirer with each of the plurality of pieces of 

bio111etric authentication infonnation stored in the storage in a case that the 

comlnunicator receives a comlnand from the temlinal device and updating sonle of the 

plurality of pieces of bionletric authentication infonnation stored in the storage \vith 

15 infonnation on the basis of the bionletric infomlation acquired by the acquirer in 

accordance 'with conation results for the bionletric authentication infornlation by 

executing the progranl. 

While certain elnbodinlents have been described. these enlbodinlents have been 

presented by way of exatnple oniy, and are not intended to htntt the scope of the 

20 inventions. Indeed, the novel elnbodilnents described herein Inay be elnbodied in a 

variety of other [orn1s: furthennore, various olnissions, substitutions and changes in the 

fonn of the enlbodin1ents described herein Inay be lnade without departing from the spirit 

of the inventions. The accOlnpanying c1ailns and their equivalents are intended to cover 

such fonus or n10diflcations as would fall within the scope and spirit of the inventions. 



What is clainled is: 

1. i\..n integrated circuit card cOlnprising: 

a COiTIlnUnicator configured to cOlnlnunicate 'with a ternlinal device~ 

5 a storage storing a plurality of pieces of bionletric authentication infoffilation: 

an acquirer configured to acquire biOlnetric infornlation of a user: and 

a processor configured to coUate the hiOinetric infOt111ation acquired by the 

acquirer with each of the plurality of pieces ofbionletric authentication infonnation 

stored in the storage in a case that the communicator receives a cOtnmand frOtn the 

10 ternlinal device and update sanle of the plurality of pieces of bionletric authentication 

infonnation stored in the storage 'with infornlation on the basis of the biolnetric 

infornlation acquired by the acquirer in accordance with collation results for the 

bionletric authentication infonnatiol1. 

15 The integrated circuit card according to Clailn 1, wherein 

the processor is configured to: 

collate a first bio111etric infornlation acquired by the acquirer with each of the 

plurality of pieces of biometric authentication intornlation stored in the storage in a case 

that the cOnlnlllT11cator receives a first comnland frotn the tenninal device; 

20 store the first bi01netric infonnation into the storage in a case that a collation 

result a first biolnetric authentication inforn1ation of the plurality of pieces 

bionletric authentication infonnation for the first bi01netric infonnatlon does not satisfy a 

predeternlined condition: 

collate a second biOlnetric infonnation newly acquired by the acquirer with each 

authentication infiJnnation stored In a 



case that the cOlnlnunicator receives a second cOlnlnand from the tenninal device: 

update the first bionletric authentication infornlation with infornlation on the 

basis of the first bionletric infornlation stored in the storage in a case that a collation 

result of a second hiOlnetric authentication infornlation of the plurality of pieces 

5 biOlnetric authentication infornlation for the second biometric infornlation satisfies the 

predeternlined condition. 

3. A tnethod for controlling an integrated circuit card conlprising a processor~ a 

conl111unicator configured to comnlunicate \"jth a terminal device, a storage storing a 

1 0 plurality of pieces of biOI net ric authentication information, and an acquirer configured to 

acquire bionletric infornlation of a user, the nlethod conlprising: 

collating~ by the processor, the bioll1etric inforll1ation acquired by the acquirer 

,vith each of the plurality of pieces of biometric authentication infonl1ation stored in the 

storage in a case that the COlnlTIUnicator receives a comlnand from the telTIlinal device 

15 and updating sonle of the plurality of pieces ofbiOlTIetric authentication information 

stored in the storage to infornlution on the basis of the biOlnetric infonnation acquired by 

the acquirer in accordance \vith collation results for the biol11etric authentication 

infonnation. 

20 4. An integrated circuit card comprising: 

an acquirer configured to acquire biOlnetric infonnation of u user: 

an integrated circuit tTIodule including a C0l11111Unlcator configured to 

COlnlTIUnicate -with a ternlinal device~ a storage storing a plural.it)' pieces ofbiOlnetric 

authentication infol111ation, and a processor configured to collate the biOtnetric 

infonnation by the acquirer 
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authentication infornlatioll stored in the storage in a case that the cOlnIllunicator receives 

a C0111111and fron1 the terminal device and update sonle of the plural ity of pieces of 

bioll1etric authentication infonnation stored in the storage to infonnation on the basis of 

the bio111etric infornlation acquired by the acquirer in accordance \\lith collation resuhs 

5 for the biOlnetric authentication infonnation~ and 

a card base nlaterial in \vhich the acquirer and the integrated circuit module are 

ell1bedded. 

5. The integrated circuit card according to Clain1 \vherein 

10 hardware configured to perform a collation process anlong processes to be 

perfonned by the processor is provided outside the integrated circuit lllodule, and 

the acquirec the integrated circuit 1110dule, and the hardware are embedded in 

the card base ll1aterial. 

15 6. The integrated circuit card according to Clailn 5, wherein 

the integrated circuit nlodule is configured to encrypt first infonnation with a 

public key and transmit the encrypted first infbrnlation to the hardvvare, 

the hardware is configured to encrypt second infornlation vvith the public key 

and translnit the encrypted second infonnation to the integrated circuit tnodule, 

20 the integrated circuit nl0dule is configured to decode the second encrypted 

infonnation using the public key, and 

the hard\vare is configured to decode the first encrypted infonnation using the 

public key. 

7. integrated circuit card according to the integrated circuit 
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nl0dule and the hard'ware are configured to update the public key using the bionletric 

infornlation acquired by the acquirer. 


