1 A METHOD AND SYSTEM FOR VERIFYING THE IDENTITY OF A USER Field of the Invention The
present invention relates generally to face recognition systems 5 which identify a user by comparing an
image of the user's face taken when the user requests authorisation, with facial data stored in the system

during a process & MEE@%M&&M@MW sYgﬁ‘.'WM%JM&HWMI}S@Eeﬁtq%tion relates

to a face recognition system which reduces the amount of processing power required to recognise a
user's face. 10 Background to the Invention Passwords and identifications cards have long been
employed to mbiRIGRf IBeLWENIRR cted areas and systems. However, security breaches are

relatively common usinghesR 4 s inleRabHrERYES SIRRERARSRYV LR 1'|§aéégrlﬂﬁdﬁV§?i¢é|rﬁ@d
identifications cards can be misplaced or stolen resulting in unauthorised persons obtaining access. The

emergence’of bR EQYERL ALRGE RYERTPRA IR IBRISHRIS Yse BRIk RrIRNhe

conventional iderydy vegilieatiora MREiRESioRIONRHIGaelateTafUSOREY SIRlQBCad pharackigtigsavhich are
unique to an individual to 20 verify a person's identity. Suitable physiological characteristics include

fingerprints, harRIRsSH&H ePistoringditae S MithAbR iR e s NRyRaR A S Rty s a8 A ¢k s,

Although biomeiigesitRiaMe|BRE thed eve lisdaganpriheysatar Wiadlistiegt ssyanagmigitcenventional
security methods, that they are not readily appropriated by unauthorised users. 25 Facial recognition

systems generdMPERTHEY KRR ELHAIRINOS 8GQNUPS AdRE bR dB%Rasures certain facial characteristics

such as thgydistance between the eyes, the length of the nose, and the angle of the jaw, or the depth of
the eye sockets to create a unique "template". Using the template, the software compares the image
with a plurality j? RUAd 1o R LUERIIPR, the system 30 and produces a score that indicates a

measure of similarity bepreRdibe EnAVadeAtNBEIRING RIGBICThYI® a¥isgnadace np@yHan gystems is
the difficulty in co pensatingmfor changes in conditionsdsgch as Iighlt_'\rcl)%; face orientation and camera

angle. One medROWAIBREHGHY i fg@ﬁ,q{ggs and systems ever, security breaches

are relatively common using these types of security devices since passwords

15 can be revealed and identifications cards can be misplaced or stolen resulting in
unauthorised persons obtaining access.

The emergence of biometric systems has attempted to address some of
the problems inherent in conventional identity verification methods. Biometric
systems use physiological characteristics which are unique to an individual to

20 verify a person' s identity.  Suitable physiological characteristics include
fingerprints, hand geometry, iris or retinal patterns, facial features, signatures
and speech patterns. Although biometric systems have their own limitations
they offer the distinct advantage over conventional security methods, that they
are not readily appropriated by unauthorised users.

25 Facial recognition systems generally employ software that takes a facial
image and measures certain facial characteristics such as the distance between
the eyes, the length of the nose, and the angle of the jaw, or the depth of the
eye sockets to create a unique "template". Using the template, the software
compares the image with a plurality of human face images stored in the system

30 and produces a score that indicates a measure of similarity between the
images.

A particular problem with existing face recognition systems is the
difficulty in compensating for changes in conditions such as lighting, face
orientation and camera angle. One means of overcoming this difficulty has
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2 been to store a series of images for each registered user including all possible variations for lighting,
camera angle and face orientation. An example of suchpa system is described in WO 03/088132. The
system described automatically synthesizes a plurality of face prototypes which represent the

appearance of t(ReeN iR &1arRIE SRR LlidNaNsS JRNFBAR, reHRaLeExHResIRFIYdRE AlLROSEE Rations,

and the like. ThodagadHo Y RERIRIG, Senestioalier annbeis anentaBRaTRRRXY AL APYIEH face image
which is to be recognise_d or verified. Whilst theso%%pes of methods ameliorate the difficulties associated

with recognising ih@eseERAN IBoNHRIFHY O8R! 88st oFRRitY iR s serB_d4 e mRtEGHYN terms of

processing pOW@yrﬁﬂés{ﬁ@@‘é%[[ﬁ‘ﬁHW?Gf- fH&E B?@V&?ﬁégfﬁﬁ%rﬁé&@@@ﬁﬂﬁé%' Eéﬁ%@@@@d/ or
remote systems reqwnna@locallsed biometric authentification typically requires the face image to be

transmittecPovefaSRetiorieto XABVEr 1H9BHRAGaR8PAILRM st VRHQYSs S3RLBSHIA Satdihe fakkeh
systems are sugiriitalfotesthmbsal pkert the b BrReERsEatafdibreliaoe tafst RRRIRSIes dngluding the

difficulty that face recognition is not possible when client-server links are down. The discussion of the

background to tReMRAIRIh WML BecPRIERT iLAGSCIMRIPVBITNAIH IRPEFREROBISRE PR YRIIHR This is not

to be taken as a)yrhadmigrign syt hetsderialmesieres havesdRiissedskoeiatear patth of 20 the
common general knowledge as at the priority date of the claims. Summary of the Invention According to

an aspect of thd HrR8BIRINGL &R URETE YapHE LN AR A LOSTifintH L RYSIRMSorRdRdPas being
a user whegs registegedmiginibal freedesipgnitnes\diem dhtoadgeiegluding the following steps: (a)

capturing an image including the face of the user; éb) extracting one or more values, each value being

representative of a rediBR iRYSIAgE! (855 ESRETY AR SaFHEN PaRedal k095" 38R €omparing

the extracted valysewishrygluaagsiesiseadbioniethe Ranehieignivartigatany esdedvapne pieyiously
stored by the system and provided to the user durin a@&gocess of re is%erin%the user with the system;

wherein the useP1A#GE #2 FARTAHLR Q¥Rh 8 tdg FhI§eYer for comparison against

images stored in a database. Such systems are susceptible to the usual short

15  comings associated with reliance on networks including the difficulty that face
recognition is not possible when client-server links are down.

The discussion of the background to the invention included herein is

included to explain the context of the invention. This is not to be taken as an

admission that any of the materials referred to were published, known or part of

20 the common general knowledge as at the priority date of the claims.

Summary of the Invention
According to an aspect of the present invention, there is provided a
method of verifying the identity of a user as being a user who is registered with

25 aface recognition system, the method including the following steps:

(@) capturing an image including the face of the user;

(b) extracting one or more values, each value being representative of
a region in the image;

(c) presenting the extracted values to the user;

30 (d)  comparing the extracted values with values corresponding to the
same region or regions of the image previously stored by the system and
provided to the user during a process of registering the user with the system;

wherein the user initiates the comparison when the extracted values
presented to the user correspond to the stored values provided to the user
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presented to the user correspond to the stored values provided to the user 3 during the registration
process and wherein matching of the extracted values avith the stored values verifies the identity of the
user as being registered with the system. In one particular form of the invention, more than one value is

extracted 5 frofdUiiBee tiresil RIEAMRIPERS Tl WhETRI UBaishing ot dhaosrsadieshvR!usdracted

value with the c@fifrsipRNEIBELaIAd NSRS MA BRI eNtiiieIsEtive %h@die@ﬁemarwman one
value is extracted from more than one region of the image and the user is required to concurrently match

each extracted PRIS¥SAM the corresponding stored value. 10 The method may further include the step of

issuing the registered ysynavibaaid ABFMAPIR LSRR §SAERARIID MESFBRIRAING HeeVaais It RERSESS,
wherein the encrypted smart card stores the one or more values extracted during the re%istration

process which fE¥8 HYE [BaR e KoiAR ot nagraneEihe MerkisiraHE]d {Rde39BRaRbrder for

the identity of thextteetars adr@sipiadihe usatéashuaitiestori@Viging thameegistgrephiesersivih an
encrypted smart card avoids the need to store the values associated with each registered user within the

system. In one SHAIOGNENRTRPRITPRRN IR ENDIRINBS AR FB R TR ARAA UBISIPFAIIEE #¥he or

more regions ofiEpdisess thee im iR irnagetHs anheas 284amedfitheciivaitiontyhengdiesaerespond to
mean brightness values of one or more regions of the users face in the image. In yet another embodiment

of the inventiorPH@ER &S LR ARG COTRSPBANASIRIRANRIEST one or more regions of the users
face in the gmage. It is ThbansHeseRS thathmwibrowinesaep darivedifidstnet isyperasy selang as

they are derived in the same 25 manner during the re%strat,ion and recognition phases to enable an

accurate compiEbANSRERIRES ML GREHRPSr CRE'RIBURALIR LRGISHT R RIFGESHANRRI PR step of

transmitting thetifaagRcf Brodesmaessaide stiycamhbesmeverifingdras\eging araisery aidhthersystem to
an auxiliary biometric system. The metgj%% of the 30 present inve&tion may be used to provide pre

processing of fAGEISHAHRN JREQCRSS W HERiARE DidPn O I STRBHL [h HE USSR HBHEPPAUE M cognition

presentations to the system in order for the identity of the user as a registered

15  user to be verified. Providing the registered users with an encrypted smart card
avoids the need to store the values associated with each registered user within
the system.

In one embodiment of the invention, the values correspond to mean
colour values of one or more regions of the users face in the image. In another

20 form of the invention, the values correspond to mean brightness values of one
or more regions of the users face in the image. In yet another embodiment of
the invention, the values correspond to mean grey level values of one or more
regions of the users face in the image. It is to be understood that how the
values are derived it is not important so long as they are derived in the same

25 manner during the registration and recognition phases to enable an accurate
comparison to take place.

The method of the present invention may further include the step of
transmitting the image of a user whose identity has been verified as being
registered with the system to an auxiliary biometric system. The method of the

30 present invention may be used to provide pre processing of facial image data
for an auxiliary biometric system such as a conventional face recognition

system to minimise processing time for the auxiliary biometric system.
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system to minimise processing time for the auxiliary biometric system. 510 4 According to another
aspect of the present invention, there is provided a metjod of verifying the identity of a user as being a
user who is registered with a face recognition system, the method including the following steps: (a) on a

first presentation of thd"GSEFIhEPTAROTRRIOBPRR Sfd8sPrepeidavandian: fRatk ihBRYidgeha face of

the user; (i) extrastHEHOSIEVRFIFPRIG fRIUBENRACBIVRIUS YBDL SRR S BREHINA @& regiBrEdthAtinage; (iii)
storing the extracted values in storage means associated with the system; (iv) presenting the extracted

values to the us@fa@s) Kiraay apSYGiRM: HresBrtarshint itingtiadtRWaESERS nition system: (i)

capturing an image inc(igping Snefest PR NERIO M D EHEAGEEOO IR AT TR M gagBtepue being 15
representative of a region in the image; (iii) presenting the extracted values to the user to assist the user

in recreating the stored value8) (iv) CHRBERIHARBRIRRSMAINGED G idcd e dfpdiPeRiues corresponding

to the same region or regions(pf the éxpatiy WheseinEherdsas injiatrRs thecgemparigas whemghe
extracted values presented to the user correspond the stored values provided to the user during the

registration process arl§RVRERSIRINE N RGRF LR HH8 MHR0%aIues with the stored values verifies the
identity of the user as being rggjstergtbiiiy the exfiaftedvaNeseiRaitisrdgs faienns thedpwriEan, more
than one value is extracted from more than one region of the image and the user is required to match
each extracted value With the S¥7€%Ponding stored value one at a time. In an  alternative embodiment,

more thangne value is extraqigyl froprdBversitigan®esiresisn |t ifvapbe aserthe user is required to

concurrently match each , -
(b) on any subsequent presentation of the user to the face recognition

system:
(i) capturing an image including the face of the user;
(i) extracting one or more values, each value being
15 representative of a region in the image;

(iii)  presenting the extracted values to the user to assist the
user in recreating the stored values;

(iv)  comparing the extracted values with the stored values
corresponding to the same region or regions of the image;

20 wherein the user initiates the comparison when the extracted values
presented to the user correspond the stored values provided to the user during
the registration process and wherein matching of the extracted values with the
stored values verifies the identity of the user as being registered with the
system.

25 In one particular form of the invention, more than one value is extracted
from more than one region of the image and the user is required to match each
extracted value with the corresponding stored value one at a time. In an
alternative embodiment, more than one value is extracted from more than one
region of the image and the user is required to concurrently match each

30 extracted value with the corresponding stored value.

The method may further include the step of issuing the registered user
with an encrypted smart card upon completing the registration process, wherein
the encrypted smart card stores the one or more values extracted during the
registration process which need to be recreated by the user on subsequent
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30 extracted value with the corresponding stored value. The method may further include the step of
issuing the registered user with an encrypted smart cagl upon completing the registration process,
wherein the encrypted smart card stores the one or more values extracted during the registration
process which RS€88B!BEARS0a1BE BYIRLELPHEFE(RsdeRdAeity sHifaiRfTsad thecgiteiadn order
for the identity qfdBptd3ss a8 r@igrpistered user to be verified. In one embodiment of the invention, the
values correspond to mean colour values of one or more regions of the users face in the image. In

another 5 form of the V&R0 R BROIMARY b MRy iR atBriRRSCOLIBERMD R dPRle regions

of the users facgdptiia/inageotbiet NRIbRY RPRAAMEHOLIJBRIENTPthémeeessarsarand to
mean grey level values of one or more regions of the users face in the image. The method of the present

invention may fiPRROh eI YREURE, tie MRlresPRtRRPARIIt gIeaR abﬂggiw&\éai'&'@ﬁtiﬂﬁ RAS been

verified as beingregirterediyrit shensy sissrstesaa miHianmigaIeticysipmhR e iipgifReRt sinother
aspect of the present invention, there is provided a face recognition system for verifying the identity of a

user as being alNRIVENYE rBRAGLBHRATISSROREL IR, MERIAEYLE S YAlHRE Y CASRiHYSvice for

capturing an imagisidng!edlifte theefagacef ia uselintBhan extraction component for extracting one or more
values from the image, each value being representative of a region in the image; (c) storage means for

storing the one or mord B&RGERYafie e ssptHEVRIoR Jieyr JiiftehinslidenihRiSiER ddback

componentgfor pranishilgitie exrasiagevalues teénewHsek tarsfist thay asisiereenirel Ingeaseansing the
stored values; (eé a comparator for comparing the stared values with the extracted values, the

comparator beit§IRBIEY BIHBG SKPIRAEIP AR AU ARPIRRIE Y Bieented to the user correspond

the stored values providggbi@iig yseyetrmoting registetiast pasepresdst (fhaerardicatinareongponent for
verifying the identit ,8ft Pser as " . . : .
provide ace recognition system for verifying the identity of a user as being a

e
a
user who is registered with the system, including:
15 (@) an image capturing device for capturing an image including the
face of a user;
(b)  an extraction component for extracting one or more values from
the image, each value being representative of a region in the image;
(c) storage means for storing the one or more extracted values when
20 the user registers with the system;
(d) a feedback component for providing the extracted values to the
user to assist the registered user in recreating the stored values;
(e) a comparator for comparing the stored values with the extracted
values, the comparator being invoked by the user when the extracted values
25 presented to the user correspond the stored values provided to the user during
the registration process; and
(f) a verification component for verifying the identity of the user as
being registered with the system if the extracted values match the stored
values.
30 In one embodiment of the invention, the feedback component includes a
display component for providing feedback to the user in visual form. In another
embodiment, the feedback component includes an audio component for

providing feedback to the user in audio form.
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being registered with the system if the extracted values match the stored values. 30 In one embodiment
of the invention, the feedback component includes a digplay component for providing feedback to the
user in visual form. In another embodiment, the feedback component includes an audio component for

providing feedback to theSus8YHeRudiB R miUBheheiBGlER niay fARABHHHNIICR RGN sidar

component for tf@?%ﬁﬂﬂﬂﬂgt@ﬁé%%é’f@ Usisshagaddentiuhiag Pran wesHedasiting agigiered with
the system to an auxiliary biometric system. In another embodiment, the storage means includes an

encrypted smarfCSiBIHERMiNyASSYRE B IASHR IENHAT L RIRIPRIHHSYPIE e process of registering the
user with the system. Ifris;ApMErastaaRiPhéie, RFRSSBYEHEABah GIBE R RERBIIEAY SYSHeM

provides low memory device that is capable of accurately identifying a user who is registered with the
system. 109t is SAGHRP A IAEGE DL BIBIE U R &GS IR R a0 rRERSHEN SRIRIRTIAAD method
to ameliorate safe Adhqmroledistaherent in convention face recognition systems by prompting the
user to recreate the conditions under which the users face was captured and registered with the face

recognition system. 18! 113s §&t 3AANRRIInIRGe IEERNbriEvER Nl RN thE JRAAIELSISN IR face
recognition systgyataii gy dvidid e faidatas ad niematiciauhsatiicatier canstigyarraamiaiegta the home

market. Brief description of the Drawings 20 The invention will now be described in further detail by

reference to theY SEaWROJIFEAIRIGEEHIALRG BYetfPre forms of the invention. Itis to be understood that

the particylgrity of the g¢raydngsHéeerinahtfpetiane hesepnaiabitiohthe o aeedite desedpithof the
invention. In the drawingls?:ﬁFrrigure 1 is a schematic drawigg of an image of a users face. 25 Fi%l#]re 2isa

flow chart of theS§ro2Es Giefig 8RR FEBQ ML BERARIGMSySlarreRL B ARy Y
embodiment of theepreseghiiyersieiemig BIestdenp s eRatissh ayiagrehrntiBagmaltiosry srfgee showing
three which the users face was captured and registered with the face recognition
system.
15 It is yet another advantage of the present invention, to provide a low cost
face recognition system which is suitable for localised biometric authentification

and is accessible to the home market.

Brief description of the Drawings

20 The invention will now be described in further detail by reference to the
attached drawings illustrating example forms of the invention. It is to be
understood that the particularity of the drawings does not supersede the
generality of the preceding description of the invention. In the drawings:

Figure 1 is a schematic drawing of an image of a users face.

25 Figure 2 is a flow chart of the process of registering a user with the face
recognition system according to an embodiment of the present invention.

Figure 3 is a schematic drawing of an image of user’s face showing three
regions which are used to extract facial data values according to an
embodiment of the present invention.

30 Figure 4 is a flow chart of the process of verifying the identity of a user as
being a user who is registered with the face recognition system according to an
embodiment of the present invention.

Figure 5 is a schematic drawing showing the image capturing device and
feedback component according to an embodiment of the present invention.
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regions which are used to extract facial data values according to an embodiment of the present invention.
30 Figure 4 is a flow chart of the process of verifying the identity of a user as being a user who is
registered with the face recognition system according to an embodiment of the present invention. Figure

5 is a schematic drawifi@4FRRilyareieasdic asaning abowidiierdBanssfeabHhins eRYsecading to an

embodiment of tBgJHEERROMPIMHIN- akchigE 1B i frdesnatisdirayyinersheWREE iIMRBIGAPTUring
device and feedback component according to another embodiment of the present invention. Detailed

Description 5 Referring firstly to Figure 1, the face recognition system of the present invention is adapted
to identify and divéipgléanDeseapirsies 10 having two eyes 12, a nose 14 and a mouth 16. Since human
facial characteristics are unique to a particular individual they are apt for analysis by security devices

which verify and auth&MRIEAIE HESHYAR faigtiB) . luiRefAeen PSRRI BRthRIFIC B Qlrife1 B8y SRims,
systems based pRda¢e nasipschRvRIdheifpdiminidigarbaisth ey Mneidesivivenamnphwdca)egntact or

effort on the part of the user such as for instance providing a finger print, a retinal scan or a si?nature.

Referring now td FiGUrese dfrany 2 nRdBs!6r redfisieAtiemandatial elaraeissintitd 1§ Sif & Bser aligns
his or her face 10 ydticulaimAagr icriiUiHRY éﬁeCH?MW@ﬂ@r@%%“EW%@éUﬁW%M@&dWiéHW@i@XS face to
e wit

be captured by a digital camera 20. Other types of image capturing devices suitable for us the

present inventid A cRISBSAUEB I Bam eSS hra S Hme B TR SRR RRIFC v affL e
extracted fipm thpsternge ofshamiisers dacer2aadratedritmd v SHER sgetmaameg4isuch as an

integral registered user 20 database or a periEheraI storage means such as an encrypted smart card to

be carried by PGB PP HRRA}ISE BFRINE SNl RALOEIHE Y8 RN IhaSnige

corresponds to mgeiticsiproading affthgdrysrian @estital Asasherd éiyhigure 3, in one embodiment of the
invention, values are eétgrg%:ted from within three_25 regions indicated as a,boundingpr ciﬁ%%Ie for the eye

region 28, a bounding TECEANAREIBMAR R $eRidtEBRAPLIES T JTERLAGR @fifregion

recognition system, a user aligns his or her face 10 with an image capturing

15 device 18 and allows an image including the user’s face to be captured by a
digital camera 20. Other types of image capturing devices suitable for use with
the present invention include video cameras, infra-red cameras and the like.
One or more values are extracted from the image of the user’s face 22 and are
stored by a suitable storage means 24 such as an integral registered user

20 database or a peripheral storage means such as an encrypted smart card to be
carried by the registered user.

Referring now to Figure 3, each value extracted from the image
corresponds to a particular region of the human face 10. As shown in Figure 3,
in one embodiment of the invention, values are extracted from within three

25 regions indicated as a bounding rectangle for the eye region 28, a bounding
rectangle for the nose region 30 and a bounding rectangle for the mouth region
32.
The extracted values correspond to a mean value representative of the
accumulated charge recorded by the digital camera for the particular region.
30 The mean values may, for example, be derived from the mean colour values of
the different regions of the human face, mean brightness values or mean grey
level values of one or more regions of the users face in the image. The type of

values that the extracted values correspond to is not in itself important so long
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32. The extracted values correspond to a mean value representative of the accumulated charge recorded
by the digital camera for the particular region. 30 The mgan values may, for example, be derived from the
mean colour values of the different regions of the human face, mean brightness values or mean grey

level values of G BEnfirbaeigenebiencansErsnand ifPtiBansaiae TYRIUGpYBE VhiIlieg hathnd@xtracted

values corresporghietistiopf phiselbimoreeadiiselshtG s dnftiextigd. values correspond to the same
value type during both the registration phase and the subsequent recognition (ﬁgase. Referring again to

Figure 2, once the extracfef g RaHhR Bk Rreach B RdIetsh 1y ean dmumbeeREYRRed values

are presented tgnthe awbiereeisirRie chis@urb 2Ehenegiripsadvargsdsdnstpietrchiedaith@y@lues in his
or her memory to enable the values to be recreated by the user upon any subsequent presentation to the

system when adEESIRIeAHSEiRion RESIRUPIEIRH tHeGk (i dsFEHAleE IRE NG R oR P RiBLURISA, when a

registered user gregentminibg faseeAQuiecaEsianastebiorueriigRiid B R Reregiste(gibHsgh g4, the
registered user must recreate the values stored by the system during the registration phase in order to

gain access to HEPSRILANHIRREUFN0L 1R JRSG 2HEH PreBRMAGAESS Ak YLECIPAIO M $eE8hhition

system, an imagy ipudiatBiedasseef the user is once again captured by the digital camera 36. A
predetermined number of 15 values corresponding to the values which were stored during the registration

phase are extracted 383E RS TR & WDETR ABASIRIEH HSRE M SR iR LG dBaHAcR
componeniomayéeelyiricndispiRmMBEN Sravisesvisal ieqekaek tashe 3semerapstiteddsan audio

component which provides the user with audio feedback. 20 If the user recognises the one or more

values as correSPONdIRGRARIEE VAESHRIYPSHRYWAS SRS dUaNe HEmisH SRHMPERSS With the

system, the useriiitiateg@caBRasisen hetkgstsaienDeirthe axpestedysiiaowiprecuestistotgd by the
system 42 during the registration phase. The user mpart\é for example invgike the system's comparator by
.

pressing an ACEERFRUILIEHARE BCRIRHABEKRIF TR 1AL & SaclAHiRe e darmh 85 &G el by the

system, then s once again captured by the digital camera 36. A predetermined number of

15  values corresponding to the values which were stored during the registration
phase are extracted 38 and presented to the user via a feedback component
40. The feedback component may include a display which provides visual
feedback to the user, or may include an audio component which provides the
user with audio feedback.

20 If the user recognises the one or more values as corresponding to those
which he or she was prompted to remember on registering with the system, the
user initiates a comparison by the system of the extracted values with values
stored by the system 42 during the registration phase. The user may for
example invoke the system’s comparator by pressing an ACCEPT button on the

25 control panel. If the extracted values match those stored by the system, then
the identity of the user will be verified as a registered user 48 and access or
authorisation is granted 50.

If the user does not recognise the one or more values as corresponding
to the values which the user has retained in his or her memory from the

30 registration phase, then the user must adjust his or her pose 46, for example to
allow more or less light to fall on the user’s face in an attempt to recreate the
values which were stored in the system during the registration phase. The user
may have a number of attempts at recreating the stored values so long as the
user does not invoke the comparator before the user is confident that the values
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the identity of the user will be verified as a registered user 48 and access or authorisation is granted 50.
If the user does not recognise the one or more values ag corresponding to the values which the user has
retained in his or her memory from the 30 registration phase, then the user must adjust his or her pose

46, for exampleREPERNEFh P BRISSIFRIESRPBA it I1aSes §iRketh By R mpeiRmeeieiie (e values

which were storgghistthagory pieaaéluring the registration phase. The user may have a number of attempts
at recreating the stored values so long as the user does not invoke the comparator before the user is

confident that the valud$'e fepEBaGte FRTPRNGS r othss 18R 16 SRS raYSHy thE&)sRIAVlRIng the

registration phaggeddikeedbiek crePanensehihpface repRondIbarRiesBAHRIRVIESU Eedback to the
user in visual form. The feedback component could, for 5 example, take the form of an LCD display or an

LED display. HE¥&UMR 6 iaks B@%fﬂf@?s%@cﬁ‘th%ﬁ'?ﬁ@%§%{ﬁ@r#§@éj'§€ﬁ¥ysﬁ%@’ Riayl b® Witable,

depending on ﬂlﬁﬁ@ﬁcﬁé’@té@mFl'ﬁé’it)’r@frﬁéﬁo%@t%ﬂfbr'ﬁ@ﬁvéir@ﬁ’éﬂlﬁ%“'ﬁ%e@ ifrnﬁSEfBéal%@ﬁBBIéhe visual
display not be visible tg unauthorised persons. Therefore, it is desirable to have some sart of visual

shield associatétPRARANG 27 A RIFSABRSERERIR L Ee RRISTimAgd RIS B Se&iteti i€ able to

view the valuespseatiglsié bintie fegdbiaciaic Nhobimdasivibets thedeashaskd cpergensnt
provides audio tfeedback to the user, it is desirable that the audiq feedback be transmitted to the user via

an earpiece or thBSIIRIOR {hif ARSiFRRIHIR LR SR SRiBfevisuRpaRIRlF RRssiRIGE MY MRy to
Figure 5, tee daiprsySit, 5653 CAEIRINBBOWMRSES Akl 1928 BRan chsreacsubldatediby the digital

camera within a_region of the yser's face indicated by the bounding rectangle for the eye region 28, the

bounding rectarife YBIUAR NOMARY BK B SFRAPRE I ATERRY RtamifB W NGRS RS d§RFPISKas shown
in Figure 3) are gypasiniedipibeidsernmin 20adpsikdiapipy eReFhe doiaticanierthar indesitirned
ted values 54, 56, 58 provide the user with an indicator as to

directly above the djspl 60. The extra
oo o o ot R DR ARSI o oS8T i A SHRIECEFEATA IHE oo R NG e

registration phaggedback will not be audible to a passer by.

15 Referring now to Figure 5, three values 54, 56, 58 corresponding
respectively to a mean charge accumulated by the digital camera within a
region of the user’s face indicated by the bounding rectangle for the eye region
28, the bounding rectangle for the nose region 30 and the bounding rectangle
for the mouth region 32 (as shown in Figure 3) are presented to the user on a

20 visual display 60. The digital camera 62 is positioned directly above the display
60. The extracted values 54, 56, 58 provide the user with an indicator as to
how near or far the user is from recreating the values that have were stored in
the system during the registration phase.

For the sake of simplicity consider an example where only a single value

25 is extracted from the digital image and a value of 123 is stored during the
registration phase or a particular registered user. During a subsequent
recognition process, the user is presented with the value 101 which indicates to
the user that his or her pose needs to be adjusted to allow more or less light to
fall onto his or her face until the value of 123 is recreated. Once the value 123

30 is presented to the user, the user initiates a comparison by pressing an
ACCEPT key on the control panel to signal to the system that the user believes
that the displayed value is the value which corresponds to that stored during the

registration process.
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For the sake of simplicity consider an example where only a single value 25 is extracted from the digital
image and a value of 123 is stored during the registratign phase or a particular registered user. During a
subsequent recognitionoprocess, the user is presented with the value 101 which indicates to the user

that his or her pose nebd8oUse LRI PideMIsHR TR reser 12t Rt BPefiYntBehR e MllcBQntil the

value of _123 is nacsqpiRg: PUaRIESI VA4t B iﬁa@fééﬁéﬁ% %%ﬂh%éé@éstﬂ? M@éﬁ@i@?ﬁ‘??‘lﬁtﬁ@mpafison
by pressing an ACCEPT key an the control panel to signal to the system that the user believes that the

displayed valueG8THRA{AIRE WHRYPESHYPBRIE I ISR 6t RBIRINY RIESRESRIr iRidhDreeekstN€o I the
user is not a regigieeshl WiPTa kY RDIBIAHOMBAITEEIMHIRAENAW HascswHua el ha%mushbe

recreated to gain access to the system. |f the comparator is invoked whilst an incorrect value is

y
presented B th&OWE IRRSYSSMBnSRHNEIRE PR HMEKRes to lock out the impostor such as

shutting 5 down the sygieshe IHN@RE AR AT @R eV BaER Wﬁg@‘ﬁr\@b\%%ﬁt@tﬁ@@ﬁémm each
image and presented of the user as the "key", the number of possible values will be relativelé/ small, i.e.

256 possible valiB5aFHBRAERY, dEiSeRHMBLPiHRORYBIS VAR I RRRIaIINGY smathiie t63Rcrease
the number of vghRaRxiiRtRS o THEre s rBotRpifitiNg WL 8ran IsVBP Fok B gHRs sdhgiRITactyalues or

combination of values which will unlock the sgstem. As the number of values is increased, the level of

security of the SFRSERPIRIRISEESE B RHDCESE HlugsceX IR iodRrke Mg el g &L re 2563

(16,777,2316) pogsiepciien GeNgiBssong BkE NaNeessibleotiaatiBPeFtaalods easichesinrrect
value combination to be recreated to gain 15 access to the system. The higher the number of values

extracted from SHRCKIBGSYS 8 e HEHM MHBRGE QL ¥alEPalS L earetlighe: 'FYeleRiePEEYER rity.

However, by ingspasing thiemunires by auesniralamberomies e, diffichicoihemeisipiribyser to

recreate the valyes during the,recognition phase.. Therefore, a balance needs to be reached between the
Coarty lovel PEGEER 116 S D BRI Ha Lo PO ~Ragk 9 LRI B ore, 1 <

to be understoofbalsn MY IEOIBLEssEIBIeNdayrERl WisRUBOHENDIASTIce &M réeieiHmednegento be
proficient gli %recgec%t(ia% t%emgllé?/sst%%i.ng The higher the number of values extracted from each
image to be recreated when requesting access, the higher the level of security.
However, by increasing the number of values, it also becomes more
difficult for the registered user to recreate the values during the recognition
phase. Therefore, a balance needs to be reached between the security level

20 required and the ease of recreating the stored values or “key” for registered
users. It is to be understood also that a registered user may require some
practice and/or training in order to be proficient at recreating the values during
the recognition phase.

Another option for increasing the level of security of the system which is

25 preset, for example, to extract three values, is by requiring that a registered
user concurrently match the three values with the stored values by at the same
time. It is more difficult for the registered user to recreate two or three values
simultaneously, than it is for the registered user to match the same number of
values one at a time.

30 Referring now to Figure 6, it has been envisaged that due to the difficulty
that some individuals may have in remembering a combination of number
values to be recreated to gain access to the system, the values or
predetermined ranges of values could be represented by appropriate symbols
or icons if these are more likely to be remembered by the registered user.
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the recognition phase. Another option for increasing the level of security of the system which is 25 preset,
for example, to extract three values, is by requiring that q registered user concurrently match the three
values with the stored values by at the same time. It is more difficult for the re[%istered user to recreate

two or three val(d8raaHVRNnd6 R AP IR YoPkHBS el RYerdacu¥alURssRkH the YaRriaiamBEPof values
one at a time. 3RfEHSRARNNALP FAOBER iBr itdtamhbaribeRYIpagRIbat. dusuithberdiffieylsy dhghsome

individuals may have in remembering a combination of number values to be recreated to gain access to
the system, the REAGBSSort S &R AN QTRNYRETST YRGB ELARBE 1@ pRESENRYIAUSHIRG iR symbols
or icons if thesergiiergrarpdiiabyfo be remembered by the registered user. 11 Alternatively, to aid in
memory of the "key", the values could be translated into letters which may be easier for the user to

remember. During the RIFSriiS AR I 'g5emh Al 1B MRIRes HisSirard RieiD Raking,
adjusting his or Jagk frgRdirBBIOhe\INEs i&igrattegsenirtiriamagediitcneiieddissleast rtein that

the user remember the values extracted from the image of the user's face captured during the

registration phadfie fhée redisiiation HRaSH aRrRkR JEI9IPHRMSY slenhiARYATSREFS W& urity

factors. For instgreadBe asansrifust incakieatiesanedskinteneadispdee thdrgssesuitidfastor and
the value 10 combination or "key" provides a second security factor. Even if the user were to reveal his or

her "key" to a néFCRIHBAEEED AN ST IRNIRSIPIRXIAR R LHRGtSERYEY piasi \ddtBe MW recreate

the values grhichomawilsbgitanbrhike Pr HRfVRESS SSIOChIRISYSERIMP S4REoP ORATE IRONSeWepditbent, the
system includes three levels of security. That is, 15 the face, the "key" remembered by the user and the

encrypted secuffey PR ISl 1o B U rAvARA sacHFggr{ﬁ%qJé%ﬁ'r§%Qey‘t. KoMRIkeSh e MRy and

security pass weraptRyiisstto s oinavBuNiisss aBKrsan. btssuiéehcthalibe whrihRosRH genison would
be able to recreate the values or vectors which EIQUM rant him or her access to the system being
t

protected. 20 A UZHHdAeh AckRTRAGN BYS'SJRBRNG HERIBAIEENt invention is that the

In one embodiment, the system includes three levels of security. That is,

15 the face, the “key” remembered by the user and the encrypted security pass
provided to the user which stores the user’s “key”. Again even if the “key” and
security pass were provided to an unauthorised person, it is unlikely that the
unauthorised person would be able to recreate the values or vectors which
would grant him or her access to the system being protected.

20 A significant advantage of the system of the present invention is that the
memory storage capacity required to operate the system is minimal in
comparison to existing biometric face recognition systems. This is owing to the
fact that it is not necessary to store the images of the faces of registered users,
but rather just the one or more extracted values or vectors for each user

25 registered with a system. In one embodiment of the invention, the values are
stored in an encrypted smart card to be carried by the registered user. In
another embodiment, the values are stored in the localised flash memory of the
device for which the face recognition system is moderating access.

It is considered that public acceptance of facial biometric systems could

30 be enhanced if the public were assured that the systems are effective and
reliable. The system of the present invention can be guaranteed to be effective
if it is used correctly. Responsibility for correct operation of the system lies with
the user rather than an unintelligent machine. It is a particular advantage of the
system of the present invention that the system does not store any images of
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memory storage capacity required to operate the system is minimal in comparison to existing biometric
face recognition systems. This is owing to the fact thatjiy is not necessary to store the images of the faces
of registered users, but rather just the one or more extracted values or vectors for each user 25

registered with $'6y8&8h. I BiseaPBSdiife MBRFOh PENVAGH, BrUGSI ISR SaevEliPERRERES pted

smart card to bergaifigd biithe 'SaiHiREEdASEl- BloRRatherssteaitimens theyaluggiye daredi the
localised flash memory of the device for which the face recognition system is moderating access. It is

considered that IR Ae HePR 6k fadivhiokedtriv aYeRnts B obR) PI0\iEesh RAnBed$eihSIRNC were
assured that thesesRiesiAEewitiesiuesyar reliabie Eha SrveaLOidheRBS ¥R ateas Ba

guaranteed to be effective If it is used correctly. Responsibility for correct operation of the system lies

with the user rdtR8HIRSHSES RRFRANgEAY I LRRIE. f ID'aSKaRIcAIAPERBIRAJeser héac§ R BaiMthe
present inventiogtagdhe Syriesysiers nalistaee asyidersesuebrlAohe Heermalks mwigpiba ismact of

privacy issues due to security breaches. Finally, unlike existing facial biometric systems, the "key" values
can be change8NPREYHUS QERPKAPEvalues can be provided by a user simply reregistering with the

system. This is in contrag teyexsHNr e eRsSswheifamborn AL Rliseerogssapsividtioieaind imask of a

registered user's face to ?ain access to the system, but the registered user does not have the option of

changing his or PRAIEEM h§WRRE: B thdeHEESnSHEBN S FRNIEmISERIARRRcAMBIRE ahg e
particularlyGuitabledereevieancsriaeh assnaiiialerheres Waisbidavel Hirsregeiedcagrmmgioor

security access panels and other, devices r_e(%ering localised biometric authentication. [n particular, it is

envisaged that REAISERLBRSGS FETRARLEEBHRe RAMIGHRE BrissERYIRIERETANIA TPV Rem may
have particular patesgal ifolesfeinge SeedbtenaibethEipadyeittisriocheiomdeistand aitameneay higher

level of security is 15 reclglif:ed, the sh{%{em of the present invention can be used as a pre processing

system for highSRIR EASHSHEHRAUEBHANTHIRA MRS SAGHE¥BaH S time by transmitting the image of a
user whose identity hagihggy) Veniéied asebaingeesteodf thatuiitrofusegh eedisiered it thgysystem to an
auxiliary fa%e recognition ) , )
1 req%lred, the system of the present invention can be used as a pre processing
system for higher level biometric security devices to cut processing time by
transmitting the image of a user whose identity has been verified as being one
of a plurality of users registered with the system to an auxiliary face recognition
system.
20 It is to be understood that various additions, alterations and/or
modifications may be made to the parts previously described without departing

from the ambit of the invention.
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system. 20 It is to be understood that various additions, alterations and/or modifications may be made to
the parts previously described without departing from the ambit of the invention. 13 Claims The claims
defining the invention are as follows: 1 . A method of verifying the identity of a user as being a user who is
5 registered witClaims recognition system, the method including the following steps: (a) capturing an

image includingtthe g defniAerHERKERIINGRNEsToINE: values, each value being representative
of aregion in the image; 10 (c) presenting the extracted values to the user; (d) comparing the extracted

values with values corresponding to the same region or regions of the image previously stored by the
system and proyided i thRyRY @‘ﬂ”\?@riﬂlﬁ’@cﬁfé Ri‘éﬁ’ﬁlﬂ)?t@‘ﬁr@ hserses ‘M@ih@eaSY@@ﬂWWBei@in the
user initiates the comparison when the extracted values 15 presented to the user correspond to the
stored valus pfEHGET e MR fags i FREARNIESTS FXBIThrae SO ENP IRt hIA Rt iOs O ¥R xtracted
values with thegitgsed values verifies the identity of the user as being registered with the system. 20 2. A
method according to claim 1, wherein more than one value is extracted from more than one region of the

image and the user is f&QuiretRRI WGBTS IRsiiNge [RRA RidNSHE-Bonding stored value one at
a time. 3. A method acggrding & &Qint brgher eib rAAraI tRAN EAEhVRIEd DeifitRrspfe 2oniaamsre than

one region of the image and the user is required to concurrently match each extracted value with the
corresponding ARYVAINE"E. INR¥Ethod according to claim 1, further including the step of issuing the

registeredjgser with an@ncrypiedsimiat gaskeupacteavaledsadhrgegistration 30 process, wherein the
encrypted smart card stqres the one or more values extracted dyring the re istratioqr}lq@qocess which need

to be recreated by the (Her diPSURRARAILAE FELERTEGR IS S ILYfaIER SRIEFSBPRMNRIdALY%f the user

same region or regions of the image previously stored by the system and
provided to the user during a process of registering the user with the system;
wherein the user initiates the comparison when the extracted values
15 presented to the user correspond to the stored values provided to the user
during the registration process and wherein matching of the extracted values
with the stored values verifies the identity of the user as being registered with
the system.

20 2. A method according to claim 1, wherein more than one value is extracted
from more than one region of the image and the user is required to match each
extracted value with the corresponding stored value one at a time.

3. A method according to claim 1, wherein more than one value is extracted
25 from more than one region of the image and the user is required to concurrently
match each extracted value with the corresponding stored value.

4. A method according to claim 1, further including the step of issuing the
registered user with an encrypted smart card upon completing the registration
30 process, wherein the encrypted smart card stores the one or more values
extracted during the registration process which need to be recreated by the user
on subsequent presentations to the system in order for the identity of the user

as a registered user to be verified.
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as a registered user to be verified. 14 5. A method according to claim 1, wherein each value
corresponds to a mean of the colour values detected fpj a region in the image. 6. A method according to
claim 1, wherein each value corresponds to a 5 mean of the brightness values detected for a region of

the image. 7. A Rrethod JOEIRAA PEFErINGL I REEH La¥otRie B8RBSYRIHBSBEETRERADRA grey level

values detectedniizd IGRE HBIB1R WARAS dBtBcdTRiNedRfsAHnEdastai@ 1, further including the step
of transmitting the image of a user whose identity has been verified as being registered with the system

to an auxiliary biometric system. 9. A method of verifying the identity of a user as being a user who is 15

registered with g face recoggttieq %@é@miﬁﬁet@“élﬂw NclyRigihedetowinge SeRSsEIIsadirat
presentation of the user to the face recognition system: (i) capturing an image including the face of the
user; (ii) ex@ractfﬁ&%h@fdh%e@otéﬂﬁ%,V@é‘éﬁ%ﬁlécﬂ%%é)r@ "RQipssehthgE'888 region in the image; (iii)
storing the extracted values in storage means associated with the system; (iv) presenting the extracted
values to the user; (b) on any subsequent presentation of the user to the face recognition 25 system: (i)

capturing an imAge indudFINAE BEPHIHE IRGIALT dirrdBRAEDIRABR nBHeS, SREESBABAT AR 1Ebeing

representative ghade@pthin gheyiraaepy4iildergeesited foe xtgiirdn/aleemegthe user to assist the 30
user in recreating the stored values; (iv) comparing the extracted values with the stored values

corresponding to the same region or regions of the image; wherein the user initiates the comparison when
the extractgd vagues pigsastRddtadberda®y e@ERERPA frerEpinelvalHgsmsosige biarhesusieryring the

the image of a user whose identity has been verified as being registered with

the system to an auxiliary biometric system.

9. A method of verifying the identity of a user as being a user who is
15 regqistered with a face recognition system, the method including the following
steps:
(@)  on afirst presentation of the user to the face recognition system:
(i) capturing an image including the face of the user;
(i) extracting one or more values, each value being
20 representative of a region in the image;
(i)  storing the extracted values in storage means associated
with the system;
(iv)  presenting the extracted values to the user;
(b)  onany subsequent presentation of the user to the face recognition
25 system:
(i) capturing an image including the face of the user;
(i) extracting one or more values, each value being
representative of a region in the image;
(iii)  presenting the extracted values to the user to assist the
30 user in recreating the stored values;
(iv)  comparing the extracted values with the stored values
corresponding to the same region or regions of the image;
wherein the user initiates the comparison when the extracted values presented
to the user correspond the stored values provided to the user during the
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15 registration process and wherein matching of the extracted values with the stored values verifies the
identity of the user as being registered with the system.s 10. A method according to claim 9, wherein
more than one value is extracted from more than one region of the ima%]e and the user is reguired to

match each exfiRYRIAISMSRFEET 30F¥pBFRIMJ BN darfctBRetERRIRE. YAURSHBHBIRR cording

to claim 9, whergigrgprealian argiNalieHs ayeagipdod AHEomsBOrEsthes e sgairted thgtimage and the
user is required to concurrently match each extracted value with the corresponding stored value. 12. A

method accordiﬁ?jsﬁ?’aaim 9, further including the step of issuing the registered user with an encrypted
smart card upon completing the registration 15 process, wherein the encrypted smart card stores the one
or more values extracted during the reﬁgijistration process which need to be recreated by the user on

subsequen? pred@ntatitn@ESNAE GSRIAITE PRRAHD I RRLAIR PR ENAELPNE R IR iSErEERGIRY to be
verified. 20 13. fidReerbaserTGRe REGIMDdLHENRaHEeAs RlUsEPiERRQNESIteraRANR e colour

values detected for a region in the image. 14. A method according to claim 9, wherein each value
corresponds to SXFRERDLY REOMER IS SAULRFRORL R BiPTBH Y FFAN6rhE iMfye. 25 15. A method

according to claim 9, wherein each value corresponds to a mean of the grey level values detected for a
region in the image. 16. A method according to claim 9, further including the step of transmitting 30 the

image of a user Whose\dBRIPHASHY, 83 BeiiFreyisnece WA QRe ¥olis sedrraieiary

biometric sgstemody nfd f@aRdREIENHERf oY stefefahugEfdng the idrntity rebaitsetasdedgrantiger who is
registered with the system, including; 16 (a) an imiséa capturing device for capturing an image including

the face of a ué@ﬁt(‘%) SRR LYRIHENMIR {SleeSRrERERGNAAStRTSE VR Res from

12. A method according to claim 9, further including the step of issuing the
registered user with an encrypted smart card upon completing the registration

15 process, wherein the encrypted smart card stores the one or more values
extracted during the registration process which need to be recreated by the user
on subsequent presentations to the system in order for the identity of the user
as a registered user to be verified.

20 13. A method according to claim 9, wherein each value corresponds to a
mean of the colour values detected for a region in the image.

14. A method according to claim 9, wherein each value corresponds to a
mean of the brightness values detected for a region of the image.

25
15. A method according to claim 9, wherein each value corresponds to a
mean of the grey level values detected for a region in the image.

16. A method according to claim 9, further including the step of transmitting
30 the image of a user whose identity has been verified as being registered with

the system to an auxiliary biometric system.

17. A face recognition system for verifying the identity of a user as being a
user who is registered with the system, including:
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the image, each value being representative of a region in the image; 5 (c) storage means for storing the
one or more extracted values when the user registers ygth the system; (d) a feedback component for
providing the extracted values to the user to assist the registered user in recreating the stored values; (e)
a comparator for compg&ing tAB JIBRSE VeAREdrNEndRY eXtatteAPIEING A% ITRASo BRI HBfg
invoked by the ysgs when gee;extracted values presented to the user correspond the stored values
provided to the user during the registration process; and (f) a verification component for verifying the

identity of the user as Heing r8giSEFAFIRTh REBRRERT fth& SiaegaanauRs Mefieh dlEetoléd 15
values. 18. A SYSETaGROISIH WatliBelig Wiseiarhailregbads gommenesiniagledes a display

component for providing feedback to the user in visual form. 20 19. A system according to claim 17,

Y
wherein the@feedback ébmpoRtRHecNEBESPLNR B8 HIDABA: 5 PPERiSiHARIEdnARKES B/ Rer in

audio form. 20. hsymsieMmagietseingite ¢laigydténiurther including a transmission component for
transmitting the image of a user whose identity has been verified 25 as being registered with the system

to an auxiliary biometridbystein'ePAPRE SOMRARERLIfRY BeMANg 7ANGHRYNRARS SfBl4eR ReliSs includes
an encrypted sqisut fRELSION G hgiensad UeiHabe SHG StRIstordandgeBrocess of registering the

user with the system. , ,
(e) a comparator for comparing the stored values with the extracted
10 values, the comparator being invoked by the user when the extracted values
presented to the user correspond the stored values provided to the user during
the registration process; and
(f) a verification component for verifying the identity of the user as
being registered with the system if the extracted values match the stored

15 values.

18. A system according to claim 17, wherein the feedback component
includes a display component for providing feedback to the user in visual form.

20 19. A system according to claim 17, wherein the feedback component
includes an audio component for providing feedback to the user in audio form.

20. A system according to claim 17, further including a transmission
component for transmitting the image of a user whose identity has been verified
25  as being registered with the system to an auxiliary biometric system.

21. A system according to claim 17, wherein the storage means includes an

encrypted smart card storing the one or more values extracted during the
process of registering the user with the system.
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