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[Fig. 19]
CONSTRAINT INDEX(1)*CONSTRAINT
INFORMATION "\ 750
CONSTRAINT INDEX{1) := 0x01 COUNT(®)  I™N\_ 75 :
CONSTRAINT INDEX(1) = 0x02 COUNT(2) TIMER(2) \_ 752
CONSTRAINT INDEX(1) := 0x03 TIME(6) N\ 753
' MONTH MINUTE | SECOND E
] YEAR(T) | ™3y | DATE() | HOUR(I)Y | ™y W N\e 75 E
s |
- MINUTE | SECOND i
CONSTRAINT INDEX(1) = 0x04 | DATE() | HOUR() | ™ ) N 755 i
CONSTRAINT INDEX(1) := 0x05 TIME(B) TIME(6) \C 756 i
1
' 797 H
: !
CONSTRAINT INDEX(1) = 0x06 | NUMBER OF IDs(2)| 1D TYPE(1)}+D ID TYPE(1)+D i
: 758 !
' )
_ DRM SYSTEM |NUMBER OF DRM | DRM DRM
CONSTRAINT INDEX(1) := 0x07 | ™" yengoy SYSTEMS(Z) | SYSTEM SYSTEM
[Fig. 20]

Count =3

Datetime

Start = 2004-03-12T10:23:00
End = 2004-04-12T721:23:00

CONSTRAINT INFORMATION BEFORE
RO 1S COPIED
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[Fig. 21]

Count =2

Datetime
Start = 2004-03-12T710:23:00
End = 2004-04-12721:23:00

CONSTRAINT INFORMATION
AFTER RO IS COPIED
[Fig. 22]

<IELEMENT COPY_CONTROL_INFO (TIME, COUNT)>
<IELEMENT TIME (START, END}>
<IELEMENT START (#PCDATA)>
<IELEMENT END (HPCDATA)>
<IELEMENT COUNT(MYGEN, NUM, ACCEPT_GEN, COPYGEN_INFO)>
<IEELEMENT MYGEN (#PCDATA)>
<IELEMENT ACCEPT_GEN (#PCDATA>
<IELEMENT NUM (#PCDATA)>
<IELEMENT COPYGEN_INFO (GEN, GENNUM)>
IELEMENT GEN (#PCDATA)>

<IELEMENT GENNUM (#PCDATA)>
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[Fig. 23]

<COPY_CONTROL_INFO>
<TIME>
<START>2004-03-12T710:23:00</
START>
<END>2004-04-12T21:23:00</END>
<[TIME>
<COUNT>
<MYGEN>1</MYGEN>
<ACCEPT_GEN >3</ ACCEPT_GEN >
<NUM>5</NUM>
<COPYGEN_INFO>
<GEN>1<IGEN>
<GENNUM>5</GENNUM?>
<GEN>2</GEN>
<GENNUM>4</GENNUM>
<GEN>3</GEN>
<GENNUM>2</GENNUM>
</COPYGEN_INFO>
<IGOUNT>
</COPY_CONTROL_INFO>

CONSTRAINT INFORMATION FOR
ORIGINAL RO BEFORE COPY
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[Fig. 24]

<COPY_CONTROL_INFO>
<TIME>
<START>2004-03-12T710:23:00</START>
<END>2004-04-12T21:23.00</END>
<ITIME>
<COUNT>
<MYGEN>1</MYGEN>
<ACCEPT_GEN >3</ ACCEPT_GEN >
<NUM>4</NUM>
<COPYGEN_INFO>
<GEN>1</GEN>
<GENNUM>4</GENNUM>
<GEN>2</GEN>
<GENNUM>4</GENNUM>
<GEN>3</GEN>
<GENNUM>2</GENNUM>
</COPYGEN_INFO>
</ICOUNT>
<ICOPY_CONTROL_INFO>

CONSTRAINT INFORMATION FOR
ORIGINAL RO AFTER COPY
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[Fig. 25]

<COPY_CONTROL_INFO>
<TIME>
<START>2004-03-12T10:23:00</START>
<END>2004-04-12T21:23:00</END>
<[TIME>
<COUNT>
<MYGEN>2</MY GEN>
<ACCEPT_GEN >3</ ACCEPT_GEN >
<NUM>4<INUM>
<COPYGEN_INFO>
<GEN>1</GEN>
<GENNUM>4</GENNUM>
<GEN>2</GEN>
<GENNUM>4</GENNUM>
<GEN>3</GEN>
<GENNUM>2</GENNUM>
</COPYGEN_INFO>
<IGOUNT>
</ICOPY_CONTROL_INFO>

CONSTRAINT INFORMATION FOR COPIED RO
AFTER COPY
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[Fig. 26]
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[Fig. 27]
000

e

TRANSCEIVER | | DISPLAY 5060
5050+ "Vionui vt [N
5030
f Uuzo 2
MMC —p
CONTROL CONTENT/RO
5010 _} ) INTERFACE 1 “unit [*~*] sTORAGE UNIT

1

11
¥

v v
SESSION KEY
RSA MODULE | | GENERATION | | AES MODULE
MODULE
( ENCRYPTION UNIT ( (
1 \ ) \
) J
5042 5044 5046

2040




WO 2005/091163 PCT/KR2005/000602
26/37

[Fig. 28]
STRUCTURE OF SET_MOVE_RO COMMAND

INPUT COMMAND
CLA
INS
P1
P2
Le | FFh

Data | SC.Encrypt(Kse«, Appendinfo |} SSC )} SMRF (§ ORQ))
Le | OOh

[Fig. 29]
STRUCTURE OF SET_MOVE_RC COMMAND

OUTPUT RESPONSE
DATA
Status Word
SW1 | Swe

DESCRIPTION

S0h O0h | INSTRUCTION HAS BEEN SUCCESSFULLY EXECUTED
8Dh 00h | UNKNOWN TAG

6Bh 00h | PARAMETER HAS ERROR

6Sh 8bh | AUTHENTICATION IS NEEDED
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[Fig. 30]
STRUCTURE OF GET_CONFIRM COMMAND

INPUT COMMAND
CLA

INS
P1
P2
Lc | OCh
Data

Le | FFh

[Fig. 31]
STRUCTURE OF GET_CONFIRM COMMAND

OQUTPUT RESPONSE

DATA SCEncrypt(K _ 8SC i ACK)

Status Word
SW1 Sw2

DESCRIPTION

80h 00h | INSTRUCTION HAS BEEN SUCCESSFULLY EXECUTED
6Dh GGh UNKNOWN TAG

6Bh 0ch | PARAMETER HAS ERROR
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[Fig. 32]
STRUCTURE OF SET_SELECT_RO COMMAND

INPUT COMMAND
CLA

INS
P
P2
Le | FFh

Data | SC.Encrypt(K,, SSC i RID)

Le | OCh

[Fig. 33]
STRUCTURE OF SET_SELECT_RO COMMAND

OUTPUT RESPONSE
DATA
Status Word
SW1 | sw2

DESCRIPTION

90h 00h | INSTRUCTION HAS BEEN SUCCESSFULLY EXECUTED
8Dh 00h | UNKNOWN TAG
8Bh 00h | PARAMETER HAS ERRCR

[Fig. 34]
STRUCTURE OF GET_MOVE_RO COMMAND

INPUT COMMAND
CLA

INS
P1
P2
Lc | 0OCh
Data
Le |FFh
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[Fig. 35]
STRUCTURE OF GET_MOVE_RO COMMAND

QUTPUT RESPONSE

DATA SC.Encrypt(K, Appendinfo i 8SC Ii SMRF (i ORO))
Status Word
DESCRIPTION
SW1 SW2

80h 00h INSTRUCTION HAS BEEN SUCCESSFULLY EXECUTED
60h Q0h | UNKNOWN TAG

6Bh Q0h PARAMETER HAS ERROR

[Fig. 36]
STRUCTURE OF SET_CONFIRM COMMAND

INPUT COMMAND
CLA

INS
P1
P2
Lc |FFh

Data | SCEncrypt(Ksw«, SSC i} ACK)

Le | OOh

[Fig. 37]
STRUCTURE OF SET_CONFIRM COMMAND
QUTPUT RESPONSE

DATA
Status Word
SW1 Sw2

DESCRIPTION

80h 00h INSTRUCTION HAS BEEN SUCCESSFULLY EXECUTED
EDh O0h UNKNOWN TAG

6Bh 00h PARAMETER HAS ERROR
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[Fig. 38]
STRUCTURE OF SET_COPY_RO COMMAND
INPUT COMMAND

CLA

INS
P1

P2
Le |FFh

Data | SC.Encrypt(Kg,, SSCIl SMRF)

Le |OOh

[Fig. 39]
STRUCTURE OF SET_COPY_RO COMMAND
OUTPUT RESPONSE

DATA
Status Word
SWH1 SwW2
90h 0O0h INSTRUCTION HAS BEEN SUCCESSFULLY EXECUTED
6Dh 0O0h UNKNOWN TAG
8Bh 00h PARAMETER HAS ERROR
88h 85h AUTHENTICATION IS NEEDED

DESCRIPTION
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[Fig. 40]

STRUGTURE OF GET_COPY_RO GOMMAND

INPUT COMMAND

PCT/KR2005/000602

CLA

INS

P1

p2

Le

O0h

Data

Le

FFh

[Fig. 41]

STRUCTURE OF GET_COPY_RO COMMAND
OUTPUT RESPONSE

DATA SC.Enerypt(Kse, SSC || SMRF)
Status Word
DESCRIPTION
SWi1 SW2
90h OCh INSTRUCTION HAS BEEN SUCCESSFULLY EXECUTED
8Dh OOh UNKNOWN TAG
6Bh 00h PARAMETER HAS ERROR
[Fig. 42]
SET_MOVE_RO
INSTRUCTION
CLA INS Pl pz Le Data Field Le
00 74 02 o1 FF TLYV 00
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[Fig. 43}
SET_MOVE_RO

INSTRUCTION PARAMETERS

PCT/KR2005/000602

P1 P2 Description

02 01 |-P1: INSTRUCTION TO MOVE RO
-P2 : SETTING RO TO BE MOVED

[Fig. 44]
SET_MOVE_RO
INSTRUCTION PARAMETERS
Description
Le FF
Data T 0x74
Field L LENGTH OF V-FIELD
V | E(K, RO)
Le 00
[Fig. 45]
SET_MOVE_RO
RESPONSE
Data field Description
1 Hone
L Hone
v MHone
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[Fig. 46)
SET_MOVE_RO
RESPONSE

Status
Word Description
Swi | SW2
90 | 00 | SUCCESSFUL TRANSMISSION
60 | 00 | UNKNOWN TAG
68 | 00 | WRONG PARAMETER IN V-FIELD
82 | GENERAL AUTHENTICATION NEEDED
85 | AUTHENTICATION NEEDED
00 | VERIFICATION FAILURE

B3 | OX | COUNTER ( "X~ INDICATES AVAILABLE NUMBER OF
ATTEMPTS IN CASE OF VERIFICATION FAILURE)

69

[Fig. 47]
GET_MOVE_RO
INSTRUCTION
CLA INS Pl P2 le Data Field Le
00 74 oz 02 00 MNone FF
[Fig. 48]
GET_MOVE_RO
INSTRUCTION PARAMETERS
P1 P2 Description

02 02 | -P1: INSTRUCTION TO MOVE RO
-P2 : REQUESTING TO MQOVE RO

[Fig. 49]
GET_MOVE_RO
INSTRUCTION PARAMETERS
Deseription
Le 00
Data T | Hone
Field L | Hone
V | Hone

Le FF
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[Fig. 50]

PCT/KR2005/006602

Data field

Description

T

Ox74

L

LENGTH OF V-FIELD

V

E(K.RO)

GET_MOVE_RO
RESPONSE

[Fig. 51]

Status
Word

SWi1

Sw2

Description

90

00

SUCCESSFUL TRANSMISSION

6D

00

UNKNOWN TAG

6B

00
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