-1 MANAG NG TRANSACTI ON LOG DATA FI ELD OF THE | NVENTI ON 5 The present
invention relates to | og data managi ng systens. Mdre particularly, the
present invention relates to a universal managing transaction |og data
systemfor different log formats. BACKGROUND 10 Many conputer systens
generate transaction logs to record the events or tasks executed or
performed by the system For exanple, network termnals installed wth
accounti ng software favANAGIMG TRANMSAKTHON M GIDAN®Rs, or the |ike,
generate transaction logs and/or audit trails. Such transaction |ogs
and/or audit trails are known collectively as data |logs. 15 Data | ogs are

generally in a format specigizepl by TROg@ENgfhQr designed for a particul ar
system This has resulted in the fornat of a data |og for one device or

software to vary fromthe format of other systens. In particular, the data
| og paranete efinition, and e like are

h | i
general ly dif ;l‘g? %ge%%?%wgﬁgg%)eq%}ﬁ%@ﬁgg datgmangging SY%%IES'OMBE%C h a system may

contai n paeitularly,the prevérit divention rxadiel Lunivetadl Man@ginig MaNsabgonigd to identify
unaut hori zed transactions, security breaches, track past trends, predict

future tAeagesteratfer diffsrenslog feamiuit er network may have a vast number of
different devices and software, such as servers, desktops, networks

swi t ches, tel econmunication equipnent, and the |ike, extracting useful
information fromthe vast nunbeBAGKGRIOEpAy ate data logs is difficult. 30

As Sﬁﬁ?h’ to extract useful information from]log records generated by
diffefent syMahCompulel pYSsRhEcrerteHansaphan 198¥ (P Teeord e ¥enisioke consumi ng.

Further, (fRf :@%8fe8 Bt pétormed by the system. For example, network terminals installed
with accounting software for use with a banking mainframes, or the like, generate
transaction logs and/or audit trails. Such transaction logs and/or audit trails are
known collectively as data logs.

15
Data logs are generally in a format specifically programmed or designed for a
particular system. This has resulted in the format of a data log for one device or
software to vary from the format of other systems. In particular, the data log
parameters such as length, size, definition, and the like are generally differ from one

20  another.

The data logs of such a system may contain useful information. For example,
data logs may be used to identify unauthorized transactions, security breaches, track
past trends, predict future trends, etc.

25

As a computer network may have a vast number of different devices and
software, such as servers, desktops, networks switches, telecommunication
equipment, and the like, extracting useful information from the vast number of
disparate data logs is difficult.

30
As such, to extract useful information from log records generated by different

systems in different formats manually is rather time consuming. Further, for system



whi ch generates batches of log records, it is humanly inpossible to extract
information fromthe batches log records manually as a daily routine.
Therefore, a need exists for one systemfor normalizing/summarizi ng each of
5 the log records generated by different systemin a different format
automatically, in an user preferred. format. SUMVARY 10 It is an object of
the present invention to provide a nodule, which preferably overcones or
at | east wikdh geaktayesdlatcahes of log reboadsh it dkBunaril irepossiblotg exjradtens. According to
one aspect_ of fhe present invention, there is provided a data decoding

met hod f &HopRY T ghebatdigs retsreyddmanyallyas ddagy 9Wing conput er system 15
conprising the steps of |loading an instruction set from a dat abase;
extracting information fromthe |og record based on a plurality of

synt axes def i idreforef hircedienssts foc bnosystat for andnalidny/unmimayizngerchel i zed

out put of. an extracted infor ion of the .. cord. 20 Acgor.ding to an
o't o ha ttyEiog sar serated o B Rleat et HORAE RER PG RISAR B "Jecoder
nodul e f qp uBdrQR&EREdNEhramat. 09 record of transaction in a conputer system
conprising a decoder for outputting a normalized output; and a database
having a plurality of instruction sets accessible by the decoder, for

whi ch each of the instruction S%ﬁim@? gising a format information of the
| og record, wherein the 25 decoder1i %E rable to | oad one of the
instruction sets matches the corresponding log record and to extract
information base on_a plurality of syntaxes defined in the matched

i nstd¥iction sditis apobiscHPhiepsesant inyeiion tapreside medulgsyhich rseferably present

| nvent | 0RyekBEECo! & 1ol SRR dALHIRBAANLREGL SARAY System
conprising an I nformation processing unit; a nenory“ih response to the
information processing unit for processing information; a decoder nodul e

installed in the informati on processing systemfor -3- QqQu tting a
nor mal | zed outiSaRiaie BanansEel HETE PSS S FHUSFUREREn cet s
accessi blygcdind Methee ¢adfbeeshifl a Wi feldoRastraffactibf id NSShpadd YBeRet S

conprising a format informatron of the I og record, wherein the decoder is
oper &bl e complisiag therstepsfofi¢nding an instruction set from a database; extracting

information from the log record based on a plurality of syntaxes defined in the
instruction set; and outputting a normalized output of an extracted information of the

log record.

20 According to an alternative aspect of the present invention, there is provided a
decoder module for processing a log record of transaction in a computer system
comprising a decoder for outputting a normalized output; and a database having a
plurality of instruction sets accessible by the decoder, for which each of the
instruction sets comprising a format information of the log record, wherein the

25  decoder is operable to load one of the instruction sets matches the corresponding log
record and to extract information base on a plurality of syntaxes defined in the

matched instruction set.

According to a further alternative aspect of the present invention, there is
30  provided an information processing system comprising an information processing
unit; a memory in response to the information processing unit for processing

information; a decoder module installed in the information processing system for



instruction sets matches the corresponding |log record and to extract
information base 5 on a plurality of syntaxes defined in the matched
instruction set. BRI EF DESCRI PTI ON OF DRAW NGS Furt her features of

enbodi nents of the present invention will be readily 10 apparent fromthe
followi ng detailed description of a Ron-limting exanple, wth reference
to the acconpanying drawings, in which: FIG 1 is a schematic block di agram
of a wor lodtpnttthe aummalimd Gﬂmlmmcﬂiatabmae/hmgn@a pm’ra/lby kf Bstuctiocnysetser vi ce

provi der conn i.s a bl ock.di agram of a

decoder ﬁB‘bea?l tl%f 3%005@ forpy w%ﬁcégf %&W*ﬂﬁ%&?fﬁ?ﬁ*w formt decoder

modul e Ofin Shfatick of@l@él%?@&:o?d‘ whéRI thldeEdder Abpltdbie th 1b&l éhef dfaNk di agram
showi ng an exanple of The operation of an event source validation of FIG

3; FIG Snstmictorf s@mm&h@rthmmmW&bgeﬁmm tof expragiciefsmptiersbasg rul es of
FIG 25 G, 6.s a flo agr an, exanpl e of the operation
of a gcaéﬁia Surag rftsylgﬁ}éerstdegpe‘ﬁr%h gl %g? &/\H’é&lgc ?We >kanme reference nuneral

appears in nore than one of the acconpanying drawings, it is used to

denote the sane elenent. -4 DETAILED DESCRI PTION Referring to FIG 1, there
i s shown a world-wi de nBRIRH RESERIREGMQEDRAWINGS ty of networks 120, such

as local area networks (LAN), wi de area network 5 (WAN) or the |ike, and

per sonal Conplf;l'uﬁfl %&ére%%ﬁ IFIU%)(?HICV\%S o?g%‘}%gseg Ql%él%t\\ll\glra\ﬁﬁﬂ)e Ie ter net | . 10.

The worl d-wi de ne secu service

proviider appp&R)frobdthe Hswingidetailed eesdEHitorlSh RIONinétaf axainply, Iwnﬁec urity
managenent . services for any of the networks 120 or personal conputers 122

that subeernged tb%%%@l’ﬁ’éﬁ%ﬁ@“é’é&?umWblchﬂnagenent servi ces.

FIG. 1 is a schematic block diagram of a world-wide computer network
having a network security service provider connected to the network;

15
FIG. 2 is a block diagram of a decoder module;

FIG. 3 is a flow diagram showing operation of the decoder module of FIG. 2
parsing an event alert;
20
FIG. 4 is a flow diagram showing an example of the operation of an event

source validation of FIG. 3;

FIG. 5 is a flow diagram showing an example of process parsing rules of FIG.
25 4;and

FIG. 6 is a flow diagram showing an example of the operation of a scanning

event alert of FIG. 5

30 Where the same reference numeral appears in more than one of the

accompanying drawings, it is used to denote the same element.



10 Typically, a network 120 includes a plurality of workstations 124 hosted

by at |east one server 123. Each of the workstations 124 and server 123
are inter- connected to each other via network switches 126, such as
routers or the like. Sonme networks 120 nmay further be connected to a
network gateway 121, such as an 15 iptruder detection system (IDS) or a
Firewall firmvare, to control and/or nonitor transactions between the
networ ks 120 and the inter nBETHWIDEDIDERERPTIOACK of the network
transactions, the networks 120 generate a | arge nunber of |ogs or |og
records for further inspection by the network adm nistrators whenever

necessary. TISAAGEOFId. AHRAILHSWITRY oD Wb hERRAK 100nbaAgRt depending on

t he netvvorks.120. 20 For those networks 120 subscribed to t net wor k
secur it y phualdyefeetwvorkseldd sed,asidmal NSSRet®ROksafiAeY), wadpareasetwhdse | ogs or

| og recor fyomt networ ks . 120 for.J.nspection. purposes. .The | ogs or |og
recor gs {gﬁ rﬁNi %frq“ﬁ Eﬁﬁ%épirganaégompﬁtpgr lr?lgtqogﬂe%eéig‘ﬁ’élg gi&élilierﬁéar B naf ter

ref err ed ifiern@s1 BV erte vadrfl-(idelnework 0DTu RS AIARA 2 dehPorkizslrtp0 having a
decoder nodul e 180 recei ves batches of event alerts 170 fromthe networks

120 in régviceipieyvider (B8R 15 fem whick the WSSP | dprovidesrpetpiods sachtty, t he net wor k

the decodut oaan Syl Bh Pk 6P kb T aniteBE Gl 149835 ™ °% ™"
subst ant isabscyibetbtodne AstorkeebrisMamtagahentservids. may be sent via any of the

avail&ble data transfer protocols, for exanple, transm ssion contro
proté ol (TCP), user datagram protocol (UDP), sinple mail transfer

prot ocol - ( SMMHpicall ¥R DG 0D knciades THIRARTRST w LSRRG 104 B by RISLOG of

the |like. Base e type o tran ssion protocol, the event alerts 170
may furt hewst argersgren 123. abfisrhn of sSheowotkstatrans124 sahddatvabd2ear8ief-or st ori ng

T or e o 2331 AR ANS L XBS O B RLocalS, a0 data TR RL s s accpesi bl
170. The ngadRa B b8P firtheLBOEdBUERE td Hndtavec gatajvw 211, b¥chOfs annst r ucti on
sets, each defines a data format that is sent via a particular data
t r ans$ er igrusicpdeection system (IDS) or a Firewall firmware, to control and/or monitor
transactions between the networks 120 and the internet 110. To keep track of the
network transactions, the networks 120 generate a large number of logs or log
records for further inspection by the network administrators whenever necessary.
The logs or log records may be different in format dependirig on the networks 120.
20
For those networks 120 subscribed to the network security management
services, the NSSP 120 often requires those logs or log records from the networks
120 for inspection purposes. The logs or log records sent to the NSSP 150 as
information packages are hereinafter referred to as event alerts 170.
25
In operation, the NSSP 150 having a decoder module 180 receives batches of
event alerts 170 from the networks 120 in real time as shown in FIG. 2. In a real
time operation, the network 120 send out a event alert 170 to the NSSP 150 once it is
generated, and the decoder module 180 parses the event alert 170 with no or
30  substantially no delays. Such event alerts 180 may be sent via any of the available
data transfer protocols, for example, transmission control protocol (TCP), user

datagram protocol (UDP), simple mail transfer protocol (SMTP), simple network



The database is editable to the user for adding, deleting and/or nodifying

whenever necessary. Once the event alert 170 is parsed, a normalized
output will be sent to an output depository for inspection. 10 TABLE 1
illustrates an exanple of the instruction set: TABLE 1 An Event Alert Sent
By A Checkpoint Firewall via SMIP [ CheckPoint Firewall-1 (FIREWALL) : SMIP
: FWL] 15 AttachDate P It " 1 <DDMVMMCCYY> AttackTine P 1 2 <hh:ram ss>
At t ack Ty peanggemend podtodol (SISHI cEY FLBG @ itied likd. Baedan geitype &€ "dst” If I T 20
TargetPort K "servige" " |T Source t K. ort". " IT Each_of the

i nst ruct i"GASBISHEN PEQ%%‘i?E'rftP‘_’gﬁ‘feé‘gg]ﬂ"? _mmﬁa ﬁ%ﬁwg NI FERSMIgHBR BIMBE.  squar e
bracket s £ fatabaksé 195 fdrR@rinkkforth@ord eIk YhOGpk Bﬁgﬁtﬁﬂaﬁrﬂnﬁﬂa&ﬁ source of
the event 25 alerts 170. For the above instance, the function header has

the fol | doinags isaceaseiblerby a ddoadwn e of heplscodarenoduledf0dit pafyipgthe <Devi ce

Type de> - rgs>l, . where.each.of the paraneters be delimted by
a col (g):g %‘rm%t ﬁgaﬁgiwl?@’ gﬁghatﬁlﬁaé‘eﬁg? g’rpeopgggreg,t%h%eesacﬂ?ﬁ@b' ?ﬁ% B2 bel ow. 30
- 6 TABLE sés Ratiaefires alasciotriit that Vakdnd vidal pietidig daan@anefer bREoGEVi ce  type
Not e:

The database is editable to the user for adding, deleting and/or modifying whenever

necessary, Once the event alert 170 is parsed, a normalized output will be sent to an

output depository for inspection.

10
TABLE 1 illustrates an example of the instruction set:
TABLE 1 An Event Alert Sent By A Checkpoint Firewall via SMTP
[CheckPoint Firewall-1 (FIREWALL) : SMTP : FW1]
15 AttachDate P " " 1 <DDMMMCCYY>
AttackTime P "1 " "™ 2 <hh:mm:ss>
AttackType K "proto" " 7
SourcelP K "src" "en
TargetIP K "dst" "em
20 TargetPort K "service" " "
SourcePort K "s_port™ " 7

Each of the instruction sets is configured with a function header, quoted by
square brackets “[...]” or the like, for identifying the transmission source of the event
25 alerts 170. For the above instance, the function header has the following parameters:
[<Device Type Name> : <Alert Type> : <Device Type Code> : <Keywords>]
where each of the parameters may be delimited by a colon ":" or the like and

the parameters are described in TABLE 2 below.

30




When "FI REWALL" i s Al phanuneric added in the decoder e.g. Device Type
Nanmedi spl ay nanme, the Cyclops IDS AttackType of the alert Checkpoint wll
be in the following Firewall format: (FIREWALL) Firewal |l Alert

(<protocol >)- <TargetPort> e.g. To indicate how the event TCP Alert

Typeal ert is being received by UDP the decoder nodul e. SMI P SNMP SYSLOG The
uni que 3-letter device Al phabetical letters type code that can be e.g.

Devi ce Type Codeassi gn by the usBABLE2

Parameters Description Valid Value
Device Type Name The name of the device Alphanumeric
type
e.g
Note: Cyclops IDS
When "FIREWALL" is Checkpoint
added in the decoder Firewall
display name, the {FIREWALL)
AttackType of the alert
will be in the following
format:
Firewall Alert
{<protocol>)-
<TargetPort>
Alert Type To indicate how the event e.g.
alert is being received by =~ TCP
the decoder module. UDP
SMTP
SNMP
SYSLOG
Device Type Code The unique 3-letter device Alphabetical letters
type code that can be
assign by the user. e.g.
CYC
(What is the main purpose WGD
for this field?) FWl
Keyword Keyword can be used to Alphanumeric
trap for required alerts.
E.g. if the parsing is for e.g.
Cisco Pix alerts, only $PIX
alerts with the keyword

"PIX" will be parsed.

Keyword is not needed for
SMTP alert type.

The instruction sets further defining a function body having a plurality of
5  syntaxes for describing at least parameters of outputs and output locations in which
allow the decoder 182 extracts outputs from the event alerts 180. An example of the
syntax's format is:
<TIF field> <extraction method> <extraction syntax>

<date-time format> <value substitution>»



CYC (What is the main purpose W&D for this field?)FWM Keyword can be used
to trap for required alerts. E g. if the parsing is for Al phanuneric
KeywordGi sco Pix alerts, only e.g. alerts with the keyword %I X "PI X" will|
be parsed. Keyword is not needed for SMIP alert type. The instruction
sets further defining a function body_having a plurality of 5 syntaxes for
describing at |east paraneters of outputs and output |ocations in which

al l ow the decoder 182 extracts outputs fromthe event alerts 180. An

I f th tax' s format is: < field> <extractlon nethod>
Zextract i on oyHeS PR RIS TR Bol4dsEnsBREr i SRS ObE The
transpor toaBlgel ﬂ?é&@fﬂané@\ﬁ/ﬁlﬁheﬁu-gbf prefer&ice, BEEXhRE 1] k@ efthel ds to be

outputted in accordance with the user preference. |In Exanple 1, for
exanpl e, TlHdicldplare A bbdkDate, At t ackDeats, AtAtacckyians ouAtdeddk Type, Source | P,

S5 Tar get i%rg@%%‘?%%%’tﬁ%?%%?%rett P%Irr]g:i a%gugggrPgé]t?brEr ﬁlge%gge%bglyt tli'llg
TIF field, an extraction method incorporating an extraction syntax further described
how the decoder 182 may extract the output. The extraction method may be defined
by a simple one or two letter code, such as P for position parsing, K for keyword
parsing, KP for position parsing or the like. Based on the extraction method, the

10 extraction syntax further specifies where the decoder 182 may extract the
corresponding output from the event alert 170. If the extracted value is a date or a
time, the format of the user choice may be preset in the <date-time format>.
If a desired value is intended in replace of an extracted value, <value
substitution> may beused. The syntax is described in details in conjunction

15  with the accompanying drawings hereinafter.

Operation of the decoder module 180 decoding an event alert 170 is
illustrated in a flow diagram in FIG. 3. At start (step S200) if the NSSP 150 receives
an event alert 170 from a transmission source, the decoder module 180 extracts an

20  event type defined in the event alert 170 (step S210). The event type may be a
Check-point 1 SMTP alert, a Watchguard STMP alert, a Check point-1 SNMP alert
or the like. If the event type of the event alert 170 is not defined or known to the
decoder module 180, the event alert 170 may be discarded and processing proceeds
to step 5250. The decoding process for the event alert 170 terminates (step S250)

25  and the decoder module 180 may start decoding the next incoming event alert.

According to an alternative embodiment, the unknown event alert may be

sent to the network administrator of the NSSP 150 for manual editing.

30 If the event type is defined, the decoder module 180 validates the event

source (step S220) to obtain a device ID of the event source after the event type is



TIF field, an extraction nmethod incorporating an extraction syntax further
descri bed how the decoder 182 may extract the output. The extraction

met hod may be defined by a sinple one or two |etter code, such as P for
position parsing, K for keyword parsing, KP for position parsing or the

| i ke. Based on the extraction nethod,g the 10 extraction syntax further
specifies where the decoder 182 nmay extract the correspondi ng output from
t he eventbemlgadentifid.. AI frotdseobpdrsiag thecevent alert (stepeS288) & perfoamed fone, t he
format of thghuser in the <date-tinme format>. If a

i maybe pr.e e
desi red PATSEE"S Septaler &g@llﬁt% PE"EE%Q? Bfaln extracted val ue, <val ue

substituti on> maybe used. The syntax is described in details in conjunction
15 with the acconpanying drawi ngs hereinafter. Qperation of the decoder
nmodul e 180 dedféhi:ﬂm‘gah@lnn@@mevmt@omrcwsmepi %2200,Immé¢qodexerdodtﬂe 4801 ow diagramin

FIG 3. At sta te i f,the 0 _recgives ent alert 170
from tré?ﬁ%rﬁig ﬁm agfffi%)l)ftﬂh de&'éc&}gss ﬂ%@’ﬂpé XY P%&@ A0 event

type def ltm@lfennaléﬂaw@ﬁﬁmae@é@rvﬁa difRrenb bRocok] di¥ferent RRtIDEENAY byRRJIMBYbE a
Check-point | SMIP alert, a Watchguard STMP al ert, a Check point- 1 SNWP

alert oronqhsainingghe devieeD. Ameeramplpef Be cvens sewrspvalidaden (Ste0S720)not  def i ned
or knownbtag): tJﬁ%M??C MP’ERCFE%gLégg’%ﬁ&%ﬁ@égﬂh Agrt 170 may be di scarded
S 0 step . e

and processing procee ecodi g process for the event
alert 170 term nates (step S250) 25 and the decoder nodule 180 may start

e eI SR e Bl
adm ni st roﬂlf%&ra%mfs@i%n'é@ﬁ%e 120 +hakq @iZﬁQLrE&tggﬁorﬁgnletreﬁth‘erFWt type is

defined, the decoder nodule 180 validates’t ent source (step S220) to
obtai n abyeaptosng Digdt ptmmew@rﬁthesayuntrzéeraﬂ?(érIfttlhteex&uEalertsmaeSMfP g_ being

identifi i ent a S230 erforned
to parsgapﬂglsg ﬁ’fes Iﬂéerqe%‘i% 1.'§2tg gheﬁtﬁé@l}g &VF%PMfor&ﬁ‘ieé’w\?& dati ng
the eventngexi£es ths HeRcORE Blep $179). d@@@&ﬂﬂy,@m&ﬁv%eh@ﬂs@eﬁhéﬁﬂrads the event
alert 170 if the device IDis not found i'n the event alert 170. As the

event 3 al @prameiy cpelpsdddyssantrebrackdiss fos examplpr Stmndhedeteited dedmypertet hod may
be used IWS'[ Mgrga) i0§ef 8%% Ghd Ryvi@PRATBLE rQlictddSdy § T SPUr ce

validatio
devices from a cache loaded in a storage module (step S223) (where is this storage

module located, the NSSP side of the network side?).

20 From step S223 and S224, processing continues at step $226. If the device
ID is not defined in the event alert 170 (step $226), the same may be discarded and
the decoder terminates parsing (step S250).

An example of operation of the event alerts 170 parsing process $230 of FIG.
25 3isillustrated in FIG. 5. The decoder 180 reads parsing rules from the database 185
into a system memory, such as buffers (step $232). If no parsing rules is not found

in the database 185, (yes) in step S234, the processing proceeds to step S250.

An instruction set among the database 185 is loaded based on the scanned
30  alert type. The decoder 182 scans through the event alerts 170 and extracts all
outputs based on the loaded instruction set (step S236). Each of the extracted outputs
are assigned to a corresponding TIF field (step $238).



based on SMPT, SNMP, and SYSLOG is illustrated in FIG 4. 10 Regardl ess of
SMPT, SNWP or SYSLOG, an Internet Protocol (IP) address of the

transm ssion source is extracted (step S221) directly froman event alert
170 by capturing a first paraneter of the event alert 170. If the event
alerts is a SMIP transm ssion (yes), the decoder 182 searches through the
event alert for the device ID and extracts the device ID (step S224).
Generally, the device IDis defined in a 15 paraneter encl osed by square

brackets, for ampl e, Wien the detected alert type is SNWP/ SYSLOG (no) in
step S223, thﬁée‘gﬁl}‘ém{‘tﬁg?%atf%%g‘o?”eti‘?agif’é{arm% A3 PEEEHI  devices from a

cache | oRdafpledf TAHIH 295HRHY g?vén%x%@ctﬁﬁ%ﬁ):th(ﬂ’@ﬁ& ExttRtibibyhegf Or age  nodul e
| ocat ed, the NSSP side of the network side?). 20 From step S223 and S224,
processi ng continues at step S226. If the device IDis not defined in the

event .al ert en..S22 he. s be discarded an e decoder

t er mi Mat es Eéﬁ%%%@@p%%%%Xﬁ%ﬁS%@m&gBﬁgﬁ‘ﬁ&?%ﬂgg&?%geevent alerts
170 par sl f A 4y o 11 tTarea 1 | 5. 1he
decoder fggseggaég%?a?gﬁr%ggﬁmdg?lﬁr'onﬁi e%daltdaélbb;s%%[fé]g iI[nbt% (;ﬁosyst em nenory,
such as lufinercs i(st)er rS232)9.2 . 11feand .dar/359%x wWees is not found in the

dat abase (1)985,§Eéyes in step S234, the processing proceeds to step S250. An
i nstruct iloR <8 -difond thd [fattdgse Fdb A 10gadéd Fdscd vtH€Sscanned 30
al ert type.Thedecoder 182 —scans throughthe event—aterts—t76—and extracts
all outputs based on the | oaded instruction set (step S236). Each of the
extrast ed out it decalee] SBGIDERAK Which S@hERINABALAG Jdfined e shrfst ep S238).

9 FIG 6 illustrates operation of how the decoder nodul e 180 parses an
exanpl e &f thysuraction prefhed is g kgyypidamrang (stap326h Enthwmtaxiaaehavedct i on

synt ax. L . e & An t Al ert Received he ,Decoder
I\/zdul )(; j%%ﬁ&%%%%% Oﬁwo%fg}/%n%gf@@l%&%ﬁe(%36:°d?fonnecti on)
from 192-1@@&iﬂ1&c&fe&5@§3¥hgrdjlﬂ§n a2 8veh Blet/ 13004 8 stara@intfthAdHnon i nterface

outside 10 The decoder 182 will -check whi ch extraction nethod is defined in
a synt ax seargles {$iep 8%3%Padhe decader hdfurthemlorasgabe dirgaceirrapc¢ of ep 320), K, the

syntax Y rri%\éﬁ #d start fetches strings appears after the stringl (step S324). The

string fetches will terminate once the first occurrence of the st ring2 appears (step
5326). In case where stringl is not specified, the decoder 182 will returns the

substring starting after the keyword right up to the position before string2.

20 Given a extraction syntax, TargetPort K "to"™ "“/" "flags", for

example, will returns a substring "35016".

If the extraction method is a position parsing (step $340), P, the syntax may
have a format, <TIF Field> P <stringl><numberl><string2>
25 <number2>. The numberl and number?2 specifies the specific number of
occurrences of stringl and string?2 respectively. The decoder 182 locates the
numberl occurrence of stringl and fetches strings appears after the stringl
(step 8342) and stop fetching once the number?2 occurrence of spring?2 appears
(step S344). In case where stringl is not specified, the decoder 182 will return
30  the substring at the beginning right up to the position before string2.



format, <TIF Field> K <keyword><stringl ><string2> The decoder 182 w ||
| ocate the keyword froman event alert 170 as a start point of the string
searches (step S322). The decoder 182 further | ocates the first occurrence
of 15 stringl and start fetches strings appears after the stringl. (step
S324). The string fetches will termjpate once the first occurrence of the
string2 appears (step S326). In case where stringl is not specified, the
decoder 182 wiGiver @t entmstiothgyntaybstircagostapt 'if af teo"t hefokeyword ri ght up
to the position gffore string2, .20 Gven a extraction syntax, Target Port
K "to" "Frampleoy ”F“Fﬁﬁsmﬁ%ﬁ%ﬂiégﬁafl returns a substring "3 5 016". |f
the extraction nmethod is a position parsing (step S340), P, the syntax may
have a format , <TIF Field> P <stringl><nunberl ><string2> 25 <nunber2>. The
number| and nifihe eRtrapieninfdtiesi ik hdkegweni gdsitionypabsng @fep 360 KPetiges of
stringl and string2 r$spectively. The decoder 182 | ocates the nunberl

en

occur ? en&¥igs may haves fogmat. }<dildhdd e3P Ads <dpaprs>sstaingie stringl  (step
5342 f.et chi ing2
(otop SaaitreR e el B 1B R R MR B P 30 1

return 3Qtdfwisuiistdrtiiige aitep 62O THCAG stiigitappéhrt SRdriee ResbLton before
string2. -10- Gven an extraction syntax, Source Port p "/" 1 "to" 1, for

exanpl e, oggurteneeels hr tnglpBerthageyvyosddsep 8364) and stdpefeshingaoce the met hod i s
a keyword Si_tj on _par si step S360 KP., e. 5 syntax may have a
Format . SR =P GouB e o buh i aBore Fich S Uyt Shets 1t igahtinber 25.
The dgcodef srpb&%e&,qaaa&ﬁadbmo&ﬁywo VilkPetu thé QiblstrRR Bhtif aff@ L NI NG (Step
S362), and fetches strings appears after the nunberl otcurrence of string/

after th&ckegdoight (p tefhe 8a6tipn hefdress opifigBchi ng once the nunber?2
occurrence of spring2 appears (step S344). In case where string/ is 10 not
specified, the decoder nodule 180 will return the substring starting after

the keyword Gigdta sracBort %’:@Qﬁ'iarr%ﬁ@PQ‘%ftoﬁ(@ StEriR@2 .« /i Yem £ ;exr act i on
syntax, Target Port KP "front "/" "flags" 1, for exanple, will returns a
subst ri ng, f@ eBap) will returns a substring "35016",
15
If an output of a constant string is required for outputting (step S380),
extraction method, C, may be used, <TIF field> C <constant string>.

The decoder 182 fetches a constant string defined in the syntax (step 382).

20 When the decoder 182 is extracting a date and/or a time from a event alert
170, the format of the date and/or the time for outputting may be specified. Given an
extraction syntax, AttackDate P ">" 1 ™ ™ 3 <MMM DD CCYY>, for

example, will returns "Dec 04 2002".

25 When a substitution is needed to replace an extracted value, <value
substitution> canbe added to the parsing instruction. An example of a
extraction syntax with the value substitution is Severity K "Priority:"
"CRLF" {high=3,medium=2, low=1}, where is the extracted value is
"high", then the field of Severity will have an output of "3" and so on.

30



15 If an output of a constant string is required for outputting (step
S380), extraction nethod, C, maybe used, <TIF field> C <constant string>.
The decoder 182 fetches a constant string defined in the syntax (step 382).
20 When the decoder 182 is extracting a date and/or a tinme froma event
alert 170, the format of the date apgl/or the tine for outputting maybe
specified. Gven an extraction syntax, AttackDate P ">" 1 " " 3 <MW DD
CCYY>, for eXenthesasewl parsing evensaleids cthddecp @82 t@Bterertitarossibsti t ution is
needed tq_replace an extlr acted val ue, <value substitution> can be added to
the par sisﬂﬁcegﬁéﬁgﬁﬂﬁﬂﬂg €AR%%Exanpl e of a extraction syntax with the val ue
substitution is Severity K "Priority:" "CRLF" {high=3, nediunm2, low= 1},
where is the extracted value is "high", then the field of Severity wl]l
have an out putlf asymil "ahis used Giep 3W0),5tep 3330 te biep 838 awsfrepratedithey event

alerts, . j hs:» single
Space | FORSRRIbILP St BELG S RE BB m B R °; ST 50 "0 €
r epeat ed fothexampld or evieat dbit aiyeAMOTABLES4:r i ng based on the extraction nethod
defined after "+". Take for exanple an event_alert given in TABLE 4: TABLE

4 An Exanple Of An EvermtBlAr&rt weyExampio Ofgingivepgadert security, 1114099, Mon

Mar 24 1 0725,2003,.540, - -
SuccessfmaJrNet%équ éog'on:' er Iﬁar?e: test$ SO : ESgCR 1 D:
( OxOOx 2DE2A70) 24o0gon ZEype:2 53 2 000y 6 0Pseees s '+ yKeviames uAki) enldcealtsi on
Packj\lﬁe: Kerberos Workstation Nane: 15 For an extraction syntax stated as
bel on! A Fy5E tp rSuoceppful Netyorkclogopenpoer WRgree ©R8First  part of
the syntaenR ikt Ehiskl fogon T0:0t W92 DE4RSloh RGRet wepR the 11th

Logon Process: Kerberos Authentication Package: Kerberos

Workstation Name:

15 For an extraction syntax stated as below:
AttackType P "," 11 ":™ 5 + C "Attempt", where the first
part of the syntax P ",™ 11 ":™ 5 returns a substring between the 11%
occurance of ", " and the 5™ occurance of ": ". The syntax also appends a constant
string "Attempt" at the end of the substring. Hence, the resulting At tacktype

20  for Example 3 is "Successful Network Logon Attempt”.

It will be understood by those skilled in the art that even though numerous
characteristics and advantages of various preferred embodiments of the present
invention have been set forth in the foregoing description, this disclosure is

25  illustrative only. Other modifications may be made, especially in matters of
structure, arrangement of parts and/or steps within the principles of the invention to
the full extent indicated by the broad general meaning of the appended claims

without departing from the scope of the invention.



occurance of ", " and the 5th occurance of ": ". The syntax al so appends a
constant string "Attenpt" at the end of the substring. Hence, the
resulting Attacktype 20 forExanple 3 is"Successful Network Logon Attenpt".
It will be understood by those skilled in the art that even though numerous
characteristics and advantages of vagjous preferred enbodi nents of the
present invention have been set forth in the foregoi ng description, this
disclosure is 25 illustrative only. Qther nodifications nay be made,
especially in matters of structur¢¥ ﬁ&sangenent of parts and/or steps
within the principles of the inven SMMPo “the full extent indicated by the
broad general neaning of the appended clains wthout departing fromthe
scope of the invention, -12 CLAIMS 1. A data decodi ng nethod for processing
a | og rederd d&fdaty depodinginesthodhfog praessingutogreenyd pérasention isiang t he st eps
of : | @adi L ] .a dat abase; extracting information from
t he Igg rcglglg?%r%ﬁ%g%blgﬁngﬁl%geﬁ)??}'of syntaxes defined in the instruction
set; and out pldddinghnanstarctioh bstdtbnobdmdbasef an extracted information of the
|l og record. 10 2. A data decaodi ng method according to claim1, wherein the
dat abase conf¥irasting mfopnation frany thsrlog preordilaased, er p pHraldly 91 seyetesof  whi ch
prescri bigggndl hkdRErudioh UtdgLd on of the log record. 15 3. A data decoding
met hod according to claim1’or 2, further conprising the step of accessing
t he dat abase bytpatttgaowemalized olitpod b adedodted gnfoenh hideh efthetagiragprtio cl aim 1,
2 or é, further conprising the step of matching-the log record with a
instfl ctions set. 20 5. A data decodi ng nethod according to any one of the
precedi n@, cl aiA®ata fdoliR@ meRAMRIchbdimPtol MEmST, Sfhebdin eddkdigsd he normal i zed

output. 6. A data decodi ngh met hod according to any one of the preceding
cl ai ms, FOWPAZAE a plurality of the instruction sets, each of which prescribing a format

information of the log record.

15 3. A data decoding method according to claim 1 or 2, further comprising the

step of accessing the database by a decoder.

4, A data decoding method according to claim 1, 2 or 3, further comprising the
step of matching the log record with a instructions set.

20
5. A data decoding method according to any one of the preceding claims, further

comprising the step of storing the normalized output,

6. A data decoding method according to any one of the preceding claims, further
25  comprising the step of receiving an information package having the log record from a

transmission source remotes from the computer system.

7. A data decoding method according to claim 6, further comprising the step of
identifying a device ID of the transmission source from the information package.

30
8. A data decoding method according to claim 6 or 7, further comprising the

step of identifying a transmission protocol used for the information package.



25 conprising the step of receiving an informati on package having the | og
record froma transm ssion source renotes fromthe conputer system 7. A
dat a decodi ng net hod according to claim®6, further conprising the step of
identifying a device ID of the transm ssion source fromthe information
package. 30 8. A data decodi ng net hqgyaccording to claimé or 7, further
conprising the step of identifying a transm ssion protocol used for the

i nformati on package. -13 9. A decoder nodule for processing a | og record of

i i ; i Si ng. d d f tputti
nor el 11288 out PO Rhioguls TRRERNEBA s 508 offtanSenby ing SmBtlcti on set s

accessi blsgstoy coh@risiggoder, for which each of the instruction sets
conprising a format I nformation of the log record wherein the decoder is
operabl e to | @&gcsice fgouimdingwrermetizeshowpitsandat ches the correspondi ng | og

recorg and to {1l b r.aly Nt ax defi ned
in thg mat che&%%arg?% ul}:?‘lltv Iﬂfgﬁf@@l{a{lﬂ%ﬂ%ﬁ&cﬁ%%@% ég:re ?err‘t%)léé g{ea%%géegi ﬁ’é to claim
9, wher eiwhi¢thenchof thelinstadtion sqstomprisims 4 forngt infidrarabivh bOthedud feaoided and
normal i zed base on the plurality ?f synt axes, . 11. A decoder nodul e

Badr toghed

according to dYhgrein gicgle 1ypRsF sy o1e el weirpelioasets matehes ther

conprisinp 1 [ I [ gpst,n;ﬂ P a
prescri begnesg)gﬁaﬁglgﬁ%é@&ﬁ aggé%g)g?&ﬁ%@mdugggg%ﬁgﬁk%%& ai , QSfLO or 11,
wher ei n deBneskintthemathed msegctionrseher conprising a tinme formatting for

outp?éting an obtained tine in a 20 prescribed format. 13. A decoder
nodu according to any one of clains 9 to 12, wherein the log record is

recei ved 1H0r mpaddcbagrshid dité Sitofdinl R14BND! RBerbRN tH: hbenA26PHhBLt System 25
14. A decoder, nodul e according to claim 13, wherein the transm ssion

transm t $omarifing Hifpemation epherted anchasrmalizediease op theeurality afsyntames. nf or nat i on
processi ng system conpri si ng:
11. A decoder module according to claim 9 or 10, wherein one of the syntaxes
15  further comprising a date formatting for outputting an obtained date in a prescribed

format.

12. A decoder module according to claim 9, 10 or 11, wherein one of the
syntaxes further comprising a time formatting for outputting an obtained time in a

20  prescribed format.

13. A decoder module according to any one of claims 9 to 12, wherein the log

record is received form a transmission source remotes form the computer system.

25 14, A decoder module according to claim 13, wherein the transmission transmits

a information package having the log record.

15.  An information processing system comprising:
an information processing unit;
30 a memory in response to the information processing unit for processing

information;



an information processing unit; 30 a nenory in response to the information
processing unit for processing information; -14- a decoder nodul e
installed in the informati on processing systemfor outputting a normalized
out put; a database having a plurality of instruction sets accessible by the
decoder, for which each of the instjuction sets conprising a format
information of the log record 5 wherein the decoder is operable to | oad one
of the i nstruetdeetles srodulsdngiibed it the infomatiep prodessing sygtemefoor d and t o

extract in tion base on a plurality of syntaxes defined in the matched
i nstruct i08{ %gne .arioé.r.naﬁ\%eedioﬁﬁt%‘ﬁ’rrati on processing systemaccording to claim

15, further caerfatabsidifivinkh fludditypofdaRaftibe kits Biebsibleby e ddcBdert fof ,
normal i zed qutput. 17. An information processing systemaccording to claim

p . . Ol . ;
15 or 16Whighesash pf thednstrisHem pety eqmprigipgie farmapinfenmagion of herdeg resardext r act ed
and ngrmal i ze : i 5.18. An.information
procegsi ng syg{thg%%rgah%?f: g%]%éls?édg%gn;l/é %ﬁgg%?ﬁ%f}{atﬁér(r@%&g&{og Sftf,mat%?érﬂéq n one of
t he synt amesaspbudihpéog wosrdrand it exteactAferniatioNbhid diga plaralidpbiyyintaxeg an
obt ai ned dﬁﬁe.inha prﬁs ribed format.. 20 19. An information processing
syst em a8E3ReH RPG Balg ?fﬁﬁ@uﬁFméﬁhins 15 to 18, wherein one of the
syntaxes further conprising a tine formatting for outputting an obtained
time in a prescribed format. 20. An information processing system according
to any oné. of Aglinfommation procdBing sgSemhiecailimgtth elairnd 51 farthedednsprisirgei ved form

or oc a1 ARG RpEHRL Bat B Rlpris GhOPBHE 6 Pl me 15 10 20 wherein the
transmssion transmts a information package having the |og record.
17.  Aninformation processing system according to claim 15 or 16, wherein the
normalized output comprising information extracted and normalized base on the
plurality of syntaxes.
15
18.  An information processing system according to any one of claims 15 to 17,
wherein one of the syntaxes further comprising a date formatting for outputting an

obtained date in a prescribed format.

20 19.  Aninformation processing system according to any one of claims 15 to 18,
wherein one of the syntaxes further comprising a time formatting for outputting an

obtained time in a prescribed format.

20.  An information processing system according to any one of claims 15 to 19,
25  wherein the log record is received form a transmission source remotes form the

computer system.

21.  Aninformation processing system according to any one of claims 15 to 20,

wherein the transmission transmits a information package having the log record.



