WD 2012/ 021136PCT/ US2010/ 045496 CONTAI NER STATUS MONI TORI NG SYSTEMS &
METHODS CROSS REFERENCE TO RELATED APPLI CATI ONS 5Enbodi nents of the present
i nventi orwoayi2ieirel ated to previously filed PCT Pat ent pAppaise@atisane Nunber
PCT/ US2007/ 001368 which was filed 19 January 2007 and is entitled

Det ermi ni ng Encl osure Intrusions; said PCT Patent application is

i ncorporated herein by reference inits entirety as if fully set forth

bel ow. 10TECHNI CAL FI ELD Enbodi nents of the present invention relate

general ly to moniCONTAINER SShA TS MONIFORINGiHoor st at us

nmoni toring systens and f m systens and net hods
for nonitoring status omﬁm&m ai ners. 15BACKGROUND
Security threats stenmng fromcontainers is an area where technol ogy can
aid in preventing o i i r exanpl e,
international shi pp{:ﬁélgmgﬁg%ﬁ@ﬁ%(? W@Lﬁ?g&gﬁéount ry nmaey be

t agper ed WHibdAim&RNbAIHA pridaiktiiaditid s tha8beltalhfddub priRiikiyiled Vaimmitahi ity to
tanpering is a shortcom napl n conventi onal container security devices.

20Cur raplicaténn Mimber REet/UiSEPy//Peliesovivell was tlsdd8tJanuary $OQkaandds sntitipel f ul |
array of . shi.npi tai SEC UL . Tl .inecl ude harsh
e A A R I o e

f al serefemnoe Mmaitesitirety as if Ay setf@siubdlovhere is a need for inproved container
status nonitoring systens and nethods. |nproved systens and net hods that
can provide reliable container nmonitoring wthout reduction 25o0f or

i gyrusion into cargo space are gtSaNiesfadrrpt is to the provision of such
systens and net hods that enbodi ments of the present invention are directed.

BRI EF SUMVIERYD d0iim EXEMPhARYE sENMBORINMBNTSatEghnatalie tit mowforines ypems omid mereent i on
provi de j nproved, shi ppi ng contai ner status 30 nonitaqring systens and
Pt ho@eth R iatoRr > B b SHHE ST SRGRCiPAd FEBe ALt AR PEiems i

methods for monitoring status of access doors for cargo containers.

15 BACKGROUND
Security threats stemming from containers is an area where technology can aid in
preventing or thwarting security breaches. As one example, international shipping containers
carrying goods into a country may be tampered with or contain unauthorized or harmful material.
Vulnerability to tampering is a shortcoming in conventional container security devices.

20 Current container security technologies do not fully address the full array of shipping
container security concerns. These concerns include harsh environmental conditions, extreme
operating conditions, and high false-alarm rates.

As aresult there is a need for improved container status monitoring systems and methods.
Improved systems and methods that can provide reliable container monitoring without reduction
25  of or intrusion into cargo space are also needed. It is to the provision of such systems and

methods that embodiments of the present invention are directed.

BRIEF SUMMARY OF EXEMPLARY EMBODIMENTS
Embodiments of the present invention provide improved shipping container status

30  monitoring systems and methods. In general terms, embodiments of the present invention
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WO 2012/ 021136PCT/ US2010/ 045496 i ncl ude door status nonitor systens
arranged to detect tanpering events for a shipping container. A door status
noni t or syetervmearsegeneral |y i nclude an array of sensor ®CoASc@EviovEbY

di sposed to communicate with a controller. The controller can continually
nonitor sensors to determ ne possible tanpering events. |If tanpering events
occur, the controller can log the event or transmt 5tanper signals.

Enbodi.ﬁrlrfgn(iesd of the present inventi 0‘8 can be used on vafi OUﬁ@%s of

cont ai'Helee dagp sfatusineoRQr RYStFRIFANEEL P T AT AL EXEHHIUAY RN may
_be di s&a&&%@htw &Bni’fcﬁ*%?ﬁ_&& chP cE A0, neRbALRN &Sy of REsdry bf)erWdi@f)os%@?o
invention is not so limted. According to sone enbodi nents, the

pr esemrpminpuggatd with e gantbales. Thacaitrodler pamndontinially mgsitos sersors to gateadingo

noni t or "i‘li% SS tlo %ng tgoﬂqi tié)rnnale s}ltatoug Of.2 cor]Leai ner. tliémhe f%{rstenrrs .can
10gendPRIY HORRHPESETHS nt (PEPTHRE SFIAS6F o BREPRT T &F §7hI0E T ©GRE Pofism
modul @amperfsigngls. WpHodants of the prd¥etuh @ntidh cAebheRea8dribik §PEFBMI cat i on
with the controller nmodule. The first door controller nodule can receive a

first CPRBESH: Hehéy wthedndegwof thahvimle cxemplap) ¢rabodiments aaymg dicgped il i r st
rando . C . .e .can be di sposed in
conmmu %%gftﬁé %51%9 tcﬁﬁ)ttg ﬁgrgg\g%ﬁi @ Iggoé) g%%l%fulﬁgé.l{tpf)hégé(gc@g g@hgag or controller nodul e
can recei vAA®oskoondomeradodiberge ey gteat todetidn @mbeheoatinter aldnébrin@dul e

and store the_second random generated code. The control |l er. nodul e can
separ aVEFY PRESHPS ERaaniieeceqsy & adlonditiontl sitrer! R taind: SEel R tedygan
cqQptr i it e | S
e R ol e SRS G S Rk e B
Al ar mnowtudt ¢andreglisparedoia doasmchicior witdrthe contradleemoidnlg. dhe fiessiboocmmtioflet he

first rapndom generated code fromthe first door controller or th Osecond
oo e IEENL Y RS iR Tale fat e BB BS Ren G oW ap ot e can

al so hghdoas &chePRlePcdIBVWRY sck&YBHoR ToRoIRP Il dele h BRAispb &8 h ¢8fnftfidaln
controller nodule fromat |east one of the first door controller or the

secondvithobe cemmlleoniodnle. The secopysioensantiotiai meduls cof rectize psewadtandevent i on
cqn also.hagkudenaddhl L onahicf SRIUE 88 (S X AMR Bundk N, GORLILLLEr rppdul e
can C aln a 11rs optl Ca ranscel ver O communi Ca W e 25TTrst

door cenfr sl heyduitinde g0y dnRpbeakhd fidNERe ic¥@iolled afdiRdBEmdldo t h t he
second door controller. As another exanple, the controller nmodule, the
first capsellorgnd peablish@naiemceadiign @awd oG08 moan sigealg seeived frem the first

| nst aldat L ofo '}J?f'd’haé‘ &8@& A Aonahikr AR 9&%@%@%@(‘@@}3?&@ OB%E‘OFSOIHt rol [ er
nodul e 1Ts configure {0 be pOSIPI oned proxinmate a m ddl e header region, the
first reedringmdedse onsofttha firguireidnt genbatquoside ifienethe dinstalobi ¢@itrotloosr thé t he

cqontai ner proxi mate the m ddl e 30 header region, d the second doar nodul e
i OCOﬁF‘fO@GF opbg%@raﬁ%qqdpgmth&ﬁf:%prgéi&%aorg@glpr.Ozgg{rﬁé:ondltlons can also be

based on a power level of an optical signal received at the controller module from at least one of
the first door controller or the second door controller.
System embodiments of the present invention can also include additional features. For

example, the controller module can contain a first optical transceiver to communicate with the

25  first door controller and a second optical transceiver to communicate with the second door
controller. As another example, the controller module, the first door module, and the second
door module can be configured for installation within a container and in arrangement wherein the
controller module is configured to be positioned proximate a middle header region, the first door
module is configured to be positioned on a first door of the container proximate the middle

30  header region, and the second door module is configured to be positioned on a second door of the

.



WD 2012/ 021136PCT/ US2010/ 045496 contai ner proxi mate the m ddl e header

regi on. System enbodi nents can include a wreless transceiver configured to
transm t wetaideomsst he controller nodule to a wirel ess @#eviuseowonswe from
the controll er nodul e. System enbodi nents can include yet additional
features. For exanple, controller 5nodules can be configured to distinctly
optically communicate with the first and second door controller nodul es,

and the first and sec cont.r ol re canfigure o transm t
R R I TRt et A A SR A TR e S o

cont aigRngepled Eé’dﬂgtu)‘ed% tFRORIt Ma Bl RUR he8fertRoRfPRS AlvBLKsSIQI@ rEinhfanar e
data, security data, and comrercial data. Controller nodules can conprise a

pl ano-fmmmtl@ﬁowwéertrmdlldﬁ;us optl cal signals received fromthe 10first and
second door contr Door ;control | er nodul es
SonChe o v sySRh afbeheEEH Gsfot SehalNRhAEAGRY o NS RN ORI 0 g
Se§0NGnsfs caf B ol ired AR 1R Bt GAR cbSt@ekatcowith @RS { anldi s88dndi dboa nor mal
direct toward the plane of a detector housed within the controller nodul e.

Enbodicagtielier grodujes. f}ﬂdéh%ﬁfst R gagond Aoy coptrolits mpulasarhendizuredde dgnypife
nbod |
enbo 'OBEPJI%1&?&%&5@%1&%%&1%11?%&% teoHﬁ’&ie&%aﬂﬁ%?ﬁ? %%rﬁalgg%lgrgﬂg} CPLF' ona

st at us a ccont al ner d can genera e ‘provi‘lding a nmain
cont r @hdnesry Saadeerr@mndo sepaitely 6forelfionwanedate sscucignddtgund egmtdeeci aaia.
contraoller to conduct two-way conmunications with the pair of door nodul es,
conf i GrtrRlermed %%né:@ﬁtpﬁéwelanwomafﬁde@ﬂty fgenapsed S%gnnal refei eddEB Y and a

S§Qo ”qlr&%ﬂﬁ‘é@n{] Ha80: & oéht&[lg[‘e’ oG] Bﬁtofa' [{}ﬁréoc%%%g)‘rim géoi & ﬂepﬂlo&ﬁgs apaye

nodul es and e secon 20t o and configuring
t he rrmmangﬁdmortbzltloxptlcalmranﬂnenersaig,qioeed wahmathc ﬁosft anhb mcombdodre:snanlmertrmdules

establish an al.arm condj.tian base east aI on at. | east .one of
ohe nar Bt Maainekendt atmtg et 683 . BR bR ot { 1R BLpeRed i I o
or segpébngRdemapsuiand predefined al arm par arreters Met hods can al so

i nclude configuring the main controller to wirelessly comunicate with a

r ermt e wir dinepliens obthapeeseidt lnw@pvelwaméudermﬁﬂlp@ﬁe Inflged| sens ep®oduwdnte t hat

! udgg 1r;[c Uh pl’ eec:itﬁ edor?if arrarcpc SS E%zgl% conaltlon%mta’at aoc%%tacl;r?‘ r} s ghoa meﬁl '81
Vi Ing e mal controlffer w rrermry oring ala meven at a.

can generally include providing a main controller module and a pair of door modules,
configuring the main controller to conduct two-way communications with the pair of door
modules, configuring the main controller to randomly generate a first codeword and a second
codeword and to provide the first codeword to one of the door modules and the second codeword

20  to the other door module; and configuring the main controller to interrogate the pair of door
modules and to establish an alarm condition based at least partially on at least one of whether the
door modules return a provided codeword that matches the first or second codeword and
predefined alarm parameters. Methods can also include configuring the main controller to
wirelessly communicate with a remote wireless device and to receive data from the wireless

25  device that includes the predefined alarm parameters. Some methods can also include providing
the main controller with a memory for storing alarm event data.

Other method features are also possible according to some method embodiments. These

features can include, for example, providing the main controller and the pair of door modules
with LEDs and photodetectors enabling the main controller to bi-directionally optically

30  communicate with each of the pair of door modules. As another example, methods can include
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O her nethod features are al so possible according to sonme net hod

enbodi nents. These features can include, for exanple, providing the main
cont rol | ewoant/2hs6pai r of door nodules with LEDs and plrorasetieoszans
enabling the main controller to bi-directionally optically 30 comuni cate
wi th each of the pair of door nodul es. As anot her exanple, nethods can

i nclude WD 2012/021136PCT/ US2010/ 045496 configuring the main controller to

be installed at an.internal |ocati of a shipping cantainer and. the pair
of dosPritedte Fainsrleue ped Rt Al el nel b SFF Pnagsanain Sidhe

shi ppitRGp £ RoP Glodafes kPERInks@NSd B MsidERLSitibREMME Bo&R1E iRl shfpind ddnBTR

met hods, a main controller can determ nes position data about the pair of
door mblghieansipagdtharthe orpesdntigller. Jaseme meetiyidgnamait qoatgtiér opnldaerdimes a
signal_st.rength, val ue received fr th air_of. door nodul es. t hod
erboairepd Cad i EaiT G et T S et i MREr R vearm b e
COBf i golhisTp@alt h@n &l ValuRlrk&ivoddeith enel RiCa¥dabi SRddep! ano- convex cylindri cal

| ens and a one-di nensi onal position sensing detector for communication with

each of t héghpd cpbodiments eaw ifciule yex alitionaf frgtisese aypmaaethads @arirsledd i ng t he

contraql el r e . es tenperature
dat a gﬁgﬁ%ﬁrg@ﬁgégorﬁ%ge?eﬁg%?é ﬁ‘?fg atagsllff%o %&ﬁlg%g&%%rgﬁtse{l%%{gae&nel n ot her
enbodidiraedssonat poniti@l deasingdetattosfor aomienitatbdn avithedewof e Huio ot dbe medulesof
door nodules to determ ne if the codeword matches the previously provided
codewdHBEIPFtBPds N dRPde RANAGUARHING §PRER les Masterfo tpdudsat EMPEraiygB seiBtiul es.
Stipl | inc): ' ' t I o

b tlé{a%tscn?sggrefrg)%}a!?&‘é afaHid g%hétkk%%}tlﬁfé}ﬁgie%ﬂe]@% h& n?negxgka?%ﬂ s%r.agg dléﬁncﬁhér

bi -direction conmuni cat alr o oor es usi
150pt ieodlodmense domtoriten modalkes om Erotsd e obdewdré fwimthe tpeir op ibarahogulésted

communj cati on.protocol includes a syn ul se portion, a delay portion, a
commigETpiEr B Sodiiterd e 05 e iy P cea 8t @kpufir eritinBRe: ne

pr esenbminiMEtibe WithaRe pAis Of ddd hitfdielL OBt yRelonOREHOAI OB iBNSIEC ARk gur ed
to nonitor access to and conditional status of a container. Conponents of

t he cdim eintretlenmadulota bigdisgt oralycamnpenieasnvith thasphit ¢f deer afoflpleedsing ailnt er nal
| gsaticgns. Wil Boh B, 20 SORLAIAP e Y he Mt A AEREL ALY ERIPDIRE 00T and
cont r SPIEY Prioduf s ENpl APy Sy & carr PR IPIgE” &2 EtdooP Nodul e
conpr iigdligEsa sPAYVBlsSpdEbl, a dlaylfdeied, haymniandh pbedal A&t Ddata dlde Portion.
first-door-nodul e processor; a second door npdul e conprising a power

suppl y, an Hoeppdgneniy of the preseridByadion can glselingluse coR@ingdBYONHHES Bsisicessor ;
and a 2 er Ir ri.si I D array, a
phot odorDET el ho MR SR AR RR S Eh\E ACRANRE, EUBBlenylr

cont r ebh@ainendaulteripy oseasan waontigured nd bgafifieed twingems | @hadoxswiziia-thandom

cqode words for provision tQ the first-door-nodul e processor and the
caBondouaseL n%mmr%s BPaeEvaly _.Com%secffﬂ% S Fartoesan Ulft R Y SO
fur t he, R QUS S doP nfiRl R Wi}eis R AN YN aniaTS 4 dRPStddbRB®y Ohdtahe

first and second door nodul es rel dative toﬁmﬁe control l'er 'nodule. In sone
i mpl erdesttduor-onslulet frecasomt a sdcoad dowduddule eompesiag & powedsupplyaathEBEBenrapoa t i on

o2 SABLBHBS g ROl TR S B ASRES: Lol ot coor o
comprising a power supply, an LED array, a photodetector array, and a controller-module
25  processor. The controller-module processor can be configured to generate psuedo-random code
words for provision to the first-door-module processor and the second-door-module processor.
The controller-module processor can be further configured to determine an alarm event based on
positions of the first and second door modules relative to the controller module. In some
implementations, the controller module can be attached to a header portion of a container, the

30 first door module can be attached to a first door of the container, and the second door module can
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WO 2012/ 021136PCT/ US2010/ 045496 be attached to a second door of the
container. The controller nodule can determ ne positioning status

i nf or mat w0 20f2/2B6f i r st and second doors by communi cat PORAISMOI434be fir st
door nodul e and the second door nodul e. Container nonitoring system
enbodi ments of the present invention can include 5additional features. For
exanpl e, the LED array of the controller nodule assenbly can conprise a

first LED itioned. to co nicate wi.th the first door, nodule and a second
LED pEinafade & Soamian Gapeoquithon 1 Sorgmlr dRBile G el nnins nenbeRte
exanplsgusti® e Poehe eit@ hnd@5dcdMd @bork |B? c6RRTUnRati6hs WRE HesiSadbos HiBALIcSE a
first lens positioned to receive an optical signal fromthe first door

modul endtie secersodned nloduks. posi ti oned to recelve an optlcal signal fromthe
second door ontrol nngle can al so

oo 200 i diiorih s PR s PRI TR g bisferl feher] EhifBGHS ) cag 5

CoFMURUgitibRalkithired FoNEXathpW, B 1SS afley bE e cbﬂtr@néﬂeﬁod@mgérﬂlﬁptcgn céiprise
control |l er nodul e configured to receive wireless armand di sarm comuands

fr om & fiptrlelfld pesifenqdcte commpniqate wil Hiesferst dpor modalsrand nasscongl 11 pogifienadm t he
syste r , r | oor
o Lot RO, FIRL, ol AR, IRON 6 R-ADEBESRY 0L
a | i ghte singiodbr medwde vadccfmprmetakf&stclem pscmitioaed moctutiee baoptidad s@hﬂ feomtheol | er
nodul e, In sone enbodi nents, the controller nodule can he configured to

gener dt'# doepmAule aRd 8 nd dentgrogisioned g recqiye asoRitsaksigy kiom the spcond dpgr
pﬁsud%aad%%iqm #@Qﬁfbogﬁ%'isart}fé@ gtra;@r RORL &l Beo WSQ aRRICEHRCivert N€

first-door-nodul e processor e second- door ul e processor can al so
be comhﬂ@ugeuet@umﬁﬂnmnddat@wmmkhﬂgamhnmmhmw\ﬁﬂlmsmmgeam@kgnéﬂhadInpulsed

ti t d th . enbodi ts,
Che catheF STPER gt P Gol el igb B raEr R0 (e erR AR HSSEh al arm

event BaseAdONoRR! RirtRELINRY, §10M&dpoh&aSthOfSnAhndsNEmnf b &larBORE s l e and
t he second door nodul e. Ot her aspects and features of enbodi nents of
t he prteg@mtmi neamingn T\kielﬂrstb?@@omdalp@adélmseﬁ@lctdn@seloglﬂlemaduahaﬁyds Kill in

t art on_r ew n esqfr,i exenpl ary
ertgoah e B ERL T BRal i ekt R Rl oo B Rie SR b Foru BRI

f eat unesdu@f bdckeo fHeDaNRbI1driV&IHd. Ol sBRY chthodinsaits st dntrolléH riodidtdrctit | on
relative to certain enbodi ments and figures, all enbodinents of the present
i nventPraitgweahta FFapiaterssado- bﬁndﬁmrc‘@dwor ego Rygstg aftask MdidleriCags Biaydo Wi | e

one o, (L EnGHbG PeAERM: 8‘1'1&%&&&9 %%e{g }1}%&‘?&5&?{&@?@‘1’%’ ﬁ’é&@s@@@”s

features one or hore g* such eatures e use vari ous
30enbadi menisomf dddﬂ&n@dﬂ@pﬂob@;@oﬂlaﬁ@m%d:ohﬁglﬁ‘edh to ddmmhm:htamﬂla@b]n other whi | e

exenpl ary WO 2012/ 02 6PCT/ US2010/ 045496 e ment s be di scussed
béSow“é’élgng@ﬁli‘tSﬁi m*i*ﬁ&a“%%%%gom prot g?ogké g ?IEFGdVlf NSs uch

exenplea{nd Ghed iEh§ofd bk gﬁkma‘ﬁ%e B k@ H)Sdéii&“lﬂlﬁ@%l a3 bR,

met hods. Enbodi'ments of the present invention”can be inplenented mnth

har dwdasedoongonentised Somtatdaast drnegif the st doar omdsiuteadridahe sifcohd tibor Bod3Rt. EF

DESCRI PTI C]}l)ﬂ%:r a'gll)f%stEl% features of embodiments of the present invention will become apparent
to those of ordinary skill in the art, upon reviewing the following description of specific,

25  exemplary embodiments of the present invention in concert with the figures. While features of
the present invention may be discussed in this Application relative to certain embodiments and
figures, all embodiments of the present invention can include one or more of the features
discussed herein. While one or more embodiments may be discussed as having certain

advantageous features, one or more of such features may also be used with the various

30  embodiments of the invention discussed herein. In similar fashion, while exemplary
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FIG 1 illustrates a functional block diagram of a container security
device nonitoring systemin accordance with sone enbodi nents of the present

i nventi orww02012/021136¢ FIG 2 illustrates an exenpl ary i ngCalusarioons4oé a
cont ai ner door status nonitoring system 10 in accordance with sone
enbodi nents of the present invention. FIG 3 illustrates a functional

bl ock di agram of a controller nodule for a container security device

noni toring. systemjn accor ce with sone odiments of .the present
vengihgiments ey bR G o syt B RsFiog ORI [P S5 LA SPO. door
cont r hd¢@hcHOAH pearl @mbBdieRiAtAaR Bk ichpRERHIULY vAEN sCRvVIFB | Q6§ Gnd Y&lIgdsi N
accordance with sone enbodi nents of the present invention. FIG 5

i | | usthnehadgments bbdhe pugsentiiavendibn gan bk enipbmeyted mathdialdware poroporentso sttty arer
door status nonitor.i n%ﬂs;%%tem in accordance with sonme enbodi nents of the

1¢, Of a combinati ¢ . . .
present® v éition - ef I Il ustrates commrunications occurring between a

coptroll er nodul e and door 20 nodul es of a container door status nonitoring
systemin accordance with some enbodi nents of the present invention. FIG 7

illustrates a table provi BRHGE DEMARIPERIN G EKHJ%Ege_ri stics between a
source nodylg Pﬂﬂlsﬁ‘a{eggﬁn\étiggal{ﬁﬁ)%#sctﬁ% r%\gg?g%éﬂtg&%ﬁse‘%ﬁ@ &Qiz%.n‘%&%ﬂhgem s of

t he present Invention. phi cal” depi ction o | ens
used isgpstemrih aadordnceadtilsemd evibodincbacfabe gdietgnt iveatoe enbodi nents of the
present invention. FI 9.illustrates schematic and optical diagrans

: G ;
of a phot odePed !B U PHRRIMYIBIRIELORBEBICEN AT ¢ ShEtIReniifg re sy Sokte
eTBodliTER ke WA B SAROAIMRLH Blpresent invefitich, 10 T11ustrates an exploded

view of a controlle or use In a contal ner door status nonitoring
system i n d&dGCo3 dasgetenw fimcsions béoddialiagrentos acbntrditer progsenfor a no@aeon. WO

2012/ 0211§6PCT/ US2010/ 045496 . FIG .11 il usg rates aF expl oded vi ew of
a door Aty ey omoplY g Yale R AL HEINC S Mg FROMHRFRSPT G PESEem i n

accor ganggon th sone enbodi nents of the present invention.

FIG. 4 illustrates a functional block diagram of a door controller module for a container
15  security device monitoring system in accordance with some embodiments of the present
invention.
FIG. 5 illustrates a close up view of an exemplary installation of a container door status
monitoring system in accordance with some embodiments of the present invention.
FIG. 6 illustrates communications occurring between a controller module and door
20  modules of a container door status monitoring system in accordance with some embodiments of
the present invention.
FIG. 7 illustrates a table providing communication characteristics between a source
module and a receiving module in accordance with some embodiments of the present invention.
FIG. 8 illustrates a graphical depiction of a lens used in controller module devices
25  according to some embodiments of the present invention.
FIG. 9 illustrates schematic and optical diagrams of a photodetector used in controller
module devices according to some embodiments of the present invention.
FIG. 10 illustrates an exploded view of a controller module for use in a container door

status monitoring system in accordance with some embodiments of the present invention.



FIG 12 illustrates a |logical flow diagramof a nmethod to arm a contai ner
status nonitoring systemin accordance wth sone enbodi nents of the present

i nventi orwO3pi1221B8 il lustrates a |ogical flow di agram eCTaSaemetios o
nonitor the status of a container in accordance with sone enbodi nents of
the present invention. FIG 14 illustrates a |logical flow diagramof a

nmet hod to di sarm a cont ai ner st atus nonitoring systemin accordance with

sonme enbodi nents. of the inve 15 iJlustrates a tim

G hgr am anduEnb IR FoRBEERIM Y SBbHOTRE B st i COHETSIOB MOt e |
accor gasihRrink & t&ﬁﬁ?a&@%ﬁbé@ﬁh S0/t eBediRtcaaeHihd Jlﬁi’éé‘é?& iRRntid. G 16
illustrates a table providing an exenplary contr modul e time sl ot
definition FﬁGoifbdbllstrittns a@@maﬁﬂﬂwehwmlh Oﬁemt@di@dtrm@mogtamerﬁhémpr esent

i nvent rates vi di ng. an exerrpl ary door

modul &4 Eng F%Stte%él% 'f‘cr?P{daBCe }?{?‘% g P 18%68&“5& (Y HSHIRY embod ment s of

t he presentFIGNYENhuk@ites 4 Bipidal {18 diddralf tof ath@sha tblrﬁ@rﬁ@)r eHeagltam s et diger
interrogation of a door nodule by a controller nodule to obtain a randomy

gener améfafowaéewﬁhdomea@@mwthws%Weemdu ments of the present

i nvention t eedi ng of
a door m)dlfll(e} %%lwsgét%anﬂi%rﬁ h@%@%ﬁgﬁ‘ q%%gg%c@gﬁ{m%% Ptgtu'%m)dul ein
accor dasii®ring tsystesﬂmrEa@nbnd'cmnh Soé emlbedllﬂfeﬁ&eﬁtthe?ﬁhemnem%@ﬂibn FIG 20

illustrates a | oql cal flaqow diagram of a data communjcation net hod between a
mobi | e, wi FdPebsyiliysptes %nfl@umga@égra%ﬁ QWENNEER8RtQY Aftd AOoRBMdIs YRy system i n

aG{Or dBRER Ml JiuRONE SRR TR Soff e RRAMERS EPhe N?Pééglﬂtlh%tlogSDETAl LED
DELOR P G B R et T R R P To facilitate an

under st andikilg. bf illukeatpy & bleppresidargdinfexaplaeg caftralkemedule oug Sotstztinitent s of

the inventi ous IIstrt e rrent are.expl ai ned bel o As
w1 DA PR psebRtan gt i ishER LD s G BRI DRIt or vt do i mor oved

o B PRIERE 0, SN0 0 R OO o
protocol in accordance with some embodiments of the present invention.

15 FIG. 18 illustrates a timing diagram showing interrogation of a door module by a
controller module to obtain a randomly generated code word in accordance with some
embodiments of the present invention.

FIG. 19 illustrates a timing diagram showing seeding of a door module with a randomly
generated codeword by a controller module in accordance with some embodiments of the present

20  invention.

FIG. 20 illustrates a logical flow diagram of a data communication method between a

mobile, wireless user interface and a container status monitoring system in accordance with some

embodiments of the present invention.

25 DETAILED DESCRIPTION OF PREFERRED & ALTERNATIVE EMBODIMENTS
To facilitate an understanding of the principles and features of the various embodiments
of the invention, various illustrative embodiments are explained below. As will be explained,
embodiments of the present invention provide improved and advantageous cargo container
monitoring systems and methods. Advantageously, embodiments of the present invention enable

30  efficient and reliable monitoring of numerous containers that may move through a controlled
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30 efficient and reliable nonitoring of numerous containers that may nove
through a controlled WO 2012/021136PCT/ US2010/ 045496 | ogistics area (e.g.,
a nati onawpi2nt2énnsti onal sea port, air port, custons checkpszemw/,43306 der
control station, shipping yard, or the like). Sone enbodi nents can al so
utilize wireless network systens and conponent devices within wrel ess
networks for nonitoring of containers. 5 General Design & Operation Theory
Tur ni Eﬁg.now to the figur wherein, FIG 1l illustrates a f.un]g:ti onal bl ock
di agr aP§HHCS A0 ha POV FIIAT O 5RO THBHiPOHy ?%OI%%/‘?F@FHO}_‘@O YA PYance
W th somen aRiamh 8 SorQhe HIRS. BHASAbolMYEIN daanisoARi1ZE MR Iest Bawd YIS §RnI00
general ly includes a comuni cati on nodul e 105 and a contai ner security
devi cend tomperpme déviess widfie miretess petaorkeIpr mogiforineoafiven@atenuni cat i on nodul e
105 can be a wireless device configured to wirelessly communicate with the
CSD 110. The communi cation nodul e 105 al so preferably has a user interface

t hat qnaRIAEDRiMSC0FerutRRET IRy Or manage functions of the communication
nodul e 105. Comruni cation nodul es 105 can include a variety of wreless

user i nt er flageisg sowfe Juerfesnresovhaeiar Fldod ilipttratesefuagipneh bockpgiagamef 2
data anir 0o TR SR PR R ER 00 Btk Bnd R e PR RIS U™

comupiresaht ioventiodu A8 shébn tthe aysidndil 8@ peneaalFShclhdéd. a Anmnmigication rhadide pdace at

a departure | ocation/port and disarm ng can take place at an arrival
| ocat i2BfAsERERINeT tecpityateyics; [dHéepreaiimes islered ot G W8k yi ng types/ model s of

wigpel €sS A& GERnl Atafioff AIBIMIY 81chR Be ARHHI S 1ORLe WlibuRldTbhAfQRRT 81T NG
software (describe cbeIo to access, arm 20 and di sarm one or re CSDs
110. Thimsnwenabd esh tiefGHP émd. Ubersminonivatidn mpdulaids diss arafer@¥®Phad 4@sat , for
exanpl.e, .a container's departure and arrival Ig?%tions. And it cg;?%(%e t he
case tHEHASHEAGNANG: BUS PRGN BRI RBAINENEO5 M @ THBI YR tPwith a
numberc R m&sbSiochodllesorts dah MRIGR f Bfely dralReldRtiReaXciaRI RBEWRE D

comuni cation nodul es and CSDs 110. Thi's would enable, for exanple, a large
nunberinteffaceSpsh thed 3> 1b@ By neids dicoammwdcaiinn nwdple HSstigpicag oz wesS®P and

i h h 10 } ith
238! 9 NG LSRR QD ST B0 L

cont aicoimaictib eloddR @30 @Ffm/ARaE S WSID MPRNAhiS g ich@take PRk @t 4 Bpagdl? 110 to
securely maintain a container and nonitor container status. The CSD s 110
sub- cdegeARRPY apddispmang gan ke plece af ancrringdesadion/psitand one or nore

It is envisioned that users can use varying types/models of wireless devices (as a

communication module 105) with similar operating software (described below) to access, arm,
20  and disarm one or more CSDs 110. This enables different users to both arm and disarm CSDs
110 at, for example, a container’s departure and arrival locations. And it may be the case that
one or more communication modules 105 are able to interact with a number of CSDs 110 at one
time to facilitate data exchange between communication modules and CSDs 110. This would
enable, for example, a large number of CSDs 110 to be armed/disarmed while on a shipping
25  vessel and passing through an area where CSDs 110 can communicate with one or more
communication modules 105.
The CSD 110 can be installed within a container and include one or more sub-
components that enable the CSD 110 to securely maintain a container and monitor container
status. The CSD’s 110 sub-components can include a controller module 115 and one or more

30  door modules 120A, 120B. The controller module 115 can be configured to wirelessly interact
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30door nodul es 120A, 120B. The controller nodule 115 can be configured to
wrelessly interact WD 2012/ 021136PCT/ US2010/ 045496 with the comruni cati on
nodul e 10802nt/2hs6sdoor nodul es 120A, 120B. |In sone enb@®dirsntis/ 4ibe
controll er nodule can generally include a controller 125, a power supply
130, and door interfaces 135A, 135B. The controller 125 and the power
supply 130 can be integrated in a single unit (as illustrated) or in

t. its. The.d | 20A, 120B d>5 t f th
Goor PHIGE SEBEUDRACT Podhiea S o HiEsPRECBLE 1P Rok hod0r et PRPedrBE.
Wi T el gfe &nYrollbkB8LIE Bart B eHPIQTindTRE &shtbA0AI 251 Q%Bwefr 0fpW 1R), 888dbdrnks can

be inplenmented with optical lNinks as illustrated (and di'scussed in nore
det ai lintodhapw)l 358y 1353, nbhet doatrallerel28 sad thenayyer tshigp CSBY ¢arobeimtegbdediged t o

nmoni tor_the.status of @ container to.ensure securi o] e caontainer. In
cur r entelr ErErEIHEeabu R RRr LS iy BRSNGF aoHG oyl B RBb At ot 1 e
Wi §hi npat LOGOME Abficihierfabds BSATDESB shdhah&ahé Estttodler AAWLE 13 Eon BaRibRssly
posi ti oned proximate a top, ug&gr | ocati on of the container (e.g., rear
door Hekekio thedages r@@gu@n@%é ol heriydrglesslinkxran be 2ppleggntedavigoeiitictbned on
upper ;.. nsi . i.ne I i1Ld

cont r SKER BEsEHEd BRENRLCRM ARG, B LIREReRAR TRy SHESD 20n
120B tla0remb¢ ogedwh eidnétdr the crunisaif A& G 6F ensh@wecliegnf diesfoutaed, noved, or
opened froman injtial |ocked state., Wiile 15sone enbodi nents of the
present i nVBRETGRYAE eHEd embedignents; tarieyampls, BN h coedntialied wighin a
MgpNt b }3r SE: xhﬁ%gﬁhe hRRI ISR P NEhDe %E‘i‘ﬁ%ﬂéd‘?@%ﬁnaﬁé a Hg)?ug[?eﬁsent

i nvention can be us or many types of contalners. 1ndeed, contalner type
i s notlodanpopf tetconwineh &. ot dodr hgadsy Sdcetivn)and draddavy nialutdsd 2PAe 5208 can

i nventi on can pe used.to,secure containers of any size, shape, or, style. As
rent | GR@ASEBRIAAON FHRST-JYRUSTREE: SIS 85018 MBS PSR riBf SQurdliehk s

bet weeghhd2i: pma%@@sstfqn@%bb@thss'&w& nBidsanDAY1 BB B HOmtc iiREher BOT
exanpl e, door nodul es 120A, 120B and door interfaces 135A, 135B can have

mul t i cdivtaet’s daeis hapt begaldijtinhke nieved. or dpienegl] fremtangnigial lockddstatas Wiie

mﬁ el ess | inks. The%% conponents,.can %Lso |nclqde ci.cuitQ% nd en%edded
$ Some eglbo iments o he e CI]tt -anCPtl(Pn alj ISCUSSB? I‘Cl'il hVC to S%lgelng ntainers an
software.” Bi-directional optica I NKs "€énabl e ese I€es to transfer

dat a bgfit@iind ReuC@rif KRipbgk coB@Eiless, hbodiR@dntadthd MestnehvERA, cah e Bsénd

aut henti cate door nodul es 120A, 120B 25 responses and neasuring door

posi t ifehmahypapefecostaingpt. i ldeeds 6oRIMAGICPE BLOF ENRAIENE Hothe HPRANEATING bYSEBRS Wi t h
the ti § i se of
opt 1 carTosofie 8RR APty B A e o e Ol 8 by e S, 05 Gt
vi a varyi njAdmerjonaddb@lel hasydtan 10Deameaployanmemibepbf whrelepulige betwenposi ti on
sgnsitive detector for door position. In sone enbodi nents, dat

c

HruSPERPRIPIS OLRRIE ST BIRPIPTRgQl centaleere her Vwé&e,é}goa@gﬁ?léa?%& 120B

and door interfaces 135A, 135B can have multi-directional optical links (e.g., bi-directional
links) as the wireless links. These components can also include circuitry and embedded
software. Bi-directional optical links enable these devices to transfer data between the controller
module 115 and door modules 120A, 120B and authenticate door modules 120A, 120B

25  responses and measuring door position. One mode of optical communication is via two optical
pulses with the time between the pulses used to encode or derive the data. The use of optical
pulses enables a low power data communication link, provides data via varying time, and allows
for the measurement of the pulse on a position sensitive detector for door position. In some

embodiments, data communicated via the optical links can be encrypted as desired.



WO 2012/ 021136PCT/ US2010/ 045496 Anot her advant ageous feature of enbodi nents
of the present invention relates to a conmuni cati on protocol between the
cont rol | ewOorzotul2¢13815 and t he door nodul es 120A, 120B. PoTasecawophisgh a hi gh
| evel of security, a pseudorandom nunber generation approach can be used to
i nsure secure data transfer between the controller nodule 115 and the door
nodul es 5120A, 120B. In currently preferred enbodi nents, each door nodul e

120A, 120B js seeded with code. rgndom y det erm ned and prqvided by the
cont 1 oi | or MO S0 PT et AGRC T ABE R SEe Ra i eb wa Kite
cont r Qblefuniduh grotd®1 88 et thedRalrollR b RTe 120Md QB hiRi1&oMONOlbEs.

modul e 115 can authenticate and verify identity of the door nodules 120A,
120B b awsinplgshf olrigh teyebofikenyyity anpseaderhydim gupbevdederdtion depoachdian behi s

fashion, , the controller nodule 115 ensures that ,it. LS mmuni cati.ng W th
door NieaE FoT R BN e kR STt RS AL i EPRES! BB 4T ne
dosr modAl eX0EL 20AurkR@BpRterAdBnitddirBene ehéh AR iU BA, 120B\s 268 wan be
used. This is advantageous because the door nodul es 120A, 120B are not

r equi rRegde mndembadatergfined gk rReided by thecgntrplder magsiudgy H brmiderifeofubgegapntuse, and
are n -~ r = 1 iAn . This

51 ncr SIEAEiREHEEBen FRULASAN Follc Pls BGE aeBRIOBICTRITEE ol &
nodul eodit@leantbduleel Idaan anhentiese diRi0Arifil RIBRwhifltiee de@duaidoges1204, t30H By cost

of the CSD _110. Exenplary System |nplenentations FIG 2 illustrates an
exenp@&@?gﬁﬁsFéﬁWEBi6H1%PBEH§HFBﬂﬁ%ga¥Eﬁ¢ainer door status monitoring 20
SYBL em 200 1h i aRSRLARE ot difdy ARATIATBRALTENS: iPfs doRfnRliERERLwilNERL TN, N
this enbodi ment, the system 200 is inplenmented to nonitor a contal ner 205

t hat masludesfli204t 12A0Haftd e syvtbna l Yekasricted amned? By seAding|thaiddar aehljestiBBAsy st em

200 i neral.ly di sposed at, an e iddl e | ocation of the container
205, BaPBehE U B E AP D Ral TULE P oA TRO SPAERETUEIEF G  as
desi r gk @or hEMIdsadoA TR Y e MedBfeL R Jf}@d HAEmAcKQANel, @hh B rdppsbith@ndd0. a
first door nodule 225A, and a 25 second door nmodul e 225B. The control | er
nmodul dorx20h vem ah@ areooeh precdscodedat deonfactinel er atl afiecapiroarnzing itskaaceto okhisrodul es

2 can_ be unt ed..on posi ng. door Q. 215 In this arra t he
o3t ofesgoeLas ooy 8 FRRETRER RSN Babpetvsdtthe splopily I AIETHETRTbs pO0k an

i ni ti ghodhlledt1e0ar 120 abile adduting 1i$é efcde cokhef memshi@r nodul e 220 and the
door nodul es 225 formtogether a CSD conponent of the system 200.

Exemplary System Implementations

FIG. 2 illustrates an exemplary installation of a shipping container door status monitoring
20  system 200 in accordance with some embodiments of the present invention. In this embodiment,
the system 200 is implemented to monitor a container 205 that has a first door 210 and a second
door 215. As illustrated, the system 200 is generally disposed at an upper, middle location of the
container 205. But the system 200 can be installed in other container locations as desired or
required. The system 200 can include a controller module 220, a first door module 225A, and a
25  second door module 225B. The controller module 220 can be mounted on a door header location
and the door modules 225 can be mounted on opposing doors 210, 215. In this arrangement, the
system 200 can monitor whether the doors 210, 215 have been moved from an initial state or a
post-arming state. The controller module 220 and the door modules 225 form together a CSD

component of the system 200.
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WO 2012/ 021136PCT/ US2010/ 045496 The control |l er nodul e 220 can incl ude
one or nore control processors, nenory, a power supply, and a transceiver
(see al sowb2GR/@1136, and 10). The transcei ver can comuRCTAIS0MIIII9©t her
wireless devices. If multiple processors are utilized, they can be
configured to inplenment desired functions. For exanple, in currently
preferred enmbodinents, three mcroprocessors are 5placed in the controller
nodul e 220.  One of thedg&p SsSOrs.is a main mcroprocessor i s responsible

for commun ﬂ%lﬁtcP%o%rﬂP LR8N IEPT (R0rg Contfl BFQCESSRFS, BIeawsY-deRAVEE s,
etc.) sMp@lydanthd Bl 8&Svdr iR A RIAGEES, @, andB1 ()l &RS %héé@fv):r cdr&iHhMate with
events/alarns and controlling two optical processors. The two opti cal

pr ocesthsr svirglass dexdemonsif bhwtiplo prasessorrvre atilizag, tiey lsan beced@uradgd gl ment t he
optical .link. The processors are preferab r d with |ogic thereby
boi ng 250 hs GF e OPSRE nEhferB R TeR e B AR bbb rdtEn “Che
enbodipRed $nh BF cbiol i @sRite 120VORE bPthe pProcRERFSRASNAIA rﬁla@pﬁ&eisbpisl er nodul e
220 can include nenory for storing firmare. As one exanple, the
cont r ¢¢spensiblsdey e@npppnirafingrvethethgiouisideonerdyier e dISes W@eké%‘iﬁﬁf@is Hite) 7igra

managi I n I nt

Dur; o B3 873 dscelErl Fdoldify SRR, BB B TR o,
nmodul epsocz%rg) Thetad opticat piceasotsarpessparsiblaf chsasdiatiegotithdbodosroteddes225
with a code. Preferably, the code i s a generated random nunber. The random
numberVic®A opcal SRky Eﬂl% BIORPISATSPAS Reefarntly progapmaed arildagia dhasehy Redter at or or
an! S%’S‘Eﬁé#g@@’tor 1 érﬁéht c§?&51tal d%ﬁ}ﬁﬁmhl ﬁtzgpdalﬁ,@%ltl?ﬁlg e%éﬁ{}rﬂeng (Yfpchﬁgfé:

Random Nu erator Duri1 ng comruni cation door es 225
responmmeOmeHmms%smﬁndnumheohﬁnnwhﬂéé@Oun@uﬂed@ﬂ@nmmhﬁmdmmmgﬁmduh&s 225

use their sgeeded cod and t nu s 20 t ve .

hter rogat &F €6 OB Lo AU K PiFHar coBBeded B eSSt i on
Based Qihabing aflQREsIREIH Be (SIPRBRAM dbRIRLRA m!rﬂl%rvem@urﬁg?aaﬁl@m gglet er m ne
if there s an alarmevent or an event that needs to be | ogged
ComuiiFatthoeoriiellpemadiln 82¢ ostrres therdasp diadele2 205 an avhehiingdens terpetivesazls | s
prefera Y., 8¢ chi eved r ctiagna tic he |ink
|§§use c#ea?r%%g efh%%?%fyﬁﬁ e?%%?ﬁe@HﬂQ S (xwlsaﬁ?ﬁrm;$%§‘ﬁﬁﬁuyﬁb ‘correct

door nm@uhRionBenbEaak bé Beneiiaed wirh Fatk- Muelﬂezirea aBd & MthBECadnedtdisirag two IR
pul ses sent at varying tines. This conmunication protocol can be used to

det er bNAG Heditsppen.oihtigabecuppiag Addand BaprieSrypiepriie Ragdam &ueBst r ol | er
dul t th
door s U5t (ERRCY. LA ARBuAGKEE, LGl miBhEl DS ARG BRREORGmhe | 1P

opti cabnﬂnblhak nicalutbe226c tThd elobr Bddplen2@sse thein semizdacdcals ard dlearumber afitiinelet ect

system ering. These functions can be perf
%8 the %rg?fe beengmterrogated to respond to the controllgr moc?ulfr:nigo at each interrogation. Based

on the door module responses, the controller module 220 can determine if there is an alarm event
or an event that needs to be logged.

Communication between the controller module 220 and the door modules 225 is
preferably achieved via a wireless, bi-directional optical link. The link is used to transfer data

25  between the modules, authenticating the correct door module, and measuring door position. Data

is communicated using two IR pulses sent at varying times. This communication protocol can be
used to determine the type of data being sent. Pulses received by the controller module 220 are
projected onto detectors to determine the positions of the doors 210, 215.

The controller module 220 can use data transferred via the optical link to detect door

30  openings, minimize false alarms, and detect system tampering. These functions can be performed

-11 -



- 11 - WD 2012/ 021136PCT/ US2010/ 045496 using a systemof interrel ated
interfaces. There are three optical events/paths between the controller
nodul e 22002nt/2hs6sdoor nodul es 225: (a) control |l er nodeCed2Qovessmwand
transm ssion to the door nodul es 225; (b) reflected commands fromthe door
nodul es 225 to the controller nodule 220; and (c) response transm ssions
fromthe door nodul es 225 to the 5controller nodule 220. Sone

i | enent ati ons not use all three of .the opt. cal at hs. For exanpl e,
PRt R R AL 1 O o B A AR e P R s A g
Comunpe@d11R 'ﬂ%dlafet YRedihedsR %Jdﬁ_hés@QS n@@' HbiRroiePmdndiebhe c8@@afangodul es 225

is preferably a tiered communication protocol. For exanple, a conmand is
first twasmistipoite theaocompdaes 815; 2R0reflecteheordmeandsrfeaiu thesdopp Brodples 825 extheve

surface | gcate he r_nmodul es 225 10.reflects and.r rn ulses to

The conmnf? RESREAE T Bk BB AR o P E BER Gl G PR b ses
t 05vercbhiyolldd todulke2 200 Fonwidipl@sentd bnaiyinds td J1edreet@tiy digichiSpdmO G ng t he
comuni cation paths, and to neasure angul ar novenent of the doors 210, 215.

Meas urekaigpigngureatly pefemechimpemeniatipns dodet spplpmenighe feglected aahl e, whet her

t here has pi t v g ing. 15A

third com"nljar:?l%%g |18‘ﬁ%ltn|E ﬁg&{%ﬁﬁ %}}?edo¥?élr1%dn %(g%? %%jé%ndl tﬁgﬁﬂ‘g’{?& (?ﬂées %‘ég? nodul es

225 sendenglyta @ersdt@sinaniatien grotocpll Brdxiiple] goahsihnd B firkeseaoindmahd er

nodul e 220. The controller nodul e 220 can use these transm ssions fromthe

door rBRGPlEE 230 to thg deprmgddes 24y o reflacy e suifacairrated pn therdeor dpedules| 328y
nggul %ﬁ%‘é’s HANeRIRDUES td e cgﬁﬁﬁ’anﬁ%ﬂlufesi%).z?ﬁe E@rﬁfbﬁ’lﬁ?%dﬁl@ z@yé&%&hé} ate and
t ha pt  of l.e., t e

verify t recel a correct code wor e pre-see code). The
cont r gtther pulwmd ud e 0h4 Ghedovr perduas P24 atenosthBade nothimecik bloekinigrtbe ensuri ng

t he code word .mat ches the pre-seeded code for.the re cii.ve door. nodul e
and by SBLGAIGh BHBSRPHG PRATS ROl Bsh3980rF O iy Had WHBUHE r eot

code \a_h%lhhlnmap&ﬁa@ chifhif i UERrRRAIRTRIr @k $mpleOWh&KARER hal B&nCOMkOM &, nodul e
can wai T 170ns before determning if the door nodules 225 do not respond in
ti me. pivotat fhe obr 'empd of dhoreperda. it is first declared an event which is

| ggged. At thi aint .. the controller nodul £.220 re- 25 interr tes.the
0387 “trodal &b BeBRRbrRE R T el SRR iR ueS B £Ra b Gt 235 iRt

pr obl efmediskiogs e, pusedMRBIdnABATI BB codiolRk afdiuies220e athalceftralng mModgaerko |1 f no

problenms are detected during re-interrogation, no alarmis declared and the
syst elffR BEURESS tFasmEriosp et the dooragodiileclisde dngapure §idoon p Ht¢rabmpyginent he

contrghl I vt ' of
Foce vds BB plbdeie s P ARENEL Ao B E PR s BERRS e Al
30exeontity that evepteofarcosiettavde evoird éite., Mpleasesdadande v ethedahaolldfimesdule22) ved

data falls outside of
%E) can perform a two-level check by first ensuring the code word matches the pre-seeded code for

the respective door module and by secondly checking that the door modules 225 returned the
correct code within appropriate time parameters. For example, the controller module can wait
170ms before determining if the door modules 225 do not respond in time. If a problem is
detected, it is first declared an event which is logged. At this point, the controller module 220 re-
25  interrogates the door modules 225 immediately. If the controller module 220 detects a problem
during the re-interrogation, an alarm is declared and logged. If no problems are detected during
re-interrogation, no alarm is declared and the system resumes normal operation.
As discussed in this application, the controller module 220 can declare an alarm event
based on a variety of received data. Generally, the controller module 220 is configured to

30 execute firmware or software that monitors received data. When received data falls outside of
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- 12 - WD 2012/ 021136PCT/ US2010/ 045496 stored paraneters, the controller
nodul e 220 can declare an alarm The stored paraneters can be custom zed
during thEOanmi2gl3pr ocess via a user using a communi cat iPom/use@nloes4dé i ke
comuni cation nodule 105). In currently preferred enbodi nents, and with
reference to the above-di scussed tiered conmuni cati on protocol, when
tanpering events causes a failure on one 5link, this will cause failures on

the other two |ink | f the controller modul e tects a probleman any
AR AR AN ST S R R b R R T el

per f Orcmstam'iz%d'dﬂhﬁ%E&%&hr@b@%s JRcd @kLudfe 2b&hMuhicatiiemeamer@kd er nodul e
220 detects a problemduring the re-interrogation. Enbodi nents of the

prese wpmnnumibm mO(duleklé)Sé;yhﬁt (S 10)9) prechrﬁdtmanwlpmerne rngd ovithi referange ito ths

10st yl ES eof SC é) t1e 9dc(::oont al 1n'§trs I Fo :he ga }%nnconesr}tsr 2| n;[: %\ﬁ on o
encouRPRYEH ARER WORS deP Gt HeP 8V Soh el JTRH "8 VSV STERT 200 'S HeE't he
|1 pk/ dgkedid Will GYSE RiTuteS of Mid &Bdr, twoankE. Ulf tﬁ@&cﬁﬁﬁou@ﬂm@aulmtz@ detadts aand
placenent of the nodules with a protected |light path was required. O her

f act oPgotleraongey of Bsdiiineerawnt ne dedared b eonfralieranodulo Azean they eer&ent in
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system’in acc sone enbodi ments of the present invention:
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S ort 20circ for ontro ling functiaons,of the controller dul e 300.
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cont 1 ghdt QFerdBBLfieRdDclud: QpEABRE Snvifdnhidt, PIREQSHAN cOREMLR, BRRIGHM | ncl ude
menory for storing firmware. The processor nodule can also include a

Wi r el egsstiafitarahdcenthiper wmhﬂﬁy &élnt@newanhblhtmﬁmm wymg phyrehl litemg sike

ggm.l atl n f%)rg:g lcF o%‘ 27% ags an oor eadCra CbI?SIOIlS?’Of kness ancﬂl %%ZB%%F
2 he COI’] cdan SO I nc one or m)re nenor

shown ,ontthk%e @&U’ddiﬂ's qhé eystedod & c&%nﬁﬁﬁrdfdﬁfdd&dﬁla@gessﬁqwiﬁ d dontahé agfplrmmn@ 10 and
a comercial data menory 315. The nenories 310, 315 can be coupled to the

processor 30§ ¥illsyates aﬁwﬂen%ﬁﬂw&%ammwf mcéfl’é?ﬂeééré@é‘&3(l§)cfﬁf?6<Plltéléerpower
enabl %&urﬂ‘ﬁe\ﬁ Cibh fté/rh@\'}‘}st%& ’éé’drééncg%&lﬁ{éo% %@d@&ﬁ E&?e kfdi vi dual

conponents mnt eac ng s orage capaclty menory sizes
may  invention. As shown, the controller module 300 includes a processor module 305 and support

20  circuitry for controlling functions of the controller module 300. The processor module 305 can
include one or more processors (like controller module 220). Processors in the processor module
305 can include memory for storing firmware. The processor module can also include a wireless
interface for communication with a communication module (like communication module 105)
The interface can be a 3.3V level RS-232 UART.

25 The controller module 300 can also include one or more memories. As shown, the
controller module 300 can include a security data memory 310 and a commercial data memory
315. The memories 310, 315 can be coupled to the processor 305 via a standard SPI bus with
microprocessor controlled power enables. The security and commercial memories 310, 315 can
be individual components with each having storage capacity of 4 MB; other memory sizes may

30  also be used as desired. The security data memory 310 can store items related to security of the
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30al so be used as desired. The security data nenory 310 can store itens
related to security of the - 13 - WD 2012/021136PCT/ US2010/ 045496
control | eworrothi2¢13800. The security data nenory 310 canPalras2&ou9al ar s,
alarm and interrogati on events, changes in CSD status, failed processes,
changes in alarmdata, CSD | ogin/device accesses, failed CSD | ogin
attenpts, door opening events, and door closing events. The commercial data

315 nmenory. can ed.to store itens related to contai ners and, novenent
Sof contuniernd it TneSeduty G o 68" bhe SRR R S ESD 1 D
nuTber e Ge8HRhRSENS RBhndeRiNER PR atu d SRRUIPIE @RI dhan&slih MAkmRALL CSPP nunber
for CSD reader (which can be a comunication nodule, |ike comunication

modul é0g11@/§¥Vlc¢rmﬁe$ses,tfalﬂ¢d @Sﬂaﬁ%m anerdpts edoor de@lmgnwetsmam doat gtmingRivents.
securi and c es 310,. 315 can al.so dto

and stf#eco’é‘ﬁ?r‘&%lt 2% o PP ofs Prack Cﬁﬁ%ﬁﬁl&%dn%)nﬁ%o%fm%“ é%lﬁﬁe% %analP‘% %WO&C"BSM
unger s eotainbdt Thek Mjrineudsw&atﬂ intladéeresidih@suditRr, somlmolnnnﬁbﬁco&amepm1

i npl enentations may only have a single nmenor for storing data of interest.

| t shdRinyndessleptuingersarove roRalD nhabeieiepkSEsreaday (Whith cambe ot h store the
above c%%dn?&%ﬁ ﬂ?otdﬁ epﬁ*«f'z:osrm@lﬁ%l\é?t onBrggdlﬁ ?@d Eufés'?hs %ﬁ‘ﬁaer and recmgeﬁer

functions o e con F O erature’and power supply
f unct itangerathse ddtovihhe deberityant comherciainderherieadi 0 Bltﬂ cooienl @ lieemnﬁgaﬁed t€ sensor
320. The 15 tenperature sensor 320 can be used to nonitor tenperature at

desi r d@lndpiug tfer FathEy tiapsh g ovsmerPf dsopt ek & showd be gpdsrsiopd thafpdul e
349 C?fl]lﬁ%%% eRGRE SR O Wn ih #TBES %H{eqtrr%mn@aigqu g%@lp Haeadlioid On, the

contr ule 300 can nonitor tenpera res an ene tenperatures
ar e emomnoTly doredoritghdseoiementss Bahodle alse bondéetstasd dlagthesneritmges3dNt 313 daar

nmodul 00 c include a b ter nonlt t ry 330, and a voltage
Toqul deirtasahe Wi e dirBpotidd iing30 el pssBs GRRISE by the vol t age

regul at or 3fRea0fciHns bt iHRWLEHNQ n%dﬁ?é3(ﬁﬁﬂ&lﬁ1@é tepipermEldlagd BORCAFBRNENt S as
illustrated. The battery nonitor 325 can be controlled by the processor

305. Ifwnations énﬂmrrréhﬁt epntrofer theduleran impide @uterm:@atmsﬁ somo; 3dhabhed when a
535 P, BN ETES B R AT RSRRLF s SBTRE TRy 2104
instances. By doing this, the controller module 300 can enable recordation of temperature data
as desired. In addition, the controller module 300 can monitor temperatures and if extreme
temperatures are encountered, these events can be recorded as alarms. The controller module
300 can include a battery monitor 325, a battery 330, and a voltage regulator 335. Battery
20  voltage 330 can be regulated by the voltage regulator 335 and distributed to other controller
module 300 components as illustrated. The battery monitor 325 can be controlled by the
processor 305. In some embodiments, the battery monitor 325 is only enabled when a test is
being performed and/or to reduce power consumption.
Yet another group of functions provided by the controller module 300 are related to
25  signal transmission and reception. The controller module 300 can include LED/driver circuitry
340 and photo-detector/signal conditioning circuitry 345. Each of these devices can be coupled
to and controlled by the processor 305. The LED/driver circuitry 340 can emit optical pulses as
directed by the processor 305 to enable wireless, optical communication. The photo-
detector/signal conditioning circuitry 345 can provide digital and analog signals to the processor

30 305 for timing and position measurements.
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25signal transm ssion and reception. The controller nodule 300 can include
LED/ driver circuitry 340 and phot o-detector/signal conditioning circuitry
345. Eachwofotdesseédevi ces can be coupled to and cont r olPCeaiskgoomnz96
processor 305. The LED/driver circuitry 340 can emt optical pul ses as
directed by the processor 305 to enable wireless, optical comunication.
The photo- detector/signal conditioning circuitry 345 can provide digital

and anal og nals to_the ocess 30 timng and ition .

roasur ments OB B3 s pr st edbeton baaBe slFFaispiey usine
DVEfe&&%@nn&%ﬁnﬁ@ﬂ&ﬁQ%Mﬁiﬁﬂ@ﬁﬂb@n%o§89n&MQQ%b9&%e§%ﬂﬂh§chH%k%@Eﬂkﬁ@ usi ng
three mcroprocessors with a few support conponents. The processors 305 can
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tmo clocks associated th cess at
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power opexdl mfhmm/lsdhipleni'dmedo\mh ovaBEEPCirays andytved dile eirdiits. ®hé hEDadandeiat ry 345
can include an OSlI SL5 S5x I mm position sensitive detector and Burr Brown

omsé@%}gé@%ﬁ#@@oéﬁﬂrw wathst/- | Oy haogist Agxtmem oedtr dibe @hoieoisigetersegnal ¢ he
'%entc%c‘ﬁubﬁﬁég cﬂ&sa&y@%@a Renie mqr af> @'ﬁ%ﬁﬁrcbogl@ieﬁ'saﬁt%'ag&&or%ﬂ& Burr

exanpl e, conponents” have been se ecte for functionality and because they
elthe&hhwd(}PAZﬁﬁ3ppwmnomammhﬁmscouId be shut off via external control

wi t hout 15i npacti.n rati adi ness t he nmodule. Th

consunpt i ot BESRURE tsGRniT By, fRangana o Bsbo SREDREET on and
the shidtidewod s aIng d FR0MERIM kO BSMFBRdn@ havAbberPdeldcR@l 181 AIeREQEES SRS

power - savi ng features are utlllzed to conserve power during each phase of

oper atbeepyise Tigw erth@‘rlmérad@wsp@mer 3@56 al sanléhhe sipwélrvie exicimel cangiol wathputof t he
the soft ts down circujt are

ot bl DAL S5sRRanI R AR LG bt S Bo LS PaRlh ki TR o Bort n
"1 f etabgmRint BRGpe@ABndl Hofer consumption and the shutdown/disabled power consumption. All
of the microprocessor power-saving features are utilized to conserve power during each phase of
operation. The microprocessor 305 also has power control over all of the circuitry and the
software selectively shuts down circuits when they are not being used.

20 The controller module 300 is preferably designed for both “lifetime” and “one-trip”
operation. A main difference is the battery 330 needed. The controller module’s 300 average
armed current is 2.09mA and its unarmed current is 1.27mA. Those of skill in the art can best
determine necessary battery ratings (e.g., Amp-hour ratings) depending on desired
implementation and usage.

25 After arming of a container monitoring system as discussed herein (like system 200), the
controller module 300 is the system scheduler once it has been armed. The controller module
300 makes all decisions relating to events and alarms and stores all security and commercial
data. The controller module 300 also communicates with one or more communication modules
via wireless links (e.g., RF links) to receive arming, interrogation, and download/disarm

30  commands. The arming process can consist of a built-in-test (BIT) and characterization of the
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operation. A main difference is the battery 330 needed. The controller
nodul e's 300 average arned current is 2.09mA and its unarned current is
1.27mA. TWo=e120R218Kki | | in the art can best detern ne ne®EeTABRYI0OIIMEr Y
ratings (e.g., Anp-hour ratings) depending on desired inplenentation and
usage. 25After armng of a container nonitoring systemas discussed herein
(I'i ke system 200), the controller nodule 300 is the system schedul er once
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occurs during loss an rega| n “of power. Once arned, the conmmunication
nodul e 300 learcronmltarfnmdalwﬁwmao ralsodnavwmtﬂler ﬁbamresmcamwdzmlcé evithrtbel pitesertt o

nmoni t or secur con contr | e an al so
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history log of events and alarnms that have occurred since arm ng. I
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Ioada Even an. ncl.ud n 15 one of the
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Requegtlaym Epeqty:dexteraphRii s Somepnagationp léser ﬁ@uw ifailed Coppnp iop| nt r uder
bst dat
0bS rs%fttééﬂ;}g ,%Fd %&Jlf%m%' %sf%ﬁﬂr@élk %B{fru%ﬂfl%&aétteln‘ﬁﬁ bto I'ﬁﬁn&%hf?zlﬁgﬁpk) ata,

event ar s can wo physi ca separate e flash
The container data, events, and alarms can be stored in two phys1ca11y separate 4 Mbyte ﬂash

20  memory devices within the controller module. One device will store all commercial data while
the other flash memory device will store all security data. In addition, all data saved in the
security data memory can be stored as 16 byte AES encrypted blocks. Records within the
memory will consist of the events, alarms, and container data. With a 4MB memory,
approximately 16K records can be stored. The available memory storage can be approximately

25 15 times this estimated storage requirement.

FIG. 4 illustrates a functional block diagram of a door controller module 400 for a
container security device monitoring system in accordance with some embodiments of the
present invention. In currently preferred embodiments two modules 400 may be used for a
system and mounted to each door of a shipping container (as illustrated in FIG. 2). The door

30  controller module 400 can act as a slave to a controller module (like control module 300) and be
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20 nmenory devices within the controller nodule. One device will store all
comercial data while the other flash nenory device will store all security
data. | n wodntzomm3éal | data saved in the security data meERaISgo0anssbe st ored
as 16 byte AES encrypted blocks. Records within the nenory will consist of
t he events, alarns, and container data. Wth a 4MB nenory, approxi mately
16K records can be stored. The avail able nenory storage can be

approxi mately 2515 tines this estinmted stora requj rement . FIG 4
P U PETEEed o TR rSSBE o8 (SOROTT BT oFOBTaUGr AOHLFERTRrisdRsl o 400 f or
a contghiiler BSld 400 ARVAGEIROEHPEINNDSNE! THEdeRkaR SRR -Wtbdo PRI
enbodi nents of the present invention. In currently preferred enbodi hents

two mododigeniagQireriiry B85 sprdedserr 4 OsLED&ivandirenmund &Y and agavkr swoty Gfg.a

shi ppi.ng. co iper (as;.illustrated . in Fl.G 2). The door 30controller nodule
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bes- 16 - AMIrRhb24RPAI36RGheUBZO L0 HorCiveGid eshtibleOmbyule asPpaed to a
controller nodule's commands. As illustrated, the door controller nodule

400 ca&nor eratigHer wedide 400 eunisbnplacs . Thniadialigatipn qas linddedepesfosmaraced adwilsi gnal
condi t.} oni i i 4 . i i I 415, and
o povel "GL ARG THY BAT Yyt ol BRIk B bk A B SO e o

bel ow.cobtfdlleamadut:, 3N Bsehmnthe do@dnaddy’® 400 poiitied hadpovest. Deiringeine BIT,
control l er npdul e and the door control|er nmodul e 400 can take place. The

i ni ti dhg RtelE Badrly ARY aersies die doratadaleatOogo paifpim thenitiakbaselgiemyrocefiyee. g T
C i | i : C I hke
R e S e AR S S S

power .withuackngwledgerBtiifs aftdreactoeimmbhieatiomodul e 300 queri es the door nodul e

400 to performthe initial haseljne procedur .10The controller dul e 300
aP90 b1 oreredobt&nthib: foad8s N EaBORE bl HobReE oy AseRbAlR i th

acknowh QRGEMRBLSn B 1 Eno%arémmmmmrﬁ@hhg Bhe security of ARofaRer. CPRY LODl®fver
nodul e’ s 400 conponents enable it to inferact with a controller nodul e

(1i ke crowtnydilp ean nsthdeehiB3oOEDr mansmaitdrs or daggmitedace@uying thidkinesses onthaireser .
T LED driyer ciycuitr 5 can . include three LE ransm.tters to
adSomibite 15 F GGt bt ke of s el Fely® S5 comnahHRIN efblfesnr usea

to pranDdden ofitiotall opégiiedsSofttie @odt @ddutd drirpliged ull €unclibgs ProgarI®ofsledd0 can
control all operations of the door nodul e and places all functions in a

st and599ds1verap nebaeusheserBrnisingay ity the santiolics aqduly 0 hhe Aotewiterdr | er
rod oy LIS RPLER oy (L ACR KPR USRIRNG RO ) SR R0,
No posiatid oomtahé Ns poeinen dhtads genetdual elote doodmbeule. Tiiae re3ppopse a tomaaadmand
20  1is sent out the LED/driver circuitry 415 selected by the controller module 300 during arming.
The battery 420 powers the door controller module. The processor 410 can check battery status
on command from the controller module 300.
In designing the door controller module 400, the inventors have accounted for a number
of design considerations. The components were selected for functionality and because they
25  either had a low power mode or could be shut off via external control without impacting the
operational readiness of the module. The power consumption design took into account two
factors: operational power consumption and shutdown/disabled power consumption. The
processor’s 410 power saving features are utilized to conserve power during each phase of
operation. The processor 410 also has power control over all of the circuitry and the software

30  selectively shuts down circuits when they are not being used. The door module is designed for
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20i s sent out the LED/driver circuitry 415 selected by the controller
nodul e 300 during arm ng. The battery 420 powers the door controller

nodul e. TWe 2praaeessor 410 can check battery status on cecwarsdomnedwe he
controller nodule 300. In designing the door controller nodule 400, the
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| R LEReWoh Hla’é'éﬂovaﬁsothg%i@ro?%isoﬁ%ﬂ@@c%gélkbv@hﬁcﬁﬁé@ﬁ)r.as used on the
controll er nodule 300). The photo detector is an OSI PIN6D1 with a

shut down ciflGuf tlluptrates b glose hpvieal dfomeexemelany ortfirdorsisorontanpldepestatont r ol
oyer {heiABhect ol il B aRoldhUSLIALER: BrBhORR MR MO A CXETPhAr Y

ion ai ner status monitori Sys
accor dasie 500tcbn&IMeineridedh &ittsleOmotiiie 505 ase Ao Heotanddudes. 510816y ahem 500
generally includes a controller nodule 505 and two door nodules 510 (510A
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aga enclosure permt the door nodule to be used on a w de range of
cont
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i nchegioor to headéﬂf)‘fang%%fe@&& e, & Qﬁrgfl}ﬂaé ifthpyber of optical 1ink

conponents. For "exanple, the contro nodul e’ s 505 conponents include two
GaAs | R LED&hedifil,tas nigovan,20n@one rofmt@4 0f eptical link components. For example, the
controller module’s 505 components include two GaAs IR LEDs emitting a 20° cone of 940 nm
light, two f/1 plano-convex cylindrical lenses of focal length 12.5 mm, and two silicon 1-D
25  position sensing photodiode of size 1 x 5 mm. Each of the door modules 510 includes three IR
LEDs (identical to the ones in the controller module 505), a silicon photodiode of sizel6.4mm2,
and a reflective surface surrounding the bases of the LEDs and a photodiode. The modules 505,
510 use optical grade cell-cast acrylic windows to form an environmental seal with module

packaging. The windows are also tinted to block background light in the visible portion of

30  silicon’s response band. Three LEDs are used in the door modules 510 to account for the
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rmdul eastt @ptﬁj@ﬂ p&th begifp efd agisaahtmpt:smwueel afmgle. Fer thReadQ e dopeyll@. mésuld her e
are two dedicated optical links within the CSD (one for
monitors the energy and arrival angle of its own emitted pulses that have been reflected by a
reflective and/or mirrored surface within the door module to detect tampering attempts or
damage to the door module. As there are two dedicated optical links within the CSD (one for
20  each door), the controller module has two LEDs and two detectors (as mentioned above with
reference to FIG. 5). The optical path from the controller module to the door module is a simple
free-space propagation of emissions from an LED to a photodetector.
A key function of embodiments of the present invention is to detect transitions between
two nominal container door states. This can be accomplished by monitoring positions of an LED
25  located in each door module. The horizontal positions of door modules relative to the controller
module while the container door is closed is different from the position when the door is opened
— this difference enables detection of an open door to be performed. The controller module

monitors the position of the LED using an internal single-lens imaging system as discussed

below.

-19 -
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During operation of a container monitoring system of the present invention, the lens 800
and the PSD 900 can be positioned within a controller module. For example, the lens and PSD
need to be co-located within the same module at fixed relative positions. The lens 800 can be
located a distance d’ away from the PSD 900 and be orientated so the radii of curvature of the

25  lens 800 lies in planes parallel to the plane containing the major axis of the PSD 900. The LED
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2.,Y123 11 L123 + 113 During operation of a container nonitoring
system of the present invention, the | ens 800 and the PSD 900 can be

posi ti onestowntdizm3a control |l er nodul e. For exanpl e, thePCens2@d4H%O need
to be co-located within the sanme nodule at fixed relative positions. The
| ens 800 can be | ocated a distance d° away fromthe PSD 900 and be
orientated so the radii of curvature of the 25l ens 800 lies in planes

par al | el th | ane .cont ai ni t he jor xi s_of the PSD 900. The LED WO
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th|n | ens i magi ng equation (where f is the focal | ength of the lens): 11 +

- =d df The curved surface 01 t he lyens i»focuses light froman LED
onto the PSD 900. In doing so, #he cylli ndricadl |lens can form a pseudo-i mge
of the LED onto the PSD 900. This Hreswl t= -t he point-source LED emi ssion
being transfornmed into a thin | jyne orthogonaly/to the major axis of the PSD
900. This received optical sigbal ca hen bg used to provi de data about
door position status. As illustrated in FIG 7, enbodi nents of the

present lnW%E%hﬂ@d@ﬁﬁi&%ﬂ%M@kMéﬂg)ﬁkﬂﬂ@h@hﬁ@&n%ﬁﬁjﬁﬁoﬂ@&ﬁ&P@@Emgaﬂ{ltles to
determ ne a door nodule's status relative to the controll er nodul e. 10This

i nf or Weirigow. diegslindiicgbleas pamfony atiewdeeimage obieditHa en thoBSE Wav dhiseen
di §t ur, «?sugs 1n %m?csiou cé EE Selgﬁ Pelﬁg?r\égsc%bn@er&dnpo a ‘&)ﬁnhl?rgev%d'ﬁloggnzﬁttg 'E hed. For

ease 0O |scus ron, descrip |on AT catt on 1S ssed
phasesnajdi&ipsrabe SDA0C qrhis Betausl optieeiClignas taruthtabe assl ty pm’wdld‘kiaazcﬁmmdanc e
with any desired arrangenent or order. Mcrocontroller software within the
cont r SePepOsitidUItdUtont rol s al | timng of the various communications know ng

when it 1S Agiljustrated in FIG. 7, embodiments of the present invention utilize varying signals and

varied measured quantities to determine a door module’s status relative to the controller module.

10 This information aids in determining whether a container’s doors have been disturbed, tampered
with, opened, removed, and/or otherwise disturbed. For ease of discussion, description of the
communication is discussed in phases. The phases can continuously occur simultaneously or in
accordance with any desired arrangement or order. Microcontroller software within the
controller module controls all timing of the various communications knowing when it is

15  transmitting and when to expect responses from the door modules. As a result, the control
module will not be confused by detected/received signals from the PSD.

In an initial communication phase, with a first signal sourced by the controller and
received by the door modules, the controller module can determine whether the optical path is
clear by determining if a reflection from door module has been received. The controller module

20  can also engage in command-type communications (e.g., seeding of ) with door modules in this
initial communication phase. The controller can communicate signals to the door modules with
a communication protocol based on timing of optical pulses (as discussed in more detail below).

Another communication phase includes signals sourced by the door modules and

received by the controller module. In this phase, the controller module can obtain data from the

25  door module. This data can come in the form of optical power strength, pulse timing, and
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15transm tting and when to expect responses fromthe door nodules. As a
result, the control nodule will not be confused by detected/received
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signal sourced by the controller and received by the door nodul es, the
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i nformation such as door npdul e presence and angular door novenent. The

data CBIFPERIFE! PIeERECH eRticrlrovss i ihesiofemostledidtth Tatierd: PRABFEREE centroi d
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present invention can utilize a PSD as a wa tain irradi ance centroid
posi t ipositidabhthe Tivadatetoestroid of seHeghe patsern nobefeend@nt the PSPe Ciénevitit pptercal

power from the .door dul e LEDs. Instead, photocurrents. 10 flow.ng through
Phe 1 st R nESeeeSoarcs remenagnc: (ube PRt (& Bn "GEfdr i
the peshhirRPd&r it BBsdd, HRAiAPpLEE AN Riedl1Phe pHStiddcaRIosPAS thRIcBntb&H ent upon
the PSD. The light pattern is an ellipsoid of Iight whose major axis is

per pe Sl UPtmtoquerenty@sseajatad vaikh thippositiam firgpthrywghnioad tesistaacesan thfoemtioder
cl,esed e |i.ght tern will ideally be pasition cl ose to the center of
e ptsdbrphiihs BRl-6L ubhins L ¥Giodoy ReRisko RSl BRReh Pl el

resi stt@ag;aal Valudsrelagantorad dn@hord Raf@edes ota &6 UTh @y oV bit8l g8 FieWhile GRe @b £ the
converted by the mcrocontroller in the controller nodule to digital values

r el at inyierocentgplies imesculee epeier ropesanirsl byrhéizitilo aliieg pt e light pilsrpeaatigied by
e, TRIERIOE bl 5 e O, OB REObRE Pl il VoL
first ieiquiatation, mhioial povitidrecaprecedungdrmdatoréiad ngférandeivalieZat lacen usan
igitial position can be: calculated and stored as a reference valug for
position data for comparison to the initially calculated reference value. As the door opens from
the closed position, the light pattern and its centroid will shift in position along the major axis of
the PSD producing a change in the relative amount of currents flowing through the PSD anodes.
Because the position value derived from the PSD currents is continuously calculated by the
25  microcontroller, any change in the value above a programmed threshold will result in an open
door detection declaration by the microcontroller.
In some embodiments of the present invention, the door modules may include multiple
LEDs to accommodate for varying container sizes. In these situations, during system

initialization, the controller module can observe light transmitted from the multiple LEDs and

30  based on position, the controller module can instruct which of the multiple LEDs the door
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20After calculation of an initial position, the systemcan continue to

cal cul ate updated position data for conparison to the initially calcul ated
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PSD. Then the caontroller nmodul e can instruct the door 5nbdul e to use. that

LED f dt* idptiraish Seivahp!lanrdws SQUassrombly §at sy e cempenentshEhgggrpmunication
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contr e 1000 use I n a contal ner or status nonitoring system
i n acoorwhamoka vaven 1ssﬁasteneeirtbcbhh mmmmmgqﬂatbﬂénqxibe&le hatterpnellei orfastésed to the

[ 1 trat t |1 1000 b |
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car dS_baa@aﬂdked@eﬂ@vm 8fltht @0 er G Eetd. EDSceMRY Bitte®NEorBp £ANETt id SohRed &@d to the
nounting plate nally the battery holder is fastened to the nounting

pl at e mqtlméinbataﬁfewyh ihlot seliety s bihie beek @f§ha¢@ltmélahtr@dulpd 0DB erayades adlat er

the back f.he,cover
navt oy Taariob P BRI v B AN DG BePoc Foentu Pans TTRR P RETAcC cue

the bagkpafredifignceont rol I er nodul e 1000 provides a flat 155urface for
nDuntlng with all fasteners between the controller nodule 1000 and the
header for FIG. 11 illustrates an exploded view of a door module 1100 for use in a container door
status monitoring system in accordance with some embodiments of the present invention. The
door module 1100 assembly has several parts. A circuit card is mounted to a cover, and the
20  cover is mounted to a base plate. A battery can be inserted in a compartment in the base plate,
and a battery cover can be fastened in place. Once the battery cover is mounted to the base plate

with flat head screws, the back of the door module 1100 provides a flat surface for mounting

with all fasteners between the door module 1100 and the door for tamper resistance.

25  Method Embodiments

Now that various device and system embodiments of the invention have been discussed,
attention will be turned to method embodiments of the invention. The method embodiments can
be carried out and implemented as hardware, software, or a combination of both. Some method
implementations can include computing instructions stored on a media for execution by a

30  processor or state machine. Some method implementations can include reception of data, data
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t anper resistance. FIG 11 illustrates an expl oded view of a door
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C30 compilers can be used). This combination will provide faster software development and
20  problem solving.

FIG. 12 illustrates a logical flow/state diagram of a method 1200 to arm a container status
monitoring system (that includes a CSD) in accordance with some embodiments of the present
invention. Before arming the CSD, both the controller module and door module will be in a
sleep mode to conserve power consumption when not in use. In the sleep mode, the processors in

25  the system are put in sleep mode. Any communication with the system will wake up the
controller module’s main processor (MP). When the system is commanded to arm, the MP can
wake up the door module’s Door Interface Processors (DIPs) and instruct the MP and DIPs to
begin the interrogation function. The MP stays in sleep mode while armed until it receives
communication from either an external device or the one of the DIPs. The DIPs stay in sleep

30  mode in between interrogations.
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with a controller nodule. The inventors currently prefer the Mcrochip
MPLAB appl ication devel opnent suite to devel op, program and debug enbedded
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been recelved, the contr no execute a Built-In-Test (BIT) to
ensur euakiht tome oanticodpanender aavdivdd.ahe SBUWEknamenf uncti oni ng correctly.

Then, once the BIT |.et es successfully, .the controlle dule w Il seed
each door MGy ERA BrCEpe SH°T ueLsY PHEE coRE A Proulssiutonf mocule
COMUMNefRé hiin DA VBIS st R08LE Ay RSt AT R BEPARe OBHUL BiSndibirh I BRS A
pseudo-random nunber generator (PRNG . After both door nodul es have been

seededolbargioe sestsuvillyoogin durtngsbel BI T:t(AeCasmligr modpisfinternal BEL;10uPepr mhduleit i s
n ar.med. t BI.T.fall t door nodul] es .are no eded .correctly, or
TRe cueast B e ebyf bR 1R A Rlen R0 65 eRlolale HREP RIS o o7

The sysdpemeBind basdlink it@$; (BJTRInGi0g tSCbet@B@T @ntidNeadndtdder At dnerf) gyl e and
door nodul e before arm ng. As discussed above, if any test fails during the
BI T, tRn@gesyi Inadditondp ghsuring thohgady sgtused the GPIP) the sxtiem BITiwil alse BI T:

(a) . i r T . r. ; . (C)
ot r o B e PR R PR Rt Bl ol iirB R (RECHNE Aot B BBpogiehae .
r esponsat bandedasebaseléne fes the ré@jiredininndeté@st mbednmar dud o homoidl @rocassthgdoor

ul es; and (f). Flash npry test. I n addifion t suring the healthy
28kt us o e Estusties gﬁ)ﬁt‘é BV PAs ﬂﬂagrarrg%ft LBFihP 15030 mRBtQIde SaHag “been
cl osed JahiaHer tPaRbfaR wlth sbifie Ellil'()@dihﬁh{s'@!theoﬁ*ééetn't AReont REHEPERE ahﬁfﬁ will
be used as a baseline for the required 2 in.” detected novenent during

nor malprgeecasspletgs successfully, the CSD will enter a normal processing state. During this mode
of operation, the controller module will interrogate each door module at least once a second, log

events, activate an external alarm if applicable, and monitor internal container temperature. In

25  addition, any requests from a trusted user (via a communication module) will also be serviced.

The door module interrogation consists of a controller module command requesting the
next code. The door module will then respond with the next code. From these transmissions, the
controller module will determine if the door has been opened or if an intruder is tampering with

the system. If an incorrect code is returned or if the container door has been moved two inches,

30  the controller module will re-interrogate the applicable door module(s) to ensure that the
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20 FIG 13 illustrates a logical flow state diagramof a nethod 1300 to
nonitor the status of a container in accordance with sone enbodi nents of

t he presewd 20rvent3son. When the arm ng process conpl et eCTUSCEsHibéy, the
CSD will enter a normal processing state. During this node of operation,
the controller nodule will interrogate each door nodul e at | east once a
second, |og events, activate an external alarmif applicable, and nonitor

i nternal .container. tenperature. In 2 requests froma trusted
user ®5VACY EAGNTHINIOR AY 6?106%?{‘}8&%?0% 51?(1‘5‘1 CLDBY Blée“sségltk} correct co efﬁ@ela’%

nodul gyitit &IcbRYBEANsEA) SeSdoRrBflerdn &I Hal L&fva&qﬁyéﬁeﬁ(&m [regéest i ng the
next code The door nmodule will then respond with the next code. Fromthese
t ransmwiosed @ta@s ot herresd nedeol Metermindd| howgivel, thietoairpilarenddule wel oot thtis lbeen
openeq{ or df Qolrréiruder is tanmpering with the system If an incorrect code
is retur HEEIr 6T *the contai ner door has been moved two inches, 30the
coptrol | er prody Blukirhtks & Rroidal B6WREAE GabReh @Mﬂnh@l@leO@Q)(Hlsm(ﬁ&sﬁﬂert 0
ensure that the - 25 - WD 2012/ 021136PCT/ US2010/ 045496 previ ous

t r ans s rawnwwgrsé@@m@acmanée with some epthedgesats b Pesent daveston.nElg r ect

code | rﬁ{] Sl quﬁﬁ]g i’ﬁ??}éq%g&'ﬂo%ﬁ st g&lﬂ erC LR &Yo gs“&fe Wil

activa ext ef na oor ose at us or corr code is
deter raiusaﬁdmghmn@zr datd &1el conmhdroial éata.nDeligted vaers IprafenaBlytred st dventllokk prior
interrogation rate, 5FIG 14|IIustratesang|caI row/state di agram of a

met hod® 5aEning agn disarm st CaR lerr asponiaied mEMorY it 0y Iysgpstter ¢fifligERdrdance
wiihh %9@??0&{?\?9%&1 RO Pilf MnRLERGER Al Pﬂ)ﬁ@%ﬁﬂ ter Eﬁﬁufffgstﬂé fHehd [RReedur e

wi |l begin a request froma trus ere are two types of
di sar rmgbothetbel mduylt;daidacoandercmhdmml prlocethires. haVe bedreckensted Sopreeérthebl y

reque | o rior t sar m ng as a di sarmrequest can clear
assocmgﬁﬂﬁ%’?@el WP8WFV t?/B) g‘fﬁf&?%‘%ﬁfﬁ has 10 been conpl eted, the

CSD wi Il continue normal processing after fulfilling the user's request.
Once both the securl ty and comrerci al di sarm procedures have been executed,
howev d¥ire calyie | ow power sI eep state to conserve energy.
W, el ess Pr ot ocol ustr iLous, details
at% ut conncl?ﬁgg ﬁgéhﬂgursg 58 %usl & ﬂésr?gﬂ‘t%sc Hbmumc “°8|Pr°t°%°q ﬁﬁf%lgntpciggent

i nventehadinddis SaRRPRkER i veRtiH1. ormwmlﬁaﬂﬁc&xﬁml proloeomesah &d iv| ﬁnﬂéﬁteﬂ&@d
wireless links as well as via other communication nethods (e. RF

W r el @p8§al wiyedess diskoss well ehwa pihst eeramynication Hethady(ese R AY léql?ssél nce the
syste e
o ot oCirEE ELAE pEReds FRbRaRL bRl SRETe sHER A TheRR FIMMOEET | e
pr esentie pmmntnvemtmr @nrediploy theteeiotosolsh€kerprabodohty also be enfpllézed kb the
illustrates a tinmng diagramof a co ni cation protocol show ng

i AP er FERRLIHMILIT ¢ ea@é«?ﬂ%@aw%ﬂwn&t Bied i these RIBWGP'E i n accordance with
sone enbodipigni $;1Rki-1Bea 5mge&ls%%ﬂlvmtaoﬁﬂnuf@a@hﬁmgcmhm&l 'lwﬁogﬁﬁw ons,

t he controll er nodul e and door dule wll comunicate via an optical I|ink.
Each rofamdet mogule banswnssliamaduld inkecirdardeatigdsnye ¢rhigodgments of thepr@bnimodul e

and wi.| | §0n3| st. of .four.pul ses, t}/l\oc(%ﬁro%rat egu %nctige cont r,ol Iﬁer nodul e

(c onTaREngen. AS stated in previdus sections, er mo oor module wi

communicate via an optical link. Each round-trip transmission will be initiated by the controller

25  module and will consist of four pulses, two generated by the controller module (command or
data) and two produced by the door modules (status or data). The protocol shown in FIG. 15
minimizes power consumption while providing a secure communication scheme as it is
extremely difficult to replicate. All pulses are approximately 100 ps in duration. Each one-way

transmission will endure a maximum of 0.25 seconds or 512 time slots with each time slot being
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data) and two produced by the door nodules (status or data). The protocol
shown in FIG 15 mnim zes power consunption while providing a secure
comuni cawpanigehsie as it is extrenely difficult to repCrast@o/osdbe pul ses
are approximately 100 [Ls in duration. Each one-way transm ssion wll
endure a maxi mum of 0.25 seconds or 512 tinme slots with each tinme slot
being WD 2012/ 021136PCT/ US2010/ 045496 488.3 [Ls in length. The second
pul se wil.l mark the end of the ope- transm ssi on. Most .transm ssions

Wil T B8 Peisdh idhgih dhesecogd kg will mark thejepd OF dhe qrechiy SARSEIis MAsh

ti m ngrdiAgtieAPwillb@RsMhhi 6955b&mabs are the "Control ler LED" and " Door
LED" signals. Received signals are the Control |l er Detector and Door

Det ect or 53%ilgnad BlustTates Ounsigndlitening BB gedngn alransmitied pignalb aterthaShontradldr f r om a
controlder | e ,a. door dul e,. the t ol | ector .s{an is a
oy L gro e LBy RRT HIRENEE siehf a0t Eohrfilr TRAGH Gho Hed sy or

Det eCt99¢nald. arel Cdr¥rofeSLEDAlgnaPig @l sY&@] &hnsthif@PfroMRidngofl&Qfiddul€ Y d&dr| er
nodul e, and the Door LED signal is a signal transmtted froma door nodul e

to t hénedudm therrtenllerbaigrier signalds s zartgedegieshsa deerenahivie toghe eentidieect or
refle i . SEe I Y T i se by
each ?rﬁn u ezlt}%gﬁ (% e ?/&n%#rl %Il ;éa S?%I%a?geuc F@g& fl g%ﬁ(gor%lg?&éﬁe% Eg')i?]l Jv%a?lfrph&ng}rlﬁaﬂéﬁ e
Sl ot @hd tlerDeadED kignaldy a siganlstranssiitaid. frobh @ dagipbdwideo ik atdoatrbilérshoduld. se by
t he door nodules will be measured by the contrqller npdule to deternine the

| at er 4P SR EmBAtimsts: the (b lerii@eaRisHactpd Figaliety Raide dait o MmeaHoRfddul e
Wbl GhOVIST TREFNS pRe By CRITROMIOS: HAGInAROMEHA P fsel BFnSEARNNANiR Y L hE

door nodul'e 15w serve as a status response or data va e second
pul se ‘Bym¢ Bt 60 fdrreath ene-wod thesmmkdidbn.be partially reflected by a reflective

f he do. le. T | ect i il i d i mpl hani
Co ver 1y (i Sa0Rde D heuGisraulsty thr ot SPtirait Db Phe S P e e e w1
gi ve thend@lRi@hidchBe R4 hévdnitgit 60MEdBb7. eTheRESHEpulsEYof th¥cbhtrOier

acconpl i shed by conparing the reflected power to the power baseline
r ecor deqilufuwilhejtheheerit a3 a qivemped errdita vadvewbie thersdcandglusedy thedeurmeedulg s

resul ti. fromthese transm ions wll be co%b'ndtodter et
08 ol S5 e BTGB Gr P RRETARL B M ocdo BRE DY B SR BEM SRR bS5 1

time ghatadlybyflduwdss aefbetve shifee dibthe ldbbisinbadlesTl kakdtdnpil\Wrehiaga an
exenplary controller nodule tinme slot definition protocol in accordance
wi t h SBpiRle spsbalism i serdy thawoosieriesmnt prd, s pmpHtudyios thegpflected pylse Wit sige

contr Qlllé ﬁ{gle of the door to the controller module. This will be accomplished by comparing the
reflected power to the power baseline recorded during the BIT. The lateral movement and angle
20  measurements resulting from these transmissions will be combined to determine the movement
of each door.

The pulses shown in FIG. 15 can be segmented into time slots by pulse number. FIG. 16
illustrates a table providing an exemplary controller module time slot definition protocol in
accordance with some embodiments of the present invention. The table illustrates controller

25  time slot definitions. FIG. 17 illustrates a table providing an exemplary door module time slot
definition protocol in accordance with some embodiments of the present invention. In both
tables, each slot signifies a unique command, status, or data value of that transmission.

FIG. 18 illustrates a timing diagram showing interrogation of a door module by a
controller module to obtain a randomly generated code word in accordance with some

30  embodiments of the present invention. As mentioned above, embodiments of the present
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25time slot definitions. FIG 17 illustrates a table providing an exenplary
door nodule tine slot definition protocol in accordance with sone

enbodi merwe 20f2/hs6pr esent i nvention. In both tables, e&ch/ushab/ogisganifies a
uni que conmand, status, or data value of that transm ssion. FIG 18
illustrates a timng diagram showi ng interrogation of a door nodule by a
controller nodule to obtain a randomy generated code word in accordance

with sonme .30 enbodi nents of the present invention, As nentioned above,
erbodERIIGN Gin $a76rats Barom.cods word y e S 9 s pTOUSSE by LOREABE

I nvent) Qi1&ad d0SNRsANES B RN &R WRIH cuthiflcRdR MeekfveaimdA® REQVi ded by
controller nodules to door nodul es to enhance security. Wile currently

pr ef elGRNIGeehadioneties genseaters ORNMGbegsadr at or ot her generators may be used. A
Park-M || er, ta..algorithmwll . used to .during the interrogation
cormunt cat bras BRREERe D ih oy e B RgBE NNt Bat RRL SRR, pruc
Cr gat estviechSIRUEtIOGARCMIN BOFHRAER. Dhis 3ﬁieclﬁiid PRNGREE Sed Nideuds-LandBinf REidnte

di stributed, and unbi ased. The controller nodule will seed each door nodul e

wi th &fdépiirmanebegpthp are yaifeenly dirtithuiaderyd prhisiedt Bhegonitaenmedus silbpsedpur g
o oh A SRR ooy OB etforfREHS ool Lo L RAMERL SEGn BB IR LT ©

cons eawtrhaénierrogdtioac the RBRNGD 160 deslulet Widl iEQesntheaobemoduld td esporld walcthevat e t he
external alarm FIG 19 illustrates a timng di agram show ng seedi ng

g
of a d6rPIRRIGE e the door mrdwlaigsPgadeYHl B¥e eUHessive P TigciddMiEsrfes theodul e
[ '10ac%gﬁtﬁjéﬁé‘f%d@ulé\vﬁ%v?@ﬂfkdéx@&?&salﬁht he present invention. Since the
transm ssion schene only allows for up 256 possible data values (8 bits) to
be sent at H@elq illwstrattoutrimideg dagmandirivey ©ading of addoit modulé wvithwerasdealy

command transm, Sssi il 15r ired for the control |l er nodule to seed
o aEp R ST Pussttr e SRRl (e o rttce il et O tng pestes
i1 ustip@hasn Bih@ahé efbns}‘nhi%ps {AbBie ShB IR 200G 246 FossPITMMM ¢ahdQR biES dod

between a nobile, wireless user intérface and a container status nonitoring
syst erpeispntae eor daaclouniath tragnzisviensanbdditine ta theseed dpmprrskieansmissicarwilldle.  As
dijscussedeaySheMarbadi iy er%o%’éedttﬂgd&ren%g&ﬁe.' nvention can utilize a

co ATEET Ofs hrodul & ffnl € cofmmuni cations nodul e 105) to provide an
interface to users. Preferably, the comrunications nodule 105 includes an
RF communi cations nodule will serve as the interface between users and the
CSD s Winelessolgcays takebl) Systeym &ienerallvol | er nodul e will communicate with the RF

communi cat 'F@@S2@Hﬁwr§ce§9 io%hc%l flow/state diagram 2000 of a communication method between

a mobile, wireless user interface and a container status monitoring system in accordance with
20  some embodiments of the present invention. As discussed, system embodiments of the present
invention can utilize a communications module (like communications module 105) to provide an
interface to users. Preferably, the communications module 105 includes an RF communications
module will serve as the interface between users and the CSD’s controller module.
The controller module will communicate with the RF communications module solely
25  over a UART interface. The RF communications module consists primarily of the Local
Communications Module (LCM) and the Remote Communications Module (RCM). The LCM
will be physically located in the same housing and will interface directly with the controller
module over a UART interface. The LCM will communicate to the RCM mounted external to
the container via RF transmissions. The RCM will then communicate to trusted users via RF

30  also. The RF communications module will verify the requesting user’s identity so that the
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25 over a UART interface. The RF conmmuni cations nodul e consists primarily
of the Local Communications Mddule (LCM and the Renote Conmuni cati ons
Modul e ( REO2012I2€136CM Wi | | be physically | ocated in thePsarusS20m003340¢ and

will interface directly with the controller nodule over a UART interface.
The LCMwi Il communicate to the RCM nounted external to the contai ner via
RF transm ssions. The RCMwi ||l then communicate to trusted users via RF

2 oy P 34 SR BRI S A ket b5t STMBLLEE ARSI,
nodul @orENIASIITR Il use SRYEHNRT ESRMuhREt&EM Pyhidupab@rlip QiR tihdigégd user.

Al so, the controller nmodule will use this UART comuni cation as a wakeup
mterrmmie during the sleep node. 5 Concl usion The enbodi nents of the
present invention are not limted to the particular fornulations, process
stgprsr;n;nel ;rat erials discl oaﬁdt hek/gi n as su;:ﬂ f?r mul at: ons, prlocesz rs]t eps,
an chalon may vary somewha reover e term nol ogy enpl oyed herein
is used for_the purpose of describing exenplary enbodi nents only and the

t er m nol ogylhesmbedinmaitepfcbel Preserts énviepipn pigdios lipdted 1t pagicalse famuldsienyar i ous
Cr0 B 0f, LERERTE Pl LANPRIA A0 W] chBu LR Bl appenced
exenplnadyyvaan sorg@vhant Merredvestthis @smiothegrengdo yehieseieisistd for the purporeretf or e,

whi | e enmbodi nent s of the i nvention are descrl bed with reference. to
exenplI&HS DEIASIEMPERY §MmPpRigatssily fstihp fPrimRelegst 1w InaarER Fsbealig tingtnce

VQ()' atth@&%g@Bﬂh@gflgﬁs%ﬁﬂogﬂﬁerﬁgaf g gileifﬁflfl%ttlgg vxyﬂl %Q hi 1{68%n Of the

i nvention ned in the a ai ms. Accordi ngly, e scope of the
var i oappanbddiamenisl Qﬁuntaﬂmltqoiﬂlels:eﬁt Indende fite abaves dmuhptlmtardaewlmphﬂy @dd tyet t he
above ﬂ? guazsed fgfﬂb diments. Rather, the full scope of the invention and
al | S FEHESEHDY Qﬁh%‘ﬁliltf/e’blé defined by the fol lowing clains and all

equi Val ent Spheref¥Pe 20A4i2d S28IBRBGTYERARNPBR 4RI M Yith reference to exemplary

embodiments, those skilled in the art will understand that variations and modifications can be
15  effected within the scope of the invention as defined in the appended claims. Accordingly, the

scope of the various embodiments of the present invention should not be limited to the above

discussed embodiments. Rather, the full scope of the invention and all equivalents should only

be defined by the following claims and all equivalents.
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WE CLAIM 1. A container nonitoring systemconfigured to nonitor access to
and conditional status of 5a container, the system conpri sing: a
first doowocoroi3ber nodul e di sposed i n conmuni cati on wCThiSaoioomieel | er
nodul e, the first door controller nodule configured to receive a first
random generated code fromthe controller nodule and further configured to
store the first random generated code; a second door controller nodul e

di sposed in comunication with the éﬁ Ew |l er nodule, 10 the second door
controller nodule configured to rec Q second random gener ated code from
t he caopirglAgg: nodul e and further configured to store the second random
generated code; and the controller nodule configured to separately
interrogate the first door controller and the second door controller and
conflqure

PO Jaus A ferTRhaRn LR s BT RARTE] LR ISR ol S TR TS, ° 1s

2. 5ThQI@M@h@mﬂﬁs§&@ma@ﬁ nmﬁgreln the alarmcondition is based on errors in
reception of at |east one of the first random generated code fromthe first
door cont r ¢ifirerdagr cemeolisemedulediipatd ig cramanictiop wéthfa controher medwadheioor

gg”t Q) Lt‘%foof 8oql%ioﬁgfm8¥1?ﬁa %&%r&d B Rckve YARE Bl ido ﬁ%hg%P%Ja?eﬁ@oagﬁﬁH QN 1 s based

recelve ontro nodul e
from abnﬂrﬁm&ncmlme: amfd ftlhberfcbﬁﬁgurdd)m’ stcmnher fitst eimndom deheragdeoded door
controller. he sy sten1of claim1l, wherein the controller nodul e

contains a afSF?%ld d@ﬁf F%ﬂo liey modeleidisppsesigh somgmminatien pithihe sontpler medyleqo o
cqpt r ghd fe'&oﬁ]&]o(ﬂ céﬁffég[w hi&&hﬁ%{i@?%&% ﬁz}é atsCednQTHYNE gé&ra%& ébdtefffon%econd

door contr e syste wherein t contr ol
nodul ehe ¢dngroflermbdueend frpdhat eqnf@udadtth stosethe rsdcqmdmandmdgdreraaetcbch@nzindgur ed

for installation within ta| er and jn arrangenent 30 mher
contro | or ol PAmeBH P 6 e pebl i Fahen. droers A g red fader
r egi ORecond¥dor controller and conflgured to establish an alarm condition based on one or more

signals received from the first door controller and the second door controller.

15
2. The system of claim 1, wherein the alarm condition is based on errors in reception of at
least one of the first random generated code from the first door controller or the second random
generated code from the second door controller.

20 3. The system of claim 1, wherein the alarm condition is based on a power level of an

optical signal received at the controller module from at least one of the first door controller or the

second door controller.

4. The system of claim 1, wherein the controller module contains a first optical transceiver
25  to communicate with the first door controller and a second optical transceiver to communicate

with the second door controller.

5. The system of claim 1, wherein the controller module, the first door module, and the
second door module are configured for installation within a container and in arrangement

30  wherein the controller module is configured to be positioned proximate a middle header region,
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WO 2012/ 021136PCT/ US2010/ 045496 the first door nodule is configured to be
positioned on a first door of the container proxinmate the m ddl e header
regi on, awo 20t2¢860nd door nodul e is configured to be pogiuscan®ds40n a
second door of the container proximate the m ddl e header region. 56. The
systemof claiml1, further conprising a wireless transceiver configured to
transmt data fromthe controller nodule to a w reI ess device renote from

the controll er | e. 7. . The s ste of claim erein the controller
modul &h§ rs&%‘?ﬁrf@%’n(’j’gedlstCBH%W?ﬁ? %}’y SIPP “%féiﬁﬂ{:?ﬁt SEQRNEHPIORENS et and
5300”%1@@1@rhe§&8i‘trég%ﬂ ahd MRAYL &R dd’i‘a?@lnddﬂ% it kot u@é&o%%ﬁ@oﬂ&%n 1Qcepgrol ler

modul es are configured to transmt optical si gnal s toward the controller
nmodul aloor & tha hentsipett praxiofate thainmddle hapdar e¢gron.he control | er nodul e contains a
plurality of menory storage areas to separate store firmwvare data, security
data, and commercial data. 159. The systemof claim1l, wherein the

coptr @l | er TRedyitem@PaRIrh IeFurthePt @@glé/emele@maﬂs@elfVMflgmeu@@{ra@nﬁﬂal S
received fromthe first and second door controller nodule onto a

phot odétadeans the coptrolfpranedude tong wirelepsedayice remperiem therronfroleimegide.second door
controller nodul es are arranged 20so that optical transmtters di sposed
within the first and second door controllers are configured to transm t
light 7in aTherspabmdif choh 1t ahareth thheoptdlee makiuk ideseiduerd balisadlpbpidailyt he
controller nodule. 11, A nethod to nonitor access to and conditional status

of a CORPMNiRafe with thefisstang soerndonr sogplepmed gt igd dhendishandoiieenst 499F  modul e
aﬁ@ a cBﬁt’r(‘;lle?fmdélgférs af@égﬁk gﬁred to trans ?9 ﬁ(ﬁyglFﬁ'ﬁ% %Jﬁglrﬂrﬁie'%ogﬁl?ltlér%écﬁﬂe to

conduct two-way conmunications wt e paflr oor
2012/ 021136PCT/ US2010/ 045496

8. The system of claim 1, wherein the controller module contains a plurality of memory

storage areas to separate store firmware data, security data, and commercial data.

I5 9. The system of claim 1, wherein the controller module comprises a plano-convex lens to
focus optical signals received from the first and second door controller module onto a

photodetector.

10. The system of claim 1, wherein the first and second door controller modules are arranged
20  so that optical transmitters disposed within the first and second door controllers are configured to
transmit light in a normal direct toward the plane of a detector housed within the controller

module.

11. A method to monitor access to and conditional status of a container, the method
25  comprising:
providing a main controller module and a pair of door modules;
configuring the main controller to conduct two-way communications with the pair of

door modules;
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configuring the main controller to randomy generate a first codeword and a
second codeword and to provide the first codeword to one of the door
nodul es awo 20tp02¢8360ond codeword to the ot her door nodul @CTAISA010/045496
configuring the main controller to interrogate the pair of door nodul es and
to establish an 5alarmcondition based at |east partially on at |east one
of whether the door nodules return a provided codeword that matches the

first or second codeword and redefl alarmp raneters 12. The nmet hod
of cl ai m 1EOMREH IR BRHHINEP grtecﬁtrﬁq aﬂy ﬁﬁ‘@fr%tﬁé iSQdepBe ReFcand

W T el @88dword QRN (MU £iRt SodeQFRI B WMe' B lRSSodd EMdda R s 3RE tHeQeb GRIIMBWHAL @
fromthe wirel ess device that 10includes the predefined al arm parameters.

13. Thetheettheygloof molaenantdl, furt her conpr|5|ng provi ding the main
controller w ori. event. data. ,1514. The thod of
craima1. eophstuedBRit ot o aemae R Pemifr daft forfes g S ABIBER: o
dosr  rngil @sditioh badedRE 1@&%&@1@@&%&@6@ cﬂfrmi@lthemﬂletdwr FRId0leS ettmal | er to
bi - dlrectlonallyqﬁgrlca é comuni cate with each of the pair of door

nmodul ésovided cpglew sghe @rsgphiesand ¢qdetieet andorrpdaiied glas@mRiagateag t he
main controller to be 20installed at an internal |ocation of a shipping
contai ner and the pair of door nodules to be installed on inside positions
of thd2doorBeafiethdicofstiaippl I Gurtentainpesin@torfuain g dismpin@ohtralie tb hereraasin
controller. 16. The method of cIa|n111 wherein the main controller

det er r?Pﬁ’é%‘mﬁf@éﬁ vith A remets wirsdRse deviee amhigirpceive dpspfromdhe Miislesydeyicedhat

cqgpanj, gde@tp@?ﬁgééﬁp}%fi?hg?qj rahdigRgt h value to a signal strength value

recei ve oor nodul es. 17. The nethod of claim 11,
further conpr|5|ng configuring the controller nodule to conprise a

et cctlar T o SF bBHHERT Gl EPORIURE BFCHEE (A PoiBroHIURr M BETory 32 -
VO 2033/ Q2 HHBARATLUSR04Q/ 045496

15 14 The method of claim 11, further comprising providing the main controller and the pair of
door modules with LEDs and photodetectors enabling the main controller to bi-directionally

optically communicate with each of the pair of door modules.

15. The method of claim 11, further comprising configuring the main controller to be
20  installed at an internal location of a shipping container and the pair of door modules to be
installed on inside positions of the doors of the shipping container at locations proximate the

main controller.

16. The method of claim 11, wherein the main controller determines position data about the
25  pair of door modules based on comparing a baseline signal strength value to a signal strength

value received from the pair of door modules.

17. The method of claim 11, further comprising configuring the controller module to
comprise a plano-convex cylindrical lens and a one-dimensional position sensing detector for

30  communication with each of the pair of door modules.
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18. The method of claim 11, further conprising configuring the controller
nodul e to include a tenperature sensor that senses tenperature data and
provi des wbeotdmpssat ure data to a nenory for storage. PCTAS2010hes4pet hod of
claim 11, wherein the controller nodule requests a codeword fromthe pair
of door nodules to determine if the codeword matches the previously

provi ded codeword prior to continuing conunication with the pair of door
nodul es. 1020. The net hod of claim 11, further conprising configuring the
controller nodule to bi- directionally communicate with the pair of door

modul 8, USiThg AIhQPS Gal PUkSa: COHRPHALE 86 MriRG ?E@&ﬁ'troll;&hﬁé&h@ td i@t i cal

pul sed communi cati on protocol includes a sync pul se portion, a delay

por t i @riempergngreensldy tharsenssn ferapedatarediatapandgiroadgrothe tespperdtez datatoa memewi ner
nnnitqwgyéfsgsten1configured to nmonitor access to and conditional status of
a contdi¥ P& wher ei n conponents of the container nonitoring systemare
copfigured to be affixed to internal |ocations within the container, the
system conpri si ng: a first door nodul e conprising a power supply, an

LED arlfay, Theppribestelicdaimotl. vaserimtheicostrolinsaradwiigneesprbeadsyerd fromahe econd
door \g%lfﬂogrqg&ﬁdléé (3R rRMESE th%‘éBHMmd%ﬁt&l%Pﬂ?er pr¥ioud Btb%cf’eﬁ%{oﬁ%% and a
-aoor-nodaule p a controller m)au%

secon rocessor; assenbl'y conpri si ng
a powsiios tpqinyinuiap chimBuaidadyn wathphopadef &ok atodatesay, and a

controll er-nodul e processor, the controll er-nodul e processor configured to
gener ate psuedo-random code words for provision to the first-door-nodul e

P10, M IO R0 IR, Sy SR IEARL L

control [ er-no € processor termne an alarm
event dbastethalp cposiunicareswiolf thetpairfof deor mndhlssfsm@lardquicahpdwdeMMMtim to
(he CIRAECY! Shetmdhl oo Pu0e Syt amal clelm b aher o e comrol e
T S8 LA SO R 08B vl i the second docr -
15 21. In a container monitoring system configured to monitor access to and conditional status
of a container, wherein components of the container monitoring system are configured to be
affixed to internal locations within the container, the system comprising:

a first door module comprising a power supply, an LED array, a photodetector, and a
first-door-module processor;

20 a second door module comprising a power supply, an LED array, a photodetector, and a
second-door-module processor;

a controller module assembly comprising a power supply, an LED array, a photodetector
array, and a controller-module processor, the controller-module processor configured to generate
psuedo-random code words for provision to the first-door-module processor and the second-

25  door-module processor, and wherein the controller-module processor is further configured to

determine an alarm event based on positions of the first and second door modules relative to the

controller module.

22. The system of claim 21, wherein the controller module is attached to a header portion of

30  acontainer, the first door module is attached to a first door of the container, and the second door
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nmodul e is attached to a second door of the container, and wherein the
controller nodule determ nes positioning status information of the first
and secomdodor®1t3¢ communi cations with the first door moaaiSeoiandgs4bhe
second door nodule. 5 23. The systemof claim 21, the LED array of the
controller nodul e assenbly conprising a first LED positioned to communi cate
with the first door nodul e and a second LED positioned to conmunicate with

t he secon door duIe. syst em of t he phot qQdet ect or
ar'r ay TACUHS SEOHER of P sreog drebrismiaitigang YBrFRae FRO L SRt Ened to
recei ReaRiePpbG@bnitd 49RL iftbRM AR ithd Sist ARNecHRAMBs BN AmSRRAchsVERS
positioned to receive an optical signal fromthe second door nodule. 25.

The syhkd ferst ddorgheduin @ the kesonddoerohddle.nodul e further conprising an RF
transcei ver enabling the controller nodule to wirelessly conmunicate with a
renmote wirel ess device. 1526. The system of claim?21, the controller nodule

confi @ar ed Tthe syQediorelanvh el @3 B Maransk e 5@{&611@@%&@1@%@%&&31@ SoMprighes S
device, and in response to the comuands, arm ng |sarnlqg?the systemto

moni t akstd I pesiipnsad. to Comgmmmw@yﬁleéw@oemﬁmez@d atspeongdi LD peddeneddelul e
and t rising a reflective surface positioned
Qﬁei@ﬁqg&% \gﬁ?Ehe%géﬂdedo%?mdﬁ%”p I sing lve su posi ti

tore received fromthe controller 20 nodul e back to
the controller nodule. 28. The system of claim?21l, wherein the controller
nodul e is confi ured to %ﬁnerate t he pseudo-random code words using the

Par k- Mt | er heév ttem 98 61348 2 atha PRPIRARABEPT YenerdhdFontisRrnodule cogprififg asy st em
ofjgcl & gp1éds o‘éﬂﬁﬂ@d%&&‘?v&ﬁ%;ﬁ% §bii J"a]%m ﬁle@frﬁ%éﬁﬁ’i‘bdul%gﬁd% lsE@ha r- modul e

25 processor second-door - u e processor are configure
comuposifibeedniotrbcedacdn qiticelrsigmsil frgmaths egpoedded, mpdillsed opti cal connunlcation
prot ocol . 30. The system of claim 21, wherein the controller nodule
processor is configured to determ ne an alarm event based on data received

from at | east sQAEMQS clahif 21l the leoktdfler MRAMIEruRARE BhpiRif 28T Fatlegkem0dul e.
enabling the controller module to wirelessly communicate with a remote wireless device.

15 26. The system of claim 21, the controller module configured to receive wireless arm and
disarm commands from a wireless device, and in response to the commands, arming or
disarming the system to monitor a container.

27. The system of claim 21, the first door module and the second door module each
comprising a reflective surface positioned to reflect a light signal received from the controller

20  module back to the controller module.

28. The system of claim 21, wherein the controller module is configured to generate the
pseudo-random code words using the Park-Miller-Carta pseudo random number generator
(PRNG).

29. The system of claim 21, wherein the controller-module processor, the first-door-module

25  processor, and the second-door-module processor are configured to communicate with each other

using a segmented, pulsed optical communication protocol.

30. The system of claim 21, wherein the controller module processor is configured to
determine an alarm event based on data received from at least one of the first door module and

30 the second door module.
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