- 1 CONTROL SYSTEM AND CONTROL METHOD, METHOD AND APPARATUS FOR
PROCESSI NG | NFORVATI ON, | NFORMATI ON PROCESSI NG TERM NAL AND METHOD
THERECF, STORACGE MEDI UM AND PROGRAM BACKGROUND OF THE I NVENTION 1. Field
of the Invention The present invention relates to a control systemand a
control nethod, an information processing nmethod and an information
processi ng apparatus, an information processing termnal and a nethod for
an information processing termnal, a storage termnal, and a program
More particularly, the present invention relates to a control systemand a
control method, an information processing nethod and an information
processi ng apparatus, an information processing termnal and a nethod for

-an information processing ternmnal, a storage termnal, and a program for .
controll iWTéi%\ﬁWF%@g‘&tC&NTRﬂI&P@?W%MEEHQ% AU ARBARABI B nore

efficient._ manner. 2. Description of the Related Art In recent years,
vari ous %JWM%S@&JW%W rBIAGERP NG SERENHs 8D ed at a

renote | ocation. One of such systens is disclosed in Japanese Unexam ned
Patent Applicati SFTHAN (TEEREGN NG TOEEE: A8, AR RROGRASt em  home

el ectric appliances installed in a honme, such as an air conditioner or a
video recorder, are controlled in accordance with passwords transnmtted:-

via a tel,eRhaNG B THE TNVENTION

1. Field of the Invention

The present invention relates to a control system and a
control method, an information processing method and an |
information processing apparatus, an information brocessin@
terminal and a method for an information processing terminal,
a storage terminal, and a program. Moré particularly, thé
present invention relates to a control system and a control
method, an information processing:method and an information
processing apparatus,.an information processing terminal and
a method for an information processing términal, a storage
terminal, and a program, for controlling a device connected
via a network in é more reliable and more efficient manner.
2. - Description of the Related Art

.In recent years, va:ious systems have been proposed for
controlling a device instal;éd.at a remote location.

One.of such systems is disclosed in Japanese Unexamined
Patent Application Publication No. 2000-184081. 1In this
sysfem, home electric appliances installed in a home, such
as an air conditioner or a video recorder, are controlled in

accordance with passwords transmitted via a telephone from



t he outside of hone. Japanese Unexam ned Patent Application Publication No.
2002- 41378 discloses a systemin which a server is disposed between a
controlling termnal and a controlled termnal, and the controlling
termnal controls the controlled termnal via the server. In those contro
systenms, a device to be controlled is required to be always connected to a
control device via a comunication neans so that the control device
di sposed at a renote |ocation can access the device to be controlled (for
exanple, in the systemdi scl osed i n Japanese Unexam ned Patent Application
Publ i cati on No. 2000-184081, a hone “eFectric appliance is always connected
to a telephone line via a renpote controller and-an adaptor). That is, when
a first device serving as a controlling device and a second devi ce serving
as a conthel loedsdelel & hSmean conmuni cate with each ot her whenever
communi cation i s needed, either device can start conmunication under the
initiative of Jehatedevinexakinedx@apkrft RhpliceasiodeRubkicathohrdmsm t
various data including a request to the second device, and, conversely,
t he secoR@0dedilgd8cdiscianssi & sysderods dhtizht @ skevhir s déspoesdwhenever
transmssion is required. This makes it possible to control the device by
comuni cRELHESR BhCcOREr@dYias Feamanadt wodk @ wooteeddedhsedminal,

and the controlling terminal controls the controlled

"terminal via the server.

In those control systems, a device to be controlled is
required to be always connected to a control device via a
communication means so that the control device disposed at a
remote location can access the device to be controlled (for
example, in the system disclosed in Japanese Unexamined
Patent Application Publication No. 2000-184081, a home
glectric appliance is always connected to a telephone line
via a remote controller and an adaptor).

That is, when a first device serving as a controlling
device and a second device serving as a controlled device
can communicate with each other whenever communication is
needed, either device can start communication under the
initiative of that device. Fir example, the first device
can transmit various data'inclu&ing a request to the second
device, and, conversely, the second device can transmit

_various data to the first device, whenever transmission 1is
required.

This makes it possible to control the device by

communicating with the device via a network, whenever the



control is needed. However, in a case in which a device such as a |IC card,
a display, or a nenory is renotely controlled in an environnment in which
the device is not always connected to a network, the device is generally
controlled in such a manner that a client such as a personal conputer,

whi ch manages the device, transmts a request to a server, and the client
controls the operation of the device in accordance wwth a response
returned fromthe server. In this technique, however, it is difficult for
the server to directly control the device under the initiative of the
server. That is, because the device is3not al ways connected to the
network, the server cannot access the client with an arbitrary timng to
control the device managed by the client. Mre specifically, it is very

di fficul toch@rdihe sSeeded.to take the initiative in changing a property of
a device such as a IC card or a non-contact RF ID receiving) or
control l'i ng thHeweperat ignaotakbBeiflewheeht Raler$ceoBnest £ ai ndi cgedly to
the server with a particular timng when the device is placed near to or
di rect | yaoriaplagpakat as megioely ias remoCeddyr doneaddiledr iheanor a RF I D
receiver) connected to a network. Furthernore, in the conventional control
system whenrooomminds ghicéspbesesvice tisansiti bfiedybetweercaesertver and a
client, one conmand or one response is transmtted at a tine. 4

network, the device is generally controlled in such a manner
that a client such és a personal compuﬁer, which manages the
device, transmits a request to a server; and the client
controls the operation of the device in accordance with a
response returned from the server. In this technique,
however, it is difficult for the server to directly control
- the device under the initiative of the server.
That is, because the device is not always connected to
.the network, the server cannot access the client with an
‘arbitrary timing to control the device managed by the client.
| More specifically, it is very difficult for the server

to take the initiative in changing a property of a device

such as a IC card or a non-contact RF ID receiving) or
controlling the operation of the device that is connected
indirectly to the server with a particular timiﬁg when the
device is placed near to or directiy on an apparatus (such
as a IC card reader/writer or a RF ID receivef) connected to
a network. F

Furthermore, in the conventional control system, when

commands or responses are transmitted between a server and a

- client, one command or one response 1s transmitted at a time.



This results in an increase in the nunber of tinmes that transmssion is
performed between the server and the client, and thus results in an

i ncrease in comruni cation cost. Because 4nformation such as a header and a
footer is added each tine a command or a response is transmtted, the
data size transmtted at a tinme increases and the comunication tine
needed for each transm ssion increases. The above-described problemis
serious i nThaft regrdkswierrn inereasrlinsidie mmbegortabiacsetbahone,
communi cation with ,which is | ow in _comunicati on speed and needs high

ch
cost, is rFERBEBLSSETRTVRGEOTEG  REFHBER, the $HeCoPéhitibengl 188ht r ol
t wh i i d.t itted f , i f
o Tor hconiBadrniil FllaE0SY RS 30T i BB S 1 A R et o the

type of the erffdcautl THsR e Ch 8kn BE!LOROLAL OLAPW NEAYACESS, 11T TS

required that the server and the client be connec to each other and a

command beadded reamdinRda SUMMARY OF dHELDMENT TN diyagaerdancenyi th a

first aspect of the present invention, there is provided an information

processi ngdatappaisd U dremicarty akl angitkedentcasonneed echavi th an
information termnal with a particular timng via the information term nal

connect ed sderuEivsttionk tiivehnekdedi Rbor eath ornrprociessiony iappapatys, the
information processing apparatus_conprising:
The 'above-described problem is serious in particular when a
terminal such as a portable telephone, communication with
which is low in communication speed and needs high cost, is
remotely controlled.

Furthermore, in the conventional control system, when a
client receives a command transmitted from a server, if an
error occurs at the client, the process is terminated
regardless of the type of the error. To make the client
‘perform a following process, it is required that the server

and the client be connected to each other and a command be

retransmitted.

SUMMARY OF THE INVENTION

In accordance with a first aspect of the present
invention, there is provided'an information processing
apparatus for controlling a device connected with an
information terminal with a particular timing via the
information terminal connected via a network with the
information processing apparatus, the information
processing apparatus comprising:

establishment means for establishing communication



est abl i shnment means for establishing conmunication 4a perforned via the
networ k between the information processing apparatus and the information
termnal, in response to a request issé4@d;” in a state in which the device
is connected with the information termnal, by the information termnal;
transm ssion neans for transmtting a first packet including a command for
controlling %he device,to i%ﬁ |nfor term nal from,the information

he

processi n§-TaPpaFSt us' Bt e Qﬁﬁﬁﬁﬁ ca EEYSAT h TR8 i ARSORTR PR

term nal psoestabhyshegobyathe eshabl i sbmenh roBaRS oRNd&ARBIAI NG 7pans for
receiving, fromthe information terminal, a second packet inci'uding a

response ¥espaersecdmaid K&qwngtEQ@UEﬁon1LheéxrahshesgﬂonWheahsthﬂ1

accordanc second Spect. f e present .invention,.th re 1S
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i nfor mat i ONf@EiRaEss mgrm@ﬁaﬂratus for renptely controlling a deV|ce,
conprising: request neans for, in a state in which the device 1is connected
with the |nfor%%ﬁW%WF%%ﬂQﬁ n@ﬁanﬁeqﬁégt|¢EPHQWR¥ﬁMﬂQJrﬁatféﬁsbrd@%ﬁﬁﬁtng

apparat us; t ligsh, gg#nlEg%logoﬂtébffﬁlnet%%rk ev?% V|ng qpans for
recerving a II’St packet I'ncludi ng a conman gTOI’ contro |ng evi ce,
fromthe information peeaeasiing ARPAraths Viiafeematioaat lplfbc%ﬁs?ibig shed in
apparatus after the communication with the information
terminal is established by the establishment means; and
receiving means for receiving, from the information

terminal, a second packet including a regponse to the

command transmitted from the transmission means.

In accordance with a second aspect of the present
inventién, there is provided an information terminal
commected via a network with an information processing
apparatus for remotely controlling a device, comprising:

request means for, in a state in which the device
is connected with the information terminal, requesting
the information processing apparatus to establigh
communication via the network;

receiving means for receiving a first packet including
a command for controlling the device, from the information
processing apparatus via communication established in

regponse to the regquest issued by the request means;



response to the request issued by the request neans; 4b control neans for
controlling the device in accordance with the conmand included in the
first packet received by the receiving neans; and transm ssion neans for
transmtting to the information processing apparatus a second packet

i ncluding a response indicating a resul 4ot controlling perforned by the
control neans on the device. Exanple enbodi nents nay provide a techni que of
renotely controlling a device via a network in a highly reliable and

ef ficient manner. Exanple enbodi nents nay provide a control system 5-
conprising an information processing apparatus and an information term nal
connected with eac Vi networ k, erei.n the.informtion term nal

i ncl udes request rr%g%tstg or, m%la%lsa sf}té%te clor{lv%ncflc " devite $970nnetted with
the i nforaetdmdaricer mvhigh , thequesiang the-lwrfet Mehi @heprOGeSS| pgckappar at us
to establish comunication via the network, receiving neans for receiving
a packet iFeFNGH LY SoPnERESIVHRI CRrARD 1KY t he device, fromthe

i nformation processj fggig tu iLa co ni j .est.ahl i shed i esponse
to the request i?%ﬁggyﬁy t é?regﬁé?% negﬁg, gﬁ%hgﬁﬁﬁéé aﬁg foﬁhé

control | i ngnfdremdevbne ipracessdance apphrthesconmandeddrod udgddietd he

packet received, by the receiving, neans, B and ,
including a response indicating a resgult of controlling

performed by the control means on the device.

Example embodiments may provide a technique of
remotely controlling a devicervia a network in a highly
reliable and efficient manner.

Example embodiments may provide a control system



the information processing apparatus includes establishment neans for

est abl i shing communi cation perfornmed via the network between the

i nformation processing apparatus and the information termnal, in response
to the request issued by the informatioh terninal, and transm ssion neans
for transmtting the packet to the information termnal fromthe

i nformati on processi ng apparatus after the communication wiwth the
information termnal is established by the establishnment nmeans. Exanple
enbodi nentcempey spngy ede lafoenhoioh opracesnt il aprsyistan eaain Si ng t he
steps of, in a state in which a device is connected with an information
terninal,lﬁéﬁﬁé§$ﬂﬁ§ éﬁrmﬂﬁﬁbrﬁ@mﬂﬁﬁt©@d@b%@iegphuqnh&nlﬁid(& establksh - 6
connunlcatbpn via a network, receiving a packet |nclud|ng comand for

control I i i EFﬁéndEFPcéanFW%% Wﬁfmﬁek.wl%é@g}lﬁg apparat e vi a
conmmuni cat.i on t bllshe response, to the request issued in the request
step, contr 81 ?ng th g%?@e |§e£i%%rﬂiﬁ&§Qﬁﬁﬁéﬁl ﬁ%ﬁh i ncl uded in

t he packe i C est abl iy i_cation

per f or med e FRb ag: 38%’5?—% o R e RSO B RSBt s and

the 'nfOrEﬁbeHtubeE81@@%abiibﬂ(%Hﬁﬁﬁﬁidd%ﬂHQEVQQQHﬁétnéﬁ%U?ﬂ by the

information termnal, and transmtting a packet to the or mat i on
term nal feomitvhagi néansatdenrérotensd Y pARRA ks vafiher at bemg@AAUNI cati on

wth the .information ‘
for controlling the device, from the information processing
apparatus via communication established in response to the
request issued by the request means, and control means for
controlling the device in accordance with the command
‘included in the packet received by the receiving means, and
the information processing apparatus includes establishment
means for establishing communication performed via the
network between the information processing apparatus and the
information terminal, in response to the request issued by
the information terminal, and transmission means for
transmitting the packet to the information terminal from the
information processing apparatus after the communication with
the information terminal is established by the establishment
means.

Example embodiments may provide a method for a control

system, comprising the steps of, in a state in which a device
is cqnnected with an information terminal, requesting an

- information . processing apparatus to establish



termnal is established in the establishnment step. Exanple enbodi nents may
provide an information processing apparatus conprising establishnment neans
for establishing comunication performed via a network between the

i nformation processing apparatus and an information termnal, in response
to a request issued, in a state in which a device is connected with the
information termnal, by the information term nal, and transm ssion neans

for transmtting a first packet including a command for controlling the
device to the information terninal frof the information processi ng
apparatus after the communication wth the information termnal is
established by the establishnent neans. 7 The information processing
appar at us coayuhiich hibon coiyprd setiveadd,Vikgeiransg hopatkeei vhagudideom t he
information termnal, a second packet including a response to the comand
transmitt égdmirpneh foe coriemllsigionthreaeyicEhe fromahd mmfoimat Lae
information indicating whether, when the information termnal fails to
per f or m aPpPBEREENY PR H e WA Heagsprandtanl pelbe@sEnshoul d be
continued_in accordance with a followi ng cormmand. The first packet

transni tt E8°BF Phe" 1 ratfo MBSt tE&HEY iy "PRcFUEES pt'ial i ty of conmands
oot por JobfEkOf AT P RACR 5T MR IR 3L O BREEofRtng FANST ©

included in the packet received in the reception step,

establishing communication performed via the network between

the information processing apparatus and the information

terminal, in response to the request issued by the

information terminal, and transmitting a packet to the

information terminal from the information processing

apparatus after the communication with the .information

terminal is established in the establishment step.

Exdmple embodiments may provide an information
processing apparatus comprising establishment means for
establishing communication performed via a network between
the information processing apparatus and an information
terminal, in response to a request issued, in a state in
which a .device is connected with the information terminal,
by the information terminal, and transmission means for
transmitting a first packet including a command for
controlling the device to the information terminal from the
information processing apparatus after the communication
with the information terminal is established by the

egtablishment means.



first packet, a sinple programfor causing the information term nal
determ ne whi ch process should be perforned by the device. The first

packet transmtted by the transm ssion neans -
information identifying the
command. Wen the conmunication |ink established by the

to

may include identification
device to be controlled in accordance with the
est abl i shnent

means includes a firewall of the information termnal, the transm ssion
means may transmt the first packet using HTTP as a conmuni cation

protocol. The transmi ssion means may maintain the conmunication

HTTP established by the establishment feans for a period during which a
plurality of first packets are g - transmtted. The information processing
apparatus may further conprise conmand neans for commandi ng the

i nformation TEé”&ﬂﬁbtht&bﬁrbrbbé@gmhgtthaEéedgtﬁéyiﬁadthétornation in

t he conmmuni cation established by the esta

i shment neans. Exanple

enbodi negbosprayeprevedial mbosmdororedeiedessi fgometthed iaseaniaatied w th
an information processing apparatus, conprising the steps of establishing
conmuni cgkirprinafgr kokrednd Paa katt oy v nwe en risfseonskeortmattihen processi ng
apparatus and an information termnal, in response to a request issued, i
a state icomwhingh taagewiiteeids foom ébiee d ranisii sisien meamwat i on term nal ,
the information term nal

The command may include information indicating whether,
when the information terminal fails to perform a process in
accordance with the command, a process should be continued
in accordance with a following command.

The first packet transmitted by the transmission means
may include a pluraiity of commands belonging to the samé
protocol.

The transmission means may tfansmit, together with the
first packet, a simple program for causing the information
terminal to determine which process should be performed by
the device.

The first packet transmitted by the transmission. means
may include identification information identifying the
device to be controlled in accordance with the command.

When the communication link established by the
establishment means includes a firewall of the information
terminal, the transmission means may transmit the first
packet using HTTP as a communication protocbl.

The transmission means may maintain the communication

link using HTTP established by the establishment means for a

period during which a plurality of first packets are .

by

| i nk using

In



and transmtting a packet including a command for controlling the device to
the information termnal fromthe information processing apparatus after
the comunication wth the informationgtermnal is established in the
establ i shment step. Exanple enbodi nents may provide a first programand a
storage nediumincluding the first programstored thereon, wherein the
program conpri ses the steps of establishing comrunication perforned via a
network b .an _iynformation processing apparatus and an information
termnal, In response to a request issued, in a state in which a device is

connect ed “ﬁthI%Qeih@BQEHPEBanES%éEéEHgI#E?a %anﬁgkn§5%gﬂerterninal’ and
coO n co

transmtting a packet including a -9- for trolling the device to

t he i nf or nednpafi sd RicivAall hEankt her | FbmrdratiR tHoGegs-hacapparatus after
the communicati on between the information termnal and the infornation

processi ngdeappadt t® ssaest abhhsivad iny thedeestrabheghiridrrdteion Bxanpl e
enbodi nents may provide an information term nal conprising request neans
for, in aBattenmnigeghon edesbtbshed dunrdut exstabib shivenicniteanat i on
termnal, requesting an information processing apparatus to establish
comuni cati on vﬁéaﬂpg@tﬁﬂPﬁélm%ﬂﬁﬁ\Wﬁﬂ;ﬂﬁ@&ﬁgeféﬁ ieéervahéom first packet
i ncludi ng_a command for ntrollin he, device, _from.the infornation

c
processin§m§55§FéP§sm@Fgogoﬁﬁﬁﬂ?%%.? prith an information processing

apparatus, comprising the steps of establishing communication
performed via a network between the information processing
apparatus and an information terminal, in response to a
request issued, in a state in which a device is connected
with the information terminal, by the information terminal,
and transmitting a packet including a command for |
controlling the device to the information terminal from the
information processing apparatus after the communication

with the information terminal is established in the
establishment step.

Example embodiments may provide a first program and a
storage medium including the first program stored thereon,
wherein the program comprises the steps of establishihg
communication performed via a network between an information
processing apparatus and an information terminal, in response
to a request issued, in a state in which a device is
connected with the information terminal, by the information

terminal, and transmitting a packet including a



established in response to the request issued by the request neans, and
control neans for controlling the device in accordance with the command
included in the first packet received by the receiving neans. The
information termnal may further conprise transm ssion neans for
transmtting to the informati on processing apparatus a second packet
including a response indicating a result of controlling performed by the
control nmeans on the device. Exanple enbodi ments may provide an

i nformation processing mnethod conpri§Pﬁg the steps of in a state in which
a device is connected with an information termnal, requesting the

i nformati on processi ng apparatus to establish to conmunication via a
network, remtbvidngoz pagkedllined uthd@eiconeRrdel ohreamitdd i ng the
device, fromthe informati on processing apparatus via comunication

est abl i shéerimnade§ponsthé oinfizrmesgies tpriccesednbnapperaeauesitest eme and
controlling the device in accordance with the command included in the
packet refeMERicAtine Petwpti ofhetgplommeanfsire tepbddrdennd tag provi de a
second pr&%%an1and a storage nediumincluding the second program stored

t her eon, PEFPACLAR BELHHT O FRARLATISudSs eBhabiahedoin ithe a state in
whi ch a dgg%gglg connected with an information term nal, requesting an

S
i nfornation proc%%@?%% %ﬁﬁﬁratus to establish conmmunication via a network
receiving a pac&fgmple embodiments may provide an information

terminal comprising request means for, in a state in which a
device is connected with the information terminal,
requesting an information processing apparatus to establish
communication via a network, receiving means for receiving a
first packet including a command for controlling the device,
from the inforwation processing apparatus via communication
established in response to the request issued by the request
means, and control means for controlling the device in
accordance with the command included in the first packet
received by the receiving means.

The information terminal may further comprise
transmigsion means for transmitting to the information
processing apparatus a second packet including a response
indicating a result of controlling performed by the control
means on the device. '

Example embodiments may provide an information
processing method comprising the steps of in a state in
which a device is connected with an information terminal,

requesting the information processing apparatus to establish



including a command for controlling the device, fromthe information
processi ng apparatus via comuni cation established in response to the
request issued in the request step, ad controlling the device in
accordance with the command included in the packet received in the
reception step. In the control systemand the nethod in exanple
enbodinents , in a state in which a device is connected with an
information termnal, a request for est bl i shing comrunication via a
network is issued to an informati on processing apparatus, a packet
including a conmand for controlling the device is transmtted fromthe
informati on processing apparatus in conmmunication established in response
to the refoBEEREMREYBESIVed Bptvpak.nfermaving ateahigtalincdndinkeadevice is
controlled in agccordance with the command included in the received packet.
After confiifeat Ton SAHFEN M8t Weiek d5atikgen frRE FRe of WE@TBH-199 ocessi ng

apparatus_and the infaormtion_termnal i.s establisgfd in.response to the
SERBLLT

request i E?%Eﬁ%ﬁpqrﬁ?pqﬁﬁﬁﬂﬁnﬁﬁaoﬁCWEFWFﬁﬁF}OQ bt Red Hhsnitted to the
'”for”at!f@%§55§@rﬁﬂ;&#éhﬁ%ﬁ%fs@fQ%gﬁkbpﬁnp%ﬂggiéégggﬁp f%égtghdthe

i nformation processi d, the storage ne programin
exanpl e e@&wfmncg t HOIBNIEAL 0B Hlod g@n cRe P ktll;gt : ﬂgpe i nfornmati on
S es a&

processi ng apparatus and an information termnal I1s e ished in
response imwchuded in the packet received in the reception step.
Example embodiments may provide a second program and
a storage medium including the second program stored
thereon, wherein the second program includes the steps of in
a state in which a device ig connected with an information
terminal, requesting an information processing apparatus to
establish communication via a network, receiving a packet
including a command .for controlling the device, from the
information processing apparatus via communication
established in response to the request issued in the request
step, ad controlling the device in accordance with the
command included in the packet received in the reception
step.
In the control system and the method in example
'embodiments , in a state in which a device is connected with
an information terminal, a request for establishing
communication via a network is issued to an information
processing apparatus, a packet including a command for
controlling the device is transmitted from the information

processing apparatus in communication established in



request issued by the information termnal in a state in which a device is
connected to the information termnal. After the communication between the
i nformation processing apparatus and the information termnal is
established, a first packet including a conmand for controlling the
device- is transmtted to the information termnal. In the information
processing termnal, the nethod for the information processing term nal,
the storage nedium and the program i_%f_exanpl e enbodinents, in a state in
which a device is connected with an ififormation termnal, a request for
establ i shing communi cation via a network is issued to an information
processi ngrappenat use HAfe erequsetl 2ndc gmnenivedt bgnths asfabhatshad i n
response to the request, a packet including a command for controlling the
devi ce i s FFEREIYed FMrhenhdevheer kit fomrt prbask simgcappdracaswitia

conmuni cat j.on est abl | shed, %ﬁp,the device is _controlled in accordance
with the CORENEG Hﬂfgd*di e th&c EBGEHVBIcRRE St BRIAEETESCRI PTI ON OF

2ccor di ng Tartre s b TRET PR Rt BB Re 842 he bt ot chow g, an
exanpl e Ofpfbcééﬁﬂﬂéﬂgﬁﬂéfﬁiu%faﬁdsﬁﬁge&n§g?mgti R Grpihafig 31s a b|90k
di agram showi ng an ‘exanple of a functional con |guré¥|on of the server;
Fig. 4 is estlwristiagiaheshonsadtant8xavbh8e8f fssued by the

information terminal, a packet is transmitted to the

information terminal.

In the information processing apparatus, the

information processing method, the storage medium, and the

program in example embodiments , communication via a

network between the information processging apparatus and an

information terminal is established in response to a

request issued by the information terminal in a state in

which a device is connected to the ihformation terminal.

After the communication between the information processing

apparatus and the information terminal is established, a

first packet including a command for controlling the device-

is transmitted to the information terminal.

In the information processing terminal, the method for the

information processing terminal, the storage medium, and

the program in example embodiments , in a state in which a

device 1s connected with an information terminal, a request

for establishing communication via a network is issued to

an information processing apparatus. After;the



functional configuration of a client; Fig. 5is a state transition di agram
of control protocols; Fig. 6 is a diagramshow ng an exanple of a data
format of a packet; Fig. 7 is a diagram showi ng nessages used in a
handshake protocol; Fig. 8 is a diagram show ng a handshake protocol
execut ed using nessages shown in Fig. 7; Fig. 9 is a diagram show ng
nmessages used in a farewell protocol; 13 Fig. 10 is a diagram showi ng a
farewel |l protocol fr executed using nessages shown in Fig. 9; Fig. 11 is a
di agram show ng nessages used in an error protocol; Fig. 12 is a diagram
showi ng an error protocol executed TustAg nessages shown in Fig. 11: Fig.
13 is a diagram showi ng anot her exanple of an error protocol executed
usi ng nmessages shown in Fig. 11; Fig. 14 is a di agram show ng nessages
used in atbrupdatent i ity dqFiwicidiedith Asdahse dagramshawdty an update
entity protocol executed using nessages shown in Fig. 14; Fig. 16 is a
di agr am unkatg iresisatjesy usetbnnkrah for controlling the device is

received from the information processing apparatus via

communication established, and the device is controlled in

accordance W;th the command included in the received packet.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a diagram showing an example of a control
system according to the present invention;

Fig. 2 is a block diagram showing an example of a
configuration of a server shown in Fig. 1;

Fig. 3 is a block diaéram showing an example of a
functional configuratioﬁ of the server; |

Fig. 4 is a block diagram éhowing an example of ‘a
functional configuration of a client;

Fig. 5 is a state transition diagram of control
protocols;

Fig. & is a diagram showing an example of a data format
of a packet;

Fig. 7 is a diagram shoWing mességes used in a
handshake protocol;

Fig. 8 is a diagram showing a handshake pfotocol
executed using messages shown in Fig. 7:

Fig. 9‘is a diagram showing messages used in a farewell

protocol;



application data transfer protocol; Fig. 17 is a diagram show ng a sequence
of an application data transfer protocol executed using nessages shown in
Fig. 16; Fig. 18 is a diagram show ng nessages used in an operate entity
protocol; Fig. 19 is a diagram showi ng a sequence of an operate entity
prot ocol executed using nessages shown in Fig. 18, Fig. 20 is a diagram
showi ng a sequence of comrunication in a neutral state; Fig. 21 is a

di agram showi ng anot her exanpl e of sequence of comrunication in the
neutral state; 14 Fig. 22 is a diagramshow ng still another exanple of
sequence of comunication in the neutrlad state; Fig. 23 is a diagram
showi ng a sequence of an exchange protocol; Fig. 24 is a diagram show ng a
sequence of an exchange protocol; Fig. 25 is a state transition di agram of

control protpggl s1oFig. 2281 h§ramdsREN8AY SHORLE PEwaNDt pesrsxampl e of a
sequence of a handshake protocol; and Fig. 27 is a di agram show ng anot her

exanpl e ekeautsaquensg ekssabasewbblnpiat ggel.. 9PESCRI PTI ON OF THE PREFERRED
EMBODI MENTS
Fig. 11 is a diagram showing messages used in an error
protocol;
Fig. 12 is a dia@ram showing an error protocol exeéuted
using messages shown in Fig. 11:
C ) Fig. 13 is a diagram showing another example of an
érror protocol executed using messageé shown in Fig. 11;

Fig. 14 is a diagram showing messages used in an update
‘entity protoéol;

Fig. 15 is a diagram showing an update entity protocol
executed using messages shown in Fig. 14;

7 Fig. 16 is a diagram showing messages used in an
application data transfer protocol;

Fig. 17 is a diagram showing a seqguence of an
application data transfer protocol executed using messages
shown in Fig. 16; | |

Fig. 18 is a diagram showing messages used in an
operate entity protocol;

Fig. 19 is a diagram sho%ing a sequence of an operate
entity protocol executed using messages shoﬁn in Fig. 18;

Fig. 20 is a Qiagram showing a sequence of
communiCation in a neutral state;

Fig. 21 is a diagram showing another example of

sequence of communication in the neutral state:



Fig. 1 shows an exanple of a control systemaccording to the present
invention. Cients are connected to a network 1 (devices are connected to
the network 1 via clients), and servers 2 and 4 for renotely controlling
the clients are al so connected to the network 1. The server 2 is also
connected to a cryptography/authentication server 3 for performng
encryption, decryption, and authentication of data in cooperation with the
server 2. Each of the server 2 and the server 4 controls devices via a
client. - 15 A portable telephone 5 and a personal conmputer 6 serving as
clients are connected to the network 114 As will be described in detai

| ater, a protocol is used which allows a server (the server 2 or the
server 4) to control a client (the portable tel ephone 5 or the personal
conputer 6) gnger2bhesi Bi Hiagrum ShoWbRgSSEYEl ¥hatReOPMBRAGSL&08Fbet ween
the server .and the client. In the exanple shown in Fig. 1, a reader/wither
11, a | Cecakthch3 ofa capdaindical4onané &hel sphdyralSstelte¢ch are devices
controlled by the server 2 or the server 4 via the client, are connected
"to the portabFégtekd8phene 8iagrani shosédgi a shqupnetabfeahetephange5. An
external 1C card 12 is indirectly connected to the portable telephone 5
via a readetbwoiltrer 11. Unlike the IC '

Fig. 24 is a diagram showing a seqﬁence of an exchange
protocol;
.3} ' Fig. 25 is a state transition diagram of control
protocols;
Fig. 26 is a diagram showing another example of a
sequence of a handshake protocol; and
Fig. 27 is a diagram showing another example of a

sequence of a farewell protocol.

' DESCRIPTION OF THE PREFERRED EMBODIMENTS
Fig. 1 shows an example of a control system according

. to the present invention.

Clients are connected to a network 1 (devices are
connected to the network 1 via clients), and servers 2 and 4
for remotely controlling the clients are also connected to
the network 1. The server 2 is also connected to a
'cfyptography/authentication server 3 for performing
encryption, decryption, and authentication of data in
cooperation with the server 2.

Each of the server 2 and the server 4 controls devices

via a client.



card 13 that is directly connected to or disposed in the portable

tel ephone 5, the external IC card 12 is indirectly connected to the
portabl e tel ephone 5 via conmunication using electronmagnetic induction
when the external IC card 12 is placed near to or directly on the
reader/witer 11. Simlarly, in Fig. 1, a IC card 21, a speaker 22, a
display 23, and a reader/witer 24, which are devices controlled by the
server 2 or the server 4 via the client, are connected to the personal
conputer 6. An external I1C card 25 is placed near to or directly on the
reader/witer 24 with an arbitrarytiling. - 16 Those devices (the.
reader/witer 11, the external IC card 12, the IC card 13, the speaker 14,
the display 15, the. [1C card 21, the speaker 22, the display 23, the

reader/writerp24q a6 & hee pXbRENE 5 | £n 838 Up@PioRE B AGhpufdyays connected to
the network 1 via clients but are connected with an arbitrary timng as

requi redsefviagnBkt eniehtgodrsecohhecexat em earf hguwatkon shawnwiinn Fig. 1
can be, nodified as required. For exanple, in addition to or instead of
t he port akl aekekeépbanenSdetaihelapersonabroeespulelsbusadPBAicRer sonal

Digital Assistant) device as a client or a nenory as a device may be
connect edllb@ast hessereer (2hor stheesefver #hei acrhernép) wonkcdntkiod. a2 is a
bl ock di agram showi ng an exanple of a configuration of the server 2 shown
in Fig. tlient (the portable telephone 5 or the personal computer 6)
-under the ipitiative of the server via communication between
'y the server and the client.
In the example shown in Fig. 1, a reader/writher 11, a
IC card 13, a speaker 14, and a display 15, which are
devices controlled by the server 2 or the server 4 via the
client, are connected to the portable telephone 5 or
disposed in the portable telephone 5. |
An external IC card 12 is indirectly connected to the
.poftable telephone 5 via a reader/writer 11. Unlike the IC
card 13 that is diréctly connected to or disposed in the
yis | portable telephone 5, the external IC card 12 is indirectly
E connected to the portable telephone 5 via communication
using electromagnetic induction when the external IC card 12
is.placed near to or directly on the reader/writerLll. -
Similarly, in Fig. 1, a IC card 21, a Spéaker'22, a
display 23, and a reader/writer 24, which are devices
- controlled by the server 2 or the server 4 via the client,
are connected to the personal computer 6. An external IC

card 25 is placed near to or directly on the reader/writer

24 with an arbitrary timing.



A CPU (Central Processing Unit) 31 perforns various processes in
accordance with a programstored in a ROM (Read Only Menory) 32 or a
program | oaded into a RAM (Random Access Menory) 33 froma storage unit
38. The RAM 33 is also used to store data necessary in processes executed
by the CPU 31. For exanple, a server for controlling clients via

communi cation using a protocol (hereinafter, referred to as a control
protocol) in the communi cation systemshow in Fig. 1 is realized by
executing a particular control programon the CPU 31. 17 The CPU 31, the
ROM 32, and the RAM 33 are connected t¥® each other via a bus 34. The bus 34
is also connected to an input/output interface 35. The input/out put
interface 35 is also connected to an input unit 36 including a keyboard,
nmouse, and thehbbkedefice®UlPHE vBhHed/wiriekuding andi spkaynsuchcas a CRT

(Cathode Ray Tube) or a LCD (Liquid Crystal. D splay) and a speaker, a

storage wairtd 38, stttk ds aakar d3di shedsipeakeand 43 te@MAIQahi A% URiHe 39

such as a nodemor a term nal adapter. The comrunication unit 39 is

responsi BCe cardc@iputheaspenkevi &2t héheetddmpl al,. 2&8,dihee 40 is al so

connected to the input/output interface 35 as required, and a magnetic

di sk 41, rgadeptivcaferdidk 4Rd sheagméeooptli & cdirsk 243, aoe amcdeni conduct or

ey always connected to the network 1 via clients but are
connected with an aﬁbitrary timing as required.

Sy | As a matter of course, the system configuration shown

in Fig. 1 caﬁ be modified as required. For example, in

addition to or instead of the portable telephone 5 or the

personal computer 6, a PDA (Personal Digital Assistant)

device as a client or a memory as a device may be connected

to the server 2 or the server 4 via‘thé network 1,

Fig. 2 is a block diagram showing an example of a
configuration of the server 2 sﬁown in Fig. 1.

A CPU (Ceritral Processing Unit) 31 performs various
processes in accordance with a program stored in a ROM (Read
Only Memory) 32 or a program loaded into a RAM {Raﬁdom
Access Memory) 33 from a storage unit 38. The RAM 33 is
also used to store data necessary in processes executed by
the CPU 31.

For example, a server for controlling clients via
communication using a protocol (hereinafter, referred to as
a control protocol) in the communication system shown in Fig.

1 is realized by executing a particular control program on

the CPU 31.



44 is nounted on the drive 40, as required, to install a conputer program
therefrominto the storage unit 38. The server 4 and the portable tel ephone
5 and the personal conputer 6 serving as clients have simlar
configurations to that of the server 2 described above with reference to
Fig. 2, and thus a duplicated description of the configurations of those
server and clients is not given herein. In the follow ng description, Fig.
2 is also referred to when the portable tel ephone 5 or the personal
computer 6 is discussed. The protocol used in conmmunication between a
server and 18 a client is described bel ow. Hereinafter, the protocol used
i n conmuni cation between a server and a client is referred to as a control

protocol . In the background of a Wb application executed on a client,
conmuni cati onpRetyegnsihecgbi ROl 8pd angetMer rhf 3perker aBAnyEtBE the
control protocol. In. t he portable telephone 5 or a sinilar apparatus

serving asch ekhemrt vikha pWebzappl ireat bR 33 Aet aNecessamected Yo an
comuni cati on between the client and the server is perforned. In this

case, fofnpexaspkputannapplfeat 3en of the portable tel ephone 5 retains al
data to be displayed, and the data is displayed by controlling the
appl i cation aniget hepdt gptayutniatsrfistar 35mananeil sbocthatctadwhochnt he
device is controlled. A Wb application using control protocols may be
input unit 36 including a keyboard, mouse, and the like, an
output unit 37 including a display such as a CRT (Cathode
Ray Tube}) or a LCD {Liquid Crystal Display) and a speaker, a
storage unit 38.such as a hard disk drive, and a
communication unit 39 such as a modem or a terminal adapter.
The communication unit 39 is responsible or communication
via the network 1.

A drive 40 is also connected to the input/output
~interface 35 as reguired, and a magnetic disk 41, an optical
disk 42, a magnetooptical disk 43, or a semiconductor memory

44 is mounted on the drive 40, as required, to install a

computer program therefrom into the storage unit 38.

The server 4 and the portable telephone 5 and the
personal computer 6 serving as clients have similar
configurations to that of the server 2 described above with
reference to Fig. 2, and thus a duplicateé description of
the configurations of those server and clients is not given
hereiﬁ.‘ In the following,description, Fig. 2 is also
referred to when the portable telephone 570r the personal
.computer 6 is discussed.

The protocol used in communication between a server and



devel oped. In such a Wb application, for exanple, a business |logic may be
described in a single function/nmethod. This provides the follow ng
advantages. Firstly, the application can be executed w thout concern for

di sconnection of HTTP (Hyper Text Transfer Protocol). Secondly, a server
is allowed to transmt a request to a client (that is, a requester of HITP
isnot limted toa client). Thirdly, an arbitrary process is allowed to
be preformed on a client (there is no limtation simlar to that in
Appl et or ActiveX control). The control protocol includes a data transfer
protocol 19 and other subprotocols.-Fd8 exanple, subprotocols include a
handshake protocol, a farewell protocol, an error protocol, an update
entity protocol, an application data transfer protocol, and an operate

entity pré)t@PPént'\@éed@ééﬂﬁéﬂl a5d You t hey @éfnaa%@?ﬁfe{h@rﬁ&@&&oﬁe&é@&s a

transm ssion/reception procedure of a subprotocol nessade, and

handshake; predeehi 8ot i e arpsdced e robr £38apl NG s cponects@n. The
farewel | protocol defines a procedure of releasing a connection, and the

error proi®cHd a dedhnest Sfses1 notification procedure. The update entity
protocol defines a procedure perforned by a server to change the state of

a client. The IrapMd ¢aidkercdaid dff ansfedy Fppdticeali defdqesitad on a

transm ssi on/ reception procedure of data specific to an
client, communication between the client and a server is
performed using the contrel protocol. In the portable

  ) telephone 5 or a similar apparatus serving as a client, the
Web application is not necessary, only communication between
the client and the server is performed. 1In this case, for
example, an application of the portable telephone 5 retains
all data to be displayed, and the data is displayed by
controlling the application and the display in a similar
manner to that in which the device is controlled.

A Web application using control protocols may be

developed. In such a Web application, for example, a

business logic may be described in a single function/method.

gk}
R

This provides the following advantages. Firstly, the
application can be executed without concern for
disconnection of HTTP (Hyper Text Transfer Protocol).
Secondl§, a server is allowed to transmit a fequest to a
client {that ié, a requester of HTTP is not limited to a
client). Thirdly, an arbitrary process is allowed to be
preformed on a client (there is no limitation similar to
that in 2pplet or ActiveX control).

The control protocol includes a data transfer protocol



application. The operate entity protocol defines a procedure perfornmed by

a server to operate a client. The control protocol including those
protocols described above defines only a core (frane) of data

comuni cation. To performa process specific to an application, such as an
an extension (extension nodule) for the
application is needed. That is, a conbination of a nain control protocol
extensi on defines an operation procedure. Fig. 3 is a block diagram
showi ng an exanple of a functional configuration of a server (for exanple,

operation of a particular device,

and an

the - 20 server 2) perform ng conmusni t&tt+on according to a control

protocol. Each functional block shown in Fig. 3 is realized by executing a

particular control programon a CPU 31 of the server 2. A controller

controls the entir [ 'ncI¢§H n HEBS . fenagerg 52 for

managi ngan sostageers Sﬁbﬁ)go\tjtg)ecé%ién' a gng%ﬁ%{%éi%’r ot ocol, a ?%glwel I rresa'lsage

haf}?déhoarkéfgm&cgg) MESSAgES 1] YOESk ddb B, a8 eveldr s aasedl, an
nager

error nessage nma

manager

or managl ng nessages Included in an error

51

pr ot 000|an_§% R edi&%ﬂﬁﬁ-ﬁ@@éé@,n%&fammomrtﬁnémr managi ng

nessages |

updat e-

In an application data transfer protocol, an

PN IESSARE JFPNAASat0d edtOft PBORGtSgoTESSages included in an

update entity protocol, and an operate-entity message manager 67 for
managi ng More particularly, the data transfer protocol defines a

transmission/reception procedure of a subprotocol message,
and the handshake protocol defines a procedure of
establishing a connection. The farewell protocol defines a

procedure of releasing a connection, and the error protocol

. defines an error notification procedure.

The update entity protocol defines a procedure

performed by a server to change the state of a client. The

- application data transfer protocol defines a

transmission/reception procedure of data specific to an

application. The operate entity protocol defines a

- procedure performed by a server to operate a client.

The control protocel including those protocols
described above-defines only a core (frame) of data
communication. To perform a process specific to an
appliéatioﬁ, such as an operation of a particulér device, an

extension {extension module) for the application is needed.

“That is, a combination of-a main control protocol and an

‘extension defines an operation procedure.

Fig. 3 is a block diagram showing an example of a

functional configuration of a server (for example, the



messages included in an operate entity protocol.

The nessages included in

t he handshake protocol (hereinafter referred to as handshake nessages)
described in detail later with reference to Fig. 7. The nessages
included in the farewell protocol (hereinafter referred to as farewel |l
messages) W ll be described in detail later with reference to Fig. 9. The

wll be

nmessages included in the error protocol (hereinafter referred to as

nmessages) Wi Il be described in detail later with reference to Fig.
nmessages included in the update entity protocol (hereinafter referred to

as update entity 21 nessages) w || -b20descri bed in detai
ref erence

error
11. The

| ater with
to Fig. 14. The nessages included in the application data

transfer protocol (hereinafter referred to as application data transfer

messages) W ll he descri i i r it 0 ref C ig. 16. The
rressagesgefrn‘f:ef%a%d Plenrf%felpﬁg%eg%@lgin%ﬁ%rgr%ct%}%:%%r{fe%%aﬁit&@ef erred to

as oper
referen
associ a
i ncl ude
message
manager

T

r o . . ( e natt . |

A B R, L L g B s ses

ga?f' é&ééhé‘;ﬁ}fgf% PESSAYESeorPF o EXHHY €am idn & dendshake vmssage
n a packe tran

smtted froma client is received by a handshake
deception controller 54 and transferred to the handshake nmessage

52, the handshake nmessage manager 52 produces a
A controller 51 controls the entire server 2 including

a handshake message manager 52 for managing messages
included in a handshake protocol, a farewell message manager
55 for managing messages included in a farewell protocol, an
error message manager 58 for managing messageé included in
an error protocol, an application-data—ﬁransfer message

manager 61 for managing messages included in an application

‘data transfer protocol, an update-entity message manager 64

for managihg messages included in an update entity protocol,
and an operate-entity message manager'67 for managing
messages included in an operate entity protocol.

The messages included in the handshake protocol
(hereinafter referred to as handshake messages) will be
described in detail later with reference to Fig. 7. The

messages included in the farewell protocol (hereinafter

. referred to as farewell messages) will be described‘in

.detail later with reference to Fig. 9. The messages

included in the error protocol (hereinafter referred to as
error messages) will be described in detail later with
reference to Fig. 11. The messages included in the update

entity protocol (hereinafter referréd to as update entity



handshake message corresponding to the received nessage and supplies the
produced handshake nessage, to be transmtted to the client, to a
handshake message transm ssion controller 53. The handshake nessage
transm ssion controller 53 controls transm ssion, perforned by the
communi cation unit 39 shown in Fig. 2, of handshake nessages to clients
such.-as the portable tel ephone 5. The handshake nessage reception
controller 54 controls reception, performed by the conmunication unit 39
shown in Fig. 2, of handshake messages fromclients. 22 The farewel |l
message manager 55 controls processes2lassociated with farewell nessages.
For exanple, if a farewell nessage included in a packet transmtted froma
client is received by a farewell nessage reception controller 57 and

t f he, f | - 5
rans er@%&p%%eﬁ)cgglgj qlf’%réé% 1BRA0L! 1 SPard e, { af el  gpSsage

manager nmessage in response to the recei ved

”essage,tmdig.SUPQJ i %% heefupsicet, d ateug! | n NeSSagsr1 1 SaPeok r@Redri tted to

the client, to a farewell nessage transm ssion controller 56. The farewell

nessage {F A0S S WL SNt 1 old &5 i Dfrr LONE PbSréansmissagpiogtfon med by the
communi cation unit 39 shown in Fig. 2, of farewell nessages to clients.

The fargyed |t rmssege Hasepid N wONL et | €8s Srfilsaat 19| et £LEPLAOET
performed by the comrunication unit 39 shown in Fig. 2, of

with reference to Fig. 16. The messages included in the
operate entity protocol (hereinafter referred to as operate-
entity messages) will be described in detail later with -
reference to Fig. 18.

The handshake message manager 52 manages processes
associated with handshake messages. For example, if a
handshake message included in a packet transmitted from a
clieﬁt is received by a handshake message reception
controller 54 and transferred to the handshake message
manager 52, the handshaké message manager 52 produces a
handshake message corresponding to the received message and
supplies the produced handshake message, to be transmitted
to the blient, to a handshake message transmission.
controller 53.

The handshake message transmission controller 53
controls transmiésion, performed by the communication unit.
39 shown in Fig. 2, of handshake messages to clients such as
the portable telephone 5. The handshake message reception
controller 54 controls reception, performed by the
communication unit 3% shown in Fig. 2, of handshake messages

from clients.



farewel | nessages fromclients. The error nessage nmanager 58 controls
processes associated with error nmessages. For exanple, if the controller
51 detects that a format error is included in a packet received froma
client, the error nmessage manager 58 produces an error nessage dependi ng
on the detected error and supplies the produced error nmessage, to be
transmtted to the client, to an error nessage transm ssion controller
59. The error nessage transm ssion controller 59 controls transm ssion,
performed by the comunication unit 39 shown 23 in Fig. 2, of error
nmessages to clients. An error nessage22reception controller 60 controls
reception, perfornmed by the communication unit 39 shown in Fig. 2, of
error messages fromclients. The application-data-transfer nessage manager

61 manages it ;'_jfaalté ~daf s dd. ﬁﬂﬁﬁiﬁ%hﬂi@]ﬁemeﬁsség an

appl i cation- ranster nessage 1 nc n a packet transmtted froma

client iésécggféysé x?i/tﬁnj?éf&lréfﬁtrhéé'saﬁl@é@'tf@fsé%m sage seception

controller and transferred to the application-data-transfer nessage

manager £Blsy,dNe APPLLSAL {981 SR Q- 1 £ anShEEKABSEAGEsHBRBEEr £8dn #roduces an
application-data-transtfer nessage in response to the received nessage and

suppl i ed-1 henprogduseds apphi Bt h onareit Bt thansége PeSSHPEOnto0 be transnitted
to the client, to : : :
controller 57 and transferred to the farewell message

manager 55, the farewell message manager 55 produces a

farewell message in reéponse to the received message, and

supplies the produced farewell message, to be transmitted to

the client, to a farewell message transmission contrdller 56.

The farewell message transmission controller 56
contfols transmission, performed by the communication unit
35 shQWn in Fig. 2, of farewell messages to clients. The
farewéll message reception controller 57 controls_reception,
pérformed by the communication unit 39 shown in Fig. 2, of
farewell messages from clients.

The error message manager 58 controls processes
associated with error messages. For example, if the
controller 51 detects that a format error ‘is included in a
packet received from a clieﬁt, the error méssage manager 58
produces an error méésage depending on the detected error -
and supplies the produced error message, to be transmitted
 to the client, to an error message transmission controller
59.

. The error message transmission controller 52 controls

transmission, performed by the communication unit 39 shown

4



an application-data-transfer nmessage transm ssion controller 62. The
application-data-transfer nessage transm ssion controller 62 controls
transm ssion, performed by the comunication unit 39 shown in Fig. 2, of
application-data- transfer nessages to clients. Mire particularly, the
application-data-transfer nessage transm ssion controller 62 adds a
finished nessage to a set of a particular nunber of nessages supplied from
the application-data-transfer nessage nanager 61 and transmts themin the
formof a packet to a client. 24 The application-data-transfer nessage
reception controller 63 controls recéption, perfornmed by the

communi cation unit 39 shown in Fig. 2, of application-data- transfer
nmessages fromclients. Mre particularly, the application-data-transfer:
nessage {@Cep§i on, contOtdLrmbssaget et scientend ofn apPasckated £ ved from
a client by detecting a finished nessage included in the packet, the

appl i cat reteiad 6n t ¢ GmiSE €1 1 B SEAJCoN EEEPE | BECEOM 9] | R r BSrm@uUtPEtiShan
application-data-transfer nmessage included in the packet to the

appl i catcommaat @at t@nsirett neS ssigevmahagetg 612, The ampckat enesdades message
manager 64 nmanages processes. associated with update-entity nmessages. For
exanpl e, frémthbientupdat e-entity nessage nanager 64 is commanded by the
controller 51 to transmt a particular update-entity nessage

The application-data-transfer message manager 61
manages application-data-transfer messages. For example, if
an application-data-transfer messagé included in a packet
transmitted from a client is received by an application-
data-transfer meésage reception controller 63 and
transferred to the applicationndata—transfer message manager
61, the application-data-transfer message manager 61
produces an'application~data~transfer message in response to

- the received message and supplied the produced application-—
data~transfer message, to be transmitted to the client, to

an application-data-transfer message transmission controller

62.

R

The application~data~transfer message transmission
controller 62 controls transmission, performed by the
communication unit 39 shown in Fig. 2, of application-data-
transfer messages to clients. More particularly, the
application-data~transfer message transmission controller 62
adds a finished message to a set of a particular number of
ﬁessages supplied from the application-data-transfer message
manager 61 and transmits them in the form of a packet:to'a

client.



to a client, the update-entity nessage nmanager 64 produces an update
entity nmessage according to the conmand and supplies the produced update
entity nmessage, to be transmtted to the client, to an update-entity
nmessage transm ssion controller 65. The update-entity nessage transni ssion
controller 65 controls transm ssion, performed by the comunication unit
39 shown in Fig. 2, of update entity nessages to clients. Mbre
particularly, the update-entity nmessage transm ssion controller 65 adds a
‘finished nessage to a set of a particular nunber of nessages supplied from
the update 25 entity nessage nmanager 264-and transmts themin the form of
a packet to a client. An update entity message reception controller 66
controls reception, performed by the comruni cation unit 39 shown in Fig.

2, of update ti I Gl rtd rly, the update
| entity rr\e\ssa(gj[glr(l’rg1 6’%?%0%3% Fe%%ﬁ&e;ne@%%ﬁeﬂe%%&g packet
recei vedddi9B Al e £ d $lo D SEL 66489k for | npé!a@@rﬂsésggﬁtwcl uded in the

packet, and the update entity nmessage reception controller 66 outputs an

updat e eMrnihIESSade diet Usedshdled hen PRkt 2, tOf t Higp UPERE Poeid ty- Message
manager 64. The operate-entity message manager 67 menages processes

associ atiewhnd #dy opf S =entidy FEBSRYSS. MOfe ?X@ﬂ’@i@uléfly,t hehe

operate-entity nmessage nanager 67 is comranded by the
application-data-transfer message reception controller 63
detects,the end of & packet received from a client by

) detecting a finished message included in the packet, the

7' application—data—transfer message reception controller 63

outputs an application-~data-transfer message included in the

packet to the application-data-transfer message manager 6l.

The update-entity message manager 64 manages processes.
‘associated with update-entity messages. For example, if the
.update-entity méssage manager 64 is commanded by the
controller 51.to transmit a particular update-entity message
'to a client{ the update-entity message manager 64 produces
an update entity message according to the command and
supplies thé produced update entity.message; to be
transmitted to the client, to an update-entity message
transmission controller 65.

The update-entity meséage transmission controller 65
controls transmission, performed by the communication unit
39 shown in Fig. 2, of update entity messages to clients.
More particularly, the update-entity message transmission
controller 65 adds a finishedlmessage to a set of a

particular number of messages supplied from the update-



controller 51 to transmt a particular operate-entity nessage to a client,
the operate-entity nessage manager 67 produces an operate-entity nessage
according to the command and supplies the produced operate-entity nessage,
to be transmtted to the client, to an operate-entity nessage :
transm ssion controller 68. The operate-entity message transm ssion
controller 68 controls transm ssion, performed by the comuni cation unit
39 shown in.Fig. 2, of operate-entity nessages to clients. More
particularly, the operate-entity message transm ssion controller 68 adds a
finished nessage to a set of a 26 ﬁa? i Cul ar nunber of nessages supplied
fromthe operate- entity nessage manager 67 and transmts themin the form
of a packet to a client. An operate-entity nessage reception controller 69
contr ol sefiefepthofsaper hanagdrbyst hedcommmsmncasi oneninih S Shawoin Fig.
2, of operate-entity nessages fromclients. Mre particularly, the
oper at e-anpadtyetressagecieeeption controller 69 detects the end of a packet
received froma client by detecting a finished nessage included in the
packet, and tAre ugsbrtat esrenittiy ynamssHyergeEpidrorcauntalolderee 69 outputs an
operate-entity nessage included in the packet to the operate-entity
nmessage femzrels 67ecdpiyion, i BenfptmeR by aghansehow heg bhorxampt e3df a
functional configuration of a client (for exanple, the

shown in Fig. 2, of update entity message from clients.

More partiCularly, the update entity message reception

controller 66 detects the end of a packet received from a

client by detecting a finished message included in the

packet, and the update entity message reception controller

66 outputs an update entity message included in the packet

"to the update-entity message manager 64.

The operate-entity message manager 67 manages prdcesses

associated with operate-entity messages. For example, if

the operate-entity message manager 67 1s commanded by the
controller 51 to transmit a particular operate-entity

message to a client, the operate-entity message manager 67
| produces an operate-entity message according to the command

and supplies the produced operate-entity message, to be
transmitted to the client, to an operate~entity message
transmissién controller 68.
The‘operate—entity message transmission controller 68
controls transmission, performed by the communication unit
39 shown in Fig. 2, of operate-entity messages to clients.

More particularly, the operate-entity message transmission

- controller 68 adds a finished message to a set of a



portabl e tel ephone 5) perform ng conmuni cation according to a control
protocol. The functional configuration showmn in Fig. 4 is simlar to the
functional configuration of the server described above with reference to
Fig. 3, and thus a duplicated description thereof is not given herein.
Each functional block shown in Fig. 4 is realized by executing a
particul ar control programon a CPU 31 of the portable telephone 5. A
controller 81 controls the entire portable tel ephone (client) including a
handshake nmessage manager 82, a farewell nessage nmanager 85, an error
nmessage manager 88, an 27 applicatioredat a-transfer nessage manager 91, an
update- entity nmessage manager 94m and an operate-entity nmessage mnanager
97. For exanple, when an update-entity nessage transmtted froma server

is received b he update ept] a ' t 96 and

transfeﬁ?%ﬁF%%Fi%% %%n ?%I?%f&%%sgggg ?ﬁ%p%gggfgggﬁt?$§ %@%ﬁggé manager 94,

t he cont r gq@gQg devyi C L to,cC r vice t

perforn1%€%#§%é§%s%%§or |ndg?% ?ﬁegﬁgcggéégh%g%a%gggn??teﬂéngégggg? ﬁWterO

conpletigg?$gké€et@r£cgf§e@@[forned by the device connected to the client,
er

the contr 1 acquires information indicating the result of the
process (for aexHelfre-dHO P4l catd g whesdier rd e progess is
controls reception, performed by the communication unit 39
shown in Fig. 2, of operate-entity messages from clients.
) More particﬁlarly, the operate—entity message reception
controller 69 detects therend of a packet received from a
client by detécting a finished message included in the
packet, and the operate-entity message reception controller
69 outputé an operate~entity message included in the packet
to the operate-entity message manager 67.

Fig. 4 is a block diagram showing an example of a
functional configuration of a client (for example, the
portable telephone 5) performing communication according to
a control protocol. The functional configuration shown in
Fig. 4 is similar to the functional configuration of the
server described above with reference to Fig. 3; and thus a
duplicated description thereof is not given herein.

Each functional block shown in Fig. 4 is realized by
ekecuting a particular control program on a CPU 31 of the
portable telephone 5.

A controller 81 controls the entire portable telephone
'(client) including alhandshake message manager B2, a

farewell message manager 85, an error message manager 88, an



successfully conpleted) fromthe device controller 100 and supplies the
acquired information to the update-entity nessage manager 94. The
update-entity nessage nmanager 94 produces a response nmessage
(update-entity message) on the basis of the results of the process and
transmts the produced response nessage to the server via the
update-entity nessage transm ssion controller 95. The device controller
100 controls the operation of a device connected to the client in
accordance with a command that may be issued in one of the follow ng
situations. 28 Firstly, when an appl i2Z0atd on-dat a-transfer nessage acquired
by the application-data-transfer nessage reception controller 93 is
transferred to the controller 81, a coomand for causing .a device to
perform c L e Lcatiopn-daga-tran ssage is

i ssued bgpg%gggggﬁﬁr%%FgrEgﬁﬁggégoﬁggggbémﬁéhggﬁgu%gétéﬁeﬁ ?%§gﬁessage
acquired 1 he L a recepil 0 e LS

ranst or f o0 FS e aga Fa Ty B s e aneandrFor tooancrry medgurte to
perforn1ﬁa95?g§s§7according to the update-entity nmessage is issued by the
controller 81. Thirdly, when an operate-entity nessage acquired by the
oper at e- ent i (¥, ESSAYS] & £CGRREM O COPELABE &t DOy I Besdsgast ednenl toed he
controller 81, a command for causing a device to performa process
accordi ngrb@ khecoperate- eatkliYed by the update entity message

reception controller 96 and transferred to the controller 81

) via the update-entity message manager 94, the controller B1
commands a device controller 100 to control a device to
perform a process according to the received update-entity
message.

After completion of the process performed by the device
connected to the client, the controller 81 acquires
information indicating the result of the process (for
example, information indicating whether the process is
successfully completed) from the device controller 100 and

supplies the acquired information to the update-entity

et
s

message maﬁager 94.

The update-entity message manager 94 produces a
response.message (updéte—entity message) on the basis of the
resﬁlts of the process and transmits the produced response
message to the server via the update-entity message
‘transmission controller 95.

The device controller 100 controls the operationlof a

"device connected to the client in accordance with a command

that may be issued in one of the following situations.



nmessage i s issued by the controller 81. The device controller 100 supplies
information indicating the result of the control (the result of the
process perforned by the device) to the controller 81. On the basis of the
result of the process, a response to be sent to the server is produced by
the application-data- transfer nessage-nmanager 91, the update-entity
nmessage nanager 94, or the operate-entity nessage nmanager 97. Now,
referring to Fig. 5, state transitions of control protocols are described
bel ow. The details of communi cation Egrforned in respective state will be
described later. 29 |In step Si, the U 31 of a client (for exanple, the
portabl e tel ephone 5) starts to execute a client program As a result,
state transitions start. Wen the client programis started, the foll ow ng
i nf or mat FDRs t By Neaess adyy . app Secael oRla {And 01 $F &e sk €854 aLa@gioided URL of a
server that controls the client (for exanple,

ht t p: / / viswv. toge . 4l hediaipml -Sesver) rdndiRir afe scagewsscappbi @ppl i cati on: URL of
a Wb application that provides a viewer on a screen of an application
execut edcataml bawd USers (foanskampted,to the controller 81, a command
http://ww. oge. conf webapp/ Vi ewDi spatcher) This URL is not necessary when
the cli efnr (¢darsimanpl d&gvichetparenbdm tael mphones Hocvedi mpttoedee t he Web
appli-cation. * Cookie (optional): Cookie for identifying a session

' application-data~transfer message is issued by the _

controller 81._ Secondary, when an update-entity message

acquired by the update entity message reception controller

R

96 is transferred to the controller 81, a command for
causing a device to perform a process according to the
update~entity message is issued by the controller 81.
Thirdly, when an operate-entity message acquired by the
operate-entity message reception controller 99 is
transférred ﬁo the controller 81, a command for causing a
device to perform a process according to the operate-entity
message is issued by the controller 81.

The device controller 100 supplies'ihformation
indicating the result of the control (the result of the
rprocess performed by the device) to the controller 81. On
the basis of the result of the process, a response to be
sent to the server is produced by the épplication—datan
transfer message.manager 91, the update-entity message
manager 94, or the operate-entity message manager 97.

Now, referring to Fig. 5, state transitions of control

. protocols are described below.  The details of communication

performed in respective state will be described later.



A client transmts a HITP request using a specified session IDto a server
(for exanple, the serer 2) specified by a server URL. In the exanple
descri bed above, a HTTP request for posting a nessage at /webapp/ Server"
is transmtted to a particular port nunber of "www oge.conf. In a case in
whi ch cookie information is set when the client programis started, the
client adds specified cookie information to a cookie header of the HITP
request. A response nessage returned froma server is described in a
content part of a HITP response. After starting the client program in step
S2, the 30 client transmts a clientz2Bek o nessage using a handshake
subprotocol to request establishnent of comrunication. That is, in a
handshake state (state 1 in Fig. 5), a client-hello nessage is transnitted

and a connectf O”sﬂe%% ﬁs ag}Lé%}lgp IAfC;ier ccolrrl]:grggi

0lealdhi 1
protocol, in ent transmts a T1ni S rressage tO t he

server. ddrcLSepopses EQﬁ‘eCQPn 4108 L5 eababtishediiang phsyiah! iative of

t he cont i3 transferred to the server. In Some cases, connection is
establ i sfied; | P §€BPONSLat O tFERESFIEAE NG ArE! | et hO-dDNenfreSsage froma

client to a server (Fig. 25). That is, a particular command (nmessage) is
transm tgesyrih oy t fea SeENEr the f@El@d:iﬁ@tJ_nﬁ@ﬁnﬁti@ﬁpi@s@ed:é@s@ﬁj‘ll ng the
* Server URL (Uniform Resource Locator): URL of a
server that controls the client (for example,
o http://www.oge.com/webapp/Server)
* URL of a viewer Web application: URL of a Web
application that provides a viewer on a screen of an
| application executed at an end ﬁser (for examplg,
http://www.oge,com/webapp/ViewDispatcher)
This URL is not neéessary when the client (for’example,
the portable telephone 5} does not need the Web appliéation.
* Cookie {opticnal): Cookie for identifying a sessibn
A client transmits a HTTP request using a specified
o ~ session ID to a server'(for example, the serer 2} specified
by a server URL. In the example described above, a HTTP
request for posting a message at "/webapp/Server" is
transmitted to a particular port number of "www.oge.com".
'In a case in which cookie infofmatiod‘is set when the
client program is started, the client adds specified cookie
._inf&rmation to a cockie header of the HTTP request.
A response message.retﬁrnedrfrom a server 1ls described .
iﬁ-a content part of a HTTP response.

' After starting the client program, in step $2, the



result of the process perfornmed in accordance with the command is returned
fromthe client to the server. After the connection is established and the
initiative is transferred to the server, the state changes into a neutral
state (state 2 in Fig. 5). In step $4, in the neutral state, the server
controls the state of the client or transmts/receives data specific to
the application in accordance with the logic of the application. In this
process, the control of the state of the client 1is perforned using an
update-entity subprotocol. On the 31 _other hand, an
appl i cation-data-transfer subprotocﬁl3ps‘used to transmt/receive data
specific to the application, and an operate-entity subprotocol is used to
operate the device connected to the client. Only in the neutral state, an
arbi trargltembi neahaniof atdeiabovieel hs afe Ssbps OO0 Prdeaiskdé s al | oved
to be transmtted/received at a tine in an arbitrary order. For exanple,
as w || $Hebpescochbbdtd atequesth «efas bhelendot R fscomdthi@ni2Pon one packet can
include only one type of subprotocol (that is, one packet includes a
header and a Thegssiage isequérrelsdfakanettatpe (ftasiebfir dnodtlg).. 54t the end of
the packet, a finished nmessage of the subprotocol is placed. In each
message ¢}eRbrkeklo freopsade Serveansmitied aid entcarsiawnt koms uldpr ot oco
‘(updat e entitf_subprotocol,
_ established.
After completion of the handshake protocel, in step S3,
N the client transmits a finished message to the server. In
response, the connection is established, and the initiative
of the control is transferred to the server.
In some cases, connection is established in response to
transmitting a client-hello-done message from a client to a
server (Fig. 25).
That is, a particular command (message} 1s transmitted
from the server to the client, and a response indicating the
result of the process performed in accordance with the
command is returned from the client to the server. After
the connection is established and the initiative is
transferred to the server, the state changes into a neutral
_state {state 2 in Fig. 5}.
Iniétep S4, in the neutral state, the server controls
the state of the client or transmits/receives data specific
to the application in accordance with the logic of the
application.

In this process, the control of the state of the client

is performed using an update-entity subprotocol. On the



application data transfer subprotocol, or operate entity subprotocol) in
the neutral state, there is included information indicating whether, if
the process is failed, the follow ng process should be continued. For
exanple, when the client fails to process a nmessage whose starting bit is
"0", follow ng nessages are not processed. On the other hand, when the
client fails to process a nessage whose starting bit is "1", follow ng
nmessages are processed. This also applies to other subprotocol extension
nmessages. If the logic of the application is conpleted, then, in 32 step
S5, the server transmts a server-geodlbye nessage to the client using a
farewel | subprotocol. The state after the transm ssion of the
server - good- bye nessage and before the releasing of connection is referred

to as a ﬁpql state in.Fig. t et gernines that
the far e&v\g{ prAC)I%C}:)"co&FYE iaslgﬁic:%én%?%?%&iﬁf%e%a?snﬂs% eﬁ?égﬁéoge%ge%%?ans mts
a finis fgﬁ%ﬁ%gg chient : S o) LOR oh N pghnse, in
step S7?§$Hé C |enp/%%§%iﬁéﬁ§%§£ ?é%ghfgg %%gggﬁd§§§ﬁgb93%%%ésiﬁélﬁﬂsone
cases, ()& ConnNasid ofy | SuSHESLLIDEN; & NEsSQT V8T opé FAPEMERSE device

server - good- bye-done nessage to the client not via the farewell state. In
responseyoriite-tdd et #1ed egsesnt i he resource and ends the process (Fig. 25).
Only in the neutral state, an arbitrary combination of
the above three subprotocol protocols is allowed to be
”) ' transmitted/received at a time in an arbitrary order. For
example, as will be déscribed late with reference to Figs.
20 to 22, one packet can include only one type of
subprotocol (that is, one backet includes a header and a
message sequence of one type of subprotocol). At the end of
the packet, a finished message of the subprotocol is placed.
In each message transmitted from the server to the
client using a subprotocol (update entity.subprotocol,
~application data transfer subprotocol, or operate entity
:;B : subprotocol) in the neutral state, there is included
| information indicating whether, if the process is failed,
the following process should be continued.
For examplé, when the client fails to process a message
- whose starfing bit is "0", folloﬁing messages are not
processed. On the other hand, when the client fails to
proceés a message whose starting bit is "1", following
. messages are processed. This also appiies to other
subprotocol extension messages;

If the logic of the application is completed, then, in



When an error occurs at an arbitrary step (state) and it becones

i npossi ble to continue the follow ng process, the client of the server
junps to step S8 and transnmits an error message using an error subprotocol
to the server or the client. The state fromthe occurrence of an error to
the end of communication using a control protocol is referred to as an
error state (state 4 in Fig. 5. In step S9, for exanple, when a finished
nmessage is transmtted fromthe nessage to the client, the error state is
ended, and the connection is closed. As described above, comunication
between a client and - 33 a server i-s3@erformed using a control protocol
whose state changes in the above-described manner. Now, the data fornmat of
packets defined by the data transfer protocol is described below. Fig. 6

shous aNs£x8 moke @ ﬁ data,f ‘BEQH%m%saapQ%E%pgAgdSB lé“m!ags%g £§ a

packet inc des a header and a  Seguence 0 ete mne nber of
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version py EE ﬁémigglﬁﬁ”BEOEhQVQEQGQEH%609359E'ﬁ@gsabe Lha M@fék@” field.

Mor e speci a maj or version er is represented by high-order
byt es Ofthéer¥§é§59ﬁg38§ c8nflkBRhoMel §i PBFRWHRATr thSakeRr esealedl by

| ow order bytes.
state (state 3 in Fig. 3).
If_thé server determines that the farewell protocol is
T} completed, then, in step S6, the server transmits a finished
ﬁessage to the client and ends the connection. In response,
in step ST, the client releases the resource and ends the
process.

In some cases, the connection is ended when the server
transmits a server-good-bye-done message to the client not
via the farewell state. In response, the client releases
the resource and ends the process (Fig. 25).

When an error occurs at an arbitrary step (state) and
it becomes impossible to continue the following process, the
client of the server jumps to step 88 and transmits an error
message using an error subprotocol to the server or the
client. The state from the occurrence of an error to the
end of communication using a control protocol is referred to
as an error state ({(state 4 in Fig. 5).

In step 89, for example; when a finished message is
transmitted from the message to the client, the error state
is-ended, and the connection is closed.

As described above, communication between a client and



If the data transfer protocol is changed, the major version nunber is

i ncreased, and the m nor version nunber is increased when a subprotocol is
added or changed. The subprotocol type indicates the type of a subprotocol
used in a packet, wherein the type may be one of = handshake protocol,
farewel | protocol, error protocol, application data transfer protocol,
update-entity protocol, and operate entity protocol. The |ength indicates
the length of the message sequence. Each nessage included in the nessage
sequence consists of an extension (Ext) field, a device ID (DD field, a
34 - nessage type (MI) field, a length3Bield, and a data field. 1In the
extension field, the type of an extension for a process specific to the
application donmain is described. In the device IDfield, the ID of a device

to be Cé’”ééﬁizéfgﬁf;g%%ﬂg?&Ouéfﬁ%r@sééﬂ@r!;% geseatbedunbaL sexagple, In a

case in whic Ity of devices are connecte rent, the 1D may

be set sghgﬁgéﬁeigegﬁéiggé@g_&ﬁ%&fg%gdah nhApse devices to be controlled

according to't nessage, or t may be set such that the server and

the client capgfealndMddrd o aRssade YAROM g&ONeed by OFha gpesific
device. In the nessage type field, the type of the nessage is described.

As will peagessri pedebaberisthesbandshakeioprotocol may include a
client-hello nmessage transmtted from -
Fig. 6 shows an example of a data format of a packet.
As shown in Fig. 6, a packet includes a headef and a
sequence of a predetermined_number of messages (subprotocol
messages) .
The header includes three fields: a version field, a
subprotocol type (SPT) field, and a length field.

- The version number of the control protocol is described
in the version field. More specifically, a major version
number is represented by high-order bytes of the version and
a minor version number is represented by iow—order bytes.

If the data transfer protocol is changed, the major version
number is increased, and the minor version number is
increased ﬁhen a subprotoceol is added or changed.
The subprotocol type indicateslthe type ‘of a
subprotocol used in a packet, wherein the type may be one of
" handshake protocoi, faréwell protocol, error protocol,"
application data transfer protocol, update-entity protocol,
- and operate entity protocol.
The length indicates the length of the message sequence.
Each message included in the message seguence consiéts

of an extension (Ext) field, a device ID (DID) field, a



aclient to a server or a server-hello nessage transmtted froma server
to a client, and the type of such a nessage is indicated by the nessage
type. In the length field, the length of data in the data part of the
nmessage i s described. The data format of the data part of the nessage
depends on the nessage type. The subprotocols are described in further
detail below. Fig. 7 shows nessages transmtted using a handshake
protocol. As shown in Fig. 7, a finished nessage indicates the end of a
subprotocol, and a warni ng nessage indicates a 35 warning. The data part
of the warning nessage includes a waBdi rRg represented by a particul ar
character string. A client-hello nessage indicates the start of
transm ssi on of handshake data froma client to a server, and a

lient- = Endy gat ; the sh ke: . A
Cerver - ROTTQ RBoCHE. TAll chl Bo 1t He STATE of “Ruitiokiler GAra THoMa server

toa client, ANt SEEIsie] lardone cHESAARe dNUtaaddioPnibofs the

handshake data. A devices nessage I's a notification o evice list. In

the dat a,patés9f spbei £8Y1 €6SLHBSSHILI cABVLE CabEBi NN UGt ycr BiSSagned to
respective devices, permssion, type name |engths, type nanes, device nane

| engt hs, and dewirze BARSE @Y & G8sE ithed. 1 The Rerdesisdortd ¥l cat es whet her
or et controlled according to the message is described. -For

example, in a case in which a plurality. of devices are

connected to a client, the ID may be set so as to

generically indicate a2ll those devices to be controlled

according to the message, or the ID may be set such that the
'server and the client can deal with the message without

concern for a specific device,

In the message type field, the type of the message is
deécribed. As will be described later, the handshake
protocol may include a client-hello message transmitted from
a client to a server or a sérver—hello message transmitted
from a server to a client, and the type of such a message is
indicated by the message type.

In the length field, the length of data in the data
part of the message is described. The data format of the
data pa;t of the meséage depends on the message type.

The subprotocols are described in further detaill below.

Fig. 7 shows messages transmitted using a handshake
protocol..

As shown in Fig. 7, a finished message indicates the

end of a subprotocol, and a warning message indicates a



access to a device is permtted. Wien the permission is set to "0", access
to the device (operation of the device) is permtted. However, access
(operation) is not permtted when the permssion is set to "I". The

devi ces nessage is used, for exanple, to informa server of what devices
are connected to. the client and can be renotely operated and what
processes devices can perform in response to given commands. Referring to
a sequence flow shown in Fig. 8, the handshake protocol, in which nessages
shown in Fig. 7 are transmtted, is described below. In this sequence, by
way 36 of exanple, processes are perfierred by the portable telephone 5
acting as a client and the server 2 acting as a server for controlling a
device via comuni cation using control protocols. In step S21, the
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83 of the portable tel ephone 5 transmts a
and a client-hello-done message indicates the end of the

handshake data.

A server-hello message indicates the start of handshake
data from a server to a client, and a server-hello-done
message indicates the end of the handshake data.

A devices message is a notification of a device list.
In the data part of the devices message, device IDs uniquely
assigned to respective deviceé, permission,_type name
lengths, type names, device name lengths, and device names

are described. The permission indicates whether or not
access to a device is permitted. When the pefmission is set
to "0", access to the device (operation of therdévice) is
permitted. ‘However, access (operation} is not permitted
when the permission is set to "1".

The devices message is used, for example, to inform a
server of what devices are connected to the client and can
‘be remotely operated and what processes devices éan perform
.in response to givén commands.

Referriﬁg to a sequence flow shown in Fig. 8, the
‘handshake protocol, in which messages shown in Fig. 7 are

transmitted, is described below. 1In this sequence, by way
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S24, the transm ssion of the handshake data fromthe portable
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nmessage to the server 2 to provide information associated with al

that are connected to the portable tel ephone 5 and that can be
ed by the server 2. Also this devices nessage is produced by the
handshake nmessage manager 82 under the control of the controller 81. For

i nformation about the reader/witer 11 connected to the portable

37 In step S23, a nessage specific to the application is

tel ephone 5 to the server 2 is conpleted. If the handshake nessage

receptiOBfCQQéﬁﬁié?rp?éc@éségearéeﬁ&?fo@m@ﬁq?krEﬁe %8r§58@§ S41 to 544, the
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the portable tel ephone 5. In the next step 546, the handshake nessage
t ransm ssowhrednprotbesid3 of the server 2 transnmits a
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In step S21, the sequence of the handshake protocol
starts when, for example, the handshake message transmission
controller 83 (Fig. 4) of the portable telephone 5 (client)

transmits a client-hello message to, for example, the server

2. More specifically, in response to a command issued by

the controller 81, the handshake message manager 82 produces
a client~hello message and transmits it to the server 2 via
the handshake message transmission controller 83.

In step S22, the handshake message transmission
controller 83 of the portable telephone 5 transmits a
devices message to the server 2 to provide information

assoclated with all devices that are connected to the

portable telephone 5 and that can be controlled by the

server 2. Also this devices message is produced by the
handshake message manager 82 under the control of the
controller 81.

For example, information about the reader/writer 11

connected to the portable telephone 5 and the external IC

card 12 connected via the reader/writer 11 to the portable

"telephone 5 is provided to the server 2 using the devices

message.

‘ | C card 12 connected via the reader/witer
tel ephone S is provided to the server 2 using the devices

is transmtted

age specific to the

11



nmessage specific to the application. Thereafter, in step 547, the
handshake nmessage transm ssion controller 53 transmts a server-hell o-done
nessage. In the above steps, all nessages including the nessage specific
to the application are transmtted in the handshake protocol under the
control of the handshake nessage transm ssion controller 53. The
server-hell o nessage, the application-specific nessage, and
server-hel |l o-done nessage, transmtted fromthe sever 2, are received by

t he handshake message reception controller 84 of the portable tel ephone 5,
in respective 38 - steps S25 to S27.- IF7 both the portable tel ephone 5 and
the server 2 have transmtted hell o-done nessages (the client-hello-done
nmessage and the server-hell o-done nessage), then, in step 548, the
handshake nesiage traﬁégission controller.53 gf the _se vert2 transmts a
fini shed message® 1Pt e pot tBABTE7 YT ePRPALAES 55C THES £ 71k Shed H¥d shiye
transmtied fromthe seryer 2.is received,.in step,528, by the handshake
message reception con Porrer -84’ of'tHe por%aBIe ?eﬂep ghe B anstep 529,

the ha”diga%?aﬁ§ﬁiﬁggdtEﬁ”ﬁﬂ%ﬁgb?g,t%B@?EQFE@&'QéiBB B?fﬁﬂQrtab'e t el ephone

5 transmts a nessage Speci he "applicatron.” In e next step S30,

the handghgkenIResadeat FaBRMAS! BBrEaBEEOLLEELRSNAT 516 the server 2

is completed.
If the handshake message reception controller 54 of the
L server 2 acquires, in steps S41 to 544, the client-hello
message, the devices mesSage, tﬁe message specific to the
application, and the client-hello-done message, transmitted
from the portable telephone 5, then, in step S45, the
handshake message transmission controller 53 (Fig. 3)
transmits a server-hello message to the portable telephone 5.
In the next step S46, the handshake message
‘transmission controller 53 of fhe server 2 transmits a
message specific to the application. Thereafter, in step

S47, the handshake message transmission controller 53

transmits a server-hello-done message. In the above steps,
all messages including the message specific to the
application are transmitted in the handshake protocol under
the control of the handshake ﬁessage transmission éontroller
53.

" The server-hello message, the application~specific'
meséage, and server-hello-done message, transmitted from the
sever 2, are received by the handshake message recéption

controller 84 of the portable telephone 5, in respective



portable tel ephone 5 transmts a finished nessage to the server 2. The
nmessage specific to the application and the finished nessage transmtted
fromthe portable telephone 5 are received in steps S49 and 550,
respectively, by the handshake nessage reception controller 54 of the
server 2. At this point of tinme, the handshake protocol is conpleted at
both the portable tel ephone 5 and the server 2. In Fig. 8, dotted |lines

i ndi cate that nessages specific to the application are transmtted only
when they are necessary. Note that as nmany nessages specific to the
application as necessary are transntt88d- For exanple, in 39 step 523, no
nmessage is transmtted in sone cases, but a plurality of nessages are
transmitted in sone cases. This 1is also true in a sequence described |ater

with ref i 10. Although in Fig. 8, the handshake protocol is
conpletéﬁﬂﬁﬁigﬁa$ﬁéfﬁ%%%éhed message is received in step S50 by the server

2, the handshakeRLOkREOlJFRRHG GURLAIGML Wehd hge Wd.aRy helf o done

nmessage is received in step S44 by thé server 2. Furthernore, although in

Fig. 8, d¢hghdifldiedessagesasid nddeades | orlonel PBssages1 gtgohgansmtted by
both the server 2 and the portable tel ephone 5, those nessages nmay be

transm tiesh 0 Yarfd aRd hes pedt-abd Bl d el @phoies Sad®) | hensef VER sZep Thi s makes
it possible to quickly end the handshake
_S48, the handshake message transmission controller 53 of the
server 2 transmits a finished message to the portable
telephone 5.

The finished message transmitted from the server 2 is
received, in step 528, by the handshake message reception
controller 84'of the portable telephohe 5.

In step 529, the handshake message transmission

© controller 83 of the portable telephone 5 transmits a
message specific to the application. In the next step S30,
the handshake message transmission controller 83 of the
portable telephone 5 transmits a finished message to the
server 2. The message specific to the application and the
finished message transmitted from the portable telephone 5
areireceived in steps S49 and 850, respectively, by the
handshake message reception controller 54 of the server 2.
At this point of time, the handsﬁéke protocol is completed

.at both the portable telephone 5 and the server 2.

In Fig.‘8, dotted lines indicate that messages specific
to the application are transmitted only when they are
necesséry. Note that as many messages specific to the

application as necessary are transmitted. For example, in



protocol and start a process in the neutral state, although a slight

reduction occurs in the reliability of the handshake protocol. In other
words, if both the portable telephone 5 and the server 2 transmt/receive
the hello nessages and the hell o- DONE nessages, the handshake protocol is

executed in a nore reliable fashion. Fig. 9 shows nessages used in a
farewel |l protocol. A finished nessage indicates the end of a subprotocol,
and a warni ng nessage i ndicates a warning. The data part of the warning
nmessage i ncludes a warning nessage. represented by a particular character
string. 40 A client-good-bye nessage3Pndicates the start of. transm ssion
of farewell data froma client to a server, and a client-good-bye-done
nmessage i ndicates the end of the farewell data. A server-good-bye nessage

i ndi cat ast?‘&:zszﬁrﬁo ahesdageves | + fahamft oan ai SesMRE EQsSsClh@nta and a
server-good- bye-done nessage indicates the end of the farewell data. A

r et ur n- qeMer AIESSAgES iBeSsapis facat t anahi thedend obme cosleed r omiie server,
wherein its data part includes an end code. Referring to a sequence fl ow
shown i niFiaglsdtridein farsyphéngs cddosatibéd Wateh weisls agesesdayd i Fig. 9
are transmtted, is described below The farewell protocol starts when the
f ar ewel |Figpsskye :

Although in Fig. 8, the handshake protocol is completed
when the finished message is received in step S50 by the
server 2,-the handshake protocol may be completed when the

- client-hello-done message is received in step S44 by the
server 2. |

Furthermore, although in Fig. 8, the hello messagés and
the heilo—done messages are transmitted by both the server 2
and the portable telephone 5, those messages may be
trahsmitted only from the portable telephone 5 to the server
2. This makes it possible to quickly end the‘handshake
protocol and start a process in the neutral state, although
a slight reduction occurs in the reliability of the
handshake protocol. In other words, if both the portable
telephone 5 and the server 2 trénsmit/receive the hello
messageé and the hello-DONE messages, the handshake protocol

 is executed in a more reliable fashion.

Fig. 9 shows messages uséd in a fareweli protocoi.

A finished message indicates the end of a subprotocol,
and a warning message indicates a warning. The data part of
the warning message includes a warning meséage.fepresented

by a particular character string.



transm ssion controller 56 of the server 2 transmts a server-good-hbye
nmessage in step 581. That is, the farewell 'protocol starts when the
server 2 having the initiative in comunication transnmts a nessage (the
server 2 has the initiative in conmmunication after the handshake protoco
is conpleted, as described earlier with reference to Fig. 5). In step 582,
the farewel|l nessage transm ssion controller 56 of the server 2 transmts
a return-code nessage to the portable telephone 5 (client). In the next
-step 583, a nessage specific to the application (a farewell extension
nmessage specified in the extension fiébd) is - 41 - transmtted. After
conpletion of transmtting all nessages specific to the applications, the
process proceeds to step 584. In step 584, the farewel|l nessage

transm ssi on . cant.r 5 2 S

server - good- @ye@ oeg{egniososggaget cl)&e?%easgee:)olﬁ%%gegﬁa%ﬁ{e?b o%%% OEfa'ch i nformation
transmt r i S 1_anpd. | ecel i t eps
S61 to S%§Q€%£$%%£ ariﬁe %feﬁ%%gé%%€$e%%§$i%negéﬁﬁﬁo#?e% %%kﬁggfhgn%orfable

tel ephong oy ed - §O6R-1502-abhe AL SYEGL| 1 HESSAPES tROSEhgSbENcENt Ol | er 86
of the portable telephone 5 transmts a client-good-bye nessage to the

server 2s;i&de dexd. step 566, the farewell nmessage transm ssion
controller 86 of the portable tel ephone 5 transnmits a

A server—-good-bye message indicates the start of
farewell data from a server to a client,-and a server-good-
bye~done message indicates the end of the farewell data.

A return—che message is a notification of the end of
code from the server, wherein its data part includes an end
code. |

Referring to a sequence flow shown in Fig. 10, the
farewell protocol, in which messages shown in Fig. 9 are
transmitted, is described below.

The farewell protocol starts when the farewell message

" transmission controller 56 of the server 2 transmits a

server-good-bye message in step S81. That is, the farewell

<

‘protocol starts when the‘serverA27having the initiative in
communication transmits a message (the server 2 has the
initiative in communication after the handshake protocol is
cémpleted, as described earlier with reference to Fig. 5).
In step 582, the farewell message transmiséion

controller 56 of the éerver 2 transmits a return-code
message to the portable telephone 5‘(client). In the next
.step S83, a message-specifié to'theHapﬁlication (a farewell

extension message specified in the extension field) is



nmessage specific to the application. Thereafter, in step 567, the farewell
nmessage transm ssion controller 86 of the portable telephone 5 transnmts a
cl i ent - good- bye-done nessage. After conpletion of transmtting the
client-good-bye- done nessage, the farewell nessage transm ssion controller
86 of the portable tel ephone 5, the farewell nessage transn ssion
controller 86 transmts a finished nessage in step 568. Each information
transmitted in steps S65 to S68 fromthe farewell nessage transm ssion
controller 86 of the portable telephgne 5 is received in steps S85 to S88
by the 42 farewel| nessage recepti6n4&oﬁtroller 57 of the server 2. |If
the finished nessage transmtted by the portable telephone 5 is received
in step S88 by the farewel|l nmessage reception controller 57 of the server
2, the prmooessitiprdceeds to step 589. In step 589, the farewel|l nessage
transm ssion controller 56 transmts a finished nessage.to the portable

t el ephone 5 &ideendsnhetfiamewd [t y@reimidd]ing Hid figxsshed mpesddd c
transmtted fromthe farewell nessage transm ssion controller 56 of the
serer 2 4% fheaprdid¢aticnep €969 myotdss poroadéds ted eptemes®i. In
Alternatively, the farewel | protocol may be ended when the

ser ver - FIRR B3 ddHee r%%ls@g%{)l JresREd tranesnisstiep g8t rollles Maked it

possible to quickly end the farewell protocol. Fig. 11 shows nessages used
in an ertty %ﬁﬁﬁqﬁxﬁ_transmlts a server-good-bye-done message to the ‘

portable telephone 5.

Each information transmitted from the server 2 in steps
S8l and S84 is received in steps S61 to S64 by the farewell
message reception controller 87 of the portable telephone 5.

In step S65, the farewell.message transmission

. controller 86 of the portable telephone 5 transmits a
client-good-bye message to the server 2.

In the next step 866,7the farewell message transmission
controller 86 of the portablé telephone 5 transmits a
message specific to the application. Thereafter, in step
867, the farewell message transmission controller 86 of the

'YQ | portable telephone 5 transmits a client-good-bye-done

- message.

After completion of transmitting the client-good-bye-
done-ﬁessage, the faréwell message transmission controller
86 of the portable telephone 5, the farewell message
transmissioﬁ controller 86 transmits a finished message in

- step S68. Each infprmation transmitted in steps $65 to S68

from the farewell message transmission controllef 86 of the

portable telephone 5 is received in steps S85 to S88 by the



A finished nessage indicates the end of a subprotocol, and a warning
nmessage i ndicates a warning. The data part of the warning nessage includes
a warni ng nessage represented by a particular character string. A
packet-format-error nessage indicates that a packet includes a formt
error. An illegal-state-error nessage indicates that an illegal nessage
has been detected. An unexpected-error nessage indicates that an

unexpected error has occurred. The data part of each of the
packet-format-error nessage, the illeqgal-state-error nessage, and the 43 -
unexpect ed-error message includes am éfror message indicating the content
of the error represented by a particular character string. Referring to
Fig. 12 and a sequence flow shown in Fig. 13, the error protocol, in which

nessagesrshewBl i NmEkgagd lredéptibANsHht k68Ul ckSsUeSEriheUseFb&r 42 shows a
- sequence of the error protocol executed when the portable tel ephone 5

detects an errprthd ffimesicantmeddafe Sdroishhe o allie tfaphone 5 detects
an error that nakes it inpossible to further continue the process, the

ccontrol | eel8ghonandnils, recestep iS18tept KBS ebyothaeSsages hnagesad8 to
transmt one of nessages shown in Fig. 11 (a packet-format-error nessage,
an ill egatestate-eonbrohkssafe, odbrtha saexeect edtles rprocessage)

proceeds to step S89. In step 589, the farewell message
transmission controller 56 transmits a finished message to

the portable telephone 5 and ends the farewell protocol.

The finished message transmitted from the farewell message
transmission controller 56 of the serer 2 is receivéd in

step 569 by the portable telephone 5.

Alternatively, the farewell protococl may be ended when
the server-good-bye-~done message is transmitted in step S84.
This makes it possible to quickly end the farewell protocol.

Fig. 11 shows messages used in an eﬁror protocol.

A finished message indicates the end of a subprotocol,
and a warning message indicates a warning. The data part of
the warning message includes a warning message represented
by a particular"character string.

A packet-format-error message indicates that a packét
includes a format error. An illegal—stateuerior message
indicafes that an illegal message has been detected.

| An unexpected-error message indicatés that an
'uhéxpeCted error has occurred.

The data part of each of the packet-format-error

message, the illegal-state-~error message, and the



to informthe server 2 of the occurrence of the error (and the content of
the detected error). Mre specifically, } under the control of the
controller 81, the error nessage nanager 88 produces a particul ar nessage
and transmts it via the error nessage transm ssion controller 89.
Thereafter, a finished nessage is transmtted in step S102 fromthe
portable tel ephone 5 and received in step S112 by the server 2, and a
finished nessage is transmtted in step S113 fromthe server 113 and
received in step 5103 by the portable telephone 5, thereby the

communi cati on between the server and4Bhe client is ended, as described
earlier 44 - with reference to Fig. 5. Fig. 13 shows an error protocol
executed when the server 2 detects an error. If the controller 51 of the

server 2 Bedle £FS P me d D8 e MBIEPLALs | SROSSEDE end Osd gt her continue the

process, the controlTer 51 commands, in step 5131, the error nmessage

manager {{t{dNstid SoAESSRIer deRenst AEr ORehhesERNE@Mby 04 the detected
error to the portable telephone 5 to informthe occurrence of the error.

More spagddicallar emeeictde seendgol of the controller 51, the error
nmessage nmanager 58 produces a particular nessage and transmts it via the

error nessage fgr@aisig 9 WOty drdkera Skquahcd efldhd Fhowaf tiar Rirgansmitting
t he nessage indicating the occurrence of the error, the error nessage
transm sij,onthe error protocel, in which messages shown in Fig. 11
are transmitted, is described.
Fig. 12 shows a sequence of the error protocol executed
when the portable felephone 5 detects an error.
| If the controller 81 of the portable telephone 5
detects an error that makes it impossible to further
continue the process, the controller 81 commands, in step
S101, the error message manager 88 to transmit one of
messages shown in Fig. 11 (a packet-format-error message, an
illegal-state-error message, or an unexpected-error message)
fo inform the server 2 of the dccu;rence of the error (and |
the content of the detected error). More specifically,
under the control of the controller 81, the error message
maﬁager 88 produces a particular message and transmits it
via £he error message transmission controller 89.
' Thereafter, a finished message is transmitted in step
8102 from the portable telephone 5 and ;eceived in step 5112
'.by the server 2, and a finished message is transmitted in
"step S113 from the server 113 and received in step 8103 by

the portable telephone 5, thereby the communication between

the server and the client is ended, as described earlier



controller 59 of the server 2 transmts a finished nmessage to the portable
t el ephone 5. The nessages transmtted fromthe server 2 are received in
steps S121 and S122 by the portable tel ephone 5, and the conmunication is
ended. As descri bed above, each of the server 2 and the portable telephone
5 can transmt, with an arbitrary timng, an error nessage to the other
apparatus when an error is detected. Instead of transmtting a nessage
using the error subprotocol, an error message defined in the application
may 45 be transmtted to notify the gccurrence of an error. O the error
nmessages, a warni ng nessage does not “nfl uence the sequence. Wen either
one of the server 2 and the portable tel ephone 5 receives a warning
nessage, the content of the nessage may be witten in a | og or nay be

i gnor ed.wktly. rdflesémms tesBagesStransmitted in the update entity protocol.
Those nmessages transmtted in the update entity protocol are used to
change the stEite (g ety )arnferdsw qesetodalr exeamiles] wWiheosehmessages are
used to turn on a LED (Light Emtting Di ode) disposed on the surface of
the reades¥Vv@tterdetidceshiosm ¢nrétg. 1 or turn on the power of a particular

devi ce.
If the controller 51 of the server 2 detects an error

that makes it impossible to further continue the process,

the controller 51 commands, in step S131, the error message

manager 58 to transmit a message depending on the content of
the detected error to the portable telephéné 5 to inform the
occurrence of the error. More specifically, under the

control of the controller 51, the error meséage manager 58

produces a particular message and.transmits it via the error

message transmission controller 59.

In step 5132, after transmitting the message indicating
the occurrence of the error, the error message transmission
controller 59 of the server 2 transmits a finished message
to the portable telepﬁone 5.

?fa ‘ - The messages transmitted from the server 2 are received
in steps 5121 and S122 by the portable telephone 5, and the
communication is ended.

As dgscriﬁed above, each of the server 2 and the
portable telephone 5 can transmit, with an arbitrary timing,
an error message to the other apparatus when an error is
detected. | |

Instead of transmitting a message using the error

subprotococl, an error message defined in the application may



A finished nessage indicates the end of a protocol, and a warning nessage
i ndicates a warning. The data part of the warning nessage includes a
war ni ng nmessage represented by a particular character string. A
set-property nessage is transmtted froma server to a client to set a
property of a device connected to the client. A property-set nessage is a
nmessage returned fromthe <client as a response to the set-property
nmessage. This set-property nessage is one of nmessages whose failure wll
make it inpossible to further continue the 46 process. Therefore, the
first bit of the set-property nessagébis set so as to indicate that the
process should be termnated if a failure occurs. The data part of the
set-property nmessage includes information associated with a property to be

ool L0, G Al SR 6 & BEPYY DB e PhgEELY nare, pr per

,_and propefty va a_ par e property-set

ressage 1 elUGedH QR dGRS A3 LESAUINE LIS AR poper Ty ressage

transmtted fromthe server includes a er or not the

process jspeaidd®d We thegd&lcdr ORAdY  MBSSAUS DS baeD §é¥\?§§sé ul by

performed by the client. A get-property nessage is transmtted froma

server tithe portable_telephone 5 receives a warning message, the
content of the message may be written in a log or may be
ignored.

Fig. 14 shows messages transmitted in the update entity
protocol.

,Thoée messages transmitted in the update entity
protocol are used to change the statgl(property) of devices.
For example, those meésages are used to turnron a LED (Light
Emitting Diode) disposed on the surface of the réader/writer
11 shown in Fig. 1 or turn on the power of a particular
device. |

A finished message indicates the end of a protocol, and
a warning message indicates a warning. The data part of the
warning message includes a warning message represented by a
particular character string.

A set-property message is transmitted from a server to
a client tq set a property of a defice connected to the
cliént.‘ |

A property-set message is a message returned from the
.client as a . response to the set-property message.

This set-property message is oﬁe of messages.whose

failure will make 1t impossible to further continue the



a client to acquire the property value of a device connected

to the

client. A get-property nessage is a nessage returned fromthe client as a
response to the property nmessage. This get-property nmessage i s one of
messages whose failure will make it inpossible to further continue the
process. Therefore, the first bit of the get-property nessage is set so as
to indicate that the process should be termnated if a failure occurs. The
data part of the get-property nessage includes information indicating the
property nanme |ength, the property n%%eL and the |ike of a device whose

A

property value is to be acquired. 47 property nessage is

a nessage

returned fromthe client as a response to the get-property nessage
transmtted fromthe server. The data part of the property nessage
i ncl udespirofessat i Theraflocat i tige t herpt opett y£nahe bengbhopethe property

nanme, and the like; requested by the server, of a device. A

set - net wogksapgaedat sabssagesi hai tadbsate nehabor kKhéei peocess tbobkdske at the

client. This set-network-tineout nmessage i s one of nessages

whose failure

at the creepingked hbtachatburdieoproress to be terminated. Therefore, the
first bit of the set-network- tineout nmessage is set so as to indicate that
the process EuWatadeaontahide iFetarraparty gretfage includes

information associated with a property to be set to a device,

such as a property name length, property name, property

value length, and property value.

the client as a response to the set-property message

The data part of the property—set message returned from

transmitted from the server includes a flag indicating

whether or not the process specified by the set-property

message has been succéssfully performed by the client.

A get-property message is transmitted from a server to

a client to acquire the property value of a device connected

to the client. A get-property message is a message returned

-from the client as a response to the property message.

{?) This get-property message is one of messages whose

failure will make it impossible to further continue the

process. Therefore, the first bit of the get-property

message is set so as to indicate that the process should be

terminated i1f a failure occurs.

The data part of the geﬁuproperty message includes

information indicating the property name'lehgth, the

property name, and the like of a device whose property wvalue

is to be acquired.



The data part of the set-network-tinmeout nessage includes a tine out val ue
to be set at the client. Referring to a sequence flow shown in Fig. 15,
the update entity protocol, in which nessages showmn in Fig. 14 are
transmtted, is described bel ow. When the server 2 wants to change the
state of a device connected to the portable tel ephone 5, the update-entity
nmessage manager 64 of the server 2 produces, in step S151, an
update-entity nessage to be transmtted to the portable telephone 5, under
the control of the controller 51. The produced update-entity message is
supplied to the update- entity nessagd7t ransm ssion controller 65. - 48 In
step 5152, the update-entity nessage transm ssion controller 65 of the
server 2 adds a finished nessage at the end of the sequence of

update-entityxg§§ﬁﬁg§%,gg idn & Jrégﬁgﬁééuf%?ﬁ packet

i ncl udi ng the sequence of up afé-é???tyiﬁégsages and the ?%%ﬁshed_nessage
to the pojdablLstel £phonesd. tdhahel §et LPLoPaLKPint S o8I PEaRsRAEELQUI ar
nunber of wupdate-entity nmessages produced i n step S151 and the finished

nessage pesiedehd S&LPeBL52ThS rﬂé@@ﬁg{hiteéift@hé heropett abhessghephone 5.
Because a plurality of nessages conbined together with in one packet can

be transifhdlwdeatimrféin®etion thedpost abdethé ebepboney Sndmeé 18hgtase, one
header and one footer are '

the property name, and the like, requested by the server, of

a device.

A set-network-timeout message indicates a network time
out to be set at the client.

This set-network-timeout message is one of messages
whose failure at the client will not cause the process to be
terminated. Therefore, the first bit of'the set-network-

 timeout message is set so as to indicate that the process
‘should be continues if a failure occurs.

The data part of the set-network-timeout message
includes a time out value to be set at the client.

Referring to a seqﬁence flow shown in Fig. 15, the
update entity protocol, in which messages shown in Fig. 14
are transmitted, is described below.

When the server 2 wanﬁs to change the state of a device
connected to the portéble telephone 5, the updatewentity
message manager 64 of the server 2 prdducés, in step 85151,
an update-entity message to be transmitted to the portable
telephone 5, under the control of the controller 51. The
prbduced update-~entity message is supplied to the update-

entity message transmission controller 65.



needed to be added each tinme a plurality of nessages are transmtted) the
data size can be reduced conpared with the case in which only one nessage
is put together with a header and a footer in one packet and nessages are
transmtted on a nessage-by-nessage basis. This also allows reductions in
t he conmuni cation tinme and conmuni cation cost. This is also true for al
protocols. The update-entity nmessages included in the packet and
transmtted fromthe server 2 are received in step 5141 by the update
entity nmessage reception controller 96 of the .portable telephone 5, and
the finished nessage added at the endi8f-the sequence of the update-entity
nmessages is 49 - received in step 5142. In the portable tel ephone 5, when
t he nessages included in the packet transmtted fromthe server are

acqui red, 't her, NEssagess Ar e progessed Lot he sa0e. order As,ibe;grder in

whi ch the messages are acquired.” As required, a response 1ndicating the

result ofohReoRiREeds b8 QBQdE@§QeQY2tE@dscgnkiﬁhkﬁédsﬁesgﬁgeuB@atﬁeentity
nmessage reception controller 96 of the portable tel ephone detects the

end of tkggpagkeheb¥eqdehest brguphatti-ahshed nessagest papaickhednf romthe
server 2. In step S143, the update-entity nessage manager 94 produces
responsestégpdace- entli tyanemsages) phekkheinhegcadyad dpdakequentkt pfnessages.
update—entity messages and the finished message to the
peortable telephone 5.

That is, the packet including a particular number of
update-entity messages produced in step S151 and the
finished message added in step S152 is transmitﬁed to the
portable telephone 5.

Because a plurality of messages combined together with
in one packet caﬁ be transmitted at a time to the portable
telephone 5 (in this case, one header and one footer are
needed to be added each time a plurality of messages are

transmitted} the data size can be reduced compared with the

case in which only one message is put together with a header

S

and a footer in one packet and messages are transmitted on a
méssage—by—message basis. This also allows reductions in
the communication time and communication cost. This is also
‘true for all protocols.
The update-entity messages included in the packet and
. transmitted from the server 2 are received in step 8141 by
the update entity message reception controller 96 of the
..portable telephone 5, and the finished message added at the

end of the sequence of the update-entity messages is.



For exanple, if an update-entity nessage received from the server 2
indicates that a property value of a device should be changed, the device
controller 100 changes the property value in accordance with the
update-entity nessage, and the controller 81 inforns the update-entity
nmessage nmanager 94 whether or not the property val ue has been

successfully changed. On the bases of the notification, the .update-entity
nmessage manager 94 produces a response and supplies the produced response
to the update-entity nessage transm ssion controller 65. In step S144, the
updat e-entity nessage transmi ssion —céhtrToller 95 of the portable tel ephone
5 adds a finished 50 nessage to the produced response and transmts a
packet including the response and the finished nessage to the server 2.
Wiet her QfcdQfed eSPONSEs @£ returned and how many responses are returned
depend on nessages received from the server 2. In step S153, the packet

i ncluding thqrﬁ%%e%ect%fblem@%%wﬁ@ 5y FRSSages heasacst édclindedt he
portable telephone 5 is acquired by the update entity nessage reception

control ligf 6% dadibe: SefvmedmiZ taddf ddie dhaisheter nass ageyaiddet} dthet he end
of the sequence of the update- entity messages is acquired in step S154.
Her ei nafiiedsaackets pradmssdd eth i thd hmmeuirddr stattthe fomwint Her server 2 to
the portable telephone 5 are referred : .
which the messages are acquired. As regquired, a response
indicating the result of the process is produced by the
controller 81.
The update entity message reception controller 96 of
the portable telephone 5 detects the end of the packet‘by
detecting the finished message transmitted from the server 2.
In step S143, the update-entity message manager 24 produces
responses (update-entity messages) to the receivéd update-
entity messages.
For example, if an update-entity message received from
the server 2 indicates that a property value of a device
should be changed, the device controller 100 changes the
iﬁD property value in accordance with the update-entity message,
and the controller 81 informs the update~entity message
manager 94 whether or not the property value has been
Successfully changed. On thé bases of the notificatiocn, the
:updatenentity message manager 94 produces a response and
supplies thé produced response to the update-entity message
'transmiséion controller 65. | |
In step 8144, the update-entity message traﬁSmission

controller 95 of the portable telephone 5 adds a finished



to as control packets (specific exanples of control packets are a packet

i ncluding no or one or nore update-entity nessages and a finished nessage,
a packet including no or one or nore application-data-transfer nmessages
and a finished nessage, and a packet including no or one or nore
operate-entity nessages and a finished nessage). Packets returned fromthe
portable tel ephone 5 to the server 2 to informof the result of a process
performed in accordance with nmessages included in control packets are
referred to as response packets (wherein each response packet includes no
or one or nore responses and a finishéd -nessage). 51 As described above,
a control packet including update- entity nessages and a fini shed nessage
is transmtted from the server 2 to the portable tel ephone 5 via

communt GaLL oo PeLT pLIEd UadeLa! e habLLakLMe ol ther oL Vg erand &

process 1S pefforne € porta oneé Irn~ accordance with the

uDdate'efﬁ&iﬁdagésgggsreé oﬁQS Qﬂ&tEHEefiB§EﬁBBO§S?§8%%UEBh%ﬁgnre’

responses to t update-entity nessages recelve the server 2 are

producedse apdr-as, 1 85ROPREr PAEKELE LBSLHUALRY LPE FEERPAEESaARdNBw! I Ni shed
message Is returned to the server 2. re specifically, if a control packet

i ncl udi nga @y SBEspHREBET & ¥e TBEEABR8N@BRehA EhImeddabtst FaRshbhedrbnom t he
server 2 to the portable tel ephone 5 then, in the portable
the server 2.

In step 5153, the packet including the sequence of
update~entity messages. transmitted from the portable
telephone 5 is acguired by the update entity message

- reception controller 66 of thé server 2, and the finished-
message added at the end of the sequence of the update- |
entity messages is acquiréd in step S154.

Hereinafter, packets transmitted in the neutral state
from the server 2 to the portable telephone 5 are referred
to as control packets (specific examples of control packets
are a packet including no or one or more update-entity

- messages and a finished message, a packet including no or
one or more application-data-transfer messages and a
finished meséage, and a packet including no or one or more
operate-entity messages and a finished message).

Packets returned from the éortable telephone'S to the
server 2 to inform of the result of a process performed in
accordance with messages included in control packets are

‘ referred to as response packets (wherein each résponse
packét includes no or one or more responses and a finished

message) .



tel ephone 5, a property value of a device is set in accordance with the
set-property nessage, and a response packet including a property-set
message (response) is : returned to the server 2. The sequence of
update-entity nessages transmtted from the portable tel ephone 5 or the
server 2 may include a particular nunber of application-specific nmessages
(update- entity extension nessage specified in the extension field). . Fig.
16 shows nessages used in the application data transfer protocol. The
application data transfer protocol is_used, for exanple, when application
data or an application conmand to 52 Sdofitrol the external IC card 12
connected via the reader/witer 11 to the portable tel ephone 5 is
transmtted between a server and a client (device). A finished nessage
i ndi cates t heaseerdkadribgy Gitoae,, antbntarotargd dige eissagelimgdigaias-a
war ni ng. The data part of the warning nessage includes a warning nessage
represengediby mespagtes cahdra chiombshed séssage Referansgitoed Seguence fl ow
shown in Fig. 17, the application data transfer protocol, in which
messagestkdiosmrven Fige dite grertalbbsnitiedhons devtzi denmbelionriom step
5171, the application-data-transfer nessage nanager 61 of the server 2
producesPersermaf ap@er chiré ohhlidbablve apsf bre ndesugess, and a
‘process is performed by the portable telephone 5 in
accordance with the update-entity messages. In the portable
telephone 5, furthermore, responses to the update-entity
messages received from the server 2 are produced, and a
response packets inclﬁding the responses and a finished
message 1s returned to the server 2.
More specifically, if a control packet including a set-
property message shown in Fig. 14 is transmitted from the
server 2 to the poftable telephone 5, then, in the portable
telephone 5, a property value of a device is set in
accordance with the set-property message, and a response
packet including a property-set message (response) is
ﬁ > returned to the server 2.
The sequence of update-entity messages transmitted from
the portable telephone 5 cor the server 2 may include a
particular number of application-sﬁecific messages (update-
entity extension message specified in the extension field).
Fig. 16 shows messages used in the application data
-transfer protocol.

The application data transfer protocel is used, for

example, when application data or an application command to



The produced application-data-transfer nessages are supplied to the
application-data-transfer nessage transm ssion controller 62. In step
5172, the application-data-transfer nessage transm ssion controller 62 of
the server 2 adds a finished nessage at the end of the sequence of
application-data- transfer nessages produced, and transmts a control
packet including the sequence of application-data-transfer nessages and
the finished nessage to the portable tel ephone S. The
application-data-transfer nessages inc¢luded in the control packet are
received in step 5161 by the applicét'gn? dat a-transfer nessage reception
controller 93 of the 53 portable telephone 5 and the finished nessage is
recei.ved in step S162. The application-data-transfer nmessage reception

~control | eon®Bobdf thheeyoetmbl elCetaptioh?2 Sonetectd the thd of the contro
packet received fromthe server 2 by detecting the finished nmessage, and
appl i cat readdatwritansi brtoetsageortaiobpt tehephone ob| &8 DBansmiheegort abl e
t el ephone '5 supplies application-data-transfer nessages included in the
control bpheRer 2osenecmppnd cat¢bhedht &devapeler message manager 91. In
step S163, responses to application-data-transfer message included in the
packet are pribdiulgeiehaghmes sgariindigates ithorend ioh 3 REYRINy t3rd resul t

of the _grocess performed by the device controller 100 is provided
warning message indicates a warning. The data part of the

warning message includes a warning message tepresented by a
particular character string.

Referring to a sequence flow shown in Fig. 17, the
application data transfer protocol, in which messages shown
in Fig. 16 are transmitted, is described below.

In step S171, the application-data-transfer message
manager 61 of the server 2 produces a set of application-
data-transfer messages. |

fhe produced aﬁplication—data—transfer messages are
supplied to the application-data-transfer messager
transmission controller 62. |
rfv ' In step 8172, the application—data—transfer messagé

transmission Controilér 62 of the server 2 adds a finished
message at the end of the sequence of application-data-
transfer messages produced, and transmits a control packet
including the sequence of application-data-transfer messages
and the finished message to the portable telephone 5.

The application-data-transfer messages included in the
dontrol packet are received in step S161 by the application-

data-transfer message reception controller 93 of the




to. the application-data-transfer nessage manager 91, and the
application-data-transfer nessage nmanager 91 produces responses dependi ng
on the result of the process. The produced responses are supplied to the
application-data- transfer nessage transm ssion controller 92. In step
S164, the application-data-transfer nessage transm ssion controller 92 of
the portable tel ephone 5 adds a finished nessage at the end of the
sequence of the produced responses (application-data-transfer nessages),
and transmts a response packet including the sequence of the responses
and the finished nessage to the serveP32- The appl i cati on-data-transfer
nmessages included in the - 54 packet transmtted fromthe portable

tel ephone 5 are acquired in step S173 by the application-data-transfer
nmessage peeeabl ON:EDEPHOhER, 63n0f thbef sRi ¥yREdZ2me8Bdgthes fFeoeshed nessage
added at the end of the sequence of application-data-transfer nessages is
acqui redinhnsséppsBaT4. Wiet her or not responses are returned and how many
responses are returned depend on nessages received fromthe server 2. As
in the case dfhd hepnipids el @ntddba-prrocid r descsadedreadmviegn t he sequence of
application-data-transfer nessages transmtted fromthe portable tel ephone
5 or thecsetvetl@r $dyofnthadeontphiei talaphonabbrdeteappl that ¢oh-8pecific

nmessages (application-data-transfer extension nessage - -
the control packet received from the server 2 by detecting

the finished message, and application-data-transfer message

reception controller 93 of the portable telephone 5 supplies

RS

application-data-transfer messages included in the control
packet to the application-data-transfer ﬁessage manager 91.

In step S163, responses to application-data-transfer
meésage included in the packet are produced. More
specifically, information indicating the result of the
process performed by the device controller 100 is provided
to. the application-data-transfer message manager 91, and the
application-data-transfer message manager 91 produces
respbﬁses depending on the result of the process. The
produced responsés are supplied to the application-data-
transfer message transmission bontroller 92.

In step 5164, the application-data-transfer message
transmission controller 92 of the portabie telephone 5 adds
a finished message at the end of the sequence of the

~ produced responses (application~datamtrapsfer messages), and
‘transmits a response packet including the sequence of the
responses and the finished message to the server 2.

The applicationfdataﬁtransfér messages. included in the



specified in the extension field). Fig. 18 shows nessages used in the
operate entity protocol. The operate entity protocol is used to control a
device connected to a client. For exanple, starting or stopping of

radi ation of a radio wave fromthe reader/witer 11 connected to the
portabl e tel ephone 5, or displaying of a particular screen for use by a
user to input a command/data is controlled using the operate entity
protocol . A finished nessage indicates the end of a protocol, and a
war ni ng nessage indicates a warning. The data part of the warning nessage
i ncl udes a warni ng nessage representefldby a ss particular character
string. An update-view nessage is transmtted froma server to a client to
update a view (display screen) of the client. A response to the

updat e- vi oW IEssadeed S St Ued an, dilah dindalag, iR sagad o Lhe server.
0o ssage (O

Thi s upd% €-Vi eW nmeéssage 1s one S failure will make it

| poss bl &L 4T LI SO WG e REGSPRS, TR ElOL Axdiards TSt b1 of

the updatesview nessage 1s set” so as to indicate that the process should
be termmnated df adaidd CARGYBLeA ¢ QY updated-yBsIRgQrc thdressage

returned as a response to the update-view nessage received fromthe
server. gilhesitldd andaddgfaddial diewnpdaie b mgsagequilagless a flag
application-data—transfer messages 1s acguired in step S5174.

Whether or not responses are returned and how many
respbnses are returned depend on messages received from the
server 2.

As in the case of the update entity protocol described
above, the sequénée of application—data;transfer messages
transmitted from the portable telephone 5 or the server 2
may include a particular number of application—specific
messages {application-data-transfer extension message
specified in the extension field).

Fig. 1B shows messages used in the operate entity
protocol.

The operate entity protocol is used to control a device
connected to a client. For example, starting‘or'stopping of
radiation of a radio wave from the reader/writer 11
connected to the porfable telephone 5, or displaying of a
particular screen for use by a user to input a command/data
is controlled using the operate entity protocol.

A finished message indicates the end of a protocol, and
a wérning message indicates a warning. The data part of the

warning message includes a warning message represented by a



i ndi cating whether or not the view has been successfully updated. A

begi n-data-i nput nessage is transmtted froma server to aclient to
request the client to begin inputting data to a device. An end-data-input
nmessage is returned fromthe client as a response to the begi n-data-input
message. Thi s begi n-data-input nessage is one of nessages whose failure
w il make it inpossible to further continue the process. Therefore, the
first bit of the begin-data-input nessage is set so as to indicate that

t he process should be termnated if a failure occurs. The data part of the
end- dat a-i nput nessage returned 56 Fromthe client as the response to the
begi n-dat a-i nput nessage includes a flag indicating whether or not data
has been successfully input and also includes information indicating
propert ypaanecheagt dhathet pr operisgname, the property value | ength, and
the property value. An operate-device nessage is transmtted froma server
to a client tZn ngolegsti—tier alessHgd ol ®peratem bt tey | £eom connected to t he
client. A device-response nessage is returned fromthe client as a
responsez tolid¢mt operepds deva ceiaessdyepldhi scopenat efdeheceliessageri s one
of nmessages whose failure will make it inpossible to further continue the
process.TI¥ReRISrEe the Ypdatebvicwfmeheappeiat cetdevned as a view-

updated message to the server.

This update-view message is one of meSsages whose
failure will make it impoésible to further continue the
process. Therefore, the first bit of the update-view
message is set so as to indicate that the process should be
terminated if a failure occurs.

A view-updated message is a message returned as a
response to the update-view message reéeived from the server.
The data part of the view—updated meésage includes a flag
indicating whether or not the view has been successfully
updated.

A bggin—data—input message 1s transmitted from a server

5:) to a client to request the client to begin inputting data to
a device. An end-data-input message is returned from the
- client as a response to the begin-data-input message.

This'begin—data—input message is one of meésages whose
failure will make it impossible to further continue the
process. Therefore, the first bit_of-the_bggin~data—input

' message is set so as to indicate that the pfocess should be
terminated if a failure occurs.

The data part of the end-data-input message returned



nmessage is set so as to indicate that the process should be termnated if
a failure occurs. The data part of the operate-device nessage includes
information indicating the nunber of characters of the operation nane, the
operation nane, the paraneter length, and the paraneter. A device-response
nmessage is transmtted froma client to a server to informthe result of
the operation perforned on the device. The data part of the

devi ce-response nessage includes information indicating the response

| ength and the response. A play-sound nessage is transmtted froma server
toa- 57 client to request the clteht to generate a sound correspondi ng
to a | ogical nane specified by the server. No response to the play-sound
nmessage is returned. The play-sound nessage i s one of nmessages whose

failure ¢qiy the Ciienfc Wd leHOl-£QUSEd RS ANRE 48510 R 4-8ipurat ed.

Therefore, the first bit of the play-sound nessage is set sO as to

i ndi cat gydalgd e PANREESS Sy d e Gt uatetder of aldwidatecHds. The
data unit of the play-sound nessage includes information indicating the

| ogi cal yrte ffcddwssaund dpre argenersd echclRefedy rinfp i tai equence flow
shown in Fig. 19, the operate entity protocol, in which nessages shown in
Fig. 18 indicating property name length, the property name, the '
propeﬁty value length, and_the property value.

An operate-device message is transmitted from a server
to a client to request the client to operate a device’
connected to the client.

A device-response message is returned from the client
as a response to the operéte—device‘message.

This operate-device message is one of messages whose
failure will make it impossible to further continue the
process. Therefore, the first bit of the operate-device
message is set so as to indicate that the process should be
terminated if a failure occurs.

The data part of the operate-device message includes
information indicating the number of characters of thg
operation name, the operation name, the parameter length,
and the parameter.

A devicé~response messagé is transmitted from a client

_to a server to inform the result of the operation performed
on the device. The data part of the device-response message
inciudes information indicating the response-length and the

- response.

A play-sound message is transmitted from a server to a



are transmtted, is described below In step 5191, the operate-entity
nmessage manager 67 of the server 2 produces a set of neaningfu
operate-entity nessages to be transnmitted to the portable tel ephone 5. The
produced operate-entity messages are supplied to the operate-entity
nmessage transmi ssion controller 68. In step S192, the operate-entity
nmessage transm ssion controller 68 of the server 2 adds a finished nessage
to the sequence of the produced nessages and transmts a packet including
t he sequence of nmessages and the finished nessage to the portable

tel ephone 5. The operate-entity nes§a&85'included in the control 58 packet
transmtted to the portable telephone 5 is received in step S181 and the
finished nmessage is received in step S182. In step S183, the

oper at e- ehiéhy tessageesanagerc9ient tbhgeperkabl & seligghone 5 produces a
response to the operate- entity nessage received fromthe server 2, under

t he contcorregpondiengondral legi8dl Waeéhspeotl fhetl bgsphasssraee. r elar ned
and how many responses are returned depend on nessages received fromthe
server 2responseptSlgde pheyoperadernensagy messagerhedasm ssion controller
65 of the portable telephone 5 adds a finished nessage to the response
produced by tHe dperatsowid imgs sams s eommrmafaredFages whessniaslurgacket

i ncluding the . ] _
at the client will not cause the process to be terminated.

Therefore, the first bit of the play-sound message is set so

as to indicate that the process should be continues if a

p—

failure occurs.

The data unit of the play-sound message includes’
information indicating the logical name of the sound to be
generated.

Referring to a sequence flow shown in Fig. 19, the
operate entity protocol, in which messages shown in Fig. 18
are transmitted, is described below.

In step S191, the operate—eﬁtity message manager 67 of
the server 2 produces a set of meaningful operate-entity
5?} | messages to be transmitted to the portable telephone 5. The
produced operéte—entity messages are supplied to the
operate—-entity message transmission controller 68.

In step 8192, the operate-entity message transmission
controller 68 of the server 2 adds a finished message to the
sequence of the produced.messages and traﬁsmits a packet
including the sequence of messages and thé finished message
to the portable telephone 5.

‘The operate-entity messages included in the control



response and the finished nessage to the server 2. In step 5193, the
operate-entity nessages included in the packet transmtted fromthe
portabl e tel ephone 5 are received by the operate-entity nmessage reception
controller 69 of the server 2, and the finished nessage added at the end
of the sequence of the operate-entity nessages is received in step S194.
The sequence of operate-entity nessages transmtted fromthe portable

tel ephone 5 or the server 2 may include a particular nunber of

appl i cati on-specific nessages (operat%- entity extension nessage specified
in the extension field). As described Zbove, in the neutral state (Fig. 5
after 59 handshaki ng has been successfully perforned between the portable
tel ephone 5 and the server 2, the server 2 takes the initiative in
communi cpackat Thabhsmbitéed thetheupoatabstatelephensebves Petednmsadits, to
the portable tel ephone 5, nessages using the update entity protocol, the
appl i catiomnstept 318t ansfiether fintshedonesbegepiésatecenvédyiprotepol (note
that communication is started by the server 2 in any of conmmunication
sequenceSLu8Zng the update entity protocol described above with reference

to Fig. 15, communication sequence using the application data transfer
protocol desdy &P dbfde Vi orsetamantist Fingsgage amnadsimihl i on

sequence using the operate entity protocol described above wth reference
to Fig. g@§_portable telephone 5 'preoduces a response to the operate-

entity message received from the server 2, under the control
of the controller 81. ‘Whether or not responses are returned
and how many responses are returned depend on meséages
received from the server 2.

In step S184, the operate—eﬁtity message transmission
controller 65 of the portable telephbne 5 adds a finished
message to the response produced by the operate-entity
message manager 97 and transmits a packet including the
responsé and the finished message to the sexrver 2.

In step 5193, the operate-entity messages included in
the packet transmitted from the portable telephone 5 are
;f) received by the operate-entity message reception controller

69 of the server 2, and the finished message added at the
end of the sequence of the opeiateuentity messages is
received in step 5194.
The sequence of operate-entity messages transmitted
- from the portable telephone 5 or the server 2 may include a
particular number of application-specific messages (operate-
entity extension message specified in the extension field).

As described above, in the neutral state (Fig. 5) after



That is, inthis neutral state, communication is performed not in such a
manner that a response is returned fromthe server 2 to the portable

t el ephone 5 and a device connected to the portable tel ephone 5 is
controlled in accordance with the response, but in such a manner that the
device is controlled in accordance with a command directly transmtted
fromthe server 2 to the portable tel ephone 5. This neans that once
comuni cation is established, the server 2 can directly control a device
via conmmuni cation. Referring to Fig. 20, a sequence of processes perforned
by a server (server 2) and a client—-(pBrtable tel ephone 5) via

conmmuni cati on using the above-described subprotocols in 60 - the neutral
state is described below. In step 5211 in Fig. 20, the server 2 transmts,

to the poriabl -xy'w%@eé,s@c%fﬁwwﬁoﬁmlﬂ@mwﬂ-m a- transfer

packet) 201 i1ncluding an application-data-transfer nessage A (MsgA), an

appl i cathop: dat 2-t4 S Se MPssagece 4dMeR) 2 antha ddmished gmasage pl aced
at the end of the sequence of nmessages MsgA and MsgB. | n conmuni cation

usi ng t henapphi€adt De dad acdimiisf @it idH Ot ool &S, dasalidatewhoye with
reference to Fig. 17, the application-data-transfer nessage transn ssion
control | gfa®, ®ie tderser vert 2agemilticest@ clontpatt Psick ete bypladtd g a
fini shed nessage at the end of a sequence of a particular nunber of
appl i catmoss apd @-1t ¢ by f elie negsd@ige serandk ¥ ransmesl, the application

| data transfer protocol, or tHe operate entity protocol (ndte
that communication is started by the server 2 in any of
communication sequence.using the update entity protocol
described above with reference to Fig. 15, communication
sequence using the application data transfer protocol
described above with reference to Fig. 17, and communication
sequence using the operate entity protocol described above
with reference to Fig. 19).

That is, in this neutral state, communication is
performed not in such a manner that a response is returned
from the server 2 to the portable telephone 5 and a device
) connected. to the portable telephone 5 is contrdlled in

accordance with the response, but in such a manner that the
device is controlled in accordange with a command directly
transmitted from the server 2 to the portable telephone 5.
‘This means that oncé cbmmunication is established, the
server 2 can directly control a device via communication.
Referring to Fig. 20, a sequence of processes performed

by a server (server 2) and a client (portable telephoné 5)

via communication using the above-described subprotocols in



the resultant control packet to the portable tel ephone 5. In step S211, a
control packet (operate entity packet) 202 is produced by adding a
finished nessage at the end of an operate-entity nessage X (MsgX), and the
produced control packet is transmtted fromthe server 2 to the portable
tel ephone 5. In comunication using the operate entity protocol, as

descri bed above with reference to Fig. 19, the server 2 produces a control
packet by adding a finished nessage at the end of a sequence of a
particul ar nunber of operate- entity Hﬁssages and transmts the resultant
control packet to the portable telepHone 5. 61 Furthernore, in this step
S211, a control packet (application data transfer packet) 203 is produced
by adding a finished nessage at the end of an application-data- transfer
_nmessage 14 MegQ)ralamtkdte s odecerdilsontbalopacket is transmtted fromthe
server 2 to the portable tel ephone 5. As described above, a plurality of -
control packéts saep Sldnsim tRighd &#0,a thensaryetrhe porarednlia &, eltephidee 5, and
thus the nunber of tinmes that comrunication is perforned can be reduced
conpar edaitadb teh laarhane whi ch ¢drt eohtpatkpackensl icationabaidtt ed
separately. The nessages included in the controls packets transmtted from

t he serVigransife Rrdess el byl nelugibrg ot e2rr el ephbre da ardc rasphrises are

produced in the sane order as , )
- message A (MsgA), an appllcatlon—data—transfer message B

(MsgB), and a finished message placed at the end of the
sequence of messages MsgA and MsgB.

In communication using the applicationldata transfer
protocol, as described above with referénce to Fig. 17, the
‘application-data-transfer message transmission controller 62
ofrthe server 2 produces a'control packet by adding a
finished message‘at the end of a sequence of a particular
nﬁmbér of application~data-transfer messages and transmits
the resultant dontrql packet to the portable telephone 5.

In step 5211, a contreol packet (operafe entity packet)
202 is produced by adding a.finished message at the end of
fﬁ} o an operatementityrmessage X (MsgX), and the produced control

packet is transmitted from the server 2 to the portable
telephone 5.

In communication ﬁsiﬁg the operéte entity proteocol, as
described above with reference to Fig. 19, the server 2
produces a control packet by adding a finished message at

-~ the end of a seguence of.a particular number of operate-

entity messages and transmits the resultant control packet

to the portable telephone 5.



the order in which the nmessages were transmtted. The responses produced
by the portable tel ephone 5 are returned to the server 2 in the sane order
as the order. in which the responses were produced. In the exanpl e shown
in Fig. 20, when the control packets 201 to 203 are received in step S201
by the portable telephone 5 the portable tel ephone 5 perforns processes
in accordance with the received nessages in the order of the
application-data-transfer nmessage A, the application-data- transfer nessage
B, the operate-entity nessage X, and the application-data-transfer nessage
C. As described above, if an error ecélrs in the mddle of - 62 a process
according to a nessage, whether the following process should be continued
or termnated is determ ned according to the value of the first bit of the

message. | N tHe- XML SN Fido 2014 ! ;ﬁﬁﬁaﬁ%é&@t al'l

transnmitted nessages are perforne

appl i cat y gis 0ak 2 &ﬁ”&éﬁé FBS5888r A28kt Ne20DCL 8187 SALLEY %ﬁﬁ%ﬁﬁﬂ;x need

a response, but the application-data-transfer nessage B an

appl i Catéoﬁiﬁﬁéﬁé&rﬁ@%ﬁ?e”ﬁﬁsﬁgﬁ £nd0osr Rt apselcat {e5P@ssL- For a message
that nmust be managed by the server 2 in ternms of whether or not the

process bagnHeen mesfassed (Bygecesshndl yndyptbeupodt abherd el eptiome 5, the
portabl e telephone 5 produces a response.
is transmitted from the server 2 to the portable telephone 5.

Aé described above, a plurality of control packets are
transmitted at a time to the portable telephone 5, and thus
the number of times that communication is performed can be
reduced éompared with the case in which the control packets
are transmitted separately.

The messages included in the controls packets
transmitted from the server 2 are processed by the portable
telephone 5 and responses are produced in the same order as
the order in which the messages were transmitted. The
responses produced by the portabie telephone 5 are returned
to the server 2 in the same order as the order in which the
responses were produced.

In the example shown in Fig. 20, when the control
packets 201 to 203 are received in step S$201 by the portable
telephone 5, the portable teiephone 5 performs processes in
Aaccordance with the received messages in the order of the
application~data—transfer message A, the application~data-
transfer message B, the operate-entity message X, and the
application-data-transfer message C.

As described above, if an error occurs in the middle of



Thus, after the conpletion of the process according to the
application-data-transfer nessage A the portable telephone 5 produces, in
step S202, a response A (ResA) to the application-data-transfer nessage A
and returns a response packet (application-data-transfer packet) 211
produced by adding a finished nessage to the response Ato the server 2.
In the communi cation using the application data transfer protocol, as
descri bed above with reference to Fig. 17, the application-data-transfer
nmessage manager 92 produces a responses to an application-data-transfer
message included in the control packéiZ received fromthe server 2 - 63
and returns to the server 2 a response packet including the produced
response and a finished nessage via the application-data-transfer nessage

transm sgi gp,eQBEr 9kL8Fa98g EHI LhREEREGe, alheineemRhet ireniekyibe process
according to the operate-éntity nessage X, the portable tel ephone 5

producesprbBe85€BnSd0d. ba E8APYABRAXoReS¥hiha ke igpgeakenigRld ty message
X and re%urns to the server 2 a response packet (operate-entity packet)

212 prodygedriyngddbngha vhinksbedthesgagett itthefr epponsesXgel.n the
comuni cation using the operate-entity protocol, as described above with
reference to figrhd exdmelopsiate-ienFiyy Pesshygeisnaageme87thaddates a
response to an operate- entity nessage included in the control packet
transnittednsmitted messages are performed successfully. The
appliéation—data—transfer message A and the operate—entity
message X need a response, but the application-data-transfer
message B and the application-data-transfer message C doe

not need a response.

For a message that must be managed by the server 2 in
terms of whether or not the procesé has been performed
‘successfully by the portable telephone 5, the portable
telephone 5 produces a response.

Thus, affer the completion of the process according to
the application—daté—transfer message A, the portable
telephone 5 produces, in step §202, a response A (Resh) to
the application-data-transfer message A and returns a
“response packet (application-data-transfer packet) 211
produced by adding a finished-message to the response A to
“the server 2.

In the communication using the application data
transfer protocol, as described above with reference to Fig.
17, the application-data-transfer message manager 92

produces a responses to an application-data-transfer message

included in the control packet received from the server 2



fromthe server 2 and returns a response packet including the produces
response and a finished nessage to the server 2 via the operate-entity
nmessage transni ssion controller 98. The portable tel ephone 5 has to return
to the server 2 a response packet for each control packet received from
the server 2 regardless of whether or not the response packet includes a
response nessage. Therefore, even in the case in which the
application-data-transfer nmessage C does not need a response, a response
packet (application-data-transfer Qa%%eg) 213 including only a finished
nmessage to the control packet 203 is Teturned to the server 2 in step
5202. In step 212, the response packet transmtted fromthe Q - 64

portabl e telephone 5 is received by the server 2. Fromthe response

i ncl uded®?% ¥Helrespopsthpagkerer thea seespenge pachehni zesludiing ttiee port abl e
t el ephone 5 has successfully perforned.the process according to the
‘message. PIRAYERE rT HERraiRVAd e chlrbshed pppseagesebyeshare produced in the
sane order as the order in which nessages were transmtted fromthe server
2, the saet?Rﬂ:Jrcatha?fa‘ M2 PR ebte PeFepABnErsNERASHhRAgEORTARIAREL &8 -
messages and nse nmessages in relation to each other. Fig. 21 shows

anot her sequgﬁl&‘g" OH}?rr&fe HEFBH R OhyPh A SERGeSS AFFAENSor t abl e

telepth%ﬁ%hérbﬁ%é%%éiggtiéyFﬁé%ségé f?-%ﬁ%tgﬁ}éﬁﬁfé‘ﬁefégaéﬁggfnce
produces, in step 8202, a response X (ResX) to the operate-
entity message X and returns to the server 2 a response
packet (operate-entity packet) 212 produced by adding a
finished message to the response X.

In the communication using the operate-entity protocol,

~as described above with reference to Fig. 19, the oﬁerateH
entity message manager 97 produces a response toran operate-~
entity message included in the Qontrol packet transmitted
from the server 2 and returns a response packet including
the produces respoﬁse and a finished messagé to the server 2
via the operate-entity message transmission controller 98.

ﬁﬂ) The portable telephone 5 has to return to the server 2
a response_packet for each control packet received from the
server 2 regardless of whether or not the response packet
includes a response message. Theréfore, éven in the case in
which the application-data-transfer message C does not need
a response, a response packet (application-data-transfer
packet) 213 including only a finished message to the control
‘packet 203 is returned to the server 2 in step $202.

In step 212, the response packet transmitted from the



shown in Fig. 20, control packets 221 and 223 are transmtted fromthe
server 2 to the portable tel ephone 5. In the exanple shown in Fig. 21, it
is assuned that the portable telephone 5 fails to performa process
according to an application-data-transfer nessage A (MsgA) transmtted
fromthe server 2 to the portable tel ephone 5. Furthernore, it is also
assuned that the first bit of the application- data-transfer nessage A
indicates that if a failure occurs in the process of the

appl i cation-data-transfer nessage A, the process shoul d be termn nated.
Thus, when the portable tel ephone 5-aéduirres, in step 5221, the
application-data-transfer nessage A included in the control packet 221, if
the portable tel ephone 5 fails to - 65 performthe process according to

the acqu}izéfﬁiaksﬁls g eplidfe POLLAPLE1HLEPHONERD HOLFe 0L, PEFEOK MPE OCESSES

according to W ng nessages, that i1s,” an application-data-transfer

nmessage BrsbnSPeIRtEnfBdi 1Y MRSSAISpShs@NdadheBPPthsattprerdat a-transfer
nessage C. en the portable telephone 5 fails to the process according to

the appl j&aby@Nz&at endf afisé epo FESSBIEL Ml epliGne PHrhadl sutebephaney5 produces
a response A (ResA) to inform the server 2 that the process has been

failed. parsdéeped22Re ptbeeporiabdedied ephotice Snpsodgees a response packet
(application-data-transfer packet) 231 by adding a finished nessage to the
produced resgonsiEskraiitbd ethoves, tHeaesuldtemonse messages are
produced in the same order as the order in which messages
. were transmitted from the server 2, the server 2 and the
portable telephone 5 cén manage transmitted messagés and
response messages in relation to each other.
Fig. 21 shows another sequence of processes performed
‘ by the server 2 and the portable telephoheIS.
In step S231 in Fig. 21, as in the case of the sequence
shown in Fig. 20, control packets 221 and 223 are
transmitted from the server 2 to the portable telephone 5.

In the example shown in Fig. 21, it is assumed that the

portable telephone 5 fails to perform a process according to

an application-data-transfer message A (MsgA) transmitted
from the server 2 té the portable telephone 5. Furthermore,
it is also assumed that the first bit of the application-
data~transfer messagé A indicates that if a failure occurs
in the process of the7application~data—transfer messagé A,
‘the process should be terminated.

-Thus,_when the poftable telephone 5 agquires, in step
5221, the application—data¥fransfer message A included in

the control packet 221, if the portabie telephone 5 fails to



response packet 231 to the server 2. In step S232, the server 2 receives
the response packet 231 transmtted fromthe portable tel ephone 5. From
the response A included in the response packet 231, the server 2

recogni zes that the portable tel ephone 5 has failed to performthe process
according to the application-data- transfer nmessage A. The server 2 also
recogni zes that processes according to the application-data-transfer
nessage B, the operate-entity nessage X, and the application-data-
transfer nessage C have not been perforned. Fig. 22 shows anot her exanple
of a sequence of 'processes perforae@5by the server 2 and the portable
tel ephone 5. - 66 |In step S251 in Fig. 22,, as in the case of the
sequences shown in Figs. 20 and 21, control packets 241 and 242 are

~transm %%%fog;@ﬁél‘fp&%é’% gc%&tc?]ig‘tﬁ;t et@péea ‘flféﬁ‘%sﬁagéﬁ de exanpl e

. c .
shown i I'S assune portable telephone 5 fails to
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(MsgB) transmtted fromthe, server to the portable tel ephone 5.
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dat a-transfer nessage S set so as to indicate that if a failure occurs
in the pigasse of, the sppHd catdtatmesddnst eramesangepd. i ¢diei @i-ocess

shoul d be. conti nued.
data-transfer message C.

When the portable telephone 5 fails to the process
according to the application-data-transfer message‘A, the
portable telephone 5 preoduces a respoﬁse A (ResA) to inform
the server 2 that the process has been failed. 1In ste? S222,
the portable telephone 5 produces a response packet
(application-data-transfer packet) 231 by adding a finished
message to the prqduced response A and returns the resultant
response packet 231 to the server 2.

| In step 5232, the server 2 receives the response packef
231 transmitted from the portable telephone 5. From the
response A included in the response packet 231, the server 2
recognizes that the portable telephone 5 hés failéd to
perform the process according to the application-data-
transfer message A. The server 2 also recognizes that
?roéesses according to the application-dé£a~transfer message
‘B, the operate—entity message X, and the application—data—
trénsfer message C have not been performed.

Fig. 22 shows another example of a seguence of

‘processes performed by the server 2 and the poftable-

telephone 5.



The application-data-transfer nessage A and the operate-entity nmessage X
need a response nessage, but the application-data-transfer nessage C does
not need a response nmessage. Thus, in step S241, the portable tel ephone 5
receives a control packet 241, perforns a process according to the
application-data-transfer nessage A, and produces a response A (ResA). If
the portable telephone 5 fails to performthe process according to the
next message, that is, the application-data-transfer nmessage B, the
portabl e tel ephone 5 continues the foééow ng process because the first bit
of the application-data-transfer ge B indicates that the 67
foll ow ng process should be continued. That is, the portable tel ephone 5
perfornms a process according to the operate- entity message X included in
the control pdackdter?425land prigdu@es ,a asedporide XatResX) the t he
operate-entity message X. After conpletion of producing the response X,
the porsediences eprore B perdor el aanpt ctes scaomdipgrhkar el and
appllcatlon data-transfer nessage C included in the control ‘packet 243. In
step S2442 @?%s@ﬁi@“%tfq%mh%aﬁﬁﬁfﬁﬂé &0 thhmgFartaibeket ) 251

i ncluding the response A and a finished packet a response packet
(oper at -@HRRYPatket ) 252

In the example shown in Fig. 22, it is assumed that the
rportable telephone 5 féils to perform a process according to
an application-data-transfer message B (MsgB} transmitted
from the server 2 to the portable telephone 5. Furthermore,
it is also assumed that the first bit of fhe application-
data-transfer message B is set so as to indicate that if a
failure occﬁrs in the process of the application-data-
transfer message B, the process should be continued.

The applicationmdata—transfer message A and the
operate-entity message X need a response message, but the
application-data-transfer message C does not need a response
message.

5ﬁ> | Thus, in step 5241, the portable £e1ephdne 5 receives a
‘control packet. 241, performs a process according to the
application-data-transfer message A, and produces a response
A (Resﬁ). |

If the portable telephone 5 fails to perform the
process according to the next message, that is, the
.application-data~transfer méssage B, the portable telephone
5 continues the following process because the first bit of

the application-data-transfer message B indicates that the



i ncluding the response X and a finished packet, and a response packet
(application-data-transfer packet) 253 including a finished packet are
produced by the portable telephone 5 and returned to the server 2.. In
step S252, the response packets transmitted fromthe portable telephone 5
are received by the server. 2. From those response packets, the server 2
recogni zes that the processes according to the application-data-transfer
nessage A and the operate-entity nmessage X have been successfully
perfornmed by the portable tel ephone 5 but the process according to the
appl i cation-data-transfer nessage B~-h&¥ been failed. Thereafter, the
sequence of processes is ended. |In the neutral state, packets are
repeatedly 68 transmtted/received between the server 2 and the portable

el ephong. By 6 DS, 2hoves donh 1 8ol BBl nudRd (HBa! Lot cnldevi ce) s

control | e erver. ough in the enbodi nent described above,
transmi t1d06,101 MESEAGRSL 05 t her Por-habkeptekbephonscsrandy teturai ng of

responses to the server 2 are repeatedly perforned to control a particular

devi ce, {her$€EVEAL 2t PBiess5§ASKT ind18668P N (ShaPEEnPEOYr paLkEDgREDEr Wi th
.a control® packet to the portable tel ephone 5, and the portable telephone

5 may d&é@dng)ﬂ@dw@é Proe6essnse perResx) nesttha opeeatdaaneitith the script
and the result of the previous process according to the nmessage.
message X.
After completion of producing the response X, the
'~).' portable telephone 5 performs a process according to the
| application-data-transfer message C included in the control
packet 243.

In step 5242, a response packet (application-data-
transfer packet) 251 including the response A and a finished
packet, a response packet-(operate—éntity packet) 252
including the response X and a finished packet, and a
response éacket (application-data-transfer packet) 253

" including a finished packet are preoduced by the portable
telephone 5 and returned to the server 2.

In step S252, the response packets transmitted from the
portable telephone 5 are received by the server 2. From
those response packets, the server 2 recognizes that the
processes"according to the applicationndata—trénsfer message
A and the operate-—entity message X have been successfully'

- performed by the portable telephoné 5 but the process
‘according to the application-data-transfer message B has
" been failed. Thereafter, the sequence of proéesses is ended.

In the neutral state, packets are repeatedly



In this case, the script indicates what process should be performed in
accordance with which nessage, depending on a response (response of a
devi ce) produced for each nessage. After conpletion of processes according
to the script, responses returned fromthe device to the portable

tel ephone 5 are all described in a response packet and transmtted to.
the server 2. On the basis of the script execution history (information
indicating in what order what nessages were transmitted fromthe portable
tel ephone 5 to the device (what nessages were processed by the portable
tel ephone 5)) transmtted to the ser@gr“z, the server 2 can determ ne

whi ch response transmtted fromthe portable tel ephone 5 69 - corresponds
to which nmessage. Although in the enbodi nent described above, after

comuni cabiRbni S+ &8) ABLLSHEY BEERESHhNEhE Osé PR hapdshakene Py ot &Sl <
conmmuni cati1 on between the server 2 and the portable telephone 5 is

per f or nedeUagRENENS iR that i¥evetdetBeibe8VRANRer] hen@othabtBiéet ephone 5
may take the initiative of communication with a particular timng. The

change i paéheckni tsatbneroileanpyunirat sepves. performed, for exanple, using
a server-client transm ssion direction reverse protocol. For exanple, when
comuni cat i orelitshdeimngiperioremsbdinteer ddwcrilidd atbhboree 0f the server 2, if
an exchange nessage _ :
transmitting of messages to the portable telephone 5 and
returning of responses to the server 2 are repeatedly
performed to control a particular device, the server 2 may
transmit a script (simple program) together with a control
packet to the portable telephone 5, and the portable
telephone 5 may determine what process to perform next in
accordance with the script and the result of the previous
process according to the message.
'In this case, the script indicates what process should
be performed in accordance with which message, depending on’
a response (response of a device) produced for each message.
After completion of processes according to the script,
responses returned from the device to the portable telephone
5 are all described in a responee packet and transmitted to
the server 2.
On the basis of the script execution history“
{(informatiocn indicating in what order what messages were
-fransmitted‘from the portable telephone 5 to the device
(what messages were processed by the portable telephone 5))

transmitted to the server 2, the server 2 can determine

which response transmitted from the portable telephone_S



is transmtted fromthe server 2 to the portable tel ephone 5 wusing the
server-client transm ssion direction reverse protocol with a particular
timng, the following comunication is perforned in a simlar nmanner as
descri bed above but under the initiative of the portable tel ephone 5. Wen
comuni cation is being performed under the initiative of the portable

tel ephone 5, if an exchange nessage is transmtted fromthe portable

tel ephone 5 to the server 2 using the server-client transm ssion direction
reverse protocol (exchange protocol) widh a particular timng, the
initiative is transferred to the server 2 and the followi'ng comunication
is performed under the initiative of the server 2. 70 Figs. 23 and 24

show exchange protocol sequences. |In the case of the sequence shown in
Fig. 23, CPREespeptiabte vhiebhoaessgeelient) has the initiative of
comuni cation at first. An exchange nessage is transmtted, in step S301,

fromthe por tbFReE@r ehorhe = FreeRt &S BYibedeakeyerabten step 5311.
Thereafter, communi cation between the server 2 and the portable tel ephone
5is coftPRUBHCARARR %ﬁeeFE??%h§h9€ BFCPKE1Rgr Fer the hangRBakgse of the
sequence_shpwn server gs the initiative of

e

connunlc%f?gﬂcginfF?g@un¥$a£é?%h%ﬁ5§eﬁ@s§ SP§VFFaﬁsﬁF9tEBe in step S331,
fromthe, RELYRL £o20PnbRECEVEY BYrEDEnBY"L3AEE LRLOPROPSAR:LE SEOP

the server 2, the portable telephone 5 may take the
initiative of communication with a particular timing.

The change in the initiative of communication is
performed, for example, using a server-client transmission
direction reverse protocol.

Foi example, when communication is being performed
under the initiative of the server 2, if an exchange message
is transmitfed fromlthe server 2 to the portable telephone 5
using the server-client transmission direction reverse
protocol with a particular timing, the following
communication is performed in a similar manner as described

}?i above but under the initiative of the portable telephone 5.

When comﬁunication is being performed under the
initiative of the portable telephone 5, if an exchange
message is transmitted from the pottable telephone 5 to the
server 2 using the server-client transmission direction

. reverse protocol (exchange protocol) with a particular
timing, the initiative is transferred to the server 2 and
the following communication is performed under the

injtiative of the server 2.



5321. Thereafter, comuni cation between the server 2 and the portable

tel ephone 5 is continued under the initiative of the portable tel ephone 5.
The manner in which the initiative of conmunication is exchanged in the
neutral state has been described above. |In the case in which a firewall of
the portable tel ephone 5 exists in the conmunication channel established
between the server 2 and the portable tel ephone 5, comunicati on between
the server 2 and the portable telephone 5 is perforned using HTTP via the
firewall. In .this case, all packets using the protocols described above
are transmtted/received in a single 38ssion that is maintained during the
whol e communi cation. 71 Fig. 25 shows anot her exanple of state transitions
of control protocols, which may be enployed instead of state transitions

shown in FigF#ﬁﬁjgﬁigﬁFigﬁ!@ﬁd%géy gﬁgj%@otagdﬂIégqggggg§sed to those

inFig. 5 are I'n step after conpletion of the

handshake prgf QgQl .caaLldeMhd ANABHS il held o-dpneessage to a

I
server. In response, connection is established, and the initiative of the

control psridensieL1gohd e the(spragr) ndsstied SSfdiativéherneutral state,
comuni cation is perfornmed, under the initiative of the server, using an

updat e- egrirhiyn BEHPI S 00| £ 1 Bt UP U@t e=edt At e SHOPEHFOCDS , t aEsmBited,
operate-entity subprotocol. In this communication, the

in step 8301, from the portable telephone 5 and received by
the server 2 in step S311. Thereafter, commuhication
between the server 2 and the portable telephone 5 is
continued under the‘initiative-of the server 2.

In the case of the sequence shown in Fig. 24, the
server 2 has the initiative of communication at first. An
exchange message is transmitted, in step S331, from the
server 2 and received 5y the portable telephone 5 in step
8321. Thereafter, communication between the server 2 and
the portable telephéne 5 is continued under the initiative
of the portable telephone 5.

The manﬁér in which the initiative of communication is
exchanged in the neutral state has been described above.

In the case in which a firewall of the portable
telephone 5 exists in the communication channel éstabiished
between the server 2 and the portable telephone 5,
commuhicatidn between the server 2 and the portable
telephone 5 is performed using HTTP via the firewall. In

.this case, all packets ﬁsing the protocols described above
are transmitted/received in a single session that is

maintained during the whole communication.



initiative is transferred, as required, using an exchange nessage. If the
server determnes that the farewell protocol is conpleted, then, in step
S346, the server transmts a server-good-bye-done nessage to the client
and ends the connection. The resource of the client is released and the
process is ended. As described above, the process is also ended by
transmtting a server-good-bye-done nessage. In the exanple shown in Fig.
26, the connection is ended when a client-hello-done nessage is
transmtted froma client to a server, That is, in step 5361, a
client-hello nessage is 72 transnitte% froma client to a server. In the
next step 5362, a devices nessage is transmtted. In step 5363, an
application-specific nessage is transmtted. In the next step 5364, a

cl i ent - hel | o-fdene 25msdsaige anstiheansrampdd, cné tedrendotansi tienseef t he
server and the client is established. Meanwhile, in steps S371 to 5374,

t he ser @tk REatoGdes ol Wikith HelY degakryed hnsteamtohettateressage,
the applicatjon-specific nessage, and the application-specific nessage,
transnm tYERF YR heshawenn Fof- exanpie, the kbl ewbeg ¢ seiehiahe cl i ent

is a portaple telephone or a simlar device, connection between
-.8lmilar processed to those in Fig. 5 are not described.

In step S343, after completion of the handshake

protocel, a client transmits a client—ﬁello~done message to
- a server. In response, connection is established, ahd the
initiative of the control is transferred to the server.

In step S344, in the neutral state, communication ‘is
performed, under the initiative of the server, using an
update-entity subprotocol, aﬁ update-entity subprotocol; and
an operate-entity subprotocol. 1In this communication, the
initiative is transferred, as required, using an exchange

message.

If the server determines that the farewell protocol is
completed, then, in step S346, the server transmits a

P?j _ serﬁer—good—bye—done message to the client and ends fhe
connection. The resource of the client is released and the
process is ended.

As described abo&e, the process is also ended by
transmitting a server-good-bye-done message.

In the example shown in Fig. 26, the connection is
ended when a client-hello-done meséage is transmitted from a
client to a server.

That is, in step S361, a client—hello message is



the client and the server may be established via the above- descri bed
sequence that is sinplified conpared with the sequence shown in Fig. 8.
Fig. 27 shows anot her exanple of a sequence in which a farewell protocol

i s ended when a server-good-bye-done nessage is transmtted froma server
toaclient. In this sequence, the farewell protocol starts when a server
transmts a server-good-bye nessage in step 5391. In the next step 5392, a
return-code nessage is transmtted. In step 5393, an application-specific
nmessage is transmtted. In step 5394, the server transnmts a
server - good- bye- done nessage to the dEient, and the connection is closed.
The server-good-bye nessage, the return-code nessage, 73 the
application-specific nessage, and the server-good-bye- done nessage,

transnitied fromihersenes. c8lent €61 ¥edeP¥ert heral tBBt nkRr SEEPs S381 to
S384. In response to recelving the server-good-bye-done nessage, the

resourceg9fot he Ghi£hts hSssgheasederdfshbecease in which the client is a
portabl e tel ephone } or a simlar device, as in the handshake protocol,

the connectinn fetpveersd hearcldmptt i @ diessecveic mysdwgended  via the
above-descri bed sequence that is sinplified conpared wth the sequence
shown i ntFagsmil®tedhe photrsshagtsefapnsdcdesar chédnabbekloagiobe execut ed
message 1s transmitted, and coﬁnection between the server
and the client is established;
Meanwhile; in steﬁs S371 to $374, the server receives
the client-hello message, the client-hello message, the
application-specific message, and the application-specific
message, transmitted from the client.
For example, in the case in which the client is a
portable telephone or a similar device, connectionlbetween
the client and the server may be established via the above-
déscribed sequence thaﬁ is simplified compared with the
sequence shown in Fig. §.
Fig. 27 shows another example of a sequence in which a
5 9 farewell protocol is ended when a server-good-bye-done
‘message ‘is transmifted from a server to a client.
In this sequence, the farewell protocol stérts when a
server transmits a servef—good*bye message in step 5381. In
" the next step S392, a return-code message is transmitted.
'In step S393, an application-specific message is tranémitted.
In step 5394, the server transmits a server-good-bye-
done message to the client, and the connection is closed.

The server-good-bye message, the return-code message,



by hardware or software. Wien the processing sequence is executed by
software, a programforning the software may be installed froma storage
medium or via a network onto a conputer which is provided as dedicated
hardware or may be installed onto a general purpose conmputer capabl e of
perform ng various processes in accordance with various prograns installed
thereon. Specific exanples of storage nedia usable for the above purpose

i nclude, as shown in Fig. 2, a nagnetic disk 41 (such as a floppy disk),
an optical disk 42 (such as a CD %Conpact D sk-Read Only Menory) and a
DVD (Digital Versatile Disk)), a nagrétooptical disk 43 (such as a MD
(Mni-Disk (registered trademark))), and a sem conductor nenory 44, in the
form of a package nmedi umon which a 74 programis stored and which is

suppl i edef,@ Qpﬁﬁ&a@%ﬁiéﬁé&ﬁl&rﬁ@@@a&@rrpaﬁ@rthé\ Pé OPE PRYOBY-1)s0 be
supplied to a user by preinstalling it on a built-in ROM 32 or a storage

unit 38d§H§hmé§s§?@arQrﬁ!h:ﬁﬂﬂlﬁltéﬂoﬁﬁémlﬂhé- senpi} esre | Netdieved dsent
description, the steps described in the programstored in the storage

medi um naMebel pert oi Aedtepsheps81i tot §pB4 seqirneesponae coo deeceiwind t he

order described in the programor in a parallel or separate fashion. In

the present gdescerpybod-bybedbrenmmésysgeni the usedurte cépresentimtentire

set of apparatuses. As can be understood fromthe above description, the
is released. -

In the case in which the client is a pdrtable telephone
or a similar device, as in the handshake protocol, the
connection between the client and the server may be ended
via the above-described sequence that is simplified compared
with the sequence shown in Fig. 10.

The processing sequence described above may be executed
by hardware or software.

‘When the processing sequence is executed by software, a

'proéram forming the software may be installed from a storage
medium or via a network onto a computer which is provided as
dedicated hardware or may be installed onto a general-
purpose computer capable of performing various processes in
accordance with various programs installed thereon.

Speéific examples of storage media usable for the above
purpoSe include, as shown in Fig. 2, a magnetic disk 41
(such as a floppy disk), an optical disk 42 (such as a CD—

ROM (Compact Disk-Read Only Memory) and a DVD (Digital
Versatile Disk)), a magnetooptical disk 43 (such as a MD

(Mini~Disk (registered trademark))), and a semiconductpr

memory 44, in the form of a package medium on which a



present invention provides great advantages. That is, the present
I nvention makes it possible for an information processing apparatus and an
information termnal to comrunicate with each other,. in particular, in a
manner in which the information processing apparatus takes the initiative
of communi cation. The present invention nmakes it possible to
transmt/receive various packets in a highly reliable and efficient
manner, thereby making it possible for an information processing apparatus
to control an information termnal ip a highly reliable and efficient
manner. The high-efficiency conmuni cafion allows a reduction in
communi cation cost. Furthernore, the present invention nakes it possible -
75 for a client to continue a process even if an error occurs in the
m ddl e gfrddranpriecessordd Al whilch As | iy Iiedd ot i acessisupaappaslat us for
controlling a device connected with an information termnal with a
parti culfaront iamamgnpuiten.he A nforgrsn omy teksw e ogrpikeicided oiza wsaret wor k
with the informati on processing apparatus, the information processing
appar at Uy pomirstsi lnginge sittabiin shriwrtl el RGwr3Lstall i storsge ommiini cat i on
performed via the network between the information
38 such as a hard disk disposed in a computer.

In the present description, the steps described in the
program stored in the storage medium may be performed either
in time seguence in accordance with the order described in
the program or in a parallel or separate fashion.

In the present description, the term "system" 1is used
to represent an entiré set of apparatuses. -

As can be understood from the above description, the
present invention provides great advantages. That is, the
present invention makes it possible for an information
processing apparatus and an information terminal to
.communicate with each other, in particular, in a manner in
which the information preocessing apparatus takes the
S initiative of communication.

The present invention makes it possible to
transmit/receive various packets in a highly reliable and
efficient manner, thereby makiﬁg it possible for an
information processing apparatus to control an information
terminal in a highly reliable and efficient manner. The
high~efficiency communication allows a reduction in

communication cost.

Furthermore, the present invention makes it possible



processi ng apparatus and the information termnal, in response to a
request issued, in a state in which the device is connected with the
irnformation termnal, by the information termnal; transm ssion nmeans for
transmtting a first packet including a command for controlling the device
to the information termnal fromthe information processing apparatus
after the communication with the information termnal is established by

t he establishment means; and receiving neans for receiving, fromthe
information termnal, a second packet including a response to the comuand
transnitted fromthe transnission nead$. =2. An information processi ng
apparatus according to claim1, wherein the conmand i ncl udes information

i ndi cating whether, when. the information termnal fails to performa
process f@raﬁc@lgéﬂ‘éetw £bnt DRuE OIMBAIce 8s_E¥enPi 9C88Se 8hOHI 8cbgrsont i nued
in accordance with a followng command. 3. An infornmation processing
apparatugnagﬁgrﬂiﬁgléoofctnénprac@gs2 wherein the first packet transmtted
by the transm ssion neans includes a plurality of commands belonging to a
same protocol. 4. An information processing apparatus according to any one
of claims 1 to 3, wherein the transm ssion neans transmts, together with
.the first packet, a sinple



program for causing the information termnal to determ ne which process
shoul d be perforned by the device. 5. An infornmation processing apparatus
according to any one of clains 1 to 4, wherein the conmmunication |ink
established by the establishnment nmeans includes a firewall of the
information termnal, the transm ssion neans transmts the first packet
using HTTP as a conmunication protoc@- 6. An infornmation processing
apparatus according to any one of clains 1 to 5, wherein the transn ssion
means mai ntains the conmunication link using HTTP established by the
establishment neans for a period during which a plurality of first packets
are transmtted. -78- 7. An information processing apparatus according to
any one of claims 1 to 6, further conprising conmand neans for commandi ng
the inforGhBildS:terminal to start transmitting predetermined information
in the communication established by the establishnment nmeans. 8. An
information term nal connected via a network wth an information

equest means Tor, T & SUHETRLARTCN { heccaer e < ERHAT et TH TR
i nf or mat i contepdildalg Bequisting t heohméetadt | ofi PROCESSI NG nERRAAL UsSnt O
terminal with a particular timing via the information
terminal connected via a network with the information
processing apparatus, the information processing apparatus
comprising:
establishment means for establishing communication
performed via the network between the information
processing apparatus and the information terminal, in
response to a request issued, in a state in which the
device is connected with the information terminal, by the
information terminal;
transmission means for transmitting a first packet
including a command for controlling the device to the
information terminal from the dinformation processing
apparatus after the communication with the information
terminal is established by the establishment means; and
receiving means for receiving, from the information
terminal, a second packet including a response to the

command transmitted from the transmission means.

2. An information processing apparatus according to
claim 1, wherein the command includes information
indicating whether, when the information terminal fails to

perform a process in accordance with the command, a



est abli sh communi cation via the network; receiving neans for receiving a
first packet including a coomand for controlling the device, fromthe

i nformati on processing apparatus via comuni cation established in response
to the request issued by the request nmeans; control mnmeans for controlling
the device in accordance with the command included in the first packet
received by the receiving neans; and trangm ssion neans for transmtting to
the information processing apparatus a second packet including a response
indicating a result of controlling perforned by the control nmeans on the
devi ce. CONTROL SYSTEM AND CONTROL METHOD, METHOD AND APPARATUS FOR
PROCESSI NG | NFORVATI ON, | NFORMATI ON PROCESSI NG TERM NAL AND METHOD THERECF,
STORAGE MEDI UM AND PROGRAM  ABSTRACT OF THE DI SCLOSURE A client (such as

a PC, port abtreckekepronerd ADA ogh8Giid appl.La C?%)1 to_hi c devi ce
such as a ICcard is connecteg? stgﬁ%gfgbhaﬁggﬁﬁgg ot'GCor ?OQP3&&¥&HQ1
server to sf¥@rmapdamuni cati on. When communication is established via the
handshake protocol, the initiative of comunication is transferred to the

server, and the state changes into a neutral state. In this neutral state,
a . 3. An information processing apparatus according to

claims 1 or 2, wherein the first packet transmitted by
the transmission means includes a plurality of commands

belonging to a same protocol.

4.  An information processing apparatus according to
any one of claims 1 to 3, wherein the transmission means
transmits, together with the first packet, a simple
program for causing the information terminal to determine

which process should be performed by the device.

5. An information processing apparatus according to
any one of claims 1 to 4, wherein the communication link
established by the establishment means includes a
firewall of the information terminal, the transmission
means transmits the first packet using HTTP as a

communication protocol.

6. An information processing apparatus according
to any one of claims 1 to 5, wherein the transmission
means maintains the communication 1link using HTTP
established by the establishmenf means for a period
~during which a . -plurality of first packets are

Ltransmitted.
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packet including a particular nunber of nessages and a finished

nmessage is transmtted fromthe server to the client. If the client
receives the control packet, the client perforns a process according to
the nessages included in the control packet. This nmakes it possible to

renotely

control a device via a network in a highly reliable and

efficient manner. FIG 1 -78 -

7. An information processing apparatus according to
any one of claims 1 to 6, further comprising command means
for commanding  the information terminal to start
transmitting prede%ermined information in the

communication established by the establishment means.

8. An information terminal connected via a network
with an information processing apparatus for remotely
controlling a device, comprising:

request means for, in a state in which the
device is connected with the information terminal,
requesting the information processing apparatus to
establish communication via the network;

receiving means for receiving a first packet
including a command for controlling the device, from the
information processing apparatus via communication
established in response to the request issued by the
request means;

control means for controlling the device in
accordance with the command included in the first packet
received by the-receiving means; and

transmission means for transmitting to the
information processing apparatus a second packet
including a response indicating a result of controlling

performed by the control means on the device.
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CONTROL SYSTEM AND CONTROL METHOD, METHOD AND APPARATUS FOR
PROCESSING INFORMATION, INFORMATION PROCESSING TERMINAL AND
METHOD THEREQOF, STORAGE MEDIUM, AND PROGRAM

ABSTRACT OF THE DISCLOSURE

A client (such as a PC, portable telephone, PDA,
electrical appliances), to which a device such as a IC card -
is connected, starts a handshaﬁe protocol to request a
server to start communication. When communication is
established via the handshake protocol, the initiative of
communication is transferred to the server, and the state
changes into a ﬁeutral state. In this neutral state, a
control packet including a particular number of messages and
a finished message is transmitted from the server to the
client. If the client receives the control packet, the
client performs a process according to -the messages included
in the control packet. This makes it possible to remotely
control a device via a network in a highly reliable and

efficient manner.

FIG. 1



