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Title: A SYSTEM AN ARRANGEMENT AND A METHOD FOR END
USER AUTHENTI CATI ON FI ELD OF THE | NVENTI ON The present
WO nooafsdion rel ates to a system for aut henti cat POTSES00&000157
end user of a user station arrangenent requesting
access to protected information, for exanple a
protected resource or a protected service or simlar,
whi ch conpri ses access server neans and aut hentication
means, wherein the nobile user station arrangenent
supports comuni cation with the authentication neans
Tit1@¥er a first communi cation channel of a radi o network.
The invention also relates to an aut henticati on nmeans
A SYFFEMauPNe ARRABHNGEMBNGT ANR AnMEREOD FORUEBNDI HGERCccesS to

AUTH%&%&%%&§§Ninfornation, a protected resource or a
protected service, froma user station arrangenent

conpri sing an access serving neans interface, at |east
interface enabling conmunication with the user

FIEL@P@FiEHEaFNXﬁﬂgﬁ@Ht over a first communication channe
The PradBdi OnNSLMWDEK. rERGriRVES i 9N g s%%n{gbﬁfegukﬂegtication

met hod for authentication of a renbte end user o
of apsendstumeirorfary armgpnesitat bouest raggeanerssréquasting access

o RN SENGR Tesop eoL Lol oD Sl P ourca o

ndi ng an access tedue
a preardted adyvide ret abemil arauihah Ginigdt fs NBBEEEs server

users requesting access to protected resources via an
meangp ﬁ@?mo%W%§Fn5gH€FlP8rnF@@né'ecﬂﬁﬁﬁﬁ@Jhcd§§% mobile user

statfehwor ke SEhHendntTHE AR Reppt e g%ﬁﬁ%ﬁikgt§%ﬁ\/i C&Pith the

whi ch are protected, or protected sensitive
authpptéeptit PonMeangeneved , avifd maibl Commen oz kson eghianesl of a
radiégggggogthentication of the end user to avoid abuse

The invention also relates to an authentication means for
authentication of an end user requesting access to protected
information, a protected resource or a protected service, from
a user étation arrangement comprising an access serving means
interface, at least one interface enabling communication with
the wuser station arrangement over a first communication

channel of a radio network.

The invention also relates to a method for authentication of a
remote end user of a user station arrangement requesting
access to a protected service, resource, information etc. by
sending an access request to an authentication means.
Particularly it relates to authentication of mobile users
requesting access to protected resources via an IP network or

other form of electronic access network.
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protected information or to prevent that the protected

i nformati on or services are spread unintentionally.
wae@diogiienal | y aut hentication is provided w t hPCT/SE2006/000157

so-cal | ed authentication tpkens provided to the end

users. It is then verified if the end user is in

possession of the token before access to the protected

S§F Vg€ Akpinformation is granted. A typical exanple
STATEt ere&f is a so called token card, which provides the

Remotendcuses wid h spgeddesr antbeh oneet | preopeeledr d&1t dPhetected
.verified b nh_aut hentication_ser o -
senaifYe, hSfPobef Bofnt adsregnbnt "oF Sopaia dovorks requires
stron@UitheRkhe¢atia@n ohokehsthéhendlensét y toodutel df apuspbidie the

devi ce, for exanple a GSM SINI;Subscriger Iqﬁptitg fected
protefbedl e} NEQFBAGAORN VWIS tUni BE et MobiPPE € protecte
inforﬁ?{:?&ﬁ’mm%'rcat i - ysdem WSEM (W81 M €@inbentionally.

Ised as a token. The identity nodule may contain a
Tradiptbnal by secnsthardyi agtiicn cahsbe pewdident siwgiitng ap—called
aut henpti cation challen ng t 0 t e it
cutheBhy SIS AR SR LERRERAT of SR CUR T e HOTDLE, e
verifhBdSHEh thaplareniadi ons canposkesefichhefi ddm i tgken before

nmodul e of the nobil e device . Toda¥ th%%e are two nq%qj a
accesgpprodetesPEBECtE PR SiSFY 4e Fdeht Py Abudle 16 FobT T

typicgf\/i &fSmpPe @ {SREMd £ Y itokgn. sOne-Hf1dde wprpaehes, which
consists In utilising the nobile network as a security
providhanibk, enlderesyr i aRIRITARIGM seiqefime passwords to

conmuni cates w t he i]le Lce via the radio
be veﬁé?&%?kgymﬁpcﬁu%EePEécgg?Pgmf%g¥%?rI be denot ed
net wor k- based aut henti cati on. Networ k- based

aut henti cati on praqvi des superior ase-of-gse

Bs an Fd taTERAITEC A OMe ISR MR Bt T CaFP* ehRcAPFYCh cat ion

tokenSeVeAl H&RS d) hdeuBat Benti cabiar deatiagle Péthegbhyle a
m nimum i nput fromthe end user. It is however a
GSM diRadvastageribeh sddlentdtwor Masiska) auChsfti Ot i ofr  UMIS

(Univg%%ggdsMobile Telecommunication System) USIM (UMTS SIM)
can be utilised as a token. The identity module may contain a
private secret key which can be used for signing an
authentication challenge and to prove that the remote end user
is in possession of the security token, which in such
implementations consists of the identity module of the mobile

device.

Today there are two main approaches for utilising the identity
module of mobile devices as a security token. One of the
approaches consists in utilising the mobile network as a
security channel, whereby the authentication server
communicates with the mobile device via the radio network,
which in the following will be denoted network-based
authentication. Network-based authentication provides superior

ease-of-use, since the authentication server automatically can
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that the nobile device has to be within radi o coverage
for the authentication to work. Another disadvantage
WO 200vk08%17¢ he channel sinply can be bl ocked, thRGI/SE2006/000157
preventing authentication 3o be performed. Another
approach is based on requesting the end user to
manual 'y performa signature operation on the nobile
carry d@VitCescWhLgh Ralpd sidenrdleda@ui&ieni ££0l 60N Miallbgue with
manual input. Authentication w th manual input
only rifuires consiiter 85P® | Heer aR8Fonusfth the ehd uRgyever a
 sadbDS 899 USELy e fiiha 1§ad .3 ahakleAdR:f EQRLbAC method
dlsad%%%%%%ecﬁgHﬁélfgﬁﬁgu%eﬁﬁfg onatﬁé nngipe aevice, ah%e cas
that tBeéUmBbAalsi gleed deespense deemytthiire rahic decormge for the
particularly inconvenient if the.,nohile device
authe%FhﬁPFéﬂ%pugPy Wgrﬁsedgﬁgt%ﬁracgégggY%?ﬁfﬁal.l§uth%E the
channé@p%9%®ﬁg'Qxﬂ@“ﬁéeblB@ked?pQﬂﬁﬁﬁH@@@VéﬁﬂhﬂgC@MEhégEication
US- A-5°668 876 describes a nmethod and an apparatus for
to beapehénrinedti on of an end user attenpting to access an
el ectronic service whereby a challenge code is sent to
a personal unit such as a nobile phone to be used with
Anotharst apdasdchel ephdmesed mobi eedusssphane tdre aenwdr edser to
t el ephone. A chal,l enge code is transnmtted to .t ;
manua&é?s&ﬁﬁfQFﬁt? ?H@nﬁggFemﬁgfﬁqF%?&ﬂRpo%%giﬁqgéf%tHSVlce’
whichUlkledeBerahesed bOsReRsEcEedenbased aananli nhennal |y
stored secret key. This code is input on e.g. a
tel ephone, sent back for conparing the response with
authehPg-Qthghnal , ¢hal | engs, code [, t h A @XRECt édonsiderable
response code to allow or reject access. This docunent
interpattiboauldrthy el wesl tdeemr dilenot weeuiei ag dedi tat sgad a

termnals or custom zed ternmnals restricting.t S .
challgpgge ?Wytéﬁsﬁ¥m§%%>E%SQP?Ecmﬁﬂﬁﬁ% @%%e%?tﬁﬁ% fobile
device0l Wridn-disueh sadvaghageousponsichaivddy doise norThisl bewomes

up the outcone of the delivery of,challenge codei,
partighilel lanoie St eeans ChE BI0kIfer 88V 5Ch0 SPayidaneously

is used as an access terminal. Such an approach is however not

dependent on radio coverage.

US-A-5 668 876 describes a method and an apparatus for
authentication of an end wuser attempting to access an
electronic service whereby a challenge code is sent to a
personal unit such as a mobile phone to be used with a
standard telephone, a mobile telephone or a wired telephone. A
challenge code is transmitted to the personal unit, the user
puts in a PIN or similar, the unit generates a response code
based on an internally stored secret key. This code is input
on e.g. a telephone, sent back for comparing the response with
the original challenge code or with an expected response code
to allow or reject access. This document particularly solves
the problem of requiring dedicated terminals or customized

terminals restricting the use of security systems to specific
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coverage, the authentication wll fail. SUMVARY OF THE

I NVENTI ON What is needed is therefore a systemthrough
wawiockssamd user authentication can be perfor meRCT/BE2N6/000157

easy and flexible way, particularly requiring as

little end user interactiof as possible. Particularly

a systen1is needed which is not restricted to the use

. of dedlc ed uni Stil rth stemi,s
siteso RPN o CEa AR G Ant Bgd Bt AR TGy 18 that it

does rrﬁimnf&si!paﬁed@p@kﬁ@a@ntmmbomf S‘dlﬁé ediend vier@m dhechallenge
dr awbacks nornalléha3300|ated therewith. Particularly

codesa sYRt@m iaMoAgedeBDRRPCMGPET af B3t r¥fespéerievel§ g0~ radio
covef@%@th%ﬁetg%tﬂ%ﬁ%l%%@&bﬂnw@ﬂﬂa@ggﬁent i s reachable or

within coverage of a radio network, which in
addition thereto is user-friendly, and to a deS|red or

[ X be automated. Particularly a system
SUMMAgEXRggggE kﬁ?@ﬁ%ﬁgNeasy to inplenment in already

What €Xd ShEBEe8OMBINLEEEEOOrSY ol e Fstasn Wehkodght aHig es®at user
in new syst ens . An ar rangerrent or an authentication
authepEiRatire H3b Predsd FORPSAgHWHRR heaR¥ cchofkedibineway,

partlé@ﬁ‘é%ﬁgenk'e%%}éggl eclss ‘iﬁ‘ﬂv\gé aghpevede St &Utefr%tt'i% as

d i s ‘nee t hroug one or nore of
possibbeve Penttiiowdadly ect s Etdie achi elveeeejdedhewbiohe as not

t m.as initially_.referr prOV|ded wher ej
restr eI SR 630 aPFanGumR AT Eigior oLt Elzther a
syste@ONMyNitadden Whiilkht heaautthend | calvia@it MPANSFOVEr sb called
second communi cation channel. The authentication neans
netwoékébééﬁﬂte@PPﬁoa%ﬁ relldtUton Sof L& riegueSEoT ort i cggwbacks

norma ARehied dN TR Q% Opd O F Pf DL %ﬁt§ds§§f¥1‘nc§soﬁeeded

tected resource,froma user statlon arrangenent
whichespabka5h5|flthesysetlseby|onfanﬂaﬁgenenﬁﬂns rexghalltetion

arrandLel %he.fi&st nlcatlo channel %hl ver of a
SETRBNL | 5t 1F6R PP AGoess alt ur LhEr (5 SiBhofPYE RSt

radio network, which in addition thereto is user-friendly, and
to a desired or maximum extent can be automated. Particularly
a system 1is needed which 1is easy to implement in already
existing communication systems as well as to implement in new

systems.

An arrangement, or an authentication means, 1s also needed
through which one or more of the above mentioned objects can
be achieved. Still further a method is needed through which

one or more of the above mentioned objects can be achieved.

Therefore a system as 1initially referred to is provided
wherein the user station arrangement  further  supports
communication with the authentication means over a second
communication channel. The authentication means are adapted
to, at reception of a request for access to protected

information or to a protected service or protected resource,
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aut henti cation node as well as a second aut hentication
nmode over said second conmuni cati on channel. The
wa@eaonessircat i on neans further conprises deci siPCI/REANG000157

for selecting if, and/or m%en, the first or second

authentication node is to be activated or used for a

user station arrangenent requesting access to

rotected_infornmation etc.. Sai i Sion ans .

£rom B OHBE B el MGt SAL AT Y B Spar ppation

arrangeadstf ok wWddhibig betseenhthe ifrststcamilid s tseedndhannel
aut hentj catji on node dependi ng on i ch thereof can or
for HARRE IR TIBY. PUEBOSESr t 4l aﬂqr;}:%%e Eprstupport a first

authefbt RSP bRat R Npde has. PELOr t Yo O¥RE HHEREAANtion mode
aut henti cation node, which nmeans that if the first

over ashéntieenndn qmduudamtieonuseiiannelsholfhd beutibedtication

Th entication nea i C c rise . .

meansexgﬁgﬁégfonaﬁ% ﬁ%sﬁﬁicﬁé%gﬁ%é?s:ég%ﬁgincngdeéeg Fglng 1L,

and/odeahehon tieansi far €st abtbsti agthkntheatsen oald ais to be
arrangenent is reachable for authentication purposes

activgyef e PPt TUMENIUSRT ofteharReriangsiment  requesting

accesBarthcubablyctbg fiR8L-ROPMYAI catEON §haRNel£98PLhSeReans
an aut hentication channel and, even nore particularly,

partichéaségortbrawniiad cati onothanhestesnpriides sak tabdess means
for sEARMAShy WL Qned ’%’A%”?EEQE' 94t he sSegond, authentication
connunlga %1 e or,

t1on chann 'S a comuni catl on channe
mode aleg@ndiley foli Stvhiathi cchetenl Kecanr or nslamoidebe used. Most

.enbod| nent, of. a second radio network, |In another
Partlaﬁsaﬁiagé@“& b3l ﬁ@ﬁ?ﬁ,enﬁaw@&épp_ t%%%egaﬁd priority over
the s%%%ﬂ@nﬁﬁﬁﬂéﬂiﬂﬂﬁﬁﬂBﬂ méﬂékCﬁﬁﬁ@ﬁ'ﬁé&h@”ﬂﬂ%ﬁ"ﬁﬁ Eﬁeafirst

fixed comuni cation network, or a wired comunication
authepgi@gpEkone. mede orcamt ddhetusicbesd tor sbopger t Peg used. The

authekegEEQ?EHa?&&ﬁﬁaeégrgfguigpizn%%&g&k%%ng%aqination means
authéntrcation ns conprises an-authentication
whichnodubmprides<h ey bénpiodeded saidr aksocdiairedwdelanan for
uthentication server. lt.may al so be provided in or
estabTSsBing: ¢4 vith SR acEbetifbaRtrangoneRs, Lo reachdble for

authehRbgoeBhald oI over the first communication channel
or not. Particularly the first communication channel comprises
an authentication channel and, even more particularly, the

second communication channel comprises an access channel.

In one implementation the second communication channel is a
communication channel of, also, the first radio network, or,
in another embodiment, of a second radio network. In another
advantageous embodiment, however, the second communication
channel is a communication channel of a fixed communication
network, or a wired communication network, e.g. for Internet

access or supporting Internet access.

In one implementation the authentication means comprises an

authentication module, which may be provided in or associated
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aut henti cati on nmeans conpri ses an authentication
server. In sonme enbodi nents the user station
wa@eeoanglamnent conprises a nobil e device and an BCOEEX06/000157
termnal formng separate units. In alternative
i npl enentations the user station arrangenent conprises
a nobile access termnal as a single unit, i.e. the
. nobi | e devi.ce .and the access _ term nal are provided as
with gny%%;Q§@%ﬁqétLﬂﬂa%hﬁf%fbnfﬁeaﬁ zé??%f%?r@&oyégggoﬁél or
assocBdeePantthular laccaptmean®. seheokhhe isgoetbimoe difs the
the user station arrapgenent either as a conbined unit
authegti¢hel ARHPFRN 3 TPBR: 1 FR7F ¢t , 21 Ehept i sabrrabs @ voer
said first radio network, for exanple if it is out of
radio coverage or if the first conmunication channe
In sope Hmukddnesttss Ther eseay fatciour saraksgebentdt mprises a
., reasons for utilising the secaond conmunication .
mobiledRN&rFe st i%ﬁ|§FFyth§x§%%%§% ch3hl&R9 FEREEE  Hrinits -
In altteerrsecond imgeemBsteadonfheclaelt herid catbhefioARadBrangement

particularLi conpri ses authentication executing neans
compridRpr fsPRGILEi FCELHT MR Heads andifFieh Wyig, i.e. the

mobil&0Ry 8det Aniinkhibake c@sBr exatlinant il i Aialpae piihngie
~ the user station arrangement over the first
unit. communi cati on channel, for exanple over the first
radio network, to establish if the first
aut henti cati on node can be used, or if the user
The &a@lsioh ameangenad irefeeaeldabke oxeoveheatér sparatic@larly
network. Eyen nore particularly said authentication
adaptﬁgango

ar 8¢ GSEteahF03SFGPnﬁerFGPﬁindiémﬁfe user station
arran@éfe@t!t RARtiGat i on di abgougewhighital 8¢ calk bacsand tQevice
constitute an exam nation step, generate and transmit
thereqffi ist netal Femgeaimessayercemid sthesta chdibemggwork, for
exampf@dgﬂg.%n?.ﬁ%ero at gn ﬂ%&?ﬁgﬁﬂﬁﬂﬁr%ﬁgro hei%lréﬂe first
communi cati on network, an ointiate a firs§
commumlitdiehdn cahaone i aboblecebdt becti M rauttegntd Catdwise also
be o@ggg b¥e82835d'?%ra % %%qgi%galkﬁggesecond communication
channel, particularly the access channel instead, or the

second mode instead.

The authentication means particularly comprises authentication
executing means comprising said examination means and which
are adapted to initiate a pre-authentication dialogue with the
user station arrangement over the first communication channel,
for example over the first radio network, to establish if the
first authentication mode can be used, or if the user station

arrangement 1is reachable over the first radio network.

Even more particularly said authentication means are adapted
to, for performing said pre-authentication dialogue which also
can be said to constitute an examination step, generate and

transmit a first challenge message comprising a challenge code
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message conprising a challenge pronpt to the user
station arrangenent if the delivery of the chall enge
W@ owe/08#17¢ he first chall enge nmessage i s veri fiRCT/SH066/000157

aut henti cation neans are fyrther adapted to, if

delivery of the challenge Code is not verified,

initiate a second authentication di al ogue of the

second au nticati de by enerating a d sending a,,
to the T HiRd %ﬁglpgnge et g&%“bonp??s ﬁ égEﬁﬂilgom%uBgE@tlon
netwoaR( arthakbengel qiraept ai rfitde Séﬁ’@héﬁ’éﬁi@@@l@ﬁefdltaﬂebgue of

second connunlcatlon channel to the user .station

the famsinqeHdRNtEGRE 4B SHRGE nBY | PTONEIEREl [FentRERfiechallenge
messa@@tué&ﬁgr§§9ﬁ8pﬁiakﬁﬁil%h%%edpﬁaﬂ Eor{gsgﬂﬁgsu%%rthgtatlon
ent chal 'engé code, or an expected response to th

arrangementhalfl éhge @dde’erﬁ/oro@rtém i g Hovess orde e?ecthegflrst
access, to the, Rrot ect nf Qrmati o ervice, depend

cnal 18RE8 datfadie 1§ Ve Ehet ndlPore CRERELGATHEE SR are

furthgraridaptejcecto pr oceduneviesyt e sEii@ theespagki iae O:fs not
whet her the first or second npde is used. In a

Verlfhﬁ?tlcﬁ¢%Fl%ﬁ%odinéﬁFOPHe auEhemEiFRbloRarkl adqgue of the
secon@da%h%%éﬁ%fﬁﬁﬁidﬁm(%JdéStb§habEﬁBQ§tEﬁésaQ§mﬁs @Qné%ﬁ% a
(Short Message Service) over for exanpl é an
combigNB-enitlemge Mpstagar conpirastingt ke @h@@lemge @mde and a
rlses a randon1@$nber enerateg én v% s nd
opH AP E ranhar . “Hhe s RentTEAFToR neXnE f urter SSC°
commuﬁmn‘etuees hlan®@IMyy ciei@susklh sttaen otlatza rerydnithtreasmsd to
oldln% user information such as public keys for user

examiggyiifo 99@?zﬁﬁtﬁﬁﬁ?%%ﬁ@oﬁPQ%??¥+%%f%BnSlgned
and 6@:?5@5;?&{?@5 edot opleckypl rekal neshsi el (ener Bt edkpected
chal | enge codes using the publi ey of a user station
respoapearigenthe cﬁ@ﬂ‘tes@m%ll%g¢ocadleesp@ﬂtl goapriingt edasss or
aut ti t|on f t ctlve
red et et E ar  angomert s and oy SCofaar i n-P A FoPll REAY e
dependeéagy piredtledabuengaec ade MMéhekhml&Btgbna|ﬂﬂhﬁ|éﬁﬁ@€natlon

code §ent to the , _ ,
and grant/reject procedure is the same irrespectively of

co
challén
pgr

whether the first or second mode is used.

In a particular embodiment the examination means are adapted
to send said first challenge message as an SMS (Short Message
Service) over for example an SMS-C (SMS~Center) . Most
particularly the challenge code comprises a random number,

generated in any appropriate manner.

The authentication means further comprises or communicates
with user data storing means holding user information such as
public keys for user station arrangements and authentication
verification means adapted to decrypt returned signed
(encrypted) challenge codes using the public key of a user
station arrangement corresponding to a respective private key

stored in an authentication module of the respective user
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user station arrangenent or an expected response, and
to, if the decrypted, returned chall enge code
weonrespends to the original chall enge code orPCHEE2006/000157

expected response, grant the access request, otherw se

to reject the access request. Mst particularly a

RADI US chal | enge - response nmechanismor simlar is

.supparted by the syst one enbpdi ment, t he second
stati R et e, BY bRt pram e L s vpted
challéhgst cwre, wishsenke waidireslsechallenfRUiGRL | 88nt to the

channel, the chal |l enge code bei ng signed ‘
user Ghatdet i TNIRISRT Y het nebi |@é<af§3%e&e WwePpregented dgipr if

the &b8ErPPLLLEe JRV EEed YHAIIRG Je ead ;Jés&trteep%ah%r the the

~ signed chal |l enge code on the "access clien
origipdierafalilegige chde siogni bige wiekipercliedpr respenkey igrane the
be rf or med nual L'y, or_includes a manual _signing as
acces{rPARRE oy RALTORTYST 1O CAR BEL pridvi Hed For “Suronat ed
entry of the signed challenge code for exanple if the
user station is a_conbined _yser station arrangenent

Most par&isiptyy & BRBEUSsEhddcPacor i FeFRaNgEcdichanism or

simi1h8 M nahoshient byanget g pmpi | e device are separate
units bu? connected for ‘exanple by neans of a
Bl uetooth protocol or simlar. If the second node is,

hga . [ emented th ess code is instead
In O@%nt oJ%%u@%g:sggg%dsggﬁﬁghigggﬁoﬁngﬁanﬁgﬁfaﬂffh Thd- the
challen@apprdptd hef actessiiestn maldeandi é heecertd WH€r the second

ronpted to sign _the challenge_code with _ the_ nobile
commufbGr cLoby ly setReti m§alengRat (FeIF unOEiSY onsigned

(autohb€i8RDLY P dBYi G&e ERbBRIBY 4bei&haldRNISCREGted on the
(presented on the access terminal) thereon and then

mobilentdqvidfe sPgRERtihal | ehge avsteufpresent ety t fbe signed
chall%@%%%?g@%ghgg% g?g%?gﬁQ§%§§§ té¥*§d¥y'. o e£§v$fof the
gnment parti‘al or conplete
signiagt erwhi orhe Sppdsstbl &key is to be performed manually or
includes a manual signing as well. Alternatively it can be
provided for automated entry of the signed challenge code for
example if the wuser station 1s a combined wuser station
arrangement (one entity) as discussed above or i1f the access
terminal (client) and the mobile device are separate units but

connected for example by means of a Bluetooth protocol or

similar.

If the second mode is, or has to be, implemented the access
code 1is instead sent over the second communication channel,
with the prompt, to the access terminal and the end user is
prompted to sign the challenge code with the mobile device by
manually selecting a signature function on the mobile device,
entering the challenge code (presented on the access terminal)
thereon and then enter the signed challenge code (presented on

the mobile device) on the access terminal. Also here, for a
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According to the invention an authentication neans as
initially referred to is therefore al so suggested
waRi0ek89139 adapt ed to support conmuni cation w t PCT/RBE2006/000157

user station arrangenent apso over a second

conmuni cati on channel, which further conprises an

aut henti cati on executi on neans conpri sing exam nation
combif@ans d&sr estaddt sdn ng asfs ignpiptect g r@668SS or  complete

requesting user_station arrangenent is reachabl e over
aUtom@Féo$|%%tP@6ﬁﬁE%?cat|on channel for authentication

pur poses. Said authentication neans are adapted to

support a first authentication node and a second
Accordimgentticcat tlom nodeepbaby) ugingauhhese¢oaﬂion means  as

. 1.:C ni cati on, channel xam nati on _neans
lnltl%gml LSO et &P onl?reg‘rsﬁ‘ P Sel %???ngs%gaq%sq‘efq sthgFh  is
adapté&ai dtsecamipbppihentbmdin Dfatingle. SatH dedieSi afsd®anstation
artlcularly conpri ses or comuni cates with sw tching
arranﬁ%@%%tf(ﬁ'%ﬁm P¥RFNg® béEheeA t PRI LG kRN t ke ageednd which
t 0 okl Y t
T o on " mad Kae prrarrt v e e bR goomprising
examipgt hent i sagnon fode, eshalll selcong nbfle parpreutaréy access
bei ng us t he user statlon arran t is_not
requesgﬁ%ﬁabtfs ve?t%thjemfl AH LG e ati® onrgﬁgﬁngﬁef opVer the

flrstaubhmnhueatu@ﬁ MHA08S. fbA aupdehitédb@fon purposes. Said
npl ementation the first communi cation channel .
authel&%h‘b??%%% afSAithentiCat i 8A2RRaAnel tAnd P Sdcong  first

autheSOIERA| SRt iy Lhanpel, cQEREL S & AECESSE & nﬂl%lde ((enly)

Most particularly the first conmmuni cation channe
usingrEerSﬁeDmdrbommmmu@@¢apmowh@m@ﬁdelsﬁldiéxamnnatmbm)means

rk wher.eas the sec nd co ni.cation, is a :
Comprl NS tior EhaRAs °5 ngvgtéﬁﬁhuﬁ?%étl Ft ' 3% said

secondilefa\tmﬂ'ﬂe,nt&qatﬁc@f ﬁ\@cﬂ@rnStalalCC@éélstSn anmkeadiso PettDEKlarly
conmuni cati on channel of said first radio network in

COmPTL3RF t OFn TIURHELF3FeY Bhbhosvdit skt gRgaradifer switching
betwed€t WHK. £hBsenediPherent8Lb08 A hentication mode. Most

particularly the first authentication mode has priority over
the second authentication mode, said second mode particularly
only being wused if the wuser station arrangement is not
reachable over the first communication channel for
authentication purposes. In a particular implementation the
first communication channel comprises an authentication
channel and the second communication channel comprises an
access channel. Most particularly the first communication
channel 1s a radio network communication channel of a first
radio network whereas the second communication channel is a
communication channel of a fixed communication network, e.g.
for Internet access, or a radio network communication channel
of said first radio network in addition to the first one or of
a second radio network. In one implementation  the

authentication means comprises an authentication server.
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aut henti cati on nmeans conpri ses an authentication

server.Alternatively it conprises an authentication
worc@algd1zdapt ed to be associated with or provi BEHSE2006000157

aut henti cation server or access server, or a

conmbi ned aut henti cati on-access server, or through its

i nclusion or association formng a conbi ned

access- aut hentication server. st particularly the
ALeerg e oRLE N HOHPE 5P BAa R BRTE SR YT Sped o
be asebiciaredMyiishf Wi ibredided eshabhi shidHedi@ MS®n server or

station arrangenent is reachable over the first
an aceEmRufcCAaon ehafndombiped Pariheniiati gy argriihgsarver,

el diengesc hef 15856 hcatd Qi ghagne i
or e e o o i R Lo Pl T A pepmpined
accesdebiveeyttoatiomaséoners obtai ned fromthe user

station arrangenent or the radio network side relating

to the availability over the user station arrangenent.

Most Mhagtipalbityl ahkyexihihBe ighvaRaglsl t8fd WhRdted to examine

_ fulfilled, the exam nation nmeans are adapted to

if 2 agivent €nikerdiwhehs i datlifdd legecte i stabddsh nifhéghe user

statigﬁr%ErgﬁggmbﬂtwméﬂkégEﬁ%ﬁi§ ggégt%ﬁetQHﬂgﬂg gzﬁﬁﬁﬁfgation
chal I engé nessage conprising a challenge pronp? or

channgl pnptoisity parentuyaniyt by chahdenge acoclealbatge n dodle over

irst challenge nmessa referably automatically
the  HESL THMFERRATT GCABE s End uele ookt | ST and o
examidér ahgenentdi demnuald ylinanrkbe ageesseceli esbndndmation is
returning of said signed challenge code to the

obtaipgfhehtPRatFof neads. Shrblemit RHEIRGRNVM exeEutton radio
netwoPRaNg; A tbgﬁfw@r | 865 WRLT fyi g IRANS § 0T HELT YPLL NGy ey

the signed c | ehge code and to conpare the returned,
statideceypéedendat | eMgetcpdetiicuiarhe, odifgitied |gisemntcriterium
. l.l.enge code (or .an_ expected response) and tq grant,
to P IR e g el R M F e, o PR Ger et el L R Lvate
the aQthghbatathahl ergeueade @eypectad tespense) akdid héh which
decrypted, returned chall enge code, and to ot herw se
they ﬁéFeégapﬁgdagee§§nge@uéﬁqond challenge message comprising

a challenge prompt for prompting an entry of the challenge
code sent in the first challenge message, preferably
automatically signed in the mobile device of the user station
arrangement, (manually) on the access client and returning of
said signed challenge code to the authentication means. Said
authentication execution means further comprises verifying
means for decrypting the signed challenge code and to compare
the returned, decrypted challenge code with the originally
sent challenge code (or an expected response) and to grant the
access request 1f there is agreement between the original
challenge code (expected response) and the decrypted, returned

challenge code, and to otherwise reject the access request.

The verifying means are particularly adapted to, in the first

as well as in the second mode, fetch a public key concerning
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The verifying nmeans are particularly adapted to, in

the first as well as in the second node, fetch a
w@e7i0891key concer ni ngt he user station arrangeP®RSE2006/000157

stored in external or internal storing neans and

corresponding to a privatélkey of the user station

arrangenent used for signing. Even nore particularly

t he aut henticati on neans are adapted to, if no

the Ypan vBFLEonf BFFRRCETSE rBLRF9ed iforexterprl aflesknternal

storifi§aHeshsl el &5t bshind iy emBntathon ofc t peyf bieStthe user
node, send a conbined challenge nmessage conprising
statipot kraxaciggmeatgelsede fand H aHAld enBeepr ogpte tparhicularly

S Lon arr n or_signing on the_nobjle .
the 4EPheRt I Pl VRERE b e ae o BTN B0y "B Cr e St very
confirettiordissirgnedvelal bende core anbd0 vonpeyte iherejected

.. returned decry%ted chal l enge code with the origina
in implamepRafiaRge ci‘}&é (féfﬁé?cfrlé’&eﬂessﬁdﬁ%é) GRTPIRFGr Ghgllenge
messabbe sssigguesiti f 4 hengihender eegeRt hahwegn é%@llenge

original chalTenge code and the "decrypted, returne
prompghdld eifge cesler @fchition epasangk@eascessrr egumsitng on  the

.. Ot ise..  Partjicul ar]y n | gnj IS requested an
moml%hgg%\nﬁél ol ev%ljétgy%f ?ér t%%pﬁ%%%ghgfg 3 re%%e cgeo'cg[eypqC the
returpe@sentietheon thel aeggss doglam mad, tandcompaad emls yreturned

thereof of the signed chall enge code on the access
Phenes, Solpnaifs

decryRfeenfathendfr SPIENAIEENf& Cmessiaydia ) Gt i ampt et §Hee code

(expe&Pal! 2RGR5QdE, NAItEcULRELY GABrieessad KaRURM: if there
chal | enge code. In order to solve one or nore of the

is agpeseementhOreeRpr dileemerawd ned f ghpilllepge oFopsreabfl the
bi . ¥ . . .
decry%ﬁ%ﬁ? &%%hingb§c Y #éﬁ%grggaanaﬁnf'@Ppkbgggkgﬁﬁgﬁ access

odas rnitia al'so provi
requesbnptheesitbhe $hepscaflarper manniaig saryredoam At tamusdtepd on

in.the authentigcation means_to establish if the user
the mgPi) o R PR gt T3Pt oathable. FOR HTt IRt Eas | Bhesented
on thBURPES8S @¥ehidaflll ShdCcammaiicaldtan, channels Aff ache signed
(first) radio network; if yes; initiating a first
challgpgfpeppfeabnohhaodecess client.

The first challenge message, for example the challenge code,

particularly comprises a random challenge code.

In order to solve one or more of the above mentioned problems
and to fulfil one or more of the objects discussed earlier in
the application, a method as initially referred is also
provided which comprises the steps of; performing an
examination step in the authentication means to establish if
the user station arrangement 1is reachable for authentication
purposes over a first communication channel of a (first) radio
network; 1f yes; initiating a first authentication mode; if
not; initiating a second authentication mode over a second

communication channel.
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not; initiating a second authentication node over a
second commruni cati on channel . The exam nati on step
w@aorigurarly conprises the steps of; gener atiPCI/8E2006/000157
first chall enge nessage at the authenticati on neans;
sending the first chall engé€ message to the user
station arrangenent or a radi o network node handli ng
the user station arrangenent; examning, in the
The exaRémattaRi ofteramRrhifcud afilen comprdsiosm ke sSteps  of;
gener%EkB?ll§dtff%§% EﬁaflgﬁééVQ£¥%§£££'Qﬂ?tkﬂg.ogu{ﬁgntagation
I'rst nmessage is received wthin®a given Tine period;
meansi f sgesingnithieatfiimg ts aihc flienste aetdwenid cad i tdie nwskery Byation
i ng a second, chal | enge neasa e hgguesting t he
Cafafy

end , :
arrangePeRt onal Porat IR agioof g BSerth di%m Station

arran@ehaREeNBRANI M AGL UM, tBAtahEn&Ot { chPidihahdf¥s salfl a given
second node; bﬁ generating a conbi ned chal | enge
&

critefpyBage andILdéAeidngesdi-d idorbidrdld i | eonfel essiepe b the
; t r. statj ; vVer S d ST .
irat e o G PNGEE par r-Sal gt RSy 1T vess
initiehahbengédnEdzsage acahpnities td obhalddengédycatendifroy a second
xanpl e a random code and th nd chal | enge nessa

e
chal1ERHGT | E88°50EnareaNGE prSpt MherodsS" t N Lortidiod Message

signe@hak! enge (RS ages€0pr i e5ndehBAt| €102 404Q ,anth® if not;
chal | enge prompt. Even nore particularly the first and

initighéngecaivd aut herendat FeASHDALY i . genpERESPECT ivel gombined
chall%?bgrm%%s%%%m%#EHséﬁﬁi lgggat%%mﬂ%ﬁ§¥'5ﬁ5#f§?§geﬁéssage

n the authentication neans; reception o
to theet usaed signed careacgypeéed chvald eageecmoel communication

decrypii the returned encrypted, challen code;
cnanng§e B hBSeF FERIATLY SR chb FBhge Tadd S8can message
compr€¥PeChedEHaSRRRL, codd h the eebupneda degidi-@dbde and the

chal | enge code; granting the access request if . the

seconglefhrRéaNEEC PFFESd Sc FAMPERGE Sc G ST FRaXgso riRfsoRt t eereas,
the cgﬁhgh%@ éﬂgﬂléHgglﬁ%%?%éé”@o@ﬁriggseép%ﬂﬁfiéﬁﬁpQ%%% and

erw se rejectling the acces
a challenge prompt.

Even more particularly the first and the second authentication
mode, i.e. irrespectively of which of them that is
implemented, comprise the steps of, in the authentication
means; reception of a returned signed or encrypted challenge
code; decrypting the returned encrypted challenge code;
comparing the originally sent challenge code or an expected
response, with the returned, decrypted challenge code;
granting the access request if the returned decrypted
challenge code corresponds to the original sent challenge code
or the expected response, otherwise rejecting the access

reqguest.

Most particularly the method comprises the steps of, at the

user station arrangement; and for the first mode;
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request. Mst particularly the nethod conprises the

steps of, at the user station arrangenent; and for the
W0 peogpsyrotle; aut omatical Iy signing the chal | engeCTSEm®06/000157

sent as the first challenge nmessage with a private key

in the nobile device; presésting the signed challenge

code on a display of the nobile device of the user

station arrangenent; sendi ngl a delivery confirmation _
autonat el byt mmiidst | BRemsditskl &ffi%er cAget heent gred the first

e e n_ac £li of 't user. station .
Chalg%?%%]gg%gﬁt%%%t ‘?gté%ptal oﬁfg?at%eq%h/al %elngczlepr ’8%3‘?‘3% Fvice;
presemtinyg cdhee spgnkdr nedadlitogeat i cadé y dif thedtisglay of the

. Station arrangenent for exapple conprises one single .
mobl]l?jéni tdegﬁlngperi $ing & nobrPE dﬁg%:éo’é\n ShAReBeRt { erfR ANy a

deliYety erioh fafrmaft itther €of ath&eXanRhenits cREQ¥hdede hR% ; entering
Bl uet oot h communi cati on bet ween t hem ClhngAse fhe_
the gigdedngchalberger mafiaranaldy ByceRe embiemer oforthiea user

stati&ﬁté?@§ﬁ§éme£ﬁrgkcwé%g ithe Jeetfiod gﬁgyggésgn%E%WEF' The

steps of, at the user station arrangefen
entryj tdant héef | pstrfomakdengetomssagellan £nd tiser dsbh@ntsﬁjation
ret-user_code, for exanple a PLN-code, on the
arrarﬁ%%%%et de c%x%lef%ecﬁ@%?l%%gt PBR &rPangereit; csrpmilegng a
mobiltedenbtd eage eadecdesh tthemmavat eesesiet keyist ehede for
n ap identity nmodule of the user station arrangenent,
examg%tﬁ, X aRpPEIded| Mocarki ugfreaient Fomgmenteat jaedbetween them.

otherGhidld enge eRde PRyt he gﬂ.e%o%‘ne%lf o %JTL‘?R} lekfe deylcg of user,

t he user station arrangenent; sending a-deldveéry

or vigofRrtm@nisdiert.o the authentication neans. Particul arly
the nethod conprises the steps of, at reception of the
delivery confirmation at the authentication neans;

Partisendiny ttiee seeehddchebhenueesessages@pLhakl enge vhe yser
pronpt to the access client of the user station
Stat%ﬂﬂ%ﬂﬁﬁﬁﬁﬂﬂ@HF§HUést@?@ﬂptlng' with the first challenge
message, an end user to enter a secret user code, for example
a PIN-code, on the mobile device of the wuser station
arrangement; signing the challenge code with the private
secret key stored on an identity module of the user station
arrangement, for example a SIM-card; presenting the signed
challenge code on the display of the mobile device of the user

station arrangement; sending a delivery confirmation to the

authentication means.

Particularly the method comprises the steps of, at reception
of the delivery confirmation at the authentication means;
sending the second challenge message or challenge prompt to
the access client of the user station arrangement requesting
the end user to enter the signed challenge code, presented on
the mobile device display, on the access client; returning,
from the access client, the signed challenge code to the

authentication means.



10

15

20

25

30

the end user to enter the signed chall enge code,
presented on the nobile device display, on the access
wW@R02/089179 et ur ni ng, fromthe access client, thRCEEERIEE000157
chal | enge code to the authentication
nmeans. Particularly the deédfyption step conprises;
fetching a public key corresponding to the private key
stored on an authentication nodule of the nobile
device froma storing nmeans; decrypting the signed
Parti&hBh} BROLHEOER Wy ibhe S | Corlisisdhe $EREhIHgMANSub11c
may be included in the authentication neans or in the
key amanvesdorstinsn niddul etbe awmtiermtcat iksy meafisred inon  an
storj ns ' [ with the :
authe B Bl SR RS RS R R nE 2 g Storing
means conerryes ihbe iepsighed mMieEllBdagcbie sectmdthe public
aut henti cati on node by; sendi g(&%ﬁ gener at ed conbi ned |,
key. 358e§§°€ﬁé’ﬂ aifgft % o™a é’@ce]s%cnlﬂ t 1Bf Hige qgpentication .
means Sbat HaN @fd angemBNt i dNstsMChbBgL s herendi iRt IQtion means
manual |y sign the chall enge code on a nobile device of
or  tthe @§§ﬁr§ﬁgti oPta¥ iRGgeMYANS by copguadcangonhe ehtth  the
autheHéfEaEcbﬁ”ﬁéfnéhe chal | enge code on the nobile device,
and oﬁ%lona y a user password, for exanple PIN
signing the challenge code with the private key stored
in_a secuyri nodul e of the nobil e device; presenting
nost t ReteiEnta Nal | i C6th LRETREDIFE qdiite SLepS” of;
impleflbSPl@y; thequestbng the end (WSt dn0 AB4Er Ye skdhedy the
chal | enge code on the access client; returning the
generaiemeePrii¢@ngeceddechaliprgauthenti cadess mEdmntf rfmthe
e [ It ] e i nvent i
R R A e s e L R
sign tdhvai tladl beragel tbde bhear adbdleretworkec bdnrigle caedbestation
' ossi bl e otheﬁﬁ%se t he ot her channel, for

used i f
ATTANGSUHNe Bh BRdRSETTRGNRRE EBF BESGs&Q. AitSts WisShatlenge
code @&lvent agebihat depakki cuhar bytibnease thedaddithssword, for

example PIN; signing the challenge code with the private key
stored in a security module of the mobile device; presenting
the signed challenge code on the mobile device display;
requesting the end user to enter the signed challenge code on
the access client; returning the signed challenge code to the

authentication means from the access client.

It 1is an advantage of +the invention that two different
authentication modes (channels) are available and that the
radio network channel can be used if possible, otherwise the
other channel, for example an access channel can be used. It
is also an advantage that, particularly in case the radio
channel 1is used, the procedure can be automated to a high
extent, but also in the second mode it can automated to
different extents, that authentication can be performed over a

radio network, an authentication channel, to the highest
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channel is used, the procedure can be automated to a

hi gh extent, but also in the second nbde it can
waeioomstied to different extents, that authentiREE/BER006/000157

can be performed over a radio network, an

aut henti cation channel, td>the hi ghest possi bl e extent,

and only if this does not work the access channel is

used. It is als éé?nta eoys that authentication can

. ad
possibeneRhcddd | FResPEY vty TOF Swh@PFRr Dofer¥CTE [FAG orccess

chann&PV8lades &, | Tt hg Useso shabhaRagehaloe Bt 4 StMeidi Bation
radi o coverage of the radi o network or not, or of

can lpmetpeovided r ddinesgeariisielis ifockédtbee. BREEF is radio
DESCRI_PT] T The inventiqn will .in.the
cover g0 | it b Fur e ASBEF PBed CIARGENGIL | Fh (riigin radio
coverfganer, taed nddi refter@ticect ondbbe agcofpamyEtlgr the radio
drawi ngs, in which: Fig. 1 schematically illustrates a
Chann%%s%%nﬁé@%%@@iﬁbcto a first inplenentation of the
I nventive concept, Fig. 2 schematically illustrates a
second i nplenmentation of a system according to the
BRIEF| BU8@RT PBIOWnCEpTHE FPRAWBNGEhematical ly illustrates a

The ik@éﬁg-bﬂpk§ﬂﬁnﬁﬁtk%”_%%130 '%Equacqugﬂﬁg &é%é£§%ed, in a
I'nventrve concept, &lg. verf'sc eMHt i Ca 'y

non-lihitushgatmesmridre neadas wirclt heeffumehicenato pahks afcdhiganying
,authenticati on neans which are needed for carrying out

drawip@ds | A eWPi R concept, Fig. 5 shows one sinplified
enbodi nent of an aut hentication neans according to the

. invention, Fig. 6 is a flow diagramschematically
Fig. Hescerbemgtidelinvehtlwstprioredd e sFisGeny shoasdantl olo a

di ag e o] nyventyye. a rding to

et R A e s s U
a sequence di agram descri bing the nessagi ng

Fig. 2 schematically illustrates a second implementation of

a system according to the inventive concept,

Fig. 3 schematically illustrates a third implementation of a

system according to the inventive concept,

Fig. 4 very schematically illustrates the means or the
functional parts of the authentication means which

are needed for carrying out the inventive concept,

Fig. 5 shows one simplified embodiment of an authentication

means according to the invention,

Fig. 6 is a flow diagram schematically describing the

inventive procedure,
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according to one inplenmentation of the inventive
concept . DETAILED DESCRI PTION OF THE I NVENTION Fig. 1
w0 g00a/08amemat i cal bl ock di agram showi ng one exeempBE2006/000157
a systemin which the inventive concept is
.inmplemented. Included in the systemis a user station
arrangenent 10, here conprising a separate nobile
dFvic 11, for_ exanple a bile,tel ephone or a |,
hland- “Gsd%nﬁh?%rgg?gE?ﬂi §FCTARUNGnthEcdayepéiengoncept
12 Wi &db A EXBHPbB e C A 1IciRM tA RS ONA! s GREPHESE detail,
(PC) or a hand-held conputer etc. The access term na
12.centlini cates with an access server 20 over the
second communi cation channel conprising an access
channel , which is the channel over which the protected
Fig. itnf orimat i @n eegsenvece difagresourdesesibinge tRache@ssaging
The "access_server 20 is in conmunication with_an ,
aut hétTE4tit¢h §é%véVmBOFmﬁi?Wﬁﬂ§aQﬁ%ﬂi6ﬁ3aﬁ?éhgéﬁ@ﬁmtlve
10, heyi-ddte nobile device 11, as referred to above
typically a nobile tel ephone, but it can al so be sone
ot her kind of nobile comrunication device, for exanple

I is connected via a
DETATLE .%ﬁ%%@d%@% Network) with of a
Fig. riphid ea cocmmemscatd Dnbsysk edi 49rahoshexanyl ena embinbee of a
t el ephany system The comruni cati on between the nobile
SYSE Ryt UC S hEnFRBY €S CORMERPEat PoR™By SHERICRE | dncluded
in fHOVi dedroyeria fiar styLomupi gatdon ghannelmefefiAdt  here
radi o network communi cati on channel, here”al so
COmMPHEiaYF ¥l £6Pasatfn avtidst ideition thandelr. dxtanslediepemobile
oS h u ties tg.access the access
tele@ﬁﬁ%%rggogvﬁ%m?ﬂéﬁgg%eégkpéFﬁfnaJf1%?% %agfdé¥m%oa%eaccess
termialslle 1» ghdnth ofoe] exampdeessoher PEed eat el + Hi6 & Mildo@puter
pey 0L, @ pr teg% d rvice, the access_server 20 forwards
(PC) aRTactes®h %Efélg GFBNRGSe &E€essTher MFRESDHr idEdwl 12

comm@lic@tle s12)w it t hgn augheBtECalde®Rer 20 over the second

communication channel comprising an access channel, which is

Fig.

the channel over which the protected information or service or
resource 1s to be reached. The access server 20 is in
communication with an authentication server 30. The user
station arrangement 10, here the mobile device 11, as referred
to above typically a mobile telephone, but it can also be some
other kind of mobile communication device, for example a hand-
held or a laptop computer, is connected via a radio network
(RAN, Radio Access Network) with of a mobile communication
system 40, for example a mobile telephony system. The
communication between the mobile device 11 and <the mobile
communication system 40 is provided over a first communication
channel, a first radio network communication channel, here
also referred to as an authentication channel. It is here
supposed that an end user 1 tries to access the access server

20 via the access terminal 12. In order to be able to grant or
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server 30 which is responsible for verifying the
identity of the end user 1 . In this particular
weewodsarent this is done by utilising the secup¢T/§E2006/000157
nodul e in the nobile devigeg 11 which is carried by the
end user 1 . Mbile device 11 should here normally be
reached via radi o network RAN and the nobile
rejectcommns €at b opreystesudnfbambbiisnpatt iaCyWrart ideetidentice,
the nobile device 11 and the access termnal 12 of the
the aGEESSar PaRyeRem 1G %48 TS8patat £3fiftS. TPAUSKSul 4Them the

acces€! @@kmiihal tHe Us&le rangeaent: Al sQ My congiSteication
one single device conprising both functionalities. In
serverade thdchsers areangesthiec 10osonsi sy iofg ohkesildghéity of
[ [.e. the nobile devj 1 and.the access .
the e%@r%?%%I§12]gﬁéﬂgﬁ% ?é%%%%ﬁ%%n%g%%QT%%?@tﬁglﬁa&ﬁodone by
utiligetgwirikd t etephoty mystesm #0 oAy abbelbudeliier as thech is
,acc%§s channel . The identit dul e and the_ nobile
carrigfevitde PScafittlypfRaf|y- be R ESH 3@SNESPM tar Sipubsh here
normalINTSHES! Megahddor vagy MAhed ik | R8RE T YA €nobile

hardware or software. According to the inventive
commurggipdan s tiegentPii ckr i ¢higur paséscullari sefibediment the
.1 €S .i shed i f e fJrst thenti cati o e oyer_the
mObll%i%§$hé%hng%ic%b?on{% aﬁﬁ%#ﬁ%%n%ggmﬁggg,nﬁge.o¥f E% user
arrangwidrte devace ddphssateachhbse Dveshbhedf bestclear that the
communi cation channel or a radi o network channel. If

user ARGRINGTH T st 353 heMRY cafPBRLAbdeCas RORI 15 e helevice

compridasty iHeeh belawrhienusediwher aas dfsd ttgaNuRRL: B& rangement
reached or is not reachable and able to provide a
10 conmeistargfresei pringd e heidut Herft4 cElte onoseteerdes8dceall and

the aS&eO0d:apthenti ¢ation npde ainsd ;fhx&éi I %%gctehethe radio
second communi cati on channel . e second nod€ horm

networddAte Iregduuimes sgohemnoi(e mser alidcer fghedhohhats t BRe access
first. authentjcation de why the first, _authentication

Channer}vdethFefJe‘S%’BJH/tYs %éﬂéve‘?h%o@;ﬂ I¢ Frgvisej sll can

typicaAngt hes Bl esl/dicaar amwdessrd bbAgaan vMTlerii@t Veard or any
i mpl enmentation of a systemaccording to invention.
other gjoggn Hef eldentity module, hardware or software. According
to the inventive concept, for identification purposes, it is
first established if the first authentication mode over the
first communication channel can be used, i.e. if the mobile
device 11 is reachable over the first communication channel or
a radio network channel. If yes, the first authentication mode
as will be further described below is used whereas if it can
not be reached or is not reachable and able to provide a
delivery receipt to the authentication server 30, a second
authentication mode is initiated over the second communication
channel. The second mode normally. requires some more user

interaction than the first authentication mode why the first

authentication mode preferably is used whenever possible.
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the user station arrangenent 10A is supposed to
consi st of a nobile device H A and an access term na
wa2omz/o8417shoul d however be clear that al so in PEIi/SE2006/000157

enbodi ment it mght conprise a single device as

di scussed above with referg@ace to Fig. 1 . The nobile
device 12A is connected through a first communi cation
channel of a radio network with the nobile

Fig. c@mini candonesy dlemidOA iandatrthedascessihgr mmalalt2Anative

co i.cates_over a second cocqmmi cati on channel wth

imp L SE et SBFvér PP OREGEF ROt i0s BRERI Mt ALoPs here

the Sypposedttibat dherajnhent i tedi 08 @ﬁ%%%_s@ae ddpLenentedor 4
. as an aut hentication nodul e 30A which is provided in
mobllfy AeVasSocild?i oAngi t ANt hacgeedssteemimgl 2GRA | n Tt hethould

e t NGt .ani ' imlar. to t..descri hed _.
rouo SS9 W JANNIAS STV L3040 BT 0% mihs
compmigrely béngyet devlicestasatdl dhatsddhealaaideni thate@erence to

. ans,.can_be, i npl enent ed a separate authentication .
Fig. ﬁanzf%er I&ggéheaﬁ%’éﬁﬁ cé?ﬁoﬁss&@%?e%eﬂs. ough a first
commiitd¥eitdre atdhemnEdulbe providEdoi MOFwSSBOGHAA O t Riobite

an, access server 20A (or in association with a N
commpyfifditTonafYatiehent4Wat i 8Adsertviee ) acriegs 3 termipgl 123

comﬁﬂ%abc%’s bl diaagrs%r%]mw %@Lda]mlo?hne%th%tnln%rl Ofwiach an
syst em accordi ng to the 1 nventi on. nthis _
accesgmpsement alan iHovesesupjposedishatmkddue meser St at korsupposed

arrangenent, 10B. conpri ses one single unit, the nobile
that acgggs c‘f”il%e]i;\?l%}‘fa{qs%%upﬁbesa&ﬁ toagﬁmmh@}leg‘?réew:?ﬂ ths an
authdmhbidag iemuibgate on3gust efR40B over arbhiiskdradi® or an
networ k communi cati on channel and with the access
assog@hpon JiE-lyyEhea aseesid wRTRINI 48R oA Tc iR . aFhects the

funct3rBsRy $§5V,e§ir21(ﬁ£nt5ur9h§9”@é@ 5RY WA Pran e ference  to
aut hentication server 300 for exanple of ‘a _

Fig. cbnvdins ohatenypen wifchFLonp2i sesrahy ablient i tat iidiustrate

that r'ﬁcfldel'”a{:"ut%%%tication means can be implemented as a separate

authentication means or as an authentication server or as an

authentication module provided in or association with an

access server 20A (or in association with a conventional

authentication server).

Fig. 3 is still another Dblock diagram showing the
implementation of a system according to the invention. In this
implementation it is supposed that the user station
arrangement 10B comprises one single unit, the mobile access
client. It 1is supposed to communicate with the mobile
communication system 40B over a first radio network
communication channel and with the access server 20B over a
second communication channel. The access server 20B in turn
communicates with an authentication server 30, for example of a
conventional type which comprises an authentication module 30B

for performing the inventive concept. The authentication



10

15

20

25

30

for perform ng the inventive concept. The
aut henti cati onnodul e 30B nay al so be provided as a
W@ pansti® unit in comuni cation with the aut heP@T/8EX0DEGIN0157
server 300 t should be clear that the user station
arrangenment 10B may of codiPse consist of two separate
units, one nobile device and an access termnal, with
an aut hentication neans as descri bed here. The
modulgut BeRAt i BaYi onlser vee cprOYHIRIbea$ npt ensdipedate aunit in
commuﬁiéggiﬁllxowftﬁutcﬁ%n u%% nc&rlc‘f‘i%rl\é%r ’sevpv'e%:haé(?o .t 'ﬁ Vset'{cyuld be
general caseé asan caut henti cation Todul% for
clearexdaml e the amsezceﬁsn&&ﬂvearrwhgemens anoBppldcabifoncourse
ecific case. % 4.is a conce t, di agr am
n

consi §BeBF| bifig SERE i “iiier | GRS GPLEgRp IS Gindrfn access

termiAdi Nepltgakh O SRENLEL c 301 ok NALaSYPROT 4SsEPELEAVEBEL VE
concept It is supposed that the authentication server

30" conprises one or nore access server interface

The aﬁgﬁgk%§cg¥1%' %ter%%(‘resdc‘a P SINEE Sp agmgi #n%é%re]zia%esd a}%@and—
exanple o uch an interface is the B rotoc

alonewainthetadeatthenaddwerds cavhbohsdrverthaiceesy agireeasl acase,
RADI US server, (RFG Request _For Comrents 2865) sections

or a3 1a%nda%}¥?ntdﬁif‘ﬁlﬁjél allosed SsefP&r SEREPAS alRADRYS 2Ccess

served| | fRLch RADI S aspspest{bgdspc R 286915 a commonly
user protocol for interfacing an authentication server

with an access server. To support an authentication

Fig. % n[e%‘r: \M&%E%Qﬁ‘ghgﬁ %dadksa%{ aec’s %Przﬁ?%egh\éﬂ tn&ﬁj flfmctions

nge prohpt as a response N access reques
or chpenHmﬂd enf] e ane spobisen iechiahdos msiemr vRADI RIS camalte supports

T I I DG MR A NN

serve£0NEE@Pt dSsmdotsdd MdrRd toa sHBRert a8keRADI Srver interface
challenge response nechanism but is has to support a

modulgg nbyaWhAEBhARFSHS FIRE VARChER &t iloH ardafed s @hgosxample
of suéHp%%S%%tte%f&%@r'%etk\?ﬁ %ﬁbl@@r rB’E’BbB? ﬁ?lt W:chh case the

I nterface nodul es one
authentication server access acts as a RADIUS server (RFC

Request For Comments 2865) sections 2.1 and 4.4, and the
access server acts as a RADIUS client. RADIUS as specified in
RFC 2865 1is a commonly user protocol for interfacing an
authentication server with an access server. To support an
authentication scheme whereby the end user is presented with a
challenge prompt as a response to an access request, the
challenge-response mechanism in RADIUS can be used. RADIUS
challenge-response is described din the above mentioned
sections of RFC 2865. The inventive concept is not limited to
support of RADIUS challenge-response mechanism, but is has to

support a similar mechanism.

The authentication means is also supposed to comprise one or
more mobile network interface modules by which one or more

mobile networks are interfaced. One example of such an
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nobi |l e networks are interfaced. One exanple of such

aninterface is an SMsC (Short Message Service Center)
w@zxdaoensml9 i nterface protocol, such as SVPP, byP@ISEI06/000157

mobi | e devices can be reachgd via SMS. The interfacing

to nobile networks can al so be handled in a separate

gateway node (not shown) , in which case the
inteAtHdeNnt kCali OfMSET VShoPP! WReedR I SPPPOTEchb8r) external
interface to this gateway node.” Still further it is

intewfigposetotecebnpsiick efe SHPEnDAY udeichlanabsier dryices can
be rggf}ﬁéd' nferfage mpul einkﬁ%r%‘tél‘cﬁﬁgg”%%g%g ?1. er:ll’rl? avgegl_cs can

a storing nmeans of repositori
also Neeegsardldisetini nd osephiratel afatexanpl godscl udas shewn), in
. phone nunber and the Qublic ke%s corresponding to the
Whichfi$% devi R8sNORTHFREEONCERFRERT el lisBP§ISTAPs SyRPRTt the

inteﬁ@bg)ecosttq{iegga&eawﬂﬁq{&@.ed dat abase or in an LDAP
(Li ght wei ght rectory Access Protocol) catal ogue. The

aut henti cation server neans 30" al so conprises an
cqadmoni.strative_ ipnterfac or _operation, administratiaon
Stilhn %%ﬂ%#gﬁgn%% %?SQ%%egereeF? RT3 chTeRti BivaS User data
storimannesanst ihitekfathemddigd exutignivhéahi @heSesveseffeans user
30'  conpprises what in the present conceptual bl ock
data yi ShPEmi@an 5@ denct’ed 4°BEFYEPTABFe WHILh BBnprird&rfaced.

Necedddr£ORS AUt hentiaathion fUpetionsnofet ey SAIYEL - FHESShone
functions conprise a function for retrieving user

numbegt efechtilze sppbihe t hevsseprreppsintbng andtbkeollrig e emices
ai r tials_proui.ded by _the end users nd
of tggfd%§ ?oﬁﬁéér%%gﬂe?g??ﬁg gﬁ%fﬁlpgnﬁe oo eqf%réigFgglyln a
dedimtreaandizmaitedd eswgeicode) LOARd (DLoARE ivhtCDire k@ rle Access
signed by the secret or private key stored in the
Protqafent i stii% of the nobile device. Still further it

conprises a function for followup of the delivery
status of the challenge code delivered to the nobile
The deyikeenyiaathennolsictaeset igdns i . 80' also comprises an

administrative interface for operation, administration and
maintenance of the server, in a conventional manner. Still
further the authentication server means 30' comprises what in
the present conceptual block diagram can be denoted a server
core which comprises the core authentication functions of the
server. These functions comprise a function for retrieving
user credentials from the user repository and checking them
against the credentials provided by the end users, and a
function for generating a challenge code (preferably a random
challenge code) (and prompt) which is to be signed by the
secret or private key stored in the identity module of the
mobile device. Still further it comprises a function for
follow-up of the delivery status of the challenge code
delivered to the mobile device via the mobile network, i.e.
over the first communication channel, and in case the delivery

is not successful and verified, present the challenge code via
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over the first comunication channel, and in case the
delivery is not successful and verified, present the
webargnge code viathe second communi cation cheeirgE2006/000157
via the access channel in§tead and instruct the end
user to manually sign the éhallenge with the nobile
?ﬁVICeh Flnallg it conprises a function for checking
at e signe ccess n retyr b en
the srE" sCfHW&Q&FF &%y %%%%%%g gﬁrmf%ﬁ t he o%f%%%gl Shannel
inste%ﬁ?'hﬁage%ﬁ@d@ug@ seRei fehtiereses cbor espondéhge sign the
et ween them and hence either grant, or .reject th .
challepgBesVifBr Eh%eé%oﬁ%}?hékﬁFéF%ctgéq%&ﬂ rL&%ioﬁ?ﬁPﬁlses &
functggﬂ.er A9 supportidde LRyentive CHiGepld taece®dil ehallenge
evice and the corfesponding identity nodule, for |
retura)fzeamhiye wheS| dhdavderhas £OrE@FHor € the FWRATONET i Yyt the
. _.of receiying a challenge e Via id e
origipgs eiaﬁ%hgggg a3 %r?ghegggge¥fsﬁg%§% eqé%afpgﬁggbgndence
betwefégldeth}@rrt rbricilde?éﬁ?@é etidhepr grahe key rtjmwad omet hequest for
identity nodule, for exanple the SIMcard, and present
accesphé Ositgife #TOREIENgd "E6d8 251 Phe di splay of the mobile
device. A s an option the end user can be requested to
enter a secret PIN or simlar before the signed |, :
In oxi&ﬁléﬁgﬁu@mmgﬁsiﬁﬁe%@ﬁ@@ElV@ CRECeREr. WihuBRPP hpudevice
a chal | enge. code.vi.a d f e g¥iva
and s BT TGN LontToT. Toaha TPt he hobr T e Bovrog g oaxd
has ﬂtﬁ{@ﬁ;&mbtﬁ stppothetioThbi tpeoft henefvingxanphellenge code
. selects the signature_function froma nenu_and i -
via ?ﬁ%nﬁ?@él?oW&ﬂ%ﬂrﬁ¢mf%¥a?¥%ﬂ@%ecsae%(Fkﬁfgi%ﬁe%?gié sigh

the @ﬂ‘a??éﬁ%@ iReUsel iy hal sediet egrepreétdatte ender saored on
secret PIN before the signed challenge code is

the jiesertediediite febrexmpleebber 8dMt 6a&dy| PEF PFSHRET the
signqacggcgkleg Oelar?c(rr;é 28 e%%l, ttl'lll%s%lfs#g%§} %?%W AbB91Bede’dtice. As

SONEe  €ex aut oma 5i1s a

an opehematheaknhl askerdicgr dm desguedied opecvibodendRcrst PIN

an aut hentication nean i ' .
or similar before tﬂe sa:'LgSne%lO <|3lQa eler(l:getrc]:% & is presented to

the user. Manual input of a challenge code via the keypad or
for example.via voice actuation control means of the mobile
device 1is here to be supported. The user then for example
selects the signature function from a menu and is prompted to
enter the challenge code to be signed. As an option the user
may also be requested to enter a secret PIN before the signed
challenge code is presented to the user. As referred to
earlier in the application, some of these functions may also

be, at least to some extent, automated.

Fig. 5 is a schematical block diagram describing one
embodiment of an authentication means 30 in which those
functions or means that are particularly relevant for carrying
out the inventive concept are shown. The authentication means

30 here comprises a first radio network interface for a first



10

15

20

25

30

functions or nmeans that are particularly relevant for
carrying out the inventive concept are shown. The
wa@ionessircat i on neans 30 here conprises a firsSPCY/8EN006/000157

network interface for a firstconmunicati on channel and

an access server interfacé&2for the second

comruni cati on channel, or the access channel. The

aut henti cati on server conprises an authentication
commueXesttdmncheansl3krsbnpni eCA§sSan SO hai RbArhedfs foxr the

for sending a, first, chall enge g I S
Secon@ha??%%ﬁ%l%%aéoﬁen%?%?% byq%%aliéﬁggaﬁéggégeéﬂghﬁbl' The
authegeneiai by d@ansr 34&captikes | nat sothant tadtdonchexmehtion

to establish if the first authentication £Dg§ can bg.
meansys¥d. CPROTERARPNaRR olf¥HAR P oRGRMSes3t he YecPEMGART 2

' o, | shiggidfn@ dekhuenkneenidddmt §oerated
flrStSE%ggﬁgggryanﬁ%ﬁ%% ?slgg%é?vgd fron1thg@user endg ,
by chbafleagear mengemEnt gomdiaing theanvai B4bi oty Bwer first
the radio petwork, or over .t.he f.i co L catj : ;
commupfgahaPn Fgé?ngiegﬁiﬁﬁ F%lﬁﬁg éﬁ;ﬁ#g%ggﬂ%%%egﬁgggggéﬁatlon
mode APPKOMd atgly.r ecakevedxhyifdeisemestrad | 32 comprises the
arrangenment, and for deciding whether the first

decisaanharensationt tpdesbrPL hENiRgond FutdRmt TRy i SR fbERaton
or d%ﬁi&%ye r%%%gptTh§SChJ?ééﬁ\9§i mesgager genaiad 4 N@neapsation

a confirmation is correctly received, i.e,
arrangenthtnicog favailhgbitlhiet yavefl laiddity matatoriie gepetat Bgtwork

Jor o SR Ghe  RE REEee ERAnABRI R e A TR U the

S Chahnne
challdugbBentdgat e mogdencapheop mplterignt edcefVed pppnpthe user

‘may also be directly provided, by the exam nation ans,
statigp) arAppeFRSitvel y“‘rﬁ‘f e séi:ec%]oélélﬂ he ?%%?ﬁc ontﬂ%de%mt
authelnh%itcgtggn' MRLEMRH 6dhe AdBRSRAMLTIRAUESIANDCAN6@E 08 to be

the preceding chall enge code, if required, is sent. A

used.conbi ned chal | enge nessage conprising a chall enge code

and a chall enge pronpt is generated by the chall enge
generating neans 34 which sends it

The challenge message generating means 34, if a confirmation
is correctly received, i.e. confirming availability of a radio
network, generates a 'second challenge message, a challenge
prompt, which is sent over the access channel, i.e. if the
first authentication mode can be implemented. (The prompt may

also be directly provided by the examination means 32).

Alternatively if the second authentication mode is to be
implemented, a message requesting cancel of the preceding
challenge code, if required, 1is sent. A combined challenge
message comprising a challenge code and a challenge prompt 1is
generated by the challenge generating means 34 which sends it
over the second communication channel to the access client. An
encrypted or signed challenge code is received 1in the
verifying means 35 where it is to be compared with the sent

out challenge code in comparing means 36 after decryption in
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over the second conmuni cati on channel to the access
client. An encrypted or signed challenge code is

WO e@eiosad® i n the verifying neans 35 where it iBCI/SE3906/000157
conpared with the sent out chall enge code in conparing
means 36 after decryptionZ3nthe decrypting means 37
fetching a public key concerning the user station

arrangement stored in user data storing neans 38. If
the deseveedngptabwhabl edgécbads corpeBpondkero adecerning the
user gq:'agﬁgﬁl la%rggggfn%‘h%d s%%%leldqule u(\s%q:e cgan a A &X x?gc .txﬁgans 38.
response) , access can be granted, otherw S€ Tt°i’s
If theejdsimahtethechy D@tk ecode t hervespbydsg teattse 36riginally

t akes place irrespectively of whether the first
gener3fEReRNRLAERER FOHE JPT AN RERECATH SRANMS batderess can

be grBREEd! SotABLRIEAt €d. 1kt rehoptdgbe clear that the user
data storing neans 38 can be provided as a dedicated

storing neans in the authentication server or as a

ready i Sti at Qri ng.mnme r
The g%%%%#%%%%al§ﬁseﬁﬁﬁ%ta9§¥%?§%%gnegﬁ%£Eﬁov?%edqgﬁ“%% place
irrespathéntigabifoviegmear tfe asiassepatakatitaring mears or if

exterpally of the authentjcation server. It can be of
the SERPRA ABERPRELORFAGR GEiccat &d FBH ARAERTg dat XL be
clearSpPBELf ikGel D¥ER! IHAR 2015 tERRIY SR GRNVENtELNAe SEASIIGed as a

. neans holding the rel evant "user data. Fig. 6is a very
dedicgghdm@tbiogdngf ek agh aih@esartiffng adel 9thvearvee or as a

c ept, IS ; 0S hat ep I.Ng
part o Eha Y an Ay el T Boeb o sl SEPPE R s o
convenhionafit i arseaw adartet ectedrsrgvi ceeas r ey in  an

autheﬁgiggt?gauser credentials, 100, on an access ter.nm nal .

entiHYEh ypPal 138 coftpr i SPHUser SFaTtYy, means

exter88NMEYI MBS t-oget Aethdhthcat User asewr ditThedn be of any
corresponds to a normal procedure for access requests.

approgréabecekindequiadiatied iforpr o@rdednto PHE atbessspecific
inven§§5Me%waémbifggﬁEgﬁv%R%igﬁgﬂe%tgfﬁfw ﬁggﬁgmﬂé¥gfﬁa]the

relevant user data.

Fig. 6 1is a very schematical flow diagram describing the
inventive concept. It 1s here supposed that the processing is
started when an end user requests access to protected
information or a protected service or resource by entering
user credentials, 100, on an access terminal. User credentials
typically comprise a user identity, sometimes together with a
user password. This corresponds to a normal procedure for
access requests. The access request first is provided to the
access server which forwards the request to an authentication
server, 101. The authentication server attempts to reach the
mobile device via the radio network, 102, in order to initiate
a network lbased authentication dialogue, 102, i.e. to
establish if it is possible to implement the first

authentication mode. What is essential is that the
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server, 101. The authentication server attenpts to
reach the nobile device via the radio network, 102, in
woe@enstim i niti ate a network based aut henti cat PORSE2006/000157

di al ogue, 102, i.e. to establish if it is possible to

i mpl ement the first authent4 cation node. What is

essential is that theauthentication server verifies

that the nobile device is reachable, 103, via the
authem@&Q@tdgmmoﬁkrN@m examplfdeby téquestheg, mabdlaaidbngce is

very.receipt for SS for_exa
reaCh II’eng]::(Bécode¥ gentrk tﬂ%j%%blPsgg8€kcefofb3qg¥?mp e by
requeshdmbd m&dﬂWEﬂtﬁﬂyﬂfdﬂvfh\%%liVéﬁg sbepipt Seogal hRssage,
perfaormed in ot her ways. it can be verified that

for %Wpr%@o.%ec}a@w%%g%cp@gchésné ttqwetffq rBgbile device, 103.

1t sdhhgntihgatd oo, noge,,d %hl%hevgfi b@%%%% S0 can be

aut hentication procedure, is |n|t I's can
pe»rfomeleldrrplnemheed Way svarl uist VWeaIs s mtifbedwbhet the mobile

cevichoroUnl X, desgti bed Delon Lognthe,olner, . Lhe

netwolr&Cebpbedls Aefnumeidtadildt npaopeaset,ti 8 peritatte®,J. 104A.
unti | an established tiner expires, the aut henti cati on
This sgpherP® nstERPIIt@Eds Tt 0 VRRRPHEL eWaYSecdhd Will be more

thoro@@hﬁ§nﬁbg@&hg@dngggprart|cuIarIy an aut hentication
di"al ogue requiring manual input, 104B. This may also

be i nplenmented in various ways as will be discussed

I I I f wh hent t
R R TN

e.g. aubherliicaiiponrseeypt Wil frf%:t\.ﬁrﬂﬁdle%ﬂllfch&he al prgeset time
ut henti cati on was successfu 105 or exanpl e by
perlogon'pa Fi%y aeitl oD chaStakdd sbede biigeFet wddemd the

authestqpadichal sepge- codereabt 65 JeeEyPt kD) ini ANGLT 4 PEecong
aut henti cati on was successful, access is granted,

authenpéaatophernpde, apessd ciud ardjvecerd aut0BBit ikiag i sdaalogue
requ1§9ﬁsmméﬁnﬂ§f ﬁgﬁ 'lfﬁhglo%ﬁgéa%rangqgscﬁﬂgl{ﬁhf%mented in

various ways as will be discussed below. Irrespectively of
which authentication mode or authentication dialogue that is
implemented, the authentication server will determine if the
authentication was successful, 105, for example by comparing a
sent out challenge code by a returned and signed challenge
code (after decryption), and if the authentication was
successful, access 1s granted, 106A, otherwise access is

rejected, 106B.

Fig 7 is a somewhat more detailed flow diagram describing one
implementation of the inventive concept. It is supposed that a
request for access to a protected service or protected
information in general is provided from a user station
arrangement, particularly the access client, to an
authentication means, 201. For examination purposes, i.e. to

verify if availability is provided over the radio network, a
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i mpl ementation of the inventive concept. It is
supposed that a request for access to a protected
w@e0vigl7or protected information in general iBCT/SE2006/000157
provided froma user statiggn arrangenment, particularly
the access client, to an authentication neans, 201.
For exam nation purposes, i.e. to verify if
firstaVaidAlidd ife PEQYd dedopyeisihe radi QetMRIde code  is
afirst chadll enge message conprising a challende code
generpgedeniy atd¢ i authentigacinn cachos neads semd skat tthe user
.the user stati.on ar t ticularly, the nob
statigly 38t SRy R BB e orcv e tne
firstchastied , netwover cohauhiicat ioamahdmaadli ,onogharieel ,t1202first
Particularly a timer Tl is also set. to x seconds, Then
ComuF‘EC?§18%arﬁl%%é’H‘?]f' a28éri Y- HREADtY condefitgTthes also
set td rst sehahlgnoerymssage iiss 868k d 1P thejelivery receipt
aut henti cation neans before Tl expires, 203. (Al ready
concegninki stheageittie challlenge codesaey bessiggrmaived 1in the
automatical |y or ual Iy, W th il e vVice | f .
authefga IR pAR rh TR, YhnehBb oS s R e gy 4t enis
stagepr ahiedi Bpadlsagendcebal | aage bessafggned chakbmagécally or
ronpt,  requesting an entry of the chall enge code ,
manuagﬂgnatﬁ?ﬁhon'vﬁ% aEE%E?f%I!@ﬁVlﬁﬁréh ptbptY§%y sef first
authef¥ebathenseeRRR communi gatigneghapnel o 2RANIne a  second
chal l enge code autonatically or manually signed with
challehgepmiagstegekeya ophahkenedi peonpyi caeduestthiayy, an gentry of
[ ter C clie ,
the EAIIENGE BUR R ERlE SR R FEThr g promet
is sénom dheraccess Bae@md tconhe iadtient | cabnor 1lyean®4A. The
over the secon connungiation channe al so denote

. d
chal1@feacEes cRAHARRLIS00L) Thevs| BRBHSOLYonsrgBEad with the

priva€Bal kepgesodad suihencr egeyed, i nid herauf heat icat hQRuaily
means, 210, and the authentication nmeans fetcheés a .
entergdblo kB¢ cd¥eIHoARdiiAgtt o 24 us8rbsegupphly the signed

challtghrgggiggﬁggtc §a : ?{rgeﬁtglefﬁ?c@d;%% it PRENG, LEANS 10 G YRY  the
authentication means over the second communication channel,
also denoted the access channel, 209. The‘signed or encrypted
challenge code is then received in the authentication means,
210, and the authentication means fetches a public key
corresponding to the user station arrangement private key from
storing means to decrypt the signed challenge code, 211.
Thereafter it is wverified 1f +the sent challenge code
corresponds to the returned, decrypted challenge code, 212. If

yes, access 1s granted, 212A, if not, the access is rejected,

212B.

If however, in step 203 above, no delivery receipt was
received timely, the authentication means sends a cancel
request to the mobile network (e.g. SMS-C) to cancel the

previously sent challenge code, 204B. This is illustrated with
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Thereafter it is verified if the sent chall enge code

corresponds to the returned, decrypted chall enge code,
wQ1id7/08f179yes, access is granted, 212A, if not,PCTIEE2006/000157

access is rejected, 212B. If however, in step 203

above, no delivery receiptogas received tinely, the

aut henti cation neans sends a cancel request to the

nobil e network (e.g. SM5-C) to cancel the previously

dash&Entiral d ange £ofleex2dBe HhéseiBayl beshbahedg to cancel,
wi t hdashed |ines since for exanple there may be

for wowHPAG t heancBRrllrpgeexafpPe tFRACHRM | ditfe sy station
dt u ' ar, b cqnyveni e

e e 1 b e D R s e et LyoTE ©ut

anyhdws. pSabeedeednt-dyi niti ats opmwicaddedsetondinitiation of the

aut henti cati on, node enerating .a conbined.chall en
ecof R ToHER TSP Rg AN a ARt Coig Gt ZCRRANFEnga o 1enge
me s s YOItk SeNdi Nghal1688E EDEGeagcaSs ehannehglo gifdept and
access termnal (client) of the user station

sendirg ap§en®Vier 2UBB. ascghSngcAnde dfal EBRgeA GRS witigyminal
: [ deyice_] cequ . i culiarly t

(11l OB Setheeot a1 SRUERLEMyogRRE, achiculgpibal b cho

chalmbid e cdelei ceiahd shgnsnakile20dBvisgbsequergdyested, 206B.

signed chal | enge, i s manual | or autonat,i.call ‘
part SOy oRIE ne IRt { Beri ety aritetD  Upgahbihgngp code
on the Pheseededistai: 2090t sigas fiar, t Re7BL.r s$ubsequently the

~authentication node. In one enbodinment, it is supposed
signeqhaghaikengerbavipehel tit (0F ABHematheadhy) usstered on the
q 0 - ser dent hals (snot j
acceqf SER e Ol e (e e eS, oe P Phasued bhep 209
etc. aad hient itded | Oinr ssteranerheyeniaradtias anadendom chal | enge
code which is sent via the nobile network to the
nobi | e device. The challenge is encrypted with the

In S8eretekeyd sheied ontt heisecuyfigpysedul enef, t he bkl e pre-
devi ce and the hence signed chal| enge code is
autheftel@E iR Jrcdde apgpp oS &he 158 Fequested to enter user

credentials (not shown in the figure). If the credentials are
correct, the authentication server Ggenerates a random
challenge code which is sent via the mobile network to the
mobile device. The challenge is encrypted with the secret key
stored on the security module of the mobile device and the
hence signed challenge code is presented on the display of the
mobile device. As an option the user can be requested to enter
a PIN before a signed challenge is displayed. If the challenge
code has been successfully delivered to a mobile device, the
first module is used and the authentication server proceeds to
present a challenge prompt to the end user, via the access
server, requesting the end user to enter the signed challenge
on the access client. If the correct challenge code has been
returned, which, as referred to above, is verified by means of
decrypting it with the public key corresponding to the private

or secret key on the mobile device, access can be granted.
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nobil e device. A s an option the user can be requested
to enter a PIN before a signed challenge is displayed.
wo toovigo1chal | enge code has been successful |y detT/vE20061000157

to a nobile device, the fiporrst nodule is used and the

aut henti cation server proceeds to present a chall enge

pronpt to the end user, via the access server,

requesting the end user to enter the signed chall enge

on the access client. If the correct chall enge code .
If orhaghiseepthef uifel WAPChaUBRCRBIGRE ANt &G fe, SPRENOW 1S

infor%gai%%%Q‘byhgeﬂﬂgl%%n eCryRid NGahhoW L the1 PyblEg kRY the
corresponding to the private or secret key on the
mobilephidweldevi deg.actessordi @ tgrant éd. |fecaitde wikddn the

hand th yt henti catjon_server_,sonmehow.i s inf d
predefRAPIPAY EHEF difgcl e Banfdr 58 6T veFed To Thed=ooeeds
to prilidie devheeichge. dBuLOBAEN MR Mecemyedtn tithe . end

the predeterm ned tinme period, the authentication .
user gdpydtheprantats TrPResehfla dRalefyeTRiEhnge combined

chal | enge t he. end Vi a
cna E085, TR HRCHRELERC, O, Veanba "mmRonge  coae
togeth&ﬁﬁagehcanmakmmmgdhm@niﬁﬂngn&ﬂmﬂqwﬁ@k todel gogehferandom
with a pronpt .conprising, a request [ t.he
chal1Ehae GG GBGE Wih THECHebl Fe aevila St heh TReeme on
the £M&s i1 oonthqraceesslgli emte (teen maly) thdhepaseicularly

may then particularly select the signature fuynction on. .
Selecﬁhethénusbgn@hérﬁnb$m%cﬁ%@$cé?“aﬁﬂ“énﬂ&?“%hé’ch%bﬁenﬂgblle

devicg0de,dhe,£hal ltﬁ.@geckﬁ'ﬂ%eerfb%s then. t onhe @nonyied #bad has
the ‘Secret or private key stored on the security
then rudube @fctywetebbivichdehbceecast e & giate chay | ehgeed on

is presented,on the displa f.th ' { C&. -
the ﬁﬁcgﬁffgn ?ﬂ%ug%efﬁ%aE%%é %8§ﬁ%§t:%g?g&%ﬁt§§¥20 PﬁASSlgned
chal1kef@r a & hegned cinldenge setiey i of displ mybdlleTHenice. As

the user then enters the signed challenge co 0 he
an opfdcdsstherwsfal CandPrt LedVEstEind® 1tk a I.g%N Be'fore the

siondb LU SR oopgerveL pilbyibeccoman e degaeusadeentors
the signed challenge code on the access terminal and it 1is
returned to the authentication server. If the correct
challenge code has been returned, which is verified by means
of decrypting it with public keys as discussed above, access

is granted.

It should be <clear that this concerns one particular
implementation. A similar implementation will be further
described with reference to the signalling diagram of Fig. 8
with the indication of alternative implementations in

association therewith.

Fig. 8 is a signalling diagram describing one implementation
of the inventive concept. First it is supposed that an initial

access request which contains user credentials is sent from
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of decrypting it with public keys as di scussed above,
access is granted. It should be clear that this
W@ eemes39 one particular inplenmentation. A simPCEHBEE2006/000157

i npl enentation will be further described with
reference to the signallingsdiagramof Fig. 8 with the
i ndication of alternative inplenentations in
association therewith. Fig. 8 is a signalling diagram

the desekkbidlg eone iopteseatakisen safrudre i Wwentfveis forwarded
oncept. First it is su osenghat an_initial acce

c _ ] S
from, ERgeSCCRRSc FCTRtai i ti®r 2BFRARAEFAFLOPs SEENEL, 302, for

examéiémhg?n%c%ﬁ%s DY Jotde BCCESSe§ehNeine3thcdilvdd user

orwarded fromthe access server to the authentication .

credeetvels, 32 farthxabptat ieh ngadve RACheSkpr dtfocshe mobile
. Based on the recei.ved ,user..credenti.al .t he

deVl%%tﬁgangé ﬁgﬁe§e5§ﬁ%'%‘%c %éfffghggﬁggﬁﬁg’dgﬁﬁxsﬁﬂyple by

constiBgisg eardihoerhbe dsenbbBequesbiyororfal texamp@ndyexternal

consul ting an_internal _database or by consultin% squ
trused ePREFCErusi®d SHHRRES £Or WhAfpHRraRtebAp The reference

to tHd embBiYe & #1&S ergnce: {191 dther fobjd erdeviaR CaBer mobile
typically be the end user” nobil e phone nunmber. In an
phonal hampati-veln nph epdieaniagh vet hieueirnasieat ih ehber ange user

can rer%gegsert]:%g. troe hreenré%bitloe 1‘9}?&” I%Sbligr%géilggl eftol?:e quaq{}aele the
nu er, |rectely as a user nane I n |1 C tase 't he
phonauthemdcat iddresgnwer asi | b nedeneethie® denswht.chnycase the

internal or external data storing neans for this,

autheRfiraht@? FREVEHt Hahti BT §FCSePeCAet g&ibf atrkegpal or

exteFRRUOM €hakt P0Gy GRLE ANEL S eRElSs | feFd Aerk b8, NODI | e
t el ephony system or sone other simlar radio

communi cation network, to the nobile device or the end

ticul arl i
The %Z}eel’hﬁ?&q}g G4 ¥e£\9§§t %{ewgg{lgggtggssaag§a‘hgomt h%hallenge

ITSt a pre-authenti Ion al ogue on
code mehid esdedisceit 303a | thenendbifleeneal aphonyt hHysstian t bal some

nmess al so noted pre-authentication procedure, )
OtheEon'EfI%g%%ra g%(éﬂ.? el %ycatlnon netwofk, to the mobile

device or the end user particularly together with the message
to activate first a pre-authentication dialogue on the mobile
device, 303. In one implementation this initial message, also
noted pre-authentication procedure, comprises a short message
or an SMS that initiates a SIM Toolkit dialogue on the end
user's mobile device. The authentication server then proceeds
to wait for a confirmation, for example by setting a timer,
from the network within a predetermined time period that the
challenge code has been successfully delivered to the mobile
device, 304A, also denoted a delivery receipt. In one
implementation this can be in the form of a delivery receipt
that the SMS has been delivered to the mobile device. Once
delivered to the mobile device, the initial message or the
first challenge message e.g. comprising a challenge code, may
trigger the authentication dialogue. In one implementation

this can be done by prompting the end user to enter a secret
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or an SM5 that initiates a SIM Tool kit dial ogue on the
end user's nobile device. The authentication server
wao b@mn/ogrieceeds to wait for a confirmation, forPErRsEDE00157
by setting a timer, fromthe network within a
predetermned tine period 2dat the chall enge code has
been successfully delivered to the nobile device,
304A, also denoted a delivery receipt. In one :
PIN idpl epeat aphofet hi(d fcanhies | mdthe drendf ahdel i veey done

recei pt. that the SM5 has been delivered to the bile
autonpdhiicad. L Yonc e2 38| iver e t 6OFRE o 1% Hévi%eqqﬁgfo sign the

challdtdd aboHESSAGS, O the Jdtest s68akt engs, NBESAGE &rJ-the SIM
conprising a chall enge code, nay trigger the
card atvhertiudaeilentdiadayuey |nodake] mphehemeadgn thes result,

. n be. don 0 [ 1 r_t.o ter .
e gte %e?ﬂ%%ng%%gi%%éne %i #thlagg g%§a %egg‘% %%ﬁ%gerﬁiemce'
In afonelahomticatinplemeandtibnt itheonseet RS i slot need to

entered n the challenge code with a Erivate secre

t o,
ente&e@ﬂ%tgﬁﬁzlgHttm@Qaq@%%ﬁ Iorizgirbareht cpltnt fe-gned with
the fﬂ?g’é%gé and, pﬁﬁaegﬁ_rés@%ﬂe%ﬁubﬁ’ the€: 41 5618L9R8d the mobile

chal 'enge on the display of the nobile device. In an
devicgdternative inplementation the user does not need to
enter any PIN, but the challenge is automatically
signed with the private key and presented on the
Once dilsPl aythéntheathbhl eecdevirchas Qneeeihed aat kentfiicakitdon or
server has received a confirmation or

, del i ver ,
2 de LA PIEFTBHTE hE Bt WOF KMERUPT KnbrRbbENE AEVILE sy ice has

been Dg@AJRACHE: | FefRAYEST Sciide RCERSS 88LVRL [QoPI®S&Mnt -
a second chal | engé nessage conprising as a chal | enge

secorgt ol 13084, MosSsAgcemePluzeising efe Rnptleadkherge orprompt,
305a L NLS Rel e, Lerm qf, aox@%ﬁ?%é@%ﬁfﬁt%ﬂ' 8N%€ is in the
nmessage. fﬁ or rds | %0

€ acceéss server f S request
formtbe acragsIld | eotes306Aalileaget e trald .enfiee pronpks server

where the end user i s pronpted to enfer the _Sjgned,
Forvalii | bhigs, SISOt nkD |0y GeSntdd Or Thb: qilginy bfe- the

challenge prompt, where the end user i1s prompted to enter the
signed challenge, 307A, that is presented on the display of

the mobile device, on the access terminal (client).

The signed challenge is then returned via the access cﬁannel
to the access server, 308A, and further forwarded to the
avthentication server, 309A. The authentication server then
decrypts the signed challenge <code with the public key
corresponding to the private key stored on the authentication
module of the mobile device. The public key is either stored
in an internal database of the authentication server, or
requested from an external source, for example via an LDAP
query. The authentication server then compares the returned,
and decrypted challenge code with the original challenge code
sent to the mobile device. If the two challenge codes match,

the authentication server responds with an access grant
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the nobil e device, on the access termnal (client)
The signed challenge is then returned via the access
w@b@mngdl74 o t he access server, 308A, and furt hBCT/SE2006/000157

forwarded to the authentication server, 309A The

aut hentication server then38ecrypts the signed

chal | enge code with the public key corresponding to

the private key stored on the authentication nodul e of
messadfe nobOPe deQi ddie TRECHSBI | TeKESLi s Whiitdher ist ofeth i wrants

accedd) | 81 ehnal-Slatiabagecgls! ba authents cghl AR SMEL, Bhnd an
requested froman external source, for exanple via an
incotfoAR quisalylenide auddehtscheeonrsenverd; heheteiydieestication

the returned, and. decrypted chall enge code w th the
serves ANSRIA el SRR dOde S S0 Thd it tire M/ d Ly
the two chall enge codes match, the authentication

server responds with an access grantnmessage, 310A, to
1T PRe slisEemervepcedRiteh i3 4ur n Yrant $efteass, 3diphin  a

Len f
predéﬂéﬂdﬁhé?cﬁﬁgfng?gbd Itﬁ%;}{ﬁhéﬁ¢%§a{¥gw g?ﬁger proceeds

I ncorrect c nge cbde urned,

with diteherstdagat isorthsarhieratiinst emdier.esponds with an access
reject, 310A, 311A. If no delivery receipt, 304A was
returned within a predeterm ned tinme period, the

The autihenticotion server PFreseeds curddh dhe $8898dnetwork from
aut hentication node. The authentication server first

pendifiaP§ERE r &8R4 LRBOROr ROFPBM pEREi rREARES s haldanteg  a
cancf0RS 44 Exampl e, W§PPP'§@4§.C?Pf%heﬂeé§§gga%8éﬂgalenge

network,” 304B.. It then sends a chall enge co

code mrghyramptt heo atlcesgcsesyeserweth whshr desiensttionsheéo the
end_user.that the . code should b manual | y) signed |,

end {5¢h %ﬁ@tmo'?ecag$i§3°41?cﬁﬁ ﬁﬁ%P@ﬁiiV&ﬂ%ﬁgqqﬁsWEBH the

mobilke dentcas aArRABHSS ieipaldenge tcode PBSSadln THE &ERSSas a
server. thus forwards the conbi ned challenge to the

RADIUZ. s lanashicodpemessgeh Pronpesethesentetsshugo forwards

the $haBihBE CBghheRgeewi L the mbiledevige and rfan ;o
t he signed chal | enge code. %he eﬁ%suser ! !
prompts the end user to sign the challenge with the mobile
device and return the signed challenge code. The end user
reads the challenge code on the access client and manually
selects the signature function on the mobile device. The
mobile device then requests the end user to enter the
challenge code, 307B, and optionally, a private PIN. The
challenge is then signed with the private key stored on the
security module of the mobile device. The resulting signed
challenge is presented on the display of the mobile device,
and (manually) entered by the end user on the access client,
308B. This signed code 1is returned, 309B, 310B, to the
authentication server, which verifies the challenge in the

same way as described above with reference to messages 308A-

311A above.
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reads the chall enge code on the access client and
manual |y selects the signature function on the nobile
wa@leai7089179The nobi |l e devi ce then requests the ePdI/sBI®N6/000157

to enter the chall enge code, 307B, and optionally, a
private PIN. The chal |l enge B% then signed with the

private key stored on the security nodule of the

nobi | e device. The resulting signed challenge is

In %ﬁtﬁ%ﬂﬁﬁﬁYQnﬁmﬁkﬁmhm#ﬂt@bmﬁ sdree nobi heldevi eBe @RGual steps

nu I ] ent the d user on the access
eSé %%%B ﬁ|§ Sgnkd ?gaé i% r EPGr faRedop307A, 307B,
308Blﬁﬁh 5@)amﬁbmaﬂé&W%ycabh@@cﬁﬁﬁgeEheWQbEngeenEbﬁ% 8K the

chall enge in the sane may as descri bed above wt
mobilg o GTdE 0 FOEsaGERTRIBA- b1 1 Asdbov e the mawﬂetmntMe radio

proﬂdelle”Bm@t 0BS5S YU, OEJ_QU b%f gn.l??g r\q@?l‘@l i3t en se%oygen the

described with reference to or exanp
accezy7 Bl i308B angh the ametdriwt eiﬂEVhyceCdISanel BGd hBeaGeassS unit .

client wwth the nobile device, for exanple by using

the Bluetooth radi o protocol. The steps can al so be

Tt aubomateﬂa|al@aseajwﬂﬁnbbm@e@%ce§§eChkﬁﬁhfﬁnge%ﬁée and the
nmobil e device is one and the sane unit. It should be

authend4cafRgn Fstiiedn 2 heShBrke @@ de aimclued, for example
an s@@theqﬁuQ%%%Q%t%arwg%hat%%tggg%eﬁoggﬁe% ltplC| q%ﬂﬁggor

exanple an SMs-C (illustrat W th € das
the figure) . It should be clear that the concept as

r ot FORe “wnBhBF n CYmBTIE ey Sonr e taRtied i this

applunatead ohlasynust r kppkeyspikn tBatlﬁﬁiéméhﬁaEQ%ﬁs wherein
Eferred to as public as actually al so secret. [
SYMEL T ferkethea &R e Sad) hﬁﬂﬁ?@dn@;gawmﬂwl yeb'e In that

casel FRkeWBRLEd 28 r$QH! VAr 8 e_hardvare
as an aPterﬁathe to SiM arggcgggs%ﬁFﬁSth f-8RofFPETet
al so be clear that the invention in nmany other aspects

Stilﬁanf%%tﬁggkedth% a§¥§ﬁ¥?£§ﬁ ﬂgﬁﬁiv“t$g§ tgftggggglggly be
implemented as software in the mobile device hardware as an

alternative to SIM-cards or similar.

It should also be clear that the invention in many other
aspects can be varied in a number of ways within the scope of
the appended claims and it is not limited to the specifically

illustrated embodiments.
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t he appended clains and it is not limted to the
specifically illustrated enbodi nents. CLAIMS 1 . A
wamresalfor aut hentication of an end user of aPCEEE2006/000157
station arrangenent (10; 10A; 10B) requesting access
to protected information, 32.g. a protected resource or
service or simlar, conprising access server neans
(20; 20A; 20B) and aut henti cati on nmeans (30; 30A; 30B)
the user station arrangenent. (10; 10A; 10B)
supporting comuni cation with the authentication neans
(30; 30A; 30B) over a first communication channel of a
radio network (40), c h@aaiMs ct er i z e d i n that
t he user station arrangenent (10; 1Q0A; 10B) further
supports communi cation with the authentication neans
:%y E@QA £30B) 2 QVEEL 81 SLEPHY Qﬁﬂ“%ﬂ'c?ﬁaonl§Q@nQﬁ4'a user
and in that the authentication neans (30; 30A; 30B)
statiane adapeedementat (&¢ep@hohOBf a regeestihgr ascesss to
rote Qegrg}l gt eg L nf or natl on frr%r{]e% USEr SSt autl an ervice or
P %rrangen%ﬁ? F18n10£ 10@)p tgﬁplgﬁ T He Use
similstati eompelanggneatcess; ]s@%,velOB)mda‘-hsf eachmd @A O¥®B) and
the first communi cation channel that said
authenpi GahiPRat | BaMans (20 SHON0B0OR) aFBeadaptsdF t o station
arrané@ﬁ@ﬂft @1611§A 9@ﬁhen§uﬁé&f@fn@nd@bﬁﬁgnfcéffgﬂd with the
aut henti cation nbde over said second conmuni cation
autheghapael onsaiegnaut hent Beat 30B) neaey (80,£i3@4; GOBpunication
er co r| [ n means (33) for selectin
Channe# éﬁd?o? G é?ﬁgo é?bgf second(auzhentication ngde
chatsimhe@%mjm@aummWMaﬂonawammmm (10; um
requestjng access to protected i nformati on or

that Tho) ees o TobooR ce- Eenaenerbol L6 0ny DURT CBvBeRes dF REports

commuﬁlgagiéhnhlthcthu? SudnéntiatibnZmEalls (ﬁdﬁﬁoﬁfgbB over
deci si on neans ) COlTprl ses or communi cates wth

a secenilt @hmmgnm@ahsomphgwnte(im rgdbetwedratt hehd i agthantication
meanstn%0§%%gQ%OB) are adapted to, at reception of a request

for access to protected information from a user station

arrangement (10;10A;10B), =establish i1f the user station
arrangement (10;10A;10B) is reachable over the first
communication channel, that said authentication means

(30;30A;30B) are adapted to support a first authentication
mode and a second authentication mode over said second
communication channel, said authentication means (30;30A;30BR)
further comprising decision means (33) for selecting if and/or
when the first or second authentication mode is to be used for
a user station arrangemenf"(lo;loA;loB) requesting access to

protected information or a protected resource or service.

2. A system according to claim 1,

characterized in
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aut hentication node. 3. A systemaccordingt oclaiml
or 2, char acteri zedi nthat the first
wa@edaohestircat i on node has priority over the secPCISE2006/000157

aut henti cation node. 4. A systemaccording t o claim

3, char acteri ze38i nthat the

aut hentication neans (30; 30A; 30B) conprises

exam nation neans (32) conprising said decision means
that(BB¢ k&mﬂaﬂaﬂﬂﬁmhhmgaaBnrmnmpetsséaUnnw@mﬁ@ﬂgeﬂﬁéé with

10; 10A; 12& habl e over the fi

SWltC&‘drPrﬂMﬁ‘ecaa{ﬁ h%‘ﬁh%‘F l%g %e%V%?%nF%%cS%aﬁ*ﬁgapd thgy second

autheme Qfridraigid-4 , char acteri zedi nthat
the first comuni cati on channel conprises an

authentication channel. 6. A systemaccording t o any
3. A +Qf, ¢ - nacterize di n that

tﬁe sghoﬁ%kggﬁ%ﬁﬁﬁghﬁﬁgﬁﬁhhannel’conprlses an access
c h achamnel t ¢ r A zyst dm atcordi ng to any one of the

receding clains, c h.ar ac [ i n that

that B8 F iy S AR Ction ERsien RS ST ek (T second
authehameli of fdwe first or of a second radi o network. 8.

A system according t o any one of clainms 1-6, ¢ h ar

acteri zedi nthat the second conmuni cati on

4. A(%yyygﬂ géa&%&gﬁgnpy ¢ati;gn schannel of a fixed
conmuni cation n l. "'supporting Internet. 9 . A
c h asyskem &ceording bodanylone of the preceding clains, c
h r I n
that qﬂmaa Ca&tﬁenticatf%é‘ means (30;30A;30B) comprises
examination means (32) comprising said decision means (33) for

establishing 1f the user station arrangement (10;10A;10B) is

reachable over the first communication channel.

5. A system according to any one of claims 1-4,
characterized in
that the first communication channel comprises an

authentication channel.

6. A system according to any one of claims 1-5,
characterized in
that the second communication channel comprises an access

channel.

7. A system according to any one of the preceding claims,
characterized in
that the second communication channel 1s a communication

channel of the first or of a second radio network.

8. A system according to any one of claims 1-6,

characterized in
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that the authentication neans conprises an
aut henti cation nodule (30A; 30B) . 10. A system
w@ewongliimg to claim9 , c har act er i z BCHSE2006/000157

that the authentication nodule (30A; 30B) is provided
in or associated with an a8#hentication server or in
or associated with an access server. 11 . A system
accordlng t o any one of clains 1-8 , char act e

that r §he, eefgndh mmHeadiendhdriadn Asans compmwesation

chanif¥l ayffhent | %@&gge %rece%légé@z n, %tvfb@&;tfmﬁ@gﬂ gpggftmg

to any one 0 ing clains
Internnet.e d i n that the user station arrangenent (10;
10A) conprises a nobile device (11;11A) and an access
termnal or client (12; 12A) form ng separate units.

. A Bystein HEIRMBE Ui bre Y 1R e HBINP halihs,C

haracteri1 zedi nthat thée user station
¢ h aafr @an@eifest ©( 10B) econpriises a nobile access terninal

that orth‘"eI ' &tfh%ﬂqt%c%ﬂ%ne lﬁ@ tnl 1%:onér%>héset ema%ccoa{u | ne%tlcatlon

one e preceding C
modukE(ﬂ3OAﬂ3QH the decision neans (33) are adapted to
initiate the second node if the user station
arrangenent is not reachable over said first radio

10. pneﬁﬂggém gbdbrdﬁngttdstygﬂm @f radi o coverage or if the
first communication channel is blocked. 15. A system

C h agacér @ gt & ang 6né of ithe preceding clains, ¢ har
that atﬁe %hén@ﬁé%f&dn. m%ﬁ%l@ytgt@ﬁlgéﬁ o@fyeggévgégd in or

conprises authentication execu
assoqxﬁnedxwmwmsbngauﬁhknb&ndummnoaeneanSO¢SZM1and associated

with an access server.

11. A system according to any one of claims 1-8,
characterized in
that the authentication means comprises an authentication

server (30).

12. A system according to any one of the preceding claims,
characterized in

that the user station arrangement (10;10A) comprises a mobile
device (11;11A) and an access terminal or client (12;12A3)

forming separate units.

13. A system according to any one of claims 1-11,
characterized in
that the wuser station arrangement (10B) comprises a mobile

access terminal or client as a single unit.

14. A system according to any one of the preceding claims,

characterized in
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whi ch are adapted to initiate a pre-authentication

di al ogue with the user station arrangenent (10; 10A,
waQemyogmer the first conmuni cati on channel, e.PRCT/SE206/000157

the first radio network, 3@ establish if the first

aut henti cation node can be used. 16 . A system

accordingt oclaiml5 char acteri zedin

that thatdsaish authemts casd prareansafi3idd SOAnBOBtarehe second
adapted to, for perform ng saldrﬁge aut henti cati o

mode difal b@e,usfihePhréiaRd TR f%ﬁstn%mqe@ﬁ&@%le over

s ’ lenge; gode Lt R UsLd ‘
said gFégﬁo%aggggﬁgiﬁgﬁ??(%%%}1OA iOB) over the flré? coverage

or ifcohmubicati oommebnoakiomndhzenel figepioekgdof the
chal | enge code is verified, initiate a first
aut henti cation dial ogue of the first authentication

15. AMBYstby peevirding Bosespnenehatf | ehgepressageg claims,
conprising a challenge pronmpt to the user station
c h aaFr%n@eﬁE%trahdzt%)dlf3Hé}|very of the chall enge code

the a&%h?ﬂ‘:ﬂfgfz?ghe%ean@ Ui 80 SRENLaH hedd 4 CéﬁtHBntlcatlon

ogue of the second authentication node by
execuyéngratang aaa)sen@pngsan@o&@m%e@xﬁmam$bhg@ messagée32) and

ncr L U8B TRL] SRR G0t 00, SR SRS O osasc0ue

with $hat yearseangesenbriifgeh&it IQB)lQAaﬂ@BOoo#&r slaé dfirst
first or second authentication_di alpgue, examne |f
Faﬁééﬁ

commupheaghan| RgEEdde ¢ s9r ePUfhed Mppt bp? O YHetP o tO

estabﬂ?%hfgf QﬁénEhEItoéE%h@ﬁEhBQt@Sﬁeﬁédéochebergbeated
information/service using said first or second

aut henti cati on nDde 17 . A systemaccording t o claim

16 h i h id
16. agdxntatl Bskolafnt Babstafntidaniod 1o sea

apted to send said first

c h achakl engeenessagecas am SMS over e.g. an SNB—C 18 . A
that ;g?éggﬁgggg%%gg ignomggggn]lg 8OA1§OB are a&apt%dtto, for
performing said pre-authentication dialogue, generate and
transmit a first challenge message comprising a challenge code
to the user station arrangement (10;10A;10B) over the first
communication network, and to, if delivery of the challenge
code is verified, initiate a first authentication dialogue of
the first authentication mode by providing a second challenge
message comprising a challenge prompt to the user station
arrangement and to, if delivery of the challenge code is not
verified, initiate a second authentication dialogue of the
second authentication mode by generating and sending a
combined challenge message comprising a challenge code and a
challenge prompt over the second communication channel to the
user station arrangement (10;10A;10B), and to, for said first

or second authentication dialogue, examine 1if the challenge

code is returned appropriately signed or not for granting or
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that the chall enge code conprises a random nunber. 19
A system according t o claim1l6, 17 or 18, ¢c h ar a
wW@2G07889179 z e d i n that the authentication (BO)/SE®esI&0157
conprises or conmmuni cates wgth user data storing nmeans
(38) hol ding user information such as public keys and
aut hentication verification neans adapted to decrypt

rejedhtngi gredsehatbhenge codetusitRe t DerPURLEEoKkP¥ePhie using
user station arrangement corresponding to the private

sald Kgirst Rede¢Ph anitirmtiestion motkd e of the user
station arrangenent and to conpare the returned
decrypted chal |l enge code with the original challenge

17. Zogesisentadaotdiengises «tatm dre arrangenent, and to, if
the original chall enge ¢code corresponds to the

c h 3t ifed Sdcrypt &%haltl Bnge code, or an expect ed

that ESRONSE AN 1 H AMadhe BOCESS LRSI 1 NI S&id First
reject the access request. 20 . A systemaccording t o

challgnoemeepfags AcerneMd oveh &g & IMEEG. i z e d i n
that it supports a RADI US chall enge - response
mechani smor simlar. 21. A system according to any

18, rneyofercladamrdit@e diaim B6 od ¥/ | z e d i n that

the secqond chal |l enge nessage is adapted to request
< hé%fbﬁiﬁg%o@ the @& Fengé Bode provided in the first

that chad | @nge dResS agfia ddnd-hes b 118 18 GRi@ . Wi th a
private key automatically or manually and entry of the
si gned chal | enge code on the access termnal, and in

19. Ahalstdhe a%%!@é&ergof Cr{lzﬁ'él%ﬁgr? 1Essage, | s adapted to

request signing e ‘acconpdnyi ng chal’l enge code on
c h & he arobitl @ devi zeeand et ny of the signed chall enge
22. An aut hentication

coar SGHR MR ccese terpinal, 22 Ao AULbent RO L coces

with user data storing means (38) holding user information
such as public keys and authentication verification means
adapted to decrypt the signed challenge code using the public
key of a user station arrangement corresponding to the private
key stored in an authentication module of the user station
arrangement and to compare the returned decrypted challenge
code with the original challenge code sent to the user station
arrangement, and to, if the original challenge che
corresponds to the returned, decrypted challenge code, or an
expected response code, grant the access request; otherwise

reject the access request.

20. A system according to any one of claims 16-19,
characterized in
that it supports a RADIUS challenge - response mechanism or

similar.

21. A system according to any one of claims 16-20,
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an end user requesting access to protected information
or a protected resource or service froma user station
wa@eooangmnent (10; 10A; 10B) , conprising an acRE€BSE2006/000157
serving neans interface anﬁ,]at | east one interface
enabl i ng conmuni cation with'the user station
arrangenent over a first communi cation channel of a
h radi 0 network,, c h ghr acteri zedi nthat it
¢ haslfdso adhgted 2 & Suppdrt communication with the user

that stigd | Sfcefid afigeMPiigd Ik sJds 1DBIOMdd & Setitbst signing

comruni_cation channel and in that it further conprises

of thR &heReRNDEaIsle exrUdsh HeaRBe( fiystompaldiange message
with €XAE NAkdan nBans.{ 32) 4f %i%%{)aé)' %ﬂ){rg?ﬁ;fk{eiv;%&@o%atically

station arrangenent I1s”reachabl e over
or neomaldiycaendn eattannebf arite | sighatl sehall hertdentdceat i 6n the

neans_(30; . 30A; .30B), ar apted t.o support a first ,
acce {E T ERITRRH Aot ANdCa tCBLoRIPAETnTrlderGs iRoage 1s
adaptisd Ngot heqgesend iceTmeNi ¢at 98 ebabRghny$abd challenge code

exam nation nmeans (32) conprising decision neans (339)
on thermghibet fagleai angi patryr ofaitdes séongdawhirddengst ignse on

the APA8ss 23 AN AUthentication means according t o claim
22, characteri zedi nthat the decision

means (33) conprises or conmmuni cates with sw tching

ans, for _switching bet i.r.st _and the second .
22 R ERP PR oh RbaRe =50, AN A0LRENE cAProR TSI Loation of
an eddCALHNYrbQuebBi RG22 Vesd3, t6 Bratected tifdrhaZidh dor a

i nthat the first authentication node has priority
Protegietd t AeSSBEGHdOAUBRETCCat it mbdESerhetadeond arthmyenent

(10; Q9 Y1 OO NOCHREL d1nd N UBEECSLALLOY AE! ARARBEE NS ARe and
reachabl e for authentication purposes”over the first
at leestrumicat Liohechianaelenafdbl.ingn aothentitedibon wiBdnsthe user

statf§§oggkggggaegkmggé¥’%O

f¥r§%4’communication channel of a
radio network,

characterized in

that it is also adapted to support communication with the user
station arrangement (10;10A;10B) over a second communication
channel and in that it further comprises an authentication
execution means (31) comprising examination means (32) for
establishing if the user station arrangement is reachable over
the first communication channel,

and in that said authentication means (30;30A;30B) are adapted
to support a first authentication mode and a second
authentication mode wusing the second communication channel,

salid examination means (32) comprising decision means (33) for

selecting said first or said second authentication mode.

23. An authentication means according to claim 22,

characterized in
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characteri zedi nthat the first
comruni cati on channel conprises an authentication
w@bh@mogdi7and in that the second conmuni cati on PCESEX®D6/000157

conprises an access channel. 26. An authentication

means according to any one38f clains 22- 25, ¢ har a

cteri zedi nthat the first conmuni cation

channel is a radi o network comruni cati on channel of a
that f thet dewlioigret Weaksand3In chapPriRessepondommunicates with

. 0] h a i cati qn channel f a
s SRS LOPOENI0EL | Py EOTIR EAL' 97502008 Al Scond
autham@ei @ thisdwwanddeonmuni cati on channel of said first

radi o network or of a second radio network. 27. An

authentication means according to any one of clains

24. R2-adbheftit@fof edn® dcdodithdl do eitdid Jd or 23,
conpri ses an authentication server (30) .28.

c h %umh%nlﬂt&tubﬁ-ﬁe&ﬂ§ acéondi ng to any one of clalns

t hat
that 2L2he rzl?lses an au?r?tencfatcla?rl{ 6#10(%%) u S Ff]%(?& a%yOéjver t}}eeasecond,

authémtimaﬁm@mcmaﬂed\MHé]Qécpﬁdvmmdélthﬁ datihgntieed i @ the
server, or an access server (20A

. 29. An
user aSFﬁEﬁP§‘0§t G IRIGTE at? oPditngr &3 dnéosf ayigRtication

purpd@as Z8ref thd £18s(C éort%mfn:l.cazt:LeorFl dhdhidwat the
exam nation neans (32) are adapted to examne if a

given criteriumis fulfilled to establlsh if the user
25. ﬁmﬁl"%\; *c?a(‘cgz%‘}?% a(r{'so q JnOgB 1ae61‘r9h292b'zfo W24,
I'Tet CONTURNI catl on Channe by sen Irs
c h xhald enge emesgagee d i n
that the first communication channel comprises an
authentication channel and in that the second communication

channel comprises an access channel.

26. An authentication means according to any one of claims 22-
25,

characterized in

that the first communication channel is a radio network
communication channel of a first radio network and in that the
second communication channel is a communication channel of a
fixed communication network, e.g. for Internet or a radio
network communication channel of said first radio network or

of a second radio network.

27. An authentication means according to any one of claims 22-
26,
characterized in

that it comprises an authentication server (30).
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conprising a challenge code over the first
communi cation channel, e.g. as an SM5, and to exam ne
WO ooavoghitrect or indirect delivery confirnmati onPCESE2006/000157
obtained relating to the availability user station
arrangenment for aut hent i cat? on purposes . 30. An
authentication means according to claim?29, c har a
i nthat if the given criteriumis
26. 2, bttt ok a1 (52257 cOBBapEedlEsmS 22-
26, activate the authentication execution nmeans (31) in
the first node in which they are adapted to generate
¢ h aggdasend & seéoAdechal | Enge nessage conprising a
al el r.onpt Is u L_a
hat g oAb e Gty Profie™ (R a0Rd, EEbRa o
be a$&d¢1&@edl@£ﬂth.nothepfmmxﬁﬂkiChmenhnanﬂlﬂﬁﬂnﬂjUdﬁhdﬁ server
(304) sai d S|gned challeng gﬁg and in that the
o) aﬂFh%ﬂt ESEFBnSekEeht { oW heans (31) further conprises
verifying neans (35) for decrypting the signed
chal | enge code and to conpare the returned decrypted
29. Mehalutdyd icedd ani thearie astqqfidiald ytsemy chae| efigeledde 22-
or an expect edresponse code and to grant the access
request if there is agreenent between the origina
c h achakl engeecodé oreedpecied response code and the
crypted,returned chall e code, and to reject the
that A% sS*PRHIRELOPT Madere F ho3&§r éaéf?é%’r'te d 340" gamine if a
glvena%hﬁQ%M$ﬁM|£m ﬂ§§ﬂ§l§§§oﬁg|%@t%%l@%@'@fﬂkh@ fs8r’ s@ation
i n that the verifying neans (35) are
arranﬁ@ﬂlﬁpéd télofépAt h8BY | rsis anresdvllernd@veet clyhg  first
ey. [ X or, e ri
com R P bt n a7 pF vat £ Roy BF TR s Bposage
comprSBangonaarcaagé&ege (t6delOAyetOBrhasedifket scghnmugication
32. An aut henticati nmean accordln to CL?IH130,0F
chann§ ; Cehga ra% 6n} é&& é d nexa ine direct or

indirect delivery conflrmatlon is obtained relating to the

’

availability user station arrangement for authentication

purposes.

30. An authentication means according to claim 29,
characterized in

that if the given criterium is fulfilled, the examination means
(32) are adapted to activate the authentication execution
means (31) din the first mode in which they are adapted to
generate and send a second challenge message comprising a
challenge prompt prompting manual or automatical entry of the
challenge code signed with the mobile device (11;11A,10B) in
the access client and returning of said signed challenge code,
and in that the authentication execution means (31) further
comprises verifying means (35) for decrypting the signed
challenge code and to compare the returned decrypted challenge

code with the originally sent challenge code or an expected
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that the authentication neans (30; 30A; 30B) are
adapted to, if no delivery confirmation is received or

WO poovlgo1zxcess request is rejected, send a conPCTIEER006/000157
chal | enge nessage to the agsess term nal (12;12A; 12B)
conprising a challenge codé“and a chall enge pronpt to
the user station arrangenent (10; 10A; 10B) for

[ i n bi | e _devi,ce and entering the signed _
reSpoéL%]I g%&% 0%2‘2 gg) t hed cécgls? cf‘lc(éﬁﬁsanroe‘g)eeﬁfr nithg Feere is
agrednertthe battvaent | ¢akl 0Briganal tohaeTeyPd tdwud etd¥ Nelpected

i gned ihallen e code and to conpare the returned

)
TESPYELT yPIeU EREI I'etfyedecBEPTRE h TehE torFgidhe L lsege code, and
to reshald ange £ode O ARhPEH ehdr@SAASS %g@%e%% L0

grant the access request If there is agréeemnen et ween

the original challenge code or expected response code

ted returned challenge code and to
31 A B B 2R o ey 2% 180 g Peenent

c h a33. aAm aukhenti eati an neaps according to any one of
acteri zedi nthat the

h L ai ns 3%—,32, c har | .
at %PFSW?EH MrEFgBeResSsdge) ér§. afRpteratprengercsbe, first and
seconeDMydes esr & drandamuchel | ghges codey 34 eétg@}xgg?io%g%xternal

Aauthenticating a renote end user of a user s
storiggr fgérfent3tlequestéapoadiregstooaa ppriokeet etbsesFi tRe user

‘ I r r,Qt, ed .Lhf ormati_on by sendi ng an
statiB ETMGERSRE M%0kichEh: RERR G onetAR e n o r a
t eri zedi nthat it conprises the steps of: -

erformng an,exanm nation step in the_authentication
32. i AHENER L dSERBPTSReRR St RECASEE G Kol GAabRr ARgeReAL /i s

c h areaghgblecsfpriaptheqti catjon purposes over a first
communi cation channel of a radio network, if yes,

that the authentication means (30;30A;30B) are adapted to, if
no delivery confirmation is received or if the access request
is rejected, send a combined challenge message to the access
terminal (12;12A;12B) comprising a challenge code and a
challenge prompt to the user station arrangement (10;10A;10B)
for signing on the mobile device and entering the signed
challenge code on the access client and returning it to the
authentication means, to decrypt the returned signed challenge
code and to compare the returned decrypted challenge code with
the original sent challenge code or an expected response code
and to grant the access request if there is agreement between
the original challenge code or expected response code and the

decrypted returned challenge code and to reject the access

request if there is no agreement.

33. An authentication means according to any one of claims 30-
32,

characterized in
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- using a first authentication node over the first

communi cation channel, if not, using a second
wa@eaohestircat i on node over a second communi cat i BET/SE2006/000157

channel of the sanme or another communi cation networKk.

35. A nethod according to étaim34, c har act er

i zedi nthat the exam nation step conprises: -

generating a first chall enge nessage conprisin

a
that chilel ebeStoddald oo PaRdeAPcode Bt Che chaglenge code,
compAHS fient 1.catd gendiqg, the first challenge

nessage to tcﬁg User st at| on arrangenent or a radio
net wor k node handling the user st atl on arrangenent, -
xam, ni hent i cati on _reans, ven

s o h f
o EHLGE, 42, WIEBHLOSOLL 8! AR, cbly RYDr o oo

statLomf brrahyeneat tﬂ&ﬁésﬂ_&tn@hatd:@@getﬂseséaﬁeoh:écted Serv:Lce
received within a given time perjod,if yes, using
or HeHULAS n@rsaPHOF??E?daultf}@ﬁm%taltqrbnbﬁr’odéenﬁﬂrngen@’i‘ngaccess

requé%@eQQQﬂlQﬂﬂh{ ﬂ@ﬁﬁﬁgﬁFﬁﬁﬂpr's'ng a chal I enge

onpt requesting t enge code signed with the
ch atmrblale:de\ﬂ oeaarxdereiturm mg thereof to the
that aut hent i catl onct ns_ over, the second comruni cation
charfdtPr ¥ %0 |n|6f 52t9g sai d second node. 36. A

- @&th@ﬁhlagcgmdlmmmaﬂmﬂn Sdeer i35the haHernticdti®N means
i zedi nthat the second authentication node

teo@ﬁﬁa%éshseh%. hga US6Hbi Herl 3l %ﬁ@%@Jﬁ%@gsgés reachable
6L ERanR1 RRELANIBurposes over a first communication

channel of a radio network,

if yes,

- using a first authentication mode over the first
communication channel,

if not,

- using a second authentication mode over a second
communication channel of the same or another communication

network.

35. A method according to claim 34,

charac t.e rized in

that the examination step comprises:

- generating a first challenge message comprising a challenge
code, e.g. a random code at the authentication means,

- sending the first challenge message to the user station
arrangement or a radio network node handling the user
station arrangement,

-~ examining, in the authentication means, if a given
criterium is fulfilled, e.g. if a delivery confirmation of
the first challenge message is received within a given time

period,
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code and a chall enge pronpt requiring the chall enge
code to be signed at the user station arrangenent. 37
wO 2087/8%1mod according t o any one of clains 34PGBSE041000157
aracterizedin Bgat the first and the
second aut henticati on node“€tonprise the steps of, in
the authentication neans: reception of a returned

if yégmrypted si gned chal | enge code; decrypting the
'€t urned encrypted chal l enge code; conparing the

- usth@i rat, igdn ahald eragdcodersr aduexdect &g tode ﬁ(@%@, by
the returned, decrypted challenge code; - granting the

SSRALRE PedifEAN] f chablerger Aed s@eer ygamrl chiatd eagehallenge
55$%c t Lglna ent chal | enge,caode . .

p%r the9%§§§§€e érEQEOQQ%QE%%g? %Pﬁér%ﬁgé?grgﬁggtF% mobile

dehecaiceass reguesting 38herAofethod thecosdingnt i @a8hyn means
one of clains . 34-37 ,,.char acteri zed

Oﬂgﬁéfh?ts%ﬁﬁﬁﬁi?ﬁﬁ@?¢&9%ﬁ%ﬁﬁ;Qﬁ?n%ﬁlthe user station

if natr,angenent : sending a delivery confirmation to the

,confirmation nmeans; in the first authentication node:

- IniARG i ] ysespi AePde g. with a private key the
chal | enge code provided to the nobile device with the
nobi | e device of the user station arrangenent

36. Acawrirneidc aciceg diinioh tiohe ladth8dt ocadisen nmeans over sai d

c h af&rgtgcgnnunication chapnel ; at reception of the

sécbnf &hil Fehgé freSsage:™- entering the signed

that thal kengadcadehenttbhatacaensdberbinpal sak:t he user
station arrangenent communicating wWith the
T SAiftHEht ? caPTBANREaRS AV ENIEhMesEaER] et et Roghallenge

cdHE”HE&-a3§half§ﬁﬁgrﬁ?@ﬁﬁﬁofgﬁgﬂring Eﬁgigh§§lenge code to

be signed at the user station arrangement.

37. A method according to any one of claims 34-36,

characterized in

that the first and the second authentication mode comprise the

steps of, in the authentication means:

— reception of a returned encrypted signed challenge code;

- decrypting the returned encrypted challenge code;

- comparing the original, sent challenge code or an expected
code with the returned, decrypted challenge code;

- granting the access ‘request if the returned decrypted
challenge code corresponds to the original, sent challenge
code or the expected response code;

otherwise,

- rejecting the access request.

38. A method according to any one of claims 34-37,

characterized in
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characteri zedi nthat it conprises the

steps of, at the user station arrangenent : pronpting
wowrah/oshed first chal |l enge nessage an end user POI/SEX006/000157

a secret user code, e.g. a,PIN code on the nobile

device of the user station arrangenent before

automatical or manual signing of the challenge code;

that sggplngokgglgg Il%p%p q&%ﬁf ?fa prlvagﬁungrg%rk ytatlon

on- an ent f he ATser
arrammmmnggnent e.g. SIN$card 40 . A nethod accordlng
cl aim38 or 39 c i n that

z e
- S??é%%%pﬁl 1Wﬁ§ysﬁ§ﬁ§ﬁéwwtépnré&ép?h%nceﬁf%ﬁ@atlon means;

ifelhy e yr SONL U F B¢ Do Blod Neoi henti cation neans: -
sendi ng the second chal | enge message or chall enge

- aprgnpileadlifiesheribes el genviblh ahermsetestcam the challenge
<%ga|§QSUEBEdV%%“%§héW%débfee gvgéer % enter a éb?gydev1ce

enge code resent ed-on: t e nobi | eV|
Oﬁn1ﬂh£ aﬁﬁﬂSSstthDh agrmm@emgnfrcwbmm&hfﬁaﬁﬁﬁg with the
ient, the signed challenge code to the

a ER?&&&?%%&?% FREHsOVRL SIpdnEthel SOEBHALAGLECH smpnnel;

aONee & p€l s Nt 3B secdnd cﬁqa[llaerﬁ_:ié fedsdgz € d i n
that it conprises the step of enentlng the second

- eniRFEHY | EREI 6 omede, Cltfyllen@n@@@el g dite sendéng terminal
Of:orgﬁé]e%sgl}al 'S%Qg_le. }lo 5. J_ear? gfggg CléoenGn ste::.thﬂterbguser th the

station arrangenen i ns ruc he en

aunderatl lgatsign tdwn < hatd enges CEQdﬂ)rﬂ:h coniofy i e tdiedt cehafnel .
the user station arrangenent, by requesting the end
user to enter the chall enge code on the nobile device,

39. map@dthod according to claim 38,

characterized in

that it comprises the steps of, at +the user station

arrangement:

- prompting with the first challenge message an end user to
enter a secret user code, e.g. a PIN code on the mobile
device of the user station arrangement before automatical
or manual signing of the challenge code;

- signing the challenge code with a private secret key stored
on an identity module of the user station arrangement, e.g.

a SIM-card.

40. A method according to claim 38 or 39,

characterized in

that it comprises the steps of, at reception of the delivery

confirmation at the authentication means:

- sending the second challenge message or challenge prompt to
the access «client of +the user station ~arrangement

requesting the end user to enter a signed challenge code
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optionally a user identity, e.g. PIN signing the
chal  enge code with the private key stored in a

wae e@asdlye nodul e of the nobile device; presentPCySEIN6/000157
signed chal | enge code on the nobile device display; -
entering the signed chal | eAde code on the access
client; returning the signed challenge code to the
aut hentication nmeans . 42. A nethod according at | east
paecendiedg bo cthemmiyike h dgvicg cdisglayi, zOB dthen access
that the decrypting step conprises in the

c&&@ﬁ@mtlcayion nmeans: fetching a public key :

- reRRYeS PN tthd Redidsvalld sy, sitoy esiigmedinchallenge code

aut hentication nmodul e of the nobile device froma

tor dhiengurbensicatdesr PFEPAg the returned chal | enge
code signed with the private key with said public key.

41. A method according to any one of claims 34-37,

characterized in

that it comprises the step of implementing the second

authentication mode, by:

- generating and sending combined challenge to the access
client of the user station arrangement instructing the end
user to manually sign the challenge code on a mobile device
of the user station arrangement, by requesting the end user
to enter the challenge code on the mobile device, and
optionally a user identity, e.g. PIN;

- signing the challenge code with the private key stored in a
security module of the mobile device;

- presenting the signed challenge code on the mobile device
display:; .

- entering the signed challenge code on the access client;

- returning the signed challenge code to the authentication

means.

42. A method according at least according to claim 37,

characterized in

that the decrypting step comprises in the authentication means:

- fetching a public key, corresponding to the private key
stored on an authentication module of the mobile device
from a storing means,

- decrypting the returned challenge code signed with the
private key with said public key.



