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WD 2004/ 070538 PCT/ US2004/ 002356 DI STRI BUTI ON AND
Rl GATS MANAGEMENT OF DI G TAL CONTENT RELATED

WERPULIO@ATE ONS The present application clai ns tPEr/US2004/002356

benefit of U S. Provisional Patent 5 Application No.

60/ 444,581, filed February 3, 2003 entitled

"Distribution and Ri ghts Managenent of D gi tal Media"

and U. S. Patent Appl [ catl on No 10/ 726 28 f| | ed
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Managenent of Di gl taI Cont ent TECHNI CAL FI ELD 10

Thi s description rel OFDEGTHNIGOANTENIht s managenent,
and nore particularly to facilitating authorized

| i CERELATEMAPRIICATIONSN of digital media.
BACKGROUND The nusic industry is in the mdst of

si griTlid prasent applicstion cleors tﬂebanbﬁﬂs pf i Provisiong) atens

 heamnicarion N AvAY. 581, slef B Xod Slifippubihbuton and
hi st its M%h%'éﬂi%ﬁtsoﬂlﬁ‘gﬁall}@%a’%ﬁ@ﬂ 3. Palefit ApticatiaN Ro.
enab dthem to seizé control of this distribution of

cont BM726, R fid Dechmvhs 38p243, andlem“@&tybutwwdéﬁghts

o srupereean B EEhOPRe S 2 ue quo. The myriad of

at ¢ oHBCREARRELI .G 01 ve the i nnat e chal | enges of
or oot Bkdeveonrgrear Gl peflhorrehotmnetam oy o
fa@ﬁﬁaﬂ tgaatuﬁﬁ‘)n"z@d ficen®inginfl idesRution beaigitel tbdibhe musi c

i ndustry, other industries, such as the notion picture

i ndugg@%(;g@ﬁf;ﬁb fromthe same challenges. No solution
to date has satisfied both the content creator/owner

and “ﬁd{ﬁ?r& ihMBe RRMsY ofldiGhitidhnt Surploil, Ry ideéhdes, mu
sol utﬁ%rl}luf&gat ag been wi deloy lgﬂ()jlc;pt ed i's 25 found ?r11n st
cctmlmnmrhawbeqme\ercomn@lpééhe plresisel distribrideweelthe confpyf it creates.
consuner

FRRISF Sre g Ao i oy R e uR RAYK @Rl them

toPRYAeRBntrdIQYF thid QistdiftRnof bog¥ntd Rapldpdevelepii eatd \ei&e@r S
are left with no ability to collect fees, owed t

addpéedd tedtviodogyi hag sesubied mcqslam@roﬂraf@umtwﬁgha@ﬁéﬁ (fee status
apol 1o st Shisast g A ok BEE R B o] RS 0

R Ind§d1e$ thiehhm@s challenges of content distribution in a digital world.

Although problems with digital distribution of content may be associated to a
significant extent with the music industry, other industries, such as the motion picture

industry, suffer from the same challenges.

No solution to date has satisfied both the content creator/owner and the
consumer. The only digital distribution solution that has been widely adopted is
found in the various peer-to-peer networks. However, this solution allows millions of
consumers to download music and other forms of copyrighted content without paying
for the content they download. Content owners are left with no ability to collect fees

owed to them. This situation has caused devastating revenue losses.
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many content creating entities such as the nusic
conpani es have acknow edged that digital distribution
w0 goosh®sstit ure. It is the nost efficient and epOnUNI004002356
means of distribution. To date, the nusic industry
has still not fully enbraced the potential of 5 this
di stribution venhi cIe Digital distribution is also

beco eval in d .
[ es p@r[o%g ?vsrggnt q&i&%{% sggé.; Sélé\ﬁ%(gsam&lg othetr things,
géﬁl‘t&ﬁ%@é&tlng ¥nfithe sOEts athe Adligh! doynpagies havd sknowledgad tat
ely to arise, in the context of other types, of

dlgdh]t dipfributgoy is dhe fugrg Itds theimest pRisianb ANchesgePEgahmeqes of
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tlﬁ@ﬂhstrﬁah@m? vétaeis., D1 gitul dﬁtrﬁaultﬂoms alsb lbemotmmgmemzﬁlemuh ether

RS T P FBPLD e
b? %rrﬁﬁ’é’f@ 1nﬂf.1st¥}h§a\)m%r§ o B 1iKeB) fo ah@e Rh %e%hte%g 8f Bikr types

I ngenent 3 1n the underl’yi ng worKks.
thMW%RY i's Systens and techni ques are provided for
managi ng digital rights. The inventors recognized
t hat Cexiesttdi gigal tdesmihbutixpuesocfednrin phomesit imiysty,dot edanmpdelicanfine

e SRR ST B podnalone, and, Nl prce e8GR

aifl 1*“& ARk Bk B%ef mﬁbﬁl'e %Qtlbllfke Mbﬂeb{fé %;th@ie ME&d1S géri%rally
rightfully access digital di a and er content. In

liaddhaw the,copsumher psescibs s@gemaheymay\fpu @n‘é sorae Rhitic svadels may
e RO h s E T SR A Ei T S
evi SUMBARYE T FE‘ 19 2 data dif 'g! ?a?”mi‘azéii

DLt hopiisat pt FhtiguG n oy Bl ee et M B g,

ihithd Ao gilifedaRati R tdahiqaBs fop pAsteding didifl Brtia dnldlother
using data stored in a non-volatile storage 25 area of

cohtent e mad@qnatﬂeand'lfh@ PaipggRses |ca1mbgmé¢mp@te@| erdiseesdng diggal

a harlz 0.access

s ek 7 RERARE mel AR B for® bbb atesS ol
nhddlid & dtﬂerfc@ﬁteuf 5. addi@ndaich pfddesses eanproeida ampetihanism to
file. The search for information relating to an
refard gweers e sAmpBng andodistribpieg spehgoptene can be

conducted in a license database on the user devic

The Ih oangencsl agpach eavagenent 9€ disabighds jnyolvse detectmg a data

R IR R Bl eSSt BB e

dataefle &fithbhiea uslRr autietizagort ah séeclaiskasductddnfor infomtapioh relating
system

to %n authorization to access the data file using data stored in a non-volatile storage

area of the user device. The digital wrapper is disabled if an authorization to access

the data file is found during the search.

Implementations include one or more of the following features. The data file
can be a media file. The search for information relating to an authorization to access
the data file can be conducted in a license database on the user device. The license

database can be located in the non-volatile storage area of the user device. The
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(BIOS). The data stored in the non-vol atile storage

area of the user device can include a location of the
wo p@enms3giat abase and/ or an access key for thePdT/U82984002356

dat abase, with the access key being necessary to

access the |icense database. The 5 |icense dat abase

can i ncl ude an access key for the data file, with the

G5 SRS B R AR LR ARl bR
(Bi@fS')‘ OThé ath %ré&n@l@@ﬁc&ﬁvélbn@le dedrapef dréeeoﬂmél ufre devivelesi ed
in a license database associ ate with a renote server
inchude @éwﬁg@ of the dicersedieirbnserang/(er @p access keior thedicshisse
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to the central server, enti.fication data

an
oAl e St rand e Ldenti Ll cotlon data
a&tﬁ@ﬁéﬁ@ﬁ {0 %%gésocﬁe 4B %id Sene Joh&@étécpﬂl Fiefs S Rata8E héég@lated
a diglt assocl ated with the user device and
wﬁhmenno&sssmer at responis¢ to & dﬂemsmtloahdhatcadocaﬁhdatabase on the user
aut i zation.to acc ss tthe data f.ile can be o
dgre %ms PALElds HHORANRE elafmtoAn gz e f@ra%ss ¥ & st
recei ved, The, di er can

urc se _can be
D GHGaB GO AR Seon GVioh S bt St bt CGR perves and the
1&%5{1ﬁ5at1]oyal§taac%ﬁ SRLANRE f%fallto@ech@t;érﬁfal S@ei8 Vﬁﬁ‘dfﬁte e Ber

central server. A rmessage fromthe central server can
ddmoer Bt 1dem1ﬁcnt1<vreéqm pareincinde haligitd ket @ﬁ@@atéd withehe user

aJ n ssa
APl & vER el R ise A et A D Cipas the
dbm1d @ﬁl BeSHTerStENr pBrchiade, ARl ﬁﬁiﬂceﬁt@ndehﬂ’ tleetifgrab pehagrcan be
to allow the central server to 20 validate the user

rageivied e Therfligithlownapperi cenbe disabligd in responisa e theaceepiangs phthe
Oggl)s/ Sé}gccéeg) an%? ﬁf &fﬁtol%fe;‘ tc]a?n bS&ht %e V#e%fra%%e? r A%éﬁ € froné the

e user evi ce. ormat1on
céfra Berfet daf be Z&dehved it Cespoe 36 tHehechtdime bof tie df&lﬂ, dnd data

stored on the user device. Apcess to the dat ﬁ%@fl l.e .
ceuianp inyhiamegsase cambantedde disable dhe digitalvmarrer; flenijfeation

%ﬂalfgr ths Qeqtdevwg U;ﬂfj'lig] 4t RAKE eSS 8EGE: B Qﬁowfth@&n%f &rver to

Urchase an. aut horization to access the
vﬁ]udaae ihs usatdesiwe e fihe ilenfifientmaalatacahancludef a)qhgaah I@M assomated

el at t th t t th fil
v et et e it feah B LT PG BET drute: bfbhaen”

rxﬂ% %taﬁ}ho%ﬁﬁﬂﬁf) ab&ss ARtRHBRaNPE BRI dntBe USRevice.
evice 1 ncludes software for disabling the digital

Ascegspethe datn flncambe dggedifan agthodizationdo dagess theldata flgis not

dosnotlnclu a apper_ i
dugingithgsea ‘Pﬂ‘@ngéfadlg(ftﬁréo rcﬁ%%rﬁlla?‘thoggusqnntg acgefss e data
MSRABNAIdcpRd 3Pha ke fob {ﬁfoﬁe&mrrelhumgtoc@ruﬂlmduérofo access
information relating to an authorization to access

therdataifiteccaniinadudesising eraswalie gsdyciiopsgtaerhintbe digitplwrapper to
dﬁ%ﬁf}%ﬁ%ﬁf g &ﬁ%pc?e\}ﬂcsegﬁclqgé/s' s%ﬁwaregfoy\@sg&%g/ i 9%%%1 wrapper.

In another general aspect, a data file that does not include a digital wrapper is
detected on a user device. The data file is identified using a file recognition
algorithm. A search is conducted for information relating to an authorization to access

the data file using data stored in a non-volatile storage area of the user device .
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Access to the data file is allowed if an authorization
to access the data file is found during the search.
wo pplensEss at i ons i ncl ude one or nore of the foPdDURIVG4/002356
features. The file recognition algorithmcan include
a digital fingerprinting detection technique. The 5
data file can be a nedia file. The search for

info ti,on el atin 0
AR R 1l B L PYAR b8 A EgERyne
dipihgtthesdas@y. device. The data stored in the

non-vol atil e storage area of the user device can

| dentofl¥manth@satiheiidedne driork o€ eesellcainglfageres.NThe file
vol atile storage area of the_ user device. The search
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ase assocCl a serve
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purchase. |If an acceptance of the offer. tq

da;sw Fté”fFéslB thesnqnayQlptile goragg aeeaset theyuser 5@%}3& can lrlFI?élfz &rlogstion of
th@'hceefg%%aﬁw{ qh1 1 a&lag% b of BedRe AR IThRtbRbh iR

access t e can be stored in a database on
infférenation relating wanlant}roezgtmlste at:@ess He dataclepambe eomfucteién a

igones PriRhieh brepacagvi § BRa GRS AR SR PRl gt e date

ﬁfe' daﬁ be bfeRAAbPSErcRRBE TN a%éﬁﬁﬁ{ce o FRCSRE $o Alirhase is received,
| ocated in connection with the distribution of

acmeg;u todhe daty fitescabyperablowidi hvgfmalmn gelpiingstog agthegigption to

i BE QiSSP g SRR op R R GRG0 Rl o ife
ad¥epiRR&S ofi tAE bEfEH 1B utdhbsy. alighal medppéﬂ a3gpcidtedwith die martﬁied
distributors of the data file. 20 The i nformati on

fileeqag e pgpliest toklee d#ta fiisr e di stributors is extracted from
the digital wapper, and credits are, all ocated to t he
one branvdites senaselraspent.arracasds aig allpcaterhin cornecsion aith the

|
sﬂng%;lgﬁpg gmfgintal r?@éﬁ?f&@v%hsﬁtg ﬂeuqql 2 QI d@@?y@gﬁeeéwmg a
rdquedt bepuichase ladﬁghit tf axestthodats ﬁllaitTthiatzoﬁhnndB&sgtnhgital
v il el o A GRS
Tgé‘ ﬁ&ga&ufoﬁ%ﬁ &eolé_o&l%&yg strituork %eaafaéﬂe& Fronffhd didigl

tor n rmati on an or the royalty allocation
wirsfper, ad credite are dilecated toi the ene asnig distsbuterschased o1l the
identifier. . The retrieved information can be
e%‘té"‘tcltqde‘%}é’dlmﬁl%‘?‘n a central database located remotely

fromthe er, e The re t urch b
ot TR BHpRERolegs 0s o mitr AR Tuioab £ARRS; Thg gt
¢ ﬂgﬁk Esh ﬁl?tﬂmbiﬁcﬁﬁc@ ﬁﬁgmhe&oﬁ rélat ASSAE] AloRskioM 6fhro§a1ties

central server. 4 W 2004/ 38 PCT/ US2004/ 002356
associated with purchases of rights to access the data file. The extracted information

can be a unique file identifier, and the distributor information and/or the royalty
allocation information can be retrieved using the unique file identifier. The retrieved
information can be retrieved from a central database located remotely from the user
device. The request to purchase can be sent to a central server, and the allocation of

credits can be stored in a database associated with the central server.
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To participate in the allocation of proceeds in
connection with a distribution of digital rights, a
w@e@r/oofs3e device on which a data file i s receP@EUS1084/002356
identified. The data file includes a digital wapper
including information relating to one or nore
distributors of the data file. The digital wapper is

nodi £ ed . to nclud for . 2, i

i den{r ?lgﬁ’ﬁ’f‘ AL e 4 lr?(ggtbos?egr%r egd$ %@%&t@ﬁ V{lﬂjeé %g?jguuon of
dlgitth‘lfT\'H td, A vséreo Mindbivide @F widtlgh tiah il Bppeivddieideatifitd. €Bhe data

an alTocation of credit to the user. The di gi tal
filoringipees a dgial yerappps celing inferanbion reaing'e qns of R }at a

I

o PR 181 Rl o o8R8 rain
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digfal mpegﬁgwbifé@n@ oczfiqa of P@ﬁ{t o thgls Sfﬁle ?aﬁ grapper
r eceéazgggdg@gfe%m%@es% ﬂ%%@ﬁl fﬂQ withou! @%ﬂ%&rﬁaﬁ&? The

eguest Credit for the consuner purchase can
die fid with sheadodified digitaherapper @in besent td |asiemcb associgtedhigh a

|nfornat|on relating,to the ident at e
coSuRich i Baedeeilp G bRacs h el 1 caf B peiyfd from the
c&%ﬁﬁ{eﬁhevﬁ@é VR d1%1'ﬂa1 AL bn YR WNBIMASRI L caflbg diséﬂ)led in

rights managenment is facilitated on a user 15 device
rebpoms@ [t &@trp@qummqs’at Crsdit feyl the persumer purghase caebe aldocated
3@8{}?5 ﬂg rﬁ% o?% §1sﬂgbé1 Oq%giiﬁ% 121%& glﬁl‘i‘é}aﬁn tottﬁeeldlé@]t?ﬁcatlo? of
tHeAMetiSin e 4Lhﬁqusbﬁﬁ1%ﬁwﬁerra§@mtbmenﬁbmedv@u t al key

is stored and encrypted, and the encrypted key is

sent 1 gndthe gehshl ﬁpwtc(ﬁéﬁar rightsahag@e@Bnib €acilitated on a user
devi ce. The encrypted and information relating to
detiee bixs eollegting @5@@%@95@@@%@ ausepdicfe teluhing YHE User
€.1.S S

ciegmﬂg%%é dra'te%%ly@e c}g egf}c#ﬁ IB% r;tfxpgsneg gﬁhé[ d Stéré(tﬂ%eegmgltal
key gslh@them]/lectbdmif@mmbﬁt Theadi giltabltayde st(onﬁl amd emmryptedf and the
thefollovvlngfeatures Identificati far

en@waﬁefi kgy tspent tadlas usst deviee {98 eoragepind 3 P%ef SYngB'f léf‘oencrypted
e nd Jli‘)? orflafibh AlatifVioltRe ne H@\ﬁ@él@ chiyd déﬁtl%'] B&eived, and the user

\'cation | nformation rel atlng e user.
demlcé scstahdatﬁ& using thrematdival énsrypodd leyt thd rmmwdcn;ﬁouaﬁtm and/or
W|th bI e code stored on the user device. The
ﬂ&?%‘?‘iﬁ @; s generated by and stored on a central

serv The validation of the evi c nvo
decr ypplemrARne ey Pt oy e b b 18 iicaton
1ﬁ6ﬁﬁ¥t9§nelglaﬁﬁ¥ to 4 s BEtRtRECLEvEHea E@llecf’eﬂ}’andﬁh@ digital key is

val i dati on of the user device can al so I nvol ve
ggearetedwising theidditificatipn kdgrmetiongelptieg fodbensasd The collected

format.i on.relatin 0 the er
%fgrqlﬁtéono@ é?ltlegl?edwg)gc?ogaws th Mot ut%bel §c§ei SQQ %d %82@@8%%9 fevice.
itall ﬁ?‘@%@ﬂ&ﬁ@ﬂ ndRaT oo C8HS1 §edverd T ﬂ@vahdatlon of the
200 070538 PCT/ US2004/ 002356 .
user device involves decrypting the encrypted key and comparing the encrypted key
to the stored digital key. The validation of the user device can also involve generating
a digital key using the received information relating to the user device and comparing

the digital key to the stored digital key. Access to a license database and/or access to
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a digital file can be authorized in response to

val idating the user device. The unique identification
walaioa/ores3ext racted from a non-vol atil e st or ageP@r/E52004/002356

the user device. In yet another general aspect, an

i nput /out put system of a user device is nonitored for

attenpted file transfers. An attenpt to transfer a

a hr th /
= 8L blssn b o< R P QR R REREbS,  The e
idehtifcdfioh @a® is &ktfa@mdrf@rh A@oatvorimips ﬂdragé afea o€ the ukbedevice.
digital wapper is adapted to prevent wunauthorized

accenpyd: andther ghatal hdpeer, al IPLESEPLtAyEemMSOS arusbw&mwie
or nDre of the followi ng features. The data file

miowitpred fer atieaptedafila tenwerdi ginadiempt tppanstes alatsefily &p}pu&mthe
Y,

1113)%?/31?31]?&%%@& 15 rﬂgegétjﬁ&’baélﬁap&l I?aé (Vjvlr é%gifaagﬁh% to tlﬂg g%tta ﬁth;;/ before
al@cfwih@ ﬂqdiateﬁapfted tean¥Bdr.C Thadigital wihppériif 'ad@tédotb ppévenhe

data file in a datab%ie on the user device.
upaydharized pergst 9dheidata s 1 e can be perf or ned u3| ng a

file_recognition algorithm The ital

i ncl aRlsIeReHeranrlgHe Plaee?ﬁmwy.%hetfﬁ oWEfeHIS. g data file

ANRPRIAPhE UG ot ol UL, gkt or
datadild éfhegthgmlaifrappqm eet be appdiedibhsdd dnithe 1deat1tyohfnhe fatedile

on a fir er. de d. the digital fil i.s
hean igentorT i At b data e i GamesAsaPt s dsch eice.
Ideﬂﬁgﬁﬁgﬂfe QRtast10 Eﬁgb@ﬁerfdrﬁl%dfu‘slh ta ﬂl§ dco gﬁﬁbﬁ Glgofithm. The
reques to copy t he |g|ta fi from first user
dml weppe includesdofmmatien 1ddet1fym the dete did¢ gsbinfarmdtion relating

nmat | t d
e A G e
d bt ai .. The di.gital fiLle i )
3 2S.r v eehdalRb e Ea A ug Mt didihe LirsEust davpe and
t}féedig&ﬁ filéRdusiatido ailkemdel ih MEdr@ddnde widRicessedhibrfatior étbfd on
d the second user device is stored on the first user

ﬂweﬁmfc@er devince reraduest éheoryitbe digitabofile fivim therfistaser dryice to a
f ol I.ow feature Th r
S%Cé){}fl 8%61‘@%%16% és rgcelgeﬁ C? %ngﬁna%%ﬁ ags%%%ﬁ %QN tﬂb%le Se Oglgeulééle
daﬁcé! Qﬁ(ﬁlﬁdm@ amqaa 1déﬁﬁﬁ&&10ﬁ&1dﬁ fohte sbmdrueélt&bs'toeﬁs obtamed

g the digital file is authorized based
Thpéigif @Wé%cqmﬁfbfrﬁﬁltth% first whia deyige fube seRop waeh dspicpand data

lo
G LA AL and 89085100 etk AR o it v
dstiog.ed on the second user device. In yet another

general aspect, a nedia file is identified for

di st Eﬁlblﬁhieﬁtmhoﬂﬁ:mehﬂe oB®or mbﬂﬁqf thmﬁjllk)d/im@fehmfe;sr Mk istomed
relatjn 0 usage ri hts du e fees ads %CI at ed
g the DS DB AP U0 SYE0 0T UG Bo0 P Asgtal databese.

determination can be made that the requested copying of the digital file is authorized

based on the license information. The license information is contained in a digital
wrapper for the digital file. The license information for the digital file can be stored

on the second user device.

In yet another general aspect, a media file is identified for distribution. Access

rules, including information relating to usage rights and usage fees, associated with
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the nmedia file are identified. A digital wapper is
applied to the nedia file. The digital wapper

w0 p@kidss3s | dentification data for the nmedi a fiPer/asmo4/002356
data relating to the access rules and is adapted to
prevent unauthorized access to the nedia file.
I npl ement ati ons include one or nmore of the follow ng

f eat Th
iRt B g RRpS A il RRREE s FERiG R AR 1 P
digital Wfa@p&anélad@qdaﬁﬁiohﬁ@l amgifer the h@dlaﬂﬂle afd @ith adlating to the
wrapper further includes informatjon relating to one
agsiessigies agfl it adapied de preyentiumeutherred aoress to the raeBa Fler
general aspect, a nedia file is encoded with |icensing
i nf ofmplemshtationsaciude opeer more aféhg Hllpwaesigatyessndhy digital

with Wr;%' oY 2R 1o Be Hfs@%’lg@a}" eg@é‘H{ e %eﬁ?adﬁl%gag\%ﬁgsgf thdr FA%

ppé e rs 0 a user

liteist tauadcesrte aediai filst The égitalnwiabper fusther ineudesanfoomation
al | ow unl ocki ng_of, nedia tLlle he i nstructions

relatyig tg Onp 8F nﬁ"ﬁeﬁ%ﬁ“ﬂ’}ﬁ%" ilg file and sending a

e L S T L
aﬁ’cp{h%'n'ﬂe hlecig g:%ﬁe# Qﬁlﬂgg digiéi gra%ggr tif‘o |p(lg tﬁlaluﬂﬁ)%%@ adc@ss.

access e1so e renote

Thae wampeda)mdheaﬁkees batlel tite all'éembdwa ﬁmdtmctncmstah@ms&ﬁed on the
device is usi | ement at.i

b e tie Slve R lRens o Retid Fie | i BB ATBRUS Fradentitying
tHe 1RE41% ild fhd s%ﬁ&iﬁg a hd36agIBRA a@c&ﬁh&el v$1t1§1!h@ '11%6’11 ﬁmmauon
user device. The license includes data f unl ocki ng

endodediihg riddisfile) to aammoltmser'geém@pbﬂama@p@@ﬁe toagsse the media file.

ntr ed dat abas st dent i f
ilogfis IR RRRR T sBRER Tk heTboR sl iy o the
nidde: flie@nttid udel H&See P aUEWEA aihZ @k I5RAer 1S operable
to receive nessages via a network froma renote

devi Qﬁpleﬁﬁﬁﬁtlb%ﬁblﬁﬁg onéBSSBALofIthe falldesndfetteds. The license to
identifier for a user and identification information

ageses the nedig filglis stored. omthe uscadeyias-i Fealliesaps/dicludss daid farer
uﬁﬁgﬁ%gﬂgﬁgggg%%%ess paynent information for a license

file, to store information

as SO ‘ire %nteétﬂg é%,eﬁgra %%g&s 4 ¢ ng[ ﬂ?eed &éabage 1s%1dg6t&?t sft&l)ljeﬁdentlﬁers

I censi ng

f@ﬂ‘tﬂgﬁeﬂ ilésaindftod kterd wer libeisésionise thé&iiglt& filekhe\ ddntr&]iweldl’sgrver
information is adapted to enable the rempte device
issenesAb e ioacefive WEsaEe Hap neiwask Fom peempdedevice. Bach received

n#ée%%% :ﬁgdgﬁ&%‘ aQfeSr 1'd§r§trﬁé? Gor Ve hnd TR Rfa 15111‘ H?‘%E@Wf&ga

I zed server can
dqpﬁlﬁmldhb@mMﬂﬂﬂn&@mﬂﬁesﬁnﬂnmbpmﬂbbm¢pkw&ﬁgmyﬁmmﬁnﬁMmaﬁmn

30 rermte devi.c to decrypt the one .or re.
EoR e a6 Mhecio i SHFF oy S5pofing Peigense o use
tl?@xﬂéftﬁ%ﬁé %@thegﬁééﬁ,?ag@ % %@@@nsing information for the digital file to
the remote device. The licensing information is adapted to enable the remote device

to allow use of the digital file by the user.

Implementations include one or more of the following features. The
centralized server can be further operable to receive one or more digital keys from the

remote device and to decrypt the one or more digital keys to validate an identity of at
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centralized server can be further operable to receive
waleaiso®sspeci fic data fromthe renote devi ce fRPECT/USH04/002356

validating the renote device. The renote device can

be a server adapted to support stream ng of digital

files to a user device associated with the user. The

renot e .devj can. st ' j [ '
GG AR iRt i e GRS P LR Ao,

obdieble S RkceivEldevicespdciid dalfieertierensda dodcd for ubein validating
adapted to receive information fromthe _user device,

threapterdeviced e TenoR d5Viss suthet Eavariadmpted o yopert skepnypg of
o5, H8To {6 GO0l G g L ke U P
liearsagsnfoombtien. | Ticemesetd ddvoreroah ben,user devioense cihiddalbils the

containing.the license i.o. i nfornation,.and/or the
ugiro e PeAGot SIS By RS PRI PRGsHY e gt frgm the

uddartied %eﬁérateuas(ﬁgi't;ﬂ léé}r%%ki'a% WittHRivs&! anW R RREser device, and
appliedto the dirgital file. The described techni ques

saEirthb digitapkeyrte thewendevacare Thodigitalkey cap bt edaptert toi emablan

article i.ncludi . machi ne-r,eadabl e nedi torin
agres oue figkhse mipuiod; % o St sruigmedbis Beee { o
ifBFhAIoN ARPSAhs Qi3%al Afe. ThE lidedstid iffRinaftiec b MitLadapted for
i npl ementations are set forth in the acconpanying

usk mvdisagling adigitabwerpper ipplicd to theldégital Bleher f eat ures
will be apparent fromthe description and draw ngs,
and fThedeichibed feghmiguespEBORIIPFleanner aprRaNthes iFp &yster.sor in

a_flow di agram of..a pr r ' | di.t.al .

of gl AP Tl OGS el R 8 L casing one
ofl ok EFrocesdeiR teperdoraDofitiins. FI G 2 is a bl ock di agram

of a representative system for nmanagi ng digital

ri ghtthe dbiafks 8f bife @ rhére\im@icathaiiiod are spy foftR 35 tHeQcompanying
installing, on a user device, software ("Sol ution

dsptingweanst the dessripiombelows Qtberdsaues Wil be aprasentiionzthe 25
dE: cﬁlpﬁmtl g?cﬁdj{amﬂésdﬁlﬂgfr@lﬂ]tﬁé @Ry ocess for wrapping
conten at ar ou

fves Wt any digital wapper on a
user i ' e Solution Software. FIG 5
IS aﬁ%ﬁgﬁ%@r@f’wy% am of a process for
gene N uni.que SL 0 i d ifier. fQor. r
and 610 R Do SHEhRPRS Rk e R E ity

i2100d4d0HS 3 BV 1dE20H 490 EShPutef ] G 6 is a signal ing
and flow di agram of a process for accessing a nedia

fil e FIG BisGagechMiesemabaSepreddnt 5@ ¥ydian for hisapnsedibnil
_trﬂte media file.
rignts.

FIG. 3 is a flow diagram of a process for installing, on a user device, software

(“Solution Software”™) that controls access to protected files.

FIG. 4 is a flow diagram of a process for wrapping content that arrives without

any digital wrapper on a user device that includes the Solution Software.

FIG. 5 is a signaling and flow diagram of a process for generating a unique

customer identifier for a user and/or a key that is specific to the user device.
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FIG7 is a signaling and fl ow di agram of a process for
accessing a nedia file in a case where a user does
wmoio4kznses a | i cense for the nedia file. 5 FlI G BCT/BESH04/002356
signaling and fl ow di agram of a process for copying or
noving a nedia file froma user device to a secondary
device. FIG 9 shows a flow diagramof an illustrative

proc f.or perform a.pass- al ong_ di i .0 :

o’ ERE cif b fRRRS) i AR R ofL PR s bl e et e
inf d ée whekeld deer él@éaﬁ?r QBs £1i66H¥ &r3hé Metifadily.ar i ous

drawi ngs indicate [ike elenents. DETAILED DESCRI PTI ON

The pKSta8E sRalidealdn i eRgtasef i Podedd ghtactedsitigt thedia file
_conmputer-inplenented systemfor distribution and
inr4 eise wheterraeseneers not havent licgnsaiwaihe mediedle. The syst ens
and _techniques represent an end-to-end process that
suppblG § iy p signalingansniow ¢iseragt ofiBPioeess FPrEGoRy RS GRAVARE 2

fil incl udi n | C.an her .r ecordi ngs, novies and
= flﬁgﬁegoaleao?serggﬁg‘ibaan Co?‘%e’? g‘\!'/\le%et'ten wor ks, and ot her
file uch as fhose that,. pe i th i i. al

| boaf1C SfiPuaR Aol bl BSIMHAG Bl o} pARRIA a pass-

albhg GRtHutivhe fol l owi ng description focuses primarily
on the use of the techniques in connection with nusic

fil egiGlibes & Gehigues AEagreédsator wragiihg & alddi file. ot her
types of digital files. Simlarly, 20 although the

t echnii@uefereiice sAABEIE iPRd vaodsRawiigh xdicd likeelb@ents.
files, the techniques may al so be used in connection

W t hpidt dipmdiprdorasrion ot her types of data files.

The systens and techni ques ensure that content owners

are GRIPRASHS S EQMid RS deddiibtd h&U IR 18 BdompBteRimbloichted
wor ks and offer nmultiple levels of participation in

system foraligrbaiongpadeigitsedanngeniet ofaligitad ndir files. cBresiysigms and

Rt GhoePioad b Bacfend Bob G A AYPHRR Fetually s B o
pidpiietaE digehl fildSineRidinghhtidic BRUbtBer fRadrdRigs, MeFes and other video,
“unw apped” (i.e., unprotected). Media rights_ owners
bheleseand ipgheairitienyvarks, wnd pthar files.csugh anthops Gehpartaghto the
0 er shi . pa r
A G R R A P Byl OB 1 TRl B0l B O
dddeeipfion ochEsipsingdridy ool {tende bf drtedhniqea@s i ¢dintdtdn with music

e e sahte T SIS OB S0 L TS B,
aﬁﬂ%dghglz@t%@%@&&/ @E%Qﬁﬂﬁﬁ?tﬁ@con% f hefilal fRed, ShLRBIHGRE
and i dent1fi t

al )
d by e system the information such as

oo tendedaycrmntctioaquith eulimslic files bad pther (ypoea data fles.
Tkl?lg s?&én%sh érllq eghhn?qllle% %qulrg lchea%i cc];r{t«!en% ovv\\lzl’nteps are compensated for the
distribution and use of their works and offer multiple levels of participation in the

revenues generated by the sale and/or licensing of digital media.

The techniques work with media that arrives at a user’s computer in a
“wrapped” form (protected), as well with media that arrives “unwrapped” (i.e.,
unprotected). Media rights owners have the ability to wrap a file with information
about ownership and payment. This information is given a unique file ID and is
stored in a central database. The file ID is stored and transmitted with the wrapper.

Songs or other forms of digital media without the wrapper may also be identified.
9
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its unique file ID stored at the central database).

Moni toring software provided in accordance with the
waele®enidsasl sol ution ("the Sol uti on Software") PEHUR®0H002356

automatically or manually installed on any conmputer or

ot her device on which a user attenpts to access a

vvrapped file. Once installed, all future nedia that

L T T
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access or use of the f||

t b |
agios Peq B CHAMRAOIE eqFetn e n bt P oo ar 48 R{UIF Eifne
c g&t&e The %@ér ahaPes ?coférd iAtn @n&pred ot ulﬁjéﬁtc%@éiﬁforﬂlﬁVEhls

exanpl e, business rules may prevent certain types
m@fmfaltlba maB/rrg}metﬁ@lrc agsadéatifigaicnsecyawhich armyelioy fcsetido ﬂﬂpcal

O ek o R AR S e v

10881CReE&R disase, Bid StlutieSoftirt sfok®l dethe eemputer can determine
i nformati on about the user |icense may _be centrall

whetberilie p@erewuhmeﬁéo ysed ParSIIapEle @B if 80, AMITHN e ke ven
i TRIkR ;9 Hol{;(yzr §%‘% .sngfr Rk of F]}%I i \éltg%% ANBRl %r Bf%énted\m

user na as an i of a set
ado@irc&h&dwith @uyinehsahlss stoteglhat ds lacal ﬁaﬁabdtsp or la'eaubmtlsll ddtalzase

Pl 43 %@a&@ﬁ@%ﬁéﬁ%ﬁ%ﬁ&cﬁgﬁﬁ ofFgh Dngh af e ot BeifE ted
1%1@% O%%Béé)l@ fyshdd flstﬁé logﬁﬁa%a&ewﬁ% AloWifgtHe s of other types of

ase he information may be stored in nultiple
fittatwithmatthe nEed fos arimynise Heoawsa msiers often bwo;enuluwrd@vmsj

th h d
o PR DA e GRS DG P Tl e B SR bt
aéda-es t@%ﬂl 1R chdddnedid HEmdRIMHES 8hS ofife QS¥icGHIANROHRES t O
ile. To encourage distribution of the file, 30

US e r % RELmMI| ¥E BeBikd RGRRAIVRIuAIDr 2RBESF r8la@Andividuals, such as a
(electronically send) nedia files or links to medi a

feril e sneners dfey lpustied, fosesonswyhp dodses ¢ phasedepriede deviecher a
media file b 8., to 10

SRR UM E T -
dBIENRBUAS irBRLLRNngdayle ﬂ@ﬂ&d@lumhﬂﬂedahbas&am pi ent S

Files may be forwarded to other users and otherwise exchanged among users.
However, if a file requires a license and the new users do not purchase the media file,
the new users do not gain access to the file. To encourage distribution of the file,
users are given an incentive to “pass along” (electronically send) media files or links

to media files to others they feel would be interested in the media files (i.e., to
10
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are given an incentive to purchase the nedia file
(i.e., to be able to access the file) and also to

wo eoothas3pass along the nmedia file so that theRCT/O82008002356

participate in revenues. The nunber of |evels of
di stribution in which participation in revenues is
pernltted 5 can be unlimted. Typically, however, the
r of . | evel f
PR o e RS bl oty Reiiens

art igilich @€ incEhfvétogiechasé theanalis ﬁIEf(l e payveiie foaiceass the file) and
particular nedia file rmlvd3 be optionally established b
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? gg E%ﬁgg %?ay}’gﬁtg{égloﬁu&es t§ El%o?at%g %¥ orFL” thep[%épﬁl% related ﬁles to be

ware on a use

pifeNasel b WhitkEerfed TN &1 {58 P ek fbylel £sw@lgl rﬁ:queq{mIe that it only be
d| stributors can add their identification to 20

sqld appad ofieepliectipn af sapgs glpph(jé,qlg,agqupy Aqothsggxample w%uld require
t}{ag ﬁgltlér.t: r?% drQhe? frelﬁt@? ﬁlglt ap a@é&ﬁxga%g Mdvpé'iﬂflénﬁﬁ’tea &1 show.

e conpensa or sa ere they were

| nv OLSFV £ o th? ?1%1%1@01:2) (;{5 Qéﬂ#j a%cgtg %U%ﬁlles 15'%85& rﬁ@

sal e nsac or a particular ne
tibdanevd dizatbubion tethaigoetthe Soludon Ssﬁwarel om 4 dser’s computer may
di stri bution channel be xtracted fraq

. the . .
pmvg‘gﬁpee@e%msal Fheteby gs HETRHOTS ifpqiigeptification to
%[% d difledidfile %ﬁgﬂﬂ;ﬁ%}le@e{g aﬁéw§ fd@ﬁﬁﬁ&tﬁbﬁ BF rd¥BlYerb 8nd

y tracke ment and analysis. A central
dismmkom go tlmatmpamebe eompensaisé dortseles mdicke they werstigvéled in the

reseller but ors |ch may i ncl.ude
B R S RN S R T
identificdtitAtinfhbi&Stor WidrH Bikhe AistilARIBE lchankiRl fal Bk kLiracted from
situation can occur, for exanple, when a user shares a

theomgppérbmedinife feedesermiinowhe issensilad fashatrdindhaveruepyil
The referri u
ugpapliabL e Rl TehBaTar u et sl LA RLRG, HediiL e
dafaBase@hf bE L e iSick payhents firpeRtias atlstribitoWPwhich may include
2004/ 070538 PCT/ US2004/ Q02356 :
users who pass along a wrapped file), and users who pass along a file that arrives
without a wrapper. This latter situation can occur, for example, when a user shares a
song that originated from a standard audio CD or DVD. The referring users ID can
be entered at the time of purchase so that the referrer and related resellers and

distributors can be compensated.
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Li censes for files may be recogni zed across nultiple
devi ces of a user. The nethods and techni ques
walemanidsagl herein provi de processes for managi PQI/US2004/002356
sharing, and noving |licenses across nultiple devices
of auser. FIG1l is a flow diagramof a process 100
for managing digital rights to a file 5 that is

| oaded ont user. de T

uoar Dl oot B B MR d E e R iR TR o e Ths
mB@blSaddechiligued Aeickibed BerdYrbide ldceéses or bidhagimgrdharing,

like a firewall, which scans all inbound and out bound

andrrae¥ing licensey praossamptipledesices eireeses  al | files bei ng
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ont oFthé igle flowediagramng agrgeess HY loF mpnagipg ﬂtgltal lﬁghtaéﬂ ihéle

£l t
ol e 0 A g RO
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2 eIl Bira 5o b i A G GG IPT (PEBD oA checks

o b 3Py O BB oE! TR il S i
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attenpt to entif efll 110
d@izamﬁ@@ec?% s KbV G %ﬂ?ﬁfé{ﬁdo data port, a
BHRIGINb SihdA wfr&@ssrc%ﬁﬁéc‘ﬁ%ﬂ drl a'n? OE%P h%%ﬁélﬁ% and/BPYd LT br

or novie (e.g., W ndows nedia, or some other

trimsfersing datilie snd frbm th@lemrldf:mm i on may be performed by

software inplementing the techni ques described in
Robefilen the fild is JoadedSontPahewser deypes, ihedlile onddtedied (stepil0f).

ST T IR T RN W

38). PRRZampRAthertilyehsfication saftwarelh
1Jsgit1§ﬁ%19ﬁlé3¢§|%g;t [ )on Publmlngatl on1 I\Ioe 2(1)%)30888634%re f% ed

deteinying X't nglveé file ggpreseis & Kknewe sqgsqrgn@ge fes., in MP3,
Vﬁé Cv&?%r%% 1a, ﬁlg ncme%nﬁjer%lllzh 'p@ ?érﬁlﬂcgﬁ %%E ggrformed by

erence

séthrt adnplehitgen P thentctiniqos aesdhbd:d mlebei'te, maﬂ USoRpantes
t he extracted flngergr int to a datab

Do PEcHioBaT LORRIOPETHE Hed BT Abr00P Jhgpeeiny Sk Batent
APpGfHchETR L AiciiE 200S0dmBI . led OclobR208RH0R anaspr wells,
al, ApISeBatehisApplipati@nPildickiorpNot 2008608GAd kfiled Gely@2aR0GR, 21l of
wpaTATe AEORREH 40 DR ET et i ARSI LT G S BTt ppgtn by
%&%ﬁée Ofhit Renddibsy %a‘éﬁ%ﬂ §bital ¥RGLRrihi £65 4 d1gftaldSand

ermned not to interest may be allTowed to
cpapgrenitcteatractbd ﬂng@pnmalaymtabgsetqféalbwnevorm Mpre gpscifically,

tlgagq ﬁ{l(&ﬂ%{e ca{éﬁsl.bs%r% nd kS g) deet% %lgyetd oaoﬁlg Iagld%,tl eFﬁ(gdd that the

o @&ﬁl%u@ofﬁﬁwr@st {d. g Erepfoséhts abb@nﬁmﬁprbte@teawk) NGaticeally,

ot o,

t}?ese algonthms examine internal attributes of the file, instead of simply identifying
the file type based on the file extension. Media files that are determined not to be of

interest may be allowed to pass without further analyzing the file.

If the media file is found to be likely to be of interest, additional algorithms

are used to identify the specific media file (e.g., the specific song, movie, photo,
12
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WD 2004/ 070538 PCT/ US2004/ 002356 witten work, etc.).
Fingerprinting data that allows the specific nedia

wo pdoe/0tid33be dentified may be stored at a cenPCHIS2004/002356
server and accessed using an Internet connection.
Sone files may be of a relevant file type but may not

be recognized (e.g., if the nedia file represents a
. di ted. by it i .
wEGH o Ber b peniat e dipdf o g peBRE TR ficto be

idaMaiddandyFDe stAel @5 S cérliras bgheramtl iabeessaalyushey @l Intenead connection.
wi thout " restriction, but the file my be_fl?gged ﬁs .
Same Gles grvheef paclgvant fije Yps PPiTgav R0t tedreognizsH (C-8n iR media
[ i.C F :
L
difltAl frgerpnihtsaik howyailhisle)Solastssatn sGaf 4 filermeay be plbtveslt widlhduy
Identify the, nedia file at the ti of a later use.if.
regipigtiom ik theifie may be s i pogiiee Gy YT filicafon
oPHRGEY £6ick HeR tid iR deiz8d fildhiEbediaddBéRE)) Hhich allows faster
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ng | 0.
dasalinee hecomes ovhidable)| Iitha Ske is subsegeantlyddengified jg& catplogued gnd is

0 i mpl .epent at j ons. : | I f
SRR 16 R EUO e 2 gloreling B baP ubiefhinffla e M IR iy
b&BEANE réfuire drdnagadfl license tbRentharnusirerthé fie qub okherwise
access. The |ocally stored fingerprinting data na¥ he
oqliset Besmessitey apaa o ble filo AeHE BB sty or § limited
n . . . :
e i P BR800 o EporRE SREHIOT Ry bE iByeg focall
of (Ruoatpate? Gori qléck adcessatliho hoaafly stoeed fihgermingingi datasoapbne
has attenmpted to disquise the file (e.q. changin
P?fllféh?%lllyélpﬁ%tﬁg frogy ﬁg?t@ié?wstr(e&»ﬁéFﬁ%l?ﬁﬁllﬂaﬁﬁﬁgion&ﬁﬁes °
Bbgandl ess of whether the file is received in
co%pl)essed or unconpressed form (e.g., using standard

practh,ceg idfeﬁﬁcfaﬁ@ﬂ ké&ﬁniaﬁmeﬁﬁ%a abBY OB FRRkeursiech

techniques offer a very Towerror rate of less than
iReifibama of tenfilkveal fsemaensshasatempted to disguistithe filede.g., by

al se positives). 25 Oher file.identification
i Go ole satge. siinnes dconet Ui SIMdi Rk fytetisighe
fild RYSIPFdth E&ﬁﬁie@é‘é&rﬂr QHESMpreSc@ fQnk @A usiny: dthelafd ghetices
of digital rights nanagenent. |In sonme cases, it nmay
foratading peupreswed ynformatipant Segh teehniqueas ©UgE 1 Mefydesriek fate of

enah UL EB  Pd o, 2
anl AR LB IR R BL AL IR Dol A itk e

af& ﬁﬁ?ér?ﬁnﬂiﬁg fehigigRa] & dré kovins invhaPipRIL{ digieal Highs management.
identification software nmay operate to detect th?
Ipserppesscaitimpiaet e nesesspyi R idniht the file using complex file

identification techniques. Instead, the file may be identified based on a file name or

using file ID attributes, which may be contained in or with the file and may be
designed to be tamper-resistant. For example, if the media file is wrapped, the file

identification software may operate to detect the wrapper and read file ID information
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13 WO 2004/ 070538 PCT/ US2004/ 002356 enbedded in the
wrapper. Thus, files can be identified using inplicit
w@b@nantsas i stics of the file (e.g., a finger prPeit/Us2004/002356
wat ermark) or using explicit file characteristics
(e.g., a file identifier stored in a file header).
Once the file has been |dent|f| ed, a determnation is

gg%cﬁmtthg WaV\'%})gotrep e’lélwt hF leg cL %grl'l]t?ﬁ%do Esgx%r #pﬁl%ﬂscﬁgrg&gﬁstlcs
of(tﬁé AR (e L1 fingtiprint dﬁWQtfefﬁmﬁ) bﬂtﬁblﬂ@@b@ﬁlcﬂ d11¢ chiammderidyics (e.g., a
referring to one or nore |license databases, which nmay
ﬁlbédﬁlﬁﬁléﬁoﬁeéé%ﬁfﬁ}e](l@d@r) on the user device) and/or

renotely ( ghﬂs at_a central server), To ensure that
t he ®n®ethg & i dropmidentiotn A dRETRinsHeR is maleade heter the

|
Rt P PP IR B g GHoRY, BEphs B s
1162 dTBifs deRrlatisiarRybbpetfomied ijhefating toee arenora hidérse

e license on the _user device itsel

b
desdhenesnBIhiTyy B tiered 1QceHY fag- gr Mpgtser %f‘é’?‘%r@ ahdfersmotsly (e.g.
atgtrc%ﬁﬁﬁ rv@ t Eﬁo Qlﬁ‘lg e il 1idefSe ﬁlﬁdrﬁ}a’[lﬁn o @8 'i‘i%@ﬂée d'éﬁﬁase is
user b |'owed to access t e (step 20),

valldi cire mrayonemp@dwlekeyé oy be asql to,accassalepplongationg uhldcb the
pl ay contained.in the

1epeR $4hep 8 00RE T G PeFHBS T GOTHE- ARG of Licensa on the
uB YR itRlf &%y%bﬁﬁﬁﬂhé’bﬁng REthd dRirhDset e, ddhdcusiel ik greater

over a wrelesSs or wired connecti on. The i cense
dsspibbéloy. Wthe fileisdicofised.dbeyser arayheelloved i@ adoeksthe ﬁle (step

[f .the fil t | |
B8 by ooty fdon gabeld PR tarehSDe Ak plySERRE ol ovie
coan®l @ .thé AR, Boflhg BRythbEvisH lished @d Mloomthsaked devicsher e a
purchase can be nmade, or a pop-up W ndow may, appear

stepamangiihe filap the e dlevise ov e Wiselpssuired cpynetdionn dhe license
mf SHAEE HE LRI U S0S lsl%s%%fmérﬁag Ffuthiddgense to the

WI Se cértarn Ti1cense terns and/ or

the tﬁﬁ Cgﬂr‘?ﬁ%/ Iel?tel qc%h%%ca ?1961 n‘ﬁ:ly\%%%%t]e}e% t\é'qﬁé &sef1 fcﬂ*iﬁtﬁ!?ﬁg‘ee

can t &1 nat
(5 MISG.EFd Id, ﬂmSépmwbedlreawcttmaesweigltefwmre:zepmmharse can
nunber of credits that may be applied to |icense

byieds £ POPAR Wlaﬁ%\tfmary PPEH WAt %@ay SHeengr theusg device
amr% &ﬁ&ﬁ%‘i}xé‘fﬁ %w gﬁc% ?aﬁfcb&éytégheomte'o?ehhwls@écceﬁt
nmo the So

tore ution Software or other
catiii liednse teamnd andibsthle mﬁe:mn‘@t beodirechelyto hevebsibs wharertfuychase

usedto calcul ate.u e fees or rates | cense
oS ROMTEEh ALCTBUIE NGrisct S JALe HRQieF B Al o pre-
P cﬂéstn?g SO\ Sorta RN @Bﬂedﬁﬂhapﬁﬁy bé'ﬁﬁlplﬁz'd&@ 1iB&hse purchases. As

i splayed as part of the offe i cense for
apthatedismative, thenurhle Odenletrenrsweme@m @Sfrdem atfragdiqudas period may

N T AL
nﬁﬁ?@ﬁs&%&%ﬁgﬁ%@ﬁﬁgl fecalldil 4t©Bsdgh fédi@r paes. Unle\/ﬁdéﬁﬁb\lv)snnd fuch as
duration, use and distribution limitations, and payment options, may also be displayed
as part of the offer of a license for purchase. It is then determined whether the user
accepts the license (step 130) (e.g., by receiving an indication that the user clicked on
an accept button or a decline button in the pop-up window). If the user does not

accept the license, access to the file may be denied (step 135). If the user does accept
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accept the license, access to the file may be denied
(step 135). If the user does accept 14 WO 2004/070538

wWEDDANBBEEH4/ 002356 the |icense, including conptHUszP04/002356

with any paynent terms, the user is allowed to access
the file, and license information, indicating that the
file has been Iicensed and any ot her necessary

thl(sg{cglés%?%llﬁﬁﬂin‘g: 2 }%rgg gflmnaggwa&@g@t%ns % ae:tua'lser 18 aflogved to
adcBFY 186 MY, ahd MEerSY ifeMatidg, ica ﬁﬁ?@aﬂt fAg ﬂé BisttRkn liBensed and
rights. A user device 205 incl rocessor 210,
amyhother neasssanydioraaiion dy sieter g the lige tabaseks)fetam i §0)2 15
and/ or ot her storage nedi unms (not shown) that may be
con nEKﬁ éds adlackdliagsan ofaverseser@yve Tysteny 260 farandnepinggljsital
de ay i.nput t AU .
rgfi A B ieg2or SR e B A Rl Bl S 7 Bructons
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coiepied tq theasereyics 2Rer Taawrtdsws%w\mu KPS gsiced

QPR b 290 o Byt A s g

infovghation taboutshs tiser delvicer2 05 eThrearvor gevade®,05mayy imoluide one or more

o ses 155 S Bk B3R Tyt S bR nd o
om%érgﬁt;&@ 205 g&ﬁh&ca%& Q@?&O) soht Pﬁ%@ssopﬁlmﬁrb%cofdah@éwlth

he menory may I nclude a al dat abase 2
IIISh'ad}tICSIS otoesl inithemsmory Af 5 mrytthanmitok dilesfandether Wata thatgass

i t t d

tspeiniEF 0 St 23 RE pulsteg id g R Pl EE o om0
mhQict ifled, RbAKARYL bPMhEOMEai ned in the |ocal database

235, rmy require the Sol ution Software to decrypt and

use qREnRmoFpPLEes n‘Jﬁ?)Iﬁcl&ieoa[ Balidatabhie Bls@Rat2fes Ritnke

keys may be unique to the user and/or the user 20
infenmationfosfiles that aediconssd és be figed oadbégw dgvice1803 ey one or

dat abase, 235 and/ or_the
nfoft BRREE AGkEs s BRSHEBale 2. DB p o Mg in e
IRAEd4HaYe 22&3 Inﬂ?/f 18Guird the SpRitioh ‘Sbftﬁ'rardl‘é elec8py artius2@be or more
For exanp a user attenpts to make an

kemmrﬁ@ 1 tbé @I@SF%ZOmSuPh] keysaydishe wHaycole theser pedipithe user
S0P oq, LGB i o Mg 20508 bt v
kd}&mrﬁd)rmlﬁe lidease?in fatadion aforedan dige/locd datubess238 anemnly valid for

uni que_key | rated for d license info rmtl on
thepariguizr serglevice 705 S Foeevanodl Hev diompis i

uheﬁ t]%r%& cBhy Ofthd kgf({s} hfrBhe HEMASE ﬁlf&'ﬁi/atl%ﬁ on%ﬁ%ﬁ%ﬁgu@é

future dat e, usage rights or renoving
dav:ca sscespictht iflles that aké 11@‘1566.. @ntbeaxardsiiscwiryrte dehied on the

SRR B 0T SHe 28, HRUALS 42 HERLLST idSrmaion s

stored on, the alternative device. License information on a particular device may be

updated at a future date, updating usage rights or removing access to a file or files.
One example where the capability to perform such an update is desired is de-licensing

an old computer.

The user device 205 may communicate with a central server 240 through a

network 245, which may include one or more of a wireless network, a LAN, a WAN,
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30 The user device 205 may communi cate with a central
server 240 through a network 245, which may include

wor@4070580Dre of a wireless network, a LAN, a VRI/USB4/002356

WD 2004/ 070538 PCT/ US2004/ 002356 the Internet, a
t el ephone network, and any ot her network for
transferring data. Comunicati ons between the user

o3 PRSP R Bt

c&tﬁﬁkﬂ@tlb@y@twé&&hé uscIAeVies ZOSTEYd h8 Re MR k¥t DD mSYBEEH
as PG2. The central server 240 may provi de services

perfamed using g oeeure Reanarly puch asthehecyr rieer Spdo.end/or
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inldfidual ubdis ERPat b1 Rey Fal RGO fnlf&’iﬂa@iﬂn OBtcRageQifichhse
nmenory area of a user''s eVICG) lows a re-creation
1rxf¢rmt1bn mﬂ@@nmtllae@q\dlatabaﬂeezjﬁp m@wéwmethmdauewie@,, In case
; ows for,.transf rts1 of license bet i
s B3ehShid AN hife Blenior? SR3 8T v oo AMBSY aFe-creation

of Dfiedne@t d@5 ebMronbRntiSieinotier deiiog allode fbrogandferheUiceases
vol atile menory area %qe. ., sone t {)es of cell

bedtvepiea yiser Aigvices. aBows arpemmierigeess of Hewse idoriagiop Ry the user

[
bbb E8eu PG 0TS RSBl Bha ik, S5 880 oSG, o
alnmvs‘slfeamdhgagflmmmdwgﬁaskﬁldsat are renpte fromt he user
device. Sone cellular phones, for exanple, may not
hav erﬂ@mmtsrpers}ofmaaateivideﬁ 203,udt v sonfe detiala? Phaired, some of the
license infornmatign locally or, depending on the

FonGRPRSIBLY BRperfarmed Py |semppR@iisihakare remprisifonnihe user deyice.
Sffle ctif cbify awanés ?a%%amgleggﬁg'not hiv%%hé HEBrPS g@bﬁtht}n%tstore files

to nudic or be strednme
amrkhcrend@mlfcormauoe itocallyvor, elbpan;hngnmt:he apulivatidinet iney hé otherwise

dta e | ocat.ed | e wreless.netwrk .
G o oo, OB s Foe: Gigieiles (B bt Rar B fed Blapsic or

vfa%w 1ﬁ§y B@§tréa1deuce@ ARS1sbOd AR 8r P irel S8k SHnebtidre STHERY cal

al so performed on a server in the wireless
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ser ev Cc
e Bpdifd 4 Fes 8YRE fas o lkrmid o RO AT RRY S 1Y Hiso ve
pEdgadkidlontd ®BJer iy viftldso@agwedk.on a network drive or
ot her external storage. In the event that a

In many situations, the local database 235 is local to the user device 205. In
some cases, however, the local database 235 (along with other storage capabilities)
may be located on a network drive or other external storage. In the event that a
network drive or external storage is mapped or connected to the user device 205, an
additional piece of information may be used to fully secure the digital files. In

particular, it may be desirable to describe the data that is written to the network drive
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network drive or external storage is mapped or
connected to the user device 205, an 30 additiona

wW@er@ae7188 i nf ormati on may be used to fully seceCBUS1964/002356

digital files. In particular, it my be desirable to
describe the data that is witten to the network drive
16 WD 2004/ 070538 PCT/ US2004/ 002356 or exter naI

stara to t cktestor eloctl |
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information may be tracked centrally (e.g.
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a SI{ at i 0 SI Ve
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WiRE: dd SRBSIVEhuMYe 8f IRks diBadiifs Are WSikg fBe kfmandeiRMhus
di agram of a process 300 for installi ng, on a user

vipdatingehe ligessinggples fordhe mefign Software") that control s
access to protected files. The Solution Software may
per f &l Jisrpuiaye diagramyef ¢ proeess 300 Aertingalding, ancd wsr deyice,

gﬁt heekl‘% 101{] (% tJ’)ocﬂat c% 18§ %8&%;{ e&o&@%ﬁ ’ﬁtles The Sf ution

ng Wit he cen PAYEE v orf i ng

Softevafd ey bé&r&ys h@zﬁber&tf@liﬂf@gnt@a@btfoﬁts Jiheluding ghﬂheﬁmg e
information fromthe | ocal database, identify

infprragfionefoyy genet%mﬁ&% SOTFRIEIENS Vaih the prayral %eévﬁo%e@%nng
¥ ﬁ‘i%%‘ gys"t’eplq st ﬁlﬁ@ét{llj]%vﬁl ll%énse@ﬁ‘ﬁg% Cdnl fr&ﬁtﬂ'lé‘lgc{)lhﬁtabase,
pur chas 1ice ses ut| on tvvare

1dlam$1tf3ahg ﬁﬁ:s ¢e.ga using thederacemie or ahmaﬁmolagfy) d;vrhp]_mng abd
ways. diti 8gal ; downl oad  and sof t war

i oh el St or s Purracicel et The Solifen Seftyare

néay, Betadiatidesh a Jdog dé\ﬂéﬁt, Al d A} oPHRTBSS wed8 PRditional
initiated when the user device receives ~w apped

dbivinémd a@d kheftwpetieatal] priocésset aae Iom wen forrthe Selytien Soﬁwre to be
B SRS Sy B8R 55 BRI e
wrapped files. Other potential installation processes could involve seeding current
peer-to-peer networks with songs wrapped by the Solution Software, sending the
Solution Software, or a link to a server that stores the Solution Software, using instant
messaging or emailing, and other alternatives. The process 300 illustrated in FIG. 3

illustrates an installation initiated as a result of receiving a wrapped file.
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Solution Software, or a link to a server that stores

the Solution Software, using instant nessaging or
we@pwilo70se8 and ot her alternatives. The processP@D0S2004/002356

illustrated in FIG 3 30 illustrates an installation

initiated as a result of receiving a wapped file. 17
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indiideas aloog the dlﬁnbutmnham) a"htsma&v@leés@@ﬂnﬂ@n ipgiveriqe
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recogni ze" the file by generating a derived ID. The
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nedia file, the wapper prevents
identifier have not been subject to tampering.

In addition to information about the media file, the wrapper prevents
unauthorized access to the media file. In other words, the wrapper prevents access to
the media file unless the user has purchased a license. In essence, the wrapper places
the file in an encrypted form that requires a key to be able to access the underlying

media file. Conventional digital wrappers that are typically used for protecting
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unaut hori zed access to the nedia file. In other words,
the w apper prevents access to the nedia file unless

W b@40%s88 has purchased a |icense. I n essence, PETES2004/002356
wr apper places 30 the file in an encrypted formthat
requires a key to be able to access the underlying
nmedia file. Conventional digital wappers that are

R A 80 TR R AL R0 o oo

faitisd dkdid s Edr&ﬁbm@w el vlrmplﬁayna@ebeu&’ehb @ﬁneﬁtypﬁ apmer
for the nedia file. For_exanple, the w apper

he of
GQW@TﬁW%RPﬁéa‘é?élabﬁeﬁo%Pégﬁ?é L B8 R b foutisiribite
A R R S A

Sé?ﬂ)wmf‘sdtriwllegamwuh aB@dcethd ummmmsa lRehsea foe bﬁnsyfsjr don the
Once the,user, purchases a_li r 0

AT, 2ol BT S St (05 i 553 LD o] P he

caitg] k§¥ermay be received fromthe central server.
Typically, all conmunications between the user device
and §hge ﬁ{‘ﬁl‘i BdmiRhNETionsHetHEenth tise WBvibENR] the @bntral server
encryption. First, transm ssions are encrypted via

088k WithSwoilevelSefamceypSon Kitss, ttaamaissiisnamspomtyptﬁdwéa SSL/TLS

ecur t own Secure.
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seculln general ¢nch siedin fileanasthavg prrrarspeading anige deyey abe

pgrrtlllcu T ké}pmg BQ slga{réfam&béléﬁo Miléﬂe%e%la files. To improve security,

the specific encryption method used may be unique to each file. Thus, multiple

encryption techniques may be used, and the wrapper may include an encryption
technique identifier to inform the Solution Software of which decryption technique to
use for unwrapping the file. The wrapper may also include an executable component

that runs whenever a user tries to open the wrapped file. Among other things, the
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encryption techni ques may be used, and the w apper nay
i ncl ude an encryption technique identifier to inform
w0 b48aiset | on Sof t ware of which decryption tecPei/ysmot/a2356
use for unwapping the file. The wapper may al so
i ncl ude an executabl e conponent 30 that runs whenever
a user tries to open the wrapped file. Anong ot her
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Zip disk, and the like.

When a user attempts to open or otherwise access the wrapped media file (e.g.,
by double clicking on the file), the executable component of the digital wrapper

determines whether a valid installation of the Solution Software already exists on the
20
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met hods; or via other nmedia, such as network
connection, CD-ROMor CDR, DVD-R, Zip disk, and the
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t he Solution Software is not yet installed.
If a unique key is found in the BIOS, the unigue key is read and verified with the

central database to ensure the found unique key is valid. The central database
decrypts the unique key and calculates and verifies a checksum. As an alternative to
using a checksum, other verification methods, such as the inclusion of an additional
key or handshake token in the exchange between the client device and the central

server, may be used. In some situations or implementations, verification of the unique
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If a unique key is found in the BICS, the unique key

is read and verified wwth the central database to
wepansshe found uni que key is valid. The cenPCHIS2004/002356
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If the executable component of the wrapper determines that valid Solution
Software is not currently installed, an offer to install the Solution Software is
presented on the user device (step 330). The offer may be presented, for example, in a
pop-up window. It is then determined whether the user accepts the offer to install the

Solution Software (step 335) (e.g., by receiving an indication that the user clicked on
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25 The handling of files that are already |icensed on

the user device or that are already present on the
wais@n/0desss ce are further discussed bel ow. |f tPEI/US2004/002356
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If the user accepts the purchase or license offer, payment information is
obtained from the user and sent to the central server (step 355). The central server
may include a micro-payment system that tracks the sale of the media file license and
also all the parties to be paid for each specific sale, as further discussed below. If this

purchase is the first time the user has purchased a media file, the billing information
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concurrently with step 350 or after step 350, and

steps 330 and 335 may be omitted. 25 As another
wa@bdoaonEss ve, steps 330 and 335 nay be perf or nRdI/ES$2004/002356
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FIG. 4 is a flow diagram of a process 400 for wrapping content that arrives
without any digital wrapper on a user device that includes the Solution Software.
Initially, a media file is created (step 405), as described above in connection with FIG.
3. The media file is subsequently received on a user device that includes the Solution
Software (step 410) through a physical or electronic media distribution technique.

The Solution Software monitors the file I/O system and thus recognizes the receipt of
24 '
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possesses the file (e.g., if the user previously paid
for the file before the Solution Software was

w0 p®iardsasl on the user device). Files that al readys2004/002356
exi st on the user device, 25 however, may be w apped
upon transfer to another device and/or another user.
FIG4 is a flow diagramof a process 400 for w apping
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Software may allow copying of files from an original CD and may store license
information for files that are copied from an original CD (see step 140 of FIG. 1).
However, the Solution Software may also be programmed to prevent further copying

of a file that is received from a CD. In particular, the Solution Software may wrap a
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be allowed (step 425). In sone cases, it may be

determ ned that a valid |license exists, and access to
wo be4owdsa fil e nmaybe all owed, even if the filRBCT/BES1004/002356
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may be stored, as appropriate, in a |ocal database

and/ @IG3 i§ farsigmlmgi ahBPes Wiaglh 0Pa pRI2Ess SUVEorBetutingladJCID

may al so be wrapped for_further distribution (step
forseyser ansl/ayr leqy thpignpresifiaiatha wrer Aedec Inigeaerpl eaqul@ﬁgwtll

d t

B ARELORUAAIE A SR AP R,
UHlIDviRay béesedefdi @efifying thaysedd éowwmesi of aoveding the yiser’s

Alternatively, the media fil
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systenTfor the user device.
VEagRa hndlglsmbdta‘dl thevfith ta@ﬂmwpufchasem),oamstbr Bﬁﬂtlfymg certam user

ene dl/
ABPEE #velhgthas apemcilis Jodto The SPUiLIics Rexapiieafoed for
umobkmg RAYRr Accebdisl e WdaPligide &é’t%hsb' aevedQy an&wﬂglﬂhe central
have I'ts own specific device key. The UCI D may

seryetofidentify dstspesifindetine Tl C @ncéa ﬂmg@ﬁc oser devwe key may

i
oPR S SRR S ORhin b R BB Peb L oG 1o b P By
i Bk ngQﬁ@Eey@facb(ﬁ@ﬁigltf) Yo typeyiesdifg tigofithm. V\A%emamaﬁ@m of

has added his/her UCID to a file
the UCID and the specific user device key may be used for distinguishing among the

specific user devices that belong to a particular user (e.g., so the central server can

keep track of which devices on which a licensed file resides).

The process 500 involves operations on and communications between a user

device 505, a BIOS 510 for the user device 505, a central server 515, and a central
26
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wr apper and distributed the file to other purchasers),
and for identifying certain user devices as bel ongi ng

W@ e00a/opEsg | cul ar user. The specific device keyPOHYS1964/002356

used for unlocking and/ or accessing the |ocal |icense
dat abase as well as allowng the central server to
identify the specific device. The UCID and the

g ieh REPeEloRfr §SSobiinsRgNateon Go tha hier 03
1nIPtYated REBrIIX | Afa LR8I KBY SscRderEcs 50D sdnds §@é£%eémﬂ t0the central
codi ng altgorl thm A conbination of the D and the

sesmcsulﬁuf@r g Splugien |S@&wn@y Inwgsppesciie dap eapest 524, the Solution

stin specifi r
EhF k3R RBA PR i) U5 ogBPRSH o S SR p B et I8
InSRhd f séhdthg da@gitest smkndqferiwmﬁig dldsiindesd §2%, W Sdlution
licensed file resides) 0 The_ process 500 inyol ves
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IIMé h@ﬂﬁﬁéﬁt@ﬂﬂﬁ% Solutiah Softeare, 20d ackaptanst afl thaticamse efreement
Solutlon S%;@mare on the user device 505 is
n?ﬁ rerelgd (LeRp2%22) As a result, the user device 505
sends_ a request 524 e_centr server 5 for the
Sol uThoSOkPE Rafuar it é?ﬁ%nt? S YRET e igglpdest he

|
oSty g i ol g
Semn df thg informefimsnap Bé cdiﬁﬁteﬁamfanmahcm@y whilewthleoandorBBion may
R e S R R S B S L T
uﬁﬁhﬁé‘ hser hRGe B8 el‘ianGReY DBaBWORD e Bmhid a@&%ﬁ?hnd St @efMput

and conditions of i cense ag r eenent or the
irSpimetioon TStsfmfoametloramay be vegdtta ﬁ@@smhem@r § lieeapssend other

N N N e

tHeBbUGIES uscR Yeibé 58 BarMEEbe sesEy tultiple ek Chfpiation that
user-related informati on ést ep 530) Sonme of the

i5 avtasnaticelly sathespd meaydeslpde %vaceaw@@ﬁaﬂmfeamﬁgm\/(ﬁ@ SYsieRer
UnWe?sraP%‘sértq?é Y 115 %Aﬁﬁadmy %Idsg%& bf%\ék} aﬁﬁ é&%@srs ancli_' fUcatlon

user ’nay pr gnpt to enter
mfsmatrmarfer«helodahﬂaihlﬁa,sé a passvvord an emai | addr ess
and ot her user input 15 information. This infornation
may e 8skdioh Sofoassthat ibtoadsdonts the wsendeviensSodlieincludes

|nforrmt|on stored in_the central base and/or_ to
exeuEble odr eeassary fueriahdish pcemieepon g& bt ecia e User device 505

aft? fle A1 SErvR051 3. NBhidHRY, ACnRARE %gnrﬁ%t15ﬁ'i)$tgr@&’?tﬂésu§éﬁdev1ce

rmation t onatlcally at here
50fahdithe cemtvilcervep®ld i intade raﬁt@nmﬂbalbn If eutgmatlsymmon is not

pé?sl %aslgéfaiﬁglboggsg 1%§FP81¥?(L§&¥M§¥% t%e usersfo im%3 ate a connectmn (using
a modem, network, etc.). If no Internet connection is made, the installation aborts, in
which case the information gathered at step 530 may be stored for a subsequent
attempt to install the UCID and specific device key when an Internet connection is
available. Installation of the Solution Software may similarly be aborted at steps 522,

524, & 526 in cases where the Solution Software is installed from the central server
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20 information for the | ocal database. The Sol uti on
Software that is | oaded onto the user device 505 al so

w0 pkidE3s execut abl e code necessary to est abl PGITUS2004/002356

connecti on 532 between the user device 505 and the
central server 515. Typically, an Internet connection
bet ween t he user device 505 and the central server

Sﬁ%ﬁ@%’?ﬁg@iﬁ‘“t" U3 i Vi cee Bt SRl e T By Dot

to |n|t|ate a connection (using a nodem
netvvork etc.). If no Internet connection is nmade, the
I nst ﬁifl)ﬁﬁdti%ﬂ s8Rb H% cehital S8RieE B15 %9 bk RentioRftRis RBdur® Bhannel,
gat hered at step 530 may be stored for a subsequent
argt the frformasionmeayshav et ditiom pnaryatiop epnlieid do Hdoge asikg PGP in

I nter et conne n
gttty P SRS bl R oL Pl @iuoRh Sressages sent o the
cEHRQI §0erdl] 5 B 2epdnd@DtoSiih a Sudedss drifail a6k Mlessa@stsb@t
Solution Software is installed fromthe central server
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[ C ecur e
AR SRR b BV R Y ity BB AARAEheHf B Bece L
irFemygion TdBedi@ly16tepe30 ionaishiigeds M oahe beambierveradiid. t he
i nformati on may have additional encryption applied to
it (@hgcentta beiger3EB may seﬁrohdd'ﬁtﬂil@crbntml ddtsbaen 52(yptseoif the
provided by the SSL co &)]thl on). 381% sent to the
ugea it #Egady kpquen. Betsrmpin AQYKRGHIHDAY IyehESs
oGip ir?sbh of Bfi€or &(Bl%scﬁgﬁé%agﬁéms Pn{f@x‘ﬁ’?dt’\b tHRnées R $Cms
a programati call eterm ned reasonabl e ti nefrane
stmaeﬂ ih eeheamtrabdhtztbasé]m Faxiekaplel Kitheguseheanes Isaihiea&yhmdhe

' COﬂ ctl on,

oS fatepsn 52 P BR Passy ot 4oL Bichoe Set o e omRted to

10EN8 vARHHE brr&& hY&word AndIS¥hotERE Fkht @%ﬁls%ﬁﬁalﬁ@ﬁtaﬂl@bdy in use.
atabase 520 t0 see if the wuser is already known.

Det efghe L8l id Aottali€adisiBlowrs iR deRRskekRPYIS BERrdtEvPUTED

conparison of one or nore of the data itens of user
andxom desticeoreyt (steR 188 et GCIN endbthe sievice ey may he gergiated by

abase For, ex if_t.h s al read
oPTbEE  elsrrssinet Abama teme wHER pi o5 sREe foabubsRcY
vERSBhvaildile 888 iteﬂamomﬁin@g DERERMN i detie blﬁmﬂidhnmtﬂmbm&he
correct password and/or notified that t user nane is

r@leweéayerumfou@@uon gathererbiromaiser igpplothegpediadyacresswad lacgion
G0 B 5P R TPy Bt
nﬁﬁﬂﬂi‘cﬁh&égdi?&mg clegdite kiptie 6o otied infomiion aboutathe
VT 45 GeRd s HE LGP B PeeRage< wih i pEg T device
SPRELELE alcBEBIHR ke "WHilHdata items are used and how the data items are
combined may be defined by algorithms stored in the central server 515. By
generating the UCID, device key, and/or combined key at the central server 515, the
algorithms for generating the UCID, device key, and combined key may be kept
secure, which may help prevent users from being able to generate counterfeit UCIDs,
device keys, and combined keys. In addition, reverse engineering of the UCID,
device key, and combined key and/or the algorithm for producing the UCID, device

key, and combined key may be further prevented by using less than all of the user
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20 received user information gathered fromuser input,
the received access and |location information for the

wo omal7i$as abase, data generated by the central PEEUSE®N4/002356
515, and information regarding the date and tine of,
or other information about, the transaction. As
di scussed above, the UCID may be conbined with the

iretioD gore gt s A SIS PR SN BEP e eeling gore of the
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central server gener ating the D, device
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the algorithms for generating the UCI D, device key,
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t d 540 th t 20 T ucCl D,
Aafelisbds Regied Bndaisetinerid (RED Dk T S5PRRer S perdin of the
S()ﬁﬁl%ﬁ SoRfAle co@l@ 3 ltuB% SRETYARA! e mceﬂ&Vda%aK@Nn the user
[or conbined key are transm'tted 544 to the user

ddvavq: £@5. 5B % enaalptoty the datelass m&ph‘éleenbnymmtm i the database,

1%@9@5%@ F(%@'ewée&g t}{e 1{1%)1118'% n?eogltaéﬁ%d ltnﬁ ¢ gaec?l?aé? ?n bemg regdable ‘

uﬁ@ég ﬁle@%ﬁn‘ggﬁat%%?s draYisdie GdrefAl, tht lizeprdataBadeds altemeassm a
The UCI D, device key, and/or conbined

ha@dnwy)f tlegeses detticead (Iumith & lacatjon Reintes sigssslindp BIOS@0, but
theel MR ddatéb%tsxgﬂﬂ%f YRE pEERARASE C%%WSH@ Fiid d«g{&%’%@tﬂﬁ and

server ense ase I's
tl@‘er dAaikeonani/oe ccbiﬁbllnedﬂbw, odichQbay Bickyde D48 pr mbor locatlon
exanpl e, a portion @5 the Solution Software co

ppmﬁerﬁ,&r%wagﬁ% toyfhe SHOP SIS INEUSHY StARSTAPAASS T has Sesktop
Nifkerh S dRHGE: GVD. BY RAGEYRIBE Mieseiphabase and/ or

eln ornmati on st he database, it is

DOSS 'db'n%&s REEY RiMfe hi®: ﬁ&{c@%%ﬁl@ﬁa&qﬂ bRiaBRdo bk ﬁ&%sed

dat abas rom bei ng read ess the appropriate
fileys the eatiesdievigesn enaomg, sithiteons) tbemvﬁcare db¢ ptoes® 506 may be

e 2 2 B L8 e PR S 08 bl o,
a user name and password, and/or other identifying 1nformat10n, the central server 515
may determine that the user is already known during the search 536. The user may
still be able to install the Solution Software on other devices and login with his/her
user name and password. The central server 515 may generate a new device key
without having to generate a new UCID (at step 538) and update the combined key

with the new device information. Thus, the combined key may include the UCID
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the |icense database may al so be created in the BIGCS
510. The encrypted UCID and 20 the device key and/or

w@e eovbiorises key, which may include one or nore | BCHUSZIN4/002356
pointers, are witten to the BIOS using an industry
standard process, such as Desktop Managenent
Interface (DM ), for storing extended data structures.
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| .(e.qg,., specifi
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tHdQMELCEther ddvitRs Hietlex{ ik Mebst Aevida\donfiect Reelckfitral server. A
information contained in the conbined key). If the

snksificadsvics neayralse lreassecated wethmewltiplewisers, inayhielecasd gaah user

the list of known A r. the regqist er
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Sejufien Fafivee hs gt 1§ autionized i comaBIRgata Widddiqenemiarary in the
. M / .
GPUERES R oTHE P oo 8L po AR Eh B VAL e
baded oBltiichs¢ Imfornesion dadiated is thetlivahse litwaryevi ce may be
associated with the specific wuser. The UC D and/ or

t he Upshatedtatody, neds ay bapyrnattsd tdeceddizanded filéseonBl OS
of the user's other devices the next_tine those
tenaray bagis HBSfot exane. LoREMSH dewirsse or pnstasice,faiser ogy want

%f&'gﬁﬁ) 4'i¥sié h‘ﬁﬁwﬂﬁe ASSRIEh®S H6usd R s 4 éa@é,leihé‘ §&/i& mhy'be

case each user may have a separate license
teacairily eddetastdnerdd giparlateridei( e gn sethdat expasiosn des/titne), the file

Sy TR0 L0 3, St DB 200 033881 B provided to the
device in a streaming format. To prevent users from allowing others to access their
licenses, however, users may be limited to one concurrent login at a time and/or such

temporary licenses may be granted for a limited time or to only one device at a time.

FIG. 6 is a signaling and flow diagram of a process 600 for accessing a media
file in a case where a user already has a license for the media file. The process 600

involves operations on and communications between a user device 605, a BIOS 610
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Sol ution Software but that is authorized to

communi cate with a license library in the | ocal
walaioabzsas or t he central database 520 coul d bePCT/US2004/002356

permtted to use licensed files 20 based on the

l'icense information |located in the license library. In

sone situations, users nmay be permtted to access

licensed f.il on a, .t or basi,s usi for '
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house. In such a case, the device may be tenporarily

Wid dlae eser afiterapislfa onsndhe weappedfilee exgcutapie wiragper code is run on

expiratio t.el Li the file 25 may be grant a
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whith mevineelvat neentdrgreeadrdf@EDM tabled whak ithnpkeynid wirlttewwhen

di agram of a praqcess 600 for accessing a nedia 30
‘hﬁéﬁ&qué; w%ﬂﬁﬂgﬁa user already has a |icense for

the nedig file. The process 600 . i nvol ves operatjons

on aHd ESeHIRL: Sevisn o3 ahgeesrrabinedkey g feundsths Sojution

SBReQhAne 89 \T@v@%@?‘d R ak%?ré hR2000 40 %?rgl?ped}‘fﬁé irf A€

user devi ce 605, oca t abase 615, a centra
losalr detaba&26l 5 nstndingerfile dicensd a¢qpiostsd 26 Ihis sEheh usarbe

devi ce. 605 r.ecei yes a,. ile as in step 315..0f
oo b3 ot Tiine i cufoi AREREFD cuod B foRiieifta Brcugta
whigp8r, af ﬁ’gﬂl 3B R aW AP DPID G ER 1bSal UEALAB 615 NThe fRAI database

devi ce 60 step 630). The executabl e code nay cause

61 hmay dbe pnlpekedcly gmzparingFnique snachingdrfofroation fyehioge or more

I e

irf¥eedtion bhAces tbe BBNti6A S Awhitecat $itdn dieMipt theGO&l Uatabase to
check for_ a valid UC D, device key, and/or conbined

read yicepseipformpton. 41 the(iglogpateorpioes nkmatshniiy keysmpybe a
| ! .
AR EAE A gl [ lcd R OIS S by el drii R0,

tovthwiael vo@iitBorizeiopgink @f thedivdhser databake toeddikfesenadeyvidedlindyhich
the Sol ution Software &E t he user g%vic% 605 Hﬁ% )

casRdiray by nerepsapeiosoniagt e geniral s 4301t obtaiy phorizgtign or to

re%,ﬁsﬁé}taﬁé@seﬁ %@vi@%@ﬁ(@gé PG 8).f Dle&gbﬂiﬂ‘get!ﬁé fodaf@MESse 832 and/or the

s search may be  conducted by identifying the nmedia
li€drise irdortgition cantauied iis thededad datebiasie 926 hmydiegietfatmed using a

G MU NS LR b
one. oot aapa daPpb S EBERRIE dePbRie e aponia b
colthiAlR tHBAEIERrY REPEORIbAihtioh br b thdication that the file is not

currently licensed on the user device 605 is returned to the user device 605. If the

license information is returned, access to the file may be allowed (step 685).
Otherwise, it may be necessary to access the central database 625 to determine if the
user device 605 is an authorized device and/or to determine if a valid license exists.

Each time the central server 620 and/or central database are accessed, it may be
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i nformati on matches, the Sol ution Software can then
decrypt the |l ocal database to read |license
w0 ndoaoneEss on. | f the informati on does not nat cPCT/UR®04/002356
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central database 625, the local database is updated 680 with the license information.
Assuming a license is located, use of the media file is allowed (step 685). For
example, the Solution Software may allow a media player application to access a

requested music file. In some implementations, once a media file is allowed to be
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verification of the conbined key. If the conbi ned key

is counterfeit or copied from another device, the
wore@hioms3speci fic i nformati on sent al ong w t h PEEUS2004/002356
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11?%%{%3 ﬁ)gé}atl&%%eﬁfdec@nﬁﬂﬁﬁh&tlfohi @etw’eéh £ Q58 device 705, a local

ntations, once a nedia file is allowed to be
d22bAs® 72 0.0M¢ DHALB 8V ePCTD, L@ﬂ@&@h@ﬂz@&@asm’é?éjd The paocess 700
st o

ti d 605 di a |
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(é%érﬁm I This RBrMidaEaR Rlay@’ thyrdshie o9 il @Barlofdr Waicense in step
when the software detects that the nedia file is bein

6&@pf B 6r Intsspansertothit detenmsiitiagetheqiser GuFet’95 antfiper3sS the
PSS DR el 1A Ty 05, O TG0 wi o

pdyrﬁ&u?fécﬁﬂstaMOYWhlchﬁs displayed orpihe it drliceI795 ot te userididiected
file may be stored_on the user device 605 in a vvragged
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r%%ﬁ;ggﬁw;%{et ﬁghﬁéﬁl& § IS a gllf g&él TBY ind Wf {Hé%g Vﬁgr am
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e Wlere a d t h I

TSt BB B a3y B PSR st o
c@ﬂgnt‘&m'&' Bh&8t oV P RINE BELrewHS ﬁﬁvéjﬁgﬂn"éﬁteﬁ% m@dlh @& The

dat abase 715, a central server 720, and a central
celatta tiatsbasé.?BS 1STrqsiarﬁdo7<6@sthm®onmegn rmilwtnng that the user has a

deternm.nation.that the not
e GHeE R TP e R RRBR 2y Y s frdle et pgmen
a8 iR i BEHAton? n addifibh aHe FRAY ddlatfald 755 siup@Re®76Nwahep
information indicating that the user has a license to the media file. Based on the
updated license information, the user may be allowed to use the media file on the user

device 705 (step 770).

Some devices may not be capable of communicating directly with the central
server if, for example, the devices cannot conveniently connect to the Internet. Media

files may be transferred to such devices in a manner that prevents the media files from
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15 675 of FIG 6. In response to this determ nation,

the user device 705 notifies 735 the <central server
wQa2@40MmEs8 a | i cense i s needed. The central serREF/UFRD04/002356
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erre nner t
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810.r Fhgsesondagy dedpgurespqngs &0 Mféléﬁsd@mu AP a s aseralpvise 805
|
cbﬂfﬁrﬁ thﬁqhé ds'ilpsgf ﬂﬁé@ d&%ta?ne‘ﬁrlh ?}?egxlv%;pg%@g MT§ 615&%) fri% dll%wathe

gnal 1 ng l'agram o
rmpstemgaxmferr(m\tp BQS)a Hoe dkamﬁlbl the buginesa ruisemag elace @ limit on

805 to a econdary. ice. 8 The process 800
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dat aba 5, a secondary devi ce database 820, and a
mfennertmln merhee&rwﬁesﬂced'ﬂﬁé to theceemalayy dtyidedd 08 The seopnbay
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such as but not limted to an | EE 1394 firewire or USB

Se&weee, may allewithelsdsendasy devveed! Qtoaceesiitlieaivmpped media file. In

SRIOF3H B A AT O TR
deiavase 818 18ep 860)e qhisipdate rhayadsieanfoam atish mdfcaﬂmg ihat a copy of

received by the user device 805 (step 830
the media file ha% been transferred to the secondag*y devece 810,

Subsequently, a connection may be established 865 between the user device
805 and the central server 825. This connection may be established in response to an
attempt to access a new media file, an attempt to locate license information, or a
requirement that the user device 805 periodically validates the licenses stored in the

local database 815 to continue using the licenses. Using the connection, the license
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In response, the user device 805 requests 835 a device
ID fromthe secondary device 15 810. The secondary

walewiorssesponds 840 with its device | D. The uBEF/US2004/002356
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e cen server radk evli Ces on
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SR ah ST By P b B

ohlalsBrver, acting as a redistribution point, and may be pald a pass-along participation

fee, even though the user does not own a license for the files he/she is distributing.

When someone begins the process of sending a file to a friend, the Solution
Software creates a newly wrapped version of the media file, preparing the media file
for the pass-along process. This new wrapper includes the UFID for the media file,

the business rules that apply to the media file, and the UCID for the originating user
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wr apper can contain information identifying the
original reseller and distributor in the event that

W b@403sB8 recei ved the nedia file froma recogPCmEs2004/002356
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account through a micro-payment system.

Subsequently, User3 receives a media file from User2 (step 925). User3
purchases a license for the media file received from User2 (step 930). In connection

with the payment processing, the business rules associated with the media file are
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Al'ternatively, the Solution Software could create a
dual session CD, which contains the nedia information
wo 2d08®7053%1ch as the UFID and the UCI D wit h resett/g82084002356
distributor information, in the PC readabl e area of
the CD. In a dual session CD 15 format, traditional
audio files could be permtted in the audio section of
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media file are exam ned (step 915). This_exam nation
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cuEpAies PEdshes, aqﬁle@ lg0 HhReRd of [rvelsei Panigemt Aid dhe gmount

of the gsaf?gfg&t oé&&@gya 5@% 1&&1 h8nd &&mm@mmy% holder

depos account throug

ofiihe pempssiipefor theyfie @rmualButhseqpemnghit japldbtselrﬁilbﬂlehm) arekcan vary
drredla file fromUser2 (step 925). User3 30 purchases a
?R?@%émfbé‘ls‘n?’f’?em dia file received fromUser2 (step

bus) Fd0io R e6N di8Bamitracriyeen LR aRiptie 1 Bofihieg The
p%@es%%%sn%@wse?g 69@?9%d&0@35&be @gg’ﬁped @@f@gnmsi Batigss

and User?2 are then creditéd wt
rldgsnhm t@snsmclatqu with thermoedia ﬁéqmg identifled @tqmlé)lﬂm sTlma@@mess

rules ccordin | ti

&SR e BB PRt Prbtieli ek Redi i (T vsiqess
rﬁlbé Bay lﬂ&ltﬁfé'ﬁﬁyin@ﬁﬂ iafeRmbasn &ﬂﬁmfdrﬁﬁtlﬁﬁ fﬁlitﬁig 18 &ifniRkions on use
credits and tracks all accounts 5 from useréﬁass al on?

and eonyingof thealediai fide A WD is genaaied dorthe mefiafde exien 1015
Tﬂg kﬁ%%&gc xéélaa?éth@% siHas rﬁl@?bﬂd/&mgim e?k%%‘s%\%}iﬂtieg to b

paymnment MUSi C or as a
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Azabddirghe Mzhen éiil@l idantifistisn techeignendre msaf tolidendify a ofedia file, a
rgco n& meg iI le Wlﬁlggve a particular UFID that corresponds to the media file.
A wrapper that incorporates the UFID is then applied to the media file (step 1020).
The wrapper generally includes an encryption of the media file, such that a user can
only remove the wrapper with a license to the media file. Although the Solution
Software may generally preclude moving files without the wrapper, there may be
situations in which a file may be moved without the wrapper, such as if a user burns a

standard audio CD and the content of the CD is subsequently ripped into another

37



10

15

20

25

30

of the paynent to each level is established in the
creation of the UFID by the holder of the ownership
wo ooo4ns3g i | e (usual ly the copyright hol der orPCT/US2004/002356
publ i sher) and can vary dependi ng on busi ness rul es.
FIG 10 is a flow diagram of a process 1000 for
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sel ectio e be . wr St
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W t hout the wrapper, there may be 30 situations in

atllenst hnaoﬁuputedewm E@chwfé\{vjammmw cai be inplppented sue highslevel

ndar d n
pigeefintl Eiobt inder BT O el er o MRt HEL G Pffne
1221804407 8833 d Pl iWed § Qe OhE Fafpuageodip e conlpilet] be iredprited
that the file is noved w thout the wapper,
langBeggni ti on techni ques can be used to identify the
file and | ook up the associated UFID and its _ business
r ul eSuitable peocessatsripeluden bypryel expraplgebethigpesgal and special

phl%%'s?@fng%& g@sgoégedeﬂya 9%%8&5%& v%n%ée%e I‘ﬁlstﬁﬁ:ttl ﬁmﬂﬁi data

CIrcui egra circul I'n"conp
filoat ﬂmﬂ&xnlyf IENORY, @, rasdvihi SERess, mﬂhonyrandmrlalmhwhlm%adable signal
t her eof . paratus for carrying out the_techni gues can

- (8. p ﬁ*glt@h@g@aé deqepved thrgpgha pgtwo W@tlc(né &‘renerg y, a computer

v&ﬁﬁ’ okl ‘Pg&?@hﬁ%@g&% & dbARGI B Yo @dh Gkl ﬁlcﬁ devices

I ne-read storage device for executlon by a
1rm1m@nmgmhb disfs, suels suinterizal haqdrdm@sasd memopbleadislonmagedo-

oB e i LR B B YR, R P L REE RS SRR e
software program instructions and data include all forms of non-volatile memory,
including by way of example semiconductor memory devices, such as EPROM
(electrically programmable read-only memory), EEPROM (electrically erasable
programmable read-only memory), and flash memory devices; magnetic disks such as

internal hard disks and removable disks; magneto-optical disks; and CD-ROM disks.
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prograns that are executable on a programmabl e system

including at |east one programable processor coupled

to receive data and |nstruct|ons from and to

Ay 7B bt} (B0 S GRS ok BrooBieli P S RIE Bpripgion-

sp‘mtfwmte@mecp@mu&a)ch sof tware program can be
i npl enented in a high-level procedural or

obj ett soafid ipnl@deritaais NETuBG detide UaShictOA filells APRYEd, Ylayed,
or machine |anguage If desired; and in any case, the
of efhgrasredelinprel 40 theisppmpEaotdiave Aleqepsterags mading QrEEmory
’ch%'tJ lsic@ %b?e Bf &-Cs%?f?cq t6 gtghyt‘ﬂg Somlomftajareeﬁﬁ/ﬁltﬁe lo@é)ltlﬂense
gener and speci a Ur posée m Ccroprocesso
dﬁeﬂme ald gucha cpse) testle nna;yl Hel stregr@ed w0 of GihErwied leﬁfpﬁ)raiﬂjﬂ stored
a froma read-on menory, a random access nmenor
O%ﬁ ¢ Bier deYige h\prerding aﬂxe@r%qeampr pyosesgors op whigh the Soldtion
Séft&&%l flﬂl end/@dls HH3f C81aty1 @ﬁé% M}igglfeoﬁﬁ Beildhed remotely.
y, a conputer i ncl ude’oné or nore nass
Sad;}mrea@ee plevéssers nigyrsesteasipnaxiekafon usar ldesipessthatcadeoti stors
[ nC|aLFJ e erfggneti c disks, such as internal hard disks
infpin Hﬁ Ye di sks, magneto 25 optical disks, and

o bodg P Vli%ﬁ)relﬁaﬁa‘éﬁ%}wgﬁébg?erﬁ@@ﬁ R agES ARy ‘gigmented on a

cbrﬁﬁﬁtléﬂs%rst%hl havd"® dihlaP BBvi¥Ohithiak & nTRIFRE ¥r LCDNGgHAI kst
y way "of exanple seniconductor nenory devices, suc

daplaEPR@an f(nedlephaymg amﬂm;mgmqp ahnmr ad aalawboanidwnd a pomtlng

bl
APBSREhies Emidhor ) & bikin PR ovisie B S hsan pROGS REERR R
cthpitsr St @sa %@te‘t‘rﬂ%ﬁi’cﬁ@haﬁlé{ l(ﬁpﬁ‘tl C%_r@s@ﬁlts ﬁﬁﬂﬁﬁ@tﬁixﬁwa voice,
di sks; magnet o-optical disks; ROM di sks. 38 WO
syobnis,07 0488 T wshesa Bygiie gput m@/omuttsw@emo ridgsomgputer

RURRLELR A¥%viaQ PR dcR thr Ok ihich
%app |caéfJ}|5)Ig) speci firc m%gk%%%ed mrcudt somne

cmlﬁplhteﬂmgﬁtnsﬂﬁ&ract Withuseas. Wa'hlneﬁf tedhnotvigids sacH ad witesinput
di spl ayed, yed, or otherw.se delivered to the user
a%g;ut%ts it ﬁ%\w aafeﬂlaaeamen%, tohayge ieal g‘ﬁiﬂé}’ tovgpgipeny the,dgscribed
éﬁl?lﬁ bIe of or sufficient to store the Sol ution

§ tware and/or the local |icense database. _ In such a
casep ﬁ,ﬁ)@ r 0

t enpor ar | eﬁ)? ggnr e eﬁgﬁ&{s lﬁggggegr&a%ﬁegem%%eﬁ%s it Wlu be
uhdwestpodthessaious qunﬁnaesnmnay bamatle.cFRort dxemﬁﬁ thd smasps 1n the
Sof t war e t hat, contr ol tQq

pioerises istraied PeRld s iRimey b6 ShirimscdioaET riestes way
bgtabélrlté%r V& caflindlf Hrgs 1ﬁ1ﬁfenié§€aﬁogseé&b GRhid ﬁl%tsc&lfb' ¥1ke following

claims.
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o information locally. To provide for interaction
W th a user, the techniques can be inplenented on a
W@ o09pltEsss syst em havi ng a di spl ay devi ce such BGI/ES2004/002356

nmonitor or LCD (liquid crystal display) screen for

di splaying information to the user and a keyboard and

a pointing device such as a nouse or a trackball by

whi ch the user can provide input to the 15 conputer
systemor a system which enabl es input and presents

i nf nbol h h
0 SIREBITS TS o

t I
2L 5 ¢ B0 T B S AR o o

Wi defectfi€ b Fata\Wit Bn A&Mert REOTR OWﬁ@'bﬁaSthé agth fidsindRideea tipul
and output, it is not a requirenment to have a visual

deﬁr B%?V@Iamg.ﬂﬁp@ﬁwhem@ fﬂé%ﬁhpb’é%ﬂalmuﬁ@iﬁﬁil@fyes A
NSl R A0S A BRI HE AR R BER it e wing

damdidréciatd mmsvolayle b@ragedeca d¥ahe escadplies; ahde steps in

th )r oces eS|IIustr ted in FIGS. 1 and 3-10_pmy be
éﬁﬁbg}ﬁéé@ #itp! Wamef%n@%%ﬁgﬂ%v acs%%sgbﬁ daf e X found
d {h@' ?gk% other inplenentations are within the
e followng 25 clains. 39 WO 2004/ 070538

T USS00A4002850 o U | ENER B i o

det egti nge %Fett dfdﬁc‘faéﬁnl & %"&/Eéreﬂleﬂﬂé &V OE ﬁrﬁbﬂné’[ﬁ)ﬁ relating

dataflleln es a er prevent

tcaan: agborimatibh & atatss the ﬂasta Wil i3 @undm:tedah |ad1canﬂerdatabzm orothe
rching for information relating to an authorization

uf% ¥€ess the data flle usi ng data stored in a

non-vol ati] e st ora area ser .
di saBt i ng Pﬁéne&iwgw aalalmrﬁ‘aw %rrvmitﬁ eense ﬂa%sm os%te%lthe

ngl.?%srﬁlﬁletﬁgra%% ?ij[h%usérffe%b@d during the search. 10

e neth aiml wherein the data file
COMpisi Ses 7 dfi difim Byndidf HELHRYoRfi1GHHhER drefbs h
V\,herel n the sear formﬁ?,or matlﬂgn re? tl}eng ?ao gn ©
usartdevice zampuses tadasic dems/otitpat shatem (BIOS)i s conduct ed in
a | icense database on the user device. 4..The nethod
of cléai m Theietlsdoftdng oIfblaﬂns&-Sd;ahead‘iasﬂm dada btoredtin thd mon-

vogtﬂe stc?ragg :grer:l/ 8 telulseer e&n%% %gc?uc?ers %%ocatlo ?theshcense cﬁlta%ase

7. The method of any of claims 3-6 wherein the data stored in the non-
volatile storage area of the user device includes an access key for the license database,

with the access key being necessary to access the license database.

8. The method of any of claims 3-7 wherein the license database includes
an access key for the data file, with the access key being necessary to disable the

wrapper.

9. The method of any of the preceding claims wherein the search for
information relating to an authorization to access the data file is conducted in a license

database associated with a remote server.
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WO ppuo7eek put system (Bl OS).

5. The nethod of claim4 wherein the non-vol atile
storage area of the wuser device conprises a basic
6. The nmet hod of BEHUSI004/002356
clains 3-5 wherein the data stored in the non-

vol atil e storage area of the user device includes a

| ocation of the |icense database. 20 7. The net hod of
2y 30, <! luclicd MBS\ TR RaRhYPthebddaf (Ofhe 1o
vol atile storage area O e user ev ce T nclhudes an

ad ogtBSSzAeH td @dfceéshhe dita dite B cdadwvadia, the Wedne ditabae agsdsiated
key bei ng necessary to access the Ilcense dat abase. 8.

withdh ISV EIdR F%Pn%?lt%?ﬁﬁtegnfﬂaW%ﬂ’éF #lqcakdatahass e the user
dé@&ﬁ@&ﬁ ot fchid Rmﬂ‘%@ﬁﬁﬁ ke zfu‘?ﬁoﬁzg{éoﬁfbt céés ltf?e %asa file.
e access pDel Ng ne essary to I sabl e

W apper . Q'he Héﬁldaﬁ}f?%n(y oﬂ'@)yfuﬂflelléﬂgra@{eﬁggdjb gen‘ai

wherei'n the sear information relatin
identiicationalatadior the wecdeyicettd éhedt@htmalf setver, ivehecein mhmﬂemtlﬁaatmn

alic t abase as CI at ed renote server.
a8 9 D49 BT08 5 erALRstBls Dlsdhe st Satige met hod of
cl ai rein the sea hfor i.nfar iaqn relatin

an At hor 85 Piebipes clddavishun i HoRTtpa dua RRANAEsd
d@r V%s, dsb&%é@wﬂﬁ%@ﬁ@sﬁ%n@%?oc' ated with the renote

In response to a determnation that a | ocal
dahebscsdevnetand user devi ce does not incl ude
i nformatian rel @”hnﬁ tﬁgan aut hori zation to access the
deﬂlétsef?sisgmateg“ﬁ! FHETFEYFGd of claim9 or 10 further
char acteri ed d|n |dent|f|ct|o ta for th
ser eyt B (s HadEot 2N OF e ey STimma Ruli e ecterized by
| dsdin E'fé%dr@ﬁhse dRbAhbSzAdaRS ﬁ&eﬁsothéhhtﬁ‘ﬁlé he centr al
server to validate the user device. 12. The method of
c!racfmflng anfaegepiamce hbthe dffar tofpueehtasgrandat a i ncl udes a

§s e (BT SRaS %?%sé%gs Etabites ﬁ%fhﬁsogﬁelr
i 1 T
CoVeRE: oitne g2 ?‘?f%ﬁ%?a%f‘%?fﬁﬁréﬂgsg o

atgeﬁ@lhgmtac@aatmeaﬂfwcsfférh@a@aﬁaalfséﬂv@n receiving an
acceptance of the offer to purchase; and 15 di sabl i nfgﬂ[1
c

t Hecalyigeeancsipgedpun thacentalrenses in wspase krthe peeaptrace p
f 4
oS et da §oyphALal B MR Re 10T ARl Wi e

to a gent r'[?ll method P claim 14 further characterized by sending identification

data for the user device to the central server, wherein the identification data is adapted

to allow the central server to validate the user device.

16.  The method of claim 15 wherein the identification data includes a
digital key associated with at least one of the user device and a user associated with

the user device.

17.  The method of any of claims 13-16 further characterized by storing

information relating to an authorization to access the data file on the user device.

18.  The method of any of the preceding claims further characterized by

denying access to the data file if an authorization to access the data file is not found
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receiving a nessage fromthe central server in

response to the acceptance of the offer, wherein data
w@ooaresesl in the nessage is used to disabl e tPEI/US2004/002356

digital wapper. 20 15. The nethod of claim 14 further

characterized by sending identification data for the

user device to the central server, wherein the

identification.data i.s adapted o allow the central .
aigir o ok g P i SR au0 o iRl R B e
ndtlagédptell® Wherein the identification data includes a

digital key associated with at | east one of the user

devi pg anth@muRl o2asPef Bk ?ﬂ:_cwﬁh clagBs (vhereSRarciRS 6L
17. The method of any of clains 13-16 further

inforamation eqlptingdolsn astherizaitpn tp aeessyieidets file camprigestdsteamining

hati zat.i 3 . on . e )
obRS0E 68 gB0ed BAEBESA L AR B Sl i e
ddteridiigtionWeai st bdd ustrgtefeyutalsle Hshtciaitassed i th dighal @rapper.

file if an authorization to access the data file is

not f@undA mhdo? Q&ﬁégﬁg A8taBedHtyIRORRHIA 2B B ctetled thY

the search and if an offer to purchase an
adetesting adatadile on apewsssvicndheimethoficharapterizetyy:

a‘f&e‘%@gﬁﬁ it Nata B hage ?écogﬁ!ﬁ{ioﬁfal B ecedi ng

clai erein searching for- information relating to
aeadhing forziaformatidrorebatingss ah hetholdtagiohitd ecceanthe idstadile using
determining 5 whether the user deyice ingludes

datp pioyesia ampp-yplalie PiPTge fire od s use (\{W%ﬁ%‘f . With the

defighifienatilno BRI 3% MRYLaH SN iAUEE W ARES thé‘&%t% g&t is 96\hd

storedin the digital wapper. 20. A nethod

durengathe meprali.gi tal rights, the method characterized by:
detecting a data file on a user device, the nethod
char 2tt er Thechethpd of dkanh i2Dyilregein be filatrecofghition wddonidhm

file recoqgnition algorithm 10, searching for
C‘?Iﬂ?rbﬁﬂﬁﬁtdféﬁi 58%%?W§&%E%H°%%ﬁcmﬂ?%ati og to access the
data_file_usin data.stared.in a.nqQn-vol atil e storage,.
Creabi | T RbS retod s o 20k e A dafhBlelcopgipia Media

gata file if an authorization to access the data file
I's found during the search. 21. The nmethod of claim

20 wher ei it RRiHollof aifﬁf 608 5intd W ALAGKIH (RBkeateh for information

conprises a digital fingerprinting detection
refaimigrto qu euthdfizatibndo aeteboilie dhtadllaisnopGuaed a ideasedatabase on
the data file conprises a nedia file. 23. The nethod
thﬁfusgrn‘%vlﬁe‘ clai ms 20-22 wherein the search for

' nf OEHH t %ﬂe method of any of claims 20-23 wherein the data stored in a non-
volatile storage area of the user device identifies a location of the license database in a

volatile storage area of the user device.

25. The method of any of claims 20-24 wherein the search for information
relating to an authorization to access the data file is conducted in a license database

associated with a remote server.

26.  The method of any of claims 20-25 further characterized by:
offering for purchase an authorization to access the data file;
receiving an acceptance of the offer to purchase; and

allowing access to the data file in response to the acceptance of the offer.
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relating to an authorization to access the data file

is conducted in a |icense database on 20 the user
walewito®s3R4. The met hod of any of clai ns 20- 23P@iTEs®041002356

the data stored in a non- volatile storage area of the

user device identifies a |location of the license

database in a volatile storage area of the user

devi ge. ﬁh? m&oﬁ%f@?a nﬂ{»]%%r ?, hnegj ]fz}p stéﬁné’\'ﬂl%onnatlon

the S€arc NS raL

redatingas iad atlﬂheﬂzzttibn&té aesss thedatiailaid 4 Hﬁall)a%e oA Mgk gde device in
a |license database associated with a renote server.

response i thegcerptange ohfip obfer &9 UTARAS©0- 25 furt her
characterized by: offering foragurchase an

aut hé$i zaf hemethodaf any of elmns 27 furfher chaé@céﬂiaed@yanplying a
%&QPM &eco ?ﬁe d;ﬂf ﬁﬁzf (Ath th&dil H{llméﬁer a@&ghﬁ L wit eﬂi@ 18&1t1ﬁed

ccess o t he ta f es on
fief the offer. 42 WD 2004/ 070538 PCT/ US2004/ 002356
27. The nethod of claim26 further characterized by

stor g i Afmethed fornlloedtagiphgetds iarcoandction wittd dibtribation of
access the data fjle in dat abase on the user device
diggt al?%§%@ﬁ§@d%8 h@aﬁﬁ b%hce of the offer to

p%@ﬁﬁg ad48-fild BR 2R Cfl%@lc%fw ¥inGhe &Jaltg 'fg@lngﬁld%g a digrthal

further characterize y app ying a
era;ppbhmchhdtr@ ihfdrmation teﬂnttnlgeo dt lgadt ahe \zllstrmuﬁm o $lxodata il
h.t.he identified or allocating

prIS%Cé\QH% ATFAVERHA é’Bf"PB?‘? WW%%a‘éﬁeﬁntF‘F Bﬁﬁalf{%ﬁ of digital

r Ieﬁaﬁamgttti@ nﬁsﬁﬁb@fénqaaﬁ%foea& ue?aapmmﬁlstﬁs&ef Hbﬁh&h@d%%ﬁ
file on a user device erein the data file includes

Waambﬁglanél i o wrapper includi ng i nfor matl on rel ating
| d b
r SR E?? et s i i Gaptad inforpation.

data |Ie ext i.nf ar on.relati

o ba30one Thf Bl Lﬂfgﬁalm?gmﬁﬁ%n e diBl Vg MR iffudes
irdbin@giah ir€l6tied ®UintaSsibRed iR caion FacYalBeassdorited Rith Purchases of

based on the extracted information. 15 30. The net hod

rights ¢¢ ggegssAbe dadds-n the di gital wapper further
includes information relating to an assigned
aI | 0éht i ohhomethodalclay 39sdrasia tharxiiactied pmfpnmt@élscompnses a

B0 R P LA SB el RS B o
distributor information and the royalty allocation 1nformat1on using the unique file

identifier.

32. The method of claim 31 wherein the retrieved information is retrieved

from a central database located remotely from the user device.

33.  The method of any of claims 29-32 further characterized by sending
the request to purchase to a central server and storing the allocation of credits in a

database associated with the central server.

34. A method for allocating proceeds in connection with a distribution of
digital rights, the method comprising identifying a user of a user device, the method
characterized by:

receiving a data file on the user device, wherein the data file includes a digital
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unique file identifier, the nmethod further

characterized by retrieving at | east one of the 20
wale@bnoidssg or i nformati on and the royal ty al | ocBtT/U82004/002356

i nformati on using the unique file identifier. 32. The

met hod of claim 31 wherein the retrieved information

is retrieved froma central database |ocated renotely

Lser dev .C The net hod of ., clai |

WS b RS IRl B retitie o O BB i HoBRYs Prenf iy Bl and

t anpdifEhagR digita wegiper & inSlady ﬁffo@ﬁbcﬂtoﬁtr@lﬁtﬂi\@tdthé identification
allocation of credits in a base associated with

of the useinhareinsadefeqtionpd theAdamsﬁhdtﬂlth e modibeddigiiyl wrapper
eRJb‘??‘;sea%daﬁtohﬁlo%Odtr&?egﬁﬂ B Meh @ distribution of digital

nprising identifying a user of a

user ;devi g&. 8{e|a$odf”3'}{c§h%% 34%Eﬁéraﬁ%ﬁé J(ijlgﬁﬁ xpﬁépe\% Is adaptedto

rece|V|ng a vi ce

pehata debdss to theldatheffle avithiogt 4 edlid #3hoARaR64/ 070538
PCT/ US2004/ 002356 wr apper including informtion

rel aBeng he ﬁ{bﬁtddroﬂfmlazduc&t%ifaﬂharcam&ehhat sata file;
and nodi fying_the digital wapper to include
i reBding thedpts ﬁleaWtﬂhaletr%octlﬁei digealivRepRa o 8 devise agspeiated with
aléglgsr pherein a detection of the data file with the
u1n|1ed digital wapper enables an allocation of
crreckiting @ reduestus @urchase3deceskhe thaiateoflledfons kg donSdner device;
v\@erei n the digital wapper is adapted to prevent
Wcess to the data file without a valid authorization.

3 Qitsaﬂﬁﬁ bR RSuder deideR fespHRYCE t}ﬁarﬂe&ﬁged
y: sen |ng he da afile wth the nodified digit

rwuat;tper to a device associated wth a consuner; 10
receiving a request to purchase access to the data
file37r omThhenctionisefmaimdsviuber charadtedizedby albgpatihg credit for

i gital wrapper on t{ﬁ consurrerquﬁ ce in response to

d
thg nF‘EE"&i A5G HORESTIC 087 O 'REP BTt claim36

LS S G U ko

t}%&deﬁlfﬁﬁ:aﬁ@ﬁ Bpﬁe Aberabin ﬁgescal tﬁhﬁ% wr RéniG1 16! fhe l'ug@r w1th the

information relatin he identification of

unigee uwnféﬁntlﬁelsasalgungh]ae cenfeal seriemt i fi er for the user
with the wunique user identifier assigned by a cent raI
servéP.  Themethod of any of claims 34-38 wherein the data file comprises a

media file,

40. A method for facilitating digital rights management on a user device,

the method comprising:

collecting information relating to a user device from the user device, with the
information relating to the user device including unique identification data for the user
device, the method characterized by:

generating a digital key using the collected information;

storing the digital key;

encrypting the digital key;

sending the encrypted key to the user device for storage on the user device;

receiving, from the user device, the encrypted key and information relating to the

44



10

15

20

25

39. The nethod of any of clains 34-38 wherein the data
file conprises a 20 nedia file. 40. A nethod for

wo 2oilo7asat i ng digital rights nanagenment on a UBEF/US2004/002356
device, the method conprising: collecting information
relating to a user device fromthe user device, with
the information relating to the user device including
unlqye identification data for the user 25 device,

usedevies characterized by: generating a digital key
U%H&tﬁlg ShE@et 8&ESudiRY ANOBE HR6f thé tREIvEE chdi§ptdl G, Ahe
key; encrypting the digital key; sending the encrypted

repayed nfarmatiosenddes stersd digitabkest age on t he user devi ce:

30 receiving, fromthe user device, the encrypted key
an d 4Inf or Hex ieiirod of alizinm ¢0 farthen eharactenodomplletias s
US2004/ 002356 devi and val ida
idE ey e ng el Y GFme RO iek o B Rl e it ey
is %@ﬂérﬂ@& Qsink e idbMeficatien Bifvthtion frelbfim foGhRe usdnd t he
Sstored digrtal key. 41. The nmethod of claim40 further

char get er TR ethbd 60 Llaff 40 08 4D whdri iHelcoBbdteinformation is
information relating to a user of the user device,

colleeted imaqchedanpgivith lexeaebls epdgstaseder thewseripvidse
identification information relating to the user. 42.
The 4t hobheometiodiofpmpoirlains %wgweinﬁbe digitalbledyde generated
collected in accordance with

bi nf rmagi on is 1
%?%fﬁ?g PR ACSAEASFY A on the user device. 43. The
t | 0-42
T oy LTRG ey BhyRe it Db B Rin (g 8 pet Bevice

ristfe net hod of any of clains 40-43 wherein
validatin%wthe user device conprises: decrypting the
eﬁb@?pﬁ@@ eperynted kewngdr i ng t he encrypted key to the

8@?%%%?1&6%@?%%#%%@# R OERARS, O *Chrpri cee:
ge n e%g:lt | n@ h%filo‘%‘lanf 14 c%lﬁ?ﬁsnéﬁ) M@h@r%ﬁle\ya\f%%n the user device

info natlo e user devi ce:
comprises:

generating a digital key using the received information relating to the user device;
and

comparing the digital key to the stored digital key.

46.  The method of any of claims 40-45 further characterized by

authorizing access to a license database in response to validating the user device.

47.  The method of any of claim 40-46 further characterized by authorizing

access to a digital file in response to validating the user device.

48.  The method of any of claim 40-47 wherein the unique identification

data is extracted from a non-volatile storage area of the user device.

49.  Amethod for managing digital rights, the method characterized by:
monitoring an input/output system of a user device for attempted file transfers;

detecting an attempt to transfer a data file through the input/output system;
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conparing the digital key to the stored digital key.

20 46. The nethod of any of clains 40-45 further
wW@h@rantsss i zed by authorizing access to a |i CBOIBFES2004/002356

dat abase in response to validating the user device.

47. The nethod of any of claim40-46 further

characterized by authorizing access to a digital file

in response. to validafi the.user device. . TIh

et St 1 e Bt peBrE e Ving st meldfiranster
whéleRtthé 8kl WRppaSs dddpled 15 peelehBeia@thokiz6dh@ess to the data file.

non-vol atil e stporage area of the user device. 49. A

et hegl f orhdmeRel B9 cding Ud HhefdidtHeHatel MG cORPASSS a media file.
characterized by: nonitoring an input/output system

of asuserrreyt®ed boElanh 49 BPEE furftict Bhdrh@nSiAMLS: iﬂentifying the

detecting an attenpt to transfer a data file through
dathBle, whereiroihe digitab ywsappay is 45pie0 reedp tesdantity of the data file.

PCT/ US2004/ 002356 applying a digital wapper to the

dat a53.i | eThemethed af huywindaitiselOat It wheremdhe digite¥ wrapper is

erein.the digital apper. i s _adapt ed, t reve

sngt ohop end kot i BRE ey 8RR bt fuea bl e e e
inf dfdRkddHheWi& ®Rivitel he data file conprises a nedia

file. 51. The nethod of claim49 or 50 further _

char ggt er TRSahethbd iod 8R1rh 5Y 0P 82 Giheretn HRhEfingd Be diagTIEl N

the digital wapper is applied based on the identity
casfiprisgeusing a fil¢ tegognigon algpiethet hod of any of cl ai ns

49-51 wherein the digital wapper is applied based on

t he $4ent Theymethod o€ anfnefeltimsel Indd wheraig thedigital wrapper
. identif.icat.i on, of..t he,dat Lle..in a. .database an the ..
ing{oER plfiof Rl R 1 5 e DR RS 0D A Faion
of dleditsi ds¥dciied Wih GatoRadeks betheldataclepr i ses using a file

recognition algorithm 54. The nethod of any of clains

49- 585 whepehdihédfor aabgial didiRPRSts, the'fletid8STharacterized by:

information identifying the data file and_infornmation

r edentifyins e digitel flo acmfissbuser devies, adierain theshigitad ifidelissrbiget to

SRR el R T oA
| degeivihy b Rguastdo gopyathe idital fife feorh itiesfirstisser deldod 10 second

wherein the digital file is subject to a license in
UsgE €8¥ieRince with |icense information stored on the

f?ofbﬁimipg ﬁ{ff)%gfoﬁ%socra% lith B RedRAeSdeviQ, ERRMidd \Frique
digital"filTe fromthe first user device to a secon
idestificatien idet; footht accvndgsérmfewicent i on associated with the

 Genrine FRcaipti g B B S LS A e Ry doviee

storing data on the first user device, wherein the data identifies the copied digital

file and identifies the second user device.

56.  The method of claim 55 further characterized by synchronizing the

stored data on the first user device with a central database.

57.  The method of claim 55 or 56 further characterized by determining that

the requested copying of the digital file is authorized based on the license information.

58.  The method of any of claims 55-57 wherein the license information is

contained in a digital wrapper for the digital file.
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copying the digital file fromthe first user device to
the second user device; storing data on the first

W s@r/0dsss ce, wherein the data identifies the POPUSM04/002356
digital file and identifies the second user device.
56. The nethod of claim55 further characterized by
synchroni zing the 25 stored data on the first user

devige with a central database._57..The nethod, of .

cl o fa 55 Bhe Baoa ot s HARACoH PERepHEIER Ry Hgrine the
lideAdd infdrRitibf E1aRd @ditslanY bR hdecbhtBuddi @bied, file is

authorized based on the |license information. 58. The

met hayl of A MRS fof hhiEin® Gio4l MORE ThmbiBd lch&#8RSEzed by:

information is contained in a digital wapper for the

diidgntiffing & mediadifle W RGohntdne538 PCT/ US2004/ 002356  59.

Th t.hod of a of clai 5-58,.further .

o P ITREE perSer I el Tt ble Wirrsinbe eevres gpes
inklge difeintdonrélaBn@fd dshge SEROREH tgs fadeyvi ce. 60. A

met hod for managing digital rights, the method | )

c lapplainger digisal virppper iteihetndadjg g, withlag digtial|varappsr including
b B AR 005 bR SERRA iy
dighiloviappdr anadaptedttb peevent unaagerizéddvcsssan theunedie filees;

applying a digital wapper to the nedia file, with the

di gi 6Bl WEEpPethoil BE tiadh 60 wheekdmtliefdigiad] inaapraisadapied tdibe

nmedia file and data relating to the access rules,
dig#hlodefor ugmes themgriadile by agiserththag adiserss te acqspethemedia file.

unaut hori zed access to the nedia file. 10 61. The

net @4 of The mrthod of glabn 60 or ohavhgredn thedigiiah ppanper further
. . ' I : j Lle by a
R L R B U T A %S
The petho [ - [ ] : .
wWr ap%%r f%r ‘%}é@ i|:‘E)Irr1 c[ﬂ agg%ﬁs}é F%}%}r/\ﬁn%tlg’gﬁe {ngﬁjgtg icggga?ﬂgn%ﬁd by:
| easddinnenddiatfile bwithdicending hdormedioa; file. 63. A met hod
for nmanaging,digital rjghts, the nethod characterized
m}c:)ckl%t%é fH@ u.ém,g@d:p@t@ p;\{r%pw .fchpqeyg.g Haa 01'.12e.d access;
| 0% h%%qdea%d@gﬁk%ﬁa@gmgfeﬁk& using a digital
W apper to event unauthorized access; |oading the
wiggbgitiolg imsttictions e tiermser devisseto atlewi undgckinpsiafahédimiles,

i nstructions.on the. user, devi.ce.to al.l unl ocki ng of
whERILE BRSO RN aIOF FeHAEF thetr s Bl ARisa g f miessage,
inl £466YdhdAcsl Wigh thR@icBRE PinfdrhRitisn ncoRBd il e ARSERIN, a redidte

in accordance with the licensing information encoded
seirveritdr ebtandi licemi¢ @, use theamediad®s server to obtain a

| Irgceerilvslr?g Et?lcgnssg tot chcegsetgle %efd{al ffle from the remote server; and

allowing access to the media file on the user device using the license.

64.  The method of claim 63 further characterized by storing the license to

access the media file on the user device.

65. The method of claim 63 or 64 wherein the license includes data for

unlocking the media file.

66. A system for managing digital rights, the system characterized by:
a centralized database adapted to store identifiers for a plurality of digital files and

adapted to store user licenses to use the digital files;
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receiving a license to access the nedia file fromthe

renote server; and allow ng access to the nedia file
worooth®seser device using the |icense. 64. Thep@EUk®A4/002356

of claim®63 further characterized by storing the

license to 25 access the nedia file on the user

devi ce. 65. The nethod of claim®63 or 64 wherein the

cl udes for . unlocking the, ne
o RGeS PE ool Bheind Mot Vo h REnvEFhcdgl A tdngre
d&hey, /ethesat adeiR¥d m@s@.@é‘ iﬂoaidlﬂ%eﬂumti@d@ﬁﬁer Mam&a@nﬁo

store identifiers for a plur ity of digital files and

idgntiGenbion deformationdpra é@éﬁa filecwherem the cepiliperbseyyqyiiy further
/

opclF iy froePpapau ity s REAE U R0 ifal sl o sore
infie@ivatiol afsooimiag tiertiveasedevsethe digitah fikawhh tleasky and to send

nmessage_ i ncluding a.u identifier faor a user and
TiGcISE R OBAEHBHOT HegheHal Bliorias remelP geYies; 2l e, wherein

t %&&H%é‘iﬁdeﬁ&iﬁgl i1 tiongs fmd“ag) td¥8b enSRE HRbL ROt RIRES Slow

paynment i nform or a ense to use the digita
udd dfethe digitslt fole byBhd wsenr mat i on associ ating the |icense

to use the digital file with the user, and to send

I i cefdi ngThaswtemdf daini 66 \xﬂahmirdihgicbntlralfzieﬂ server it fiather

te device; and wh ensi ng.i nformati,on
oG ACEHYE e B GG Keram s 1RO devars T3 Lo 8Pt the
oﬁ’ef ot rﬁ@recﬁl Gitdi @by tovalidxe bl f‘deHﬁﬁ‘yr of a@ TeastUn@ oF MRt e device

claim 66 wherein the centraliZzed server is further 10

+ ambibeabdre to receive one or nore digital keys fromthe

renote device and to decrypt the one or nore digital
keys68.0 vahe stam aficlaaent ot §7 wheiein theasttraized sdrvertie further
dev. Cﬁ and t st.e

oD TGP e VMG T S0 IeFpaps HEvipLp e Vel ing

iHRemat ®vice, recei ve device-specific data fromthe
renote device for use in validating 15 the renote

devi gg. 68ne m@erﬁ&%%@hlﬁﬁmcés WhétiEh SRS WREST N

the renote device onprises a server adapted to
cepyess & sstvieradapteg tofsulmogﬂ stghmirg efgligitel dlesde p ugerdegise
associ.at.ed.wth the user. 70. The system of any of
APy %15 Yifierein the remote device stores 20 the

|6|6 cg 8' ng Pfﬁ}‘?ﬁrt%gtof 17 c][%ig\?%? 324 wﬁeremotfle Mot EGX%CG StOres

the licensing 1nformat1on.

71.  The system of any of claims 66-68 wherein the remote device

comprises a user device associated with the user.

72, The system of claim 71 wherein the centralized server is further
adapted to receive information from the user device, generate a digital key associated
with at least one of the user and the user device, and send the digital key to the user
device, with the digital key being adapted to enable access to at least one of the
license information, a license database containing the license information, and the

digital file.
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conprises a user device associated wth the user. 72.
The system of claim 71 wherein the centralized server

w0 go0faTasker adapted to receive information frper/Ukm®04/002356
user device, generate a digital key associated 25
with at |east one of the user and the user device, and
send the digital key to the user device, with the

di gital k bei n dapted.to hl.e access to at Jeast
ona 51 ¢ nie RRLREIBR iR o572 i AR B chp g infoEPon
c&@;lﬂis%k ahtaadidied for aenmadisapling aaidianwrandr ifigied € ietdadital
file. 48 WD 2004/ 070538 PCT/ US2004/ 002356 73. The
filsyst em of any of clains 66-72 wherein the licensing
informati on conprises data adapted for use in i
di sabti ngAa agiae eanPiFEppErackippsadable snadian gloging apstructions
ile. [ 8] | ne- dabl e
o ciBing die e bk e S BB LLRRERE"0 © 1
prdetetisgs dath dilper b asendepiee avhapeia tihodas ik ingludeed digltalng
a data file on a user devjce, wherein the data file
WrppPLRreLeingageasa fo thdalg e wihawtehyalid puiiogigalion; o t he
R chibg forthlpidiorfrotiir bRl £ioh 15 ot SARE Wt ling
datastarddi ihe nosivodatilel sibeags tmaed themsar deviceyohdat i | € st or age
area of the.user device; apd .10.disabling the digital
ipBee e it e S Bioraitud dgeesh theutife e biing
dbindle seidE.ng the search. 75. The article of claim74
wherein the data stored in the non-volatile storage

ar ea76 0Mprhe &gick i cBitdia %ﬁéfeiﬁ‘flge %eﬁ& SSRIANA 11k ﬁdnG\‘?dT?tﬁe

dat abase on the user device. 6. The article o
stotage arca4onprizs avtigitdikey féreacdessimgstlmensd databiabeeon the user
dnon-vol atile storage area conprises |ocation

W¥%rmation for the |icense database. 77. The article

of a of .clainpg 74-76 erein the authorizatiagn to .
ncceld °tbe BT R AT sl g SR fiofvolate
stelta38 Bt datBndpfiSesdb&itionlinWFARRSY for BRdicdh&Atdbage. t he

digital wapper is perforned using the digital key. 20

78. Fhe arhé ghiRledr 89%f Othirkd P4-16 whérely thehatRtiRatidi8o access
machi ne-readabl e nedium stores instructions for

thealats fHlg comprisss adigitel ke durghissbling thepbgitad wrapner.tand disabling
Qper.ati ons. _conprising nonj.t of 1. a file input system
thregd?gl?ai SRSt 155%%.‘0518?@%% g]ie lglgag%( BLt i ng the data file
?rg nit ? g‘r :J?]g"{l? %@%*efq%@ln?/ of glra}cn(ljsr %97 Shefbid ﬁlsé%gchﬁfe-readable
medium stores instructions for causing one or more processofs to perform further
operations comprising monitoring a file input system for the user device, wherein

detecting the data file on the user device is performed as a result of monitoring the file

mput system.

79.  The article of any of claims 74-78 wherein the machine-readable
medium stores instructions for causing one or more processors to perform further
operations comprising:

detecting a device key stored on the user device; and

validating the device key to determine if the user device is an authorized device,

49



10

15

20

30

I nput system 25 79. The article of any of clains
74-78 wherein the machi ne-readabl e nedi um stores

WO p@bousss ons for causi ng one or nore processoPGI/U2004/002356

performfurther operations conprising: detecting a
devi ce key stored on the user device; and validating
the device key to determne if the user device is an

ut hori zed Vi,C 49 WD 2004/ 0705 ..
e B 48R wieRpe A HeERPRRD T Cheusgr dPyigg is not an
aMthsAp&Y ddvicenot perforned if the user device is not an
aut hori zed device. 80. The article of any of clains

74- 7goWh ek Artidheo MRGRIF R M ALF0 heherdi e eUihhiR)-Radable
instructions for causi ng one oOor nore processors to

mydivng pleres unstveonssop paisHILi ona O BipPIoseIsersde peifergn Surther
t ' .
oS AAeP R e SRS o BB lesing

aBihbHadtioaab hedesd e derals iftdewddiidatidd © dcsesd the daipHRds A6t
t he user device. 81. The article of claim80 wherein
foupd anethe user dgisdage conprises a request to purchase
an aut horization to access the data file. 10 82. The
arti Sle offhepreick SrliFetCheedhpiraMpyianqsaaggapmprises a

r{)@ggg@g{cgaﬁn iR B8ed Qi @lphR one or more

0 perform er operations conprising:

FECelgy! NG e LHRHAL cqaime%g@g&einnthé GHRRRE SedddieMedium stores
request nessage, ereln the response nessage
instabticisSondnuting lvae bz Albroprotesas tepafarhefughtvoperdtions and
15 disabling the digital wapper using the

CaPRYPEzat i on to access the data file included with

; . i L
7 R Ao TRe e, bt Bt Rofiefm ARk Sy GHAl B
ré¢spehseuntssagesnélodescalsihngizatm toracoess ¢hepdatcBlesand t o

ec.for.m furt.her, operations c rising: 20 oyi di ,
t otisahling e St avigiinn: Uaghsatthgnasion b sgessdre AR dle
i@dl‘&dé@r\iriﬁ%%%bpbﬁ’serﬁ&ﬁ% the data file if an
authorization to access the data file is not found

duri g thepeSRMICHE anfySff R1a1h§ 943D v SR HRNRScHhe-fehable
of fer to purchase; and storing an indication of the

mesloep s@nesensifuctiones fof fausingmnewr otvaie processors to perform further
operations comprising:

providing, to a user of the user device, an offer to purchase an authorization to
access the data file if an authorization to access the data file is not found during the
search;

receiving an acceptance of the offer to purchase; and

storing an indication of the acceptance of the offer to purchase.

84.  The article of claim 83 wherein the machine-readable medium stores
instructions for causing one or more processors to perform further operations
comprising sending the indication of the acceptance of the offer to purchase to a

remote server.

85.  An article comprising a machine-readable medium storing instructions

for causing one or more processors to perform operations comprising:
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25 84. The article of claim83 wherein the
machi ne-readabl e nmedi um stores instructions for

W@ 2au8i0mg3one or nore processors to perform furPdiBUS2004/002356
operations conprising sending the indication of the
acceptance of the offer to purchase to a renote
server 85. An article conprising a machine-readabl e

um st instructions 30 for causing one or
C?J‘i‘%?:g gi?%""‘f%uf)eé%%l??n operations conprising: 50

V‘@ie@ﬁ@ﬁﬁ@ #2238 MeTsH32004+0328%6n atetiafhi Ng a data

e on user devi ce; |dent|fg| ng the data file using
a sf:arbleng éuogfﬂnniafml relajiseite Arputbetization tgagesss the data file usmg

nfornation re 0 0 access the
d%%\thrqB?Pél n9eY E;a%%g[? tggtm% gltﬁqu%} %%t}léevg?&atl |l e storage
arfigwafg dcbess ws te daevfiledf artathdrizatibow agessthedata fite i eund
data file if an authorization to access the data file
dyrengrthepefrclduri ng the search. 86. The article of claim
85 wherein the machi ne-readabl e nedi um st ores

i nst Beict i Sheatigle afglany %hféelérth%?@“’bﬁf@éélﬁlﬁ medjgn stores
mD{%B oﬁlmf&%aaaﬁg {&g&m&eg;&es&qmlﬁfom iR g@faﬁgn@n

user device erein cting the
c&ﬁﬁr&’smg moﬁitéﬂhgoamupﬁt system ofdberider dévitd) evlm:mn tletectingg the data
87. The article of claim85 or 86 wherein the data
fily Qs 28 A TeHE Al S ORI storage area conprises a

(e 87 dey Thestils of AR g5 A0ev PR e G Spig Lsgpcayvolatit
sté’?a?e ahdd oipridad Aqi gfté’lrk%gilfblna&&%& ONjcehst K@AALL bithe user

rage area conprises’location i'nformation for the
dé{rieesnse dat abase. 89. An article conprising a
machi ne-readabl e medi um storing instructions for
causBBg offae artictesfernyrofclainoBS-87 evhesrit therdatyxdorad inths non-

VOGRS A ETBRST RSP oA 21 éaﬁ&feq‘%ﬁﬁr e
extracted inf t | udj n f t

B o A st b1 i fpotons
%E%lﬁ%ﬁ@é off Hor fbgé’t?e@?o?? d efoit efa'tlbﬁs corhi&id: f yi ng at

ut or o the data file based on the
extec@eing dnfonnaitmnrmc@acind franua digitalcwtapper appbet] tox daga filee with

s Sipor ) BLo e B e Mg reon of e SR
receiving a request to purchase an authorization to access the data file;
identifying at least one distributor of the data file based on the extracted
information; and
allocating credits to the identified distributors in accordance with a predefined

allocation structure.

90. The article of claim 89 wherein the extracted information includes an

identifier associated with each of the identified distributors.

91.  The article of claim 89 or 90 wherein allocating credits to the identified

distributors is performed in accordance with data in the extracted information.

92.  An article comprising a machine-readable medium storing instructions

for causing one or more processors to perform operations comprising:
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25 90. The article of claim89 wherein the extracted

information includes an identifier associated with
we@a0h/07f538 he i dentified distributors. 91. The mT/Usioe4/002356

of claim89 or 90 wherein allocating credits to the

identified distributors is perfornmed in accordance

with data in the extracted inforrmti on. 92. An article

I Si h d di [ ..
AP R e B SR MR T B gh R D} BB adigiel vpprer
inemﬁfr%nﬁfo%ﬁﬁ&t DA GO BPIehst o or MbroMstZBRb HThS Bata file;
PCT/ US2004/ 002356 storl ng a data file on a user
dedﬁrxtléylng\,h@s@ruqfthm@eﬂé@w% le i ncI udes a di gi taI
(Pc@l%l%tlhn% li'% Qrga[#g{@% t?)éﬂ%l}{lﬁe? a?gﬁ Pé%th% tgg ﬁ@?ﬁﬁcaﬁom

oﬁthb' &@dr wherking dﬁ&mod oY tiraiatafild Ivsﬁth the middéfiedi digita Iwrapper
per to include information relating to the
eﬁablﬁﬁtapfaﬂ@"aﬁtioéﬁf"@dﬁftof}k?élsﬁ%er wherein a detection of

the data file with the nodified di gjtal wapper
enabPes akhepitisteptickimst? whesinihe Getpevigrest ngadesthe

1n§51{1+a?18ﬁ rQhtifd @1 a%&gﬂ%e;{l e idd 6 L ifoialthe‘ﬂ's@tp per

I it Oor mat | at| ng to an assigned

al | ogat i O‘i*hé’é%l%f EH ik @3 vth‘e%l 1’964(11 fm%v&éﬁér% &p %ble to

claim92 erei nt |g|ta per opera
pte®enthocdds eveheidaadiie ssthoat 4 mldcmlﬂmnﬁzamm o dlcbess thead avafiled
aut hori zation to access the data file. 95. An article
conpos.si n@nartiEe bomprisiegd abichinorelidableshaiiumgtoring instructions
instructions for causing one or nmpre processors to

foy @?‘ﬂ%‘?&ﬁ‘éﬁp@r‘ﬁ?ﬁ%’ﬁ@%ﬁﬂ%ﬂ REFIQED OPEEPR SRS mat i on
[ ‘I‘:ré@etl%ﬂg in thl)%%laﬂﬁ‘%/ fFLudek ﬁmlé@ﬁoﬁﬁﬁé usSB UL FiBe, Wit fRe

ved 1 nformation i ncluding unique
rdcelivnd irffomadtionrindadiag oiqut identifeatiodelaiacior theSisgedwyicat i ng

a digital ke the received. information; storin
t HEDERHNg éh %@bﬁeye'g%‘?%/@? F‘?Fﬁwte\f/iléndeF@‘i‘t{OélP key; sending )
t NBorBRGHY iRl ]@ﬂ to the user device for storage on

the user device; receiving, fromthe user device, the
erﬁnpwtlegthceilgmldkemol l ected information 20 relating to

i3Sl i B RS ERoLRLATY a0

| Ngtdivigk] POA tad e devate, thteendspieddayiane ,comwed/mforﬁatmlmg
t he user device using at | east two of the recejve

redpfingyte thauses Jevieq avithihe pellactsd informaten hane C%Hf»‘atefirbé the user
aZiE §thclbbh @l witPrstriQion BOraH dd b Gslacticd! a5

erein I ne-rea medi um st ores’
Vahdatmg the user device using at least two of the received encrypted key, the

collected information, and the stored digital key.

96.  The article of claim 95 wherein the machine-readable medium stores
instructions for causing one or more processors to perform further operations
comprising:

receiving from the user device a request for an authorization to access a data file;
and
sending the authorization to access the data file in response to validating the user

device.
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25 instructions for causing one or nore processors to
perform further operations conprising: receiving from
W b@40%s88 devi ce a request for an aut hori zati oPCT/US2004/002356
access a data file; and sending the authorization to
access the data file in response to validating the
user 30 device. 52 WD 2004/ 070538 PCT/ US2004/ 002356

97. e article of.cl.aijp 96 wherein the encr ed ke
and Ve cohe BBl bR Ry hein i PRt R ke orfiElea
iffonngehiioRc¥vdin dBnéRRUSEh the fedubs farihbauihaakitn. 98.
The article of claim96 or 97 wherein the

nmachpge- r gadakice JPRMiM6 StoTreseréil he MadHiAFealile medium
causi ng one or nore processors to performfurther .
storrs irgtiuotiens for eansingioni ey meropioaessens o nerfera fusthenepearaions
aut hori zat.ion t.0. file | esho. to
oGHpeigis FRE R RUAROTIT s B EFb AR o Gere e BRER T o
réshiseBo VHidBnphengbnddvie. machi ne-readabl e  medi um
stores instructions for causing one or nore processors
to pe9f or mhé witichedf an9REERIMONS-98 hefdiss tHeGnachthe-readable
receiving a unique identifier for a user associated
mgidium staees isduciiens; fercauging ong eRBIOR Piegessers topeifera fugigr

. her I.ng .t he unique identifier for the user. 100.

oﬁﬁ&éggf? ih%%ﬁbrisingqa machi ne- r eadabl e nmedi um
strecdivigg ianmiqueddéntifisr for aruseraassicigdedvith dlie wser device; and
processors toQ performoperations, conprising:

OFFOEBHAS aleaiagutaﬁ 6Y ABtheputing %U@mv&fqg%nt%@e Fordas 5B or
attenpted file transfers; is_detect%gg n attenpt to

trandP@r Anpatigle FPMRrisiAE & mpshingacadap Y storgpdpgipyctions
! iy t dtpa
R D e b A Rk Py Per B Seri B o1

wWrrappierringsndoatoathut systene vEatisen davich foriattecipteddds srangfers;
the data file. 101. The_ article o | ai m,100 wherein

L SRR e et PSR wregh i B Rct P
CalhSiigs 2AfIal wiBpE: BHRCERS Alcheidte REbWRHThE Hfidh®Ed transfer,
operdtions 20 conprising identifying the data file as

wherenythewhgitad wrappepiscidepted smprevenhuoaztherisdiageass to the data file.
copying. 102. The article of claim 101 wherein _
i dentlDi.yi Ae ehilaef daif 109 wkerbipithgymaghih¢-eeadable medium stores

.protection from unauthorized copying ingludes | gcating
iy Bl Pt s eGP PO PSSOt & Pty UGB e
cOfptifiRg WRAfifyeyhe/lata file as being subject to protection from unauthorized
copying.

102. The article of claim 101 wherein identifying the data file as being
subject to protection from unauthorized copying includes locating an identifier for the

data file in a database stored on the user device.

103. The article of claim 101 or 102 wherein identifying the data file as
being subject to protection from unauthorized copying includes:
sending a message including information for identifying the data file to a remote
server; and .
receiving a response to the message indicating that the data file is subject to

protection from unauthorized copying.
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25 103. The article of claim 101 or 102 wherein
identifying the data file as being subject to

w@e@keotsson from unaut hori zed copyi ng i ncl udesPCEHESHN10P2356

a nmessage including information for identifying the
data file to a renote server; and receiving a
response to the nessage indicating that the data file

copy il -8 SerBoaRbOBE OB b sat g notggtions

f@f datisih € o8 O8NIbR PocedsdtB e pertormapdiots aaﬂpmmg or | ng
i nstructions for causl ng one or nore processors

peidediififingretigital dle or a #ﬁﬁ?tuutsﬁrrd@vad%h@rpmyhﬁ gigHakfilgis sath ect to
altichfse R aholddBt yHASIcoHEh R FmallfIPGEIER ohitfe HlBhlRlitibhe

is subject to a license I n accor I cense

| nfeceinimiacaqstsoioedpy thet digitdl ifils fromsike ﬁckmusemtevﬁe to a second
receiving a request to copy the digital file fromthe
upstide¥icliser device to a second user device; obtaining

' nctlﬁéli]'ﬁi% iRRrAREACARE G Miith thd'&cSRERRM db’ﬁ@é iAGYAiRS unlque

i ncl udi unique 1dentification data for the second
1¢mﬁﬁcatmmdam focdmﬂen@ldtdserdhvgw; al file fromthe first

dev t d 10 dat a
ortAPNEE s Sie LR Tl s et AP e esr e (b Orres.
t o ?&ﬁﬂ ofl tHd fird usef ddvEccrMhetciieihe idhiaderdtiTRs SRCAPEE digital

user device. 105. The article of claim104 wherein the
filmand identifies dhasesomdbuseudede®dres i nstructi ons for

causi ng one or nore processors to performfurther

oper éﬂg ondhe @igle pE¢laien t@hwherginthe malmnw@ﬁahlg ngsfdivrh stores
.diggli t al ffl le to the second user tdeV| ce ﬁl "
insipcyions fp causing ong o MR RIOGEPYrs i Renfotam, ?@er operations

cobAERR Co®Mmid@that dbig/imt 61 tht eigithl Blead Meld@dor uséP&evice is
wherein receiving the request to copy the digital

peipigsibleip peosadanee wathvihg coage mﬁwr@émnon of an attenpt
to copy the digital file through a file output system

of t HB6f | ride apirde ofideine E04 arptps whﬁéelarr@qem@g e regigsigp copy
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data to a renote server. 108. An article conprising a

machi1ng: r qadakicte oRaliywNcding il 04106 sihietesd thesachir@rreadable
causi ng one or nore processors to perform operatians
sorepgnstrugtiags foy CRI§INE Re@r anare p@cessors to perform further

operations comprising sending the data to a remote server.

108. An article comprising a machine-readable medium storing instructions
for causing one or more processors to perform operations comprising:
identifying a media file;
identifying access rules associated with the media file, wherein the access rules
include information relating to usage rights and usage fees;
applying a digital wrapper to the media file, with the digital wrapper including
identification data for the media file and data relating to the access rules, wherein the

digital wrapper is adapted to prevent unauthorized access to the media file.
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digital wapper to the nedia file, with the digital
wr apper including identification data for the nedia
file and data rel ating to the access rules, wherein

unautfior; 786 aHHee8Ch™| GOTRiina i fPRE G5 gt fle compriss

1&%@%@%@1@3&&?@&% RBQecahitiohA%oriting. article of

cl ai 08 wherein identifying the nedia file conprises
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algorithm 110. The article of claim 108 ‘or
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-110 whe E x§ machi ne-readabl e nmedi ym stor h
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op&hfieisBoliprishif  operations conprising: receiving a
request froma user for authorization to access the
ner@p@vmgme'equqsbﬁomw usgr for pethotization ty agcess the medicclgest

ri t
di 1@0&@%&12% r?xﬁS{e dsg t‘ fﬁ\%?g %setrfla q‘?z%{%gllé lorace acceés tﬁe fr‘xhgla file,
an@di a f|Ie by the user. 112. The article of any of
cl ai ns, 108- 111 wherein identifying the access rul es
asberbling dhe digttal Wiappsrde pliow av@ss:@?rb? Pséia fHle b¥itha ¥gr ¢ he

access rules froma user An article conprising

a nmadh?neTheagiss ef aydf &iﬁl@ﬁ é9$ Abl VheteHidentng theagegss
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an atten'pt to ccess a specific digital file; and
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| RIS TdoOmSatfeRipt EPASERG sPB&fic dfxital filkPAR] Pr ocessors to
perform further operations conprising:
allowing access to the digital file using the digital key if the license database

includes license information identifying a license to the specific digital file.

114. The article of claim 113 wherein the digital key comprises data specific
to a user device and the machine-readable medium stores instructions for causing one
or more processors to perform further operations comprising:

retrieving identification information from the user device; and
validating the digital key using the identification information and the data specific

to the user device.

115. The article of claim 113 or 114 wherein the digital key comprises

location data for the license database and the machine-readable medium stores
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retrieving identification information fromthe user
device; and validating the digital key using the
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the user device. 115. The article of claim113 or 114
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of ariy7of THeairtidle dinyldftvlatheried16 harethi®ideadigiled ¥ey comprises
conpri ses data necessary to decrypt at |east one of
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