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invention relates to controlling the storage and

recordi ng behaviors of a client system More

par A SYISTEM FORREMOIELY CONTROLLING CEIENT/IRECORDING
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only the local resources needed to interact with the

user of the system A network of reasonable

performance is assunmed to connect the server and the

client. The economc nodel of these systens is that

of centralized nRBSGRIBAIONQIF ddE PRIOR ARThg down

the increnmental cost of deploying client systens.

However, this nodel has significant costs that nust be
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adding a new client systemmay be“quite

syalgimsg obhatwaest woure cclipat-sefvenubased asysichah) esuch as computer

rathlsbie ate PR he Wod e o8 g ettt sy stems, such
a8AIBINIIRY of YNbAGtatne (NBIVS)GRSE afPB5Ed teRBIve¥hPR& Lomputer
is needed for each client Dbecause of these additional

prellsmnse eych As nedelinenatpatic blastepsbisekingectyptagsaphio ey

LT ] Te—
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Distributed systens _arerfpopul ar because the resources
speciely graged.asigce it performs computations or stores data for a large

number of clients. Each client is inexpensive, having only the local resources

needed to interact with the user of the system. A network of reasonable
performance is assumed to connect the server and the client. The economic
model of these systems is that of centralized management and control driving
down the incremental cost of deploying client systems.

However, this model has significant costs that must be considered. For
instance, the incremental cost of adding a new client system may be quite high.
Additional network capacity must be available, sufficient computing resources
must be available to support that client, including storage, memory and
computing cycles, and additional operational overhead is needed for each client

because of these additional resources. As the central servers become larger and
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Interactive television systens, where the viewer

anstdal artifaet ofdhe hrpadeasinabiiaiaidelsxisinn. dine cont@ligidding another
VM, 285, 0, 8 L5 o IRNBH TN B0 B450 B0 getypreddo o ot

viewvegsich cl | ent quickly limts the size of the system
t hat F' profitably built and managed. However,
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client settop device, have proven even more uneconomical because dedication
of server resources to each client quickly limits the size of the system that can be
profitably built and managed.

However, television viewers show a high degree of interest in choice and
control over television viewing. This interest results in the need for the client
system to effectively manage the memory demands of program material that a
viewer wants to record. Additionally, the management of recording desired

program material is of equal importance to the memory management task.
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system that allows a service provider to remotely control the recording behavior

of a client system.

A client device, typified in U.S. Pat. Serial No. 6,233,389, owned by the
Applicant, provides functionality typically associated with central video servers,
such as storage of a large amount of video content, ability to choose and play
this content on demand, and full “VCR-like” control of the delivery of the content,
as typified in U.S. Pat. Serial No. 6,327,418, owned by the applicant.

A preferred embodiment of the invention schedules the recording, storing,
and deleting of multimedia content on a client system storage device. The

invention accepts as input a prioritized list of program viewing preferences which
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a?éﬁétgjrﬁgd'“ me slots for each input source with a space
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cap@.rée@gjég@g as early as possible. Schedule conflicts

resulting fromthe recording of aggregate objects are
r esoilhedinvention correlates an input schedule that tracks the free and

occupied time slots for each input source with a space schedule that tracks all
currently recorded content and the content that have been scheduled to be
recorded in the future, to schedule new content to record and resolve recording
conflicts. Content is recorded if at all times between when the recording would
be initiated and when it expires, sufficient space is available to hold it. Content
scheduled for recording based on inferred preferénces automatically lose all
conflict decisions. All scheduling conflicts are resolved as early as possible.
Schedule conflicts resulting from the recording of aggregate objects are resolved
using the preference weighting of the content involved.
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dsawiogsl ilgstraing, dyiwaieot éxamplei the principlesf diod invention.
schemati c diagram of the structure of a view ng object
in conputer storage for programmtic access according

to the i nventBRIEF DPESCRIPHON OFTHESDRAWINGSdi agr am
showi ng how the schema for a view ng object Is
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accoggj ng k.o i [+Qn . Fi i | ock .
scheﬁg'ig Iéi %g@lg%s%‘é%%ééﬁaﬁlag{%pm ga;rpg%%r%@ embodiment of
distisuted telbiisiorogewirgnmenageiment by stersavdordingde ke iention;

i nformati on at\)gé)ut prograns according to the L o
i nvefitd-anis &ibipcksseheraati dierrayaafitheistrugivgrefm yviewinggbject in

r i . .

cBihptd Mot B Brdtranfia AQRR3 RERIATIG R YR Rfan,

of i frigei3eista hlocksghematio didyramnsteswingmowrite séhdnga for a viewing
Bl ogk si:{he ti ¢ di agram showi ng the schedul i ng of _
OPJESHiE S S HHAtured bp &@ﬁ%ﬁ&étqraee KPFRPrAENARtS ageess according to
tREREHlilg to the invention; Fig. 7 is a flowhart
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programs of interest according to the invention;

Fig. 6 is a block schematic diagram showing the scheduling of inputs and
storage space for making recordings according to the invention:;

Fig. 7 is a flowchart showing the steps taken to schedule a recording using
the mechanism depicted in Fig. 6 according to the invention;

Fig. 8 is a block schematic diagram of a preferred embodiment of the
invention showing the bootstrap system configuration according to the invention:

Fig. 9a is a block schematic diagram of the decision flowchart for the
bootstrap component according to the invention;

Fig. 9b is a block schematic diagram of the decision flowchart for the
bootstrap component according to the invention:;



Fig. 9b is a block schematic di agram of the decision
flowhart for the bootstrap conmponent according to
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Fig. 10 is a block schematic di agram of the decision
flowhart for the software installation procedure
accoFdj.nt0 tis a Hdockneemematic diagrani bfi theadécisioakflewchart for the
cﬂ\g’matjc (1 i,aﬁramo f apreferred e nhodinment o f the
spHyers instal@tion Mrecrd e acoRIAM 19 HiedMEEIdh to a
PIU #id. {41 94 aCh 10BR's CHEMAIER fafifim I 18 QiR EffbddiiBht of the
a broadcast signal based on renote co nds froma

inventien distrihudinggcamienhénformation do; a apldradiity.of 1diend systems that

el SE T Or A (LR REIST oA cpaerd S Eoeth 2Byupands, from a
Séﬁ/@?@%oﬁﬁ%%c?}%éﬁﬂ{/@ﬂi&ﬁ%w or according to the

I nventi on. ED DESCRI PTI ON OF THE | NVENTI ON The
i nvefrig.di2 iss klobls gichematic diagyameshdvdng rasnautbbsing and distribution

cantrellin lient,. recording,and storage hehavior. A .
IS8 R ol Belinech Plet RSl SBie Atk RLSaring BebRvior docording
tPfHevindertidr® renotely control the storage behavior of a

client system In addition, the invention allows a

service provider to renotely control the recording

£

n 2t ol evi DETALE pESTAPT ONOE TR VRN 51 G

coll ection systemthat inproves the ability of the

i ndi vi dual viewer to select and automatically

t i medhief investieniisi embpdisgr ima wiyslesn foouetatgly controlling client

SRR BB neharh AT ARl g, B RCAh atows o
sersey iohmd@r By EntsteWhtdttrdl thé tdtbnﬁg@i [5éHavisr 8Ca dlient Bpdtem. In

cal cul ations pertaining to an individual viewer are
agditiogr thedinyendemallpys poservieatprovidge to vemately goniseldhe recording
b8hL&BF o Q%Yliaﬁtes g || e providing for the reliable

aggregafl Snoand Sdi 9sem nation of i nformation

conc@heiingenticrisregmbediet $n apteRMBIGNORWING InTOFRARGEEansmission
The Dat abase of Tel evi sion Vi ew n? Information Fig. |
W

agf eedleglian gyptem ehavemipwas Bre ehiity el the individendewer to select
b8 S BBy B oAl R BPUf bpportunites for -

SEIVEnd plgoviqj\érotcrlr?nhangarwmdtreﬁtptttelewielwﬁg me&wﬁnae. ;I'he invention
central site .and an extrene arge nunber o
dEFee 2 SHple PGy il CRDUPRe i dslsListions pertaining to an

individual viewer are performed personally for that viewer within a local client
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information concerning viewing habits, preferences or purchases.

The Database of Television Viewing Information

Fig. 1 gives a schematic overview of the invention. Central to the invention
is a method and apparatus for maintaining a distributed database of television
viewing information among computer systems at a central site 100 and an
extremely large number of client computing systems 101. The process of
extracting suitable subsets of the central copy of the database is called “slicing”

102, delivering the resulting “slices” to clients is called “transmission” 103,
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supplied by the creator or maintainer of the viewing object; and “derived”
attributes, which are automatically created and maintained by mechanisms within
the database. Basic attributes describe properties of the object itself; derived
attributes describe the relationships between objects. Basic attributes are
replicated between databases, whereas derived attributes are not.
With respect to Fig. 3, there is a small set of fundamental o bject types
defined by the invention; each object type is represented as a specific set of
related attributes 300, herein called a "schema”. The schema defines a template

for each attribute type 301, which includes the type 302 and name of the attribute
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methedslef thimieeehiomssi gned an "object D' 203 whi ch
must _be uni que within the database. This object |ID my

t ake ylngﬁgaﬁ%to 51912 ®gch Hbiagd in atqeéaba$®ls gssigneran “object
D %3‘3 Rict tl’h?%t b ?cidee\mtth fig d%ta)l?a é g@ggﬂb &y take many

the o rovi es a use

fdmts;vaemom as mhr@jeaand uatqﬂxenufh‘e@refe‘rrememtb@dﬁﬁerﬁ@s%s a 32-
@Ilomed ch obj ect al so includes 'ref erence

d@fﬁeer&t nevplieht | ahitinipwges %usafnbtrtaﬁeofﬁlhe@@eer@fprocessmg
sPsd® arRPirkibSer Br Jﬁ@@%@@&?hal ét:P ESEﬁro et Bfso jncludes a

current o ect erence count

‘retaronce chunBtZCplervshlsh i$ nntlhtewatgabra*@ ¢he mmﬁﬁﬂ de)theOOBJects in
di rectory

”@Eﬁ%@a%"ﬁf&é%f&r\/;ﬁg Wﬁ%&& ﬁﬁf)ﬁ@g /&E %Qlﬁtqté/t'ﬂbﬁ rgfgreage count
e D e el AR B BRI, ot ory o] ect s

as p@ne spedifie typesof viewing object is the “directory” object. A directory
object maintains a list of object IDs and an associated simple name for the
object. Directory objects may include other directory objects as part of the list,
and there is a single distinguished object called the “root” directory. The
sequence of directory objects traversed starting at the root directory and
continuing until the object of interest is found is called a “path” to the object; the
path thus indicates a particular location within the hierarchical namespace
created among all directory objects present in the database. An object may be

referred to by multiple paths, meaning that one object may have many names.



and there is a single distinguished object called the
"root" directory. The sequence of directory objects

w0 e@ndeeised starting at the root directory and PCT/US2004/000561
continuing until the object of interest is found is
called a "path" to the object; the path thus

Thadefteserse gopatr on avliewing ahiedtds indrementadby one for each directory
gl?éarchica nanespace created anong all directory

WHISI&ESdPdkent in the database. An object may be

referred to by multiple paths, neaning that one object

may have many nanes. 8 WO 2004/ 063891

RiTodssfoydne ddaisenanbe of BfaéakaseeConsi

o5} Bl & FBToRERL 62 Plo e SmpRRERe %65 Persiihich insure
tHR RcA RitSba S8 fbpiies e ARhOnterRblly Bensisring 58 all @mes, and that this

preferred enbodiment of the invention is to insure
comgisteagy s @atematieallygprintained witheutirafesenee kg other databases or

ons| | L. ti a at ..t hi onsi stency is
tOTReRt BE, Mnrhetih I 3o skl Sitby oPasiBas o, farérioe that
trdas RIS oPr colldktiomassbraions apgehi iAnat Gmble ntamitef Ar with any
site. There is no assurance that transm sSion or

aggiredcpededisiter Bor drlanegparclient Systara| mayebp@ehusroff for many

ol iy SIS P g L B0 BB o
objeats muss alwaysordshilt is ystamsistant sulsddt\of RS Seblet ddtitsase, even if

.replicatigon of objects nust al Waés result in a )
'td%rﬁqts%‘iﬁblgJssﬁan%?ﬁtaﬁleota,l@ptﬁeﬂea ediad¥ingthe centralj and client
j ' Rﬁ{& :al | objects needed to

d%%b%gbtsﬁgﬁ?gﬁ@gfe"%ﬁgﬂc [ eér;cloq{'dat abases into conplete

syncBEveni mate eerioliy,ethemercars bei noiguarheiee oka stablRooperational
a stapl e operational environnent while

uar ant ee Qqf, I
e?wm&s%a@wq e fafskassy ipdnngsepRfabeing rpdatséinfpe, example,
eRlcEiddl | serP e tcﬁ\fi 'c‘éSsé‘?g'hfsemntign' fleats all database

I nvention treats a at abase  updates as
ubdia?sgaa:tt'rans;ﬁctionésé’amenag\ingmtatgthe eellitei ltragsa@titﬂﬁtlwtlli mdcompleted,
W e conpl ete or ngne of it wll be conpleted. .
O&rﬁ'&ngp%fcﬁfw *Pf%&ﬁmni%f@dcﬂn&&eﬁp%ﬁ%mmuqu% ue%n_ssnagé:a"ed two-
pRAgaN éd'mm\fth,e'i/\ﬁile'ﬁeiﬁ| gll eéfal%ﬁ%@&i dd?‘;tﬁé“%r r{s%ﬁé‘ﬁt%\r%g eRhfmined and

exam ned and ogged, y pertormng
loggedalfoligyied &y Padormaing | thar actoat ipdate. @nél familiar in the art will

appreciate, that t.andar.d joyrnaling techni que, where
PRl Tt andud sPUgENRG ks e Pogrorisaslion a staged
tovpt [ hoyf i ' b

Yo brarat ol BRI AN ENGRT AR Gri B, e gt
rgpgat upartist aipdatel that waref incipsogressr whiens theurfailise. occurred, is

sufficient for this purpose.

One required derived attribute of every object is the “version”, which
changes with each change to the object; the version attribute may be
represented as a monotonically increasing integer or other representation that
creates a monotonic ordering of versions. The schema for each object that may
be replicated includes an attribute called “source version” which indicates the
version of the object from which this one was replicated.

Transmission of a viewing object does not guarantee that every client
receives that object. For instance, while the object is being broadcast, external



One required derived attribute of every object is the

"version", which changes with each change to the
WODR)eo6389t he version attribute may be represePCBUSAS4/800561

nonot oni cal ly increasing integer or other

representation that creates a nonotonic ordering of

fackorsisuth ad lseunspbtsnm aypd es‘eroy padrliecs of Hbe tramsmibsion sequence.
source

I d I b
Vigahiag SIbiCelsi TRy RPNy BT apamaiesh i vereN fhaase problems,
n{efaﬂmqqma? nd %ﬁqdéaasjewwf@é g@é&%ﬁﬁg@gﬁ@f%@p@ times. It

Vi ew oes not duarantee ft
|sr|aappm|atdnm simplg atpdate thé nstabase, objetl eadhh émebar @bject to be

oA G Bl GRER 25 HIEVEIOT, AURTES Wil broriaaged although no
@'Tﬁgil\en! PhsP étbéW%c@ﬁrré&eAthﬁMI?SItqg c?@sql‘é%'ﬂé:?ct) 2yoid initiating a

ng o jects may be continually retransmt
trensadiiome to hepdatpr abl ebisct irednisnginnbesssdng cansidebpldet system

may be resented({ r lLication nultiple tinmes. It
rqsg%( % CARSHE @u%n \ANSE 8@?% t he dat abase obj ect
eaChTbe@pp’#Ba@ﬁ’éseélte é&namedrt%mess%qﬁ's Fs?ﬁ'l‘-"‘ﬁéi %t objects

t he version nunber w | e I ncrenent edﬁmpt hou
Wdhhm@arfwmattubluﬂeycajbdu‘iexedatloxdd‘Tihlsotsaa date and|t£me past which

desj rabl. e t avoi d |t| t|n tr.ans ctl t o update
trige SRR IS b iofhSt Salif, abd bl e 18RS SR, lnés o BRW Sbiect is
rdcehad, Ces @mr@tmﬁsuﬁ@ i$l lHetRed bhanﬁitcfdbjabt J §@arded if it has
approaches are conbined to resolve this probl

emlresi Expisatiosbjheadlies abjacthavkose ttwsmlwomusudelayed in some

A B R Tl bR g i

i ScaTHetioquW@rsﬁ)rﬂat@NblﬁemeﬁﬁﬂeS ttis pfetsiémY §dher Iée\newmg object
expiration tinme is checked, and the object discarded

Is| tran$m|%@§i thigpaitriiite Hg pranied dromdhel alTess) wrsionwaitideute of the

SBRO RiARL Wnef MW Etha BBALT I Lane Hhurkp 50N of the

regeivatt objébeisscomparedewith ahe dourdddueidrabtRs cifést object. If the
problem Wen a viewing object is transmtted, this

naw&msemaw B&bﬁé@OF'FQﬁnVPWP% attFibrte, \)felssﬁ@meﬁtweirﬂbﬁeeXlStlng
OBEC{ ta)‘ﬂ'lecﬁi?ﬁﬁ?s 9RESGeg. When the viewi ng object is

e source version of the received object

| s cthrrmrasdumetdh théte assanuce greatdronuatbarhef cdewiigt objects are
t he ew 0 bject h as, a hlq(%her source

#@%@ﬁ r PESLPE INtprest §°@Hb’ eartisvar diRet system. epr example, a
“c‘PII%hﬁéf; w@@vﬁﬁj Wb t Whikh @és?ﬁi%regeﬁrebhﬁahﬁelgséﬁ'?q)atr{"&}lar cable

a much greater rrber of “view n

systemsisi oft eal intieesst do eclients attaclwi td otrmrycadm tsiystéinag. Because of
th%I (')\(/aenr ead Sotfecrgptlfr?nrg gég ?Jde iNng new objects to the database, it would be
advantageous for received objects to be filtered on other attributes in addition to
those described above. The invention accomplishes this by using a filtering
process based on object type and attribute values. In one implementation, this
filtering process is based on running executable code of some kind, perhaps as a
sequence of commands, which has been written with specific knowledge of
various object types and how they should be filtered.

In a preferred embodiment of the invention, a “filter” object is defined for

each object type which indicates what attributes are required, should not be

10



"channel " view ng object which describes the channels
on a particular cable systemis of no interest to
W@ bkioe063s9nt t ached to ot her cabl e systens. BecaPGBUS$004/000561
the overhead of capturing and addi ng new objects to
the database, it would be advantageous for received
prebgrt; tos rangde of valuesddr attribhifesrthat makbut asceptablédior iaddition to

eS8 B ST I it el BB bR er bt

m%.yp%oﬁfé% abtddupie Eégé'eﬁ'r s'o%é’n%rﬂn?pb&‘ﬁ%?tsatago% sbghénce of
I tering process is based on runni ng executabl e code

exdcutabite lconmimapds.halieses compemdenoeowll examEinds,and compare

i ch ha nwitten wth specific know edge. of , .. .
o e 35 B Y e RS Mty B 0L ntoation of
wh%th%rﬂﬁ@&ﬁj’éb?é’h&ﬂ@%@ eubct LP furtHBr b .ian:. "filter”
object 1s defined for each object type I C

i ndi Yiemdsg wiviactaiare irarely sndependeniiiof edhers hbjeicts. foar éxample, a
« 10 VD,,LZ&M/,[O@SSQLQ.PCT/ US2004/.000561 gresgnt or Iran%es dent
SHOW" RIISGACSERRING A BRSTTHGAMERR 4 PPEClc shapned fpHependen
oﬁ@\d"p{rb@%rﬂ”%bjé&le(td@@bﬁlbiﬁgea spBEfie AV pRiGram)!t ORedhipotidnt aspect

readily appreciate that this filter object may
ofcmaintaiming eengialeney dode insuredhat albdepepdentapljests aither already

b ds. T d | d
RGO aRanaSs 3 A2 o FRE s, RARS 7 (IR UhBton before
altdmphh@adb 4d 120 nkiv w@mﬁ% dtgsst! tTh is mceBniplidheatusiy a basic
of whether the object should be the subject of ) )
atfributecef Hhreoeysivigiving ehiest) cslipdcthe sgependescy” attribute, which

. t e ' S e I ‘4
s ERRR. e RS An e BinsCo s, o e new objct is
depsmeidnt core heleadly) new deindedt anosbjact P rigericopdatible, in the

(describing a specific TV program. One inportant )
senfsethat te sehemai AeHRing onaW stassiensi ke tthei samipeot thave a strict

+ohje [ 1 F dy exist in the
s@a%rg a@@ﬂg?@rb gr%so&btéegdé%lasgh%@%f of a single

t Lan‘ﬂﬂtﬁn'_rﬁ mevefvisveing aitltj;ea:tﬁs idregei!ved ,aﬂmbdamsw ievﬂr%tgchecked to

obj_ect is is acconplished using a basic attribute
sef tfalclepandengiis el tos) QEiECialeaSe e i-xge famables) is added to the

LDU i C i s nhd St »0RJ al 5 : .
da;%é?%% E\?g}es%r?é q% ‘Tﬁgw&%&eé{ t% h%%ésﬁgje’ %%@vﬁ%tﬂ S idl|Bg:| ing area unt
altl dppenderit abject€larardlyo stemedv &leady)Sn ardenfarg eetv satséf viewing

be coppatible, in the sense that the schema defining

oRBIvE} PP oRdish 19 B darabase v Iapedeiay OERSbrust Kl closed

ol bt _ o
4R Sy AT bR Aot B g Bt catabase,
basest ki dotho objeet |D fanal $outep aeddon @scefclasuat i brkieved meaning

sen if .sq, the ogér?t?tthl s added

al%gpenéént objects are pre e new objec{(g) gpeeadded to the database

in a single atomic transaction.

Naming and Finding Television Viewing Objects

Directory objects have been described previously. Referring to Fig. 4, the
collection of directory objects, and the directed graph formed by starting at the
root path 400 and enumerating all possible paths to viewing objects is called a
“namespace”. In order for an object to be found without knowing a specific object

ID, one or more paths within this namespace must refer to it. For instance,
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dat abase. Ot herw se, the new object is "staged”,
saving it in a holding area until all dependent
wWobjeotis9are al so staged. Clearly, in order foPCHUSENM/000561
set of viewing objects to be added to the database,
t he dependency graph nust be closed between objects
application sdaityvare lwaise bttleninterbpent ebjalct Haslyinstaast theysofiware would
ase, . based, on_baqth ob |, D a[%to ou

e igiects Be BRIk (T dnmieg0e 3y 1n this example,
th%eé’&ggﬁd%]eﬁpieg Fré 35 ay Sﬁﬁr'fﬁse e%"l‘i‘/ d|w vﬂﬁ’io%??é@)m %hanges in

adde ase In a |ngeatomctran
aiaothey }mntjoﬂ:thachysgarfrel evi si on View ng Obiects

ge?§ Phead 5 ihich 3 PindS SDuttiat o bt esiablifiast i by specifying
GRh®HaPne L %ﬁnghtreeéﬁ W o S Bﬁ{éc't% §@ié’éd 'td‘@heaﬂatabase

t e root path 400 and enunerating all possib
and dnremonygob}gca:tdescebmgl thed campongntss padbe. pahh\ erej@reated or

Ueﬁ?@?% s T 6BisRE et il R RN o yll i auaging the
iehtid® hescHapidrhs. SeftingSRbiE pathslis M&b&%@é@%ﬁ&é the portions

CT/ US2004/ 000561 appl ication software has™|littl
of theeeeniralidatalppsacreplipgted; oz eagh dieet systemavid bmdnfferent leading

0 bt bRad b Bh b S Pt B b Bin AT repfiEsEBF g aatabase.

obj ept prfeﬁiér@éd eflethodny =ity ancotsieyt fathe WatdiRise namespace is
requiring changes in any other part of the system

calias \Aﬁ@emrﬁgmﬂﬂ@mr@fqmdwerr@oﬂnn@bﬁ @fcﬂﬂerfayemi@n ‘an “indexer” object

<o 3Bt blest gt WRA 1nfaRR' RRBCHUNAARS pip o be used

wﬂéh&h@@ﬁng iteintb the datahfaEeQ’tEméérﬁadéeme bmngd iméhe art will readily
onponents of the path _are created or dated to add

apnr@ce%? dbat tf@dmﬂ%qmeﬂsmﬁymoaaaww ki@ icpdedn some form,
oS53 % w8, b BLBBRS "B bR Seqmmapes woul

ekdnalmahdad:ordpambattfrbmgpl arxhtatidibate eangefsﬁﬂ elljjbcsbetr@ﬁndexed
will be different eadi to great difficulty in

reRMiig g At ﬁ%@orhn%fngv e thep) PRigst sthoulk oA lBatedl in the
ém% red method for adding an object to the

: at Eég‘(% nanmespace is called "indexing". In a

pr ef Based oanthedibjecittypé, thedndexerrdxaominesm $pevifecxsst of attributes

affaiiach o, U apbIgce « b Ushe AEDHiSS, Aa dlsaKered the  indexer
alifeaicag 'atdvasﬁ%érﬂéf%fﬁé’@% AWESRRGR: thEFalBk! & 't‘ﬁ% attribute,

In the a readi | appreciate that this in
withjnethie lmax;ercbimabnamespam aepreseoitd bymtheagrap‘hoohdlrectones in the

d%%rlahaaaﬁé ﬁé&?ﬁ'iﬂe gainto I9f ixgcp%grbalrr? o) JOeFETtTBngf havh%o% an “actor”

attribute with value “John Wayne” and a “director” attribute with value “John Ford”

401. The root directory might indicate two sub-directories, “byactor” 402 and
“bydirector” 403. The indexer would then add the paths “/byactor/John Wayne”
and “/bydirector/John Ford” to the database, both of which refer to the same
object 401.

A derived attribute is maintained for each object IistinQ the directory
objects which refer to this object 404. As the indexer adds paths to the
namespace for this object, it adds the final directory ID in the path to this list. This

12



exam ne and conpare attri butes and attribute val ues of
obj ect being indexed, resulting in an indication of
wob@ro6she obj ect should be | ocated in the naPEFPaE4/000561
Based on the object type, the indexer exam nes a
specific set of attributes attached to the object.
iuzes sclosurat of ithat@isjeeir grapls co\arceditehobijevtehgs been found, all
torratlca nhane for the object, based on t
rSierelibas oy gt S SHoUaN T dHiARISH G A femdauhether they are
P@&SerdepcReent ed by the graph of directories in
pt%ﬂggédat abase. Referring again to Fig. 4, a program
obj ed'ﬂ‘nsmlwch@/entionhveinmeﬁmd)o‘f adaling |d1njmﬂsvvot thevdbtabase has
nd a ' dre attrjbute with val ue )
ST ety Svercstaiel patanshgnt bhHNImATCTS the object
lﬁtkﬂhé%tgbé:%?Wéneﬁ is a@d@@t ‘Thgg“ﬁﬁa §85’rcﬂ ¥ 4hé Y&t associated

. The indexer would then a
\mf/hb@/ aartwulalcmﬂ\ wg seyuence of sely:dtlcnrm:from Qrdiered-bstd! whizh can be

S h of re to, the sane Obj ect
eh%:lerﬂﬁ ‘?@88@%?%?@”‘9 r%t}ﬁ{‘ﬁl%d for each obj ect
listing the directory objects which refer to this

obj ect 404. As the indexer adds paths to the
DeletinghQbiectsirorrthe atabese it adds the final directory

10 S ol e AR SESE, o e

for eamevinge obficestfréras the edathpassl, aral blso %ﬁbﬁaﬁﬁﬁnt faintaining
that object within the database are al so found

CARSISIRECYt ARY ag@iragut Fer cexaraplendbriberss wersi sourohysé rules for

Y dat ab se has
B Sl L e S A BBAABHELR, A Sosolete
objedexaccunuibte.t he Obj ect into the database when it is
added, Thus, the search for the object associated
Wi t hTer‘é@rijrlﬁJI e Jaf wlaleting §§lﬁ§é?1dc@f6fth§eﬂétﬁh3§ﬁsls based on

| LSt i
PSR CRIR 5 iptl 08 oo AU kbt e summary
détqt@d;tEorflnstanbbetrﬁntrmmémareobjbet st either b@d@fé?%d to by a

ects to the database are inmportant, the rules
djr %{’ﬁ%{ Hbs%ﬁégh%r ohIBRt torReraist ibhecdiatplase. Shis rers applied to all

OB 6 8500 SORRBLAOE 451 RO e BBLITHIE cora.
Thhs, rﬂaetmblageet whgiht rajem/\twuﬂbmu odfetty (et asiargiréstory) is deleted,

ob ete ects acc
Sﬁ‘ue referen ée cof?nt onuquobjects referred to is decremented, and those

objects similarly deleted on a zero count, and so forth.

There is also an automatic process which deletes objects from the
database called the “reaper”. Periodically, the reaper examines all objects in the
database, and depending on the object type, further examines various attributes
and attribute values to decide if the object should be retained in the database.
For example, the expiration attribute may indicate that the object is no longer
valid, and the reaper will delete the object.

In the preferred embodiment, using a method similar to (or perhaps
identical to) the filtering and indexing methods described above, the reaper may
instead access a reaper object associated with the object type of the current

object, which may contain executable code of various kinds, perhaps a sequence
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The cardinal rule for deleting objects fromthe

dat abase is based on reference counting; an object
wob@smeisef erence count drops to zero i s summarPCTUS2004/000561

del eted. For instance, this neans that an object nust

either be referred to by a directory or sone other
o‘ﬁbké@itabre EhRiFds] Thisheodnbxdrames thbiatributes hAd attribute values

aﬁﬁl ed to all objects in the closed dependenc¥Q£rap
of wr&nttqme%peetd%ermr@eeéﬂe@ egject shodld be daleterhj ect

whi c \V

o e?hge&ferrﬁeéc? cﬁ’téﬁcﬁ{é e\ﬁ g%@ggg Lé‘?}ég?]‘%bﬁc‘[j lf(é)re\%% the' ’éference

coah’ehaedbemlaedemwmuedzemnmayhbeequmej lsighs since every such
&mlarlghdeleted on a zero co and so forth.

<
detetiondgsyits My eotansactignwih & ﬁtﬁbaéer Etw@ulswe@dgantageous to
fr[1 Okt rprﬁatr%%q é‘c"t‘lolf?éi%é H@ obfe’@é’ﬁ]uech da gcg'ggefalﬂadyn%peratlons

aper exam all

pdmx;mddwrig maxitrhen apeedt Ir ;am?efe‘rwd bmbodiraght) ¢sisMardceomplished
attr{) ndatrlbute val yes to decldelf t he
ushiget e @R SPAwRCN fathagecallesticr methgds.

exarrr:cbﬁ métﬁﬁc@xmé‘téédl i d’élé ddg% 'erBs%aPe%F count has

the object 1's ho | onger e reaper W
beéehalasrementay bx zera, rtherreapereperfonrds eltrbomerramonuﬁ’erigdically, a

o3 RFRHR s chlid dnf ot EeRa Bolesar e ags vaach blect in the
d%\fﬁ!ﬁ%b Bthe Idbféc@wasaacre‘réreﬂcée&ﬁﬁft SFor &6l naesmﬁaaﬁa ) 2 list of

with the obje type of the current ~object
obinsinila lexedrletasl. eincode embedinments ddoedthe marbags .llector has

13 VWO / 0638 / US2004/,000561 of
3R ne ‘SuliRaAaEbaRs; o ARHE Slfinel e Atpsts e single
traRgadidn. | OHé Sfavdliatemh td drhilc ap Bﬁé&at@bir%‘?tthlsaﬂfethod may also

determnes if the object shoul d be deleted. Th
resudlvine @ ionificart pedomnancede Eealih @ o they @Qqe@ses florthe database

i) 60 k{58 SHfle RO o Bing BRIl 8GR A obiects are

ta eUbropeily deldteanshghgeytonid dhidadatibpirivel to B@Hbﬁayed while
be advantageous to |1mt the performnce i npact

the-g@ibagesgilectos is adiive, rwltlmgnrre@vmwaraﬂommnme
Pho<re Blelelrdlf uBumPREE the GRrShd R G e AR B The database

ircaseTies @anm .hdtea tspesificaiundstst. offobjedts Hagedn collected they
i nstead of del eting an object whose reference count

A geleiRet in actngpdrnsgction zs_ae pProRess eaptinugskntirafsobjects have
b@%ﬁ%r ﬁéc?”l'hlgl EERAEGE!doks bt @9%&%‘% g{ taﬁfdetrﬁ@e 8fjects are

a e collector éxam nes
cdmmmrmgf theh exarbwr&atbnhpmcasc esince rpman@luaétnmfesz Rid) release
b 1[3 added to a |i st %
objects previously examined. These objects will be found, however, the next time
the garbage collector runs. The number of objects deleted in each pass is

adjustable to achieve acceptable performance for other database activities.
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objects to be deleted. In one enbodi nent, once the
gar bage col l ector has exam ned the entire database,
w0 tooaoedsdl del ete all such objects in a single PCT/US2004/000561
transaction. One famliar in the art will appreciate
that this nethod may also result in a significant

OpERAT NS O N didE DISTRIBJT S TELERSIEN MbEY\HM Gl OBIFEGE
Qg%é&gel ayed while the objects are being deleted. In
, if all objects are to be properly deleted,
changes to the database may have to be del ayed while

the garbage coIIector |s actlve resulting in even
S ] g pufied wmm Dipggat Datalzase

ga . or he a in ser

o34 ey §%§e"%'f>‘ﬁ%' e PLERRS Bt e Flties of the
d|§ﬂ|5u@é‘d edlatabhsy nééé&ssaslyetreguirds athé' Wl%'n§n¢|§§6§aéf idMfects over
Sai d process continues until all objects have been

un@rﬁaﬁblﬁeaznd EIWQQW%QMHQM@"U@W guar ant ee that all

021 DR oGP, G G R BEBR i,

sWdl & withind aviadidsoytefeudsion é@insitissien Oﬂhleﬁé?bén We ho BSsurance that
found,  however, the next tinme the garbage coll ector

theydlata isnisansimitied ascusaiebe o5 C@mréef@dy |We@ , SHER dssrainstorms,

A SRR SRR F B8y o

ofAET bé&r {24t 8igRals] heBREBATIbMHt Thousdholdl eppliddEsDetc.
TELEVI SI ON VI EW NG OBJECT DATABASE Consi derations in

Mai nPBEnPRYed Ha Mesiar mill g@adilevirryeciie dhabdbelisagee standard
: I a e t
tezﬂﬁlc{uﬁgt é);rcé'isaﬂ%pmlghﬁl% g?’ r%'nﬂ%s@ﬂh éﬁfd;é%{‘gl ?@S\fge?ntzrérggé’grgl f;hannels
inclugling espadied treasmissonsy rermdr carfenting codes, andrcﬂher&bk/\&nch may
and unsecure djstribution cha |.s. For exa le, if
b HiSeghlarciransiissions ik OF &l 8L avhich ek keadsed ih any particular
m@FéHE:%n' sm such as within a radio or tel evision
transm ssion, there can be no assurance that the data
is tFamseﬁlceedy,amljem etoy e epliphtedelare Yatitehed , topather into

oipfrph SR Saikhoee, REP s SIGRSY (4 slife i Acuibsay othe television
w@%vhﬁ objeRAHAgbasd gﬂﬁ’érﬁ is rr‘él%\’/é(nte | nERt WJtmﬁu e%c]‘?filc domain,

appl |ances etc. One skil e art w
Slaﬁpaeeugﬂogramc regien coratrdes tthe deotprint efcd Batqallete tfamsmitter.

f. dat bl ,
ChaniePaity F hpEE RIS et e Bt Slics A S go add objects
toC e @etawsecmh% a?é‘@s@ﬁhl%r EFO\)ME %Id‘%‘i’e JepviteSdo ' Wers of the

transm ssion, any or all whi ch nay be used 1 n any
d@tgbes@,uaarwell as to store mformatlon that may be considered prlvate or

secret. Because of the broadcast-oriented nature of slice transmission, slices
may be easily copied by third parties as they are transmitted. A practical solution
to these problems is to encrypt the slice during transmission. An ideal reference
text on the techniques employed in the invention is “Applied Cryptography:
Protocols, Algorithms, and Source Code in C” by Bruce Schneier, John Wiley
and Sons, 1995.

In a preferred embodiment of the invention, a secure, encrypted channel
is established using techniques similar to those described in U.S. Pat. Serial No.
4,405,829, often described as asymmetric key encryption, or sometimes
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i nstance. For efficiency, objects to be replicated are
gathered together into distribution packages, herein
W@ 2004oa389s] i ces”. A slice is a subset of the tRCBUSENOMOS61
Vi ewi ng obj ect database which is relevant to clients
within a specific domain, such as a geographic
publis/privaterkeyngair dnlawp‘tmt |preictmbner skitled lintthe art will recognize
Securlt esllce is quite

tﬁﬁ%‘[a)‘g'?)f%ﬁﬁ erbﬂsﬁgegneﬁ mdgg ICt ge)écﬁi‘%}ﬁ? ok se€rves apea reliable and
e#ﬁ:fém&Féﬁnd‘%ﬂo‘?ﬁfo?ragﬁﬁ'érﬁf&attlen%f%(lbﬁfdéﬁbé§@n% SEIFL Hstribution of
of the at ab

to users ase, as we to stor
inforfnaaticart. ilprgentessl, mathddicatios iisl rexdd gd |usmgeanrexdsxangetof sngned

TSR Pl T ECGARL R SBEH IS s aton 1

PR déoe% aénérgﬁﬁrrlgraql EoRMRRiEARThs ﬁsﬂgaété -ived WhitRetric key

to th es pro I's to encrypt t | T ce during
sentzdgririgsam anthenticatimaphasd.er ence text on the

O yp LU SeqrEY seantes Mgforandsteencrec iz Sareedugforehand
oh Ah& asPnfstHE ¢<e§0d@netbede uéé’tﬂ‘ ror\/&d&ypnoaﬂ@@mse &gﬁﬁbut,on is the

In a preferred énbodi ment of the invention, a secur
weakestpinkdinamneryptodraphis tsystens fiercproteatiggtelettnonjoekata. U.S. Pat.

SHHBLABL SR8 R SRl S assTg artProst sysem,

filkac UMt HON, 1990, sai8Bt bWwRed BY HE APRAEAHE3&Rkcribes a mechanism
PCT/ U52004/ 000561 public/private key Eal r encryption.

whemhacthet gliept devige idesgratas the aaymmratnq: eyéd@agrﬁui@matlhaliy as the

. fugélfgét?ﬁ %h@ grﬁa 0 %f%(ﬂy g g?f&r\{s'gg A'Eg{qr&%ﬁ% ggy E S Sgﬁé/r%%ec? is stored

withinhe setors nmropfodébls@ménﬁ)%wé@w&ﬂﬁ tﬁ@@h’érﬂ device, such that the
distribution of information. g]_enera

ke, i &S1RVEE reeanted tor extenal 4%4@15@ akhes puhlio keyoihusi gererated is
tr e%@?e 0 f o‘ﬁ%?&ég@%c&bh@@%x&%&d ‘?/@ﬂ&iﬁ%:@%% Elﬁﬁ%}( along with the

clintnsevial ahumber Usi agsecurBodbtdbaged W&Wﬂﬁtébéséas laf&Mkecurely
durinp a ut henti cation phase. Successful security

tragemit canirai dlistibtion: systery, Wharedt isesadimperfomn secure

GRS r to be used for encryption.
%‘mﬁ}]@ﬁey di Svgrlg‘@/l %ﬁ‘ltl s the weakest link in any
cr ypﬂ'bgruarphue aﬂylmce/lei Bppligatiohesftkeyogereratiow 8olvedahe problem of
739, entitled "Self-Test

g JistiiSition. ASabfrale hewis howysprenenieck i edsyiAl pomponents in
t%%ﬁen@'ﬁﬁer@v‘ﬁeﬁn l&é‘edlﬁfgghbﬁau”ém AgRtidI PRDIS % sych as a logic

ani sm whereby t deV| e ‘generate
analyrereinstead,ay nmi onlglteonsed withinythessedoeity microprocessor itself to

decrypt messages originally encrypted with the public key, the results of which
are then provided to external components.

The remainder of this discussion assumes that all communications
between client and central systems are authenticated and encrypted as
described above.
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final step in the manufacturing process. The private
key thus generated is stored wthin a secure
worc@ropsocessor enbedded within the client devPCEDS2004/000561
such that the Kkey is never presented to external
devi ces. The public key thus generated is transmtted
TlrmsrnlttbmiVierwin@Qinects|to@1_@e|eh$vwarr$h records the key
algng with the t .seri al er i r . .
cRatbathd e tadiabds o & Matebieth eEptifent ol invetion the
félR)Wlh@ SE608 TcBhsHtutd MrAsmRBIoHY Sdfeﬂ@le\)MISﬁ G\/réJv[dgs obRe% from the
perform secure comunications wth the client”
Céhirel databage baimgrabices: appl i cati on of key generation
solves the problemof key distribution, as the
private key is never presented to external conponents
11 MThéreenay bethanyiichahisnid it trdp@ntlitingaliess 1 %Hé‘gniverse of
special tools, such as a logic analyzer. Instea
naqlle@rrvwww dewigesi kor instanee sthewalices may:be phrecﬂys downloaded

Ve PR Bl PFACGRTE nB1deh DR, S dREk B Motliatea into

prlmesctfrdhé Veptidat fEHérhkrﬁ? rrrtememwer 1@ staraarriievidioh Bréadcast
di scussi on assunes connunrcatrons bet ween

cl 1@t ozddedia a gigita) mlemloarmulagbwmnaim peivigte data

pCHAREE D ST T e AP SpblR e L AR ephepism

Clwieich candtarsmiteigital infgmedidnmméay bei sedlto tréhsfmrt slices of the
preferred emhodi pent of the |nvent| on the follow ng

stielpyisiomyiening ebject databassi on" of tel evi si on vi ewi ng

ob 2518 SCA e prE IR AR DR | whisson

t crebbgnrllmrgvtbe?uearmfnrsmbn mchan@m g beaygededr tHi9barticular
i nst anc e, over

O@Je sljces g)e directly dovvnl oaded

a 'pelagee REAIROG S'LC&& & frahof te ﬁt?é}?seépablé customized
I h

:Tﬁtgﬁ@?ﬁ? of Fg'eé)t(ée}\ﬁ%%r g’ %%\?rg% gﬁé )gr oatgg.'atse evrerB%

: \oewmgctmjed:te ralatingito all pregremssindhe roouhtry! Bywelvenal teRsvision
rlvat illed in the art wll

7 B it e fe BRiRart uRPON HBRAYIRIORIRTCA logah ilevision
tf@@ﬁéﬂ 6nl9'tﬁbéé‘{ele\ﬂ§r%%\/{llﬁ§e et PolHES tc}jgrdégg@gw%rﬁaeble

sliCes of "the evision v ng obj ec
f iwighin $he foatpript efiihe itelgvisnerosdoastbeing nged b eatrs tifiem

etiou 85 BBteEed, LERRF B elianbSice. Alematven, if some of the

television viewing objects contain promotional material related to a particular

geographic region, those objects should not be transmitted to other
geographic regions.

In a preferred embodiment of the invention, the speed and periodicity of
traversing the database and generating slices for transmission is adjustable in
an arbitrary fashion to allow useful cost/performance tradeoffs to be made.
For instance, it may only be necessary to create slices for certain

transmission methods every other day, or every hour.

The final step in preparing each slice is to encrypt the slice using a short-lived
symmetric key. Only client devices which have been authenticated using
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i nstance, and creating a slice of a subset of the

dat abase that is custom zed for that nechanism For
wWexaapbisol t he dat abase may contain tel evi si on POT/E82004000561

objects relating to all progranms in the country.

However, if television viewi ng objects are to be sent

usseroglre/Brotmodlslvatl ihawe @ncapyl ofctals S)ehm\zetrm ks, rﬁalgnglthem able to

only tho el evi sion vie ects relating t
oG, UGB G AGRRBRE (alRYIPBB WG QSHeGtAGvitN i

teI evi si on broadcast being used to carry them should
be contained within the relevant slice. Alternatively,
2i fOsoera shitetiseomipldteyit &5 copied ésnthegpoib} atwhiohahedransmission

géﬁggé%ﬁg% ?32‘8{%?' al%%‘%lé‘? d%%tgsﬁgﬁ?trgglgeﬁcr)mconnectlons the
t a8 bleRdlch Qtté@?h ﬁx?eﬁh@PHw WIS Bpa{]déé‘tl% data tq each

preferred enbodi men e I nvention e spee
peqineotjae ittgallsfin. If teie‘essmrmoadmsias abed,dharsticg éreogied mgto

| abl [ v
¢ ascigmefobrPORPhERKe th SefphefbRRick nerPRietarers Whhee it is
bemﬁadléted bfito ﬂh@sél@ﬁé] eLn ﬂhbs@%ﬁd%}{albﬁrdé%ﬁﬁﬁﬁﬁé/nté&‘ cases, the

create slices for cCertain transm ssion net
otsilée iglzgarouseledariy. Hbardaterblescmbm tha elice is rppeaiadlonmtmually

%I |ece gs fo encr {rhe slice using a short-1lived
NeVR ?F 'S(ﬂ{f)y' LRSS whi ch have been

aut henig r@@bﬁﬂvé’ﬁrdchégt W%I%@Q‘?é because there can be no
PCT/ US2004/ 000561 secure protocols will have a copy

ofassHrancs/ihabthe sigralcarming the dalerardbes reltabl;da‘t:e@qh client. The

i TP 868 3aPRE BONELR ol EH|eht il b€ MeBRe @i recoption

t @ftthe shyiaitinardehiccitHibe évhgnsme QT proBabiRy thEl $@)
t ake an_gmsend the data 110 or t%ﬁég opne coﬁ[r?ectl ons,

t Héansgmtt@é sliges PER-BIPPEHY deeaived abal chentdavices] they ate

P b Ga) REoRReasCuf osfed fkesdite drafidbipdt Bancymission.
eqUI AmmfercemL eepodiménivefithe imersibatuses Br@é@&éé&'r@ébhamsms
tran mtt . fromwhence it is nodulated onto th

|as @ ?Wé@é‘ sareel do fiangmitdhe flicaskiowevenitds d@agaale to

I bj
oy 4 Sl A TS 408 mocer

[ s:rpntwmeta:brfr@:ctlbmaldsmg&sa:mmecfbn&aatseaeheéhmﬂsm usuglly results
slices is re e

br.oadca ujred, because there can
ndn 5?%‘?&@8%% %@‘%’ﬁ"’&ﬁde&ﬁ'@ﬁtﬁgﬂmﬁﬁlzﬁéhat'me spent
artfdﬁéﬁﬁﬁr%;hg I|¥ at each client. The. client devi ce

or there may be interference with

r ece}b‘hlsoa accompllshed using a two-step process. When the connection is
established, the client system sends an inventory of previously received slices
to telephony servers 111. The server compares this inventory with the list of
slices that should have been processed by that client. Slices which were not
processed are transmitted to the client system.

3. The slice is transmitted by breaking the encrypted slice into a succession of
short numbered data packets. These packets are captured by client systems
and held in a staging area until all packets in the sequence are present. The
packets are reassembled into the slice, which is then decrypted. The
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of the signal. In order to achieve a high degree of
probability that the transmtted slices are properly

w0 e@aiogsdl at all client devices, they are coneCTusi004000561
re-broadcast until updated slices are avail able for
transm ssion. A preferred enbodi nent of the invention

ugelevisieadieasig objebwwshﬁa theslicaaratterl filtored dor épp]i@ablllty,
to transmt the slic r, it is desirable t

pR&EsHlY b smg&ﬂmﬂdotgotﬁamal5el@ze5nsr%bwewmgoa@@at database This
Bgﬁséé%ssraguéat%eé‘ %ﬁ%c htréﬂ'ia%Bs& Pf&“&ﬁ%lpﬁ Viewing

I'ng a connecti o aoe an| sta asaal y res
tldmedziaseldablys&getrﬁeelgntnakl ng it desi rabl e to mninize

e o ThP ey ch K de ik dhe s 3hwBEh date pagkets are received.
C RS G RBtd \ﬁmcﬁ%réwlqe%ftﬁgn atébﬁe&bp &ithe ax,ﬁa& Be guﬂ@eoaﬁom the

i nventory of previously received slices
setaging atéd onEnpetiadio basispthisaesidsitonsi mnmglt;pa@e Wrtdn

¢ Rt tteanpriocyhE Uit T al Patact o pitede s nsraited.”

t T,

Lt ansap ety heh TRy (5¥ Shfikts Buer'd bréadc iedium, errors

smfcyaﬂsusmrmfs mapoccumiarthe tramsdiitted datk dach d'eltaspacket is
R e N A

pre@@ le). WRen RAGTRIrSs detedt agﬁa
whi cﬁlﬂfg) t heﬁn ecr?/ rtsed Th ??g@av% Od%%g%ﬁﬁ)l?bls%ﬁrded The
¢

PoTPasTar £200.066 Will @vardvalyl wiransal the deip packetivthichis likely to

sk R Rg AR ulees ¥ A S aPhRbh S Besesk Foatly: s s

0 @cﬁféve@aét&hé%gst ditdtaginB'ree&ised fp%l?ﬁdr?saéﬁhe%tﬁ’é’éttdrpﬂﬁecéllent
the central database of television view ng Objects

r sintihpll portians arpareperdnhteceited. i nvent i on keeps track of
the tine at which data packets are received. Data
packets which are older than a selected tine period

4 arhepe ng@rbé one drimoresspetial sicee trafsmittsd WhihCcdfmiupicate
thi s avoids consuni ng space for an indefinite period

V\mer\@c%@l{atqgigdat@rto ihe cb@pttsys’ggmap@ntlpglgrly(sen@ce authorization
oV DTl i TR ot 7 SBniCE BRlddn tiEab R ip GBnfiE] e
ocod]ant systérintds dccess o prediuhaiservidecih tiavieweaelketfailsd to pay his

with an error detecting code (a parity field
m@'f%@é@rqnﬁmﬂ QA FRRAIONS. When an error is detected

the eabdhRACHSF typs of 'sEBLMI SicFeiishs a Guthorization” object.
Authorization objects are generally encrypted using asymmetric key
encryption based on the public/private key pair associated with a specific
client. If the slice can be successfully decrypted by the security
microprocessor using the embedded private key, the slice will contain an
object indicating the allowable time delay before another authorization object
is received, as well as one or more symmetric keys valid for a short time
period. The delay value is used to reset a timestamp in the database
indicating when the client system will stop providing services. The symmetric
keys are stored in the local television viewing object database, to be used in
decrypting new slices which may be received.
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broadcast carousel wll eventually retransmt the data
packet, which is likely to be received properly.
w®kiogmessof any size may thus be sent reliably;PCTUS2006000561
achi eved at the cost of staging received portions of
the object on the client wuntil all portions are
pr opéfrthg dlemeha@dot receiVeerapraper laetlmrmcatlombjiect by the time set
pecial " slices @lr ansm tte whj ch copmunj

séF‘\Fh%é’aF%hae?ﬁeﬂVﬂ Parrmerawe CUIEL e m9§fs$eermces to the viewer (as
f
pargpdgrcffgﬁfﬁg ﬁﬁ%ﬁfc@ BYBRN nfdf e;(gg?mba vﬁgm@tap%hthé{m%q%n

ervi ce€ provi be a o con
t h:Ebje«:il a'\rermqursmere Emiteddifetime dpmalnadkeys whichsarefnedded to

o sRRiORE s iPes i oo BRbsfitfed. dlparyitp elieft Siséemds unable to
sl A fRe Rt & itB8If, qum%thH éBI@ttb%c Ja‘ﬁ lobjects.

Aut hori zation objects are generally ry ted using
asymmechiatthenzatiensligetis mmmy gﬁmelraﬂedrartd frahsmitteak, &

k ' d
s iroBfess TR RGSuR. Lrey FodRE ke aleleient abthorggtions are

i tes 288 %%ﬁﬁﬁ:@ﬂ){ s bm Gtﬁeﬁf%lléé@@ﬁé’ R@rdlideret ﬁlo‘ﬁgywltﬁ bE og?er data.
slice will contain an object indicating th

t ilfrdlirgiet] ts@nsmifssoe iaHeetesuchuasviai & phonm cobpeation, iosly the

F iR i o feP Blertis BBS Al Le i < leed to

reset a timestanp in the database indicating when the
client systemw || stop providing services. The
5syanes thecclian devigedas recetyedra complete datahase\ﬂhceom uses the

¢ e S 35 e el e SBUBAAA 1 e

P(E]H@@&DM 000561 If the client has not rece| ved a
proper authentication object by the tinme set in the
dat abase, it will commence denial of nbst services to

Cofleat il dn ABRSLIGI PR LIS ser vice provi der) .

one or nore limted-lifetinme downl oad keys which are
needed to decr ptr\:{he slices that are transmtted. _
a ea&@ﬁef”r‘g again i@ fig.s{sinetnprefetiederabedimentt ofcihe; ipyertion the

Bﬁh‘ﬂd ’st(%ids ‘Uohlstltﬂf’é PSH&RI'OE" g fé‘f‘é"\f Bﬁ \AEWi Eﬁr afe[cgs from each

ach aut hori zation slrce i ndivi aIIy ge
clierddatabased. |f broadcast transmi ssion is used for
the slices, all relevant authorizations are treated
identically to all other slices and carousel ed al ong

1gﬁ4ﬂtr§8\h3\{e§h§éxgﬁ§f§ tgghéleegitslicﬁ;ﬁéhér{rﬁf??kéi%b‘i’é‘td Rin $Rd-client

system records interesting information, such as channel tuned to, time of
tuning, duration of stay, VCR-like actions (e.g., pause, rewind), and other
interesting information. This data is stored in a local television viewing object.

Additionally, the viewer may indicate interest in offers or promotions that
are made available, or he may indicate a desire to purchase an item. This
information is also recorded into a local television viewing object.

Additionally, operation of the client device may result in important data that
should be recorded into a television viewing object. For example, errors may
occur when reading from the hard disk drive in the client, or the internal

temperature of the device may exceed operational parameters. Other similar
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aut hentication slice for that client is transmtted.

5. Once the client device has received a conplete
waolaioaloessel sl i ce, it uses the nethods descri beRPCEES100€000561

to add the new object contained within it to the

dat abase. Collecting Information fromthe C i ent

Syiypesref Rebenatioronmdgitibe fadufé © propeily dawpleicean @Bject, running
enbodi_nment of the inyvention the follow ng steps

coPq SpEEe fRbyaraHs @ak-bgped Opetationgn oy rapi ngwesicyeling.
fromeach client database: 1. As the viewer navigates
the tel evision channels available to him the client
2syAitaenertamdrrde whtodarraay lbegmnnédaaireecbn ama patiodicbasis, the client
duratlon of sta

Vo Sontia iae penEE St 8 difeh canpectan 64 haarmally via
' %rﬁfr%séhd}’ar bR RfRe! éthe;EEer)C q’ﬂb%llgﬁt aé\%§ %eh%% byte

| ocal television viewng o tronally,
Vi mmennaydemtdymgtltselfwvmcreﬁ encrypteterith is spermtikeyonise server

L dolsieBriBe Bnalan MRl VR iswinG PR i the SliaGievice fom the

r | t
LRSS s Oy St RO MU oence. At e

r esame time, it set\@_mtsedds a hytaseqeéncs t the ¢lm®,rejmdyptedm its
o TR e SR, Srd B it ong G PERRaR b0 Key oS 1 Session,
cli eBoth @Fde%hﬁuéﬂﬁc@@éfull)% a&a%@iﬁé‘ﬁa&hehhé‘atﬂﬁwn‘égsé@é/ in

exceed operatlona 8arane ers. her simlar
2004e0BBeUINRITAIS? bwtwoa@mhagwﬁl@nsnmrportant |Smce it assures

" Bt b 8peh Bl R Binel £ $A RGP BuehBSation s necessary

operAoidPgriowy aftadksthBPMRIY dexat bAdhe %nevﬁtsy%térﬁr F8# Example, if
time, which may be immedi ate or on a periodi c basis,

t rr@rﬁmuematlogsjm@mr‘@&ﬁuﬁtﬁrﬁlcam ioenicha fashian, a malicious party

t‘ ,l]- d/
" P e s efifer cehiid] ShERlte’s K AypElef Bl Uetipd Bbieot
s&!nialmse ade provise badiibfoembtivhite B dlisnEsEstERt @du%bhmproper
its secret key. The server fetches the matchin

t é?@?ﬁ%%rﬁ'l/f%weﬁ §oBpNwicatiGst istancrypted rﬁSlfwa'(hQ:@"le-tll’ﬁm session
00 ypt E@@"l’é@59@@@5@@0&@%&&%&5&%@%@%&% infBpppation may

sqrassra(sesmla rethyte seelq asnhe |nteridipwhbieita teareie YPbssh to
inits i Vi ng thecllentanewonetlma

ed@?Rﬁﬁ“PB Cr eLe%' m 't§¥?§§P§ﬁhr0E!6th§Vﬂ@§ obigats being collected
SUnSFeshtlin hORRANEH thaf f EoriidiEAtrRAtd, Y3 HRSHASMAdn must

be fully protected at all times.

Assuming that the authentication phase is successful, the two parties treat
the full-duplex phone line as two one-way broadcast channels. New slices are
delivered to the client, and viewing data to be collected is sent back. The
connection is ended when all data is delivered.

One skilled in the art will readily appreciate that this connection may take
place over a network, such as the Internet running standard TCP/IP protocols,

transparently to all other software in the system.
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order to conmuni cate. This two-way handshake is
inportant, since it assures both client and server

w0 bai/o63sel ot her is valid. Such authenticati on PET/US2004/000561
necessary to avoid various attacks that may occur on
the client system For exanple, if comunications

3V\/QU|§Io!§Qéd afofastios & 1eshd|8d Shtitarly ByatHa Svenr itT8aksiied to
party ht create an "alias" central site with a

cdeptﬁﬁentt levisionoriewingvabiects ip betrepticatagd rle the gentral database.

PTG Fer Bibrk el BBy bPloRaRl VEMInG KRG, SRS thay be
enpapyp chehts f tige sbﬂnam eplbaded ebjectyarckbyrefEREaIG Y a
commyni cation is necessar éﬂbecause the information may

pdyigable siriguiesamaiRIngs\n rrs?glan%bqu%ttwﬁgeur%meeobwct is
dathén‘iﬁ@&édcumguﬁ&)?@ottﬁe dd {90 Qy @éwhgﬁ ggg%d

passes thro I ewm ng objects e| ng co
may Uphdad et wengmJedB drbafot iirsnmegisteleaddbdotol thetoentrso

{1 4A8bA5E JRTHPA Taeihare weeuas oo fatBE SPAIPTOIS ha database. This
;%ﬁ@ %flé\% thé B?oéé%%mgaéfttbéa % be lﬁﬁeé€ﬁ¢erﬂ%ﬁé connection

I ne as cast
s|pattesn af elientedavicase fot msltdnmec Innaemyt devdoels magveommedabbonce,

R eRing S Se nuabS A QHiocter f Miaga pgCIeTed PR ately
V"'éddédﬁ%%b%eﬁﬁﬁf&&fa%@et at é r&a%%@'?ﬁ‘é‘ll'da?\ngeﬁoﬁsa%%uld

pl ace over a network, suc e Internet runnin
s tsufitesr andritrey Mrlrmotblooctmhesswoutd mnmee ﬁ’hbjnetnllalalre ohblegred by

t re'nthes tem 1 WD 2004/ 0

kBRI 6N STEToT TN PSRN EGHGR DHTG B19aseR A% Banction of
sugé&iqgh(yt Qy;etp%@erver It is assuned to represent
tel evision view ng objects to be replicated into the

cent Aapthestagyastage oidi aratie s thay machinenyr nquodd@ilures

g BT Bl RO o Soofa AERBe Egatials Bre

Ngtbeetel &id ad@e@ €0 BRNEEtAHl HRtAH <R maylb@rbcﬁﬁr@nbd%hé
source; the object is then indexed uniquely into

dBEAVES Prodes u@rymetrhlel qomputed g¥stemgmnshiheir aardigurafions to

y added to the central
d?[‘ t;éoes? ?Hgﬁéglﬂgﬁﬁ 985& gueued for later insertion
i nt oYehangihicabasantadbics thisisepapdtlopvis thatat proviRsSs RtecPlanism
the queue to be independent of the connection pattern

offocpeRaTating diateollactrd nisaRipre sefvies operations amdydata which

CRRF AP B BRASILELS @ BN OHERScfLaemiing ota e
kept private, both for legal reasons and to increase the trust individuals have
in the service. For instance, the navigable attribute assigned to a viewing
object containing the record of a viewer's viewing choices may contain only
the viewer’s zip code, meaning that further processing of those objects can
construct no path back to the individual identity.

Periodic tasks are invoked on the server to cull these objects from the
database and dispose of them as appropriate. For example, objects indicating
viewer behavior are aggregated into an overall viewer behavior model, and
information that might identify an individual viewer is discarded. Objects

containing operational information are forwarded to an analysis task, which
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added to the central database, the performance of all
connections would suffer, and the connection tine
wowukaeisacr ease. Phone calls are charged by deCRUSZING/000561
thus any systemin which connection tine increases as
a function of load is not acceptable. Another
adwaytcagse olistohmer seeyiee personnies td batalertarhiongotential problems.
failures are easjly tolerated. |In addition,

el Wor J | .
bisgseePririniig EANSALRNAGNEYMALcs apdorvRrdeddq diangagtion or
a%?ﬁmb?cé%t%rﬂgtfg@fulﬂﬁ‘ﬁéﬂ?‘se may be controlled by the
service provider by varying the conputer systens and
t hei Anyaffihege attiviiies may resdt incusw televipionf\dewmgeebjects being

P s O3he HRakal de AR Rans oS SFE By Hhvaied. These
ciyjeat gl EPehtiBIPYE éﬁa@fswﬁ@d ‘t’c!i)eﬁéﬁt'o%'ﬁ/tfce%!"#hElé} mtewelte%ion

m ght identify an individual viewer. It is Inportan
t haewingohanagementysysienids aldsed lkept crpaiing aselbmamtaiaing

| egal. r.easo and to | ease, the trust, individuals .
ndoBlicq &8 BRERaBR st DB Eh sAB S RRRE A myaBpEof clent
atdystding e assigned to a viewing object containing the
record of a viewer's view ng choices may contain only

e IR0 an e Sivim asKs—ate
ser vEeldvisionVlewihg 99jcdis eedys coitam tHeefolldMP pesasidnformation:
di spose of them as appropriate. For ex;gl e, ogjl_ect S
telerisiont pragranyidaseriptient and rshaving digras; Kable, i satellitenor broadcast

V] . or del , [ [ O hat ... ..

B riitaset ToronRafithy suelrs o Bithe! | ApERAY Gl NBenifcation
viehjee Cpreferepat ainformgatirer slictPna dotdre! rgenrén shib®ing times, etc.;

forwarded to an anal ysis task, which 22 WO 2004/ 063891 _
seityyalgsRYGh) 2D erbanceddatahase saftvarre appligatiopesoftware, operating

al ; 0 [ e

SREPAE Ot o2, SO rREESND, Ao i oo preference
véctors deeabdraphicaarsysis, ostcqrandcamyrethnee aslyisteyihfd@nation that may

fulfillment. Any of these activities nay result in new
b?é?%’iﬁ%ﬂ%ﬁ%@l&){tﬁbd%j ects being added to the central

dat abase, or in existing objects being updated. These

objects will eventually be transmtted to client
MibthvodseAppliddio, PrduzameGaidiesDbjectsvi ewi ng managenent

systemis closed |l oop, creajing a_self-maintaining

repl PEHEE &é‘dcg%&%e‘%smiﬁm@ﬂm@m@m PEEBPAVafyy software

rUHHIRE In Bl dtiehB8Ystem to tune, receive, record and view programs of interest
to the user of the client system, selecting from among all available programs and

channels as described by objects within the database.

This program guide information is updated on a regular basis by a service
provider. This is handled by the provider acquiring program guide information in
some manner, for instance, from a commercial supplier of such information or
other sources of broadcast schedule information. This data is then processed
using well-understood software techniques to reduce the information to a
collection of inter-related viewing objects.

Referring again to Fig. 4, a typical relationship between program guide
objects is shown. A television “network” object 407 is any entity which schedules
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systens. Processing of Television View ng Qbjects by
Client Systens Tel evision view ng objects may contain
w0 b@4foeishbowi ng types of information: televisiPOI/US2004/000561
program descriptions and showi ng tines; cable,
satellite or broadcast signal originator information,
and divoadcadtateleVisimmpragramnzing, whetier fthatabicadcastvoesues over the

LT T R B Gl 1
as&és‘dﬁ@ﬁ@n iRl SN Q e tIBAsBh! Brdadest SGhal, ﬁuch as a

software, etc.; statistical nodeling information”suc
padicplarfrograte, caronteseia] adeentigempht, statien peiraptien,copener, trailer,

and a of her,arbitrary, i nformati on thaj . . be . .
of afy dler holtcl Bty o7 A eIV Slebiach FREWiRG' oblect 406 is a
pBFREY GthEWbresd &t 8ehed METBF 8McBiNbieorP Whith & pFedHadi broadcast.

all informati on necessary for software running i n the

Actahennek gnape ralject: mees a debverk brioadeast anle @ipakticular broadcast

BRI B dhBHRET Beind SnblralFebe: AopEenyid gpapyobiect for
satdlite Uroadist savicke wduld aetlite WfbaaktomiabBUn tHe@ransponder and
dat abase. Thi s program guide information is updated on

date sjeamr ciadining{ne beagdeast Ugipgthe dreviously described methods,

B SBEK RGBT Mo RERRRESHh fc ghent systoms,

whenaresspliebtion psdftvedreofin stiehcligrtosy@b®n vk i NRita to manage
sour ces of, broadcast schedule information. This data
tqlavigieBYigWiB8essed usi ng wel | - under st ood sof t war e

{ echihgugsvibe tprégﬂH&en{eWéaI%@jpg&?mé 'Brddhton GBI obBRts, which

er-re Vi ew cts ring aga
desgibeta set b plogaamr guide iobjesits that efrevretarrplated #Ms@medashion. For
. 0bj ects | %Ii_pvm,. ﬁ?t@e_l evi sion "networ k" object 407 is i
INSRNGES t@ta ren cRllestian ¢vighd sopigin detererczoto all program guide
_ S e
OEEHSLJ%%&QQ%@H thl@'lﬂ'ﬁg{i Q‘geﬁ'gé. h%e{r@/b%}:ﬁgsé@ﬂrar}/ set of programs

ogranm ng, whether t adcas rs-ove
maaylr be agbiegatedtrethis fashki)(m. Axgdregation t)b}dgts ardsimilar #o fdirectories.
tel eyi si on "parogrant ject 401 is_a description o )
Fab el e SkghreRoolpbipt BIGhlbs By g R ambapCagPeiar, Trek” in
tHIRiraghieal Hé%b‘s?é‘éé%é%r@ AR obRETEAR ko program guide objects,
advertisenent, station pronotion, opener, trarlery or
aadymay hermboipuitiziad poret sionilaoffashior) ieclusiinagn agymeuaiting AAggregation
' showi ng" gfbpjr@m 406 is a portion of the broadcast
ORI AE SPIOTE- net wor k on which a programis

Er oafhawlient é&éiérh%ﬂ@??fur‘ﬂl?é’r"reﬂﬁé% cHstioR dT§3réBFdn objects. In a
roadcast ont'o a particul ar broadcast
system where programming may be captured to internal storage, each captured
program is represented by a new program guide object, becoming available for
viewing, a ggregation, etc. E xplicit viewer actions may also result in creation of
program guide objects. For instance, the viewer may select several programs
and cause creation of a new aggregation object.

This description of types of program guide objects is not meant to be
inclusive; there may be many different uses and ways of generating program
guide objects not herein described which still benefit from the fundamental

methods of the invention.
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channel for the nedi um being used; for instance, a
channel map object for a satellite broadcast service
wowwkgedspac| ude i nformati on about the transpondeCT/a8ZH04/000561
data stream contai ning the broadcast. Using the
previ ously described nethods, this program gui de data
Pregnaep buickt esjettsare tused dyrthealpplication softlarecini fet ways:
systens, where application software in the client
systens use the data to manage television view ng.

1Thg tﬁérsYﬂqE%sP E:Qé’é,\c/tﬁlé é/?}@%’ed‘gté? RSP Q%Mh%gégb%r%ts to discern

Vi ew ng obj ect s, cribe a set of progr
guiuteerdigr sobs-toHze-awilabieprgrainatiad. The spplicdtastsaftware will

e R o it B e s
W Jigudi Ring Aidp iH%ce%&ﬁgldbnvéﬁiiég??ﬁa safl 15etheRiewer. The

progranms may be aggregated in't ashi on.
Aggewgamayrindicptecthat arparicutait programds o atterdsésresulfing in some

i nst an the Star . .Trek collectian m ght be found at

- JRrbeliansPee Seligh-Sych 2 frEorfIne dhe pregipmhisnDeptatarage
Aggr&o tis Brogtyaeet s are al so program gui de obj ects,

and may be mani pulated in a simlar fashion, including

aggregating aggregation objects, and so forth. The

' her,. i h [ ' f.
25 Al SR il ASE Bty RipsesS sFoyehakiG dhiscisdo
cafHowserogranié eialdhay be bR iftercdRENtHEAABWER AT hiB PSEAR is
is represented by a new program g?w de object, becom ng

avypically basest on\Areanalysis af grevieuslywatehas pgpamoiing combined .

[ 5 | s@ [ 1. ] ' :
USRS odY, RsBfiRdd ¥ drdy BRInG B AlerdiaHs Haiable.
seMes highpesbprianity pregrdntamay by g@icessed®in an BBPlication specific
aggregation object. This description of types of
prf%a'f"g , §Ur@sderaising the pregrardaioaad stasage mdansit isdyroadcast.

BB PR UCRIES) (L EboRNSrATY bosen o iewer
wfochdditiohal deteetfart ag hosadent f undanental  net hods of

the inve t-ief;ﬁ-' 64 WD 2004/ 063891 PCT/ US2004/ 000561
Pr ogPPAR gitlieseindhp act willieadiisappiegiate éhatpereista gieat deal of

s i i : I y i . o b

- AR o0 Wood for ISR G AE e basoo

c ot previaws \ﬂ'ew;mgt listoey a??iekaﬁxtibprﬁfa@gam ég., USe Pat. Serial No.

a on, software will p,t he abj ect i

8 3R S ot d BB SrdR5058 e sisuecani nove

ofoveY teeta te®AH I8! R iori ! S

and useful f oﬁlqt@%g a\% tg% r@p&%ﬁ%%%@% fbrsth%%\b?ume ot
programming, not the broadcast or transmission of programming, and there is
no time constraint on when the programming may be broadcast. Further
details on these methods are given later in this description.

In general, explicit viewer choices of programming have the highest priority

for capture, followed by programming chosen using the preference

techniques described herein.

3. A client system will have a small number of inputs capable of receiving
television broadcasts or accessing Web pages across a network such as an
intranet or the Internet. A scheduling method is used to choose how each
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viewer may indicate that a particular programis of
interest, resulting in sone application-specific
wa@ewkoesIsuch as recording the programto | ocaPCHUSI084@00561

when it is broadcast. 2. Application software may also

directly process program gui de objects to choose

pr oyrdiiss turtedl; andwhzd iotonhewdthetbie resulting captured telEhiston signal or
g@eés is typically based on an anal ysis of

FRREPG- wat ched programi ng conbined. with

Stat | Réfehitg BPFR B, gererly] the drg S bPFn'tér-‘éstddﬂe' Wwer may

of all prograrrs avar | est priori

pr bgrtaﬂadcrmj abenwtlmmainy nharmeip@d; describmal B}DH’IB piogram guide

ch{s S)§8§¢|8%|j:yagt§’é %Ir t e én%?eg%gg plpg&f}bﬁatg%r Snlversal
or ek@sbug:eS@o@@dr%l (mq dﬁ@dséos n%"t@ﬁr‘k”%@% b8 atnhEtr‘f’xr\E{"@f the

for additi onal selection as in case ed in
t hbﬂtamet wlhe aheasel petanhards ased th atsotdﬂaoabedha lagatian, or URL,

+de rt. C ered on nethods for selecting
prgg? m%érc\élle% é.@ (gr\%%geoased on previ ous Vi ew ng
hi story and explicit preferences, e.g., US. Pat.

Serial No. 5,758, 257. “The nmet hods described in this
apPiViRwer, dor efample; gaie “tane” e & Website hyhdssignating the Web site

of O S THERnLT WRHBRERheR Ehhuc! S Relellad e ¥PBR SkE
pr digplayedng Waatspade heay Slsoe déé@'\ﬁ@ﬂ%\tsr@bfﬂg[rém émﬁférest and

t he progranm ng be broadcast. Further
t h@$ea *ﬂ%&féhaweém@ﬁ Wwitibertaken epdyederslediatta medetermmed
gepskal . explicit viewer choices of progranm ng have

t he |ghest priority for capture, followed by
progranm ng chosen using the preference techniques
rib erein. 3. Aclient systemw || have a snall

%ch? dy ﬁbﬂ?%e%eﬁbmwfcﬁ priiitEzed lisg of pergsramsyiewing

b {

e

gecgrrietfljgbd §O1J$fm8‘1 gmpbmmmlmévﬂmge&fatg&mi@?%%g&ﬂ]gwde
%eébr‘éé’%] ﬁ? gm%ﬁp@g?igvﬁ 9?31{%%3 ﬁgﬁ}e ggﬁu%ﬂ;\bboadcast

paﬂ%eﬂ?&ﬁér@té&a %Qh&ﬂlﬂe it ftmgﬁﬁﬁ’gr oa%rs é\}éﬂapf ané?&[&%an%[gace 606

i nter he viewer ma cast
onthahys epfimaldbr thesvideer's |elxphb|bg1r téviveny prefared pratams. Further

%9%%%8 dﬁ'éb%gﬁéésy are ghf\%ﬁ atdr i this- deslc?ltp%{)ﬁst may be

4. When a captured program is viewed, the matching program guide object is
used to provide additional information about the program, overlaid on the
display using any suitable technique, preferably an On Screen Display (OSD)
of some form. Such information may include, but is not limited to: program

name; time, channel or network of original broadcast; expiration time; running
time or other information.

5. When live programming is viewed, the application uses the current time,
channel, and channel map to find the matching program guide object.

Information from this object is displayed using any suitable technique as
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Resource Locators (URL) across a network, such as an
intranet or the Internet. The channel netaphor is

wae@d/ 063398l so describe the | ocation, or URL, BET/ES2004/000561
parti cular Wb site or page. A viewer, for exanple,
can "tyne" into a Web site by designating the Wb site
UrHeserihed: abeives  Thevintavenationtay behgmieyec? autrhatidaiy when the

o SiouE Bl et EngBheiR. G = el PragaR nEBis 08 fesigomtian of the

t hprofrhmpatyer ai\fcbhmk@rcraabfﬂhl@@ﬁ deRandiBy thé vidwer, or based on
predetermned tinme. The schedul er accepts as I hput a

prpg}elrtopﬂgﬂlolnﬁst of programviewi ng preferences 603,
possi bly generated as per the cases above. The
scheduling nethod 601 then conpares this list wth

& hEsitaf tebhrigues simitertathgse describicipt sase0t, ar)ﬁﬁbétrbn software
i ndi cat,e V\/ne{l{rgro grans of interest are actual

br BRYAISR capiure prepoenal r"é@f&f,'abtr!?é meajube Oéfnteﬁesbtcs’(hb viewer.
VeTﬁi‘éﬁnﬁ#ﬁia‘héH'rﬁa3§58fp?§§e,ﬁ@3% er i v%ﬁa%&épgff)o | |amabe

for the viewer's exp cit

pr aghomailcaﬂwnéeeﬁed ld’extbelcmtpm teledeioneighedat 86metoni¥Bnient
4. When a captured program

I at er this escrl
| St et eene ARy RemanLin e breaabpsarogtam aught be
t Ord%ébéod@y 8 ér‘eﬂf‘aédlvbﬁfs%h'i@rﬁ'vﬂﬂcﬁh%ta i Bgeférgag gbg priority.

overlaid on th usi ng any Saréab
pr@S@gdbeylna&r\Aenplﬁg rweardbuspd;ta;h QOB destrisedt UCEE IVF’a’[ Serial

i 0 but is not |limted

198, 6rRp AR, e Mullnetis TuRe Wering SyStany gieddly 30,
brm@ r
T Sat doik possible & B tiaStofedtobfam ih @ yalothiTpleyision
apponalatiany paiets Tthlmeraash pmﬁtammratusl”aloml thgaﬂ/@tr)lald program

e ,mat chi n ram gui de obj ect.

" PR o Ra ik (6 stotEp TRaerane R Eaag o ake t ewprk.
suitabl e technique as 26 WD 2004/ 063891

PCT/ U82004/ 000561 descrl bed above The i nfornmati on
i for 3 Vi ewer

changes channel S, V\/nen a new program begi ns, on
resunpti on of the program after a comrerci aI br eak,

on dvfiemst prefelmces emBy b obRASES iR nahiser %f ways. The viewer

conditions., 6. Using techniques simlar to
MAYs E9GURsy that easain pregsamisc bei eaptstsd, wahieh mylltahaothe highest

péés%%{a ‘ﬁnBﬁ\%%r‘ WHe BEGY, AREHS vély?ethgf vfer\}\}e?rr%séty explicitly
express preferences using appurtenances provided through the viewer interface,
perhaps in response to a promotional spot for a particular program, or even
during the viewing of a program. Finally, preferences may be inferred from

viewing patterns: programs watched, commercial advertisements viewed or
skipped, etc.

In each case, such preferences must correspond to television  viewing
objects stored in the replicated database. Program objects included a wealth of
information about each particular program, for example: ftitle, description,

director, producer, actors, rating, etc. These elements are stored as attributes
attached to a program object.
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This informati on may be presented on viewer demand, or
it may be automatically inserted into the output
W0 200a0638PDN Si gnal at sonme convenient point. MOF/US2004/000561
exanpl e, an advertisenment in the broadcast program
m ght be replaced by a different advertisenment which
has s acty tindividuat atteibate pmay)nfesult in Ukengehdwation of a greference

r at tht descrlbedan .
%mt el b%ﬁigg?%eéa%@%@’m% NVt edia Ti e
Warping System™" filed July 30, 1998 it is possible

to insert any stored programinto the output
t.elTbgitypeaf the presereace dieyn, svichtas aktter oi diecctar preierence

2 PR el REDrb et bivBn Ty AbE Y, Whislomight Be indicated by

\mmmtnﬂvelbh@tdﬁ PressdeHeH bl Rbanst1 St of Preferred
%grarrs Vi ewer preferences nmay be obtained in a

erstafically pssigned signifieancensifjthe @q&fesen(;dmltq retationatorother
h | t t
o BBl £7 ik, SR Bt Pl SRRl avectr

thpmﬁe&m&&sy&y explicitly express preferences using
ap urtenances provi ded t hrough the viewer interface,

bel RaFstuah vakieeiibe nrefasensatiem faiinstapoe thename of the director.
particular program or even during the viewing of a :
program Finally, preferences may be inferred from

vi ewiWigh me$pent e [Figr Sosreferenbé obRstts 6RTERITEH 3 the database as a

advertise ewed or, skipped, etc. In eac
f%%réFP*wr nf i‘béh%ﬁesﬁﬂbﬁ?‘és}‘pbrﬂmwmegleldesbbjects however this

h\ée%rg\é&r Js t te ﬁcg'érln%@f’eﬂlgdadé gretfé}%ptgﬁg g%@ %%ﬁ?eoﬁs ?’\%@ﬁel'he hierarchy

tfwtmomnsiamlteqbar tbasad an “giredt prafedentes @GR tRosé detifed from viewer
scripti.on, ector, producer, actors, rating, et

a?ﬁ%’%%o Iné%"é%%r PEENGESr ed as attributes attached to a
pr OQM@QPnﬂf?Jrgﬁégiargﬂy }Qogg?&c%&? %%géd %T/‘ h@%% mgg#ér%ﬂlqegrpointing

Each i ndi vi attri 2ehq
tQ)fth& saefeerpaterentg eobjecﬁuﬁl@mbljne@bﬁeﬁélOflﬁd'fétﬂ preferences are

c% L‘I@WI nformation: 1. The ty of the preference
geFSFﬁ ”aBrea%‘ie&Peérf%Pg%r@QéFe ﬁblép@r difcgeneratetheand are used

tmmférbgéllghgsgg{ogfg%géﬂé@r dé%:”ie m%i{]%h’l’ﬁee‘é@g%g}xg} & aggregated
obiaets. Ffbanpreferentbeobja:lts Uaférgne@dﬂ r’cmbrﬁltﬁél fide@BE §reference
Rptel Rl SErRETBE B chiedLARcow anlimpeatioDgid | Sdable program
objeets WhichCARY part of the aggregate object 502, and generating or updating
preference objects for each attribute thus found.

The weight of a particular preference 503 begins at zero, and then a
standard value is added based on the degree of preference expressed (perhaps
by multiple button presses) or a standard value is subtracted if disinterest has
been expressed. If a preference is expressed based on an aggregate viewing
object, all preferences generated by all viewing objects subordinate to the
aggregated object are similarly weighted. Therefore, a new weighting of relevant
preference elements is generated from the previous weighting. This process is
bounded by the degree of preference which is allowed to be expressed, thus all
weightings fall into a bounded range.
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preferences; 4. The actual value of the preference

item for instance the nane of the director. Wth

WO e@poeIsdt o Fig. 5, preference objects are st oPErUS2004/000561
the database as a hierarchy simlar to that described
for program gui de objects, however this hierarchy is
built increnmentally as preferences are expressed 500.

The hierarcgh thus constructed is based on "direct" .

or of 0 EhBLsTONed eGSR @b ihe dentiom GPedear somhipations may
: _ . | e R e

o B REIRGCa HpEfTends RO, 1Rl MSBIEE” MeinePstatistiqa) models

proddednky pihef eeatrak sitbj ebes ch@it. may defeer tlat @ ndéavdigt weighted

references are ener ated when pref.erences. for .

BGfEr R dok s atdpegelie pariiction didiFatessthat & Jourth attribute

sheuldes heavighielghtedlhs Al pref erences inplied by the

col l ection of aggregated objects. The preference

obj ects referenced through the indirect preference

ava 1 B B EASadhFells (ielisaied e RIoue  ho”

aggregat e obj ect 502, and generating or updating
preference objects for each attribute thus found. The

wef dabledi04ismanstryalegrwiich fistseeaah pussiliegiragram objacbattribute,
dar: | ug | d, based L
S SR oo A RO B SR RR 8P ool oo n

buéton presses) or a standard value is subtracted if
di sinterest has been expressed. If a preference is
2ex|§#'é% Beslerensedtesn i@ stijigh syl @s\arcastar navts, eci2-bidigital

CLEOPARRE T (PEPRRN Y ouBled Bl L B R Hopi and stored
vewiti tresltabld dert, oataer thareievetiigd itba16. THis Rb®Y 36Y much faster
pref erence t%l enents i s, generated fromthe previous

weFCaNELOf the table ak sliagi compasisems @reyaveitedd ag theoslight risk of

r . i ' . .exnr thus all
eI ARBRN AR AendtabiB e SamBHIGHA TaRfhe. ' M1
32 (o €38 rbgPLT ARG 0 DD Oatabaks, andfef edghestiribute of that

enbodi rrené@of th? i nvention, non-linear conbinations
mahyf IR e L HrfuiGs 9eked ypdn fhe tablenk eresent thedist of

i R h . . r H , .
L EEASRco e Rttt SR ncl B e e ot
vedfghe etrrept pfagramcebjéct. Iftehmedclabteurspthesweight associated with
cgﬂjﬁgnctfi on i r%é:gt.es tg\@tt ae];g?ﬁ” h attribute should
be TAEBRPAPRE] & §dded fe weiglting;jagsogiated withrthe grogram
PrEMIEETS JehetSBeS 8B WeaighPfdraME program.
4. Finally, the program objects are rank-ordered based on the overall weighting
for each program, resulting in a list of most-preferred to least-preferred
programs.

Given this final prioritized list, a recording schedule is generated using the
methods described below, resulting in a collection of recorded programs of most
interest to the viewer. 'e
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1. Atable 504 is constructed which |lists each

possi bl e program object attribute, and any preference
webjeotsof or that attribute that are present aPeT/UBZD€w0561

inthat entry. 2. If the preference itemis a string,

such as an actor nane, a 32-bit digital signature for

M dtabds tappligd its sehedulingtredordind gesus 2vbilableRtoRlggigddam

and stored wth the table item rather than the

stri A hasbeen dascabag peadowsly. reeerdgcricgramsouiliin ggneral have

f I S [ o] t
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the d d for each attribute of that
'?'“r&eefa%qua%'@yg gXPksgmbma Vigwergelegiaddntaryaly Fggenventlon views

b S
(ot GRS Br1g 2Eadl |Ublekprograms
an:e rremuveprafmramtmm elsased on aheesshmptionr theytwi# ngitghtvatched if

g ﬁ'tf?gjda%m%%lgl hat ‘[’rl%f"%w:r\]ég‘ﬂﬁggﬁégflﬁffgg g&%rﬁg immediate
G?ﬁé%{??%ﬁﬁﬁﬂé‘?tﬁt°‘£ﬁ2??sfgﬁt o TnPL SR Ao Efbsth,

over Vithweoght isechediling ebcecqudig any daletidn iaﬁg)ld rpragrams it is
rred to | east ferred ro

eSS lonFEke: S 5elet SPrade ety safearsotsguahigden as there is an
oﬁ@Bﬁ@JfI@shlﬁ Qﬂnrtﬂcﬂ HreGransd Qﬁdté’tﬁjltldf?bh‘?l@%v g%@%hﬁeﬁddltlonally, if

eow resu in a collection of recor
regsourees arenavailadle, trecolgings evay bezgchadmmmmagwns based on

e eH PR o OT AT 1N JRBr cares Balle! Rzt Teemings. s

réQiRy iihed BYSNPURh¥re MREO aRf 6 Wreh s alwa s “full” of
gener al havg an expirati oﬁﬂgil after whi ch t y

Pregramiaingp phdnteneststor thewirwen d1e Erogram |Strerrmyed Uhl another

te that ro am shoul d
fdtER istTRbpRiectiMis) i RIS Pk Rel ARbIcuPASBIAR:
Vi ewgdditidreit ethd Rever ahay Befedt Y RddraM Ydref'&:ordlﬁg at any time,
avai | abl e storage for recordi n%al prograns as a

a@ﬁ\ﬁh@w@@@%m&m@w MY cRMHcoN 1Olt|@¢r schediied mdinga or there
o 8 oy MR i . o

mvumdnaﬂmudeaandlqd@tam ﬁ@Jel Hedthbd O Bf ré¥dIVIRG sBss CBRHICR)
they are no longer interesting. Wth proper scheduling

of r lits GaB rIisgIo tWe Feasonsy: dagk elpstarage spades or lack of input
sources. The television viewing system described herein includes a fixed

number of input sources for recording video and a storage medium, such as a
magnetic disk, of finite capacity for storing the recorded video. Recording all
television programs broadcast over any significant period of time is not possible.
Therefore, resolving the conflicts that arise because of resource limitations is the
key to having the correct programs available for viewing.

Referring again to Fig 6, the invention maintains two schedules, the Space
Schedule 601 and the Input Schedule 602. The Space Schedule tracks all
currently recorded programs and those which have been scheduled to be
recorded in the future. The amount of space available at any given moment in
time may be found by generating the sum of all occupied space (or space that
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possible to make a snaller storage area appear to be

much larger, as there is an ongoing flushing of old
w@ewgnedssl and additi on of new progranms. Additi PEEUE3004/000561

if resources are avail able, recordings may be

schedul ed of prograns based on inferred preferences
vwif be loecupiedeat thatise) amdsebiraeting'that frpMm thectotalicagacity available

o, 4 SRHTYS ~ FIPBIET Soesfethniohof SR B PSed Lon Inferred

pHdTBreicRYe fuRy” PFRBF@iRys P dr8Mvedcdlitbdl AN ahRe calculation; such
programis recorded inits place or the viewer

peoqyam autpmadicalieloseall Cmtﬂﬁqtld@n@ﬂcbr}ﬁ the vi ewer rray

?ccaPuralardBe ol feBRRIGLERl, 28Y al MBes Jaiusn when the

récsraIng Wesd 198 irifieted arthwhentit BR ﬁé&fs&ﬁ@aﬁt  SPREE il
obt ai gabl e when the program rrustp be recorded 's available to

hplel, &nt i mdditionu des theidyiatiem of ibeeprogramodisersf must be an input

S L P DR BIPROSE FRRIAMG SRR ke W e o

oseusied timd f&otéefoe\éaiﬂhomp\at RuPk. SYAt L Prefeped Bfbodiment of the
herein includes a fixed unber of input sources for

’W@@BPGa Hip 1R Soufersa r%asbmgé)%ae@ ifor ideyHicak services, e.g., one

R oaYG o0l fom Sl RISHER! filnaClaot BhbHyr i an analog

téjewaanaagnadwth diﬂfyer@ntqnbbramnﬂngleln thls ehsé, myltﬁoétptnputs from
“}o ?gl bl Therefore, resolving the confli cts that
RiGhsth @gepregr%%orb@erqcprﬁqda@reocms@eredéiuruagwdw@dulmg

havi gg Res E'Ec?ﬁog 7 %gfvé&ﬂ?haﬁ‘l’ A Lagl (%a%%ﬁwﬁ%ﬁgstg% taken to

Referrl ng again t e inventl

sslméc&de:laesecoddmgSmadbe @ef&mbd erobddiatehtt hBirst) i ordered list of
Schedul e 602. The S ce Schedul e tracks all currently
ShQWINdgef 5F0<Qﬁ%m | LpIESEa P oanekaled 7b%nAleh%mh1| @@ referred

eﬁ%d@i‘ﬁne te%?rtﬂﬁdlﬂvanﬁ&‘? dribHY ?heJé‘esh%WH% b‘i’/f 4 hothat the

avai | abl e at any gl ven nonent Oun
reg:em@mgtls mopdéhas soonafs |ad>$3|lniec apy epdrhmdweordermg pa@ht be chosen.

30 WD 2004/ S2004/ 00056
Eae J5O%ENgG, dn E‘Pﬁﬁ S? gﬁé) 'SJE yﬁgﬁét’@ e i"ﬁamw%@ﬁ PRépace 704
céﬁ’ﬂlé‘lls &ﬁﬂa@std’e@YBbH aé'l’ﬂo?/e tie Séﬁ?fvﬁn |§’96lg{85wnﬁrrﬁ%&%cts then

schedul ed for recording ase on Inferre preferences
the' program is schedliled $9r racerding 766unted in this

cal cyl ation: such rans, aut cal I | ose I

conf Hﬂ&? Wik & RiREeTod %F%&daﬁ‘?ﬂgg’? Gbe B¥ %BSG%@W ponly those
sRbwitlgs df lﬁ%spl’@ngPﬂQﬁh%%Jehﬁo |ﬁﬁ&’t°é(9hff’&sv‘mé q?@t%rrmg again to

initiated and when it expires, ficient space

Figv 8. loniel ean gee fivatdovar the rilf%tdnetofcmredomdmgﬁbecamammtoof available
s;%cé G/ﬁl \P&Wga e B%g‘?ar%satrebrgcgr%e'd c?r expire. The list of showings is
then sorted, preferably by the minimum amount of available space during the
lifetime of the candidate recording. Other orderings may be chosen.

Referring again to Fig. 7, for each candidate showing, the viewer is
presented with the option of shortening the expiration dates on conflicting
programs 708, 709. This ordering results in the viewer being presented these
choices in order from least impact on scheduled programs to greatest 707; there

is no requirement of the invention that this ordering be used versus any other.
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avai l able fromwhich to record it. The I nput Schedul e

602 tracks the free and occupied tine slots for each

WO pguesource. In a preferred enbodi nent of thBCT/US2004/000561

i nvention, the input sources may not be used for

i dentical services, e.g., one input may be froma

di gi {Stiould te ivigveet mjephadll apbraumitidseto Shom;ralrex@iratl@tg times, the
ranmn

flagL SteroAVgivER Sttt MoSe b g Wih SNaita T10. and sorting
tRERDERGYPR8 REirf BOfikeLoRtiRt Fé’é?ﬁutﬁﬁf ﬁﬁaéf’é‘ 7HRY The viewer is then

scheduling. Wth respect to Fig 7, a flowhart
psésanicd @dtr ihisi opfiamte carged eaahepnewouslycslq:laeldmedarecordmg in favor

KSR o ] RSEAT B o Dl docid

tﬁét&\cﬂﬁﬂgrwwm&kcﬁdéa|7<1|49h a preferred enbodi ment
of the i'nvention orders these showi ngs by tinme, such

t hat Im lseprefeded o&mQOdmmzidzf the ipventicas qibsemﬂhbis amn;esolved as
be chose Eac

d
Bl A Bufing), SRing fd VEer Bt 2368 ofei Winal Rristdgie. when
us@aﬁ@wéromak@@néhlesmcncs“énéc@ﬁ BESC b gnﬂl?@vr@coﬂof tﬁe _algorithm
show g is found with no conflicts, t

diescilgbduFied 7 tsr used & dimgediately @phedwfestbe racpr@n@anddnanage
aﬁ&‘% wﬂwﬁ’@? I%Qe i nvention selects only those
OW Ngs o al

program whi ch have no input conflicts

706. Orajecan iexplicigaefection Hasdbeén ndife, Caitl HRE vidwar iRfRed that
the lifetinmg of a recordi n?bt he anmpunt of avail abl e

thg greording will 18, daae oif Mél ng gm@me@dwﬁwﬁr@mcmpproval of the
v%\‘rﬂ% re. The list of showings is then sorted,
preferably by the m ni num anmount of avail abl e space

dur i Fgzzy eecdrilingti are péndd@llqaawledale@l bﬁ@oﬂsé&@our@ Reyk on the

Referring again to Fig

erings be chosen
clien Ci%\' c‘gahévﬁnciﬂa?@rsqmﬁﬁast efhrelar prq%amﬁra@s@m@ed earlier,

38 Rk S Bl SRS 0SB Oy U8 Pl n
until thee lisi svexhaested or esefuriher tdppeetunith oioc escord i9r&leilable. A

from |l east inpact on edul ed prograns to greatest
pi;@‘grregﬁgpgramslanp iﬁcr y fHgere gsatn gonflists with other

ey i e

de@t@@tumiler teppeonditions: efirst, df stheortfliots exith rant egplidit s@@otlon and
ste i nvol ves eI ecti agnt ose show ngs with

S?ﬁ?ﬂf{ 'ﬂ% GhANGE &N Y@M’erama eLBhGesigentiipssa @hﬁmmw%@rqgﬁam that

cbiig Bd Fetbrdh bt inglk tirsol ution phase 711. The viewer is
t hen resented wth the option to cancel each

pr evAdilisthgr somplication adses wiheg hancmagmggregatehﬂewmg objects for
w‘?\?ctsq [ed gf {)8 gé%én%tzel éd. IJf congct ?éjsuol&t?on Svgg r\\/elmecy\ed accordmg to the
method above for such objects, a potentially large number of conflicts might be
generated, leading to a confusing and frustrating experience for the viewer in
resolving the conflicts. Thus, when aggregate objects are chosen for recording,
conflicts are automatically resolved in favor of the existing schedule.
In a preferred embodiment of the invention, conflicts resulting from the
recording of aggregate objects will be resolved using the preference weighting of

the programs involved; if multiple conflicts are caused by a particular program in
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that nothing new will be recorded 714. In a preferred
enbodi nent of the invention, all conflicts are
w0 e@alogisdl as early as possible, giving the viP@EUSI004/600561

control over what is recorded. Wien the viewer makes
an explicit selection of a programto record, the
thee gggradate ofgesaiy it belll only ¢ gecotded ilide preferenueeekedeelsythat of all
scﬁ. gul e the recording and manage any conflicts that
CQPYIEENY B @IP-expl i cit sel ection has been made, and
the viewer informed that the recording will be done,
| t VVI I I not be cancel ed w t hout explicit approval of

n0ds Aopied e eEMietags are periodically

sche g' A k%ack r oun task n th client, devi
& verlfen i, Systeint Bfineg, & 3ofMBx estiowte, SRvisgRIa for proper
F@ﬁé?trdnb eAln eapdiating syd’démb Wg@én thes GRRYAERIN %‘e‘t\ﬁé@rﬁ Shardware

o schedul e each pre erred programin turn unti
devisesiig tBQ Hélagt and sofiware lﬁmheathnﬁpwhmhhrnaynmdaheekhosd devices.

| ed i
T JBYSRRL Siedlna REEL oo U bR By o Redltind Software
appm@artm Thé tm‘lé-fvﬁrbﬁ?@ smmﬂa"ré@pwté?ﬁbmi%%/éi @ﬁ@ttﬁé‘r%ﬂb&%n
may be deleted under two conditions: first, if

conf It ist desifable 4@ aé*ﬂpne\dufea%e%@tnczmrecémfe@ean rﬂjese fand other

e e her
SBFARE DR Bh° G S5 e’ FE0M, Hefu E0RG, using e
nfethod$ iescibed Herain] dnisagdssitsie b aepliedte! \hé@ln@g@bj@@%t §ontamlng
Vi ew n Obj ects for ~which recording is requested.

updated seftwargomedulas mthﬁaﬁm%cﬁyémmtﬁ@asm Qihee present in the
cﬁ@%théﬁ?’stéﬁﬁolégk %rseS Lﬂﬁé‘ f8¢ﬁc{vﬁ@é unl u@?éarﬁ‘efgmoela, ﬁ'b%tﬁéﬂ% arg used to

instalf thed opdated éasfmareaammgamme ehatt $ysterhhe b@%M@Xebﬁtmg the
resolving the conflicts. Thus, when aggregate j ects
NEVSAMAEN for recording, conflicts are automatically
reso st :
W%dscjjfﬂ/vréb cis,’tﬁrl\r/ér‘r?]:{nng%}ﬁ cﬁ’éh?nd%ef%ﬁg’tgrﬁﬁtéﬁ' ta@ a sequence of

preferre con
ste@suhat ngcmrrwhen tpowaerds dirstiappliet tagbe&@l& @ajchcsttép building up
be resol u3|n t he refe{ence wei g

st mIPEGRER WHRLFIRIDHS FORB BPGHGTB I heralaas step. The last
%@#/@J@S@%ﬁ ?880 6dl|%él{|ﬁﬁe$ %‘gﬁeg{zﬁde S ecci{\gllgggﬂqoﬁﬁé%]ctwnh the

vieweretbeskestaps dares pref erence exceeds that of all
conflicting prograns. Methods Applied to Software
hj ect s

1. Aread-only or electrically programmable memory in the device holds an initial

bootstrap sequence of instructions. These instructions initialize low-level
parameters of the client device, initialize the disk storage system, and load a
bootstrap loader from the disk into memory, to which execution is then
passed. This initial bootstrap may be changed if it resides in an electrically
programmable memory.

2. The second stage boot loader then locates the operating system on the disk
drive, loads the operating system into memory, and passes execution to the
operating system. This loader must exist at a specific location on the disk so
as to be easily located by the initial loader.
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The client systemrequires a conplex software

envi ronnent for proper operation. An operating system
worwagesot he i nteracti on between hardware devPCEES1004/000561

the client and software applications which mani pul ate

those devices. The television view ng object database

is rrﬂ'rhmgembdmtnag degdtenct partdrvar eecexsply clididiare TRAd  software

iniALRn, bnthary IqadS el PRUMIAS bk Tatibnse aotinege grom the disk
d‘ﬁ%rgﬁa e@ﬁ%ﬁbﬁdﬁ&ﬁﬁ@‘ﬁﬂpﬁgﬁﬁh AL Eﬁéﬁc&\tmn software, such

subsyst run on the client hard
assthegtimeevarping sdfwaes anidbeidwee riefenaction seﬁwaamleealeo loaded

R REH s e P B R 8 b o s b G o
théobfaRt dtdb2Bk ct¥abRifed A RIRRH ?@E’f‘?] | owi ng uni que

and novel nethods are used to t he updated
software and cause the client systemto begi n

e b0 Darel R E bt RGBUed B Mol BoRuE0At I Sk gppropriste
pldiRt oRGREdigiarve aelr rdbdoting She Etlﬁ%/lldeedrﬁ@mgﬁﬁﬁ;ﬂﬁvlscﬁaught with

each step building up staté information
d@ﬂgpbﬂ?@@ﬂiajbem appPimeaendroruhentPdvsen ovdyntpils twale (Tipa/mg the

sty el ERITY A8 RPNt REMVGRS niobS mEl pateniel ‘operating

pasistems. TAeRAd somviredma |H%ﬁ/brdé¥ébt|sXNrﬂéﬁ’ ?lré‘per operation. A

menory in the device holds an initial ootst
fajleuie etmyeoeuriansthetisk drive, cramdingribe ISQﬂWIammnage

init | t he e de

i « AbGEn i mEkBls BB E T halB Gefitsito 8 A Gtive, one
skitietl Shrtap 4 roadﬁreédlqm.a bpeecitite k hati ife RSTRABYSs diddchbéd h ere a pply

execytion is then passed. This injitial bootstrap may

gpBe@NngeaNy qurﬁls’ﬁeé‘élsé@’égiensléﬁﬁe@l dediskc drivg, and other persistent

C oot
P56 HIERINS, IRINGICaR, THeISOrRY S BAT b BHSizo bocs
chltedi ssadterso pétaatilions” s yed esequeintialle ABhYveABPpiRgS $8Bsets of this
execut i on@)o t he erating system This | oader rmnust

sgqerce highdhyeak updhe slereds intorlogkallyndepspdentareesbe

oo B LIS eBtoh e M gpaton ot
fiped lanationret tesdisk driaveB6s ealmamhr&dﬁbbﬁeector” 804. The boot sector
e cioblin SbielentdorBRTondochad sl betstaRE bt Hederstand the
pSHRi‘éHIrigodS‘f tﬁ% Ccﬁf\‘/% 3 ah8ab | Ghte thd SEc P SaER WY loader 806,

! yl\'%reedlsk is partitioned into at least seven (7) partitions. There are two (2)
small partitions dedicated to holding a copy of the second stage boot loader 806,
two (2) partitions holding a copy of the operating system kernel 807, two (2)
partitions containing a copy of the application software 808, and a partition to be
used as scratch memory 809. For duplicated partitions, an indication is recorded
in the boot sector 805 in which one of the partitions is marked “primary”, and the
second is marked “backup”.

One skilled in the art will readily appreciate that, although two partitions
are described herein for redundancy, triple, quadruple or greater degrees of

redundancy can be achieved by creating more duplicated partitions.
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as the tinme-warping software and viewer interaction
software, are also |oaded and started. This software

WO 200u®embly | ocated in a separate area on the PUCEHKSINOMOS61
t he obj ect database or captured tel evision prograns.
I deal |y, new software would be installed by sinply
copying it to the appropriate' place on the disk

drive and rebooti Hgg the device. This operation is
f r aughith wpsRect danges- 9@@5&:994 Py BaptDHo ke initial bootstrap code

r{éﬁ@ BBt se @WOZTBs}’cang' the énltlﬁoﬁocgkﬂl P{j v\gP%tesntQSe primary”
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B8 IOHAEF BRIt 16104810 ol iR BHE Laokul DRI I8 Bemory
905. WMhi¢haveaditleynzt syoceedaf thet boat loakler el edissds control to the
g logegynifaa B e et AEW HiGh B the program

wakh3dsd frysieo®, are typically formatted into a
sequence of fixed-size blocks, called sectors.

" Par Similarhs "ther eeemmea*hagalboatolnadeerrbadalﬂlg patitiehstable and

B 7% BTAEp BB Sitamy o] S0Fecif fip iegelgcan not be
Ida‘d%d' mﬁhbo‘baﬁﬁu@t Ré| & RREIEATINSealdnd .gg t@ é‘%s(%‘tcontrol is

fixed location on the disk drive 803 ca
pgesadio tienapemiinghsystersealong withoan dadicalions of diié isoure partition,

aloRach T iecPad ssifes BrbiiPagRan BB 503, and to
| OcaFﬁfla‘IIiﬂetl@%&aﬁﬁ?@%@h@tlobé{@@eﬁh@@&imiﬁﬁ ﬁnl‘iﬁh Scontaining

partitioned into at |east seven (7) partiti‘ons.
applicatiep softwarerand ajiempts tQ)iqaddtm \nittad @pplicatiord i g. alf this fails

o2 ek g 338 o BB B Hacs e e

amrcmbn&wm it V921 3( 2)An pdiddtionosss tro Bbaidai 6Qrtiﬁoﬁ°i§ypé§sed to the
the application software 808, and a partition

inifizd @ rwélcg’f&ratadﬁnwﬂ? {heegurdgegp aditiphii amrwtparftrom tmsprev.ous

<8 DA, oI ARG R 0% DU rRSHHE s958e) A noma

vieiving senagdnmient ehkeidr begink@14. One skilled in the art
wi || é,eadil apprgmatethat al t hough two partitions _
are HBISCH? pEiaperationse BIMVIRER 7, rQ&SOMab diepalirafppretection

s
T8 3R BkBLec'BRGRE I O ARMHONMIN A 3P GRS sl orvre
a1y om@@é/lmﬁibewswlléchamcéhdbw bidught o @p@r&fpn. on
boot 90,1 e, initial bootstrap code
An mstal er” viewing object in the object database is used to record the
status of software installation attempts. It records the state of the partitions for
each of the three levels above, including an indication that an attempt to install
new software is underway 915. This operation is reliable due to the transactional
nature of the database.
Referring to Fig. 10, installing a new software image at any of the three
levels is handled as follows: the new software image is first copied into the
appropriate backup partition 1001, and an indication is made in the database that

a software installation is underway 1002. The primary and backup partition
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reads the boot sector 902, scans the partition table
and | ocates the "primary" partition for the second
wG@t@go6isont | oader. It then attenpts to | oad tPECEUS2004/000561
program into nenory 903. If it fails 904, for
instance, due to a failure of the disk drive, the
imticatidnsadierthet panjtion tableoark tthen psweppsd i T0G31eand the system
p" partition into ne i chever attenpt

"back 905.
rgfﬁt@ad&% Fvephisly) cRle ihed Pe&sed o thainitial applieation.

new ; ' di .

whi o e B R T, O 3RS A sROr I8 SRILAGES to update the
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View g object in the object database is used to
record the status of software installation attenpts.
It records the state of the partitions for each of
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an a A ; of ‘ I Scunderway 915, . .
Thi sbtopggé)ﬁ ac%rjlisonétlggjtsre J%‘ggeagqjeérgf%ﬁe%{r\é'%ymi%tﬂg?t i which
infatmatorohbbbethiatisdge epeferheanidenand ®ehadior 16t . the client system is
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icg)\s;éallinlg a new software imag{ _
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j [ i St ' i . Late backup partition
Céi@giqr{lgégél anlﬂl‘?(ri:l']d‘lé gé\ﬁ%'%es@%@%hg{jhe dat abase t hat

a sofThedokowingt apdrations status) irdicatess AR0Dcold&] firilg®RI tollection

nd back artition 35
along wfh al#r)n s’tarrllp:I

1. Viewer actions, primarily pressing buttons on a remote control device, are
recorded. Each “button press” is recorded along with the current time, and
any other contextual information, such as the current viewer context. Post-
processing of this object at the central site results in a complete trace of
viewer actions, including the context in which each action is taken.
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WO 2004/ 063891 PCT/ US2004/ 000561 indications in the
partition table are then swapped 1003, and the system
w0 edwaotsdl 1004. Eventual ly, control will be paBSEUS1004/000561
the initial application. Referring again to Fig. 9b,
the first task of this application is to update the
2i rAuinhatic adtjomst sucfoas eagimnirgy el eAdihg tHE 2ecdrliihg of a program, or
lication checquif an installation S in process
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arsbrsisRShiGASRSatl sty bRt intirh@e i nstal | er obj ect for

that |evel 920. Copying the partition insures that a
backup copy of known good software for a level is kept

avaj | e [l _tines. Ln.a preferred di ment  of
3 et fetsptataton abioBSindlaBefetar nsthlatiosh anp gpost reboot
t hestp® appREdog@éd on | evel of software may be del ayed
until all parts of the application environment have

been successfully | oaded and started. This provides

a i.t10on . eve f. nce t hat all rts qQf the
4R AR el G R AR g it e Bt eovver
pefalieestait, intemal timpisratutetitefill thé ablia! BersibROsiSrage
Applied to Operations Status Oojects Operations status
0LFEEEE8 SAKAES NeMESY Pafitwareais andopjireaty partition failures.

i nformati on about the usage, performance and behavi or

of the client systemis recorded. These objects are
cdiheet st daﬂoh@eareemw&ﬂecﬁidl@wg?/\hﬂﬂﬁ‘eetimé@t‘ﬁm I fafsi pPssible to
wWth the central site is established. The follow ng

regonsiuchine Bebaviar ehtiveceliest systean vsingr adineantimesbaged ordering.
TR BRI Al SRk Witk o b e st of events

ta ootrelate detioreeandbehaviees:rfrdnstanes, if ut &aedisd® aatoratic action
a

recorded al on ith the current tine, and ny ot her

AR DBk s SAM AR PBROIAG WHh QW Feltiare, drmay bevgferred that the
neRdtare st defRe@reESSi ng of this object at the

central site results in a conplete trace of viewer

actions, including the context in which each action is

PRAEEs st G ST ERA B ING RIS 8Y CENTRAL SITE

SYSTEMS

Sources of Television Viewing Objects

A client system has a single source of television viewing objects: the
central site. The central site object database has many sources of television
viewing objects:

1. Program guide information obtained from outside sources is processed to
produce a consistent set of program guide objects, indicating “programs”,
“showings”, “channels”, “networks” and other related objects. This set of

objects will have dependencies (“channels” depend on “networks”, “showings”
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2. Automatic actions, such as begi nning or ending the
recording of a program or choosing a programto

w0 e@anasbased on vi ewer preferences, are recorBPerUS1004/000561
addition, deletion of captured progranms is recorded.
Post - processing of this object at the central site
r edetdral on “Grogedrnb e)tamd mmeermérreletrgmms aAvthenea a6fniplats,
taken by the client system _including the prograns
r e§q>reﬁl$r@nr $\etthé7bJ?ﬁ$$é§ gemys itds geideqto H1R/dplgbaseias an atomic
ti OBarafionSof tware installation actions, including
reception, installation, and post-reboot results are
recorded. 4. Hardware exceptions of various ki nds,
[ but, not . limted ower fail/restart,

i ncl udi
2 l;\i@\“’rﬁﬂ %ﬁp@FB&dJrgan%WﬁHHﬁ'Ea Ng HeYBIANS0 $f§1gg§@fhyare are
st " S
o e plctint Softiiter VEARIG OBt rsa(?{@%hﬁ@;%ﬁwafe may
r elcavedinterdepegdevidiés, esuchms an applicationi depeoskndbr a dynamically

| TRBBRY fiBfAvisiGich TR reflecterindh i@l iarahibect! e software
aubs|EBts| rﬁvdWédFQPlsarfo%é’rp@)faﬁ‘ﬁﬁeoﬂr Hehsd t)@or-:l-r%t oflient

events to correlate actlons angﬁ'gﬁ?ﬁ'}{/r ors.
i nsyiséeroe in uSe,aea@x@fewh@h requivesdifferenttéafiward abjectstthese

ocC soon.after 0 th new sof t war it ma

bescr*ﬁrr%rﬁ UE4th Susthe atiulss Beeient i calade yupd of system
eedr:

ST ey RN e Ee op O YaT o Sron Geo e 2Oy dars i added

cltodhe dejahase amen atemigprerstionce of tel evision

view ng objects: the central site. The central site

obj ect dat abase has many sources of tel evision

3vi BaéelieMisysletn has ammqu@r%egrreﬂeey éﬁmaéaaéd With@tPk ar i Bublic

from outside sources is processed produce a

c dfRy REaing: Biis secist gy isogdedéntors) aﬂeet” mamragmnemgobject

PR BUPIATAS BT SHAE L ¥ oo

damodmrm ﬂera(gthah@e stentlanemheye olﬂ@&ﬁéﬂirlé%sed to generate
ShOE%n gs". 37 \WO 2004 063891 PCT/ US2004/ 000561 depend

orPWRerlicalien obiasta astnrGessatier r el ati onshi ps. Wen a
conplete, consistent set of objects is ready, it is
added to the database as an atom c operation.

4. Aggregation program guide objects are added in a similar fashion. In this

case, however, the aggregation object must refer to primitive program guide
objects already present in the database. Also attached to the aggregation
object are other objects, such as a textual description, a screen-based icon,
and other informational attributes. Once a consistent set of ancillary objects to

the aggregation is available, it is added to the database as an atomic
operation.

5. Data collected from client systems.

It should be clear that there may be any number of sources of Viewing
objects, and this enumeration simply shows the most basic possible sources.
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2. New software, including new applications or
revisions of existing software, are first packaged
WO ni0ad/06380f t war e vi ew ng obj ects. As above, thBCT/US2004/000561
software may have interdependenci es, such as an
appl i cation depending on a dynamcally | oaded
Qperations onhi elbvisiostVibwinge®bctsed i n t he
i ntergel ati onshi ps of thefsoft re objects invol ved. o
I'n and}erﬂ'grar@ﬁap?ﬁs%,”Weo rRRPSIEE (QRera opfthe (ceatial television

VIRAThE Bbjbét dist8baS@CThe follthw e&ﬁﬁw‘ﬂl%seéréjh{é‘a%rt %]%2%" the type of

h
softwaré objects; these software objects nust
rapeessing deapmayehe perddrezed, ngoweeert {hpe potertias toperatidiey are not

ar. rgeted at. Once a consistent set of objects is
I@i)%dlt@t;ﬁg,seﬁf(aml%ded to the database as an atonic
operation. 3. Each client system has a uni que, secret

keél enbedded within it. The public key matching this
1sedpiog vesipusyviewing ebjeqis,ca AuMber efinteresting statistical analysis

ohy : L.th,other interesting information
agﬂggggpﬁa‘e‘%?i{&%ﬂﬂrmgﬂth as client type, anount of
st priaBg exandififg $a1geaiimISdre. of UpRSRIRPOSEhBoRS gté@@e}bfe%ts, it is

generate authentication objects as necessary.
Aggr ebRssike tomeiiost eyienriveBnalysis ofrhardadeairaliabiity trends and

Soor oGRS ForinsBinte {1 Bossl It orallE mtpraahtemperature
gui dewitloleixpettedaVT BRI eaNERIa Bbﬂvéé]ﬁFQMr@?Péﬁcligﬁ\'t d8vices.

at{7 cged to the aggregation object are other objects,
su % ¥ eXapiing iaroaduenhersiod wpleadeash dewingaistatniation, it is

and i r [ oL . & _£onsi.st ent

201 SIS LeARlartb A s na e Sou
avai h\ariozis pdpulationddsfclieat d&dceks tFiras@nisie A0S e to
operati (E)?re]. 5. ,Data collected fromclient systens. |t _
shoul $PTRlate DY Pregrams mestwatshesavithinyspeciiietép cedes in which

sour c@g eﬁt&éﬁ%g‘%si jects, and this enuneration
sinply shows the nobst basi c possible sources. 38 WO

2003/ viedealy, PLexaiaaing 006 shinbdds ©f #idwing ifbrmation objects, it is

Tel evi si XI ew n%gdgg ?ct,s There are a | arge number of

poss.ﬁﬂse“’?fg‘ﬁ ? gengide Jalipgeand nzhaie” valuesifer prrticyinepragams
bj i ; '

obj eC\Kntﬁiﬂlllﬁ’ftéiﬁ@?aﬂbenfeméd%wuﬂﬁwéﬁi’%ﬁh&@é@%@pﬁﬁiﬁédﬁ&hods.

show the type o processi ng that nay
holdvBreretare mamnoihal enpmpkes ofhstatistcahahalybisrtaslesitia® might be

these _exanpl es: . 1. .Using varjous view ng objects, a

nunbet® rﬁfeﬁf A} g’ﬁYlﬁyl ohiee $a;gpa§@;gh9§qa &xamples are not meant
to limit the applicability of the invention, but to illustrate by example the
spectrum of operations that might be performed.

2. Specialty aggregation objects may be automatically generated based on one
or more attributes of all available viewing objects.

Such generation is typically performed by first extracting information of
interest from each viewing object, such as program description, actor,
director, etc., and constructing a simple table of programs and attributes. An
aggregate viewing object is then generated by choosing one or more

attributes, and adding to the aggregate those programs for which the chosen
attributes match in some way.

These objects are then included in the slices generated for transmission,
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tasks may be perforned: 1.1. By examning |arge

nunbers of upl oaded operations status objects, it is
w@omsiokdsel t o perform extensive anal ysis of harP@EDS2004/000561

reliability trends and failure nodes. For instance,

it is possible to correlate internal tenperature wth

expessilsly DeSBE op\zoyraphie BettheeinfdraidtioneShna exdrmplet

devi ces. am ni | ar ge nunbers of upl oaded
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vari ous popul ations of client devices. For exanple, it
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W|th|nse|f| Z cod in CJent devi ces
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g;‘ Ih: thﬁl{fﬁlg‘g %;, ﬂ]ﬁ f)@ E’s‘%‘ﬁc&%g‘iﬂ%& }pgqu&géﬁgg{srﬁ(@ added to the

ni ghta@ﬁegﬁl@" Wpiicrei then sliGed fcﬁ*%di%nﬁl@!sl@ﬁton‘i&ﬂf@@%?ﬁ devices in
these exanmples are not meant to limt th

appl i egINS; 'ﬂ)ﬂr@famﬁédlth§ﬁY| on, but to il I ustrate by

per ﬁ%r%BSEess pec é:\'ﬂ)g S&g‘gr"ég‘t&kﬁfﬁﬁnt&at&%ﬂg ﬁd?'pqe?enumbef of

aut o_msiéwem IPpr@m;ﬁ@m@ %ﬁh gaRmigHe bleorféﬁh@ted of all “John
attributes of all available view ng objects. Such

generWﬁ)@ﬁ movigsdodhg bg@qﬁ@asbmrtba ﬂ@)(t Weelst extracting
LR .5 B AR B o,

and a@eadettt/lewm@obje&w aret sddrpedifoPERATEHTS o‘ﬂBQmmon interest
attrlbuges ggregate view ng object is then

gener %Vpeﬁ%@fQﬂjamﬁeVl@Weﬁna@uahpmmseysewemcetc For
dd hg « ,,

chos Cxarblels BIeR 18l Sdd s 00 M Hewtliital Bfent

are tdmemnltbelmktlwedldmgﬁtIb@&ﬁmal@dad(ﬁtﬂamm the following

transni ssi on, 2004/ 063891 PCT/ US2004/ 000561

possi‘%?%kﬁégg\?f'”@rpfgt 8% REPFTE@MS: ot her i nformation.

SOZ‘E.RA%@B’Q&%S t%%%ecﬂf"é%ﬂlcﬁt@z‘i éﬁoﬂgt éﬂﬁeﬁéﬁatﬁﬂlng viewing of a

gates based even as a

| eaguwogam bihklvieyermight de ﬂ)resgetedl\myh ah ra)p*pbrtanﬁsiﬁce“vote on
all%%ramswewable client devices in or
urrent program, periiaps on the basis of four perceived attributes

’

(storyline, acting, directing, cinematography), which generates viewing
objects that are uploaded later. These votes are then scanned to
determine an overall rating of the program, which is transmitted to those
who voted for their perusal.

2.5.There are many other examples of how the basic facilities of this
invention allow the service operator to provide pre-sorted and pre-
selected groups of related programs to the user of the client device for
perusal and selection. These examples are not meant to limit the
applicability of the invention, but to illustrate by example the spectrum of
operations that might be performed.
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around that city are collected, and the program
description searched for the nanmes of the teans
wQba@yiosdsol coaches names, maj or player's nanes, PCT/H82004/000561
nanme of the ballpark, etc. Mtching program objects
are added to the aggregate, which is then sliced for
& r bizswiab memoctmmyted:scc be esed de generate mggregitesbhjédts amprocess
around,.the cit at es 1%l"eed on persons of
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dcas n e nex

John Wayneé" novies to roa
2. B.thaggneg) atasweb asedoye. vi ewi ng behavi or can be
produced. In this case, uploaded view ng objects are
scanned for elenents of common interest, such as

type%l@érlﬁra@jrégﬁtldﬁ B%&anﬁébﬁéﬁts H{é’sgéi%'@s rﬁ?‘ﬁ’?ﬁe e?r@‘fessmn of

For exanpl e, top ten |ist” aggregate o prog
Wef@v\%camordlelcomlm@@f otHevinfersnation ﬁ'énesasesultsemayl lhtiploaded to

v EFREL % dnriths B4 Joignss aeCdii, BF Biofadis aeration or

statistichl Asydwy, aHE¥ebA;. During view ng Of a program
the vi ewer mght be presented with an opportunity to

"vot d" hl%ﬁeedb?@kc@ppeﬁpsm doe acmcugiebetwgenowwlw pemider and the

|.
T T ——
p@dﬁmeest 2 hbat forreofl pdledidim m@wq bi/’hﬁ@@ldmg? %lq'if@ ah8&bmpelling

scanned to determ ne an overall ratin
waysdoakhe wendae indovidgn tapresentt and lp@@rélote/\m)e \Vt&\mdg fafrtelevision

PhoteD R st dRELE RS Maielbo CERERIE il gonsistent

operationeofdthersargcet o provi de pre-sorted and pre-
sel ected groups of related prograns to the user of the

client device for perusal and sel ection. These

R@ﬁ%‘ﬂé‘@ﬁerﬁr%@g chaRy to limt the applicability of
illustrate by exanple the
speciMany dh-hooper adnsuraet helectiogbs Hevipes f alr ééht mass
004/ 063 91 PCT/ US2004/ 000561 3. Manual nethods ma

srege nWtsBany gngeh &Pén_eag heyamolot @cttorace praable in thes
SB0EBS, SERRY g oro S 7SR 3 BP43EB cacn
yead iruiesof-thomthfor aliglk ddsease. OtHerltypedwehstbr@g@mddiaiére also getting
fatter every year, including: CompactFlash, SmartMedia, Zip, Flash Memory
Sticks, MicroDrive, PocketDrive, and SuperDisk.

The obvious control of this storage is by the consumer, storing their own
TV shows, music, pictures, etc. A less obvious use, but one that will continue to
grow in application and importance, is a service-provider's control of this storage.
There will be a continually growing desire for a service provider to have control
over storage that is physically possessed by the consumer.

Referring to Fig. 11, the invention’s distribution/telephony servers 1101
have the ability to send objects to client systems 1103, 1104, 1105, that
command the client system to perform a function, e.g., record a specific program
from a broadcaster 1102 or capture content that the service directs the client

system to capture. Every function that a user can control in addition to
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in the sane manner as above. Clearly, aggregation
program obj ects may also permt the expression of

w@e@imszspaces or recordi ng of other informti onPCTHERE4/000561
results may be uploaded to the central site to forma
basis for the next round of aggregate generation or

rasiateérsniceadndaoahtysli aspegtwlol® chient shistemfaedEmonda28Bd in a set of
ch)l‘ié)ées h(g circuit between service provider and the
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television’viewn proVvi di ng uni qué an
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raonot e t.he viewn f television rograns of ]
SeRVIEr cBferiigs; MBI dadios ania. chagker BiaT Hptrg trassmittech @cross a
Hr8AG¢axk BP bonfRERBLIIGHS k.t he service. Renote Cient

System Control Many i n-hone consuner el ectronics
devi deaptarer kegliest ofjedts arasent §tamdbe,d istributiontglephory servers

0By BB R Ple? a5 SRR SiRa 1B & 108, 158 drhe, folowing

&#b 8Bind ExdriflesdTuh ¢ lof > f-thunb for
di sk dri ves.se(sl her P?g@slaoﬁ@?ger g%dé’le?%%i a are al so

getting fatter every year, including: ConpactFlash,
o B e LD TS S K oS recorcings or
thi s cHERK H@ferhs, %e"s@%&é’nﬂﬁ‘lﬁ%‘%feln 5& f8r \ided BFHéta‘)&%&?H—t\/

shows, nusic, pictures, etc.” A less obvious use,
one that wll continue to grow in application and
ce, IS a . servic ovider's control of this

i mport an i ce- S

st by GptirerrefuSs | pheh, e ooy 4P AEogras mames and
for @ ' r Sl h co i starade .
{nat PO D R, S Zeontts 1 nopoyi in SARALS imis the
Ref ere¢argings tpithe specificdeafiiliaterst statioss. If the program is shown on

di stri butionkttelephony servers 1101  have the ability
to séﬂgﬂk@&jaifé'{agetg&t%@/%#t's§'§7Lf€‘é??§ 9403, 1104, 1105,
that conmmand the client systemto performa function,

e.g., record a specific program from a broadcaster
11902 Gaptureptreqeesionhave theatabilite werscheduldi rshudle tdwordings or

clien stem t,0 capt Every. function that a user
can SoneddE e Rl Gine showsdsoeis Seren:

PCT/ US2004/ 000561 mmi ntenance and control aspects of
a client systemare enconpassed in a set of objects

cafl | &@pturpt ueguesisubave. the ability to set attributes of the resulting
recordings:

» Recording disk location - If the recording will occupy the user's
disk space on the client system or the client system’s hidden
space on the disk (storage device).

» Recording tuner priority - Whether these recordings will cause
other programs to not be recorded because of tuner conflicts
(on client systems having muitiple input tuners).

» Recording keep time - The suggested minimum length of time
that a recording should remain on the client system’s disk
before other recordings should delete it.
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Cient systens 1103, 1104, 1105, have the ability to
capture and record any type of nultinedia nateri al
W@ 7044968396, novi es, advertisenments, product anpCT/US2004/000561
service offerings, nusic, radio, audio, ebooks, etc.)
that is transmtted across a broadcast or
comuni cats oRecbidikg qgalityur €he eqoersiing bjielity sofahe reeotding, e.g.,

fromthe d istribution/tel ephony servers 1101 to
i ndi vi dual ol%"br ;S’P‘kﬂ‘h’g’ﬁﬁgnt systems 1103, 1104,

1105. The following are sone exanples of the power of
capture requests: Capture requests allow the .

i nyertapiure requesis bave the lability éo ceeateds sgasom paskifent program
systens. These recordi ng an be for video or data

cont &t 1©S- CAhSEAROY eﬁ?@s\%’glcg%% £ §VerHeShQUMBE dPh@s Program on a

usi ngpRcRidtadRamBES and optionally an Affiliate,
e.g., pﬁgo Specifying an affiliate limts the

recordings to the specified affiliate's stations. If

t he ogramis shown on apother affjligte' s _station,

71 SR et Cncapedie aNeguattoT, date- s 4Ate: leyused to
to s@w&wﬁe&hegia@e,rﬁférr\ﬁhiea§rée{ordiﬁgagé'rr%t SBAGAMLAIAIso after
of all of the showi ngs of a series. pture requests _
have theexiatipnydate, dbe @ﬁﬂim{eomwm ar:a;are{rﬁs\md iffrogn the client
record] . . Recording dis ocation - e
recorsglg{%r?wq'ﬁ'occupy the user's disk space on the

client systemor the client system s hidden space on

the di sk (storage device). Recording tuner priority -

Whet Hde inveriéon’s servittenlyas thie abiﬁtyusenodify]arcap:mgrrelq_ueﬁ?and the
not recorded becaus f, tuper, conflict on clien )
syst %ﬁ%nﬁzﬂ'ﬁ?&] rWl'ﬁt Teﬁcseaﬂlﬁu? tgﬁqgfg%)r_eco.ﬁﬁ@gﬁ djf]CH'Q thee previous
ti me caplilve regEER Hitctha ﬁBvaBFtibﬁé‘.g_t h of time that a
recording should remain on the client system s disk

bef ore other recordi ngs shoul d del etg it. 42I WO -
2004/,063891 PCT/ US2004/ 000561 , .Recordi n ual jty, - e

r e'corTg] nGVETUPT S Pebfice I}?@Srtggoqtﬂﬁﬁgt,o t@_rgbeg’s?)q.cgw g’!ﬁ%&}’smms to
hi ghre®$19é a pdraQUIHF Eaptl s Rstuesh aTRid AfvAPIHE hVelhtbn to schedule
create a season pass for a program series. A season

pass regardingscut d sebsetyofilonfi alignbsysiemsogr am on a

With respect to Fig. 12, the mechanism and process for remote-control of
storage on client systems can be segmented functionally into three parts:

e Front-End Service 1201: This part is where capture requests get created
using authoring tools, where they are previewed, and how they are
distributed to client devices 1205. This is also where decisions about how
the client-side storage is allocated (partitioned) and may be authored and

changed over time. The policy for how the storage gets used is authored
here at the front end.

e Client system 1205: The client system 1205 is responsible for
implementing the storage partition as directed by the service, for capturing

media or objects per capture requests, and for implementing the rotation
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speci fied channel. Capture requests can specify an

expiration date. This date is used to determ ne the
waolaie/063Pt er whi ch, recordi ngs are not schedul Bdr/U$t9©000561

after the expiration date, the capture requests are

renoved fromthe client systenmis disk. The
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2 ube et End Beiyiop TR0 ISR iemeyIZBay terort bark the success
12, tdrerailbehapirefuedsd W@l?@%%n{i)@é 1r2‘?ﬂmnlfoé/g(?56éi%d Yata/media is

storage on client systens can be segme
f unctusedalorymaytevenhsenrd pack dlata/Anedia -whidh Serredistributed via the

1201 . Thi S part i.s e t request et, created )
usi g SbRURT S5t 2020 2B8. {2 (B bRt cviso A s haring
how tskeyiced)e distributed to client devices 1205. This
is al so where decisions about how the client-side
storage is allocated (partitioned) and may be authored

» ro.tie, Th [ i ,O0f how the storage
ngr?sspaﬁ'ggg'qlﬁ.gl %fi”g@l&%‘gnﬁj}&e} ﬁ?etlﬁ%sq ront end. dient
system 1205: The client system 1205 is responsible for
i mpl enmenting the storage partition as directed by the
ser vilGethe glientapysiem d205ethis: levksotike dhe garviceaipushed” content

uest ' e i D€t rotation 43.WO )
88 P IR R OB BoBska i SRR RRerI dirccled the clent
deeicedoipiteconténst, of teecaptutsie! Thitpisdrartpapoht tehakiet of the client
how %Es storage gets used; it sinply inplenents a
YR8t 1€0%echani smand the policy is given by the
service 1201. Back-End Service 1206: Cient systens
1205 may report back the success or failure of
Rempieststhbsing loé CaptwiedRedd3ts how recei ved dat a/ nedi a
is wused, or may even send back data/nmedia which is
redistributed via the distribution service 1 202,
ié?\g’; IlJngs;)Gf ffe Blierl systeih 2208 1e3p8ct 18 S 5bIStd RAVE il control over
the content stored on the client system 1205, e.g., telling the client system 1205

what to capture and when to capture the content, when to delete content, etc.

The capture request mechanism gives this same level of control to the remote
author.

The authoring tool 1201 allows the author to create a capture request
object. The schema for this object defines metadata that specifies:

e Where the data/media is to be captured (in the form of a station/channel,
URL, or any other pointer to available media).

» When the data/media is to be captured (in the case of broadcast or
multicast content).
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Transparent "Pull" that |ooks and feels |like "Push" To
the client system 1205, this | ooks |Iike the service
wO pagloes91 cont ent  (data, nedia, whatever) downCT/U82004/000561
actuality, the service nerely directed the client
device to pull content, or to capture it. This is
t r endiriority of the thpturs esquelst & iiow impottantsiy i fontA@ @fent system to

R TS e B Es R b
copt Irlj’rjiorgyf/ ’?ffttré% :&ISnge‘?l:Ft- gf‘chiﬁe Qfoerggé’ s hﬂ%%ﬂ?b‘?%\gﬁ%f ét‘;ﬁ@r content

1205, e. n he client system

capt wheukthde dispiadenl toapake eodrhe content, when to
del ete content, etc,  The capture request mechani sm :

gi ved TeRpatalighef coniant of Hewrin the client systerafusesexperience should
aut hog; ' : . thor to .. .
or eais Ceft b Hroahied ol SBilg Bisblaf Al ypifation, view
obj ecnceéghangxligiilitdadte. )t hat specifies: Wiere the
data/cgedia_isto be captured (in the formof a _

st &t ildienésigeniargetingzr TherregHgsbear inghdeany number of criteria that
avai | j L&k S

a7l B et T et B8t e o BREIe B Vid S bP epote, the request
cont emght s 44 “Waly20bUbE 339dlidtId 1 his2R B¢ DRESS a{Jabilities" or “only

PrioritX of the _ca{)t#{]e request - How inportant it is ’
for {HECHIG QR dipstsetial aligredymbavet Hus semtent tavallable.”  The

or der, t traindl 4OF i t I
cont g ﬁngmﬁg Io%dgqaldys t%l g rggglg&? susdrr]lgvéd'i?l %@ﬁg&ﬁw&%h&t}g@}ed query
cont émechagtiewnl d be di spl aced to nake room

Presentation of content - How in the client

syst enf user - experi ence should this content be

RIS Skl ot Qﬁé@é‘AF@ét@h’ di spl ay policy,

expiration, view onc , eligibility, etc.).

C i et nsanjecasasydt isrdpsirablector partiion thastorage wietrenslient system
n er, of criteria that st, b t. in order for the
SPéﬁg’é%tts%e ﬁétt%ﬁ%&‘f‘g%@r le %H}?&@hgﬁ%@ FRilQf thajuser agd some

ofthe Sdragesame? totalcéntrdIVTiBe SeRAde, h ave these c
apabilities" o r "onl execute on clients that

al reddp inyestiomiadlowsrihisnpaditianirgbte be Fhenged at any time by the
i biti. .be d i b ' . ar.bi il
ség}ri;(gelb'strhtsgs‘;(@%ﬁﬂ dn gllomﬁgﬁggﬁﬁ{;’ésn 91 Sgllc?/rmlthcra%tlurg (e.g., to give

some space back to the user, or take some away) or to account for new storage

configurations (e.g., when new, bigger configurations or upgrades become
available).

The mechanism allows an author at the service to create a “Partition
Table” which specifies how much storage should be allocated based on size of
storage and particular client configuration.

Control of Which Clients receive Which Capture Requests

When capture requests are distributed via the service 1202, 1203, 1204,
the distribution service 1203 controls w hich client s ystems receive the capture
requests.
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Renote Control of Space Allocation In many cases, it

is desirable to partition the storage on the client

wayaemsIsuch that some of the storage is | eftPCntg2004/000561

the total control of the user and sonme of the storage

is under total control of the service. The invention

al | ovBervicessigetadls ialawrapecifidation thyrepzidl atmiey, by ekerdtycapability,

thel. ervice,. Thjtsué‘i @seful .i{l.alcgo i ng f.or changes . .

BYGot SeY/IGe: 9 &G |/ jRRIE 1s NaintaiRedy Wpich e aghdient device into
t , a r

o oo RR 1eBliobE R /Sl SaplRePfepidst caft then be

assitfrieguoairicoprsmore apthesdegrobps.one avail abl e). The

mechani sm all ows an author at the service to create a
"Partition Table" which specifies how nuch storage

MéchdrfsiisS sddrarat fesniBsiRg on size of storage and

particular client configuration. Control of Wich
Clients receive Wich Capture Requests Wen capture

1204 10tp Ba b By KBt § s oG e Bifiowm o the olient

biepmt AR ysdliegds rdeaginviied sy Rk Uior d Al i
e e o N, B dier drseRidcay pY2he sorvice.

Tha digné prstem werelyexpgutesrditactiiesipe requegtcirormthe service.
capability, by client service tier, etc. Atable is
mai nt ai ned whi ch puts each client device into one or

Applieatiarp off Remeta+Controlled Storafjedi ven capture request
can then be assigned to one or nore of these groups.

Mechani sm Separated from Policy Note that t his entire

yot eeamafE eIt BpEERoR Y AUk Sitefl iBHian Fény
application siedH gs:b y the s ervice. The client system

nmerely executes directives or requests fromthe
service. Applications of Renote-Controlled Storage

RejotebygigRLrol ing the storage on a client systemis
useful 1 n many application such as: Pronotions

Ved | Md&D nepl ex
¢ Cineplex
e Music
e Pictures
¢ Video on Demand
o Software
o Games

e Personal News, Weather, Sports...

Varieties of Remote-Controlled Storage

Remote-controlled storage can take on many forms:

 Disk Drives vs. All Storage Mediums: Although hard disk drives are the
obvious application of remote-controlled storage, other mediums would
work equally well. A music service could “push” promotional music

onto a personal music device every time the device is hot synced.
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Musi c Pictures Video on Demand Sof tware Ganes

Per sonal News, Wather, Sports... Varieties of
w@Reomness@ont rol | ed Storage Renpte-control |l ed sPOr/E§®04/000561
can take on many forns: Disk Drives vs. Al Storage

Medi uns: Al though hard disk drives are the obvious
application of renote-controll ed stor age ot her

Coul B eMs T §RooBTRimes oicvs. Ratgl, Ope i echagisn applies

devi ce & icS iRt
2004/ 063 91yPCéT’T%JS o%'?'g\ggégﬁ A Smte&%ow%?er%"sce (e.9.

On vs. VRHY @anyal®@ays-om mteme‘naommntmmm clent sygtemhs yhateddnnect to
to systens that ar.e al S _con ted to,the servjc

(e. 0. , thedenvice paripd FaliglE o G Canuiast 3 BRgne bigleapd those
Syst engsytuths GRANGHY rhrely bBﬁné@cr(\é' Fevphl Qg’@@'drycamera is hot-
(e.g., nightly connect V|a phone [71ne),

syst enssynkgd).only rarely connect (e.g., when a PDA or
canmera i s hot- synced). Although the invention is

descri bed herein with reference to the preferred

enbogitheugh tes evaitibhas de@cﬁﬂsvéﬁ ABfeiliviith FEFaFlrcE to the preferred

appreci ate that other applications nay be substit
embodimerte anét skiled in tha srtrivilireadilt agpieoiatertyat Dthartappllcatlons

o RS SR i o v o

dyse 6F thienpresont indedtidie! Avcordiihghy) tRE Giveid®O thould only be limited
PCT/ 882004/ 000561 CLAIMS 1. A process for renote

by & lﬁ'msd@cgﬂgﬁdé?@@%nd t he operations of a cli ent
system conprising the steps of: providing a plurality
of client systens; authoring a capture request;
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sendi ng said capture request froma server to a client

system wherein said capture request is received by a
W@ kooe06388y st emm wherei n said capture request iPGI/UISDE000561

said client systemto record specific content froma

tel evi si on broadcast signal; and providing recording

nmeans on said client systemfor tuning to said

t el evi si on broadcast signakgggggéecording said

specific content. 2. The p of Caim1l, wherein

said capture request instructs said client systemthe

time and channel to schedule said recording of

1speciff proassatfontremeielyisongpting sstotggechnd the opstatieiasof a client

' £ 0 S video or data content
Sggggnd?g)ﬁbi%ﬁ%@gét%% Otf'el evi si on broadcast signal. 4.
The prodding Dplukdiiy of dientgsRints;sai d capture request
specifies said specific content using the program
name 25HPrH)e @ 6ABIUTG reGHestf i | i at e nane. 5. The process

o ngrendind s EhBhe Pt A B S LR G S BT RILERY o
the sihenéingsidtaptuseréiost Gs rdtsived Bgesdicpt sftahin 1 |

wherein said ,q?apt ure request sets attributes of 'said a
r ecoMiEdegpRld copiUFR RequRst instrupte saidodiest system tg iecerd specific

c n?ifr@m?Qggg\?@.ﬁﬁd%ﬁ@@%gﬁéﬁfé%t he location of

sal d recor specl on said client systenis
st or agevidiegi cecordinge nedans <o @alidmﬂrehorsdrygﬁevrg fdretunifg’ to said
t arage space or system st orage space,
teeyaiPHduBsdcartRIan 609 reneskng said apeclicsasiantet o ai m
1, wherein said capture request sets recording tuner
priority |level when said client systemhas nmultiple
2i npuilhewrecsss 6f Cldim by whersin shidCtaptores requiest istrustd daid client

capture request .specifies a ,suggested, m ninum| ength
SiBH {HB frhgersl SRl SRR SR dRaPIIhOL sREGG gantent.
systenm s storage device. 10. The process of C aim6,

wherein said capture request specifies a recording
3qual IThg precesagfo€laimr bewheraig.sald .spebificpcantest iofideo or data

g Bofbload el biRsS S, PRS0 pEEFIERL shdl o pr ogr am
series, and wherein a season pass records every

showi ng of a prgﬁgram on a specified channel. 12. The
4procdbe proagsai @i laiwhel, ewhersin dsaidptapterer eequeastt specifies said

sﬁ@&ﬁé Ebﬁtsen?ﬂsing the program name and optionally an Affiliate name.

5. The process of Claim 1, wherein said capture request s chedules single
recordings or schedules recordings of all of the showings of a series.

6. The process of Claim 1, wherein said capture request sets attributes of
said recorded specific content.

7. The process of Claim 6, wherein said capture request sets the location of

said recorded specific content on said client system’s storage d evice; w herein

said location is either user storage space or system storage space.
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expiration date for itself. 13. The process of C aim
1, wherein said server nodifies a capture request
wo bat/oempd client system has previously recei vedI/us2p4/000561
The process of Claim1, wherein said server targets
specific client systems to receive a particular
&apt dhe progass of CiEM Thehereit eaisl edpt@eniaguest sétsrrecording tuner

i i fi nt.ent t b
FBLf BB Wi 5 SRy SBrtEmnhaS pTEHE TP andiRe
connected to said client system 16. A process for
renmotely controlli ngI:; storage allocations of a client

Syst die preegss wfnglaime Gt eherein: spicoviapiturg aequest specifies a
Pltib8leh! ilnyih I Th B 38 That A LPOREIRE OGRS Sithe client

systenes storage et system  wherein said operational
request is received by a client system 49 WO

2004/ 0_63891 PCT/ USZO_04/ 000561 vvher ei n said
10Per §H0nal L RAYGSEIdiSd ug@%ﬁ@hgg@ Iéi%g); %ﬁé@g}%ospeciﬁes a

al | ocat’e "usSer spac€ and Sy

recording quyaliteséttingtofmageortiivg.ce; and providing storage
al l ocation neans on said client systemfor
partitioning said |ocal storage device as specified

N s -le . : . -
et oy O8RS GF PRt £ hStem 2y CRERERAIS ity seid cient
systeemto sysatenn se@spni sasy foraa Progedm teeriels, endeWwherein a season

%%sterrs; a mﬁ%hle for _authoring a capture request; a
PABE IPCOrd s eveRmnaynd &f @ RIRgraip &nra gpeeified chanaelser ver

to a client. system wherein said capture request is

received by a client system wherein said capture
12equdbe preresscos Glaird ¢ ivemdrely Satdn ¢aptuec oequest s?ecifies an

specifi ont e froma tel evision broadcast signa
eéﬁ'@@%@?t&ﬁﬂb'tﬁ%gns on said client systemfor tuning
to said television broadcast signal and recording

sai d_specific content. 18. The apparatus of Caim 17,
T8her dhe pracess aftGlain rlegueesein saitrserver maidifies a capture request

that said client system has previously received.

14.  The process of Claim 1, wherein said server targets specific client systems

to receive a particular capture request.

15.  The process of Claim 1, wherein said capture request specifies content to
be transferred from said client system to a device connected to said client

system.

16. A process for remotely controlling storage allocations of a client system,
comprising the steps of:

providing a plurality of client systems;

authoring an operational request;

sending said operational request from a server to a client system;

wherein said operational request is received by a client system;
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client systemthe tine and channel to schedul e said

recordi ng of specific content. 19. The apparatus of
w@@i63BF1L wherein said specific content is viBPEDUS2004/000561
data content broadcast across said tel evision

broadcast signal. 20. The apparatus of Claim 17,

wher evhrersini daithpperationel verptess prestiidte satdictlent Bpsibi fo allocate
cont ent usi 29&@% he Bro ram namne @23 optional ly an ]

Ueer SPACR BNH sYstem spagp @reasyal §aIGCligNt eystem'e storage deviee; and
sai d 3 { nal : ' (ORI
cched BaMcEs RaNE BloEERIT st Rech lIEAES B8R 16 parttioning
st logsl stpragertieviae parspeciiedfin Gail opdrationblereguestai d

capture request sets attributes of said recorded

specific content. 50 WD 2004/ 063891 PCT/ US2004/ 000561

123. 'Hre appadatas Uor denfdialynedidrol s 'stbrageabfd SRRt Hé&ations of a
request sets the |ocation of said recorded specific

cHenk BFCHNCAAMPASEHIT ent system s storage devi ce;

mer%’h@g{aﬁﬁ’}gf&?&ﬁ%&gﬁgﬁ ei ther user storage space or

syste orage spac The apparatus of Claim1l7,

wher & modaledfor apthuring £adpisite fejuestecor di ng  tuner
priority |evel when said client systemhas nultiple
i nput? M&f@ﬁ%.foﬁs.enﬂ*@ SArAraapligreofequest fram, awsever fo a client
s?ﬁies;h.capture request specifies a suggested m ni mum
engt’h of tine that a recording should remain on the
cli emhereM&teédr\capmrerre@msﬂa'sireeeivé@byB"@lieﬁWl@?ét@h\{S of
G aim22, . wherein said capture request specifies a

r ecorfiiehgingiale ceplugrequRpt distaudte eaidarliegt spstemmiverecord specific
cBRRAM Folt? a blelsRibobaHBELGhA), SRy Y capture T equest
cl rent sys

instructs sal _ mto Create a season pass

for a%qmdguganmefrs a0 mrﬂf clieat e3ystem ﬁcﬂ’a&ﬂﬁn@?ﬁﬁ O'lsaid television
recor eve oW of . rogramon a specifie
bE??&f?ﬁéf?"gﬂg.rgﬁée%ag’ﬂa?%gsg@'gﬁ: gPptent, wherein said
capture request specifies an expiration date for

itself. 29. The apparatus of Caim 17, wherein said
18er véhenappdrabss af Clainurd, whegeiessait hedptes fequdstifistructs said

h evi I i ved. : f
TR g i A sl o seheunly seld EsGking ot sppelfie content
systens to receive a particular capture request. 31.

The process of Claim 17, wherein said capture request
18peciThpeappasaiusnef Claimbly , wharesinesaid dplecifin caitantcisividdo or data

cSHBhEBISRIBHEYOSE SEANARRISSh bfodiadt Sigha™

20.  The apparatus of Claim 17, wherein said capture request specifies said

specific content using the program name and optionally an Affiliate name.

21.  The apparatus of Claim 17, wherein said capture request schedules single

recordings or schedules recordings of all of the showings of a series.

22.  The apparatus of Claim 17, wherein said capture request sets attributes of
said recorded specific content.
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system 32. An apparatus for renotely controlling
storage allocations of a client system conprising:

WG 2000088004/ 063891 PCT/ US2004/ 000561 a pl ur al pepusioo4/000561
client systens; a nodule for authoring an operational
request; a nodule for sending said operational request

28r omThesaeppaeaitus of £lain 28t whs:yesm ead ohetued reqeast sets the location

o peh bRt At ronRal SRSREGIoH: el St digsiwherein
s&H6EM éinols HilnRF ak&r stdffe §r§’é’6§o?€§§t§r¥§§t§ RafRcAr €as

on said client systen s storage device; storage
al l ocation neans on said client systemfor

2%2[ gll'h'ﬁgp&{qggﬁl gf é&}g ?t bg ein %%Y %Spfare I Sgést sec{s recording

tuner priority level when said client system has multiple input tuners.

25. The apparatus of Claim 22, wherein said capture request specifies a
suggested minimum length of time that a recording should remain on the client
system’s storage device.

26. The apparatus of Claim 22, wherein said capture request specifies a
recording quality setting of a recording.

27. The apparatus of Claim 17, wherein said capture request instructs said
client system to create a season pass for a program series, and wherein a

season pass records every showing of a program on a specified channel.

28. The apparatus of Claim 17, wherein said capture request specifies an

expiration date for itself.

29. The apparatus of Claim 17, wherein said server modifies a capture
request that said client system has previously received.

30. The apparatus of Claim 17, wherein said server targets specific client
systems to receive a particular capture request.

31. The process of Claim 17, wherein said capture request specifies content
to be transferred from said client system to a device connected to said client
system.

32. An apparatus for remotely controlling storage allocations of a client
system, comprising:
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a plurality of client systems;

a module for authoring an operational request;

a module for sending said operational request from a serverto a client
system;

wherein said operational request is received by a client system;

wherein said operational request instructs said client system to allocate
user space and system space areas on said client system’s storage device; and

storage allocation means on said client system for partitioning said local
storage device as specified in said operational request.
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