; 0123e3e., _+XXYt\dp\ 276"T, _] WD 02/ 07S577 *@E00002* PCT/ US02/ 08634 P’b)
EDGE- BASED PER- FLOWV QS ADM SSI ON CONTRCL I N A DATA NETWORK [OLl] The Q/
present wav@ntsaam rel ates to conmuni cati on networ ks and, PCT/psnto8cidl ar ,

provi ding an enhanced quality of service (QS) to selected traffic flows
within a networ [U2] For network service provide rs, a key consideration in
net wor k desi gn and managenent is the appropriate allocation of access
capacity and network resources between traffic originating from network

servi ce custoner m“ﬁ m“l “lmlmum originating- fromoutside the service

provi der's netwom m mthe Internet). This consideration is
particularly significgpd« th respect to the traffic of network custoners
whose subscription includes a Service Level Agreenment {SLA) requiring the
network service provider to provide a m ninum comunication bandwi dth or to
guar ant ee ENGEBASERPEQMEILOW @S SHMISSEONTONTROL ENrA BATA NERWORK h
service offerings require the network service provider to inplenent a
network architecture and protocol that achieve a specified QS and that
enforce adm ssion control to ensure sufficient access capacity and network
resources [ﬁi]e 3! he@@ltﬁwfcﬁtgorﬁléﬁﬁ&@@ﬁﬁmn 1 tiohﬂet{vﬂﬂé'éﬂﬂnf&ﬁém,cﬂm\ﬁﬁﬁé an
net wor ks, ‘a stralé) tTorward approach to achieving QoS and inplenenting
admi ssi on enbaiced uaivypirenbée(QoS) thseectsdl tffimBiews withippinewad net wor k
services, such as voice or Asynchronous Transfer Mde (ATM, is to emulate
the sane hop -by-hop sw tching paradi gmof signaling resource reservations

for the fljgy Ofpok Rethdfide@ivicd fRodd s kednsidefatibafitnetwdile désiprsdng naanagetnent is
standard devel oped by the Internet Eng'i n&eri ngﬁTask Force él E&J;} for.
| nt egr at edhSanyeritate Jlopatianof agresy capaciiy St QetoBTesquISes PRweeh JatlS Argnajiee

descri bed )&’nﬂ-ﬁ | orREGrvike 3dsthRersBiANGERc SligRhting frbR! KBNS B LM FdFidess t he

Internet Architecture: an Overview' June _%994, Intserv is a per-flow | P QoS

ar chi t ect uretworké¢.g ofrarb esntepyst)i dhis considergfioniisnsgticulaply signiigrativithacspegtit the| | ed

| evel s of delivery service for.thej : t i

capabi | i tytfa%lﬁf’gg%évoﬁcecruﬁ’iop?rsa‘r’{l?%sﬁpﬁulg%:g |€nn&g§ﬁ§s Ef?%rgl;%anftég %?A%rfe Elgérga((sz é?

flow to U&@%ﬁiﬂﬁg W Inktwoklo samicERpooide o fretds VatitiommRrontmatcatioRSvRwelh bried by
05

| ETF RFC 22 R Branden et, .. 'Re rce ReSer Vaiion Protacol (RSVP) -
Version 1 m?@iqe@@am@ﬁb@?wxa%eaﬁm@ﬁ?ﬁfé’éﬂﬁ B??fs'ia"%ﬂcgis%ﬁvg’eg%m%qum)
02/ 075577 e fetRioi Adpfled B80T foliRiWidniat 2 hakRikashiRBRAO &RTraRSol tharachievawr k

el enents along the path to a receiver of the packet flow. [04] RSVP is a
QoS si gnal speejfipd QoScaskd that erferce edmission soatiel igfensEe MYt ACesss ceppsity pad
utilized to.r I f hdi@! ex flows (i.e., RSVP requests
resour ces eg?’grg&g%%ﬁﬁer?%ggi{'%%g}e@fgﬁ)t. RSVP does not have routing functions,
but is instead designed to operate with unicast and nulticast routing

rot ocol s e re for SE ck . e i r,dance
o Thor out 81 CidnémaRpiotioh URP BERRE! F el BeCanbRlab 1 it in 06 GE
routing) imnpléféiting adsiisiof eoithet compaableearhat of @nhetieneniente nbtweok | seyvicesd

adm ssion control for S are applied), .
. such as voice or A%?nchronous F;E‘?ans er )Mode (ATM), is to emulate the same hop -by-hop

switching paradigm of signaling resource reservations for the flow of IP packets requiring QoS.

In fact, the IP signaling standard developed by the Internet Engineering Task Force (IETF) for
Integrated Services (Intserv or IS) adopts precisely this approach. As described in IETF RFC
1633 [R. Branden et al., “Integrated Services in the Internet Architecture: an Overview” June
1994, Intserv is a per-flow IP QoS architecture that enables applicatioﬁs to chéose among
multiple, controlled levels of delivery service for their data packets. To support this capability,
Intserv permits an application at a transmitter of a packet flow 7.to use the well- known Resource
ReSerVation Protocol (RSVP) defined by IETF RFC 2205 [R. Branden et al,, “Resource
ReSerVation Protocol (RSVP) — Version 1 Functional Specification” Sept. 1997] to initiate a

RN
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[OS] Figure 1 is a block diagram of an Intserv nodal processing nodel that
utilizes RSVP to achieve QS in accordance with RFC 2205. As illustrated, a
transm t wWow/dresty 100 executes an application 104, whi ch PEHNSIHBE34dat a
(e.g., video distribution or voice-over-1P (VolP)) that requires a higher
QS than the "best effort” QoS generally accorded Internet traffic. Between
transmtting host 100 and a receiving host 118 are coupl ed one or nore
addi ti onal nodes, such as router 102, which inplenents a routing process
116. [0G In the control plane, each netaork node includes an RSVP process
106 that supports inter-node comrunication of RSVP nessages, a policy
control block 108 that determnes if a user has adm nistrative perm ssion
to make a resource reservation for an enhanced QoS flow, and an admi ssion
control block 110 that determ nes whether or not the node has sufficient
out goi ng Frmditiatitdieives sihapted QR frompeesdricldQgts 4lang the pdtit @ apleceiesr cfabd
node forth er includes a packet classifier 112, which identifies packets of
a flow andagkst 8P nes t he QS cl ass for each packet, and a packet schedul er
114, which actually achieves the QoS required for each flow in accordance
mnth t he packet classification perforned by packet classifier 112 . 7]
To i ni ti atfé4jan RRSXHs s @oSistgraliegybiocelton the coooliplang Oihetyork dor{Tes thaégsgn@l@e

which is uenti al | sse en
t r ansni ttls‘?l qﬁ?)ifes ’l’fé %ﬁdasm\ll\% &ng%ﬁ\ﬂfrg&gﬁf%%&%gﬁ@mr gt ng host
118. Al t horglPtdoa & Halve &Quthigsﬁlncﬂt%s bt id iabtesd ddstpnRbWPopesisivth, uni@seand ng
host 118 |s res onsi bl e. for reques %g S eC|f|te81 %S gor e gess on by
sendi ng a mg ééroé?ﬁ?gsa‘ioﬁpﬁﬁe cRackets thabare foryarded ik aGo8ERENSS ong
the rever Sv@itlpﬁ)tuhng?ité"’eﬁ@vp Q:Gﬂéul’th R ﬂﬂ%rdﬁiégalﬂé‘(hstﬂogﬁﬁfydtﬂyi 0t $h 0ARPto | N
response to the recelipt of the RESV nessage, each RSVP process 106 Passes
t he reser wtido therdogymetseam int¢rfase pp wéuchw@lmcgndc@ﬁwsmn CF?BHQ]I fer QoRargpgplied).
adm ssion control block 110. As noted above, policy control block 108
determ nes whet her the user has adm nistrative perm ssion to make the
reservati qosj arkigwdn 185kadmgtanobfdnJImh-vhﬂ)&alqlﬁtcessmig“tﬂedel\ﬂmtlhﬂlzes REVRdale

has sufficient avail able reso amI b

suppl y th@cpé&%ggggbacﬁf@amfefmﬁbﬁﬁé 8%@0@1%58%}%3(12‘ fmsgil 88%%@4&‘9%%%

transm ttipgideieh 1990wRH tFa8&Rity HAY (05Viddd BistrR@afibn BSVEc0084B W&ﬂf}) gat s

parameters in the | ocal packet cl assi fer 112 and packet schwg% 114 to
t

obt ai n t heeqtiegp p@@;gh@@osgw@th@s\hnstmf@g QoS peperally aqeqrie teimgigr Batygen
notifies i&%ﬁ.&ﬂa@& BROPRSEEuPRE oPesr (R A 8 Ksltes, lshoh 8N

t he ot her Ed%l%ﬁ&'e%}tgﬁt K cfea S at any n(‘)lglze} |0n t he path1 RSVP |sor o%ess
106 at tr anster 162, mhidhdsipleh®dtsaatoutimspragesel tr notification to the
application 104. [08] Al though conceptually very sinple, Intserv QoS
provisioning has limted scalability because of the conputationally

i ntensi ve [R&VP IprRcassiohglahéadach ﬁetWGfklﬂd’dédncﬂﬁdeean RVER pvocdss rkdd ¢hat Isnpports
particul ar, RSVP requires, per.-f RSVP si i r-f ssification,
per -fl ow B PQ‘%‘FQ’P%‘H‘&B‘FWQD L"%I‘BW%@% ﬁ‘ﬁﬁrﬁ’égﬁ’ﬁ)ﬁtf&% d‘?tﬁ’en &Y 8di c
ref reshi ng,gf hds faan&ﬁ;&au% ?Eﬁmbmrpﬂb'mﬂde@@e%@fcefréééwal@@ @@ eaRdnked Qbe €low,
processing required by Intserv RSVP s:égnal ing is conparable to that

f
t el ephone 2 aTadmssigaeantig! Blegk ridfthat teanmeg WheWEr o petrthe npde has, N coont
:if 222: xg) ﬁ%%ﬁ%’ (frt\flgtgﬁél gﬁghﬁ%‘t{% &8¢ t‘Inltlgt)e da lgﬁe Eé&hﬁ@&fﬂu?n Eﬂﬁcludesa

S|gna i ng recognition of,the
scal abi | i tgacm«ilasmﬁelfllﬂr whichmianaﬁssmcledtmf axﬂdMand@ﬂt@mﬂSﬂhﬂgQ%Rla;S@ $or each’

utilizing co ventlon | theI at

Di f f er ent i REFERY @Qra\ﬂaﬁ S%ﬁﬁﬁlﬁééﬁé %ﬁ%'}am! Te{si ﬂ‘é’g‘fs‘g f%l‘—e&ggg%@qfs
Bl ake et adccordamd® whttCE hasket/slassifioatidd fekfAed b}aﬁa&ﬁeﬁﬂﬁs‘ﬂfﬁﬁﬂ”l Dec.. 1998].
Diffservis an | P QS architecture that achieves scalability

[07] To initiate an RSVP session, application 104 transmits a PATH message, which is
sequentially passed to the RSVP process 106 at each node between transmitting host 100 and



WO 02/ 075577 - 4 PCT/ US02/ 08634 by conveying an aggregate traffic
classification within a DS field (e.g., the I Pv4 Type of Service (TOS) byte
or | Pv6 woaf2fores7el ass byte) of each IP -layer packet headRCT/USRRé8634r st si X
bits of the DS field encode a Diffserv Code Point (DSCP) that requests a
specific class of service or Per Hop Behavior (PHB) for the packet at each
node along its path within a Diffserv domain. [10] In a Diffserv domain,
network resources are allocated to packet flows in accordance with service
provi sioning policies, which govern DSCPyiarking and traffic conditioning
upon entry to the Diffserv domain and traffic forwarding within the

D ffserv domain. The marking and conditioni ng operations need be
inplenented only at Diffserv network boundaries. Thus, rather than
requiring end-to- end signaling between the transmtter and receiver to
establish zacefﬁuﬁg\/hmmlmgAahmghaiaﬁémdu@iﬁst 1ofifitiatey the R Fese ssion, irevgivisgshost

“ boundary router to prow de the QS a(g ted flows s I exam ni ng
and/ or . er 19 resBeR PP op EGREng Bt U0 B Rt S50 A HESETRPeED 900
[Y. Ber netcoﬁﬁmﬁrﬁg a Qog‘ré:cfu@éﬁél‘@z{ch nfefﬁ?ork RbRHIGatle REEME Qtﬁ b%%eﬁtrédéﬂl@’&fst

D ffserv Networks" ilﬁ/ as illustrated in %ure , Integrated
Servi ces cHS emétramn@mgrhoeﬁl eln rgsponsef tothnreceipief the RESYemessagmicach RRVE he
net wor k nmodel| a 1 ct
't egr at ocpreept 18IBEIB osellafib it ost oSG Pl b FRBe £08 S AAGRGRE
(BRs) 122, cohi6l Klbckal 10i fAsaREed abeve)@olicylédbtrolMslocke 108 ddtermingsi whetlet theanad has

traffic flow fromLAN TX, (transm_ tting (receivin edge r.outer
120 and bdlﬁ’ﬁﬁ’élﬁ?atlfvﬁﬂﬁlé‘ﬂssi"z‘z“)%e thaﬁaeeatlﬁﬁaﬂ@'\%wﬁlwowol bleg{)ém ??‘%Wesat

the tr ansn@vﬁétﬁ'ér 1R noli@ﬂefs%t?ﬁic%n@@vall%lg re%é\%esr(%'t&fwnllggarﬁlﬁﬂc BAIASERRY 0 SPHIET
126 are | abel ed ER- RX BR- RX, respectlvely, at the receiver or egress

side. | 12]thwmesied Qgsc &f byth cheakn saecepdat alf 5odes hetwiepn trapsrgitipgihosp gl 0Yaand
control andeg@hgnbl 1 Sach %@&g;&@@%@&ﬁ&&yfﬁ, HGRE oo fbalifbe LIRS A4PRES ard

| ower hal Vvés eac fou ne I nc S
c onvent i ongickdl ac}fbdalbelmdpmmnhsdasned Qes fand Rﬁwmmg:esxal()ﬁ atftranshmttmglhoetr 100e.

g., |nterfa cards and c f alr nd the an des
contr ol 3 apRligation 1 mﬁ\%‘ % 8‘575?9@“%?’}3@?? ll?ﬁﬁf"?‘g
processor )clﬁaéifagg Bitan® ho&ﬁhttméﬂ: RESVIR proéeRyi1 06 '@ traBidnGifial Hwt 200lrepiraé HC&Yor
stacks) that support and direct the operation of the data plane. [13] In

the data praiifieatiorde kierappbigationdPked by data plane 120b of ER-TX 120 with the
appropriate DSCP (e.g., based upon the Intserv 5- tuple of source address,
destinati on address, protocol id, source port and destination port) and

f orwar ded [08] Di Altlmmgl comsepioalky v&% sirfible, Iptseve@eS prayisidning kasl lihigedDich béﬁv

forwar de acros D|ff rk. 1
t he contrg? ?)lfsﬁﬂ eco%llllu aq‘ong]g)ég%rnts)lly éﬁ@%?g?&%ﬁ@lagﬁ? q3)Joun %%%/%rs 122

126 has a clﬂlph:mhlanlm trktgﬁrep@ef@]roms_RBWPsﬁgnahﬁg,Sg)ermmeh&mﬁgptim;a, pmf-ﬂbwnce

to policies I rrented n polic decson nts DPs
Em T 150 DAUSTTRIsBoIT BT BROLEY PURHESTIEHD b1 (he pRFORE Re UL PE 861 Sffeand
per-flow pRkdrmhiiéh pér¥ldiR Uldaderudny! %Z)réo%gsu?g%qﬁ@&i by DR P RSV sipidlagfigces

facing edge routers 120, 128 nanage RSVP signaling, performlntserv oI icy
and adni ss¢qmpambm tootha enﬁmt,eﬂqxsbﬁn@or Al mnmrw andpr@ﬂmrfrsm/vhlahameéfomlme

state bl oc ) pESRALhBombA kbl G5 Tp GO0 haRhB N6 LeBAiRl f @5128

performs In Serv ows apin ore outgoln ets are

LAN- RX. [:&quﬁ}ed/kg/sdclsmgmﬂmg above bef ore sendl ng a traffic flow, a tr
ansmtting host in LANTX initiates a RSVP PATH nessage. Wen the receiving
host in LAN-RX receives the PATH

[09] Inrecognition of the scalability and other problems associated with implementing IP QoS
utilizing conventional Iniserv RSVP signaling, the IETF promulgated the Differentiated Services
(Diffserv or DS) protocol defined in RFC 2475 [S. Blake et al, “An Architecture for
Differentiated Services” Dec. 1998]. Diffsérv is an IP QoS architecture that achieves scalability



nmessage, the receiving host returns a RESV nessage al ong the reverse data
path to request reservation of resources to provide the desired QoS. After
recei vi ngvo 07838V nessage, each internedi ate nuter havi nBCEUSO2863k v
control plane perfornms adm ssion control for only its downstream|i nk.
Thus, ER-RX 128 perfornms adm ssion control for LAN -RX, BR-RX 126 perforns
adm ssion control for.the link betty een itself and ER-RX 128, BR- TX 122
perfornms adm ssion control for the path across Diffserv network 124 to
BR-RX 126, and ER-TX 120 perforns adm ssgon control for the |link between
itself and BR-TX 122. The RSVP adm ssion control process verifies resource
availability on each link and accordingly adjusts the remaining resource
count for the |ink. WO 02/ 075577 6 PCT/ US02/ 08634 [1 S] Although

I ntseiv per-flow admi ssion contrgl is performed on~the control plane, the

act ual delyywohveyals 49upgfette tratficaldssifictionwriiln aﬁDS ﬁelall(e ghﬂﬂ Ibm T)l]pe ofi$dreice
‘plane. E R TX x20 perforns I ntserv operatjons

cl assi fi cdTOSMbylseF W&mf% 358 byig), Ofeﬁﬁﬁil 15 #Y?H%WWIWJPR fﬁ%?‘xéﬁs eftheDS
packet s I G g&%d%g %@% Co3EPafnd (R ikt Rgheth dciit bass ditseiviiR L BES v

out put intertace ER- X 12 dat'a packets are i1dentified and

cl ass - basBxhavioe (RHB bfes dut peckeb af epch heder al@BORs petih wishin agpiffsorv iomainhen
perfornms per-class policing for each custoner at its input interface (DS
1l and cl ass-based queuing at its output interface (DS OUT). At BR-RX 126,

no opef at i[gol] [ slnraﬁﬁl?"fl@érvfﬁ&na‘h,l ﬂebﬁork;}m&uﬁrcés"ﬁreﬁllc&ae;l(d}ﬁcﬁdﬂ?owamdccﬁﬁMSe wiked
queui ng and optionally per-class, shapi perfo or..each custoner
port at t HETaRRIFRYISIORIng PPlicies, W E’Rh §%f3§ a‘b({:\%%gf condiffomingpon entry o
I nput i nt g ACH; R, &&%a@aﬁd Hﬁﬁﬁc%fvf &JH% RGthirt fib DMFSE aGkhinD a8 rma?ﬂﬁ? laRg at

its Intserv output iIntertace 16] Although the D ffserv standard
i mproves lmodutlbnmgepm‘asor§ma¢(blmnnpt6;neb§ﬁdpeblaaEIfﬁ?anﬂwkbO@daﬂeS ‘Thus, rather

processingzint ensi ve nal,i t he Di i Ss
-based pr odEEEHE r"?%Ttg r%ﬁt alm v ?eﬁle&l%)%? S"snélg?fng{rdgte %\%{,‘%} %Lﬁ%h%e@‘g

di fferent Hxigl £§ﬁeciﬂkdp@dﬂ, mafﬂsm zndwesaamsmgﬁksf Bmmdmyabmemm prositle e RoSigo of
the service class, a D ffserv network cust he out goi ng

li nk of BF@g%@gitfé)ﬂoﬂ’éﬁ“’éBlﬁg}’FWBm& apgl/AY ’é’F‘r 1‘3‘%( E@i?t[i)@)aa%ﬁ tack if a
nunb er of hosts send packets to that |ink vvlth the DS field set to a high

priority, as discussed in detail in ?oﬂgl ication Serial No. |0/023, 331
cr oss- r ef el hcedis daseriked in IR TH RIEG 29984 X nBprmet of als s A iramepierkiforJniseisted Sewviden

sca abi 1l {pathddH BybBifReh REfborllo TV 2006 S & AHNRS] AN FIAIE!D midkialda?! N

RSVP stil | ‘?eqw res per- flow state installation, per-flow Stat
refres hrre'rﬂempar cahl tevintplerhdnitas] oven a glifferentiziod Selwst@m dmaameimthmt!workamdﬂc h

edge and hqu i st ider'
boundary rgPilfag?%nﬁo %“8‘823 c@ﬁﬁ%ée%@? 5;?2[? %l gt as %‘g ce§§§r§r‘é cssrtoem%ﬁl on
poi nt's, NMEMANY @ivtlsHown) bObdiGdary réudérs (BRS mnlﬂﬂoﬂalﬂlfﬁérkf nétwonk 324t Fo IfeﬁectSiuCh
a large number of flows. As a r RSVP per SsSl o ont rol _has
been rar el wudirgstienal frels flavyfram Tng"W“PHE’g}T@B“&W?eWW gagerouter 12}
convent i ongly ﬂoﬂhéﬁwoﬁ@f 121 o 1RHNAESER A1 ﬁ@dlBRotxul%ls [Put iRy Bhrignitter or
undesirable due to its lack of scalability. WO 0 0755 7 PCT/ US02/ 08634
ingress side, and edge router 128 and boundary router 126 are labeled ER-RX and BR-RX,

respectively, at the receiver or egress side.

[12] Viewed logically, each of routers 120, 122, 126 and 128 has control and data planes,
which are respectively depictéd in the upper and lower halves of each router. The data plane
includes all of the conventional hardware components in the forwarding path of the router (e.g.,

interface cards and switching fabric), and the control plane includes control hardware (e.g., a



[ 18] The piesent invention addresses the for egoing and additional
shortcomngs in the prior art by introducing an inproved nethod, apparatus
and syst wo éxo755%@r f or mi ng admi ssion control. [1J] |In accoPCHKNE®/6#HIh one
enbodi ment of the invention, a network systemincludes a boundary router, a
second router, and an upstream|link of the second router coupled between to
the output port of the boundary rou ter and an input port of the second
router. The second router includes a data plane coupl ed between the input
port and the output port and an adm ssiog- control function. In response to
a request to reserve resources for a flow through the second router, the
adm ssion control function perforns adm ssion control for both the upstream
~link and its downstreamlink. In a preferred enbodi nent, the second router
perfornms adm ssion control for the upstreamlink only if the second nuter
i's an edgeconfblpsicedsor) anb eorftiad vofiviage (s gotting, sgeading andprbecolsekspthassupport
"adm ssion control_ for its stream | ink, the boundary router transmts the
request t()*Vi)ﬂrdé\“’%[rﬁh‘?J‘ii’oe‘t"ﬁ}t’é-’@crﬁ’kJ Pi#% hout perforning adm ssion control for
the link. [20] Additional objects, features, and advantages of the present
invention wll become apparent fromthe followng detailed witten

descri pti ofi3] [ 2a]theTHata dane] packatsuare snakdd; by data olaneat0by pSERI 6120 féth the

i nvention are set i i i i i

novever PR RGP Gierhap SRR 3 Moot sbiEe R, bnddehless
t hereof , wirblocklaa; so:e postedmslt deatindtyn peftp aehfvewnided e Diffsdronetwgridddi T
description of an jillustrative enbodi pent 1en read in nj unction . th. the
acconpanyi Ragkets aigithrgsolehr Wf%(‘?aége‘g‘;acﬁ?fﬁg? seqe petyeLk &Sg%&éﬁ%%g% &

I nt egr at edpBeEw 1B $n HeRb38S1 hlanR 08k of¥dRE fttdrd 4201098 hnd Boutldhr§ foRerk -102,0006Q0S
is achieved utilizing RSVP Signaling in accordance with RFC 2205; [23]

Fi gure 2 ihdsasontesl plancthatpevierms bntserv (FBmRnessingdyarierancoe noticierimplamented in
Services (lntseiv) are | DA bar ' i

(0 11 sor vyPasharrorp R (LA A IR i B %b%ﬁé%%y?gj%é‘;&% Intserv
PCT/ US02/ Ofs-Ftbw] dddsifichigonr snd3parsloav poliping. ewmdioundsryvonitersnltid a , theintserv
accor dance, vm"fgh z} 1ref&fred enﬁ?ﬁi ?gnt of l%é}?}i) .reslent i ven%%ornv in‘f)l egent s
I ntserv ovidferigessipdingpdeefanigrsnl il pE mapsss 'E’&nﬂﬁgsg? ot} BisgEaRalisy PAd ¢ he
boundary routigfich @Bhitrélfendtioh §, 508 YnaiaaBips:- 116w SateRigupath dtaielbldths sliresraKion

met hod by which the receiving edge router of a traffic flow can be

i denti fi edstsie ticks. ; Fentralinianek12gdef ERREi1g8 perfarms Intsgrv pergfliove skpping befors, o
detail ed bg)%&%ﬁfaggé@@ %ﬂ,&ﬂgdqgirﬂﬁ_kimg edge router i n accordance with a
odt ent - of “t he

preferred e present 1 nvention; [~7] Figure 6 is a nore
detail ed bl ock diagram of a receiving boundary nuter and receiving edge

router in ﬁ.ﬁfor,gs?‘ Hl%gus\sl\édt zgao%e,plge%gﬁr Jeg&%ng Waqhm%, %fngﬂs@nlﬂ{n%sl'ﬁ)glt id DXROFXON;
initiates a RSVP PATH message. When the receiving host in LAN-RX receives the PATH
message, the receiving host returns a RESV message along the reverse data path to request
reservation of resources to provide the desired QoS. After receiving the RESV message, each
intermediate router having an Intserv control plane performs admission control for only its
downstream link. Thus, ER-RX 128 performs admission control for LAN -RX, BR-RX 126
performs admission control for the link betw een itself and ER-RX 128, BR-TX 122 performs
admission contro] for-the path across Diffserv network 124 to BR-RX 126, and ER-TX 120
perfdrms admission control for the link between itself and BR-TX 122. The RSVP admission
control process verifies resource axlrailability on each link and accordingly adjusts the remaining

resource count for the link.



[28] Figure 7 is a block diagram of an exenplary server conputer system
that nmay be utilized to inplenent a Policy Decision Point (PDP) in
accordanegowfzsa prefers ed enbodi ment of the present i npernsonoscL9J
Figure 8A depicts a preferred method of installing policies on a receiving
boundary nuter and receiving edge router during service initialization;
[30J Figure 8B illustrates a preferred nethod of installing policies on a
recei ving boundary muter and receiving edge router in response to a service
update; and [31] Figure 8C depicts a preferred nethod of policy

synchroni zation following a direct service update to a receiving boundary
router. |I. Network Model Overview WD 02/075577 - 9 PCT/US02/ 08634 [ 32]
‘Wth reference again to the figures and, in particular, with reference to
Figure 3, there is depicted a high |evel block diagramof an scal able

network mogdej t ARhouphAvbeHe BerSTReatEEekidDnirol i pdrginedorithéddntrol phane, the actual

i npl ement i ng edge-based IntserV over a Diffserv domain in_ accordance wth
the preserdelivawesfi Qo forgieatfie flow) is pecogplighed-on hedlataplans: oF R-16 13{), perfpgns
i1 lustrat . | . . . _sical-ahl &l ) '
|t sorv- petbREtioHERE, TP UERRELIR bl ROFpRLYS AP St DR mddng
domai n usi eigdata pekb@anecivet] boits Intsps ipprt-ihtedvecEhOVL ditithe Riffserveragmit nterdace

cl ass-base r fQr _resource r rvation and m ement .. Eor
caseof arihy GOMeFRASEID Pk piR R e R el e e PR R b R o
dat a pl anepgoptyafles PIBREXNO1AthER Petfbrinksl Feecblish pbliging €oreach 33dmématHtsgmper 3,

| nt egrat ed- Servi ces-aware LAN-TX and LAN-RX, which may each contajn aone or
nor e host sintesfage (M ADEnd glagsobasedqushing ahieRiRiE dnterdnce HB%QPTZ)C#E?%@%%& ers

(ERs) 150, ?ﬁion@gﬁ%{r};\éa &f e kﬁ’gh %g%fﬁé-mé 'TN},?B?‘ %%s ! s@dﬂq&ef%%c%fe%giggg or ks

(e.g., L2 &@ccess n S) to ry route 152, %
net wor k 12ger-cldse sheptingoark pseforwied dopeaghiicdstpmenpdit guthe suipolingsriaca. SER-BB2128%6

22 g igg 3? or\%vgrl%i%gellcbfﬁté ?%g}.v?g%tgtrs] i 2]&1&%%09 a% B\E)Qgcrl m%? lptisrgc;rfenspeo [}lo’wlsSc:gédu}igg brl e

shaping at its Intserv output interface (IS OUT).

[16] - Although the Diffserv standard improves upon Intserv’s scalability by replacing Intserv’s
processing-intensive signaling in the Diffserv domain with a simple class -based processing,
implementation of the Diffserv protocol introduces a different problem. In particular, because
Diffserv allows host marking of the service class, a Diffserv network customer link (e.g., the
outgoing link of BR-RX 126) can experience a Denial of Service (DoS) attack if a numb er of
hosts send packets to _tliat link with the DS field set to a high priority, as discussed in detail in
Application Serial No. 10/023,331 cross-referenced above.

[L7]  Furthermore, despite some improvements in scalability within the Diffserv domain,
Intserv admission control utilizing RSVP still requires per- flow state installation, per-flow state
refreshment, per-flow traffic management and resource reservation on each edge and boundary
router of a service provider’s networks. Because boundary routers process thousands of traffic
flows as network aggregation points, many vendors’ boundary routers cannot install flow state
for such a large number of flows. As a result, RSVP per-flow admission control has been rarely
implemented and supported by router vendors. Thus, conventional Intserv per-flow admission

control using RSVP remains undesirable due to its lack of scalability.



[34] Utilizing this configuration, the network nodel of Figure 3 supports
unidirectional traffic flowfromtransmtting hosts in LANNTX to receiving
hosts | nwWoAN07E7 As is typical, such conmunication is prE¢EPaHg6Honduct ed
utilizing a | ayered protocol architecture in which each protocol layer is

i ndependent of the higher layer and | ower |ayer protocols. In one preferred
enbodi nent, communi cation enploys the well-known Internet Protocol (IP) at
the network | evel, which corresponds to Layer 3 of the |SQO CSI
(I'nternational Organization for Standal-~gizati on/ Open Systens |nterconnect)
reference nodel. Above the network | ayer, conmunication may enpl oy TCP
(Transm ssion Control Protocol) or UDP (User Datagram Protocol) in the
-transfer |ayer corresponding to Layer 4 of the OSI/ISO reference nodel.

WO 02/ 075577 -1o0 PCT/iJS02/ 08634 [35] Above the transfer |ayer,

communi cafisin Thy pen@itdyveatign afdrassas tirdforegoing dnd hddidortal ghoofcamimigs in the prior
~determned in.,part by the required S and at her requisenents .of a f%r W.
For exanpfg by iEodpeing apmmprg mefg?qeﬁ ?:‘gits?'ﬁﬁm@ﬁ%ﬁf‘fomﬁﬁ ISSEOPLO g't ocol
and the I ETF Session Initiation Protocol (SIP) are commonly utilized to

provide signaling for voice, video , nultinmedia and other_ types of enhanced
QS sessi ¢ overceondanpe wathwenekembodsmenty o ke inventiang ameby @k ghsterg|ipcludes a

advant age it i : i |4 |
processi ng’g't%l |I§)¥l{r§l§ a\%ﬁ%&gﬁ@ﬂgﬁﬁ)&%}g%%%sl eOfg]ﬁeoﬁgédr?ch%gﬁ %gﬁﬁgg\%%ﬁ%[ 36]
| N cont r astie dutpuit bert pf the bowatdaryreth w0 ardd amminieit port bfhe savbedirourer FTlp reeor rowtht ch

requires an_Intserv control  plane tl’@t. erforns, lL.ntserv processi n at

| east eac ol Eaa‘{%a %P’F?g dblbqﬁ‘ﬁfé%?_r effﬁ’iugp?nlaﬂ%ﬂﬁe?‘&%‘}tl?%ﬁo@ 120 %i%ﬂ%sf%t ed
in Figure cgnifsYFu@idn! M SRponsB s Efibdd o RBErYe ddsoliddes X b TRNEthERGR t18f sebdi
network, that is, on network-mnaged CPE edge routers 150, 158. Thus, for

the il | usroderetheadmifsionconten finchernestorms admisseneoniel foehath s ppstrsem jek angh m

| nt serv adniissi r W] i i i Shan QS
for o 11 on aanpfbel e, B o fefercf i iV, HeloB3aub boplofts RgRIAgRS
per f or m | fiorabe wpstrelam Hsk omly ¢fith¢ seodndiroutedds bl edee voutetfonth& {10 §4 B¢anst thewoondng
that Diffserv netwrk 154 has nwell traffic, engineere t.here i s _no
need to | AHERBHPTETA AR LSl iARPRRBt Rk e pORSrg o et eeilet
154. Cons gsea ah YipstieBmAoGRf Hahaf peiférmibdsinpiseaeedntionfoe e 1atk, none of the
routers in Diffserv network 154, including boundary routers 152,156 and
unillustrated core routers, is required to have an Intserv control plane,
as indi Cagﬁﬂ ata dagfoake B6j8cts URRILA S ankP Advan@Péh JORR. prec SAVHAARE kil BeestRgary
routers 152 and 156 can be significantly sinplified to pronote enhanced
scal abi | i appaséntifrem the dollayeng defailafayritiant tiop37j To achieve this

advant ageous sinplification in boundary routers 152,156, the network nodel
of Figure 3 inplenments nodifications to the conventional |ntserv RSVP

si gnal i ng [2}delThewbvet fieatarss whdisead dhewdctabisticenf theel inegrgiop erefset fiosth &n/thereprended
processi ng, at each, node t. rformadm . ssion control. for the.downstrea
ok T hne b mReitimdel Y uBetrs B gargs soce pl e ORt LR 880 o
returned ivinfies B6ROE, vl bEBE urdersiod 69 ssFerdncitb thelfylldwiag Hethiseddésczipeibn of

WO 02/ 075577 -11 PCT/ US02/ 08634 pl anes, 150a, ,158a of edge routers 150, 158,
whi ch ver iapyllushativaesmhodisment whenyead Reopangiionmdl theacsompaying deawipgs iherein:
resource counts accordingly. In particular, Intserv control plane 150a of

ER-TX 150 perfornms downstream adm ssion control fox the |link between itself
and BR- TX252 Figureddepictseronysintipnah ntegt88hSayvicERIRzery bigdalprogessing mpdelfnor ns

adm ssi on _gontroly no al v.for,its.d r.eam Li.nk (] but al so
for the. ua\’;}ﬁ% aeﬁiqolwn(;m?fss%wg%dnﬁglﬁﬁg%ﬁ%%g%a?@éﬁ%%c %)dl?ﬁ%gavrv#ﬂr}!ggégpss’ 152, 156

are not RSVP -aware. [38) Although conceptually elegant, this network nodel

shown in Fiqure 3 has_a nunber of non-tl-ivial _ch%ll_leln es tt&at.rru t. b
addr essed 4] oRuBireRaIEHRIES ACHERATA et kSR in which Intigrated Services (iniscry

are implemented over a Differentiated Services (Diffserv) domain in accordance with RFC 2998;




i npl ement ati ons. For exanpl e, because conventional Intserv RSVP signaling
is symetrical at each node, no conventional nmechanismis provided to

i nform ERdU/oESEG7that it is the "receiving"” edge router apdr/iteos8sdder ef ore
perform adm ssion control for its upstreamlink. In addition, conventional

I ntserv RSVP signaling does not provide ER- RX 156 wth any infornmation
regardi ng the resource capacity and resource availability of the upstream
| ink for which adm ssion control nust be performed. Moreover, RFC 2998 (and
the art generally) does not provide any_gui dance regarding how to inpl enent
Diffserv/intserv interworking at ER-TX 150 and, in particular, does not

di scl ose how to map Intserv classes to Diffseiv classes. Preferred
+solutions to these and other issues concerning an inplenentation of the

net wor k nmodel shown in Figure 3 are described in detail below 11.

Recei vi ng fBgpe ﬁgh&te%riséﬂigﬁwel £&ivoRAnddel fhat, in 43818 MATIe RGtHYPefeRe Bl dimeht
there i5 depicted one preferred nethod by which an edge router, such as

ER- RX 158, ofdhmprdgentinkention; implerents Intsereoves 8 Biffserydeaays whilgeliminafipg {pigrv

depi ct ed operat.in 0, r LANs, edge routers

150, 158 ar{%g e%%mn%lg’r@ecgg%fﬂé&sfoﬁg’%%%?ﬁ%g&?g@ﬁer ent | P address, and the
custoner LANs coupled to ER- RX 158 are each assigned an |IP address that is
a subnet of the | P addxess assigned.to ER- 158. WO 02/ 075572 +12

BT/ US02/ 088b4 Tige YA oA e B0 by SR eE N g HBPOIoh oL AR IO 2R at e
an enhancegl jGBwir8 $3the thivhbtyofk 1Rasliof FiEire@st in LANRX by transmitting an
RSVP PATH nessage. Based upon the destination address (DestAddress)
specified in the PATH nessage, which in the illustrated exanple is a.b.p.d,
t he PATH age. | t ] e : :

response 80 na e Rdafte g S Hhpluatine GRLIRIY St bhe ANGHRE,
nmessage cowithi piafigred eBhSGEniaNt obfhe podserttlateni@eci fi es the destination
address. Upon receipt of the RESV nessage, the RSVP process in Intserv
control plane 158a of ER-RX 158 can determ ne whether ER-RX 158 is the
recei ving pdpe Figiedis BYnde® aRaddodkiRagd@s bf Nitbéiingdaalsdaepouist hild fetevihg
subnet address of each attached customer LANs. |f and only if the

dest i nat i ovfigadenierdn ageardages With a girferged embodiment ehibg PegieHtdREQbnet s, ER- RX
158 "knows" it is the receiving edge router for the traffic flow For
exanpl e, when ER-RX 158 receives a RESV nessage having a SESSI ON obj ect
cont ai ni ng[28kstFigatei7dna hivdk diagram ¢f ap exemplRy s@XertogpRignIystentihat may bp ytilized

recei ving edge, rou since. the, | r. i - By e P .S an
P subnet PRl fPorRy BeBiste) Pold PR i 3ol Pl pickorfed enboflinflnf bt e
adm ssi on gegnt Plverftion; i ts upstream link for the enhanced QoS flow. [41 J

Al t hough this nethod of identifying the receiving edge router has the
advantage of sinplicity, it requires that each destination address specify
a subnet ofyof hepipRfees A UBtclRAdRefefréd Hettiod! i? inUliRS Polididt dn'PleeBRiNgouaMy i N
which this restriction i's not desirable, alternative nethods of identifying
t he recei vionter aeteceiving edgarytchAudgrenijeadnitiphzationianpl e, as descri bed bel ow
in detail with respect to Figure 6, the receiving edge routes may
alternatively be identified through an Edge Point Identification table
confi gur ed[30h eBigere8BillpstsatessOprefes@d mettedRs inkGling frotisies po k irespivingtbpundary

structures_speci one or _nore ranges of |IP addrgsses for which a routes is
the recei VioHiET 8 celying ggge routér in response to a service update; and _

[31] Figure 8C depicts a preferred method of policy synchronization following a direct

service update to a receiving boundary router.

L Network Modél Overview



WO 02/ 075577 -1~ I11. Resource Managenent PCT/US02/ 08634 [42] To track
resource availability (including the resour ce availability utilized to

per f or m wagsér@ssmadm ssion control), each Intserv -aware RAGESR2086Hr

mai ntai ns a separate or shared virtual pool in its control plane for each
Intserv class, where each virtual pool represents the resource availability
for the associated Intserv classes) on a |link for which the router perforns
adm ssion control. \Wenever an edge router receives an RSVP RESV nessage,
the edge router perforns adnussion contrgl on the Iink by checking the
request ed bandw dt h agai nst the appropriate virtual pool to determ ne
resource availability in the requested Intserv class. If the virtual pool
indicates the requested bandwidth is | ess than the avail abl e bandw dth, the
reservation request is approved and the reservabl e resources of virtual

pool are r pcewlmefeif&c@.?amb tHRffighess Ghd, spdrandu ithrefdréncelio Mipuee 3, thie is

‘request ed bandw dth exce the virtual pool's avajl able bandwi dth the QS

request i sdepigiedeahigh leselblockdiagtos ¥iangealehlopetyotkiaodelihatorayidea mhersed/Qaddnt r ol
and Diffse t ual
ool 5 ut R BpEtikth Bl s Gl ENAR Py DRSS doRllell aRordaie Vi 110s
enpl oyed bhe Presértdniwention. diyletifieally; hadescritirdde detgh Selow, thh dhudarated pﬂtwnrk mb¢c1

particul ar, .each Ints |.as uni.qu I asso |at V.Vlth and n one
Diffserv | BYreEs ngeg SC%L@MEW ia‘%ﬁ'@ Y PEL Cg%lf"sémh(fo | zfé?fntnS form
I ntserv adgdygses fikhe DHFERY dorfai® 8 AfnBcH BTkt AN &é@r-ﬂ@mbﬂﬁwm&ﬁ k@fmﬁameﬂksf or
each of one or nore Tntserv classes, and one or nore | ogical queues nay be

i mpl ement e® algssshaspd deYENGeROO Aer #W&%ééﬁﬁr‘é&t@ﬂ Kt mapapereRh o Hopt&ags \Wf
classes. [ b tdieivBos tht?e %{mata idnSRsniRd1 Jiagi cal
gueues andéé#$gﬁglﬁ% @ﬁ%that gﬁﬁ%p e#ént%% ] hin th ? n0un arfJand
edge rout enctatidn wtilized i EBiguyrbvi der net wor k. WO 02/ 075577 -14 Table |

PCT/ US02/ 08634 . | L ivial pool Queue og ca_ - SeparateSharedSeparateCase 1
, Not Appl i cabl eSharedCase 3Case 2 [45] As shown in Table I, three cases are

possi bl e:  papar piEgkid 3, hRborReDS &vidkd-bwae DAY Xeant DANCRIX, G/l];lﬁzhﬁﬁiyesdhaibﬁl@lm
virtual pools with shared %To i cal queues, and separat egél rtual 1\gjoth

shared | ogPRsr e hesss, arpwerma@é tQfusigmer prefges ﬁ%’&m@h(é%l’ eqge f?HIi‘Ffﬁ
Intserv cl g %gla foutt 156 R5s abl tGrmlddupled by access networks (e.g., L2 access networks) to

boundary routers (BRs) 152, 156 of Diffserv network 124. The network service provider

conﬁgures routers 150, 152, 156 and 158 and installs admission control and other policies on

150, 152,156 and 158 utilizing one or more PDPs 160.

[34] Utilizing this configuration, the network model of Figure 3 supports unidirectional traffic
flow from transmitting hosts in LAN-TX to receiving hosts in LAN -RX. As is typical, such
communication is preferably conducted utilizing a layered protocol architecture in which each
protocol layer is independent of the higher layer and lower layer protocols. In one preferred
embodiment, communication employs the well-known Internet Protocol (IP) at the network
level, which corresponds to Layer 3 of the ISO/OSI (International Organization for
Standardization/Open Systems Interconnect) reference model. Above the network layer,
communication may employ TCP (Transmission Control Protocol) or UDP (User Datagram

Protocol) in the transfer layer corresponding to Layer 4 of the OSV/ISO reference model.



an i nplenentation having separate | ogical queues fox each Intserv class,
since no virtual pool information would be avail able on an individual class
basi s. |woonseasdrhy, boundary and edge routers in the sanePCEUMI6Hay be
configured to concurrently inplenent different cases, as long as marking is
correctly perfornmed. [4G Wth reference nowto Figures 5 and G there are
depi cted nore detail ed bl ock diagrans of edge and boundary routers of the
network nmodel of Figure 3 in which traffic in each Intserv service class is
assigned a separate virtual pool in thejgontrol plane and separate |ogical
gueue in the data plane in accordance with Case 1 of Table |I. ;Referring
first to Figure 5, a nore detailed block diagr amof ER-TX 150 is depicted=
- As noted above, ER -TX 150 has an Intserv control plane 150a, which nmanages
RSVP signaling and inplenments Intserv policy and adm ssion control, and a

data pl anq3s50RboWhehtrddkRy 18R doifminidakion 849! entlBdy ey ¥f 8hukbéd cfatifferent
~cl ass-based QS. Control plane |150a includes an RSVP pr.ocess 180, an

adni ssi on peoAealslas FeigaRine® i pary by gheasauied Qasuang; otheraedyiesaneats a4 floy. nEpr ¢y
control bl 8 - ' ImRidak: : i [ ty

bl ock | 86,&%151 %’aﬁl'l\?’ol?%%/aﬁ nfTég%C?)at [ onéﬁ*lﬁl?gnwgigr?gg ;&’?{éf)&%ﬁ; E%Eﬁvﬁq?h
ER- TX 150 Sessioninitzside Propedol (SIP) adeconmtonlyrutibizedtoRidpvidé Signalidgtfor ydicenwidesob
has an input .port 200, a forwardin upction 208, d_an out put r 0
havi ng & FEHHBRE ARG abEPero PR RON StsbRe S an P aBibey hP il oBP i ofd
WO 02/ 0755¢dtocot BIPGdV g e GR mitéihd ediEnodessiti the sapabitivieto chifroMRllpieats 180
in control” plane 150a handl es RS VP S|eg:ggl ing (e.g., PATH and RESV ,
nessages) witliging redoussall Epapros(e(gdtind-mediplley-mekour ces for enhanced QoS
flows. In response to receiving a RESV nessage requesting resources for an

enhanced QoS flow, RSVP process 180 interrogates adni ssion control block
182 and pdBélcy Inontrast tobthe pkiod 818 networle mioflgl illhsttatachin Figyue 3t whichaequires an

adm nistrative perm ssio o establish the S fl a t ream

interfac ealﬂﬁgws‘f?f‘grig?d’%ﬂ? Ir}[‘;f\ttla?leﬁg Sehl’tseegvoﬁrroggss oms%\gﬁ%s? % a%ﬂga%ee%ﬁeg%ons

I n addi t i GpubdrdRhes thehdgoadabdyl Hlusritedm Pigurd 3 sinploys hndereyrocassing ohlytdtock

188 can execute additional policies, such as authentication b ﬁg (r)r%

certifi cattb%e’&sm@iegsﬁaﬂfﬁbeésefwwﬁﬁhgéﬁ@ﬁPetUPﬂ%@ﬁ%RgFétE b gle gt 108 g%t he

aut hori zed,[ &g Hﬁ%ﬁ%&& urfigi%gttﬂ%ﬁ%akdt l@llewpédgé k42681180, TRIREOEE Intéed¥ adinidgssli g,
W.

hi gher-priority In the illustrated enbodi nent, each supported
| ntserv classol(wiliging RSN sigtading tSeravidecenharpd Qo8 Goret oy ped fogrbAN X to has

tho avai | dgNIPD” BeBRBE shpE Rundh Y3n, PTRATARLLERRL bR LT DRSS o
‘network 154 (and assuming that Diffserv network 154 has b.een well traffic epgineered), there is
no need to implement any additional admission control for Diffserv network 154. Consequently,
in accordance with the present invention, none of the routers in Diffserv network 154, including
boundary routers 152, 156 and unillustrated core routers, is required to have an Intserv control
plane, as indicated at reference numerals 152aand 156a. Consequently, boundary routers 152
and 156 can be significantly simplified to promote enhanced scalability of the service provider

network.

[371 To achieve this advantageous simplification in boundary routers 152, 156, the network
model of Figure 3 implements modifications to the conventional Intserv RSVP signaling model,
which, as described above, always performs symmetric processing at each node to perfpnn
admission control for the downstream link. In the network model illustrated in Figure 3, the

RSVP RESV message returned by the receiving host is processed only by the Intserv control



using virtual resource pools 184. Thus, adm ssion control, block 182 grants
reservation requests when sufficient available bandwidth is available in

t he virtwaoyposs77associ ated with the requested I ntserv clBEEUDS6Iher wi se
denies the reservation request. Adm ssion control block 182 reduces the
avail abl e resources in a virtual pool by the anmobunt requested by each
successful reservation, and increases the reservable resources in a virtual
pool by the ampunt of resources freed upon term nation of a flow.

| nportantly, the nunber of virtual poolsgy- the bandwi dth allocated to each
virtual pool 184, and the mappi ng between the virtual pools and Diffserv
classes are not fixed, but are instead expressed as policies that are
installed at ER-TX 150 (and other network el enments) by a PDP 160. Utili zing
Common Open Policy Service (COPS) or other protocol, such policies my be
pushed ontplnee 186, K 584 eﬂeagérda;ermm ]!531()»\¢1ﬁchptzdrllfﬁ¢hef availnt?iR dftibe byquasted

network eiernent, for exanp in response to rec of an I}SYP R@

message. [0 ceppy %eawé%w eaynEssaqeRElinghy pinRgTiisy artgléﬁel”rrwgfé? e 03N

Diffserv g%gﬁmgqf %ﬁguaﬂl Ad§7 1 5] OB G190 th I drptbnlpls QEMNAERE TR 182, CS
to DS

to DSCP 1 0/5577 -16 PCT/iJS02/ 08634 010011).
| S-DS f W Intmefi gotralploe 1580ekERBK #38; hawer,pedfeimsadumissiongantzel nghenly fosits RSVP

D1 ock 160 AYRICLAS By bR Kook o R b e ricclfha SRR IO e

mar ker 20GoghdarititerP 082 15&9ﬁetlerRszhawm.serv flow (In some
i npl enent ati ons, packet classifier 202, politer 204, and marker 206 may be

i npl enented as a single integrated nodule, such as a Field Programrabl e
Gate ArraysgFP i fidtork 8T MbR HOFGe B HadShGhbdr diSUl
I n accord é %2}1?9%% B%dpg@yse?é%ﬁﬁggi@acoets wi t hi nlea(l:%%ntserv fl olw
whose ser \nonenmlalaséalﬂ@gwn dhat amwst by ¢saeds dp vorgen (ig| abtain r epegatiygs petwerk and

he agor cRpEiFed; Joipiinets Beghte SRl kad ihocth kavERRRBRRBHMALEARRET

xxxxlI' 1) reaeq vode, frior ccewaerdnmeﬁie@ltaxm lio palvided etp . informt BR-RAretféethat linissthev

f1 ows having enhanced S are aqgrega I nt r.ef er al, Diffseryv

cl asses. BECSIARE e r@%bﬁfad:%\‘&t%?ﬁ Heﬂfoﬁl Sl?)n? rPL%’f fs ppslreamy link, fn

Table |, 348RRAr 8beh@Fal %ttsavqusvﬁlagﬂaﬁn@rda&g @60 pRVidROER - RO 1Berwie1acday

supported Intserv class (GS and CL) in addition to the |ogical @"?‘(fEF
)

assi gned tisfopnpféon egardiss the fé$%!§<§e?§P'(1‘ét.y agd resopge pyarlabilineef BPWGWH

posured QUG Sliitkidd dohuAihd Bl g&taéglgﬁsm Hobé! RFCB5E Gha i eRgencialAdLer
214 then provide e appropria e packets wthin each to ca
queue 212 rioypmhledmy gm(jpnpamlgetdutgrlmwsumlmplemnﬂbldmnvﬂgsw linteeniaing ER-TX

accor danc schedul.er mel SSi to. e BLUS y PDP
160a. [5: ﬁf alsB Wg |FP ra e§°“= odﬂ%eﬁ %@Qﬁk&%§£§g%g#s naﬁé%% by
t he net worpfefefed bal@idak Mhebe tnd &iReristudSédncaning an intplesienchtioy of theneredrkamddel
service provider_to' correct]y. mark kets with DSCPs so that no "theft"
of QoS océb?@nlnﬁlgart%rrﬁéﬁr%e%%&lﬁﬁ% in which ER-TX i s not managed by
t he network service provider, PDP server 160a may provide the Diffserv
classification policies to BR-TX 1S2 instead of ER-TX 150. It should al so
be noted tlhat dtaceivinglBdge Bowter Fentifieatipnnet wor k 154 need not i npl enent
separat e S t4S | R f AREHES QAkLE

i npl enent gag)oneﬁe‘3 erﬂﬁgﬁg\sgcg%{ arr%‘ (ra%u Iesr smwd%ggﬁéf%%??& &ig‘y @
PCT/ US02/ (86i3t, kuc[tﬁ@ER?RP{elsa, pan deverntine Haigitiisghdrectiniog edge rouiet.| Insthe depaetedor e

detail ed bIock di a rans 5 d ER- 158 i ance

pref er r ed 9PHHHG: e, B ? 5@9&%"3‘“&“@&85@" Y%eﬁssﬁrqbﬁé o‘{f’earyéﬂltﬂ%’(%%G
and ER- RX 155hab aliefercRfIPR@ieys atd it Ebtorpdrd s cbbslad tomauamst; statachphdned
156b, 158b. Control plane 158a of ER-RX , 158 is an_enhanced | ntserv control
pl ane i nclandPgdumssiizat is meubngpites ¥ idese assiendiofili Ry 188 soci at ed adni ssi on
and policy control blocks 182 and 188, and an edge point identification
tabl e 252 andupstream virtual pools 250 by which adm ssion control bl ock
182 perfornms upstream adm ssion control. BR-RX 156a, by contrast, has no
Intserv control plane, but instead includes only a PCl 190 through which
the conponents of data plane 156b are configured by PDP 160b . (53 J Wthin
control plane 158a of ER-RX 158, PDP 160b installs policies by which | ocal
policy control 188 determ nes which custoners having adm nistrative

perm ssion to request resource reservations for enhanced QS flows. In
addition, PDP 160b installs an edge point identification table 252 that
speci fies one or nore ranges of destination |IP addresses for which ER-RX
158 is the receiving edge router. Thus, upon receipt of a RESV nessage
requestlng an enhanced CpS f|Ole0r mhlch the custoner |s granted

Wh

e A NS e W )



control block 182 perfornms upstream adm ssion control by reference to the
upstream virtual pool capacities allocated by PDP 160b to each Intserv

cl ass wi o ovorssrual pool s 250. As described general |y abREUBEUS®ASH34vi rt ual
pool 250a, 250b is utilized by adm ssion control block 182 to ascertain the
avai lability of sufficient bandw dth for a reques ted flow of a particular
Intserv class on the upstream!link between ER-RX 158 and BR-TX 152. As

i ndi cated at reference nuneral 252, PDP 160b obtains periodic or solicited.
f eedback regarding virtual pool usage anj;ER-RX 158 and dynamically

coordi nates any operator-initiated adjustnents to the capacities of the
virtual pools with updates to the | ogical queues) and schedul er wei ghts)
-inplenmented in the WO 02/ 075577 -18 PCT/ US02/ 08634 data plane to ensure
that the Intserv bandwi dth actually utilized is |ess than the open ator
speci fied mgpaqiéﬂbteda%vel aBaf@kifingBoR @Y AN-TX énitlatbeanehrineed Qo sesgidrawith 458b
-of ER-RX 158 may be inplenented wth conventional classificatio

f or war di ngreegining hosteiny 8%y tapamiging pp KOFP iy Idh mEseeeni ?%Ség’lipana%i d
obscurin j i : PoPt - B 1 an
Pput por (3 TERE3AEEsd BEDIIRe PRRPIEDR BEOT lssdd: Plich o e ihideRSa
pl ural ity exhmplefi§ akp\d, e Tihmesyagaissud2o amossdiffedredetiverk 23dto légﬂ-lﬁ( In

f di ng funct,i t hat switch ts f ' ;
appr opr | AEIRP SRPA eSS S te BB RS Ao s i RES S s bolpngy
cl assi fi caf $EBION Supedrcht Byectled S debtiatidR 2ddrds. 1Upeh eatitiof the RESV messagk? 2

and physical. queues 242 are configured by PDP 160b in a coordi nat nner
to refl ectthe Ré%mqewmdnﬁsw contral plang dafa PHERERY 159 ?%FGHBH&V@’CQW ?gﬁﬁm

pl ane 1583 4f FR. R fl ' leReliPtatibh hdipdsh AR thearbaditRmat
cl assifi e?lsgﬁtﬁ%égégn Sﬁ%%3&?g§%oglgdﬁ??¥§/ﬂep§%:t<e?s_ Eel c?ngitng to the sepeS? ate
Di ffserv céfaastesttiched cudtornér LANS eHient oalyf if dheadestingfipnengdressifalls ingp opp et its

packets in each Diffsery c enting .an. l.ntser j e,

f or war ded att@g}éegrfé}FtSP’@r B‘ﬁi?&{@?‘{ﬁ%@“?w ?tol? enrtg%%‘?l\[}g Eiéeaﬁgﬂe’&‘)g)é‘{?eatéggg on
out put  porfiow4fer BlaMpld Ghed RO ROOIES BLeiess 4 RESVahedagei lagingel SRESIObhelgedter
244 gives each of queues 242. In addition,_ PDP 161(_1)?tcoor i nat.es trée sum of

the vi rt uatonisiens destaation aldresn abp.drER BX 138 Imopsdhatdtis the wece¥ige edaniadisry
di ct at ed baﬁmqm_aa&reésf&tm@-@m.ewwng%s TPt RldRRS ofl D6 00k, BR-RX 1586 to
y

ensure that the virtual pool capacit oes not exceed the actual resource
pool capacthergfordperformisintsery edmissiorremal frritsgpsireanplink fon hegahansed @aS digh: r ol
as a proxy for BRRX. [55] Mapping different Intserv classes to separate
virtual pools and Diffserv queues as shown in Figures 5 and 6 permts
better tr p@ftfi cAhinsughahienhethdibof idepifying thd tectiningesdge chwteskes theo advagiagglod

D ffserv queuge.. B reservin he distipction.bet n tserv c over
Che D111 scpb i RatRe (| Shaon e R F e, of (S REav bR s b

Vi deol P ang Aditdess. tTh anplegichtafiéds iR @hieh Gs cbewica@i isivt ddsiralie, alternativednethodarofr i se
resource planning is sinplified. However, as noted aboye, sone %@fﬂll'
routers i ndgntfingitherespiyipesdee ruteRar hegmploved, For pxamRle. s dpsepb PES n
WO 0210p57,z:1l9; i AanRse 3BEmAivheldenfified MRhgRENt
Case 2 ins Cé%%@%‘f%%%@%%ﬁ%@%%g{ and ??WHR&GPE%Z are colr}?i) ured witﬁ%a

si ngl e shaseBdgei Rainiddegifisatidotablagonfipired omedgsrroutersat¥led S8 by g’D@R 169 Thse and

BR- RX 156 are conpfigured wit.n a single share i r :
mul tiple I}?ﬁ%g r‘@&cﬁhglgé‘%ess. SPK?IEye?Ihea g v%ﬁ%yr,a "eS %qn%lcﬁghn%g%es gg&g‘gﬁif]}?,mgé?ls'&eﬁo
and ER- RX Abdviapedgombiegur ed with separate virtual pools, and ER-TX 150

and BR-RX 156 are each configured with a single shared queue for nultiple
I nt serv cl asses.




[56] It should be noted that no flow specific network configuration of
control plane 152a or data plane 152b of BR-TX 152 is required in order to
provi de whengsst7QS to particular flows. This is becausePChES@ANSHIIS|I on
control provided by downstream ER-RX 1S8 enswes that the downstream|int;
of BR-TX 1S2 has sufficient bandwi dth to support each adm tted enhanced QS
flow, and the mapping of Intserv flows to particular D ffserv classes
ensures that data plane 152b achi eves the requested QS. |V. PDP [57] Wth
reference now to Figure 7, there is depi.gsed a high | evel block diagram of
a server computer systemthat may be enployed as a PDP 160 in accordance
with a prefen~ed enbodi nent of the present invention. PDP 160 includes one
- Oor nore processors 262 coupled by an interconnect 264 to a storage
subsystem 268, which may conprise random access nenory (RAM, read only

menory (ROfY! ) , ReR@R|Mmagéént Optical disk and/or other stor age
“technol ogy. Stor age subsystem 268 provi des storage for data ( t abl es

280- 290) ak@dli n’sF@ rtltaelf FeseHIcE evaﬂ@blhéb ﬁmlg@patthcorﬁSWa@/éﬂabzblz)utﬁhzei: BsBFéEP Ty
processor Sfx 9&3%'&&1&?%”& Kohie 1@'5&5‘?@&%&9%& H‘la héh e Ande dELIBEE NE
network po ?C|es coupléd to I nterconne e ONne or nore i nput
devi ces ( evigtual podk ayimmnttohpﬂdh@for@adphltscm classj wharn ga@e\mrtué)pow&pmamtbﬁle or
nor e out put deV|ce a 272, as a atl

i nterface FFAERPY @%FW%P%WC 3?)5 { gﬁ@ lgf‘ﬁ?eféﬁn 05% fHéTUth WP %rg Tms

net wor kK deydERSion ool Whér@ﬂéﬁh%dé@&uteiﬁﬁeﬂc@@namv me¥¥agl) M elpb vohter 20
PCT/U802/08634 [58] . To configure and install policies on rou

150, 156, 16Dperfqyms Hmesonirek o | the dink iy ehecking theprgauewies! W@Wé&tﬂgﬁmﬂ the

i npl ement S Shirtil '391' tb?ﬁéte@'ﬁn@ ngﬁé@ atdil '3&%11131 ﬁ%@&qﬂsﬁe’ﬂ'lﬂtsﬁ{r Qfa@s 9€the

subsystem n one ref erre I ment, ese PRC'tables i1 nclude at
| east an Adnriush pomi 1@dmtr:® theVraquesiéd Ib@uiWId’dibtb desggiban |the gesilableapradivigth,THigl e

282, Intserv-to-Diffserv |Interworkin tion Table

dent 1 11 carro R FRSES P v Bt Rk 8L s ook ey me
Resource Pmme@bfeeeﬂammﬂﬁﬁllh Aﬂ,ﬂio%v&nh%qﬁésfﬂd bihdvrideh exBexdk thEabhhal ERD's
determ nes the capacities of the virtual pools on edge routers 150, 158
that are uE‘quﬁaE]@d’a?‘B‘”ﬂ@rq“%Qﬁ'?é?ﬂﬁ‘ieitsfE‘ﬁi“f@ontroI for various Intserv classes.
I'n Admi ssion Control Virtual Pool Table 280, the sumof the capacities
assigned to the virtual pools associated with all Intserv classes is set to

be | ess t hid3lt hinterworking betueanibefntserriatissionspnrq) endDiffreradataplans fapctiops is

t t
(Ot er L9, RS o A 5, SRS SR B BT LT o B B
adni ssi on theribgichl quehés axdeyrd byeDififaeat tooddwamdasshisasbd)glosmn thatdatd plene.nfme

of the bound rou ass CI ated. an. e n

oribod ment PIRRIF SN CERRT Ra b piay e ont Ao By S E LRty fosice
fol |l ows: Agiddel Motkver IR@akel R4 pboButiRtedidp@fondatsdidmemissida coiidl arseparhie s
SNWP stri ngéldentl fies the | ogi cal interface assocjated with t

AdrCt | Vi r | [pgigebgreus gan he ipplemepted forgach ofppe S PPHBiereelpsseh ﬁee‘? PHEEN:
This attri ks hiebEab ,§>§e {liferh6ltad as%ﬁlfeu auai‘es %hia\.eara obiafed SHEERANBR ThiRGry
interface as either i nbound or (2) outbound. This attribute is used in
conbi nat i oplagges.h the Boundar yLogi cal | nt erfaceNarre to differentiate ER-RX
virtual resource pools and ER-TX virtual resource pools. An ER-RX upstream
virtual resource pool has an inbound Direction and non-enpty

Boundar yLogi#4 al Tablel belove NanmariZe tldpossile dambinstiona of lopichlupbudsesdvirinel pools|

has an out Qound tion nd a npon enpt oundaryLogi cal | nterf
neh oot o TRk Re FPTmeHe Ml B Poaby ad BIRE Cav S aF » R Oy SETE

Direction and an enpty BoundarylLogi cal | nterfaceNane attri bute.




WD 02/ 075577 -21 PCT/ US02/0863~1 IntSrvC ass Description: This bit string
indicates the Intseiv class or classes that have resources allocated by
adm ssi owaent7ss7ef fromthis virtual pool. Object Type: bPEBUSHMBHHI | ed
Load Service (1) Guaranteed Services (2) Null Service (3) Qher (4)

Vi rt ual Pool MaxAbsRat e Descri ption: the maxi num absolute rate in kilobits
that this pool may allocate to Intserv sessions defined by the

Adnt | I nt SrvCl ass. The sum of ER-RX upstreamvirtual resource pools is not
to exceed the ResourcePool MaxAbsRat e foxj4 he associ at ed
Boundai yl nterf aceNanme. Object Type: Unsigned 32

Boundar yLogi cal I nterfaceNane Description: identifies the adjacent boon
~dart' routes and resource pool that governs the capacity of the |ocal
virtual pool defined by this entry. An enpty attribute signifies that the
Vi r | ual Pool MaxAbsRate i s governed by aTheledl ResourcePool MaxAbsRate defi ned
“for the LogicallnterfaceNane of this entry. A non-enpty attribute indicates
that a renote virtual pool capacity defined for ilus

Boundar yLog calcggg @%_ nme ‘governs the val ueVatual ppolvi rt ual Pool MaxAlsRat e
of this entf ype: SNNP st r iSeparateAccept Reser vat i $wegedDescr i ptijon:
Thi s val ue nd I caS@&raMnet her |Adm ssi6aseQontrol, W || aNbeAppliceblepr ocess
RSVP RESV r gquest S.Shéyedal UE of| O I ndi Cadess that feservatiOms2are not tjo be
processed. A vatue of I indicates reservations are 10 be processed. ) ect
Type: Unsigned 32 [60] Intseiv Capacity Table 282 defines the data Iane
dat a rat e @8bachs shosmlipTablel three qaprsses Roseiblesssparatevinual prolyWithisp prate

queue wei t

associ at odtisget Rk FLAREN B0k TR SRLEa ENGP el InE ARRRIC AR 5‘%%2*@%%? :
Pol i cy Rullegichlagsyesadheoratenfa Viaudrpeolmhmisdbyedﬂmhrﬂserweﬂasmslsnoi@pplmahbdo| n

t he D|fferer1t ted Ser ces Pollc ormat L on se (PIB).. WD 02/0Pp75577
122 PCT/ USE2PBT %}a VR sl aicB] B bF ﬁﬁ?“f‘é‘fé’&i%&ff‘a‘%ﬁ xagalid
attribut esmﬂﬁﬁﬁu&p{vomat@rawwmm éﬂﬂh&!ﬁﬁlﬁlalt d165s BRE pipoeestdy, bﬁurtdh@ ﬁﬁrﬁdgé)l
pl ane and Diffserv in the data plane. These attributes are used

cl assi fi errop@ss inghe pameq nergark maycberapnfigyred %cmuﬁl?ﬂsmmﬁsmenéé@fewt Efﬁews 150
to classif ngQé)xln'aHSn qug@crﬂg #;H&%r?e'av traffic flows so that Diffserv

acl ueves t e- appropr ate or each flow. In addition, the table
specifies the specific scheduler |nstance to be used for fl ows havi ng

Ps\;:t IT;E: Zr Qgﬂt S@r fégeilF SC?IECe €VSW {q ri?‘lgl%(r%s il é’, tﬁerrg gr%idgﬁated %foré dUARE ¥lock ﬁfaB'aHss erv

of edge and boundary routers of the network model of Figure 3 1n which traffic in each Intserv
" service class is assigned a separate virtual pool in the control plane and separate logical queue in
the data plane in accordance with Case 1 of Table I. Referring firstto Figure 5, amore detailed
- block diagram of ER-TX 150 is depicted.- As noted above, ER -TX 150 has an Intserv control
plane 150a, which manages RSVP signaling and implements Intserv policy and admission
control, and a data plane 150b, which provides the link level delivery of Diffserv class-based
QoS. Control plane 150a includes an RSVP process 180, an admission control block 182 having
associated virtual pools 184, a policy control block 188, an IS-DS interworking function (IWF)
configuration block 186, and a Policy Configuration Interface (PCI) 190 through which ER-TX
150 communicates policy information with PDP 160a. Data plane 150b has an input port 200, a
forwarding function 208, and an output port 210 having a number of queues 212 that each

corresponds to a Diffserv class.



Intserv-to-Diffserv Interworking Function Table IwfPrid Description: This
is the unique identifier of the Pktlwf Table entry. Object Type: Instance ID
(unsi gnedwa@ayo7bwf7l nt SrvCd ass Description: The val ue of thRPCT/HS86208¢34Cl ass
associated with the attributes of this specific interworking function
entry. (It nmust have a corresponding bit set in AdnCtlIntSivCd ass) Object
Type: unsigned 32 | wW DSCP Description: The value of the DSCP to assign the
data steam for the session with the Intserv class type matching the val ue
of PktlIwflntSrvC ass. Obj ect Type: intq?gr value 0 - 63 IWfQutOFPr ofile
Description: This value indicates the policing behavior when the data
streamis out of profile. The profile can be defined by the associ ated

- Meter Tabl eEntry. A value of 1 indicates out-of -profile packets are to be
dropped. A value of 2 indicates out-of profile packets are to be renarked

with the DEFP dafdes@thed Abdvsf REVRHIO(adsURB0 idabied] plyip d 504 haidps RS VPAignaling
| wf Remar kVal ue Description: The value of the DSCP tqQ remark, an_out - of

profile pdekePATHrng RESV imessageshutilizad togeserva (ped yelaes) resppat oy enhpaced QoS o 2,
Q) ect T n e i e
val ue of t ogisl hHJns gglzsgltﬁ)g %g{lr%e ggggﬁﬁ%‘&ggﬁ@%% erlpigdc‘)'lqI eg?ﬁlgb{élddﬁ%&ggt() ES
streans offlo)RSYVPIBO@ES 180 1htcnagatémdmmn©bat$d bhwkc“ﬂmgd pélicyveritrpd blokk 188

ttribute | W T tS Ve 57
PCT] USO2/ BKEH b m Bt Ui s CARV O o aplisk e s thEChA e, o

ranges of @@d&t@oﬁﬁﬁﬁlt&%ewﬁk GhffREne BeElable Ub@lurdes 6 stbed the rrgquedge QoSut Br .
This information may be configur ed on PDP 160 initi aII be | ear ned

| ocal | y. Additiesite rde&mm@g agmiestratize pernisseIRPolisy aRirelobl tCraBa‘ﬁﬁecute
adm ssi on tle@Pof
addr ess Wa@ﬁ*ﬁ%ﬁ@ Ke \%%Wﬁ‘g%sﬁ% g eﬁi&aﬁﬁgg%%? %g%%giﬁgg\% {l%rllaﬁu%ﬁgﬁg@t hese
address r angmmdtth]mqblaiamemmg mheauthanzqdo edestoncigel proampionehlldsetegrespigdesdown
by PDP 160 to t Poi nt ldentification Table 252 utilizing COPS
or ot her BT?B?‘ E@ﬁﬁq-pn 8P%ing to one enbodi nent, Edge Point I|dentif
cation Table 286 may be defined as follows: End Point Identificati on TabI e

pol i cy 1 5&2‘%?5&2&5@%@4&%@@ iy i SPRETe T P ik grEAPT SRS ce
Recei ver A Qﬁé&féd&dae EF Ciﬁfh%s %@wﬁ?ﬁtamrﬁﬁl ¥&d1UEB4h N B84DS Q@EMEdl&ﬁCJﬂﬂ@l
address ty e as eflne in [[M Daniele et al., "Textual

Convent i ortdodkdi82 inprmdtorsethe aesidabitiky Qﬁfdeﬁoé@g%@ﬂ the dpwnstergay link for each Intserv class
using virtual resource pools 184. Thus, admission control block 182 grants reservation requests

when sufficient available bandwidth is available in the virtual pool associated with the requested
Intserv class and otherwise denies the reservation request. Admission control block 182 reduces
the available resources in a virtual pool by the amount requested by each successful reservation,
and increases the reservable resources in a virtﬁal pool by the amount of resources freed upon
termination of a flow. Importantly, the number of virtual pools, the bandwidth allocated to each
virtual pool 184, and the mapping between the virtual pools and Diffserv classes are not fixed,
but are instead expressed as policies that are installed at ER-TX 150 (and other network
elements) by a PDP 160. Utilizing Common Open Policy Service (COPS) or other protocol,
such policies may be pushed onto network elements by PDP . 160 or pulled from PDP 160 by a

network element, for example, in response to receipf of an RSVP RESV message.

[49] PDP 160a configures the mapping between Intserv classes and Diffserv classes (and
DSCPs) on IS-DS IWF configuration block 186 (e.g., GS to DSCP 100011, CL to DSCP



Obj ect Type: |INET Address Type as defined by RFC 2851 Recei ver Addr
Description: The I P address for the Session (bject Destination Address to
mat ch Comexb2/0fyge: | NET Address as defined by RFC 2851 ReBE€TA/802A8d3Vhsk
Description: the length of the mask for matching the | NET Address Object
Type: unsigned 32 [(i3] Pool Usage Feedback Table 23$8 contains entries that
specify the current resources consuned by Intserv flows. This PRC table,
which is used by PDP 160 to determ ne When to conpl ete provisioning an
operator-initiated capacity update, may.jgn an exenpl ary enbodi ment be
defined as foll ows: WO 02/ 075577 -24 Pool Usage Feedback Tabl e

PCT/ US02/ 08634 Usage Feedback Prid Description: unique identifier of the
-Virtual Pool Usage Feedback entry. Object Type: Instance Id. (unsigned 32)
Pool Prid Description: value of the instance ID of the specific

AdnCt | Vi T t graoPDO! 1SEmS TWEL dbabigua g biosk d86 Glliaytnlsfmgrecéim eatfighypiens fromsR§VRd 32

R AbsRat el nUse De
esour ces. PSS 0. Fsagd 1BGR Aas SPrREUBLISel PO VR Es R 86 ST HE AV
rate capa BVIS{'OH@& Opﬁ[&éf cR&siASS108! 1c913/203%d]1'1§59kér905 bgin Eﬁfﬁo@@@OM%&ﬁl‘n@&v

control assocl at et a given egress boundary router
( BR-RX) . Tfm ﬂa@onmbinplemytabensd9a¢k¢edass:ﬁeaﬂ0ém1gpla2(3ﬂ end pwtkier A8 mayde

foll ows: Bou source Poo Bound
Tabl eBound’é‘ng ?ﬁﬁ‘?éﬁ%‘%ﬁeﬁ?t%fa gbotr& Ohe.‘s auﬁ%f‘giﬁrz) |gﬁ€ %ﬁli)%‘}#aét? oy FESA t val
Pool USageAﬁﬁﬁQﬁ&?Spe@ﬂic'Iﬁtegue'a@irc'ﬁ)'[tﬂﬂsm)mstance ld. (unsigned 32)

[50] In accordance with this provisioning, packets within each Intserv flow, whose service
class is indicated by an Intserv 5-tuple, are classified and marked by packet classifier 202 and
marker 206 with the appropriate DSCP of the aggregate Diffserv class (e.g., with one of the 16
code points (Pool 2 xxxx11) reserved for experimental or local use). In this manner, Intserv
flows having enhanced QoS are aggregated into preferential Diffserv classes. Because the
embodiment shown in Figure 5 reflects Case 1 from Table I, a separate logical queue 212 is
provided on port 210 for each supported Intserv class (GS and CL) in addition to the logical
queues assigned to other Diffserv classes (e.g., the Expedited Forwarding (EF), Assured
Forwarding (AF) and default Best Effort (BE) classes). Scheduler 214 then provides the
appropriate QoS to the packets within each lo gical queue 212 by scheduling packet transmission
from logical dueues 212 in accordance with scheduler weights aésigned tb each logical queue

212 by PDP 160a.

[51] Because the illustrated embodiment of ER-TX 150 is managed by the network service
provider, ER-TX 150 can be trusted by the network service provider to correctly mark packets
with DSCPs so that no “theft”” of QoS occurs. In alternative embodiments in which ER-TX is
not managed by the network service provider, PDP server 160a may provide the Diffserv
classification policies to BR-TX 152 instead of ER-TX 150. It should also be noted that core
routers of Diffserv network 154 need not implement éeparate Diffserv queues for Intserv flows,

even if separate queves are implemented on edge and boundary routers.



Boundar yLogi cal Interface Nane Description: identifies the adj acent
boundary router and resource pool that governs that capacity of the |ocal
virtual paoi27sssoci ated with this entry in the Adm ssi onBET/URG2/08634Poo0l

Tabl e Obj ect Type: SNWP string ResourcePool MaxAbsRate Descri ption: maxi num
absolute rate in kilobits that may be allocated to I ntServ sessions defined
by the AdnCtlIntSrvCd ass. The sum of ER -RX upstreamvirhzal pools is not
to exceed the ResourcePool MaxAbsRate for the associ ated

Boundaryl nt erfaceName. Object Type: Unsigped-~32 WO 02/ 075577 -25~ V:

Net wor k Configurati on PCT/US02/0863:1 [65] Wth reference now to Figures
8A-8C, a nunber of network diagrans are depicted, which together illustrate
-pr eferred techniques by which PDP 160b configures and installs policies on
BR-RX 156 and ER-RX 158. The illustrated functions nmay be inplenented, for
exanpl e, tfmpugRefelithg@oact Figire b)thé?Dreibishatfedamwnt dgiledblook dimgruagef BRORDar e
*292. I n each fi 8_1[.“’6 it 1s assuned that conmunication betc\/(veen P([JP 1q0b and
routers 156 aggR-R¥% dfincacerrdincr mith apyefoned implemspiaim otCaspd gf dapls I As
under st 0o dﬁl&@@{iqo‘%fﬁ-ﬁ 958 mﬁpﬁﬁ-é@@!sdﬁﬁav% TRl eURA cohtPdl HlaibI1H6R, PIBa and data
specifically 1llustrates PDP 160b synchroni zing virtual pool capacities on
ERRX 158 wplanesDiSbbsti8b. | Cgitwhplaogd68a bEBRYR 1148 ivem ghangst Inserv ¢anireigplane

service initjalizapi As adicat ed refer ak 3 fi: Fi 8A,
= Net vor k MehRimerehel Soa btV AP RR A eFlo B S Rt Rl B BB O,
capaci ty felocla 1822H0 188, and &1 edg¥poiil i@entidichiticigalsie 282 aml upstidatradirtaA poain 250 by
response, PDP. 160b pushes the confi gfurati on of Intserv vi rtgﬁ{{ (o]

capaci t i esWBich gdwisipnrrontiel Wogks HZGRAToERE BPFsAAdnigFon gopirl- '98%@5@(’ bkg

i s shown) [ f b i r bf 7196 ko tk tHeD4.
For exanpl ée(%mira?\t’ ?arlsg%\é%gs}ef:‘f‘gddﬁhgln%%& gn%{g?@éégﬁ%a%%%g n%{f}sheis 1t9 ﬁe vtiﬁgrfhtoggil pool
capaci ty fompmetts ofidate plane | 36dsars gppfiguretibsh)DP@60b.at i nterface | . mn. b/ 30
onto ER-RX 158 with a nmessage allocating 10 negabits to the Intseiv GS
class and 25 negabits to the Intserv CL class. If the configuration is
successf ul {58] i n@iclid eshiohphit R38alGER-BX R3S, P3P 160l inetsllapdliviearby which local

acknow edgenent (A . nessage, .as shown at reference nuneral .304. PDP
PTG | AR N SR e s e R SRR A R R
conf i gur at jQin&f rebrviisdis otiBbesd QaRd1cwahaduldeiioMEPTIINtIS)b aixt-0ls BiRefpe psift

BR-RX 156 also returns an ACK 308 to PDP 160b if the configuration is,
successf ul idgntification tabta252 thatjspecifies Rngye e rprges of dastingtion B pddresses for which

pool capacigi | RslE SRk
acknow edggfr%slﬁ};:é I?Wreg gi%ﬁg&ﬁégrggté £ g%s’l@g%% g?gﬁgilgg%lse% ' s'g% m@%@aﬁg
message t oemhanetdwQok flopefoatvdich the chstarser Bagranted adrointsirgiivecparpissiogrint palicy
Services virtu ool .on ER ony :oL M | ar | i f. 1. . c :
wei ght s) Ccé%n%r(??i %82 a«?rrr%s 100 F%nar>8<1 Er/)égg%%ige pI)m{ ﬂ@m&}éﬁﬁ'&%bl@ ng ) &?&‘H‘LEJ
- if ER-RX 158 is the receiving edge router for the requested flow. If not, ER-RX 158 performs

only conventional downstream admission control. However, if edge point identification table
252 indicates that ER-RX 158 is the receiving edge router for the requested flow, admission
control block 182 performs upstream admission control by reference to the upstream virtual pool
capacities allocated by PDP 160b to each Intserv class within virtual pools 250. As described
generally above, each virtual pool 250a, 250b is utilized by admission control block 182 to
‘ascertain the availability of sufficient bandwidth for a reques ted flow of a particular Intserv class
on the upstream link between ER-RX 158 and BR-TX 152. As indicated at reference numeral
252, PDP 160b obtains periodic or solicited feedback rega.rding virtual pool usage on ER-RX
158 and dynamically coordinates any operator-initiated adjustments to the capacities of the

virtual pools with updates to the logical queue(s) and scheduler weight(s) implemented in the



-26 PCT/ US02/08G34 on BR-RX 156, BR-RX 156 returns an NACK to PDP 160b. il
response, PDP 160b transmts a nessage to ER-RX 158 to rel ease the

conf i gur wto 078877t he virtual pools and may al so send a waP@Tl/b§02M86Hage to a
network operator stating: "Fail to configure Queue and Schedul er on BR XX
[68] It should be noted that PDP 160b may not directly conmmunicate with
network el enments, such as BR-RX 156 and ER-RX 158, but may i nstead

comuni cat e t hrough ot her network el ements. For exanpl e, nessages between
PDP 160b and BR-RX 156 may be communi catggl through ER-RX 158. [69]
Attention is now turned to a scenario in which a service update (i.e., an

i ncrease or decrease in subscribed Intserv capacity) is perfornmed for an
~existing network service custonmer. |ncreasing or decreasing the BR-RX
capacity when the currently reserved bandwi dth is bel ow t he new subscri bed
capaci ty i gat# phine ab @héure thaR ikt hitee dandwdtausmalliatitiesd Halpsscihty tieacperator-
accommodat e all ongojng custoner traffic, meaning no service inpact will be
observed. $RSadigdrapagittr easi ng the BR-RX capacity when the currently
reserved bandwidth is greater than the newy requested capacity requires
coordi nati on anong PDP 160b, BR-RX 156, and ER-RX 158, as descri bed bel ow
With respe[ﬁ4|toRFﬁegmgexo®Bo tl@G?dﬁ]taplnnFldg@mnSBSSbWéEWnﬁﬁ thayl b impiemanged

fi t f
econt 0 g1 L LS SLASARAC O O OB SREAT 008
Eém&alsgzai’h@% T hdiron 1“8‘ T BB o 188 Coupal s each e
- m ssjon contro oc 0 ach new
vi rt ual pompu@&ﬁe?@pﬂlﬁ‘”@&? Glassifiar 222+ A0 OB Ry LRAT wb@é{ U8 &P lgplatggff)gﬁsp{vwhy 8% ved

Wi thin eachqpbg madnda%eﬁeduie} 214560l § WorWafdinPhinARA 23DARAG KLU frcHi the
greater than the ambunt of resources currently reserved fromeach virtual

pool , admi wubpprwnhq: approprintk phgivabhuders RIS 08 guipkbpat 248 3n pererdanes Witk thool
capacity va t het 8

pop 1600 . pmpat PR R e er 33, ANaLIRE AR 2 SRR Al 0
t he anount a@fcoﬁﬁlgu’rﬁﬂiyl BDP ds6b vied cdicﬁémane(t amnnadcmeﬂ@cuhe coﬂ/ﬂQuﬁaﬂoﬁBﬁﬁﬁsﬁearﬂ?
PCT/ US02/ 08G34 control bl ock 182 of s, the W ca

val ues) wi [SsE¥ vishak paols P goptrel Rigng a0 Ekiﬁ'?é g th?‘FPF BFHil'i%’Z‘teé]f
ER- RX 158 ga6&inent Qladifitr Qﬁ%rcﬁﬁﬁ%ﬁ&ﬁtofldéﬂﬁfﬁ)aﬁkétﬁ bélbngdif®lo th@se‘pﬁﬂaﬁ:mlﬁf@ew
update is to be perfor med until e anount of reserved resources falls

bel ow t he plesees inte iydtichbuserc spfliq esp. agerrsated.niich dhe podepts Bk eash dadtsery) ¢lasse| ow
the new vi ptyal 000l v6 Mﬁ}égrp%‘lpé i%ﬁbé?@edqgfgpﬁpaslte ﬁly@ﬁkl c%é@esoiu@ﬁh@éc&%?s

overwites tphmm virtual po capacity va e new val ue(s), and
acknow edgesi G cepeancentpit potte24ie RDPi k60 also padigumpmctlgdmg weight Me‘hiéfnm ng

ACK 324 PDP_ 160 I
o0 K SRR R TP ydef Y PR, 8T SR 8 IR GRS
response teap%i&eBBrﬂERFlm 1530Wwith tishesougeeepon] capmﬁitgmcmdtecbbﬁnuawobapadnmwndr

ht to. BR- d at | 326., Aft
Sucoesel ul Seiebian e e St RETER N6 Srsnier henRavR SOl aascy de e
wei ght (s), e%e%éé&ueﬂ%blﬁi‘& g&l%a@t %8 tTRusPRP ekfehbe, ER R pbfforMk upstream

alternative enbodi nent, Ob determ nes when to performa virtual pool
capacity updmisgon psirehes %)PTOEQfQR)BRlBé( In this enbodi nent, PDP 160b solicits
reports of or progranms periodic unsolicited reporting by ER- RX 158 of the
ciu~rently reserved Intserv bandwidth. If the cun~ently reserved bandw dth
is greater [55}]1anMabpngnénffemmphxtéechlsqswbﬁépadttdWrtudi(poolk@;d Dm‘%em@)blepmgwna

policy to ER.,RX 138 stQ ng newre rvati ons e reser
bandw dt . FOBEIES3ARd PSR ALy MR T iEr e gL Recrk sl el
nmessagi ng, DRERrA&{Be. By pridstsVing the AlstiedticbefmRBeiRhtstbBclhdias oventit Diffdes, felvdR 158
to send a single unsoI|C|ted report to PDP 160b_only_ after_the reserveg1

bandwi dt hin 83 mymet, Gafferemdratidotipan teed-+ YoIP) Midealpandslertemafencas bg eraids
ER- RX 158 %ﬁ%hﬂ%gbgﬁtf e&t&g é’fers&HEéD%’)laﬁxﬁ%%fs lllﬁéds eﬁxwmdaw&ela dbSvd, ess

t han. t he ne Irtua capacity, pus es-the new I ntserv vi rtual
pool pol i cyomeaton aHRoRrd &8 aasetvipe) pesder metvork measp ehetnalivelie e suplementsd in
gueues and weights to BR-RX 156 in the manner described above.




WO 02/ 075577 -2& PCT/ US02/ 08634 [73] If PDP 160b fails to successfully
update either ER-RX 158 or BR-RX 156, PDP 160b may roll back to the old
virtual pend2ospaciti es and queue and schedul er wei ght coP§T/Y6248p3n.
Additionally, PDP 160b may send warni ng nessages to the network operator to
describe the reason of the failure (e.g., "Failure to configure the updated
I ntegrated Services virtual pool capacity on ER XX!'" or "Failure to
configure the update d schedul er weight on BR XX! "). [74] To prevent a PDP
(e.qg., PDP server 160b) from becom ng a-g9-ngl e point of failure, a backup
PDP may be utilized for one or nore primary PDPs. In the event that a
primary PDP fails, the Intserv service control may be switche d to the
«backup PDP, and each ER-RX controlled by the prinmary PDP nay report its
current reservation state to the backup PDP. However, each ER-RX shoul d

st op accephdcdffiafiéawitieSasey dAtlahdBS Toritviplentidne Casei X infteddoftCase baAtk-TX FIDRAndER -

conpleted. After the_primry PDP is restored,. the up PDP firs
synchroni zB& @&f“é’%ﬁgﬁeﬁggw‘iﬂﬁ]ﬁﬁ '?‘gﬁnﬁﬂd’of’ 8’?‘?“?@3@&?{@”35 Seﬁl’-?—“éiﬁRt g%
SWi t ch backsg shdtB¥e R 1356y coigumedi it a SHEIE §1Wrét91_o§@§lkq#b@e £0h ehelhr 1B MniX?,

each ER-RX synchronizes its reservation state with t gp(f)rlrrary PDP. [75] In
the event elpssgs.fAlteraatively, orimplRmentCassdtli BRY- BhdShadER-Be bifarpganfigyeed with

used to di . j R.
Upon succeS ot vl Bt b BREPS (FLAR A PG w G MR AdE S BB
BR-RX | 56 §ueuedbranslapleintsdvicfasesy queues all ocated to Intserv traffic for
the failed ER-RX or push policies to all downstream ER-RXs of a failed
BR-R~ to rel ease the configured virtual pools) for the failed BR -RX. [76]

Referring t B sFhYBERSIEd thhRY fov Spédifidisetw aikednBdur A BT casitio]l pleRB AR of N W
hich an NVM5 or network service provider operator |rec‘tal;é alter s the

conf i gur at igapbhe IR REBR-EX A 53 inTeeniredin uepigh prVidssnisrerdQaS B partipuias dewhs e

to the upd . BR- GriQioh d P -Qpla, n ;
cont ai ned ?Itn Stﬁ?g\?lag%%%atl oltr?,h cllgﬁc.’l }Jfg%é p I?(;swésﬁgangg% Iﬁgirlg% F%Sﬁ%ué e'itt}ée
f rom BRRX d&€nst@amilindtiof BReTXal52rlef snificeat bandsidih t@s@pork gech ddarittecienhdugridct ed

at referengce,nuner 344, .pushes the new confi tign of virtual, pool
capaci ti es&8ﬁt% Wa?‘?d thy ?’8%&‘12%"3‘]%%5‘?&?18)”3 ?oo?mwli{l%ﬁﬂ%% aﬁﬁg WT@%&?@&E&}?XW) .
WO 02/ 07551521 £Bievbs theesnmbdied Qps.PCT/ US02/ 08634 (77] As has been descri bed,
t he present invention provides a scalable I P network nodel that provides
end-to-end QoS for selected flows by inplenenting edge-based Intserv over a
Di ffseiv depai nppphe network nodel supports a nunber of functions,

i ncl udi ng per -?I ow adm ssion control utilizing Tntserv RSVP processing
only at th&TCPEWtigeferanat moveto Figurs Tithege i@dgléﬂﬁ%@hi%ﬂ@@bbl@?k diagrained a server
upstream aqm.SSLO I (VA rqQu ol,ha .
resource ngér% e’?rreéks?e%gtrtllg??snﬁ%{: R% %%é%t%l o# Qg)f[ﬁgg% V\nﬁd{uﬁgﬁdg g%eh’lnﬁf %ﬁ)‘i’n%fj[e?%%
bet ween t hembedimient afthelpoesentanwention tRDP a6Qlinckedes onk ngmetgeoqesnotse? 62ppupled by

managenent . spite introducin dditional functionali.t he net wor k nodel
of ¢ e or o ERALERH AR5 F SoreR sRSvup TR Wokh oy RRgeriie teadS «EsRGeP

Di ffserv npRghs, read¢hiy Rembly (ROMY mighdtie\id| Sticsl dikiand/ ordied starsgetechnolopy.y
and managenent | nformation bases. The network nodel of the present

i nvent i on AiyaEssHbESIER J08pRvdecHoage forlala (@ iphlee 28 MY 2nt insugtions (e.g.
standardi z 7 i i

i npl enent at? tl%o %%g%&h%?%?}§5@%ﬁgﬁg@g%‘%ﬁ? 562 ?&ﬁ%ﬁ%ﬁ%@%ﬁ(ﬁl?ﬁl&n? |d (t)on
have been tetdlrani deteriior agtwiotk ifivies d Al conpled &t iptetcontest 264 agaythevase joemere

presented b .of ~.exanmpl e onl and not. limtatian. and
scope of tﬁéu%%écseérg?‘g't %gﬁp?xgr?%g/%gaaﬂ%l[p rI’-,:Hnlgidtreﬁv i dzi@grzdn?/&egc? "?‘#g%g (t)l(/e
descri bed axasml(@gyaeipleg 2T bswellabh comtuhitation ideffacec2ldahtopgh whivh comghatac e
with the following clainms and their equivalents, For ex l%p lagﬁth(()iu% t he
present i nSEtHER 360 wmay copannigate wathinetw otk deviesedrchat wupers Rl 1520156 and T60.

i npl enment ati ons enpl oyi ng Resource Reservation Protocol (RSVP) and I nternet
Protocol (IP), it should be appreciated the present invention has
applicability to other conmuni cation protocols, including Session
Initiation Protocol (SIP) and I TU H 323, which may be used to perform

adm ssion control by the selective adm ssion or denial of an enhanced QS
fl ow based upon policy and avail abl e resources. Mreover, although the pr
esent invention has been described with respect to various hardware

el ements that performvarious functions in order to achieve end-to- end QS
for selected network flows, it should be understood that such functions can
be realized through the execution of progr amcode enbodied in a WO

02/ 0p577 -so




PCT/ US02108634 conput er-readabl e nedium The term "conputer-readabl e

medi unt as used herein refers to any nediumthat participates in providing
I nst ruct wane/d7es/a data processing system for execution. SRCHU&2M8034um may
take many forms, including but not limted to non -volatile nmedia, volatile
medi a, and transm ssion nedi a. WO 02/ 075577 -31 CLAI M5 What is clainmed
Is: 1. Arouter, conprising: PCT/US02/ 08634 a data plane having an input
port connectable to an upstreamlink arid an output port connectable to a
downstream | i nk and an admi ssi on controlagunction that, responsive to a
request to reserve resources for a flow through said data plane, perforns
adm ssion control for both the upstreamlink and the downstream|ink. 2.
-The nuter of Caiml1, wherein said adm ssion control function includes
means for determ ning whether said router is an edge router of a network,
and wher ei Fgpai Tb eulifigtiand istilpolidiedunaoktesel0o1 56 16linittesnamerdestribed above, t he

“upstream link_only in response to a deternjinati t | d '
edge rout egach BpP tlﬁgpﬁf‘?ﬁ}?lyg.npl?ﬁ‘émfBH‘E‘E‘P“@& %?Gé':lﬁ?rﬁ‘?&g%@g@ ﬁblésg\? iy té%sga%]or
det er m ni ngLWARINS6S SA duf tpfe%i{éafenib%dﬁ%n?,@ﬂe%e PRULREled iAEIuENS a0 AETREbR €S

means for corfparing a destination address of the flow with an address
assi gned tGorthrd Viiead Pool Table 280, Intserv Capacity Table 282, Intserv-to-Diffserv Interworking

Function Table 284, Edge Point Identification Table 286, Pool Usage Feedback Table 288, and
Boundary Resource Pool Table 290.

[59] Admission Control Virtual Pool Table 280 determines the capacities of the virtual pools
on edge routers 150, 158 that are utilized to perform admission control for various Intserv
classes. In Admission Control Virtual Pool Table 280, the sum of the capacities assigned to the
virtual pools associated with all Intserv classes is set to be less than the data plane gueue capacity
of the associated boundary router to ensure that the requested QoS of each admiited flow can'be
achieved in the data plane. The table further specifies whether the admission control will accept
reservations and the logical interface name of the boundary router associated an edge router. In

an exemplary embodiment, Admission Control Virtual Pool Table 280 may be defined as

follows:

AdmCtlVirtualPoolTable

Logical Interface Name
Description: This SNMP string identifies the logical interface associated
with the AdmCtlVirtualPool entry.
Object Type: SNMP string

Direction
Description: This attribute indicates the relationship of the traffic stream
to the interface as either (1) inbound or (2) outbound. This attribute is
used in combination with the BoundaryLogicallnterfaceName to
differentiate ER-RX virtual resource pools and ER-TX virtual resource
pools. An ER-RX upstream virtual resource pool has an inbound
Direction and non-empty BoundaryLogicallnterfaceName. An ER-TX
downstream virtual resource pool has an outbound Direction and a non -
empty BoundaryLogicalInterfaceName attribute. An ER-RX downstream
virtual resource pool has an outbound Direction and an empty
BoundaryLogicallnterfaceName attribute.




4. The router of Caim2, wherein said neans for determ ning whether said
router is an edge router for the flow conprises neans for interrogating a
dat a strwarowessizhat specifies one or nore destinati on addP@EEEE®R/BEX wWhi ch
the router is the edge router. 5. The router of daim1l, and fiu ther
conprising a policy control that determ nes whether a source of the flowis
aut hori zed to request resource reservation. 6. The router of Caiml1, and
further conprising a Resource Reservation Protocol (RSVP) function in
conmuni cation with said adm ssion contrgly-function, wherein said RSVP
function receives said request and provides said request to said adm ssion
control function. WD 02/ 075577 -32 PCT/ DS02/ 08634 7. The router of Claim
-1, and fiu~ther conprising one or nore resource pools for the upstream

|l i nk, wherein said adm ssion control function per forns adm ssion control
for said upstrednsShiOiesby reference to resource availability within said
‘one or nore Tesour ceDREHptonSrhidbie sthibig Ricefes Bk Ritsdrv clawhe cRisses 8t khvene or
hore resource pools eashckddioeaes by asR1LEI6R conar] IidRi thistwirthd]l paoll especti ve
associ ated D fferent (piLdTagr yitges service class. 9. A network system

corrpLi sing: a fir stfroEt Ean@ayédqgoagrgeg&geqw port; an'upstreamli n!< coupl ed
to the output port of thed LSt .h ?c%s(Z? second routes, including: a data
Qine & to ' the upstream!link and an out put
Kk

pl ane havi ng an input porkuﬁ
port connectable to a do r?@m ; and an adm ssion control function
t hat , responsivev.to 8 rsé@%%% 0 reserve resources

irtualPool sRate

Description: the maximum absolute rate in kilobits that this pool may
allocate to Intserv sessions defined by the AdmCtlIntSrvClass. The sum
of ER-RX upstream virtual resource pools is not to exceed the
ResourcePoolMaxAbsRate for the associated BoundaryInterfaceName.
Object Type: Unsigned 32

BoundaryLogicallnterfaceName
Description: identifies the adjacent boun dary router and resource pool that
governs the capacity of the local virtual pool defined by this entry. An
empty attribute signifies that the VirtualPoolMaxAbsRate is governed by
alocal ResourcePoolMaxAbsRate defined for the LogicallnterfaceName
of this entry. ‘A non-empty attribute indicates that a remote virtual pool
capacity defined for this BoundaryLogicallnterfaceName governs the
value of the VirtualPoolMaxAbsRate of this entry.
Object Type: SNMP string

AcceptReservations

" Description: This value indicates whether Admission Control will attempt

to process RSVP RESV requests. A value of 0 indicates that reservations
are not to be processed. A value of 1 indicates reservations are to be
processed.
Object Type: Unsigned 32

[60] Intserv Capacity Table 282 defines the data plane data rate capacity allocated to Intserv
classes in terms of both Diffserv queue weights and shaper parameters. These rate capacities are
also associated by the table with one or more edge router virtual pools. This Policy Rule Class,
according to one pfeferred embodiment, is contained in the Differentiated Services Policy
Information Base (PIB).




for a flow through said data plane, perfornms adm ssion control for both the
upstream |l ink and the downstream|ink. 10. The network system of Caim9,
wher ei n &) eb/@gsrssi on control function includes nmeans foPCT/ES&86H3M Ng

whet her said second routes is an edge routes of a network, and wherein said
adm ssion control block perforns adm ssion control for the upstreamlink
only in response to a determ nation that said second routes is an edge
routes for the flow 11. The network system of C aim 10, wherein said neans
for determ ning whether said second rout®s is an edge routes for the flow
conprises neans for conparing a destination address of the flow w th an
address assigned to the second routes. 12. The network system of C aim 10,
-wherein said neans for determ ning whether said second routes is an edge
routes for the flow conprises neans for interrogating a data structure WO

021 075577 (6P RekenSODiBBESIWMETRblesI3defineshaaribates mdéordﬂismormglbemecn
-addresses for which the second router_i s an eﬁg&srouter ]‘ghe net wo

syst em of thy RSWPProcess ia thewontel plageed Diffspry mdhe daipplpanes |T|]P§seaattp5 Pieg grecised r oI
that det erypdiesineh i elider SPHAREN kel 106 oblifil bkt 200 HBRLERSH ® dAGHEEBblIce

resource reservati on. net wor k syst of daim9, said second router
further comdmsk hgseav Reﬁ'mﬂm stz Drﬁserwoaplﬂvga the 6pproRBIPROB forcarlpAown In

comuni cat i h si on |
function raélg&o@‘eti‘e @%cfp F%gffe@’t sPﬁ?%gc pr o o‘\ﬁlllﬁ elgﬁglgc%é&& us%ﬁe@ gs ‘zag’.h% Iﬁﬁ %ﬁls% i on
control f unethlassésd AnEREmplaEWRibodBySit eﬁmmérvcloalbxffsew T9A Thbde28drislas folloes:

i ncl udi ng one or nore resource pools for the upstreamlink, wherein said
adm ssion control function perfornms adm ssion control for said upstream

i nk by 1 ef er engisehiol SRRUF ARteAYiidndFubdthoh Tblehi n sai d one or more resource
pools. 16. The netvvork systemof” C aim 15, wherein said one or nore

resource pools gaphqi hdicate resource availability in a respective

associ ated Di fferenthal 6o hisimheHRlohk 5hnffid ST thelPliIwkigolBehtypr K syst em of
Claim9, and furt herO gJIg eSO ﬁﬁsﬁ%m P@gyl der network having a
plurality of f'f“?ﬁntﬁoﬂ]‘tlaesg |nc udi ng sal irst router.
Description: The value of the Intserv Class associated with the attributes of
this specific interworking function entry. (It must have a corresponding bit
set in AdmCtlIntSrvClass)
Object Type: unsigned 32
IwfDSCP
Description: The value of the DSCP to assign the data steam for the session
with the Intserv class type matching the value of PktlwfIntSrvClass.
Object Type: integer value 0 - 63
IwfOutOfProfile
Description: This value indicates the policing behavior when the data
stream is out of profile. The profile can be defined by the associated
MeterTableEntry. A value of 1 indicates out-of -profile packets are to be
dropped. A value of 2 indicates out-of-profile packets are to be remarked
with the DSCP defined in IwfRemarkValue.
Object Type: Unsigned 32
IwfRemarkValue
Description: The value of the DSCP to remark an out-of-profile packet.
This value is only used if the IwfOutOfProfile is set to 2.
Object Type: Unsigned 32 value 0-63
IwfSchedulerPrid
Description: The value of the instance ID of the specific scheduler to be
used by data streams of the sessions with an Intserv class matching the
value of attribute IwflntSrvClass.
Object Type: Unsigned 32




18. The network systemof Claim~ 17, wherein said service provider network
conprises a Differentiated Services network and said request conprises a
Resour cewe®#7§377i on Prot ocol (RSVP) request to-~reserve rREHUSEHS6I40r. an
Integrated Services flow 19. The network systemof C aim 18, wherein said
first router conprises a data plane including a forwarding function and a
plurality of queues that each provide a different quality of service,
wherein said forwarding function switches packets of Integrated Services
flows into nultiple different ones of sazd plurality of queues for

transm ssion to said second router. 20. The network systemof Claim?9, and
further conprising: WO 02/ 075577 -34 the downstream | ink connected to
-said output port; and a customer network coupled to the downstream | i nk.
PCT/ US02/ 08634 21. A nethod of operating a routes having an input port
connected to an upstreamlink and an output port connected to a downstream

“1'i nk, sal g.. receivin request to re ve resources for
a flow thrl8 %@@&F@ gg{sf@ ifis It Table ase&iﬁ@ %‘é‘ﬁ‘i’ Pmkgesaﬁaéqr?ﬁs«?sefgrp‘gﬁleba@o

recei pt ofegs@jotiel RAUEShvinS el r&ifttt ?&smﬁﬂt&a&@%ﬁf#&a SIBE 260 i‘nmanpot h
the upstream|ink and the downstream | nmethod of O aim 21, "and

f lu-t her cwmpyibsi hqgmdféic@a}}ry nAdguthheﬁrols}m@ 18 en BR-RX 158 nsrfguns wistean f or
he T ow AHRSLER oA Tor RSk SlorRenl ol W 35153 A0 S8R Keleds eam

link only Tn YESponse Ioi s soan e ge
roister ch‘ESISfl‘(GNfOHth tl%BfallIb.ethjminbeﬂthesfe aﬁﬁmmages Thevauds foied shrifel £edgai Ng

conpri ses arl a destina addr es fl ow n addr.ess
assi gned tr8utg‘EE‘aY SRughed é‘ﬁ” &ﬂﬁg} g({) %r}%gﬁf OI%;Q{IQ?@} fration able 252

det emsN~nq,§iRNR’ COPS biNbifer gaﬁ&y rwot@co@lat Ac&;ralﬂgtw Bnd RAbo&iRREL fERS PHgt OF
nore destinati on addresses which the roister is an edge routes. 25. The

met hod of Idersifiention Table286mees defivaded Bilagsti npl enenting policy control by
determ ni ng whether a source of the flowis authorized to request resource
reservation. 26. The nethod of Claim 21, wherein said receiving conprises
recei ving a Res@und PeinRBietificdtionTableot ocol (RSVP) request for an Integrated
Services flow ' '
ReceiverDomainPrid
Description: unique identifier of an entry of this policy rule class
Object Type: Instance ID, a 32 bit unsigned integer.
ReceiverAddrType
Description: The enumeration value that specifies the address type as
defined in RFC 2851 [M. Daniele et al., “Textual Conventions for
Internet Network Addresses” Feb. 2000]
Object Type: INET Address Type as defined by RFC 2851
ReceiverAddr
Description; The IP address for the Session Object Destination Address
to match
Object Type; INET Address as defined by RFC 2851
ReceiverAddrMask _
Description: the length of the mask for matching the INET Address
Object Type: unsigned 32

[63] Pool Usage Feedback Table 288 contains eniries that specify the current resources
consumed by Intserv flows. This PRC table, which is used by PDP 160 to determine when to
complete provisioning an operator-initiated capacity update, may in an exemplary embodiment

be defined as follows:



27. The nmethod of C aim 21, wherein said roister maintains one or nore
resource pools for the upstreamlink, and wherein perform ng adm ssion
control W osedssi7upstream |ink conpri ses perform ng adm sBCBWSE86340! f or
said upstreamlink by reference to resource availability within said one or
nore resource pools. WD 02/ 075577 -35 PCT/ US02/ OSG3: ~ 28. The net hod of
Claim 27, wherein said one or nore resourcepools each indicate resource
availability in an associated Differentiated Services service class and
wherein perform ng adm ssion control conmp4-i ses determ ning resource
availability in a res our ce pool associated with a service class specified
by the request. 29. The nethod of C aim 21, wherein said edge roister
-conprises a downstream edge roi ster, and said nmethod further conprises
transmtting said request fromsaid downstream edge roister to an upstream
edge roister. 30. The nethod of Caim?29, wherein said transmtting
“conprises transmtting said request to said upstream edge roister wthout
perform ng adm ssion control at any intervening roister. 31. A program

product for operpldiigade FeRiibRTabiBVI Ng an input port connected to an
upstream | ink and an output port connected to a downstream|link, said

program product ﬁ?z{ﬁ?%édb S pig Conput er usabl e nmedium and a control program
i nci udi ng: i nst ruc 'Oﬂésc§ fon” BUSL0 Bl PRI Pob POBISKcAIROAHRS) (O
reserve resources forod flow throu s(alsclg e?la er ‘ont o Sai ownst ream
link; and instrug%%&%éjfﬁrygﬁdgfﬁggtﬂeu?o 3 i n response to receipt of
said request, to rm.adm ssjon _control f th th t | ink and

t he downstream | i nk. ?PnPtIOFhé(a];b‘Fé’ﬁrﬂ&‘iﬂ"gﬁaﬁ%ﬁjﬁ OE edpﬁflﬁmcgﬁqﬁnétgil(ﬁmﬁlgﬂ?lrol
program further conprf¥yibptusageitdeSPRYEEf or causing said roister to
det er ni ne whet her sai @biedilyper Unsigagd Fdge roister for the flow, wherein

sai d roister perRewomsedbsRatelndse control for the upstreamlink only in
response to a det er miBDesciiption: barrens sotel vableof ghe Intseryyesoytses woIs8&t er for the
flow. '

{64] Boundary Resource Pool Table 290 defines the total rate capacity that may be assigned
by PDP 160 to the various admission control virtual pools associated with a given egress
boundary router (BR-RX). This PRC table may be defined in an exemplary embodiment as

follows:

Boundary Resource Pool Table

BoundaryResourcePool TableBoundaryResourcePoolPrid
Description: unique identifier of the Virtual Pool Usage Feedback entry
Object Type: Instance Id. (unsigned 32) '

BoundaryLogical Interface Name
Description: identifies the adjacent boundary router and resource pool that
governs that capacity of the local virtual pools associated with this entry
in the AdmissionCtlVirtualPool Table
Object Type: SNMP string

ResourcePoolMaxAbsRate .
Description: maximum absolute rate in kilobits that may be allocated to
IntServ sessions defined by the AdmCtlIntSrvClass. The sum of ER -RX
upstream virtual pools is not to exceed the ResourcePoolMaxAbsRate for
the associated BoundaryInterfaceName. '
Object Type: Unsigned 32



33. The program product of C aim 32, wherein said instructions for causing
said roister to determ ne whether said roister is an edge roister conprise
i nstruct iwme2éms77conpari ng a destinati on address of the fPOWUMZ863h
address assigned to the roister. WO 02/ 075577 -3G PCT/ US02/ 08634 34. The
program product of Claim 32, wherein said instructions for causing said
router to determ ne whether said router is an edge router conprise
instructions for interrogating a data structure that specifies one or nore
destination addresses for which the roukgr is an edge router. 35. The
program product of C aim 31, and further conprising instructions for
causing said router to inplement policy control by determ ning whether a
-source of the flowis authorized to request resource reservation. 36. The
program product of Claim 31, wherein said instructions 'for causing said
router to receive a request conprise instructions for causing said nuter to
‘recei ve a Resource Reservation Protocol (RSVP) request for an Integrated
Servi ces fY:ow. Nepwork{eonSigdEMiam pr oduct of C aim 31, wherein said router
malntal ns gae. Qi MiE RPN EPFRANSARC, bnitRE b RARLI! diigradl dra RBIRA)
said instructions for causing sald router to performadm sSion control for
sai d upst reddch tdgather digstrate eprefased technigums HyowhchUuPhgl68hi apnfiguwesand sppdls f or m
adm ssion cqntrol _fo j { link . reference to resource

avai | abi | POYCNH PR P#é%f@‘%?ﬁ&%@ rﬂéﬁdﬁﬁ%ré‘%&%ﬂ‘%?"%“@.y faplsriated, for

product Ofex%?lemh?»oﬂgh N &HeBhtibn D DO 60 6f corbipBralies Mlahser Psfovase @02 hTn euwdhcat e
resource availability in an associated Differentiated Services,ser]%/c,{y%}%11

cl ass and fignes: iinasserner thalsqopasicatien beseenkiY 40k androntst 16 135 ipep

admi ssi on ?i‘ﬁ%h‘éofso'mﬁ&%ﬁ it éﬂ§+lﬁ%9%&?§oécp&1ap(ﬁﬁ§r 10t0 lcBe nid5He Chipfoyed.
avallabllfﬁy I'i @ résource pool associated wth g service class specified
by the request. 39. The program product of C aim 31, wherein said router

i d t d t - id tr ol . i
Coetr uot: dRg P dhels A ety ihes P10 188 SuE Bl v Flual bt ARl G BRERS oS
request f roxn S8y Eh DOMesE logR AN REGEHandMides oh BRWRXIP5X dieimgsasigeiniidalizaton. AS. A

boundary router, copprisin
y indicated at refgpencc nun%’eral 300 of Figure 8A, a Network Management System (NMS) may

initiate the configuration of Intserv capacity for a customer, for example, during service
initialization. Inresponse, PDP 160b pushes the configuration of Intserv virtual pool capacities
onto each network-managed edge router (of which only ER-RX 158 is shown) that is
downstream of a boundary router of Diffserv network 154. For example, in the depicted
embodiment, PDP 160b pushes the virtual pool capacity for each Intserv class supported by LP1
at interface 1.m.n.b/30 onto ER-R¥X 158 with a message allocating 10 megabits to the Intserv GS
.class and 25 megabits to the intserv CL class. If the configuration is successfully installed on
ER-RX 158, ER-RX 158 replies with an acknowledgement (ACK) message, as shown at
reference numeral 304, PDP 160b, as indicated at reference Illumeral 306, then pushes the
corresponding configuration of Diffserv queue(s) and scheduler weight(s) onto BR-RX 156.
BR-RX 156 also returns an ACK 308 to PDP 160b ifthe configuration is successfully in stalled.

[67] IfER-RX 158 fails to install the virtual pool capacitieé pushed down by PDP 160b, ER-
RX 158 returns a negative acknowledgement (NACK) to PDP 160b. PDP 160b accordingly
sends a warning message to a network operator, such as “Fail to configure In tegrated Services

virtual pool on ER XX!” Similarly, if the queue(s) and scheduler weight(s) cannot be installed



WO 02/ 075577 -37 PCT/US02/08G3: ~ a data plane that routes data packets,

sai d data plane having an input port connectable to a network core and an
out put pwuao2sstect abl e to a downstream link ; and a cont POI/UpM248634t hat ,
responsive to receipt of a request for resource reservation for a flow
through the data plane fromthe input port onto the downstreamlink,
transmts said request toward an upstreamrouter via the net<vork core

wi t hout perform ng adm ssion control for the downstreamlink. 41. The
boundary nuter of C aim 40, wherein saidyboundary router conprises a
Differentiated Services boundary router and wherein said request conprises
a Resource Reservation Protocol request requesting resources for an
-Integrated Services flow 42. The boundary router of C aim 40, wherein said
boundary router conprises a data plane including a forwarding function and

a plurality, BR-XE56 BR-RAt 156260ri2aAWALK o ’DK 1601 Th regpalse BDROI 60beravsmits a
‘wherein said forwarding function swtches packets of |Integrated erviges
B4 fred a

flows i nt omessags ol BR & torrelegrothe spniigurgion| of thy virtyal groof and gaysagio sen
transm ssi j 3 ffﬁuml nel dBR A
net wor k co?’gl;n%% %%?%Q%E%%wﬂr%ﬁgrﬁﬁ% uﬁagg‘%\%{ sai d r@%f%ﬁggél?&%% a
second bouK&aTy nuter having an input port and an output port, wherein said
i nput port is coupled to the Differentiated Services network core and said
out put port is connectable to a downstr eam|link, wherein each of said
first and pBoNH shUBHoYed Rt PEPS10dmMa baditechll amaminhiahtendtlinesvadlatlampate ket s

and a control plane, and wherein the control gc{ ane of, the sg&s&g boundary
?

router, resi8rsiRReRKo150md BR-FX 158, buf mast nptged coramgpmicare Hyg TG a
f1ow from g cbisr 56 RAMPRAYsshAURwdR PDPC1HB AR BRARKNEE Hay Bitiofimunicated
transmits Sald request to sard first boundary router w thout performng
adm ssi on thoeghdiR-R&138ai d downstream | i nk. 44. The boundary router of
Claim 43, wherein said boundary router conprises a data.plane including a
forwardi ng function and a plurality of queues that each provide a different
qual i ty of [69¢r viAaentiontie newrused do hacsaridiimgyhiding béroine spddte ies anciokesss af

I nt egrated Services fI_ovgls i nt o . . . .
decrease 1 subscribed Intserv capacity) is performed for an existing network service customer.

Increasing or decreasing the BR-RX capacity when the currently reserved bandwidth is below
the new subscribed capacity is a straightforward process because the new capacity can
accommodate all ongoing customer traffic, meaning no service impact will be observed.
However, decreasing the BR-RX capacity when the currently reserved bandwidth is greater than
the newly requested capacity requires coordination among PDP 160b, BR~RX 156, and ER-RX
158, as described below with respect to Figure 8B.

[70] In Figure 8B, the NMS may initiate the reconfiguration of Intserv capacity for an
existing network service customer, as depicted at reference numeral 320. Asshown atreference
numeral 322, PDP 160b installs the new virtual pool capacity value(s) on ER-RX 158.
Admission control block 182 of ER-RX 158 compares each new virtual pool capacity value with
the améunt of resources currently reserved within each virtual pool. If the new virtual pool
capacity value(s) are greater than the amount of resources currently reserved frorp each virtnal
pool, admission control block 182 of ER-RX 158 overwrites the virtual pool capacity value(s)
with the new value(s) and immediately sends an ACK 324 to PDP 160b. However, if 'the new

virtual pool capacity value(s) are less than the amount of currently reserved resources, admission



WO U2/ 075577 -3& PCT/ US02108634 nultiple different ones of said plurality
of queues for transm ssion on the downstream|link. 45. The network system
of C ai nw4B02/omesnei n said first and second boundary rout ePGI/UBII86He
Differentiated Services boundary routers and said request conprises a
Resource Reservation Protocol (RSVP) request requesting resources for an
Integrated Services flow. 46. The network system of C aim 43, wherein said
first boundary router has a control plane that, responsive to receipt of
said request, tr ansmts said request topan upstreamrouter w thout
perform ng adm ssion control. 47. A nethod, conprising: at a boundary r
outer of a network, receiving a request for resource reservation for a flow
-through the boundary router onto a downstreamlink; and transmtting said
request toward an upstreamrouter w thout perform ng adm ssion control for
sai d downstdmtirblocki82 48ER-RIE 168 tdvedtheine®@ apait Valva@syiwithoutheervatingrhesoldg

*sai d boundary router providin pl Lty.of different qualiti.es of,
service t oMl t‘A‘rdﬁP%“anﬁoéﬁ?lg’_ll%% @%NE@%& ﬁ?\/@_é’c?i’é%?q qpévdreﬁ%yatto% oyt rtrele am
link. 49. Tha0%hhRdh 6ldafcidoBe pdrforthanuatinhs ahbhnk StHe iAo hic&ERllfbelow the
Differentiated Services boundary router, and receiving said request

conpri ses nevwirtspinyobeaRasityu Pnee the saseryad Fespurrgsdalblaow (hRrRIow)virfualpedd gapacity,
requesting_.r l-Rt.e V1 . . - of
O ai'm 47, uRFEPRCEERLBl B o BRI AR ST il poll cor kO BRI G
rout er andtheaieth wabsl()cam schniviledges apceptmse afithe pew rvivaral poeldpacytynabieés) bysai d

;rgb{]g(rj_ f ;ﬁéFtn glrg a%?qr&l?jzlt tQ)glf:‘DI; ?&)%I.VI ng said request at the upstream boundary

[71] PDP.160b defers installation of new scheduler weight(s) on BR-RX 156 until PDP 160b
receives ACK 324 from ER-RX 158. In response to ACK 324, PDP 160b pushes queue
configuration(s) and scheduler weight(s) onto BR- RX 156, as illustrated at reference numeral
326. After successful installation of the new queue configuration(s) and scheduler weight(s),

BR-RX 156 returns an ACK 328 to PDP 160b.

[72] In an alternative embodiment, PDP 160b determines when to perform a virtual pool
capacity update instead of ER-RX 158. In this embodiment, PDP 160b solicits reports of or
programs periodic unsolicited reporting by ER-RX 158 of the currently reserved Intserv
bandwidth. If the currently reserved bandwidth is greater than the new capacity specified by the

NMS, PDP 160b pushes a policy to ER-RX 158 to stop accepting new reservations until the
reserved bandwidth is below the new capacity. To further reduce the amount of messaging, PDP
160b may push a policy on ER-RX 158 that instructs ER-RX 158 to send a single unsolicited
report to PDP 160b only after the reserved bandwi dth is less than the new capacity. Inresponse
to a message from ER-RX 158 indicating that the currently reserved Intserv bandwidth is less

than.the new virtual pool capacity, PDP 160b pushes the new Intserv virtual pool policy onto

ER-RX 158 and pushes the corresponding new scheduler queues and weights to BR-RX 156 in

the manner described above. -



I n response to recei pt of the request at the upstream boundary router,
transmtting said request toward an upstream edge router w thout performng
adm ssi oween7soly at sai d upstxeam WO 02/ 07s577 -39 bouRdBUBOYGSGIdEr .

PCT/ US02/ 08634 51. A program product for operating a router, said program
product conprising: a conputer usable nedium and a control program

I ncl udi ng: instructions for causing said router'to receive a request for
resour ce r eservation for a flow through the boundary router onto a
downstream | ink of the router; and instregtions for causing said router to
transmt said request toward an upstreamrouter w thout performng

adm ssion control for said downstream|ink. 52. The program product of
-Claim51, and further conprising instructions for causing said boundary
router to provide a plurality of different qualities of service to nmultiple

| nt egr at ed[/3pr VifggP 140mildRssubsreduliipdatecitlonERs tRX A58 bi BR-R¥356, HIP p60rgr am
“product of Caixn 51, wherein said router conprises a Differentiated .
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recei ve a Resourceé Reservation Protocol (RSVP) request requesting resources
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[74] To prevent a PDP (e.g., PDP server 160b) from becoming a single point of failure, a
backup PDP may be utilized for one or more primary PDPs. In the event that a primary PDP
fails, the Intserv service control may be switche d to the backup PDP, and each ER -RX controlled
by the primary PDP may repbrt its current reservation state to the backup PDP. However, each
ER-RX should stop accepting new reservations until the switch to the backup PDP is completed.
After the primary PDP is restored, the backup PDP first synchronizes state with the primary
PDP and then informs each ER-RX to switch back to the primary PDP. After switching back to
the primary PDP, each ER-RX synchronizes its reservation state with the primary PDP.

[75] In the event of a failed ER or BR, IP routing and RSVP refresh mességes are used to
discover a new route and reroute flows around the failed ER or BR. Upon successful rerouting,

PDP '160b may push a policy to the corresponding BR-RX 156 to release the Diffserv queues
allocated to Intserv traffic for the failed ER-RX or push policies to all downstream ER-RXs of a
failed BR-RX to release the configured virtual pool(s) for the failed BR -RX.

[76] Referring now to Figure 8C, thereis illustrated an exemplary scenario in w hich an NMS
or network service provider operator directly alters the configuration of queue(s) and scheduler

weight(s) on BR-RX 156. In response to the update, BR-RX 156 notifies PDP 160b of the
changes. If not contained in the notification, PDP. 160b pulls the configuration update from BR-
RX 156, as indicated at reference numeral 342, and then, as depicted at reference numeral 344,
pushes the new configuration of virtual pool capacities onto all affected ER-RX(s) (of which

only ER-RX 158 is shown).
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() - 910% ‘mg‘ ahd Tntdfet Protocol (IP), it should be appreciated the present invention has applicability to

other communication protocols, including Session Initiation Protocol (SIP) and ITU H.323,
which may be used to perform admission control by the selective admission or denial of an
enhanced QoS flow based upon policy and available resources. Moreover, although the present
invention has been described with respect to various hardware elements that perform various
functions in order to achieve end-to- end QoS for selected network flows, it should be understood

that such functions can be realized through the execution of program code embodied in a
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computer-readable medium. The term “computer-readable medium” as used herein refers to any
medium that participates in providing instructions to a data processing system for execution.
Such a medium may take many forms, including but not limited to non -volatile media, volatile

media, and transmission media.
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CLAIMS

What is claimed is:

1. A router, comprising:
_a data plane having an input port connectable to an upstream liﬁk and an output port
connectable to a downstream link and
~an admission control function that, responsive to a request to reserve resources fo ra flow
through said data plane, performs admission control for both the upstream link and the
downstream link.

2. The router of Claim 1, wherein said admission control function includes means for
determining whether said router is an edge router of a network, and wherein said admission
control block perfbnns admission control for the upstream link only in response to a

determination that said router is an edge router for the flow.

3. The router of Claim 2, wherein said means for determining whether sa id router is an edge-
router for the flow comprises means for comparing a destination address of the flow with an

address-assigned to the router.

4, The router of Claim 2, wherein said means for determining whether said router is an edge
router for the flow comprises means for interrogating a data structure that specifies one or more

destination addresses for which the router is the edge router.

5. The router of Claim 1, and further comprising a policy control that determines whether a

source of the flow is authorized to request resource reservation.

6. The router of Claim 1, and further comprising a Resource Reservation Protocol (RSVP)
- function in communication with said admission control function, wherein said RSVP function _

receives said request and provides said request to said admission control function.
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7. The router of Claim 1, and further comprising one or more resource pools for the
upstream link, wherein said admission control function performs admission control for said

upstream link by reference to resource availability within said one or more resource pools.

8. The router of Claim 7, wherein said one or more resource pools each indicate resource

availability in a respective associated Differentiated Services service class.

o. A network system, comprising:
a first router having an output port;
an upstream link coupled to the output port of the first router;
a second router, including:
a data plane having an input port connected to the upstream link and an output
port connectable to a downstream link ; and
an admission conirol function that, responsive to a request to reserve resources
for a flow thrbugh said data plane, performs admission control for both the upstream link

aﬁd the downstream link.

10. The network system of Claim 9, wherein said admission control function includes means
for determining whether said second router is an edge router of a network, and wherein said
admission control block performs admission control for the upstream link only in response to a

determination that said second router is an edge router for the flow.

11.  The network system of Claim 10, wherein said means for determining whether said
second router is an edge router for the flow comprises means for comparing a destination address

of the flow with an address assigned to the second router.

12.  The network system of Claim 10, wherein said means for determining whether said

second router is an edge router for the flow comprises means for interrogating a data structure
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15, The network system of Claim 9, said second router including one or more resource pools
for the upstream link, wherein said admission control function performs admission control for

said upstream link by reference to resource availability within said one or more resource pools.

16.  The network system of Claim 15, wherein said one or more resource pools each indicate

resource availability in a respective associated Differentiated Services service class.

17.  The network system of Claim 9, and further comprising a service provider network

having a plurality of first routers including said first router.

18.  The network system of Claim 17, wherein said service provider network comprises a
Differentiated Services network and said request comprises a Resource Reservation Protocol

(RSVP) request toreserve resources for, an Integrated Services flow.

19.  The network system of Claim 18, wherein said first router comprises a data plane
including a forwarding function and a plurality of queues that each provide a different quality of
service, wherein said forwarding function switches packets of Integrated Services flows into

multiple different ones of said plurality of queues for transmission to said second router.

20.  The network system of Claim 9, and further comprising:
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the downstream link connected to said output port; and

a customer network coupled to the downstream link. .

21. A method of operating a router having an input port connected to an upstream link and an
output port connected to a downstream link, said method coniprising: |

receiving a request to reserve resources for a flow through said router onto said
downstream link; and

in response to receipt of said request, said router performing admission control for both

the upstream link and the downstream link.

22. The method of Claim 21, and further comprising determining whether said router is an
edge router for the flow, wherein said router performs admission control for the upstreafn link

only in response to a determination that said router is an edge router for the flow.

23.  The method of Claim 22, wherein said'determining comprises compating a destination

address of the flow with an address assigned to the router.

24, The method of Claim 22, whefei_n said determining comprises interrogating a data

structure that specifies one or more destination addresses for which the router is an edge router.

25. © The method of Claim 21, and further comprising implementing policy control by

determining whether a source of the flow is authorized to request resource reservation.

26.  The method of Claim 21, wherein said receiving comprises receiving a Resource

Reservation Protocol (RSVP) request for an Integrated Services flow.

217. The method of Claim 21, wherein said router maintains one or more resource pools for
the upstream link, and wherein performing admission control for said upstream link comprises
performing admission control for said upstream link by reference to resource availability within

said one or more resource pools.
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28.  Themethod of Claim 27, wherein said one or more resource pools each indicate resource
availability in an associated Differentiated Services service class and wherein performing
admission contro} comprises determining resource availability in a res ource pool associated with

a service class specified by the request.

29.  Themethod of Claim 21, wherein said edge router comprises a downsiream edge router,
and said method further comprises transmitting said request from said downstream edge router to

an upstream edge router.

30.  Themethod of Claim 29, Wherein said transmitting comprises transmitting said request to

said upstream edge router without performing admission control at any intervening router.

31. A program product for operating a router having an input port connected to an upstream
link and an output port connected to a downstream link, said program product comprising:
a computer usable medium; and
a control program including;:
instructions for causing the router to receive a request to reserve resources for a
flow through said router onto said downstream link; and
instructions for causing the router, in response to receipt of said request, to

perform admission control for both the upstream link and the downstream link.

32. . The program product of Claim 31, said control program further comprising instructions
for causing said router to determine whether said router is an edge router for the flow, wherein
said router performs admission control for the upstream link only in response to a determination

that said router is an edge router for the flow.

33. The program prodﬁct of Claim 32, wherein said instructions for causing said router to
determine whether said router is an edge router comprise instructions for comparing a destination

address of the flow with an address assigned to the router.
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35. The program product of Claim 31, and further comprising instructions for causing said
router to implement policy control by determining whether a source of the flow is authorized to

request resource reservation.

36. The program product of Claim 31, wherein said instructions for causing said router to
receive a request comprise instructions for causing said router to receive a Resource Reservation

Protocol (RSVP) request for an Integrated Services flow.

37. The program product of Claim 31, wherein said router maintains one or more resource
pools for the upstream link, and wherein said instructioﬁs for causing said router to perform
admission control for said upstream link comprise instructions for causing said router to perform
admission control for said upstream link by reference to resource availability within said one or-

more resource pOOlS.

38. The program product of Claim 37, wherein said one or more resource pools each indicate
resource availability in an associated Differentiated Services service class and wherein said
instructions for causing said router to perform admission control comprise instructions for
determining resource availability in a resource pool associated with a service class specified by

the request.
39.  The program product of Claim 31, wherein said router comprises a downstream edge
router, and said controller further comprises instructions for causing said downstream edge

router to transmit said request from said downstream edge router to an upstream edge router.

40. A boundary router, comprising:
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downstream link.

41. The boundary router of Claim 40, wherein said boundary router comprises a
Differentiated Services boundary router and wherein said request comprises a Resource

Reservation Protocol request requesting resources for an Integrated Services flow.

42.  The boundary router of Claim 40, wherein said boundary router comprises a data plane
including a forwarding function and a plurality of queues that each provide a different quality of
service, wherein said forwarding function switches packets of Integrated Services flows into

multiple different ones of said plurality of queues for transmission on the downstream link.

43, A network system, comprising:

a network core;

a first boundary router coupled to said network core; and

a second boundary router having an input port and an output port, wherein said input port
is coupled to the Differentiated Services network core and said output port is connectable to a
downstream link, wherein each of said first and second boundary routers has a data plane that
routes data packets and a control plane, and wherein the control plane of the second boundary
router, responsive to receipt of a request for resource reservation for a flow from the first
‘boundary router to the second boundary router, transmits said request to said first boundary

router without performing admission control for said downstream link.

44.  The boundary router of Claim 43, wherein said boundary router comprises a data plane
including a forwarding function and a plurality of queues that each provide a different quality of

service, wherein said forwarding function switches packets of Integrated Services flows into
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that, responsive to receipt of said request, transmits said request to an upstream router without

performing admission control.

47. A method, comprising:
at a boundary router of a network, receiving a request for resource reservation for a flow
through the boundary router onto a downstream link; and
. transmitting said request toward an upstream router without performing admission

control for said downstream link.

48.  The method of Claim 47, and further comprising said boundary router providing a
plurality of different qualities of service to multiple Integrated Services flows destined for the

downstream link.

49.  The method of Claim 47, wherein said router comprises a Differentiated Services
boundary router, and receiving said request comprises receiving a Resource Reservation Protocol

(RSVP) request requesting resources for an Integrated Services flow.

50. The method of Claim 47, wherein said boundary router comprises a downstream
boundary router and-said upstream router comprises an upstream boundary router, said method
further comprising: |

receiving said request at the upstream boundary router; and

/
in response to receipt of the request at the upstream boundary router, transmitting said

request toward an upstream edge router without performing admission control at said upstream
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51. A program product for operating a router, said program product comprising:
a computer usable medium; and l
a control program, including: |
instructions for causing said router to receive a request for resource reservation
for a flow through the boundary router onto a downstream link of the router; and
instructions for causing said router to transmit said request toward an upstream

router without performing admission control for said downstream link.

- 52, The program product of Claim 51, and further comprising instructions for causing said
boundary router to provide a plurality of different qualities of service to multiple Integrated

Services flows destined for the downstream link.

53.  The program product of Claim 51, wherein said router comprises a Differentiated
Services boundary router, and said instructions for causing said router to receive said request
comprise instructions for causing said router to receive a Resource Reservation Protocol (RSVP)

request requesting resources for an Integrated Services flow.



