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AUTO- CONFI GURATI ON BACKGROUND OF THE | NVENTION: Field of the Invention:

[ 0001] Once the user has configured which call paths to nonitor, VOP

aut omat i cal W ZePP@811¢%s all the required | P SLA operati oS I/usp@bowdetig t ur ni ng
on the responder on the destination side. Wien these operations di sappear,
either due to their periodic expiration or due to a router reset, so the

servi ce recreatlds.lt Qe Ms INFE@EAY. Description of the Related Art:
INTERNET PROTOCOL SERVICE LEVEL AGREEMENT ROUTER

AUTO-CONFIGURATION

BACKGROUND OF THE INVENTION:

Field of the Invention:
[0601] Once the uvser has configured which call paths to monitor, VOIP

automatically creates all the required IP SLA operations, including turning
on the responder on the destination side. When these operations disappear,

either due to their periodic expiration or due to a router reset, so the service

recreates them as necessary.

Description of the Related Art:
[0002}In voice over internet protocol (VOIP), telephone communicaiions

are sampled, digitized, and transmitted over a data packet transmission

network over nodes in a distributed network to provide telephone

communications between the nodes. VOIP is becoming increasingly

popular due to improvements in performance and excess data transmission
bandwidth that allows VOIP communications at relatively low costs. A
complete description of VOIP communications are beyond the scope of the
present application, but more information regarding VOIP communications
can be founding in either ITU H.323, version 6 or IETF Session Initiation

Protocol, the subject matters of which are hereby incorporated by reference
in full,

[0063]In order to provide acceptable VOIP communications, the
connections between the various nodes in the distributed networks must be
configured. For example, the VOIP communications require sufficiently
high QoS to allow data transmission without significant delay or data loss to
avoid audio delay or audio loss. Typically, the communications between the
VOIP network nodes are defined by service level agreements that define the

default communication protocols between the nodes as needed, for example,



[ 0002] 1n voi ce over Internet protocol (VO P), tel ephone communications are
sanpled, digitized, and transmtted over a data packet transm ssion network
over nodes in a distributed network to provide tel ephone comruni cati ons

bet ween t h&YhJUEBSIAJO P i s beconi ng i ncreasi ngly popul BETHBRE0Y Y3693

i nprovenents in performance and excess data transm ssion bandw dth that
allows VO P communications at relatively |ow costs. A conplete description
of VO P conmuin gaitteinghadesitgdféoftlavhls. sidwpeedffor highddeS epmmumptatioas i on, but
nore information, regarding VOP.c ni cations can, be foundi i,n_either
"TUH 329, " vePetts oent, Phitgeet st IR MeRPire PRset e, Ohest B kafe ity
matters of whigeB e@membeikehonsl NThEREral 8 frvicel Drensatd Mdaul | deflROP3i 1 n
order to provide acceptable VO P comuni cations, the connections between
the various nbighQehbemecdinodes grumeetiorenswsk Smatibt fosd/ @Bhdaty liraagfersor

exanpl e, the Vi ications require sufficiently.high to all ow
data transm sl%ligog ‘\Sm&mgtb%&aﬁi ].nloggsn? 5‘8&ﬁ°§§“ ol?S%ga?Fém%{%ig sg{ro(%\%%i % hudi o
del ay or audi yQiipgsata thanefegal | y, the conmuni cati ons between the VO P network

nodes are defined by service | evel agreenents that define the default

comuni cati on_protocol s between the nodes as needed, for exanple, to
mai ntain the @Bgﬁrﬁmfﬁ%@q W@P%‘?m?%@t‘ﬁ"eeé’dhf:Hﬁfiﬁpbﬁo@ﬂr%%qm?@é‘t]b’ons needs

to be bal anc%nﬁ%ﬁi’e'ast EVEE SNGhIPRIORY GERGRL Jﬂiqr{' REAMALISDEANR B g, QS

conmuni cat i ons. erefore, the service agreenents i1deally define a high QS
bet ween nodesiccwmonksct {LoAINsjseckapl i nevidgy fromedhP dattmohnansti ermdbut a | ow
QS between ngdes connection used primarily for qQther, non VO P data
transfers. [Q(}ma?uerﬂﬁseonm@gég%ﬁmrﬁ%ﬁgg%%%%@ 4 IARONRHS R3BESSRodes ar e
each manual ly configured. Even a small VO P network may include several

| ocal area ngpyes)RHe b o ﬁﬁ@@l’ht Havitsd iRpoRaAUS VOIRISAMastegpaedes.
Consequent | vy, conflbgurl ng the nunmerous nodes can be a | aborious process.

[ 0005] The abhdlirgubleshppppiane tFpighily tve ohpbe tmast dlfigdinpagsdatyat | y

support and troubl i.n r jcally. f : i ffi t parts
about runni n??lﬁm%}@%ﬁgf)} é’ﬁ%ﬁ@%?‘ I% w&%w%%%%m éﬁjbe B E}%%:i pate the
i npact of | ogF N@sihRatha dhiticalir afoute@Ube lswitchs Writle ihe WOIP thefiyBdthd raffic

being rerouted in response to this change. Conventional VO P nonitoring
t ool s noni t oFerauigBtinGeEIPONse Bt Hpdichtngmhekenprsimahy U8 reorigiRGRP!tan nodel

what will hag{?)%f}olfa &e‘i&‘éoﬂi}e{é} i&?oﬁ@%ﬂe@@&&ﬂi&%@%gw'\@% Bl &mﬁm@i S _moni tor

jitter, pack 0oss, throu une’l ssues, delay, and other quality of
servi ce i ssuedaf i Wippbh niftthe meedwek komriogorchemdds. cdfdserofamel iowdt i ons.
Nevert hel ess, the nopnitoring of the VONtransactions qQver.a network remains

a tedi ous prBOBESr {i¥at RARKAT 1a5SsitlitehRYintv ol YRE SSURE Eelmpuiat i he
over head. J?%%ﬁxl}% @NERtdORRLes Ot 'Qﬂﬁ]iﬁ%§uﬁ§g¥% Pz%n%’(ﬂ" LAY Léhid

"reactive" n by tracking end user phone roma span port on a
swi t ch. Howeamplicaorsoddévesthictesd) thononimrmgpdahe VERY framsatctomgatire m

network-wi de VOP quality netrics because VOP quality and performance are
det er i ned tWHﬁ%C}F’i‘P@mﬁePf Bﬁqr‘r‘ﬁﬁcé’r%‘?esfh a[:o%@ggt istﬁﬁm%l‘faﬁfn ‘é‘%@f— t®8%nd, and

moni toring the, RerdfRhBGReAL the end node does not provide adequate
i nformation on ‘the .

[0006] Conventional solutions measure VOIP quality in a "reactive” fashion
by tracking end user phone calls from a span port on a switch. However, a
local switch port is a poor location to gather network-wide VOIP quality
metrics because VOIP quality and performance are determined through the
performance of the connection from end-tc-end, and monitoring the

performance at the end node does not provide adequate information on the



performance of the network. Al so, nonitoring actual call data raises
privacy concerns due to the nonitoring of actual calls. [0007] Internet
Protocol Service Level Agreenents (I P SLASTM enabled by Csco |10S(r)

sof tware endbi®®¥*P system nonitoring by creating andPrBHiPHEIHG synt heti c
voi ce data traffic. Likew se, other conpeting products provide simlar
functionalities.. In particular, the variaqus, VOP net k conmponents, such
as routers anBeTHYHEECHRY the RAMRrKs yHEMRPRIOring $Gtea Al Qe FRRERSR | on of
this synthetig,lLaffde B8 REnk@hd e;%gm;aq) gauge system performance. [0008]
In the Cl SCO | ose ssoftwareethg!t reggl es oﬁ various network routers and
nodes, IP SLA is an included feature that allows adm nistrators to analyze
| P service | elW80%] intarngtPraimsbl Servicgrisevahd gsesmerite €, SLAsT0dinagleddyP. For
nor e i nformatiQn S | ease r tothe IP SLA user nual , at
http:// W, i 190 @éépsﬁlf@"caé? ie(glﬁgle VEJIE sys?em m.omtormg by~ Creating and

/ pdf / en/ us/ guasHItRTRILEHIFRSRIGDIAZQAS CTIILENALd, O ABRROABRARNERT. pd T

| P SLAs use active traffic-nonitori ng t echnol ogy to nonitor continuous
traffic on tHeovidewomilar dunasipsakitesoy ér Huaidcwien ibe kvapens oY QHheetwaBut er s

further provide JP SLA responders_that .give accuracy, of ured,dat a

nor oss. a net WoTIBS M eels VR TGURRS o) b My FEE SRinfs RRRE HE WS, rance
net wor k st at itgnk@sssion] 80ARLE! %lnlﬂﬂdﬁfci GRS mayPbSLdsodee ©f bAFcUSRRerhO
generate data which is needed by the Service Level Agreenents to define the
char act eri st ipésfosnanceconnect i on” bet ween two net wor k conponents, such as two
nodes. Wth IP SLAs or simlar synthetic voice data distribution tools,
routers and/ gio@iit HRECIITRY 1086 UIRREUATLIIEPES VASIRM b RRL OF the

status of the VO P network and to collect network pertfornance statistics
wi t hout i ntr aodd ngpdesy HttSiad ivainc mcbaled sfeafline sthats bHbws tadesnismatorsd éo MOS,

jitter, network | atency, packet. |1 qss and _.other inportant S petrics that
provi de det af? W%fﬁﬁ?j%qetlm nter Uoprolfarioet madeevices. hetuding VOIP. |
For more information on IP SLA, please refer to the I[P SLA user manual at

http://www.cisco.com/application
/pdffen/us/guest/products/ps6350/¢2001/ccmigration_09186a0080789b77.nd

f. IP SLAs use active traffic-monitoring technology to monitor continuous
traffic on the network to measure overhead network performance. Routers
further provide IP SLA responders that give accuracy of measured data

across a network by receiving the synthetic data and forming performance

network statistics.

[0009} In particular, [P SLAs are often used to generate data which is needed
by the Service Level Agreements to define the characteristics of a
connection between two network components, such as two nodes. With P
SLAs or similar synthetic voice data distribution tools, routers and/or
switches may perform periodic measurements to monitor the status of the
VOIP network and to collect network performance siatisiics without
intruding on actual voice calls. These statistics include MOS, jitter, network
latency, packet loss and other important QoS metrics that provide detailed

visibility into VOIP performance.



100101 The use of synthetic traffic throughout the system avoids the above
descri bed privacy concerns while still providing reasonably accurate system
per f or manc Dg&rem&nts Nevert hel ess, the use of synthetic traffic al so
has shortco gé “Phe data produced by the measurement ECBPSPHENEYEt et i ¢
traffic may be vol um nous and dlfflcult to process. Also, the creation and

transm ssi on Si i ca .s st.em over head due bandw,dth duri ng t he
tranam soi on SIUIBRENSYSK REENERStIYRTE (HRUEBoN e SHrisabacaiy
synthetic traﬁégcﬁb&@ﬁﬂ gcgﬂ@&mwﬁ mréﬁflmgﬁhggmeﬁmyta&@a r?d;?@@ o} he

processors in the routers and other associ ated network” conpone 10011]
Furt her nore, ptnﬁg'nmumt meeasfretrivatsVONByertatéess,f thie use GlLeymitmatict waffingalsan be

tedi ous. As d scr d a.bove en, a sna have numero nodes
Al so, a user h%%%‘”wnﬁﬁ t dgéf%lpB?AWX%YngPely SP@F?ﬁrﬁg“r OBSF%nent | P
SLA that nay ﬁ@&%ﬂiﬂﬁ BXERSHa PQ%V‘%llﬁm'h?o'i@Lﬁn‘He&fﬁBﬂt RH %H@é?ss' ak 36, %h%' umes of

data, or using short termIP SLA that may expire during a desi red
moni t ori ng pe¢regthn SINKARRYLGEOTT¢4EsENENTICON syi@maﬁerhﬂadr depoarsleiciy t hese

and ot her needs, e di nent s of esent nt i rovide a thodol ogy
2d related i BF aRREnL G bE SRR R, At A pieaFie 6f oo

operation in dyigengt itk ROPESIucONGE ;Sé?ﬁ)rhh%ﬁée hA&asGAMh Y RGN G Ca' |
paths to nonifor, VOP automatically creates all the required IP SLA
operations, i mo¢a§@nrmg1th9rrnuﬁ¢gs and ather asespaied setvonkichapgaerttnat i on si de.
When t hese operations disappear, either due to their periodic expiration or

due to a roui[ﬁél 93%56@&61}%%%%%&%{ %stem @?%'o'déés o‘?‘if’%‘ﬁ&ﬁmﬁ]ﬂgng SLA

oper ations a essar an au omat1Cc con ation of

nodes to nonich®be gedvaisc eAouascrib&y éBéQeP&vemei smnik V@EIPhay hd@nurﬂh@u§yst em
includes a first storage device conflg;red to receive, a user sel ection of
nodes to momnpéfis t HelsOor PrssBtindprea g theu dseision  Pbrusinge 998N ®r Phg by the

nodes; a sec feﬁ{ ﬁ%L%l%hz% OO gy é?&l L S OHE S OB E5 %@Bu&o“f' guring
the nodes to per orm e m)nl oring; nd a server con I gur to determ ne
a noni tori nglatavolemet ofach, of using shode&mfws&mmmmyeexﬁme d&irmgus Wi th the
user selecti gn,, eﬁnd when t he, nitoring status does not conformwth the
user sel ecti SFTCERRCEUENPEPF Gt her configured to access the second storage
device to obtain an appropriate conmand to update a configuration of the

nodes for thgumaVIAROY O THHenVENPIOSt wor K.

[0012)In response to these and other needs, embodiments of the present

invention provide a methodology and related tool for guiding a user in
configuring monitoring of VOIP operation in the network nodes. Once the
user has configured which call paths to monitor, VOIP automatically creates
all the required 1P SLA operations, including turning on the responder on the
destination side. When these operations disappear, either due io their
periodic expiration or due to a router reset, so the service dynamically

recreates the IP SLLA operations as necessary.

[0013] A systern for an automatic configuration of nodes to monitor a Voice
over [P (VOIP) network is provided. The system includes a first storage
device configured to receive a user selection of nodes to monitor the VOIP
network and a duration for the monitoring by the nodes; a second storage

device configured to store commands for configuring the nodes to perform



[0014] The system further may include third storage configured to store a
configuration status of the nodes. The nonitoring may include a

transm ssi itoring of synthetic data in the V rk. Also,
t he noni to%bnﬁwnoggB?ncl ude establishing an I P SLA bet "EU$%YQ%F“%W of
the nodes . The second storage device may include conmands to formthe IP

SLA. The server ma’é be further confhgureﬁl t% %etern‘i ne \1¥nen ogﬂg of .the IP

SLA expires. SCHPEIITNE RS 2SR CORREVEL £ IFTRGHE §F JANEGTRE SHEY%RP T ne when
one of the nogps bBiHeasRies antOBL&ImJdre By Sia@h9 Wath tHaChdedQeRclSEr ardnt er f ace
configured to Er ovide the user sel ection. The user interface may display

resul ts from when tisnimositorige statuspdees aefl eanforrnevits ¢he upgreselestionnthe di spl ay
results fromthe itori wh he sults i.ndi cate when the .VO P network
< operat i ng B0re HEngT Lotk CE by bies B Spu MOAEE BalE il vel y. o

di scl osed netdipeogridte a&mmh@m@hﬁ@at@_@rcfohﬂ irdtib@ B dhe AGHSToF heMOhit@r a Voice
over I[P (VOP) network, the nmethod includes the steps of storing a user

sel ecti on of ¢fdBe¥ QI8 ngprerkor the VO P network and a duration for the
nonitoring by the nodes; storing commands for configuring the nodes to

performthe i 1.Ng. [ [ : P X 1 N}

noni toring s@?h@qglfz ’Eg/gtg gﬁﬁeﬂ%’oh{@&aégg lﬁd;&%}é%;crog 1 %ggdgoa%t{(}% g\n th the

user sel ecti wonfigmdtiniertatuse afonhd onodey. sTlad umodiiesngomagyorihdnde wet h t he

user selection; agccessing the secoEd shgra e devjice to obtain an
Bheynyhstist

appropriate. é’@ﬁﬁ@ﬁal%arﬁpraa%or&la; Pp Bithe FORRREYOHGr A{e moni t or
of the VAP 'i‘t?éﬁ@&h@ri@?ﬁg&%%&@bﬁ%lﬁﬂ%ﬁ%@ﬂf\t Bethdgn R%l%pr;[ dQp171 The

met hod may furt I'n storing a configuration status o e nodes. The
noni tori ng i od pokizs .t Taaseddntdi stgragn devion intagr inntpds yoothhedrids tddbanitine t he nodes

of the VOP r El se, the ni.toring ing¢ludes estahlishin n I P SLA
bet ween two Efg‘ﬁ%éf%%smrﬂ%egﬁﬂmc %fﬂ%ﬁ@g? HErHEEsY BRGS0 f or m
the I P SLA  Thernethoesf LHiHi‘l%flE;,' el LARs H8L BFipRI g rvhea BnRi@hitdie | P SLA
expires. Results fromthe nmoniforing are displayed en the results

i ndi cat e t hawhthen¥ol fenedapiskeset. operati ng outside of a pre-specified
paraneter. The nmethod further includes determ ning when one of the nodes is
reset. [001 r t Vi e. i.he.;enhodyi ng a
br ogr am of 1 U EER ST BADATRE bRt SRR it R bR f TR

i ncl udi ng st @dek REeetidts €The ab@dhicpficoinayodieslay eesmmifton thmovdbfnpet wor k and
a duration for the nonitoring by the nodes; storjng comrands for

confi guri ng Ihparticules the WeF FBICRRENENHDAISPEYI Frguitharm ¢he weeritesingo p

net wor k; det el | ' : to
Compar e  ho. STal T e B PRl e B e e B el g e B8 st atus
does not congesspesifitd phdasmeteser sel ection; accessing the second storage
device to obtain an appropriate conmand to update a configuration of the

nodes for t nitor of the VO P network, and forwarding the co nd to
the node. BTGP IgERent feciiginreb e fost finlOiRi S febfot

moni toring SHRENES heondat & Vidied HeerV ekvorNthet EthBBNAdIAIdsnHe Pr ef er ably
i ncl udes establishing an I P SLA between two or nore of the nodes. The

i nstruct i onsstdpaof Reringracksgul eclestografi nudag tovmenitoniée of Othheetwpristal @xpi res, or
when one of dtupzSio%Ot%? %he' r%orrlfgr%g' by the nodes; storing commands for configuring

the nodes to perform the monitoring; monitoring the VOIP network;

determining a monitoring status of each of the nodes and to compare the

status with the user selection, and when the monitoring status does not

conform with the user selection; accessing the second storage device to

obtain an appropriate command to update a configuration of the nodes for

the monitor of the VOIP network; and forwarding the command to the node.



BRI EF DESCRI PTI ON OF THE DRAW NGS: [0020J FIG | A depicts a bl ock diagram
of elenents of a VOP nonitoring configuration systemin accordance with an
enbodi ment“%me %%"195 esent application; [00211FIG 1B depicts a node
configuration data -fecord in accordance with enbodi ments/SPBALYH esent
application; 100221 FIG 2 depicts a VOP network configured to nonitor

nodes in a sp d hu onfigurati.on in accordance with an enhodi nent of
the present a%ﬁ?ﬁ@?q ’G‘ﬁ&c’%dﬁ% }G_“ qH‘éﬁ)?‘E’f@gé‘ %ffg“ﬁ@i%?tﬁmﬁ Fl?f'gured to
moni t or nodespddasa T‘}Eﬁﬁoﬁ%}fdggﬂEﬁth&ahﬁnW%ﬂé@%iWﬁ#% SnuREReMtTent  of
the present application; 100241 FIG 4 depiCts an exenplary VO P network
configured tonmiird todenoefeshd NVAIR ustmmriconflilgeyr sitd ononitorageondadee with an

embodi ment Ofes%ar}])%s :%Esmea% LY lblct(‘:w@etelnot(]w;o or more of the nodes. The commands
includes commands to form the IP SLA. The method further includes
determining when one of the IP SLA expires. Results from the monitoring

are displayed when the results indicate that the VOIP network is operating

outside of a pre-specified parameter. The method further includes

determining when one of the nodes is reset.

[0018] A program storage device readable by a machine, embodying a
program of instructions executable by the machine, the instructions
including storing a user selection of nodes to monitor the VOIP network and
a duration for the monitoring by the nodes; storing commands for
configuring the nodes to perform the monitoring; monitoring the VOIP
network; determining a monitoring status of each of the nodes and to
compare the status with the user selection, aﬁd when the monitoring status
does not conform with the user selection; accessing the second storage
device to obtain an appropriate command to‘update a configuration of the

nodes for the monitor of the VOIP network; and forwarding the command to
the node.

[0019] Again, the monitoring includes transmitting and monitoring synthetic
data in the VOIP network, and the monitoring preferably includes

establishing an IP SLA between two or more of the nodes. The instructions

further include determining when one of the IP SLA expires, or when one of
the nodes is reset.

BRIEF DESCRIPTION OF THE DRAWINGS:

[0020] FIG. 1A depicts a block diagram of elements of a VOIP monitoring

configuration system in accordance with an embodiment of the present

application;



100251FIG 5 illustrates a flow chart of a VOP nonitoring method according
to an enbodi nent of the present application; 100261 FIG 6 illustrates a

VA P dynam nitoring configuration method accordi ng to anot her
enbodi ment “obfzra?gt(a@ﬂg?esent application; and 100271 FI d’cwfgg‘ﬁf”&%ﬁ? a process
flow of the VO P dynam ¢ node nonitoring configuration nethod of FIG 6

according to i t .of the present application, DETAILED DI SCLOSURE
OF THE PREFER&E’B(i %@SWP HFAtOR LA RFIod B} aecordangeiitte over

| P (VO P) nmongd864;R@n&BF thOufaii9Rn§¥sicgm 100 in accordance with an
enbodi nent of the Iprgsent iﬁr\(/enti gﬁ ?ls provided. In particular, the VOP

nmoni toring system 100 includes a VOP network 110 that includes multiple

nodes ill. A WOZPIHEni2 depinly &offPiRyaeavdrbreagdiguessl 1@ onardtor wdestied to t he
network 110 as eded, t,0 exeghan data with the. nodes 111. The VO P

confi gurati onSp(?ggiaélg 5% Cﬁgﬁ%‘l}%ﬁ% EnArE F?lewﬁge%n teB’jE’gé &8 of fcont r of

t he confi guraﬁrhgyﬁsaﬁp){ca{m@ connecti ons between the various nodes 111 in the

network 110. The particular function of the VOP nonitoring configuration

device 120 w | | escrihed in greater detail below 100291 The VO P
noni tori ng cdﬁpgﬁgﬂl‘gt Soﬁi\e}f’é%t"’eM oneRiprE FPnHgrTednior TgBItar RBEE HoAi t ori ng

cont i gur at | oy (g ahsddf tRalcobREhUgesHaLA dALAGIA drnde! fRsghat us of

t he vari ous he st atus of e connecti on betwee e nodes.

For exanpl e, applickemeri bed in FIG 1B, the node nonitoring configuration
data 131 for a particular node 111 may include a node identifier 132 and

information r, i g net wor k_or geog ic.logation of that node 133.
The node. moni00R b APPSR St Csnmalra VoL diy Pl Epare i e diontidt o
regardi ng t h@o8&f Mi £eudtevedoh (RUFARIER! £cbRlafss widdabelveeidhal fiwde and
ot her nodes. As well-known in the field of networks, the SLA defines

def aul t conmmgresesitapphicaiivange confi guration val ues between that node and
ot her connected nodes. Thus, the SLA data 134 may include, for exanple, the

nodes involv [ ezS oppect.d fi ' fined jn the
SLA, and theﬁﬁ)t;}rgE}tjlltdc]in50*1 ﬁ%sﬁé{}&i BOGCLh 503 Wﬁa%&ﬂ&)rg}% nfkifd
according to an embodiment of the present application;
[6026]FIG. & illustrates a VOIP dynamic node monitoring configuration

method according to another embodiment of the present application; and

[0027}FIG. 7 depicts a process flow of the VOIP dynamic node moniioring

configuration method of FIG. 6 according to an embodiment of the present

application.

DETAILED DISCLOSURE OF THE PREFERRED EMBODIMENTS

[0028] Referring now to FIG. 1, a voice over IP (VOIP) monitoring
configuration system 100 in accordance with an embodiment of the present
invention is provided. In particular, the VOIP monitoring system 100
includes a VOIP network 110 that includes multiple nodes 111, A VOIP
monitoring configuration device 120 is connected to the network 110 as
needed to exchange data with the nodes 111. The VOIP configuration
device 120 generally enables the user to access and control the

configurations for the connectionis between the various nedes 111 in the



[00301 Simlarly, node nonitoring configuration data 131 may further

I ncl ude data regarding the IP service |levels agreenents (IP SLAs) 135

bet ween that node and ot her connected nodes. The IP SLAs 135 or other VO P
moni t or i ng COAPHIHt i on data described the transfer offCIHFRMELES of

fal se, data between two or nore nodes and directs the nodes to nonitor the
transfer of this sKnt hetic as needed to cal cul ate perfornmance neasures for

that transfer 2eWorkhud?. (e Raptiayiar paetom alitheay O mandioripsi seafigitionor
IJ,s regarding the synthetic

le, th i N
data to Y %9@?2}%@%9%%%%% lbteaqng%g%ﬁfe?ﬂe& e cal cul ated, and the

data to be trans e neas
duration of the IP SLA. 10031J Al though the node conflgurathn data 131 is

depi cted as r é&128] hbe b’ﬁJIPheonif@rﬁgmnﬁg@uatimg sysserhi lglfvrraajz Gortiatioddadea 130, it
tually

P10 B0 SReese ! LU R L B T

resi de on the®
noni t ori ng CofMel gt Abf BB vadidhidBas® L30adMBYe SRS NHEURInRStRIn Kdiveerdat a or

other wise contain information on the |ocation of the VO P node monitoring

confi gur at i onthgancles.100@2¢xRaplar A rﬂgsmhcld inoFFEG G1B| Ahe amods emonitererf ace 140
user sstothe VO P_monitoring

d
Cont i gurat i orCUBRPELDD. SRhe 18 dP? o Parioal Goss 0y By st e ant . an

configurati on"Toé
application rl@éﬂltﬁ%}timﬁmd information regarding a network or geographic location of

that node 133. The node monitoring configuration data 131 may further
include data regarding the service levels agreements {SLAs) 134 between
that node and other nodes. As well-known in the field of networks, the SLA
defines default communication change configuration values between that
node and other connected nodes. Thus, the SLA data 134 may include, f@r

example, the nodes involved in the SLA, the connection configurations

defined in the SLA, and the duration of the SLA.

{0030} Similarly, node monitoring configuration data 131 may further
include data regarding the IP service levels agreements (IP SLAs) 135
between that node and other connected nodes. The IP SL.As 135 or other
VOIP monitoring configuration data described the transfer of synthetic, or
false, data between two or more nodes and directs the nodes to monitor the
transfer of this synthetic as needed to calculate performance measures for
that transfer. . Thus, the IP SLA data 134 may similarly include, for
example, the nodes involved in the IP SLA, details regarding the synthetic

data to be transferred and the measurements to be calculated, and the

duration of the IP SLA.

[0031] Although the node configuration data 131 is depicted as residing on
the VOIP monitoring configuration database 130, it should be appreciated
that the node configuration data 131 may actually reside on the respective

nodes 111 in the VOIP network 110, and the VOIP monitoring configuraticn



a local conputer that admnisters and controls access to the VOP

nmoni toring configuration tool 120. Simlarly, the user interface 110 nay be
a program served fromthe VOP nonitoring configuration tool 120 or an
associ at ed Wat%*"&8{¥er and executed on a browser appli &at/TeW¥UE%ent on
the system adm nistrator's conputer. As described in greater detail bel ow,

the user interface 14% recei ves and displays one or nore aspects of the
VO P node dat 42#835¢ ¥HR [8¥r COMHRIB, £aRIES 1000 g H¥Rr 0% QLR JVifs FOR&IR om t he

user and allo ; Of j k | 1 for the
VO P node mn?@fgﬁﬁﬁbﬁ%{otthigg%a ?;ﬁ/,off%lthéé?ubégk@g%gg t?gﬁg \E/%%Pgl%ghgﬁ ﬁogtél toring
sel ections 151 mai/ be stored in a VOV node nonitoring selections data table
150. For exanpli32]Rewrusgbagyjo SpecilPy a vesr nogescad 40 qoovides aanystero be

nmoni tored using th nthetic traffic d duration f this nmonitoring.
The. user coul OPIREEe St Sk oJEpyRIE Bh i sordientthch €8T ng.
such as the type Dhe syhtiMeifhée Ao Mal Gebporickamsld, bhegppadiontBgueselect abl e
aspects of the nonitoring such as the specified connection transm ssion

parameters. § 00831 coppupnathay, admingiters| apl comnitodd iasaesst he NG ¥ @iFhi t ori ng

configuration_deyice 120Q. further agcess, 1o a nmonitarin o] nd

Feposi tory 13B0PNYI SRR REASRT B RS e TR Rh e S MR P F sLas
for the nodesa %aqg.raxﬁ%n%aﬂmhemetmimmdngmﬁgh&wn1{661 MRY of Gt al n
different specific commands as needed to inplement the IP SLAs for each of
t he nodes 111assemdfed Halgsesmanh ety trea Sedveear agpberdionesidpmirmretheas needed
to achieve t S] . . rnatj vel as._k in.the art of node
configurati o%?S@ﬁeéﬁﬁfs#'g%q%#%@ﬁ%ﬁd% edﬁ%csri1 e,(()irﬂr/' qg%@%g?tjaﬂnbg I[cbué’gthSeneri cIP
SLA confi gur aiseomtatiogaridsretbiats ang didphalsi @rdor adge asfectsedf gHet vaging t he
speci fic node and connectjon data contained in the node database 130. It
shoul d be appogeidataeld It nhke HeIaniesiape dtP durthagicsents dnmas ropm Bi¥hussiid nmay be

| ever aged as ]l ferr i: . e . face 140
presents geneag glea(ﬂ?lggtthgs)%g%ttg %eg{ﬁtvﬁéorﬁgﬁgi?%‘%h%ge&slpg% gir %115 ‘?r@%j?t oring of -
the various modesnddiforing. t gtivaaiiy,oted udosPeciGedov IR Iifhde Folonixanpl e, the
user interface 140 nmy |ist, one or nore (T)f the nodes_ill and describe the
confi gur at i 0RC!8FHIqMe! Hofiay g HGresk in AeV OO MOde i BARIqTINgnF RO 2 111
Alternat i vel yabid 5o nPOEShidic, ABdskNaGABASE! HR1RABELUP DIk iGhs IR De
graphically depicted according to kno echini ques. After view ng the

noni t ori ng sbammitofed istngihdasnthttic andfidc el henhextidnofos thit heonieengmay

provi de co ds to i.fy the monitoring configyrati of the nodes 111.

P bar i cul aihe e T s S Shie Leebenl Taptl SLar mARIorNG. user may

sel ect gener glopVed %enﬁgwﬁsmﬁelt%oa%&fa%cwtﬂagyﬁ%hm binat se{jeetabiéen

i npl enment ed t hrough changes i n As to achieve the desire

confi gur at i oxepests tdf thienineaitormg sath msodie aspeciigdr eguicctech nansthessuser .

(00351 Optionall the user interface 140 may present this data to the user
to display t%amgtﬁfﬁi onal status of the nodes, such as the nmeasured
performance statistics. The user interface 140 may further flag nodes that

are oper ati ngosSHMIGHtdRaly, pie- 9B pRAflemeBnacengodles, VasIPsuggestosdgby the
measured perfornmance statistics forned using the synthetic data
transmi ssi orfgnfiguration device 120 further has access to a monitoring command
repository 136 that contains monitoring commands to implement the IP
SLAs for the nodes 111. For example, the command repository 136 may
contain different specific commands as needed to implement the IP SLAs
for each of the nodes 111, and these commands may be selected and
implemented as needed to achieve the desired 1P SLAs. Alternatively, as
known in the art of node configuration, the monitoring command repository

136 may include generic IP SLA configuration commands that are finalized



[0036] Referring now to FIGS. 2-4, enbodinents of the present application
allows the user to select between three default nonitoring settings, nesh,
spoke- and- 100 Lgustom It shoul d be appreciated that ot her default
configurations aré possible and that the foll ow ng des’é?T’B?zi"?W%ﬁP:;the mesh,
spoke- and- hub, and custom configurations is provided for purposes of
illustration and not ,limtation. 37], Referring.now to the spoke and hub
VO P roni t or i A GBI GHF SRS HeaECHH s g B Kt SonOReR Tabsor k

i ncludes two hQeaddigMSe 1b9Ccat sifuid be a ﬁf&cia@é&ﬂ;ﬂa?%&é @BnrecadR 1odis apnder st ood
in networking, these locations nmay refer to either geographic or network

| ocati ons, andell kpoealahg neydie loferbpes dsovmtdedns 210, 220 includes multiple
nodes, respectively, 211, 212 and 221, 222 that conbine to formLANs. In
particul ar, t K nd ,h I P, i.tori C iguration_i es
defined int er@g?iﬁg 2%1%5%(} OE’ E%at}{ggbtr}r]r%uodr}sleig tgrr}g %%‘S Pgﬁsgl?tﬁﬁen%rggﬁééa@% ons 213

to a border nbgefrddlthetregdr8inkithé blabBcathomtatitl oSih@ Jagibhy noddiel igeigond
| ocation 220 is defined to nonitor internal nodes 221 connected through
i nternal conribe masieragbBOIR ngtvssk ddP- dsaexemple, threvysigerfasoldlmayn, 222

are confi gur ot (BeCOTHMAL GELE. SEALITH| Gl A AKE "2 SHANIEL £ el 0038

Thus, the hub-and- e configuration includes a su € 'sites/ nodes

212, 222 thatmatierigsifghateshdeiloihfonsgnt asde huhsAlepditiably, tehesdesnodes
211, 221 as "spokes." In particular, an exchange of synthetic data is
moni t or ed bethléednd HBe egpnagiss baryeepowhighd ey srdpaicalydéepivitd or 222

at the locati n ; f hetic
data only w taﬁ&éﬁﬁggéqﬁ%@htg?ﬁﬁﬁg%hufgﬂﬁi\éémg&é?}%égwﬁta ﬁles %g%opri ate
| ocation. Al aodes hel hubtirodescdiods, 22A1sar enayoproeicamnirmamisctbangdifof

synthetic data. For exanple, a spoke-and-hyb configuration my be used
advant ageous i MPMIRTIGE e EATFLT ﬁt%ﬁ'ofl? Sed lin SrﬁIP"rrBF ofations. The

tel ephones iaﬁggﬁégﬁfm mﬁhﬁle;@eﬁngtaﬁgii%%}aiwuéér-rﬁay Fgfg%%ﬁawéﬁﬂ) may be

nonitored as ere tra-location tra ny be nonitored
al ong connechetor 3tobeonvee rconfigutatioss 2hat a2@ 2thep OB EmBRetedr throgehagai n to

FIG 1, the user interf 140 forwards,the ,user.!s designation.of, the hub
and spokes t&4EES \I}Eﬁé‘ ﬁﬁﬁ?t%r‘?%‘@oﬂ‘ﬂ denisei Wﬁ%‘aﬁﬂ%éo.ﬁ‘?ﬁ@%@‘r may

speci fical | y.glega réggmmggraﬁ%gb?kgwg&z and/ or the spoke hubs 211, 221.
Alternatively, thé user may present logical criteria (e.g., performance

and/or conpatibility requirenments) and the VO P nonitoring_configuration

tool 120 mayl0888]@panallyndensprsinirsthes 1#danay presaifdhisrdatmio Wporer Wubs 211,
221 based O”diép']%? ﬁ"lesﬁlngﬁcgr{a? Qtafls' Jethd Qodes, such as the measured performance

statistics. The user interface 140 may further flag nodes that are operating
outside of pre-set performance goals, as suggested by the measured

performance statistics formed using the synthetic data transmissions.

[0036] Referring now to FIGS. 2-4, embodiments of the present application
allows the user to select between three default monitoring settings, mesh,
spoke-and-hub, and custom. It should be appreciated that other default
configurations are possible and that the following description of the mesh,
spoke-and-hub, and custom configurations is provided for purposes of

illustration and not limitation.

[0037] Referring now to the spoke and hub VOIP monitoring configuration
300 in FIG. 3, the depicted VOIP network includes two locations, location 1

10



[0040] Using this data, the VOP nonitoring configuration tool 120 may
present to the user, via the user interface, the status of the connections
213, 223, 230.5&5kgyant to the spoke-and-hub configuratjon, . For exanpl e,
t he displ aye Os?lﬁ)at us information may include statisti c%%%&%’ﬂ?gﬁ on
describing the performance of the connections fromeach of the designated

hubs 212, 222 j e ians b en the spoke hubs 211, 221
are onitted t%1dsf%r?%lhé)‘fsﬁm?ez%@e‘r&gg%rﬁg@l&}g@/ lofnet?‘%}gﬁ% nect l@ﬁ{m&tsd?% of the
connections. rdf@0wlithéherokmphimenthendrk Necdhdns angd spsikallneddsK ¢oni t or i ng

configuration 200, the VO P nonitoring configuration tool 120 may
optional |y pri8p#ipise 10osaamdudes WN@P%W%d@Pﬂmebzﬁilt éliapd2die I P SLA

transacti ons 4 cti 223 i ot he odes 212,
222 and t he s%%k{ehgﬁgg@gn-%l{f, %33‘1‘%’1‘21& ﬁhga%:é%%uh% %ﬁé%teh%ﬁs%%hﬂﬁ des 211,
221 to initiahenitdrng Redolfyutatns datliudes cosmeel | ongnonl podekt Zionghar nore of
the specified hub nodes 212, 222. For exanple, the VOLP nonitoring

confi gur at i orfofER¥R43ie alasg| 1{3!‘3&@&@@%"5{0%@%@%‘%?9@&5EOCi%@f3@i thefiesini ne t he
| P SLA statu N-Y-! of¢; u 2 : n odes 211,
221 The VOl BTt o net CORT Pparatrand; apidE 08 Heinah ARl e

confi gur at i onnteonirandesd2l bhbaseckdahtanghbihairmidesineetorsolnmnds ¢ofks as
needed to acti ga}?(é th% I EB%AS for each of the connections 213, 223, 230.
Al ternati vel P09 He2volBerbRrdebmphey ebaf Potirae i omiigsmd 1@ sopwrinicaiat er mi ne
fromthe dat ; i nodes 211, 212, 221, 222 need to be
reconfi guredggﬁgaaﬁ%gﬁwg%ﬁ%}%yn#%g'the desired I P SLAs for nonitoring the
VO P network. Then, only the nodes 211, 212, 221, 222 associated with
connecti ons P0381Dirg, thgohulyahdspakei conBglrabon dinchides e snbset cofmtiands f or
the I P SLAs. _. ferrhng now .t o Fl t he nesh VO P nonitoring
confi gur at i o%t%gjg)é%r%)%ﬁ?ogg t?]ﬁtgarsgiﬁﬁgﬁt?%gyégé é’?/‘;é'reffnﬁ‘b‘gé ?’5?%}\1/8 ot her
node. As desgsdeved 1aboyas “ifikeb.ul Inypirasiad AOnichantNer BatnRickidypi cal |y
requires the network overhead by commtting the nost network bandwi dth to
the synthetMenNaRed hehiveen thenkytenadasndly, @22nd e sehergnafestHé ¢rP SLA

perf or mance ‘titﬁé io%ﬁtiole Ny rEQ‘sF}bggb%?e;%oga%%&ﬁgr %%Qg)éc}'%ﬁge %/ § Pt wor k-

noni toring nay be desired Where Ceach of

the nodes. da¥04alY Whe cdepirahed orasb MO RdeeLWRrds JPRNt!BE hpgropAAki gur ati on
300 includes two |locations, location | 310, and location 2 320. Each of the

| ocat i ons 310¢atigng iHep.utieshphnodpt &180de3, ateeepuseiedetoy exchengd1d and 321,

322 that conbj : or o] tic L, the mesh VOW
nonitoring ggir]lttrﬂ?tg%(ragiaiogbéggar#ﬁﬂgisﬁﬁgkggﬁ?ﬁég ?Orfll?i ng %%Onnoggéﬁﬁf,g 321 and
bor der node a8t&taBdBslat int dre ot aadation vEllD of 320 inHAWRIEF lockHiénd. nreenal nodes

311, 321 and .bgrder .nod 3&% 322 in the nmesh configuration 300 are now
confi gur ed ttgefgﬁ’r?ﬁﬁﬁ? €3¢0 fatiate tpgrtorso. e p Ae@stA08 fatt Be over bot h

i ntra-1 ocat ki ERANACKR SIS wikRAs A0Y il BLEBCAH AP BL AN GREBAGhSyiBi0y 100441

Referring back to FIG 1, when i npl enenting e user may
vi ew t he | Paldba cetraction@B Odeoheanftht hebnde22211. In that way, the user may
determ ne whether the nodes 111 need to be updated to achi eve the desired

el ude ai | O5P9) RERBLER PO 1Y Rt inetled: B B R dhapbe™r the
mesh. designation of the hub and spokes to the VOIP monitoring configuration tool

120. The user may specifically elect the hubs nodes 212, 222 and/or the

spoke hubs 211, 221. Alternatively, the user may present logical criteria

(e.g., performance and/or compatibility requirements) and the VOIP

monitoring configuration tool 120 may designate the hubs nodes 212, 222

and/or the spoke hubs 211, 221 based on these selection criteria.

il



[ 0045] Optionally, the VONnonitoring configuration tool 120 woul d
typically propagate IP SLAs to each of the nodes 111 to initiate nonitoring
agreenents, For exanple, the VO P nonitoring configuration tool 120 could
access the'Rd¥¥" 84 abase 130 to deternine the nonitor PhYUEPEYHE®8ach of the

nodes 111. The VO P nonitoring configuration tool 120 could then access the
configuration conmand dat gbase 1 0 obtain desired | P SLAs, comrands for
each of the RMUPIHB S‘%g?tat ﬁ%%@%’r MFHO‘E“F%@ng‘SHWéWBStOPb II?*ﬁ_e"“%)bpr opriate
nodes to initiate tbhﬂge LiEersSt e@séﬁ{n’f@?&}c&%%sﬁé‘t@?oy %ep cJHﬁ@&ﬁcﬁ{sH}lga

120 I t he dat a ich of the

configuration tool cou etermne from ase 130
nodes ill n@gd, 130 bvasctorthe gerkedarfdeut RnSlghArateasi(e nBort sxaamde, \wht ch ar e
al ready nonitoring. the approprjate cq i cat.i ons .bet ween aqt her, . nodes.
100461 1 n_ an8REYSIBIC BRABAIBTES AR iR SEREHCE! (ROTHSEPR &y HUS gnat e a
custom desi r g é@?d%%hc@@?}ﬂ@%&kb@éhs_tﬂ?% daSh ! thB&fes@nARa huler 1@ _hub and
spoke by sel ecting i ch of the individual nodes 111 to nonitor. For
exanpl e, Fl G222l dephist wagnthexempealionschrtvesn miet wpolie hobs ot.i HYl are
configuration 400 in whig he nodes 411, 412 and 421, 422 in
| ocati ons, | BRHISDH f‘%ﬁ'@g’ «%ﬂfd“ﬁfacsatr?ﬂﬁwz"@l%e SPEDNRTHS SRS ?ff)&%oni tor
synthetic copgpiats@dsi ons Wi th sel ected other nodes. In particular, the
custom VO P nonitoring configuration 400 again includes defined nodes 411,
g g g
421 and 412, 422 at the |ocation 410, 420. However, the internal nodes 411,
421 and bor d€04hbWEen 1 2mplmentingt hiec usttosrderikiegupetiosh 40eniEr@Snow
configured tog ni.c t L C ta.for |R SLA. ne r nts_accordi ng
to user-defi%oélgpg(g(?wnlgflt ?E(%ﬁ’si%%o?%té};arﬁlp%ﬁlet,grl?%eco&eﬁrﬁ%(r:@eoél gﬁ(glt g%ﬁngr?’y toring
occurs in seygihely bfphgate QEMANEatd tie Kbarriel 914182 waditandirsglact ed
inter-location channels 440. In this vvag/ nmoni t ori ngl occurs in_nore nodes
than in the EPGREIOIAIN bCABSEIS A3, 345043 0Fwith the piiter habf1od6yéE2,t han i n
the nesh confi,g Ko) I i i | , the user
interface 1%%%&&%&%0@%%35%&2@’ %‘ggf%‘]rﬁaﬁﬁ gé&g%fi%ggrtg tg%%%ldo%es 111 for
moni tori ng tx 1t el Ol iRitmonikkeo [P 180 A onhigtivatdobnedtimls &0 . wifll bae rati vel vy,
the user may again Eresen_t | ogical criteria (eb](;;;., per formance and/ or
conpat i bi | i thoreeqhiithe mpsedicdaheb tHEey 1B, i t of P §¥eBRIS Jifat P& t ool 120
may desi gnat : a,, I e l.act & iigeria. Using
this data, t %&@8% m&ét%gglﬁ)ﬁg{dgég??g%rug@ﬁ%éﬁ?g}c}f%{l} %dﬁapé}apr esent to the
user, Vi a thktasére thafRSLacgatd@f chdreoftbahtibmodes 31221208 aod thehspohodes 111

relevant to the desired st onfi.guration 400. For | e, .the
di spl ayed st®@dgs2thf _lm&' Gn&%“?%_ ECIOH?‘SI’W&PP&HOHQ@EF‘HI%@&E he
nonitoring %fccéEQW@&df%%?atf&n%n%ﬁéﬁ@ﬁﬂab%@51'3@%%%%8l&%ﬁrédléorﬂ\ﬂ%ﬂx& omtting

the nonitoring status ot her connecti ons.
codes as needed to activate the IP SLAs for each of the connections 213,

223, 230. Alternatively, the VOIP monitoring configuration tool 120 could
determine from the database 130 which of the nodes 211, 212, 221, 222 need
to be reconfigured and which already have the desired IP SLAs for
monitoring the VOIP network. Then, only the nodes 211, 212, 221, 222
associated with connections 213, 223, 230 to be monitored would receive

new commands for the IP SLAs.

[0042] Referring now to FIG. 3, the mesh VOIP monitoring configuration
300 monitors the connection of every node to every other node. As
described above, the fully meshed monitoring network typically requires the

network overhead by committing the most network bandwidth 1o the

12



[ 0048J When inplementing a customconfiguration, simlar to the

i npl ementation of the nesh configuration 300 and t he hub-and- spoke
configuration 200, the VO P nonitoring configuration tool 120 woul d
propagat e ENS1H 0 t he nodes Il toinitiate IP SLASTURRPHE 3dési r ed
connections according to the user's specifications. The VO P nonitoring
configuration tool 120 could then access the configuration command dat abase

136 to obt ai nsHeBeiedVORP Slats Easlpdand ¢p GcRrersting abdBe 1 BSlas needed
t f L L
cgngiogulrg?irgnbfjg%ﬁ%f e&an tl(§§de neraAItyrtPefEap?%}rLﬁ\éFRe ﬁ%%znggt gl%fggh%l@(ﬁ)IrM| ch of

the nodes neethdnixoig rn%;zowﬂweedv}ﬁ@e@mﬁ:@fermmrherode&ane@emnte@bh g and

whi ch of the nodes ill "are already set at desired a nonitoring

confi gurati ontheTifggs. only the nodes 111 needing I P SLA confi.guration
changes woul d recei ve new commands. [0049J Referring nowto FIG 5, a VOP
moni toring co 0!49 }?é'd@ PRt pod 5%I§S J@%Sﬁtorﬂ? c'EE’f‘iQQx%néQOB@mC' udes a
di splay of th m)ntorlng ata 510 and a user selectron of a desired
node nonitori mglmiemftwgdoeatmmls, kR@tiokor 3éXampl dgcatien de§ePi beschabbvles t he

user nay specjfy.a h nitorin onfiguration 3 spoke
ot tor) neP e cloetighs it a78 get St Sufile sikten ke PBRIYRY 2303 bhAad Bk oo, |
the user sel episuay H&%B;n‘é%fﬂo%rt%'L%Nst3h§%ﬁwnl§ﬁﬁﬁgﬁﬁr0@%%@§hs bet Ween

all of the nodes are selected to be nonitored.” Ot herw se, the user in step
530 desi gnat e‘éOEIhenmndmmgaMf'rgwatmﬁi §0¢ on@edermdeiﬁzmdemtemsl dedey Bbbd above,

t he user can fin der nal es. 5 i nui ng. W th
met hod 500, 3%3 e @8{%8 ool eglianieﬁé‘hﬁfi‘eg é‘ﬁ"’?bo@ VeRYer gth& ep 540,
such as conf ':H&Hzﬂ'&o&% ﬁLzA%:ztz Qnt ARSI dode WL held & ﬁl%%ﬁé&ihcccﬁl@%ui*zﬁhogeasur €

the transm ssions. The collected VOP perfor nhance data may {
col | ect ed andOdi spﬂ arjve»d qogﬁgh@dug@rcqmmgn@pt%sgnthatgc désderiobetP ablode.

0051] F 2 P IPSLAsVC]P |
Setup oper at IoTRREABRT LobRETL R o1 AEPrlnTinar ARIGPIET ISR gat eviay
sends a cal |l cpRssRgeg containing a call nunber) to when the originating

gateway receives a nessage fromthe term nating gateway (destination)
indicating that either the cal]ed nunber rang or the c IIed ﬁwrty answer ed

the call. ThdOQkdRetesing Bagk BUF Ko+ hevhay ipRiginenidng s ¥67r epeat  at
specified ti %Pr' ﬂ&\?ﬁ%{@kﬁ SLE@&O t %s?ﬂ%ﬁb&b?ff)emﬁﬂg@(ﬁlpf A %@Watoy‘r MSusepNd over a

speci fied duration o a gat ekeeper or directory gatekeeper
(DXK) is i nvaiay/eﬁbtémmhhewﬁdzm&heaiddemlgmaiaedgp taddpzﬂaicnhacb anbmraghs are sent

and received bet enthe originating and term nati eway ore the
cal | messagedf Besh Hﬁ’ngo’egglc‘lﬁ BHpn; s?é%‘t:’ir’}g‘i tggég 133\’,@ J}% d‘i ti onal
time requi rega{ug 5&@?&1%@?%%& Rodedcliudednidieling dbRratfistn¥@ducal | setup
response tinme measurenment. Likew se, if a proxy server or redirection

server is inubtheeskshn the SIP call signaling, any additional tinme required
for messages to be sent and received (prior to sending the call nessage) is

i ncl uded i k
per forned onl RS R (6 YRIELEDANERoh SR IIRRICIR, 12 FB0C°I5 SLA

VO P test - cadyhicaPplprsrbh@nPt 9L a6 to wicH bethdiidepeer td mlrautrﬂomh@mtgest cal I,
to define the VOP call setup operatl on, and to schedul e the VO P call
set up operatﬁ%@ﬁmef{m%@}’ reveple] the NOWH sanitgring configurbionefsbdiZfent of t he

present 1 Vel Pl #Sak AufIed 19 O0Gch Bl NOATLGRLLY RN LD g and

conflgurlng € no orlng after recelving use érences.

descri bed ahgvge nbn¢st j |l TRevOIMitdoditofigg pb@ﬁ@rmsodmszobmkﬁmnved [ n
step 610 and the nodes_nmay be initially conf%gured in step 620 according to

the user spdeFessdbe poHigwRIcR coBuRd; dbasnd @ to chwindadecdadeShppr opri at el y
configured, fofSXRTB! ExchB ARGGHEY T POaALIGEE AT et ORm Al (Godes are

the appropriate nodes to initiate the IP SLAs. Alternatively, the VOIP

monitoring configuration tool 120 could determine from the database 130

13



nonitored in using the transm ssion of synthetic data in step 630, and the
VO P systemdata is collected in step 640. [0053] Continuing wth nmethod

600, the c O P nmonitoring data fromstep 640 is_conmpared to the
initial usgir/(ggﬁgge@g%zl\{ed nonitoring conditions in step 6§6?’U§%8“3§%?r‘rpl e, the

performance of the specified nodes can be evaluated in insure that the
desired nonitori. L§ occurring. Lf no performance i,stics are returned
or if the perPﬁ?ﬂgﬂ£§w§ﬁﬁ?f§8?g§egﬁ%b8fﬁ%¥“ﬁ§ge£ OWéigtéﬂpgf?W?nﬁg?lect t he
user's monit Ophd G HidlShde Utich@P $ndnfi@FhE RS a@ér@Fribth&ﬁnﬁﬁﬂichﬁéﬂs”&tﬁfEQW em
nodes can be identified. For exanple, if an [P SLA for a node expires, that

node w || not other npdesdesired nonitoring results. The node configurations
can be updated to reflect the desired nonitoring changes in step 660 to

address any p i itari.-ng. f i to FIG
1 he i ! cniARSalolek VoIF RurrRlBE conkiitatbn, T 1ty B MRNNAES | 0
particul ar, tdhstameksirdd eethace cddBgaanomceeps nahkerf DMl dotlaeubnad t ori ng

preferences to a VOP nonitoring configuration tool 120. The VAP

moni tori ng coPeKgUastieHing Bihidp ot dheiadividial (nades dddcior maminn A ¢fode
nonitoring s hOn 51,1 : R [age]al] i ect | . data table
150, and thegﬁgﬁlgcﬁ%h; ng?};!%g E{gegxg&gg%%f ?%%?’é ?%Eﬁ% %E(!Kg{bg}rngot her
node noni t or iegiigeaioh ks in anbichheése noiandes, ane sidriad, i422t he taede

nmoni toring caonfiguration data table 130. _[0055] After nonitoring occurs
and resul ts, 1pcasions, Jcaion 414kl e decatigne? riallitiseRroBFORMEh O HBRR DT ed

nodes, theses FaSHL BnaAMDAGARARCEIELD dhE: HERK, DIAViAREgONGEOUr ati on

data 150 by the V nonitoring configuration tool 1 t’o 1denfity any
nodes that arestoot V@BEPngoptaiiey kynfimoiation d0) amidiindoedeedddfmetiheodet or ed user

Lol 120" can 4bér D 1% 468 ebdrveiin 10440 Hobtren e hsnrnstieng
configuration;dain fabledd3bidbn, ki %—ﬁwsc;ﬁ{dfﬁ cgﬁg@aﬁ@&i 866 & f5om the

nodes 111, and the node nonitoring configuration 131 can be conpared
to the VO P noadéguredi bocomgisataet yotdstits daian fohdP SVUA Rnesdesrnamns t ori ng

sel ections data t.able 150 to identify nodes that .are not .conformng to the
dser” s VO P AHOBE g earbBrrbRgnditnst 1B Sxiipil! e MipicEd Biin
monitoring occurs in selected intra communication channels 413, 423 and
selected inter-location channels 440. In this way, monitoring occurs in more
nodes than in the spoke and hub configuration of FIG. 2 but less nodes than

in the mesh configuration of FIG. 3

[0047] Referring again to FIG. 1, the user interface 140 forwards the user’s
designation of the relevant nodes 111 for monitoring to the VOIP
monitoring configuration tool 120. Altermatively, the user may again present
logical criteria (e.g., performance and/or compatibility requirements) and the
VOIP monitoring configuration tool 120 may designate relevant nodes 111
based on these selection criteria.  Using this data, the VOIP monitoring
configuration tool 120 may present to the user, via the user interface 140, the
monitoring status of the nodes 111 relevant to the desired custom
configuration 400. For example, the displayed status information may

include information describing the monitoring of connections from certain
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10056] After these nodes are identified, the VOP nonitoring configuration
tool 120 can update the node nonitoring configuration data 131 as needed to
acconplish _the user's VOP nonitoring selections 151. For exanple, as
descri bed WY& HE vO P nonitoring configuration toofcﬁ/féz"egﬁ3§écess a
node noni toring command dat abase 136 to acquire and form appropriate
commands as needed to formthe desired |P SLAs for t.he desired nqdes.

[ 00571 Referrﬂﬁﬁgfrﬂs%? t‘B‘%Pl &l17 whilepoguging thewmenHorge sgtbmati ethep sLA
operation recpgaeb@hd S provided. In particular, the process flow 700
includes the interaction of three conponents, nanely a network node 710, a
net wor ki ng noni toring configuration system 720, and a user interface 730.
Initially, no@48hWacr4dmatesesnitibgng t éustamdesonsgdratios, cenfilaguriat iteh of the

node nonitoring,s _col.l ect fromthe node.71 t he,ne r.ki.ng Jjmonitoring
confi gurati on"’g‘i}gﬁ’sﬁab% Oafﬁ%‘ef ﬂ%r 8%’&515“53%?%23@09/ 2Rt eFa QQ'%&SE ?lﬁe response
this node conédu@iigiiadtioan2o@t @?37%1@@&0@@@?' besfidlierinedeol” 100anduid s

monitoring status, the user interface 730 forwards user nonitoring
confi gur at i orprapagats sommands do ribt woekd hg! rorniteis Ay doh igukadesrrdsyst em

720. the networKki nonitarin onfigurati tem7 es t.he. received
oo T e AT B SR Bk MRBUR S TnE 2O Sl oL VS h
to form approphfigh@tibl Qo FCIIMRQAS hEO, acesssneksl egbnifiguadiionc tottndesi red
nmonitoring of the user configured call paths. [0058] Continuing with the

process fl owdrgdasml 4 @ obrainideairebtRndk RE semaRANds dp1 erghd s peAcatlildn system
720 receives Lhe | Pfti SR 1%%693% chesf?éaa.tIPSEL&. 7?@3%‘3&%@,“@@% jpese

dat a/ noni toria'rslgnese atigties e usSef interface networkl ng
noni toring codnigungtdopfighisiotModl2ALedd rdevwirise tiloen tecesdedanisse
moni toring configuration data 750 to determne if the ponitoring is

conformi ng t 336 nhichcali thednedssrnasgnior be irpprdiersd e Perfermddeadersed For
exanple, if .0f. th P i Wi, L hi i pgL or

desi red noni o?ﬁltﬁéflét%ned rvgﬁhﬁ%ﬂ?%o%?%%rqgtli S%éqég%tegd)trm%ﬁ%f ?ée%?gt%i S
expiration. Aldnétofiagi stalfigurdtiva. NOTtiehprdnhg thHatmodst | 11 beebdiagnii &ier f or t he
desired IP SLA. _In response, the networking nonitoring configuration system
720 f or war ds COIHHENEEPN P1anees WeHGHRERIVY ROV C6MRAN8i t ate the expired | P SLA

as needed to conplete the desired VOP node nonitoring as specified in the

recei ved usefyodPRERAENInERNG! BT | PV IRt RoARBring LOABOIAGoslinsassed above,
various enbodi nents of the invention can be configured in nunerous physi cal

el ement's, or5¢his dyesentad i Thermathad S40$nelgdes mdisploy lof shepedet meRItedIZ i gured in

a nunber of ele ts having vari ous.di scl osed ,funct..ons distrihuted

t hr oughout . %?@rgggnqqdo? %Flgfﬂgcqofg d A% lr§€ g rrnﬁ%[ig#oomgngon?ﬁﬁ{goﬁr ati ons
and ot her fusigt i ons edimpe, REIdREABEH abovar {HeUasdtenaor dpeeifiponaedhs, such as
at a user equipnent, at VONserver, at an access gateway or_at another

net wor k conponeiteringseadigratipndit andehuparm srOKGORRIIEHHZeVEEETaHNt he
network. 1 01 A person_ of.. ordin d Ll Asn r rstand
SO0 r 2 SR8 iR AADkyPlioh adof K 3ot WL, 0

that the ab nventron areée ustrative

pur poses onlasnfighitibhathehmmvebitianr ¢annde Robesi sill of nhanbBEsous
configurations as di scussed above. Additjonally, the invention can be

i npl ement ed salscgdcionprumanitorasyr Ahanise, dbrpseein FERPH desi@d{niiewher e the
computer progham, ey 'E(%a%r?x':@is % g%”l%hﬁ?heoé asggés’s%giﬁg@gxl%% PRET Qe cgggsva” ous

functions which™ are di scussed as ne so ‘di scusse
har dwar e or dagnéwariet sad in@nel widesent s.

[6030] Continuing with method 500, the selected nodes are configured to be
monitored in step 540, such as configuring IP SLAs to transmit synthetic

traffic and to measure the transmissions. The collected VOIP performance
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MCSUP What i s cl ai ned:

to nonitor
conpri si ng: a first storage device configured to

sel ection of° ABAIMPLY ng conditions conprising nodes to

network and a duration for said nonitoring by said nodes;

a Voice over intenet protocol (VOP) network,

1. A systemfor an automatic configuration of nodes

the system
recei ve a user
PRHEPI8Y 4P d va P

a second

commands for configuring sai.d nodes to

st orage device configured to stor ;
n bg gollected and displayed to the user in step 5

perform sai d A8%i 6
described above.

50, as

[0051] For example, when using either H.323 or SIP, the IP SLAs VOIP call

setup operation can measure the total time from when an originating

gateway sends a call message (containing a call number) to when the

originating gateway receives a message from the terminating gateway

(destination) indicating that either the called number rang

answered the call. The user can configure the VOIP call

or the called party

setup operation to

repeat at specified time intervals, for a specified number of repetitions, and

over a specified duration of time.

If a gatekeeper (GK) or direciory

gatekeeper (DGK) is involved in the H.323 call signaling, additional

messages are sent and received between the originating and terminating

gateways before the call message (containing a call number) is actually sent.

The additional time required for these messages is included in the IP SLAs

VOIP call setup response time measurement. Likewise, if a proxy server or

redirection server is involved in the SIP call signaling, any additional time

required for messages to be sent and received (prior to sending the call
message) is included in the VOIP call setup response time measurement.

These tasks are performed on the originating gateway (source) in order to

start the IP SLAs VOIP test-call application to set up the dial peer to route
the test call, to define the VOIP cail setup operation, and to schedule the

VOIP call setup operation.

[0052]Referring now to FIG. 6, another embodiment of the present

invention relates to a method 600 for dynamically monitoring and

configuring the nodes for monitoring after receiving user preferences. As

described above, initial user monitoring preferences may be received in step

610 and the nodes may be initially configured in step 620 according to the

user specified monitoring selections. After the nodes

are appropriately

configured, for example, by specifying the desired IP SLAs, the nodes are
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a server configured to determne a nonitoring status of each of said nodes
and to conpare said status with said user selection, and when said

noni toring Al g?es not conformw th said user selection, said server
further configured to access said second storage devi & {2 8BELH an

appropriate conmand to update a configuration of the nodes for said

moni toring of said YO P petwork, . ere{n.the nonitoripg c rises

bot abl 1 shi'ng BREEAGR ot PeveisaisianBh ey anis JRURCLTP 6D I M6t e of

sai d nodes i ndpgatRGH¥alhe cH8&teERl £ s4n. and wherei n said second storage
devi ce conpri ses corrmanés to formsaid I P SLA 2. The systemof claim
1, further conprising third storage configured to store a confiquration

B0t @isaiinuing with. myihed sgk dht solletiain OIP wheniging Heia

status of sail
Toip met nar o 0 25%43 iS LABE-ath oft A TR LD Rln it Ehidfich®] 2 11 10
5.

further confiigutgdss® Fef ekimpr, WePer@oendice Sl tHle IsPe3éd eXBES €8n be

The systemof claim| further conprising a user interface
evaluated in insure that the desired monitoring is occurring. If no
performance statistics are returned or if the performance statistics are
otherwise do not correctly reflect the user’s monitoring instructions from
step 610, those monitoring problem nodes can be identified. For example, if
an IP SLA for a node expires, that node will not return desired monitoring
results. The node configurations can be updated to reflect the desired

monitoring changes in step 660 to address any problems in the monitoring.

[0054] Referring now back to FIG. 1, the implementation of the method 500

is not quickly summarized, In particular, the user interface 140 can accept

and forward user monitoring preferences to a VOIP monitoring

configuration tool 120. The VOIP monitoring configuration tool 120 stores
the user-specified VOIP node monitoring selections 151 in the VOIP node
monitoring selections data table 150, and these selections may be used to
configure the IP SLAs or other node monitoring: techniques, and these

changes are stored in the node monitoring configuration data table 130.

{0055] After monitoring occurs and results, ie.. IP SLA statistics, are
returned from the monitored nodes, theses results can be compared with the
user provided configuration data 150 by the VOIP monitoring configuration
tool 120 to identify any nodes that are not being properly monitored, as
directed in the stored user monitoring preferences. Alternatively, the VOIP
monitoring configuration tool 120 can periodically or dynamically update
the node monitoring configuration data table 130 with IP SLA status data
collected from the nodes 111, and the node monitoring configuration data

131 can be compared to the VOIP node monitoring selections 151 in the

17



configured to provide said user selection. 6. The system of claim
5, wherein the user interface is further configured to display results from
said nonitorin 7. The systemof claimb5, wherein the user

i nterface ?"&@gﬁ/qﬁﬁé? configured to display results froffSai280%16#Pt ori ng
when said results indicate when said VOP network is operating outside of a
8, The systemof claiml, wherein the server is

pre-specified, paraneter. A ¢
further confi Efg}lgdlqdﬁ_raé’ﬁ’é‘?r!‘ﬁgﬁéei%@ﬁs Sk BPle APl tnodeyily podesdiat ae A et hod
for an aut omap G o6 ARife FPthk We®d VERR SSordiQriR Nelelbiofls 151.

[0056] After these nodes are identified, the VOIP monitoring configuration

tool 120 can update the node monitoring configuration data 131 as needed to

accomplish the user’s VOIP monitoring selections 151. For example, as

described above, the VOIP monitoring configuration tool 120 can access a

node monitoring command database 136 to acquire and form appropriate

commands as needed to form the desired [P SLLAs for the desired nodes.

[0057] Referring now to FIG. 7, a process flow 700 for automatic IP SLA
operation recreation is provided. In particular, the process flow 700 includes
the interaction of three components, namely a network node 710, a
networking monitoring configuration system 720, and a user interface 730.
Initially, node data 740 describing the nodes and the configuration of the
node monitoring is collected from the node 710 by the networking
monitoring configuration system 720 and forwarded to a user interface 730.
In response this node configuration data 740 that describes the node 710 and
its monitoring status, the user interface 730 forwards user monitoring
configuration data 750 to the networking monitoring configuration system
720. the networking monitoring configuration system 720 uses the received
user monitoring configuration data 750 and the node configuration data 740

to form appropriate IP SLA commands 760, as needed to affect the desired

monitoring of the user configured call paths.

[0058] Continuing with the process flow 700 in FIG. 7, the networking
monitoring configuration system 720 receives the [P SLA data and/or
statistics 770 and forwards these data/monitoring statistics to the user
interface 730. The networking monitoring configuration system 720 also
reviews the received user monitoring configuration data 750 to determine if
the monitoring is conforming to the received user monitoring configuration

data 750. For example, if one of the IP SLAs has expired within a time
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Voi ce over Internet protocol (VO P) network, the method conpri sing:

storing a user selection of nonitoring conditions conprising nodes to
nonitor said VOP network and a duration for said nonitoring by said nodes;
storing conw@Ads0$sa}’ configuring said nodes to perfor mPSEIUE2009§I349%Tr | NQ;
nonitoring said VO P network; determining a nonitoring status of each
of said nodes and conparing said status with said user selection, and

when sai d nonipesiodnigr siesitas noboasringt theanfuonad wonfigiwatidn weer maelrefiédton,

accessing said,second.storage device to obtain an ropriate conmand to
update a conf ?[Bﬁreéf’ﬁr%thorbfAﬁ%’é‘aﬂﬁﬁ&tﬁ?ﬁo%@fﬁgrﬂ?ﬁ‘} ‘t*’gl?gfﬁ @giﬂiei?‘é’ﬁhﬁetmr k;
and desired IP SLA. In response, the networking monitoring configuration

system 720 forwards updated IP SLA commands 780 to re-initiate the

expired IP SLA as needed to complete the desired VOIP node monitoring as

specified in the received user monitoring configuration data 750.

[0059] As discussed above, various embodiments of the invention can be
configured in numerous physical elements, or can be configured at a single
network element or configured in a number of elements having various
disélosed functions distributed fhroughout. The control of the IP SLA or
other monitoring configurations and other functions can be performed at
various network components, such as at a user equipment, at VOIP server, at
an access gateway or at another network component associated with the

VOIP network and access to the network.

[0060] A person of ordinary skill in the art would understand that the above-
discussed embodiments of the invention are for illustrative purposes only,
and that the invention can be embodied in numerous configurations as
discussed above. Additionally, the invention can be implemented as a
computer program on a computer readable medium, where the computer
program controls a computer or a processor to perform the variocus functions

which are discussed as method steps and also discussed as hardware or

hardware/software elements.
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forwardi ng said command to sai d node, wherein the nonitoring

conpri ses establishing an I P service | evel agreenent (SLA) between two or
nore of said nodes indicated by the user selection, and whereon said
comands conprise commands to formsaid I P SLA 10. Thestetibod of

claim9, furtief: GAMRHS NG storing a configuration status of said nodes.
11. The nmethod of claim9, wherein the nonitoring conprises transmtting

and nonitoring synthetic data in said nodes of the VO P network. 12.

The nmethod of claim9 further conprising determ ning when one of said IP
SLA expi res. 113, Thevsiet Hegaprutemaiimeonfiginaien of omped & mgniperavi di ng a

user interface,e dGGRRnaHriotSENV B R AR: the system comprising:

a first storage device configured to receive a user selection of
monitoring conditions comprising nodes to monitor said VOIP network and
a duration for said monitoring by said nodes;

a second storage device configured to store commands for
configuring said nodes to perform said monitoring; and

a server configured to defermine a monitoring status of each of said
nodes and to compare said status with said user selection, and when said
monitoring status does not conform with said user selection, said server
further configured to access said second storage device to obtain an
appropriate command to update a configuration of the nodes for said
monitoring of said VOIP network,

wherein the monitoring comprises establishing an IP service level
agreement (SLA) between two or more of said nodes indicated by the user

selection, and wherein said second storage device comprises commands to

form said IP SLA.

2. The system of claim 1, further comprising third storage

configured to store a configuration status of said nodes.

3. The system of claim 1, wherein the monitoring comprises a

transmission and monitoring of synthetic data in the VOIP network.

4. The system of claim 1, wherein the server is further configured

to determine when one of said [P SLA expires.

5. The system of claim 1 further comprising a user interface

configured to provide said user selection.
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14. The method of claim9 further conprising displaying results fromsaid
noni t or i ng. 15. The nmethod of claim9, wherein the results from said
monitoring are di splayed when said results indicate that said WCH. network
I s operating outside of a pre-specified paraneter. 16. The met hod of
claim9 further conprising determ ning when one of said nodes is reset.
17. A program storage device readable by a machi ne, enbodying a program of
i nstructi ons execut abl 8hbysysteen phchiimes, sdeckih NBE YEL RS2 CORPIGIENT

el ection of nonitoring, conditions conprising nodes to

storing a user
moni tor a voﬁ@@ﬁgggﬁtpﬁﬁﬁfﬁ?@“ﬂ?ﬂ@@@éﬁ“%@@ﬁﬁ?ﬂﬁ%tmork and a duration for
said nonitoring by said nodes;

7. The system of claim 5, wherein the user interface is further
configured to dispiay results from said monitoring when said results indicate

when said VOIP network is operating outside of a pre-specified parameter.

8. The system of claim 1, wherein the server is further configured

to determine when one of said nodes is reset.

9, A method for an automatic configuration of nodes to monitor a
Voice over internet protocol (VOIP) network, the method comprising:

storing a user selection of monitoring conditions comprising nodes to
monitor said VOIP network and a duration for said monitoring by said
nodes;

storing commands for configuring said nodes to perform said
monitoring:

monitoring said VOIP network;

determining a monitoring status of each of said nodes and comparing
said status with said user selection, and

when said monitoring status does not conform with said user
selection,

accessing said second storage device to obtain an appropriate
command to update a configuration of the nodes for said monitor of said
VOIP network; and

forwarding said command to said node,

wherein the monitoring comprises establishing an IP service level
agreement (SLA) between two or more of said nodes indicated by the user

selection, and whereon said commands comprise commands to form said IP

SLA.
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storing comrands for configuring said nodes to perform said nonitoring;
noni toring said VO P networKk; determining a nonitoring status of each
of said nodes and to conpare said status with said user sel ectlii®f,Lrand
when said nonitoring status does not conformw th said user selection,
accessing said second storage device to obtain an appropriate command to
update a configuration of the nodes for said nonitor of said VO P network;
and forwardi ng sailé cokhanaethydsaiid olide, 9, furthemhesmprisihe swpinict ar i ng

conprises establishi.ng an IR service |evel agreenent (SLA) between two or
nore of sai dc%%%lga{z?fg?t@g'f@ésﬁ@ Nof&>user sel ection, and whereon said
commands conprise conmands to formsaid | P SLA

1. The method of claim 9, wherein the monitoring comprises

transmitting and monitoring synthetic data in said nodes of the VOIP

network.

12, The method of claim 9 further comprising determining when

one of said IP SLA expires.

13. The method of claim 9 further comprising providing a user

interface to accept said user selection.

14. The method of claim 9 further comprising displaying results

from said monitoring.

I5. The method of claim 9, wherein the results from said
monitoring are displayed when said results indicate that said VOIP network

is operating outside of a pre-specified parameter.

16. The method of claim 9 further comprising determining when

one of said nodes is reset.

I7. A program storage device readable by a machine, embodying a
program of instructions executable by the machine, said instructions
comprising

storing a user selection of monitoring conditions comprising nodes to

monitor a voice over internet protocol (VOIP) network and a duration for

said monitoring by said nodes;



18. The program storage device of claim 17, wherein the nonitoring
conprises transmtting and nonitoring synthetic data in the VGW(R‘?LrLeIV\ork.

19. The program storage device of claim 17, wherein the instructions
further conprise determ ning when one of said I P SLA expires. 20.

The program st or ageyiggVi 'cGﬁn%fndgl BlrMedddh %M?gr &lafl U0Gel NRE THER QNS fyur t her
conpri se when one of Said nodes Is rese
monitoring;

monitoring said VOIP network;
determining a monitoring status of each of said nodes and to compare
said status with said user selection, and

when said monitoring status does not conform with said user

selection,

accessing said second storage device to obtain an appropriate
command to update a configuration of the nodes for said monitor of said
VOIP network: and

forwarding said command to said node,

wherein the monitoring comprises establishing an IP service level
agreement (SLA) between two or more of said nodes indicated by the user

selection, and whereon said commands comprise commands to form said IP

SLA.

18.  The program storage device of claim 17, wherein the

monitoring comprises transmitting and monitoring synthetic data in the

VOIP network,

19, The program storage device of claim 17, wherein the

instructions further comprise determining when one of said IP SLLA expires.

20.  The program storage device of claim 17, wherein the

instructions further comprise when one of said nodes is reset.
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