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-1- AMETHOD FOR SHARING FUNCTIONALITY AND/OR DATA
BETWEEN TWO OR MORE LINKED EINTITIES TECHNICAL FIELD The
invention concerns a method of sharing data, between a number of
computers, 5 or with other electronic devices, such as mobile telephones,
personal digital assistants (PDAS), or the like. The data is shared via an

AleRIFNHODNRERIOs HARIGRD tHERETRVSESL IFSPeXNIyR tha THeBETWEEN
or via§ther means such as a LAN, WAN or wireless network, for

HYEER M‘B%’ﬁdﬂ%ﬂ“ﬁ% ngilcﬁﬁconcerns the sharing of data stored

on separate devices, in a secure manner using encryption, over the
TECHENLSIAD. &Hpbblal secure 10 partition. The invention relates to the
secure partition, a method of creating a secure partition and application

softwif taREHM G MEINAd QL SEalNG & SBEH BRI AMuHBE: of computers,

invention also concerns a computer system, method and interface to

Provithe e sdesr italsid Runconality ebitaireeh prenesrfmsteliginbssistants
MKQ,SO%Q:MQR@H NRAR AN aNY: RRORISH S& AHAIRIE Higitadn these devices,

devices that store information. For example, a user might use a smart

AR pRBNECA4585P af HBnIEsha s Perashar otV afwgryireless network,

foiacittenally 1this s heen: diffieatito decbesausethendata aausiba:d on separate
anually transferred from one device to another, There are other means

g%/%ﬁ%%l of SyhekirSM8IHg A BRI R o T METEetits ptRccial secure

thestrgenerallinreqtire alapacificcsoftaare applitatjon toctROJddofthisatdlyere secure

s an Incregsingned to be able 1o aocess the Information stored on these .,
gevices Secdrdlytrom dnywhere, This sShoultl B simple 6 operate and P '
Trenage; tamchBhownanystype o datasyarech {nec softvarbiapplicatioptindtle access to

S‘thesﬁefs and modifies eac .y(?e of data to be agailable on any of a
ata an nctiona containe le 1€ Of MOfe remofe deviCces

u ), .
user's electronic devices. T ata Is accessed via a network, 25 such as

the internet, or WAN, for instance, and the data sharing system should
EI@GKQ\?@Q?&HW@%CUHW to allow only the owner of the data to access

it, from whatever device they are currently using. Various systems and
methothhapedpeens e avigadeidigitabtienpt thalirkors uliplen@evice&s keimple, a user
exahmple GBZ41109%,50 C}rllangweln et al d%scribes éhe creatiop of a

mé% trélSC 4 smart mobile p one; a aptop at home and a persona computer at work.
Traditionally, this has been difficult to do, because the data must be manually transferred
from one device to another. There are other means available of synchronising the data
between two or more devices, but these generally require a specific software application to

do this.

There is an increasing need to be able to access the information stored on these
devices securely from anywhere. This should be simple to operate and manage, and allow
any type of data, and the software application that accesses and modifies each type of data
to be available on any of a user’s electronic devices. The data is accessed via a network,
such as the internet, or WAN, for instance, and the data sharing system should also have
effective security to allow only the owner of the data to access it, from whatever device

they are currently using.

Various systems and method have been devised in an attempt to link multiple
devices. For example GB2411092 to Changwen et al describes the creation of a secure

network path for a mobile node e.g. laptop The method involves sending a registration
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sending a registration -2- request to a home agent specifying permanent
network address for mobile node and pfoxy care-of address. The proxy

care-of address is used for communicating with the mobile node. Another
example is W004081818 to Fontijn et al that describes a method of 5
tequsfersinghompesship shahie peengdeviaesin alpres-orpesiiked knd proxy

The methpd invglves propagating change to one or more devices fo :
GORH @fﬁ%%% TR %-Oﬁi%@o?ﬁ%ﬁiw%é RN i Bharge fae mobile
padsed among the devices. The term "comprising” as used in this

specification means "consisting at least in part of'. When interpreting each
statemggin (s, Specilcaionainelydas gem LB QURARNg:: meod of
features other than that or those prefaced by the term may also be
praserinRelsedsE S atash MO AYHSe iarid Pedpitses nereod - bel he method
19&%{9{@&@%&@1&@%@%@@ B&E- M%@%@@_Mﬁfm '&Qgégri's ME&NRt. The
"and" or "or", or both. As used herein "(s)" following a noun means the

st Abilife P SR HORH Ghinec ISPAYGR AP R hiehdedctiat reference to

a range of numbers disclosed herein (for example, 1 to 10) also

incorfibratasy eteraptaie’all ratonatiivspe et yithintaat rangesiag at least in part
efam% 1, .1£1, 2,t13, 3.9, 4, 5t t6 6.5t, 7, 8th9 and g gnd Isct) an %ﬁang% .

OF ratiohad huRBErS RN that S SmGac(or SXAMPISTSEA8, P&l 1ds wighghe term
Zedntpdkiny 2 Gdtheentlrer disclosures dibad applicdtions)patentsandso be present.
Ré‘tl%’l%%a‘['&”% cltad abaye and below.Jf any, are herely incorporated bY 4c ame
reference. In this specification, where reference has been made to

exterrral sources of information, including patent specifications and other
documents, this is generally for the purpose of providing a context for
discussing-the-featuresof the presenfcinventian oaless,2Bstated

otherwise, reference to such sources of information is not to be construed,

in any, juris 'icl:tion,‘ a ﬂdmission that such sources ofé formati?n are

. A% used herein (s ?P] ogzlrrl]g A O HLISARP the \Rlllur anr? T smﬁu gé_ orms of the
prior art of form part'of the cormmon general knowledge in the aft.
noun.

It is intended that reference to a range of numbers disclosed herein (for example, 1
to 10) also incorporates reference to all rational numbers within that range (for example, 1,
1.1,2,3,3.9,4,5,06,6.5,7, 8,9 and 10) and also any range of rational numbers within that
range (for example, 2 to 8, 1.5 to 5.5 and 3.1 to 4.7).

The entire disclosures of all applications, patents and publications, cited above and

below, if any, are hereby incorporated by reference.

In this specification, where reference has been made to external sources of
information, including patent specifications and other documents, this is generally for the
purpose of providing a context for discussing the features of the present invention. Unless
stated otherwise, reference to such sources of information is not to be construed, in any
jurisdiction, as an admission that such sources of information are prior art or form part of

the common general knowledge in the art.
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DISCLOSURE OF THE INVENTION The present invention is now

described in general terms. Itis an objegt of the present invention to

provide an improved private network orat least to provide the public or

industry with a useful choice. 5 In a first aspect the present invention

consists in a method for forming a secure virtual private network
HIBYLOBURASGHNPIENNIVENTI®INKKed entities having internet

connectability where each entity has links with at least one other device

on the VPN, said. method characterise the steps of: (a) providing, a

ook e L SRy hot e PP A b AR S0 Ltagaet of the
imdextoheeiiies krnpwnido deicpneectatieto thevwRNwhichioolkigpide the public
devise..accants reqyests;from known entities (“joining entity"”) (236)

wishing to link to the VPN, (b) causing at least one pre-designated

contact entity (238) on the VPN to periodically poll the lookup device (104)

for rebRivdl oy rEu B8 | BAT OGP HE e (10U P Vi Ring a secure
Taauestiramn R jeiHngvenitydpcorkest Ao thenPNARQ) ¢diiRs having internet
response a poll for joining requests said lookup device (104) notifying th )
G LAt GFR (235 51 4t L tHE A0S BF SHEH fubig iy ¥ PN sid
236y d(ehafihercentacihentitys(388) permits a connection to the VPN, the
contact entity supplies at least its address to the lookup device which
passes this t {nepiing, 40,entte D o ipning eniivn (301 and coniach
entity (238) eStablish‘a first link (254)" between the%n, (g9) the joining entity
wpditHaccordtactientiyce Sndwettarbaothentieblion proddds, whmhdaid fistlevice
iﬁéﬂé?%@é&l&‘%dfﬂéﬁﬁ‘%Mﬁ%ﬂ%@!‘?‘}o‘?ﬁi}%‘?&ﬁi@’?L{[§§®S%JHMH§ MRS the VPN,
entity notifies the joining entity of at least the status of other entities

belonging to the VPN and notifies all entities on the VPN that the joininlgI
devictls joinifft T VPR AP SaTETEHMiY Eevitd TN tHE statds of ™
pthedentitipsihalonging @-the: VIPY torcaleilalgdisingde pasition in the

VPN including the one or two neighbour entities it will

(0 said lookup device (104) receiving a request from a joining entity to connect
to the VPN(100)
(d) in response a poll for joining requests said lookup device (104) notifying the

polling contact entity (238) of at least the address of each joining entity (230),

(e) if the contact entity (238) permits a connection to the VPN, the contact
entity supplies at least its address to the lookup device which passes this to the joining

entity,

® the joining entity (236) and contact entity (238) establish a first link (254)

between them,

(2 the joining entity and the contact entity conduct an authentication process

over said first link,

(h) and if the authentication process is successful the contact entity notifies the
joining entity of at least the status of other entities belonging to the VPN and notifies all

entities on the VPN that the joining device is joining the VPN,
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connect to,. (j) said one or two neighbour entities initiating a process of the
type specified 5 in steps (c) to (f) with sgid lookup entity to establish one

or more second links with said joining entity and terminating said first link,

(k) and said joining entity and at least one neighbour entity conducting a

mutual authentication process which if successful sustains said one or

more gecond dinksoiligiarablyusaid ineihad bichdaingnaindnbiabregisttationvPN
step whereby entities (270) 10 register with tl%eﬁlookup device (104,274). . |
o ML TS5 B WoFe e S Ve e 1§ BREES IHRCR Afecggtics it wil
cegigtared are subsequently recognised or known to the lookup device,

said registration step comprising: the entity (270) sending to the lookup

devic regiStré‘ﬂéi’%n@f)‘?r&&)@@l%%ﬂ)l%@&déﬁ%% '&ﬂ%ﬁ#% %@@@o?‘tﬁé‘ﬁﬁa‘%’%’rﬁ%ﬁed

and the lookup device (104,274) storing said regis a(z')on information for
iderspfidation(porpbsed Whkvperagisteredhdititgnd SrepntssecvPNUGinirg said

(&g&%f&gdq@}gg&g@éig%dﬁfgtqﬁggly said registration step includes the
ookup device (104,274) sending to registering entities a security key

(278) 1o allow sych entities to access security keys unique to VPN for.
which(%')eg istra{/’ﬁ’(LﬁinS ﬂgé%‘&%% ‘?ﬂ%\téf@%cﬁ?f Tﬁ%gto‘fﬂg tnglﬁ{%? 8&%‘%’&?@(&%@%?‘%&
MBiNa120 (Reefetably prostepwhjcihe cartacheniityifirthelr setifies dhesjinhddinks.
entity of the entity identifiers of other entities belonging to the VPN.

Prefepally. InisteR ()said Joining:gntty addifionally usesihe iy, catities (270)
identifiers of other entities belongl‘%‘lg to the VPN to calculate its notle

esitoni Prafetablysaidrentity1derifier iscar sedresy, RePdfereblBaidind only
é&ﬁﬁ@‘@ﬁ%%&@?%ﬁ%&%&%@%ﬁ%@@&é&@ I@&g‘{%@eﬂr&tl%%%%giﬂ%kﬁfﬁdewce,

other using a key (304) unique to the purported identity of the other entity,
VHCHCLHENIYE COrAPHNIFg S tharssriissioh) (504 théethekenhtsyig registration

fxﬁ%@&@%&@é@ﬁé@@a&hﬁagtﬁ%s@ﬁﬂ%@@dﬁé‘é{w&éﬁQ%@YH@%%@@H%I@E@Q (104,274)
entity that the response is correct. -5- Preferably each challenge between

91788 eAtity S ATS8C R BRTIRP I SHFOSE HEC B RS BT YR Firkesfity! entity
geaeratana; sandongrauUeNse BhAaaltAB:600), stores it and

Preferably said registration step includes the lookup device (104,274) sending to
registering entities a security key (278) to allow such entities to access security keys unique
to VPN for which registration has been made and the other entities registered for that

VPN.

Preferably in step (h) the contact entity further notifies the joining entity of the entity

identifiers of other entities belonging to the VPN.

Preferably in step (i) said joining entity additionally uses the entity identifiers of other

entities belonging to the VPN to calculate its node position.
Preferably said entity identifier is an address.

Preferably said authentication process consists of each of the two entities challenging
the other using a key (304) unique to the purported identity of the other entity, each
challenge comprising a transmission (604) to the other entity, a response (612) from the

other entity and verification by the challenging entity that the response is correct.
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encrypts it with the public key (304)of the second entity and sends the
resultant cyphertext 5 to the second engity, (b) the second entity receives
the cyphertext from the first entity, decrypts it using the private key (306)
of the second entity, encrypts the resultant plaintext with the public key
(302) of the first entity and sends it to the first entity, and (c) the first entity

receivestthergyphariextitigm thewsecondrentityi-destyptseiodd usingdh@prises the
grivat _key (300) of the first entity compares the resultant plaintext with

'SR ¥tored random sequence of data (AB'600) and if there is a match

accepts that the second entity is authenticated. Preferably data traffic

betwéen entitibs tonnedtedamatvPNdsdencrygtedagsingade SyRioNElrickeyit and

@}&@@4%%@%@@8&% - S50 [0 SRAYERRL.Qh AR AOM dPcy phertext

rably said authentication process is periodically repeated and the
vetiedicaiy ¢eierated random data sequences are used as a dynamic
symmetric session key. Preferably said entities are devices having a

procegsor thateaebarennectediesthe dyeenet: Prafenablysaighdevieaspts it
include computers, PDAs, PPC, mgbile telephones or 20 smartphones,
HRPRTIRUAET GEIICES Ol st SEPECHHHERRVEGH COHEE it with the
pabiiputer(Sothwarader foeningradseadrd: wrthalipstvatennatwork (VPN)
consisting of two or more linked entities having internet connectability

Wher%?ach ety Nas ipksnith.atleast one other cntity on 1he f',\ld@&r?petls it
lookup’device connected to the internet having a known address with a
updathblerirdek 23 H0entitlestkpowtitiocbeponn St adiel o tinda RN, wigidsaid

SOMUAHRIESIAIRIAREACM SR SO 1AHGk COMPHSI NG ) AERIAG MBle second

connecting to said lookup device and making a request to said lookup

HEVICE o eRRtertet VPN, -6- (b) a routine for polling the lookup device for
received joining requests, (c) a routine for receiving from the lookup
devicerafcladst the: addiRssafveachnjgivingoantitysdd) a roPineasfehcrypted using a

Matching fhe address of each Ieining ety with stored.Sritena w00,

Preferably said authentication process is periodically repeated and the periodically

generated random data sequences are used as a dynamic symmetric session key.

Preferably said entities are devices having a processor that can be connected to the

internet.

Preferably said devices include computers, PDAs, PPC, mobile telephones or

smartphones, and embedded devices.

In a further aspect the invention consists in computer software for forming a secure
virtual private network (VPN) consisting of two or more linked entities having internet
connectability where each entity has links with at least one other entity on the VPN and a
lookup device connected to the internet having a known address with an updatable index
of entities known to be connectable to the VPN, said software residing on each said entity

and comprising:

() a routine for connecting to said lookup device and making a request to said

lookup device to join to the VPN,
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5 (e) a routine which allows matched entities to establish a first link
between them, (f) an authentication rou()Iine which enables entities which
have established a first link to mutually authenticate the identity of the
other, (g) a routine which if the authentication process is successful
notifies the 10 joining entity of at least the status of other entities
belonging to theo VRN anghsntifiescalormtitiesi@nfthecvViiNthahthe jQining,
device is joining the VPN, (h) a routine which uses the status of other
entiigs belonging, o e Vi, 18, Galauiale e pode positon I G WEN o coch
and the one or two nelg}t"lf)our entities that the Bntlty on which the routine
résideswily.connect to, 15 (i) a routine which through said lookup device
establishes one or more second links with said one or more neighbouring

entitieg)in saiq Mahhans andshsidirslilings G s.EayunenwBIchIRN@KES ed criteria,

said authentication routine to conduct mutual authentication between said

Iinkec{% eighbourin entHiel? qlnd which if successful su ans fsaiﬂ one.or
more ‘Second TifkS T $0"TR & lirther AS58Es e iV EntioR Condists in s Perveen
thethod for sharing functionality and/or data between two or more linked
entities using a network comprising the steps of: (a) creating on at least

one e@tity at Igashang a3 aniasineaah-raid.real QRIAC! RIRKIHING ACERRScd 2

to the functionality and/or data of said entity; (b) creating on each entity at
feaisivne virgallpiebensisets xiddgrtiiardBjectt®s providing access to the
functionality and/or data of a real object on said entity, each said virtual

objectggontaininguaihleasi One Mbjagh astionisnahd coks (€} ereating tias the

least one entity at least one remote object foy connection to_a yirtual object
R FeGte” ﬁfﬁ;‘?@?&?}%ét%%\ﬁrgﬂ%ﬁ%ﬁ?&?&?ﬁ&ﬁ}é‘ﬁj‘%ﬁ%ﬁ%w ﬁa %ﬁ”t%%es all
antéssotutictionilitianbléqoidata fviccenaitentity VIPreferably including

the step of: 5 (d) creating on at least one entity a metaobject, said

metaghject proyidifg. BRSO ANenctonality apdior bde%ﬁ%‘?é[gactg'#{@l\WN to

of virtual, remote and meta objects. Preferably said metaobj

ednthits detaalsdrorifigncichalMy hhdepéardent of @yyncighbour entities that the

entity on which the routine resides will connect to,

) a routine which through said lookup device establishes one or more second

links with said one or more neighbouring entities in said VPN and ends said first link,

0) a routine which invokes said authentication routine to conduct mutual
authentication between said linked neighbouring entities and which if successful sustains

said one or more second links.

In a further aspect the invention consists in a method for sharing functionality

and/or data between two or more linked entities using a network comprising the steps of:

(a) creating on at least one entity at least one real object, each said real object

providing access to the functionality and/or data of said entity;

(b) creating on each entity at least one virtual object, each said virtual object
providing access to the functionality and/or data of a real object on said entity, each said

virtual object containing at least one object actions; and
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virtual or remote objects. Preferably a list of the objects of each entity is
synchronized between entities. 10 Preferably each of said virtual and

meta objects may include security functionality for controlling access to

the object. Preferably said network is a virtual private network (VPN).
Preferably each of said real objects are selected from the group consisting
of Filec)BrowsataailBravser vealenidasBrawset, Musie Sieametosicton to a
modeIe;,Video Streamer; .15 Chat module; MediaPlayer. Remote; Remote
BB MDA Ae S AOATe: BLART MBI B Rep e to
MaodulenPanicliMaddleir\Weh RS &feed enadule; FTP Server module;

BLOG update module; Legacy module; Database module; Web camera
momi“?efé?;[@f;?ﬁ?ﬁ%ﬁl I%sgt%pgfpf said entities is a device having a
processor and that cah be connected to the internet. 20 Preferably at

least one said device includes computers, PDAs, PPC, mobile telephones

or smi&ttphon&&2HAY YhibKadenB6UIES MFYTtitHer LS PR RIS ShOENEGRS

£QUSIStS i GoMPUERAL SOtWAse foh siTarigrafupclienality and/er Shdteneta objects.
between two or more linked entities using a network, said software

regdiﬁ%@&ﬁla%hié%%égﬁpﬁ (Ad %%”l&’grlsé“%: £21(@) & routing;for Crealing At ¢ any
least one rea oﬁject, each said real o Jecgt prowdcl)ng access to the
fimetlomatitpcandhgeadata of said entity; -8- (b) a routine for creating at least

one virtual object, each of said of virtual objects providing access to the

functippalinhAngrer slata: o realabiect ansaid, £aTith; LA Saith kel
object containing at least one object action; and (c) a routine for creating

at least ane remote gbject for connection to a virtual 5 object on a_remote .
entity U QfﬁBl%Sﬁ%gbﬂ&Sé o FEHHGtR IR lF&\'i\SziHE%H‘%HT%?%“&&%@%%CUOH"‘W for
tonatidingiycandioridatjafta remote entity. In a further aspect the

invention provides a secure internet partition comprising: two or more

deViC?%?e?&ﬁf_&ﬁH@l@!&}grQ%% and.a r{?ﬁ%ﬂ%en%ﬁ%‘ﬂl'é%@‘ﬂ% verification

checks; wherein, in use of the partition, each device is associated with

one or more neighbour 10 device(s); wherein, in use of the partition, each ,
devicBrales iy faaRof Wp’fﬁ’(’dra‘ﬂﬁfésk@? selected from the group consisting of File

Browser, Mail Browser; Calendar Browser; Music Streamer; Voice module; Video Streamer;
Chat module; MediaPlayer Remote; Remote Application Module; Advertisement Module;
Banking Module; Printer Module; Panic Module; Web RSS feed module; FTP Server

module; BLOG update module; Legacy module; Database module; Web camera module.

Preferably at least one of said entities is a device having a processor and that can be

connected to the internet.

Preferably at least one said device includes computers, PDAs, PPC, mobile

telephones or smartphones, and embedded devices.

In a further aspect the invention consists in computer software for sharing
functionality and/or data between two or more linked entities using a network, said

software residing on each said entity and comprising:

(a) a routine for creating at least one real object, each said real object providing

access to the functionality and/or data of said entity;
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used for encryption and/or decryption of data traffic between neighbour
device(s), and public keys of its neighbgur device(s); and wherein in use
of the partition, each device operates to perform a verification check of its
neighbour device(s) using its private key and public keys of its neighbours
and if a neighbour device is verified, transmitting data to the 15 neighbour
devicgusing the cryptegraphiekeyl.dhe neighbowhead-afdeviaebdnaytual
form a loop. Where the secuﬁge inte%jl)et p%rzitio is omp;iség.d of three or .

b1 EVCI NS HER R 1ES FASRAVEN 8’@%@0 i VEifitatsn ™
ehackidmayie-basechoniaichatlengeandiespanse;auihentication. The
verification checks may be performed at intervals. The verification checks
may be based 20,01 & verifigaiqnSRALEPEE.NAL i RdRied, ALIDERAIS: virtual
The cryptographic key may be a symmetrical key and each device may
pliver subseamtiliy e darmhe wripdy raphiekels. athecpaleitibi pespfiirthenccess
have &l point.that maRigins & st of devices that comprise the
partition. A further device may join thé partition by obtaining from the look
25 up point gddress details of a device ip the partition that will be the
furtheIPdle%\‘éPaEféC HBfghBSUR A HE N EE SR paTtifio R THAY ' SRR G tvo
arseionf drvices cudheteindingeof devieeprdoira aduriket partitiaffic:;®on checks;
The invention aI}s[cghconc%rtns a m%thé)d.of creating a secure internet b
partition. Tn"adrther Spect the vention 1$ Appfication soffWard instafied & ™"
dvadeyiceetamenform thehmpeihotof erdatiaga sécurenntemnetcpartitgeaphic key
In yet a further aspect, the.invention gopcerns.a lookup point to facilitate
o e o e R RO PR MRIED, an
mhdintiony prévides-algecurd dnteinetypdriitioncio transmitf dhtapsetinmlyah device
he.inte %eéﬁeﬁb‘%&%WE'Q&SQE%IOJE%'HQE)?‘nférﬁ&gﬁ%%% GONRIGARIR 180 ey and
transmitted to a second device, a cryptographic key and a verification
Bebjireke; d secsisdtbdevicatomaipiziv e Jenfichtion Seduensatsegivet to the
H&gﬁﬁbﬁrfaﬁi&eﬁ@ﬁ% '@195%%%94?5‘1“&&99 second device and the

cryptographic key; and wherein, in use of the partition, the first 10 device

operates to encrypt the data using its verification sequence and . .
cryptde ’bﬂ&ﬂ%%&‘/fhé)ﬁg bl a&f@p&/ BES B T4 g et partition
Bryptggtaphic keyeandnmeeitieaitos) each device may have two neighbour devices.

Verification checks may be based on a challenge and response authentication. The
verification checks may be performed at intervals. The verification checks may be based

on a verification sequence that is updated at intervals.

The cryptographic key may be a symmetrical key and each device may have

substantially the same cryptographic key.

The partition may further have a lookup point that maintains a list of devices that
comprise the partition. A further device may join the partition by obtaining from the look
up point address details of a device in the partition that will be the further device’s

neighbour.

A device of the partition may be comprised of a set of devices, wherein the set of

devices form a further partition.
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sequence. The first device may operate to encrypt the data using the

cryptographic key by combining the cry&tographic key with a partition

sequence, and encrypting the data using 15 the combined cryptographic

key and partition sequence. The data may be packetized into packets and

the combined cryptographic key and partition sequence is used to encrypt

part ohthepacket dkbe-packeat maycompiseatigadesandibedyapathieon. In a
art encrypted may be the body. The first device operate to encryp} "
e R TG i RHREn ot SRR BY 50 BHALS D U psrtiofe o the

segqueheé withdhe yverficationcsegquenteand addingatfiadhe dgiact, the invention

ransmitterl tp the second device, The daja may be packeizedintg o,

pac ets ﬁavmgpapﬁea er an a%ocfy, and the eHcrypte par]fftlon P '

sequence may be added to the header. The second device may decrypt

the d&tardshtepitespetiibationcssqueneedsy asirgthatsedficativlvssqiensait data

§9c€lf‘et1?”8}in§1$h§n%§@$j%é%gﬂﬁﬂﬁﬁCEMHHQB the ﬁ?sqo&c_ifiggvégﬁta%ﬁng data to be
decrypts the data using its cryptographic key by combining the determined

PARTEICith ather eryplogcsphiEkRY SBNis Y 1o HEERfsEtNe dstcmsea second
PALIQDSEAUENGR MaY: bR clyRamisdn thatitisrehanged at intarvalsothe o verify

partition sequence may be randomly generated. The verification sequence

Thaypedyiarnfc i hach R SHANYe K at MS VAR HhE Pastitidh SBefidnge the first
may-begandomly.genprateddatd dsTheiverdication seayence Mmayh@rographic key
unc'}q e to the first and iecond cé%/ia?. The verification sequence ma be.f :

Uiglis 13 HARY trFENSMISSTIONS fr irStelics T theBaond dtificg e cation

dheevetification sequence may be received from the first device as part of
a challenge/ response authentication. The second device may contain a

furthefeHficalian 2 SeqUERG5.And éﬁ?ﬁ&?‘%ﬁ?‘é&ﬁ M%%%{%taé&rﬁ%%%ﬁ%@key by

verification sequence that is received from the second cei

veriiting finstcaviesae parttidhnrayicomprisedarthed dagicesthabamata using

m&ﬂbﬁ%&.&ﬁ;{?ﬁ&%ﬁi@ 1!‘@3’ana_ B%rﬁ%ﬁti%@@é.c%Pﬁ%% fMEEh 518 g@é’ﬂ%ﬁ;?ed into
and the partition sequence is used by the first device when transmitting

Pretec to Ay e vitebETath 6 PRI ATARIE (9N 20 fuPB B S prepictis ihvesttihencrypt part
sPnRLepRse Mmethed @t transittipadatacsastialy 1y thed m@gﬂﬁt-e&ﬁk}:ﬁ@t&i may be
further aspect the invention concerns a method of receiving data
the body.

The first device may operate to encrypt the data using the verification sequence by
encrypting the partition sequence with the verification sequence and adding it to the data

transmitted to the second device. The data may be packetized into packets having a header

and a body, and the encrypted partition sequence may be added to the header.

The second device may decrypt the data using its verification sequence by using the
verification sequence to determine the partition sequence. Further, the second device
decrypts the data using its cryptographic key by combining the determined partition with

the cryptographic key and using it to decrypt the data.

The partition sequence may be dynamic in that it is changed at intervals. The
partition sequence may be randomly generated. The verification sequence may be dynamic

in that it is changed at intervals. The partition sequence may be randomly generated.
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securely on the internet. In another aspect, the invention concerns a

software application to perform the m_e{laqu of transmitting and receiving

data securely on the internet. In a further aspect the invention provides a
computer network to provide access to 15 data and functionality

contained in one or more remote devices, the computer system

comprisinge e, abineigueasceseach coniainingha reat abjecthaidaliews:. The
access.to data and provides functionality; and wherein, in use, each .

HRUIER L bie e o TR bR o Roniot® dBGidE by pdes o the
afcaredic o viriliad objéctsioa ficgttikitialohjectisivedsibaned ifirthdcleviae part of a
fen rommunication with, he real gbject, and & second irtal. 20 ebieet 5. ifcaron
|Cooas|(f|o%1éol'3 iR the rémote device for communication with the first virtial * oo
sijectce Thel virtfaboljectmay extraict dattuahe fumdtionatitycframcthérealreceived
BIRGhe0.2510 make e lata dnguncionalitypdependent of operating
system of the real o%ject. An o%je t may be a software application that

can store data and provide functionality in the manipulation of the data.

25 In T Pastir davicecratiectdabee sk ifthshdupbomsity ihcacrepfrsaphic key.

=Y iﬁ%@i/oﬂ%z@fcmfs@ﬁ%@ abjactsaaifist E&@ﬂiﬁ&bl@ﬁhéﬁé& B&sed by the first
positioned in the device for communication with the virtual object wherein

58 STACBI AR B AAR HURRSY F6HERSA TN, AHEPE second meta object is

positioned in the remote device for communication with the first virtual
objectita providethectuhihervtunicionality withrileen S0ofinst virturaingbjeet sé&nrely on
%@?&E@@l@y CPnnt%ltnan}HrIHpelre aaé(:telgtn 'e_dil:xl'ferllrl-:lm}/ne tcarfgerrtrl?se gafggtggtdt%? receiving data
iInvention provides access to data an l?unctlonaﬁty contained in one or
snorelrernotes dewices. In another agpectithennveitioroprovidessaftware application

%ﬁ Qﬁ%%lfﬁ{ee}ﬂe%%ﬁg%@i&a%ﬁ’qiﬁﬁm%%%srége%% 9% ACEESS 10 Aald ARGer

ctionality contained on one or more remote devices. 5’"Embodiments of

the invention provide a secure, flexible and simple way for people to
acces8 AdtABeNtEPEStBIed BT E HeROTR G iGipId etAtEe brcaPsingle access to

ntertace fdkeoksel ebeash-devicshmnay he differant allowea, User @fputer system
device to control what content on their device others can é&acceis using q

tREBIRGIE iRtEHACEIOThE TATS CARLE AR Higita e Wi S¥ HBCUelstSss t© dara
musjeopidtsres,caanalls; alertshdbiand updatesh Matiberidhdidada access data and
RseeResflpould be from dynamic sourees 24an 3 JGIALINBUL bt visual object i
positioned in the device for communication with the real object, and a second virtual

object is positioned in the remote device for communication with the first virtual object.

The virtual object may extract data and functionality from the real object so as to
make the data and functionality independent of operating system of the real object. An
object may be a software application that can store data and provide functionality in the

manipulation of the data.

In use, each device is able to access further functionality in a remote device by use of
a pair of meta objects, a first meta object may be positioned in the device for
communication with the virtual object wherein the meta object provides further
functionality, and a second meta object is positioned in the remote device for
communication with the first virtual object to provide the further functionality with the

first virtual object. An object may contain multiple actions.
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card reading temperatures, or a screen shot from the device. Any device

that is able to be connected to the net Erk, such as the internet, may be

used in conjunction with the invention. As used herein, the term "internet"
should be interpreted broadly, to include other 15 types of networks that
connect together electronic devices such as computers, mobile

telephenes, PRAG.andibe like, anenitehtermviitermetswit iagtidenothigictionality
electronjc communication networks, such as intranets, or WAN, LANs, .
AL RS BT BRTER DR SERPAGRYDF BRANNGE EXAgEgdes an
witdacnviention vidhtaovic bécdiescribets withreferkeneectesthe akbeomparfyingionality
g(g)ndra\e/v'rg)%s(5 in C\%m%le l;i ure %ﬁ%?c%\évs a schematic view of the

architectire of a smgfe cﬁoué; igure 2 shows a schematic view of the
architecture of multiple clouds; Figure 3 shows a schematic view of

multipiebpdiiesnthaf abe tertraNy mandgademigursdbihenssradhermatier people

ﬁée‘chgisnan Q@q%ﬂtk?&éﬁ%ﬂ%w&ﬁ? e %ﬁﬂﬁg@q&v&slz&%%iﬁgle interface. The
schematically shows the relationship between devices and entities; Figure

B shoiva HodeBisfeBta Vs rritE treatBor sirttye Gletv st iFatE 9 High el atgent on

that gandee greated acressmitinledenices #E2- Figure 7 schematically
shows that relationship between real, virtual, remote and meta objects;

Figur ﬁi sigchematlggllg1 Igiomgltﬁfse relcaﬁlon%%lpubetween actions and

S :
4 e data ca i su S ents, music, pictures, e-mails, alerts
objects; Figurée 9 Sehématica ly shows how nstances of actions are ’ ’

ordatedhies objectsr hdigurectOssehembticallyoshdyvarntegritydinkshmaligital input
clovd.once an,sntity fs. lost, Flaure 1, sghematically. shaws tearr inks, e o be
in'a cloud-once an entity joins; Figure 12 shows the arrangement o eys
omacdevice dhd lookappeishdwrifiy regisirationyoba device; Fginesidd, with the
14 and 15(a) show the arrangement of keys when a device joins a cloud;
10 Figure 15(b) schematically shows the establishment of an integrity link

between two entities; Figure 15(c) schematically shows the process of
sendiﬁ@ WS RESFE Bt irsBh trigrmet” should be interpreted broadly, to include other

types of networks that connect together electronic devices such as computers, mobile
telephones, PDAs, and the like, and the term “internet” will include other electronic

communication networks, such as intranets, or WAN, LLANs, wireless netwotks etc.
BRIEF DESCRIPTION OF DRAWINGS

Examples of the invention will now be described with reference to the accompanying

drawings, in which:
Figure 1 shows a schematic view of the architecture of a single cloud;
Figure 2 shows a schematic view of the architecture of multiple clouds;
Figure 3 shows a schematic view of multiple entities that are centrally managed;
Figure 4 shows a schematic view of multiple entities that are privately managed;
Figure 5 schematically shows the relationship between devices and entities;

Figure 6 shows how objects work to create a single view of data and functionality

that can be created across multiple devices;
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entities in a cloud; Figure 15(d) schematically shows the process of an

entity joining a cloud; 15 Figure 16 schematically shows the arrangement

of modules for the software of the invention; Figure 17 shows the

relationship between software modules in multiple clouds; Figures 18, 19

and 20 shows examples of the relationship between devices that share
multiptgyaleudsicBenrigenies hbie 4if.shewsasnpiergiapbicatlselrtual, remote and
interfaces (GUIs) that can be presented to users of the invention; Figure
PERRBE A flowchart of a start-up procedure; Figure 49 gives an example

of a logon screen; Figure 50 shows a flowchart of a device start-up
proceldigrere-818 kigare 81 dhowste fidwchahipberprocedirasfandqgbijerts;

lookup request; Figure 52 illustrates a cloud join process using a

flowckhastiEigura-as shmysd Jowchart Qha claud doin RFOCRIWE in DIGHE;

54 shows a flowchart of a cloud start-up procedure; 5 Figure 55 shows a
flowcgart of cl%lljd initi is%[ion proce.duEekFi ur%OS%shows a flowchart

of creafiiga single View over ail JeVEesiRS Gdud " Figured Be AsEE &hd

56C show a schematic of the relationship between devices, across a
singldigane HigehrenBTisHipwsoa flowshiar tliokaicloglpstarneqrprodedires; 10
Figure 58 shows a flowchart of object communication; Figure 59 shows a
flowchagh,abapt devicaneokumand.conrectianopracgautesin igdefGoint during
shows a flowchart of a message switching procedure; Figure 61 shows a
FRSWEALPP G EoiFintegrity maintenance procedure; Figure 62 shows a
flowchart of peer information synchronisation procedure; 15 Figure 63
showFigdlewthad ehd titadinferinationgymehrenisationhprocdedre joins a cloud;
Figure 64 shows some details about lookup point message handling
PrOCORfre gy €cAB SRR SRR RIS ARGHLIRI AE T BUESS A rvvcen o

procedure; an
entities;

Figure 15(c) schematically shows the process of sending data traffic between two

entities in a cloud;
Figure 15(d) schematically shows the process of an entity joining a cloud;

Figure 16 schematically shows the arrangement of modules for the software of the

invention;
Figure 17 shows the relationship between software modules in multiple clouds;

Figures 18, 19 and 20 shows examples of the relationship between devices that

share multiple clouds;

Figures 21 to 47 show sample graphical user interfaces (GUIs) that can be presented

to users of the invention;
Figure 48 shows a flowchart of a start-up procedure;
Figure 49 gives an example of a logon screen;

Figure 50 shows a flowchart of a device start-up procedure;



Figures 66 to 70 provide some additional examples of screens that allow
users to operate a software application that embodies the invention. 20
BEST MODES FOR CARRYING OUT INVENTION Examples of a secure
partition of the internet will now be described. In this description a secure
internet partition will be referred to as a "cloud". -14- Device - Any device
havingigpeosesantantsande sonpecteddorthe jpienaekipuchastusing
TCP/IP) can be connected to a cloud to form part of the secure internet
partitign,, QUi device mush also meel cerain minimum system
requirefments. Examples of a device inclu %DC (w ahy operating
system, such as "Windows", "Linux", "Macintosh", or 5 open source
operaﬁiﬁg‘@yﬁéﬁ@y pBAscPEEl Wil whitRevVeE sliErating system, such
as "Palm OS", "Windows CE/Mobile" etc; Mobile telephones or
smarmlgmes4susk»ﬁsﬂ&Biﬁai@Bﬂu}éloda\@ﬂh@r@omﬂﬁ;'Symbian"
operating system mobile phones; and Embedded devices. Entity - An
5 entibyip e basic.unit (ernede)na itval pivale pemoark /BN or 10
cloud"2An entlty is a collection o ocbjects an e Created by a device
or a cloud or VPN itself. Objects -An object is associated with an entity
(i.e., HARALE o Thoud)? TrEbBfeefcreditaih FaaLIERMIRYRHI diewe 2 cloud;
access to data and functionality on the devices in a cloud. That is, an
objecFigw@raoBeali 3o B faactif6s. s&ﬂv@bjedtmereateeamh'ﬂﬁMﬁ:@ bétarechbdevices,
actlon Obj cts can be added to the cloud from each device in the cloud
SoR gt?hgobject’s in a cloud are available from all of the trusted devices.
Cloud A VPN created between known trusted entities. The cloud is
awardigugichhdeweddadtrustedclnd trststatbeefdisse entities. Also a
cloud can be a VPN of devices and/or other clouds. Objects can be
10 addedfzare sachRntiiRthacloushied Laakumpeinh; A lookup point is
used in the system to allow the entities to find each other. The shared
look oint.allows centralized re |st tion control of clouds Th
Iookﬂ% gomt”r%a(rf]l e Iocrf:)lé)t\g%f‘on one' o?av Ced‘zvg: sairr11daC [eitel¥ts %t%rr%%:tl\lllé?y’
the lookup point can also be on a separate device. These concepts will
be exBigiHedVuhhes inflefahsncel o tisesmiggrashing pocedure;

Figure 61 shows a flowchart of a cloud integrity maintenance procedure;
Figure 62 shows a flowchart of peer information synchronisation procedure;
15 Figure 63 shows a flowchart of a cloud information synchronisation procedure;
Figure 64 shows some details about lookup point message handling procedure;
Figure 65 shows some details about join query messaging procedure; and

Figures 66 to 70 provide some additional examples of screens that allow users to

operate a software application that embodies the invention.
20  BEST MODES FOR CARRYING OUT INVENTION

Examples of a secure partition of the internet will now be described. In this

description a secure internet partition will be referred to as a “cloud”.
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The cloud 100 is created from four entiltifs Ato D. Entity A is a cloud that

is itself comprised of a set of devices including a desktop computer,

notebook, PDA and smartphone. Entity B is another desktop computer.

Entity C is another smart phone. Entity D is a further cloud. Each entity A

to D ipeairtiguted behindhafiiewalcloGantheennescteddea-thelintamehdddet (such

-15- The i;@Shared lookup Qoint 04%0r 2” four entities Ato D, thatis . .

ﬁgﬁﬂ?ﬁi}@) on/ &RdtAer YeVIES EakiT 8ty At8' D8 85SaTiated Wit paruton.

slilferedtdantenit lslbe ed d0Baitonlia8dute spestivelyioatent ERBarils of a device

108d is shared on the cloud in the form qof objegts. On gach. 5 entity Ato .,

e A e TSt o i RSont Toato oo ™ o

dinis iswshowpesohematically; With/theRéferenbewiucheral bEraFigusgsm, such as

spawsdee. separale elpyde ind and QAL Use . shared OQKURRAIN such as

104. Cloud H exists separately ané Fas a private’ lookup point 105. Tﬁe

dhlitieBeofiClolnia BlPnanil chiaséSteldiaredpoakap poir0aobie phones; and

eRiities of glowdH use a private lookup 10 point. Cloud H is isolated and

any device that is to be joined to Cloud H needs to be aware of and

registered with the Cloud H private lookup pointl05. |f all entities in a cloud

114 sﬁar&yawé\dkﬁ@%mf%g?mélerbwigoestshg?d%ﬂu%}eﬁﬁfﬁrﬁ/ PREFAGLAN or

Theue ara foeHRpiiesMNeBida andHR thatdnayeBehbad dgvicéakdor a cloud or

%fw v?v]ilgich together form a centrally managed cloud 114. 15 All traffic
E&i'entities is encrypted. The encryption is entity A, B, C or D

specific as well as cloud 114 specific. Further details are shown in Figures

3 andQbjTete Hitegrlifydink issiricatedthsat 20vinytlie Fitpres 0Odlyud) sifdle objects

Dk s MGl RRIARIShAR I PERNEEN JAQERIities, DIkt IRKMAY BE USeALOLes in a

multiple types of information 20 links such as data and integrity. In this
deampleainksn 20jespieseatls sHrsgpity ks Thesdigregritgaksapagstance of an

gea&tabj@eggr@me&@ HEQ& @rang.alt %‘iﬁi%&l{‘&&@{ﬁ' -tﬂ@&%ﬁd@@g{m’the objects
links 120 are used to verl%the credentials of each entity A to D in the

Baudrrd ereaeH dndtgmhad efobe ieprereraisk? verified twice by each of
two other entities in a cloud. For example, entity B is verified by A and C
that abtoaid the\ eae side ol B strtegiyoksrlded entities. The cloud is aware of

which devices are trusted and the status of these entities. Also a cloud can be a VPN of

devices and/or other clouds. Objects can be added from each entity in the cloud.

Lookup point - A lookup point is used in the system to allow the entities to find
each other. The shared lookup point allows centralized registration and control of clouds.
The lookup point can be located on one of the devices in a cloud. Alternatively, the

lookup point can also be on a separate device.
These concepts will be explained further in reference to the Figures 1 to 20

Figure 1 schematically shows the architecture of a single cloud 100. The cloud 100 is
created from four entities A to D. Entity A is a cloud that is itself comprised of a set of
devices including a desktop computer, notebook, PDA and smartphone. Entity B is
another desktop computer. Entity C is another smart phone. Entity D is a further cloud.

Each entity A to D is configured behind a firewall 106 and connected to the internet 102.
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25 The verification is done via a challenge-response mechanism that

confirms that the entity is who it says it is, and also that the entity knows

who the user accessing the system isf.]I?A is challenging B, the

challenger A creates a random data sequence that is then encrypted

using the public key of the entity being challenged B. Entity A sends this
Tatactes entirdd. hbrwghplienged evtityiBrshenr detryptsshp random dataained on
using it private key and 30 re-encrypts it using the public key of the

%%iﬂ‘l:% atChallenged A. The re-encrypted data is - 16 sent from B to the
challenger A for a match to be made. If matched, positive verification has
takenbpldcenerificatid is repeated atithtérvhfsrimtiisway ikbelbutity)8f g0 108d

Pe@%!é%ﬁxiél OMRIRMISEE, B AEEYICE J083 LIUINE NEAHEIHINLIEIS Sts. On each

automatically readjusted to remove that entity 5 (discussed in further .
detail betdw yhisdsDalafierics eranadieatedaieon 29 4R the Pigared Ofa Figid. This
Rsihndatteddinesirenresentdatalinkghe2that are used for

communicating between entities A to D in the cloud 116. A data link 122

is first established as an integrity link 120 to verify the other entity. The
data THRE22 86 VAT Sﬁﬁ%ﬁ%@@ﬂﬁf £ JS3a6) Griba e AR BAPoksp point 104

(rnspdrted <1Q hyselayinglitne glikect linkexistsdatpeerhthen@ntitios clouds E, F,
Wigh(if%to chlan&fldaﬁa' Thelste ta Jinks 1t21t2 are.cr ated as needrtlad ook
A ASSE e A R EN e Yatd Tink 125 BENedr Shies tedb fraafs lookup
when gbidwictlis autombticdlnwhenonmditipie messagesd ase(end H needs to be
between the two entities. The.direct data Jink 122 is th losed when it is
e N e T R R Beween two
entities that do not already 15 have integrity link between them, such as A
and Gf tHestHEceAtitie < WitbvétitysathotrekufirsomhisYatddirfieuen srijpidered
b usedfansynchionizing. aloud-siale infopnation $31eh.ashtheeHrRN listice or a
of trusted entities. The data links 122 may also be used for keeping the
g Yhisheesrds sientaszedaeryegtAsesbiil The data links are used
for transferring 20 all data between entities. Data sent over a data link
contaivis hig@desdnfecrmationecid entifiyingtdthe data ¢typepSymdchronigationB, C or D
meaps tp%te ac@lgﬁityl Sagleﬁ(t:o view an up to date list of content .

vailabie on all éntities Ao D 6f the cloud 116. These records contain
cloud settings but can also be application specific. The data links 122
may dieohse desals pee shown in Figures 3 and 4.

The Integrity link is indicated as 120 in the Figures. Only a single link is ever
established between two entities but this link may be used for multiple types of information
links such as data and integrity. In this example, links 120 represents integrity links. These
integrity links 120 maintain a complete circle around all entities in a cloud. These integrity
links 120 are used to verify the credentials of each entity A to D in the cloud 116. Each
entity in a cloud is preferably verified twice by each of two other entities in a cloud. For

example, entity B is verified by A and C that are on the each side of B’s integrity links 120.

The verification is done via a challenge-response mechanism that confirms that the
entity is who it says it is, and also that the entity knows who the user accessing the system
is. If A is challenging B, the challenger A creates a random data sequence that is then
encrypted using the public key of the entity being challenged B. Entity A sends this data to
entity B. The challenged entity B then decrypts the random data using its private key and

re-encrypts it using the public key of the device that challenged A. The re-encrypted data is
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communicating with cloud objects. Header information in a packet sent

over a data link is 25 able to address C) articular cloud object. The

Lookup links are indicated as 124 in the Figures. The cloud 116 also

comprises lookup links 124 to the lookup point 104. In the example

shown in Figure 3, the lookup point is a computer that has a DBMS on it.

sdne teekuppakt shoulidhavega WRLeK & fixethlR atdiesshsa, ibedfve verification
lways be found. The lookup links 124 are used when an entity, 30 say A,
HANSERE Fagister the current location of the entity A with the cloud 116.

The entity A can find other entities B, C and D via the lookup point 104.

This régigtrationis pcorimunicatitn iis drcryptédasing af pubtic/privetepromised
ey 5@%%'%%8&"8{@1%%@]&%?% SYMUMEHIE KaYS w‘fe?aed?QJtéQ‘?oe&%éé'?hat entity

session. The lookup point olds the locations of entities A, B, C and
disceskdprpgeifien daaiortlols- the creation of new entities for a user. It can
also control the joining of those 5 entities into a cloud. An device master

key isrhelthen thedoakuppeintifas aachiregistereddevigerifhis Keydsdotted lines
used to lock the cloudy application. If a devic

Il the private data for )
KRoTEhe? i‘r@ﬁ, }5? é%ﬁﬁb‘ie‘%sﬁgef%f/mﬁﬂﬁ‘?&%e%ﬁ%eﬁh@E&?ﬁf&ﬁﬁ’ D in the
thextbokup paint 104, a2y isafcesstdlalusess clandgrsifigkinesiolesrify the other

device,js prevented.,10 The lopkup point 104 is used to register the name
S Lt HCAME QLR RSB LA PAIGISF T VRS ool i e pored
secdndagyfpassinerdimeeded hotjoinrt e clotidk shitiingser sglchgosas. A

Join Query can be performed on the DBMS stored on the lookup point 104

to obfain ihe list Al cloudi & HSRIHCAMIQIR: PR bLAKURA3MEE A direct data link

performed on the lookup 15 point 104 to connect to a cloud to perform a
joih PTHectaoktpits Perfoiridd Bl enaehingr teelotd iratie™dsd aptispislpessages
fhesmnvitatiea-Ragswesd hiRloueh L3 caruaisa.he1povataly manager-andss idic for

an example of this is shown in Figure 4. For simplicity, the same

petEsiceiRfihersishal Efeeh USRI B FdiYe BERt i WarRRt S S agdo not already
BheWR i igIER Berd@chhiscaloweA 30 s sinitarite clouddd& exeeptilfigtach other

he lookup point is located on one of the cloud devices, in this case a
BVice of entity B. In this arrangement the lookup point

This data links 122 may be used for synchronizing cloud state information such as
the current list of trusted entities. The data links 122 may also be used for keeping the
cloud 116 records synchronized across the cloud. The data links are used for transferring
all data between entities. Data sent over a data link contains header information identifying
the data type. Synchronization means that each entity is able to view an up to date list of
content available on all entities A to D of the cloud 116. These records contain cloud
settings but can also be application specific. The data links 122 may also be used for
communicating with cloud objects. Header information in a packet sent over a data link is

able to address a particular cloud object.

The Lookup links are indicated as 124 in the Figures. The cloud 116 also comprises
lookup links 124 to the lookup point 104. In the example shown in Figure 3, the lookup
point is a computer that has a DBMS on it. The lookup point should have a URL or a
fixed IP address so it can always be found. The lookup links 124 are used when an entity,
say A, attempts to register the current location of the entity A with the cloud 116. The

entity A can find other entities B, C and D via the lookup point 104. This registration
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may manage both the one cloud, or else multiple clouds. Unlike the cloud

116, entity B should have a registered HRL or a fixed IP address so that

the other entities A, C or D can find it to access the lookup point. The

lookup point can be integrated into the same 25 software as is running

the cloud. The relationship between devices and entities will now be
easeiibediowith refergnee teiddguresSi(a)savale) kby Rigiesiea) aldevishanges
is able to create an entity. Once gn entijty is created (i.e., by connecting a
AEEETS Iée}ﬁotﬁdﬁsfh%ﬁ iEhalit e Be added by linking to the entity

-18- software objects on the device. In this example a real object 134 on

the déVicéodBeépipantdedt tookhy entityca86nlsyoCieiting A, stGadwbjecti@8up point
ﬁé@%‘&%&;fﬁﬁ‘é E?e!llﬁgr{ %@ln%@%ﬁhglgsél fog- pﬁsgp dIE%ﬁnglls%tpo%%pH{el joining of those
Multiple entities can be joined to create further entities. In Figure 5(b)
ertitiednteia Rosdand L have been joined to create a new entity M. There is

no limitation that the entities | to L must have been created from a single
devicanRaKexamples rAtity Mimay mpresent fe:deyieas jeipediQpatiRe. This
tfo create a cloud, qr four clouds joined together to create the _cloyd M.

RN LIg, 5 SIbEk OF 606 GACEE AN Al OB 5B lodeapighould be
areaie far etomshleteh AntexXslayie ds-stawn intrigye B6e) Were buptipoXdd 04, any
created b){lgoinir}% eéwtities 1ﬂ(3 M z?igdé\l Entity M is cgmprised on entities |,
FRandLand entity Kiskreated by joining "entities 0 to R. Figure 6

shows how objects work to create a single view across multiple devices.

In thitheXanpie therelAfeithwed deviges 86, naptcandah2utats havdhesho it can

joined g&ibRL 0L PRAIR Al Glowd 144 Hagre @&%Eﬁ%&@@cﬁ SfORIBA I if the
Figure 6: Real objects 146, 148 and 15 150; Virtual Objects 15&, 154 and

E%F‘Paé?ﬁéﬁéSObjects 158, 160, 162, 164, 166 and 168. Real objects 146,
148 and 150 are actual objects on the device 136, 140 and 142
respecttively Qlbgseiahjeqisraliow deoeess tD BRIES ape:funectiapalitkiforvbihe104 to

dg:-vice There may he multiple real okj cts on a device, eac prO\éidinqa
obtain tlAte list QUAS A Uncr %ndom. n EPO Hp-can be. peffopmned on he lookup
certain type of functionality. Examples of real objects are: ‘File’Browser -

plows(eceessicfiles anbhdlders:rMail 2»iBrowiselooklipuitsspadeessddy matching

%maf(ljcé’ﬂtené an funCtﬁnatL 5 G EIlg(r)lglar Broovgger-allows access to

it
C n ton ASSW! . .
caelen ar; Music ?lpeamery- allows acce%s %O music content; Voice module

A cloud 130 can also be privately managed and an example of this is shown in Figure
4. For simplicity, the same reference numerals have been used to represent the same items

as shown in Figure 3.

This cloud 130 is similar to cloud 116 except that the lookup point is located on one
of the cloud devices, in this case a device of entity B. In this arrangement the lookup point
may manage both the one cloud, or else multiple clouds. Unlike the cloud 116, entity B
should have a registered URL or a fixed IP address so that the other entities A, C or D can
find it to access the lookup point. The lookup point can be integrated into the same

software as is running the cloud.

The relationship between devices and entities will now be described in with reference

to Figures 5(a) to 5(c).

In Figure 5(a) a device is able to create an entity. Once an entity is created (i.e., by

connecting a device to a cloud) then functionality can be added by linking to the entity
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allows access to device microphone and speakers for VOIP; Video

Streamer - allows access to video con egnt; Chat module - allows text
messaging; MediaPlayer Remote - allows remote control of a devices

media player; Remote Application Module - allows 25 remote application
viewing and interaction; Advertisement Module - has cloud user specific
ipfarmatisjcandogatheeashcout o thie welkhprd.pulllinigeverisesments device 136 is
Banking Module - stores bank credentials o afe devjce and perfoyms
AR A oAy B MO Ao AL LAt A ArRELF e 134
TloudiPanitc Madweaticdisplays panic alerts from another device.; Web

RSS feed module; FTP Server module - allows access to 30 existing FTP

serveys frm e clovd §e!‘]91§?eg QQ?EQaFQ?QHE%f éﬂﬁ}é’s%g%@ggeoﬁ@)eéh@tﬁs LJ,K

from the cloud; Legacy module - allow access to a legacy application over
the Elbae: bag Daradasemivtlalecvatioin ddtabhse dceedsronep thadhgientities 1

W ibrﬁ@pﬁﬁ@%ggiylééa@&?% S}r&@g&i ngyideosin, @&&'&H%Mé‘%ﬂ may represent
objects 152, 154 and 156 are the objlects added to an entity 135, 170 and

o9 ARAtIMKRIRS tHOFERFbEJECEs £ 4651248 hEPI50lPEdpEfiGaIPIEEEH to create the
Mistugh pbjact linkediar duepboRiscicanhavedndivisualipreferepc@s:Setereate a

This_ allows one virtual object in one entity to allow access to different data
et eiotHE? Gt OB YoM e Eantd ProbiBLRIn KifGthEH Sntigjoipe cntitics
thisnway, diffesent foldersimaydae:-shased jnieaah pliheantitissiframdthieby joining
same file sﬂﬁring object. Remote objects 158 to 168 are objects that are

fiNi&d to (irtuial objects via data links 10 174. The remote objects 158 to

168 are used to access a virtual object from another entity on the cloud.

The dlidfiacedchawemotecbijestvart eovirtasl objedt isiédentiosd;ronlyplhalevices. In

HRdedying. commynigation mechagismuis giferent, GV 182 RS ASEESR ther o

to objects 152, 158, 160 which via the underlying communication
ehechansionts ldfowd accesshec thenesap bbiess 1bigrs: M ep@hisos 146, 148 and

Simiary POl B hasacrasS toiRbiRRtS 354 62sangh L Whigh yiauthe 8.

underlying communication mechanisms allows access to the real objects

146, 148, and 150. And agajn, entity 172 has access to objects 156, 166
and 1%%%%@‘& elgﬁoﬂéﬁyﬁg USARNICRITSH MBCRAMISHS ait %48 and 142

acpeas/tyytheaal ahjjeatallAd 1d48s andatbend hiscfisnationality énddevice. There

access Mped alow each of e entiis 135, 170 N0 172 10 AN e

Examples of real objects are: File Browser — allows access to files and folders; Mail
Browser — allows access to email content and functionality; Calendar Browser — allows
access to calendar; Music Streamer — allows access to music content; Voice module —
allows access to device microphone and speakers for VOIP; Video Streamer — allows
access to video content; Chat module — allows text messaging; MediaPlayer Remote —
allows remote control of a devices media player; Remote Application Module — allows
remote application viewing and interaction; Advertisement Module — has cloud user
specific information and can reach out to the web and pull in advertisements; Banking
Module — stores bank credentials on a safe device and performs transactions remotely;
Printer Module — allows access to a printer from the cloud; Panic Module — displays panic
alerts from another device.; Web RSS feed module; FTP Server module — allows access to
existing FTP servers from the cloud; BLOG update module — allow updating of a BLOG

from the cloud; Legacy module — allow access to a legacy application over the cloud;
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20 to the same functionality and data using a single view shared across all
three devices 136, 140 and 142. Figur$7 schematically shows another
type of object which is the metaobject. ?ﬁs is similar to a virtual object
except that instead of linking to a real object, a metaobject links to other
objects in the same entity; the linked object can itself be a remote object,

WirtiBd s2Snekjekts-aniethehmeiaohjests okar éxample, avsiardal@nenodule — access
meta-object cauld be implemented using a real object-virtual object pair,
WP S 1L BBTSH 1Snly active on one cloud. In this example a cloud
176 has been created between the three entities 178, 180 and 182. The
real obisctll8dcon deide488lHas beethshbiad withethe elogdtty é3saltieand 172

yirtual qBiagt ile%?oglj'é&m@f@qu@%&%di &é@tﬂ?ﬁfeﬁl‘%ﬁﬁﬂiﬁ?t&?@@t Ta¥ed to a

There are two remote metaobjects 192 and 194 which are identical' in .
ferd ctlorralintbave il e ridtec sisjaces 390 Bhid AbeysHerevinethobjsein 8ge entity
Qplains LI&E@@%iQ@@@%@@qmd@alfagmﬁmmg&uﬁwt}%Lﬁﬁl@mﬁ%mect in

185 obtains its functionality and data from real object 184. 5 The
thetagbjetty1 88 contams dtarensldsgicabss dkel t6 crehref udrmsiis from the
jyﬁ@t'fggaﬂgyiﬁg)ggge{ained in the object(s) it links to. A single metaobject is

able to link to multiple (potentially all) other objects in the cloud.

Examples of meta-ohjects. include: Alert pbject - watches.on ogieect for .
chanb e SAHSEES o OGN VAT o) BT LEo0 s FIaPatat s ks
Objecttho adda vivjuak 118 feldéB socthatdanyadata savedhtothevirtualdolder entity
IS & torlnagcally moved to a backup location., and for example, on a

on cloud, . .. .

mobile device with limited storage space this can be used to allow for

unlimited photo storage; Mail Attach object - link all the file fetcher objects
and alrfafieiecttat imapiethehicat 8¢ Mt dctfoRctat ¢atigttaenlvifds underlying

from-aRnywhsterdacthe eloudgiBackdoor Sbiects allowacsassdgallciond 158, 160

objects to implement a backdoor for 15 any legal requirements on the
SitRare et AR RSO BRI RS EME MBI O BEEES teohe real objects 146,

systamatieallgiatisimultianeousihaleitethen dyieas! Fguse 8ad 164 which via the
schematically shows the relationship between actions and objects.

) An
USEY LS AT HUEUHY RSP SAsjest 194 e SRacEEibHs (iS@pd 1°0-
and @iinl katimetzrobjeetd86 alsebpamtains, adionsd(iv)s (wWhamdvisikhe underlying

communication mechanisms allows access to the real objects 146, 148, and 150. This
functionality and access method allow each of the entities 135, 170 and 172 to have access
to the same functionality and data using a single view shared across all three devices 136,

140 and 142.

Figure 7 schematically shows another type of object which is the metaobject. This is
similar to a virtual object except that instead of linking to a real object, a metaobject links
to other objects in the same entity; the linked object can itself be a remote object, virtual
objects or other metaobjects. For example a standalone meta-object could be implemented

using a real object-virtual object pair, where the real object is only active on one cloud.

In this example a cloud 176 has been created between the three entities 178, 180 and
182. The real object 184 on device 186 has been shared with the cloud 176 via the virtual
object 185. The metaobject 188 links to the remote object 190.
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20 The use of actions with objects is now described with reference to

Figure 9. A cloud 198 has been create Obetween two devices 200 and

202. A virtual object 204 has been added to entity 206 from a real object

208 on device 200. A metaobject 210 has been added to entity 206 on

device 200. The real object 208 contains two actions (i) and (ii). These
actionshaie.ay ailableror: the btk o DiecindOn as fith andi fé¢itian dnofutbeonality to
remote 25 object 220 as (vi (vii). An instance of action is created to .
GRS O ey io b Pired NGRS BF Bt 5 B ihd resggaly and
ohjetoa? Ochave et cooatathascipipb(pit) acb{piihs AS amcexantipleidiata from
ogi'%%tégtq "EIIeFetcher" and the action is "GetFlle" then we may be doing

three muﬁa‘neous file requests (pi), (pii) and (piii). Action (vi) on object

220 on entity 226 30 maps to action (vi)on object 204 on entity 206. This
mapsiecastivtrton dfectrogronadvivebdmicothaTHe alforcinskreeadditonal
f@ﬁl@&h@ﬁé{)%@&%mﬁ‘&?ﬁ&m%%@% {Midfcam tlﬂ%iﬁ?g‘ﬂé%t%%ﬁ@c@ﬁi%k to link to

232 on entity 226. Action (mi) maps to the action (bi) on the meta object

owisigls (AtrgieBealhctibe @h)cereméacairadtion instance (bii) of the action

(vi) on the virtual object 204. Action (bi) in this example only interacts with

a singleahjest otheughdbiis passibie tal&dnteract Withrdeesat attion for a change

instances from different obj or the same object. The use of the :

bt TS S S b QeIGLE M iy Whio il 2dd @ vrwa

fiésoribedhaithomeiérencedd Figike if(a). fvldbisiexamplejtiigrenaredoura backup
ntities 236, 238 24q and 242 that have formed a gloud 244 that include

LT R S R e o B e

and!2§4fehanbioriplerde @ cireledinidng Attaehtitiescl 0 288,838 ¢ 240 fardher objects

A2 IQQRINGS AS SRS 4 QD). JEEINIY, £38 0985 RTINS H0E0. Avhere in

new integrity link 256 is established between entities 238 and 242. All
BthelehidkSaeiemm Qrietfectddwacases sambolpag thictitike sanlgaagsedaekdoor for

Ji%a}&ga@@&éﬁ’rgﬁyiﬁ? JH&EBM%%JQ PRE %Er{%j‘ci‘? ud; ith referencade Objects
Figure 11, cloud 260 is established between entities 238, 240 15 and

DAY SIFREGANIIAKE YR IR0 Aht I5etsi s setween these entities. If

entity 236 comes online, a connection 262 is established with the lookup

point FZ46e BntitlcA36icatuesis thedoakup paifit Bevtentheilacation objects. Any
c{)oud 260. The lookup

object contains actions. In this example, object 194 contains actions (i), (ii) and (iti). The

meta-object 196 also contains actions (iv), (v) and (vi).

The use of actions with objects is now described with reference to Figure 9. A cloud
198 has been created between two devices 200 and 202. A virtual object 204 has been
added to entity 206 from a real object 208 on device 200. A metaobject 210 has been
added to entity 206 on device 200. The real object 208 contains two actions (i) and (ii).
These actions are available on the virtual object 204 as (vi) and (vii) and on the remote

object 220 as (vi) and (vii).

An instance of action is created to use an action. On device 202 three instances of
action (vi) on the remote object 220 have been created as (pi), (pil) and (piif). As an
example if the object is a “FileFetcher” and the action is “GetFile” then we may be doing
three simultaneous file requests (pi), (pii) and (piii). Action (vi) on object 220 on entity 226
maps to action (vi)on object 204 on entity 206. This maps to action (i)on object 208 on

device 200.
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point 246 determines that entity 238 is the registered cloud 260 contact
point so the lookup point 246 asks 264 nt|ty 238 if a connection from
entity 236 is permissible. It has also 202transferred location information
about entity 236 to entity 238. If entity 238 replies 266 that the connection
is permissible, the lookup point 246 communicates 267 with entity 236 the

|Ocati’(DHerc@16ﬂty'12t33c@°(aﬁp&ﬁl detiep Z@Zlﬂﬁ;she@ stadlish @filj)ﬁtwe&n: entibyte meta
entity 238, Entity 236 and entity 238 challe e and verify

RHES CHEoPLBE e RPN, iy S5 Bnas ¥ et Qo210 o

mim;maﬁo A cpdaiell by.espyingtihe infancaditn dfahe ettty B@Soﬂ' he Vlrtual object
Hpga e&%@?ﬂ‘é‘f‘“%f&'&%” nronization of the status of the q it 1s ssible to
members and’ the list ot cloud members. This statts upgaﬁe%o he
ondinet andh vevifielch status ghnthve Bthe ddhtitiesdbjthe ctabd)saﬂewls emlty

236 to know where it slots into the integrity link circle and what is

availajgle RAeRHLGRIouT.- IHReu&RLIL: 230,304 24aLstaRlish 3 paYYy %Qll now be

integrity link 252 to complete the |nte%rlty link circle. -22- For increased
t

dectifty Bé%bf@f%r%m&é%aﬁreéﬂ@éc fothisyeroudcit s tfifdorsgiatisies 2306, 238,

Thiswvilbhe seseribed with referenca arkigHre.de Msing dheisidevies an integrity
user must enter registration information. The reglstratlon |n ormation can

ey R b ke ke (ara B SsviaPat SCRIIS eX&HesidntERl entities
23 eablishes %QQBQ&EEQWQJ&MI@ itheileeku p(pplmeaZey 286registbatinie, then

S LS SR 0 SR SO W

theféewde; and local network address information. If the registration is
accepted by the lookup point 274 then the following information 10 is

returmgdi2 78,40 ‘\Q%QEX'E&%% MASLER KEY 248 Lsed 19-Unlogk I§:RlQUYonnect

application information, (this includes: device information; device security

@yglm%@mﬂ@@mw@w Eloalpudfapistiotebihud Seeunsty desiyisy, 238, 240
Fhexloud apgligaions valopkesbon e device2ADK4siAg both 2

locally stored key 280 which never leaves the device and the lookup point
stored mforméxé n that is the 15 master keéqZYS whi 5 eve s%&? on

the ALUIGET 6 LSBT SREiy KES VR A LA RS 0ORup point
pesciibed; in36igiyedd Willookup point 246 for the location of cloud 260. The lookup
point 246 determines that entity 238 is the registered cloud 260 contact point so the lookup
point 246 asks 264 entity 238 if a connection from entity 236 is permissible. It has also
transferred location information about entity 236 to entity 238. If entity 238 replies 266
that the connection is permissible, the lookup point 246 communicates 267 with entity 236

the location of entity 238.

A connection 254 is then established between entity 236 and entity 238. Entity 236
and entity 238 challenge and verify each other (described in further detail below). Entity
236 has its cloud status information updated by copying the information from entity 238.
The update information is a synchronization of the status of the other cloud members and
the list of cloud members. This status update (including the online and verified status of
the other entities in the cloud) allows entity 236 to know where it slots into the integrity
link circle and what is available to it on the cloud. Then entity 236 and 242 establish a new

integrity link 252 to complete the integrity link circle.



10

15

20

25

30

now be described with reference to Figure 13. A cloud 288 is established
between devices 290 and 292. Device 290 contains the following security
information: Cloud symmetrical key 2947 Lookup point public key 296;
Private key 300; Public key 302; and Public key 304. 20 Cloud
symmetrical key 294 is a randomly created sequence unique to each

cloudrMiinefdhectouidispeeiicdonion ot m datadessagecis eNenpiedirst register.

ith thjs key 294 combined_ with a randomly _created seed that changes at
e S ARG 1 SLCHEBIG, (HoCRBGA M o eotr

helow tvithinéfenence to Figures h(by), idpanaie))cdroaktipaipiiichuelia username
%32%65 i\% (yraed to communicate with the lookup point 298. 25 Private key

61 device 290 is used to unlock messages sent from other devices. It
is only used for initial integrity link establishment as symmetrical keys are

exchangbid evirigcinetring TinkedthdipsinsenncPimsie key 8o Phiologsviceoint 274.

2904z handed i tpested fnHHES RO ey Gk COMRYHRIGAIE WIR GBYIGS username;
290 during integrity link establishment. Public key 304 for device 292 is
el eghnonhe 6 ka2 95 ek ?@S%dﬁ@éédli@ﬁ 815 ttagritghlespltactvork

20188Yiee-29Qks43- Device 292 contains the following security information:
Cloud symmetrical key 294; Lookup point public key 296; Private key 306

for device 292; Public key 304, for %e ic 292;.an£jf7P blic key 302 for. .
ool TG B R SRR B0 S Al ot REY B Ao edpbormation
pmittedcdd s exdm plevi&e for Bimplicitykbulaterstes avibetbih filkthdrswdigtajiplication
below with reference to Figures x(rl%) c). and (d), De iTCke 310 is. not

B R T S o, S e AR SRS e svseem
Rajvelte:ReyfGi2afomdelvied Bt dsiarkdyPublic key 314 for device 310. The

lookup point 298 contains: Lookup point public key 296; and Lookup point

10 pri}j@é%i&%ﬁ}s 1Bagsdiontheiclous 288 deger Wb‘{' igueos3 Jh@caﬂy stored

method of device 310 joining the cloud will now be described with

Feferehadid mgifie PRSI e UREFEREVIRE 310 Siitet e TaioRig" is the

inferenrtiopTntentbie ichauidy sapplication:dekaud name (C); cloud invite
number (1); cloud user name (U); and cloud user 15 password (P).

The use of security keys when an entity joins a cloud as described in Figure 11 will
now be described with reference to Figure 13. A cloud 288 is established between devices
290 and 292. Device 290 contains the following security information: Cloud symmetrical

key 294; Lookup point public key 296; Private key 300; Public key 302; and Public key 304.

Cloud symmetrical key 294 is a randomly created sequence unique to each cloud. All
of the cloud specific portion of a data message is encrypted with this key 294 combined
with a randomly created seed that changes at timed intervals and is different for each entity

(described in further detail below with reference to Figures 15(b), (c) and (d)).

Lookup point public key 296 is used to communicate with the lookup point 298.
Private key 300 for device 290 is used to unlock messages sent from other devices. It is
only used for initial integrity link establishment as symmetrical keys are exchanged during
integrity link establishment. Public key 302 for device 290 is handed to trusted entities so
they can communicate with device 290 during integrity link establishment. Public key 304
for device 292 is received from device 292 so device 290 can establish an integrity link with

device 290.
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The device 310 sends 330 to lookup point 298 a join lookup message

containing cloud name (C) and invite ber (1). The lookup point 298

searches for this cloud and returns 332°the unique entity identifier for the

cloud. The device 310 then sends 334 a connection request for this entity

ID to the lookup 20 point 298. Lookup point 298 sends 336 a connection

requeastiaentityc290.idienice,29Qinepliesi 338 fia1aakiip CRBWihnactrical key 294;
onnection accepted m e. Looku int 298 se .to devj :

B0 U isP A oot RedLhgE Rt Bl S1960F A ot Ko 08 for devic

eEXrahiisiPebioraestiv b342vikdiradly, device 310 constructs a join message

to send to device 290. The message is self encrypted using 25 hashed

VerSi%%lQE&igu2%aq{zld2b§%9Cﬁ E%H%%?RH&%%? {RIIPEYIGE 22 EAGKS xample

the join message, and if OK, the device 290 requests information about
teviceriao) vrespdeseibddvicégihorstawishitle foalWirrcisfamatiauss 150), (©
g&p@fublic key 314 for device 310; and EntityID for device 310. -24-

Device 290 receives this information and replies with an invitation

contajning: Cloud symmetrical key 294; Public key 302 for device 290; . _
and ?ﬁsﬂﬁgﬂgorlagwcﬁe%ab i 625&%258 delsfoRemmtdt s boint publi
eteprityHink andytbeXxcfotidestad s @rendsyaht Gajzed dveddhic k. Status
information includes a list of the EntitylDs for each 5 member of the cloud.

It recqives the, onling. SIais of SRS CIOMA. eniity- GloH rePOHS A8 1 ookup point
h y

synchronized, these records contain cloud, entity and object information.
Mmiverelbad3tecord contains a list of the entities in a cloud as well as cloud
users/pwds. The cloud member records (one for each entity) contain a list

of thepakjgcts fae thatdmembecascel s e gigRlay.nRMS fAeHRe 310 joining the
member. The object records (one for each object) contain a list 10 of the

gl adRgvoBfettsstppb L hicliares thE'aVailible functionality types.

The synchronisation also includes the public keys for the other cloud
entitiéseshy this: way entitle3t0 BéCeivesthepbilicrkey fofoemtitio@92teothe cloudy

th f.en.tities 310 and géc n ereate an integrity link and complete th
vl H & 1:t & ;)él 5 P ? § cloud
ihtegrity circle. Figure (§§j}"§ho‘\?\7§ the final state. Device 290 cg% fains the
felowing(Becurity information: Cloud symmetrical key 294; 15 Private key

300 for device 290; Public key 302 for device 290; Public key 314 for
devicghd HevrR Rublicdkeys 304 ﬂ@BE{ﬂyiﬁgigth98 a join lookup message containing

cloud name (C) and invite number (I). The lookup point 298 searches for this cloud and

returns 332 the unique entity identifier for the cloud.

The device 310 then sends 334 a connection request for this entity ID to the lookup
point 298. Lookup point 298 sends 336 a connection request to entity 290. Device 290
replies 338 to lookup 298 with a connection accepted message. Lookup point 298 sends

340 to device 310 a request accepted message.

Next device 290 and device 310 establish a connection 342. Firstly, device 310
constructs a join message to send to device 290. The message is self encrypted using
hashed versions of C, U, P and I and a random sequence (S). Device 290 checks the join

message, and if OK, the device 290 requests information about device 310.

In response, device 310 sends the following information to 290: Public key 314 for
device 310; and EntityID for device 310.
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Device 292 contains the following security information: Cloud symmetrical

key 294; Private key 306 for device 292; Public key 304 for device 292;

Public key 314 for device 310; and Public key 302 for device 290. 20

Device 310 contains the following security information: Cloud symmetrical

key 294; Private key 312 for device 310; Public key 314 for device 310;
Publipkey 309 fakdemarisA0Rrand SAUBIC ke 304dhoidavieri @9 20 Hiihere: Cloud
had been g further entjty posjtioned in the integrity circle between 290 and
%'ﬁ?aﬁﬁﬁﬁg‘ﬂe&%% eSS Belies 10 AR 250" S 2

would have also 25 received the public key of the further entity. In this

way, Pentity 2200adddtacturihererlifyshvantedi¢grshdrekdatd, rhthelotishstatus are

Lelay i SeUgN. ealil 1290 QF290; 80HM 210 19!5‘1%@5%ffi'{tt%‘?rtﬁ@tﬁ)étﬁg?ﬂlﬁdfor cach

stablish a direct integrity link by conducting a verification challenge’ an

resitest and adneitingcdiars thaffielsverthat feacbohrietiony- 26lopdpreyrds are

§9n‘é}§&l_%9, %YEL@?EQS?ASK%M&%_ thatis %rﬁ%li%r{%?)éﬁjfégt C‘iﬁ?@%%ﬁ.a”The cloud
entities in a cloud, further dynamic keys are used to establish integrity

TrRshrenainexchengetBatisisivit Howbe dedctibelduditrreataradee thhe cloud
figHres rLefRls (6hamd: (eh-h Refeyringhiirst 10ikiguiaclotRii) e integiitibinkas well

challenge and res&({)nse method, 5 including key exchange will now be

eI ntAs SrahidRe aRFintBritPifitk s UstBRsHEl Behwbatentifain 2 list

b & Bty e @ sapsiamlys crertedizegurie fisngeperaiedand at
intervals regenerated) for each challenge, called here the integrity

dynamic key., This integrity dynamic key is,used as a symmetrical key AB' .
00 Al S P e B D S e e o e
encyptedlersioivis denp@di o Bfascatohdengeh@reermity B Othed 292 can create

shalle iﬁqf;ea%%f‘é%%f‘l@ge ‘?ﬁ&fé(@g?vﬁg%@%t@%%?{éﬁ% KEY, 208,01 G

decrypted version of AB' 600, sh as AB" 608 is stored on B; AB" 608

is encrypted using the public key 302 of A and the response is sent back

612 tPAICOA SRy AR ELDHES KFEEEiaaRd R rpte Ry TR key 294

Privateikey38000f A e DB®araprrisen BfAlerdreryptEn detdirng-ihe 4 for device
riginal AB' 600 is made and if a match is made the link is marked as

g};\(f?&é’flg‘% catielie §§°§g§§?616 is sent back to B. On entity B: the

accepted response is received and the link is marked as accepted.
Device 292 contains the following security information: Cloud symmetrical key 294;

Private key 306 for device 292; Public key 304 for device 292; Public key 314 for device
310; and Public key 302 for device 290.

Device 310 contains the following security information: Cloud symmetrical key 294;
Private key 312 for device 310; Public key 314 for device 310; Public key 302 for device
290; and Public key 304 for device 292.

If there had been a further entity positioned in the integrity circle between 290 and
292, during the synchronization between entity 310 and 290, entity 310 would have also
received the public key of the further entity. In this way, if entity 210 and the further entity
wanted to share data, rather than relay it through entity 290 or 290, entity 310 and the
further entity could establish a direct integrity link by conducting a verification challenge

and request and transmitting data traffic over that new connection.



10

15

20

25

This method is for entity A to challenge entity B. There is also a challenge

from entity B to entity A in the same vy%,_but in this case the integrity

dynamic key used is 20 BA'620. This méthod is shown in Figure 15(b)(ii).

The original challenge received on B will trigger a counter challenge from

B if B needs to verify A. The two challenges can occur simultaneously.
OncerandhtegyitidirkolionyAde BanddyornBitaiAsis marker-asaccepiathn to all

then the dat C%? el over that link is opened. The fin bjis ate is shO\ﬁ/rLln d
Hgurs fS(?a)f?ﬁj* r:EFé I oV Pprofedsid r%)pgé?; At tRE ALY 1S And o
challepngda-eyclehfforiéxarmple deveilycdGvitoofids)cd ieFe:ean b&ls, (c) and (d).
temporary overlap period during which the old keys (AB', AB", BA', BA")

are Sﬁﬂk%ﬂlﬁgf 9 Lh %odﬁfgj!éé‘ H-é%s'&b”9_1Ehf'§t9§‘4§?§%§%ﬂ%ﬁ’ﬁ£§§%§@gét’£0%@9 method,

new versions of the integrity dynamic key

datedink ko remdimnepeniduring bsubsedipsat challdnyessaopde, THe imegiiod link is

ahanshating.daiadiatfio hetween the two entities A and B will now be
described with reference to Figure 15(c). The cloud desires to send data D

from %%ity A to entity B. An integrity link has been establicfhe,d as

descritidWih teferBiea S Figire TEHs S Tt et s A d s Habercgenerated)
fchanghalliegdiydynamibkiays:-frpd gach cleyd That @dysAdsnaniartey is used
of, entity A randomly.generates a sequence R that is used for sendj .
B R T e Es L Gt AR O G0 A o D 04 an i
symipetticalskeyiGdot praiduce SA G5 manew data dynamic symmetrical

key. R and thus CA' are regenerated at timed intervals independent of

any C@%"&ﬂ&gﬁ‘?%ﬂ?@@ﬁﬁ&@ HIHiRg~L0 £R 8@&%&&1%&&%"&?&99 8y 306 of B;
started 656; R is encrypted 652 using AB'600 and added 654 to the
ﬁ’é&&éﬂ@@dﬁﬁé‘m&g R BEBWHicH cohidits aadrssstdPintdtnfitiorn;coetypted

{RiBReRYRIeliB R4 USINGOABINRNE BAARA fothe, Radyl 662 Qf message
656; the message is sent 668 from entity A to entity B. On entity B: the

message is.regeived, the header 660.is decrypted 690 usjng AB" 608 '
et o e Rt 55 215 S Sy A 0 DATELy 5 GH R S of A
combitiech 694hod proguctdzAa 65 th GAlLbR0AB Ui 686 do detiyptitheh is made
trﬂee Egg%err?zggyd%%%a ﬁgtgétggcgczglgeéhr%quge |816 is sent back to B.

On entity B: the accepted response is received and the link is marked as accepted.

This method is for entity A to challenge entity B. There is also a challenge from
entity B to entity A in the same way, but in this case the integrity dynamic key used is
BA’620. This method is shown in Figure 15(b)(ii). The original challenge received on B
will trigger a counter challenge from B if B needs to verify A. The two challenges can

occur simultaneously.

Once an integrity link from A to B and from B to A is marked as accepted then the
data channel over that link is opened. The final state is shown in Figure 15(b)(iif) where
the above process is repeated at the next challenge cycle (for example, every 10 seconds).
There can be a temporary overlap period during which the old keys (AB’, AB”, BA’, BA”)
are still valid for the data link. During this overlap period both the old and new versions of
the integrity dynamic keys are valid. This allows the data-link to remain open during

subsequent challenges.
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Network optimization allows a flag to be set in the header to tell B to

remember the header. If the message pée_ader is the same for sequential
messages between two distinct 20 peers a flag is set in the header to

signal that the recipient (in this case entity B) should cache the header.

The next message can then have a flag set that tells entity B to use the
cacheathbaadesd b eatity, pinished dafsend Koessages/tocan @RtiyedtBakill now be

Iso%/ai a ger%ber of the sarr11§ loud, entity A uses the same value R
2t 0sd LR ASITSBRYING 1ESsa8es to entity B. 25 For simplicity this

example has been described with entities A and B sharing only the one
cloudThcedititiesigsiand® wetelboth miemberstio/a wecard Bloutihameegntityink has

Hrished); iReopD %Qﬂ%a&?&{ﬁb@fe?eﬂ%ﬂ?gﬁ%&@r%f ADIRIP SEAMENCER B have

would be generated and used when communicating‘on that cloud. -27-
Tiserseassoijomirgracdierid will now be described with reference to
Figure 15(d) wherein entities A, B and C are members of the same cloud

and haye.gchallenged aachigthers and-exchanged symimeticakkeyss Eitl)ence R
IS .in the process. of joining the C|0Lé9. Entity D has received the inyitation

Holitdifithef s BbH¢ Ky B ettty C ARdIREBESHE ERStITey dHb hagToud static
seninitg’iplibie Key terdduectha jeisiraquasidtechiallafigeyhasdag@nkey. R and thus

B%r,formed succe sfltjllj%){ gndtcl;v qghavg: exc angehdﬁnte%rritﬁy dynamic .
symmetrical Keys. Entity OIS i the Process 'of réquedtingthe pubic key o' &
B from C so that it can 10 challenge B and complete the integrity link. The

meth&ls Gitiegistration, joinings deparidd ¥reBtingaceipied #°d shiaginyB600 and
LRS54 A elpudiargspanitaled.ty arpiicalion sefware.atisiosialiedation; D

on each device and lookup point to cause the devices to operate

Hesstamei6thesnsthode B aserisdadatsothis. besakipied Brestigapied; the message is

&r&qy@mm}ggg@@gﬂa{geeggwlgs application software is C++ and Java, 15
but any other programming environment may be used instead, or in

additi8n. Figurg 16 shows the main spftware {ino%%e.s f?f thets%t‘\%/ re. Th 5 608
softward §8 Givided® Mo THies Paits CrapniciiU88r ihteiass @%ﬁ@

whdidti is therused iii2ridce] Gote 402mavtivehknaint2isasdititys dewibed 694 to
gpon 8¢ '[8@5 &?b’b‘? E[gu%gO i gslesdtQ§6bt%Scll%c%9}%|Ql?etpnaetssage body 662 and extract 700

the data D.

Network optimization allows a flag to be set in the header to tell B to remember the
header. If the message header is the same for sequential messages between two distinct
peers a flag is set in the header to signal that the recipient (in this case entity B) should
cache the header. The next message can then have a flag set that tells entity B to use the

cached header.

If entity A wished to send messages to an entity C that also was a member of the

same cloud, entity A uses the same value R that was used in sending messages to entity B.

For simplicity this example has been described with entities A and B sharing only the
one cloud. If entities A and B were both members to a second cloud and entity A wished
to communicate with B, a further separate random sequence R would be generated and

used when communicating on that cloud.
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creates and links entities; and Objects 404, which add functionality and

data to entities. 20 New applications ca&be created by changing the GUI

and the Objects. For example: File sharing by adding a file fetching object

that can show and access folders and files; Messaging by adding a chat

object that allows one device to send messages to another; Voice over
interneiPpesees| 4V by addingia Meice obisetitiatvcan sendn¢eiae atde 15(d)
from an attached device; and other applications. 25 The design of the

SR R Gl NSRBI 96 T8 KR UGS Rigifoch other
Médragemnddd shainereatblscand initializes all of the subsystems and clouds.

The OSWrapper 412 is a software module that communicates with the
underlyag, gavigealt BIVIdes BRI (e SIoPAR AT BINANA e jovication
possible objects that ew/eX|sti]ng entities can use. The OSWrapper 412
fougidnp thraathlivifeay beject el D8 siinsteuddjecesdrine Metweorkirgic key to
é14 ig3 QWA module that manages all of the communications

between devices, it performs: entity lookups; integrity link establishment;
message relaying; and device specific encryption. The cloud 416isa . _
sofwarE HISaHTe thatsHaREk %%%é‘?ﬁ‘éﬁf’g? ity sntPfts & 5t aienged nvesrit
dlaunhionyandevieal There is an instance of this module for each cloud. The

cloud 416 performs: Cloud specific encryption; Cloud status

SV”C*EQH%%QQHHBH fg&%é‘_jofs_}’é“ﬁ%*ééﬁﬂl%zﬁyeorﬁm%@j%8{2 PEAGUNC 5o that it can

messaging; and Cloud integrity lInk maintenarice. The‘instance of the
choliengd B shdwamhlstagfsunfegréysimiple cloud on the device. The

OSWrapper 420 is obtained directly from the main manager OSWrapper

412. The nlQreatityrNetwerking id2is abfangg Feaidd 4 Lhaudi2ddsing content
another instance of a cloud managed by the main manager 410. It

RBrftaitty tha S i Soithare WO UIELRT CIOUE %28 & ctitl trat s it drvice and
elough424dthal isak entitieaibeelavdg2fdsatedathoCloud dakddudcdded above.

fers to cloud 424 rather than back to t&e}v ain manager 410. The 15
ISR G5 e BRI o UF e 5 U 8P 0 ot Bty - o Java
Anysaved nangisendatacfrommcioud 4261s autbinatiedly: prapagated
across cloud 424; this includes cloud status but not data from an object

data gequests [hs/irries ot pRssik!a ORIREIS dhat Gan.he aﬁ'ﬁ'@?oﬁﬁé&!%%? divided

426 are those from cloud 424. The Entity Networking 430 is obtaine
into three parts: Graphical User Interface (GUI) 400, which is the user interface; Core 402,

which maintains security, device connections and clouds, and is the basic engine that

creates and links entities; and Objects 404, which add functionality and data to entities.

New applications can be created by changing the GUI and the Objects. For
example: File sharing by adding a file fetching object that can show and access folders and
files; Messaging by adding a chat object that allows one device to send messages to another;
Voice over internet Protocol (VOIP) by adding a voice object that can send voice data

from an attached device; and other applications.

The design of the software is shown schematically in Figure 17. The core contains a

Main Manager 410 that creates and initializes all of the subsystems and clouds.

The OSWrapper 412 is a software module that communicates with the underlying
device. It provides encrypted file storage and a library of possible objects that

new/existing entities can use. The OSWrapper 412 is used to create virtual objects and
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from the entity networking 432 from cloud 424. 20 Further, cloud 434 is a

cloud that is built on cloud 426. The O \é/rapper 436 is obtained from the
OSWrapper 440 from cloud 426. Any cioud status information from cloud

434 is automatically propagated across to cloud 426. Again, the libraries

of possible objects that can be added to cloud 434 are those from cloud

42618 hebfeadity Netwsiddngrdd? 43 htainedifsam the @ntitynaetmerkiRg all of the
444 from cloud 426. 25 With reference to Fi ure 18, the software i shment
FRIREUES Y5 REEHEER RS U ] RO DS RASEHISSEE Fipb Spefsbment
totedafivedigiigesndntd-tive splatifis e fclgpdoA.contains devices (in this case

they are also entities) 450, 452 and 454. Cloud B contains devices 454,

456 aﬁge%ﬁo%d-rﬂ_% l@;k’?o@'&%r%o%ﬁ%gtm?Mg%éyalgjﬁt@&lg%ﬂq ilelrch_ﬁS associated

links 462 comprise the integrity link for cloud 29- If a user on device

dsaditeractevivith dleid B andedatsheédsitgnssldenorocacke slogjectisncloud 416
geyise. 456 Entity networki %}@ﬁﬁagﬁdécﬁe&%&@”&ﬁ-ﬁ%é%@ REYIGE record
P

456. This message is relayed to the cloud B contact point (device 454) for
BRI MIBHRN AR SHEThREIOR thFewErsuaad Budrptesdprieatravarmgace:
devices 470, 472, 5 474, 476 and 478 will now be described with
referereeitoiheeschematicudransng of FigareydS: CloudiA s comprisedef device.

titj xistin devjces 470, 47 d474. Cloud Bis co ised fro
i EHEnee 20 Gyt e s b el e e e 2. The
EtoundNEts onade 423y ehtities] existiddgidon device 472 and device 474. 10

The integrity link for Cloud A is comprised of the links 480 that connect

device 479 484 deviEeAdH-daMice 479 R Sevica 414 anehinalhn dgYieer 410. 1t
472 to device 474. The integrity link for Cloud B is comprised of links 486

tRatéBhMEcreElo NV Pevicel4 78, cloud A to device 470, device 470 to
device 476, and device 4 to device 478. Finally, the integrity link for cloud
C is lnk49axhatdioksderdes Bk tndevicel a7 thal s sekwareantblidk®em in fact

further example will now be described with reference Fig.20. In this
SAe 1ary A8 HASH R A B LA CIGHT A cDSRG BReSe 10 The
608 P RcardH04olEioud BeandainS S vipe &0B30506m508udddACloud Aaved non-

SQUe & £3NR{05 A2YCRS 0% AR RO HHagith Slasd BoSaUaine,HoNd fes cloud
status but not data from an object data request. The libraries of possible objects that can
be added to cloud 426 are those from cloud 424. The Entity Networking 430 is obtained

from the entity networking 432 from cloud 424.

Further, cloud 434 is a cloud that is built on cloud 426. The OSWrapper 436 is
obtained from the OSWrapper 440 from cloud 426. Any cloud status information from
cloud 434 is automatically propagated across to cloud 426. Again, the libraries of possible
objects that can be added to cloud 434 are those from cloud 426. The Entity Networking
442 is obtained from the entity networking 444 from cloud 426.

With reference to Figure 18, the software in relation to two interconnected clouds
will now be described. There are in total five devices and two clouds. Cloud A contains
devices (in this case they are also entities) 450, 452 and 454. Cloud B contains devices 454,
456 and 458. The links 460 comprise the integrity link for cloud A. The links 462

comprise the integrity link for cloud B.
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cloud B and cloud C. Links 510 comprise the integrity links for cloud A.

Links 512 form 20 the integrity link for_ciqu B. Links 514 form the integrity

link for cloud C. Finally, the links 516 form the integrity link for cloud D. An

application of the clouds set out in Figure 20 may be as follows: Cloud A =

Boss's work cloud; Device 500 = Boss's office PC; Device 502 = Boss's

Mobile phase praaevideviee bidd i BasthSAaptap akdlidaBrgcBOasBe sent to a real
haring cloud; ud A = Boss's work 25 cloud (Allows agcess tq shared .

SBRESAYH th e |od&€\3? b&f@@%%&&%fﬁ&é%éﬂmé%%é%ig%w 456.

TantenrtandCrthat dnayinotlbad 8 beenshaied(as part of) GloudA) A Device

506 = Receptionists PC (Allows access to Boss's schedule etc.); and

Deviag, R08= /ATSIRIANG Fite CRUBCA §°a§1%i5c9£k¥1%5% cloydRetyag.Disr o, 472,
mobile 502 and laptop 504; and Cloud D = Administrators cloud (It is

Hosstbfeats! Havevibsnvareddatabsdcaihiméctertsise 30: wbemaedirgng of Figure
pembers, and this may allow only access to device maintenance and
monitoring objects). An example of using the software will now be

descrihed with reference to_Figures 21 to 47. 5 Figure 21 shows the GUI _
for th§ra‘bckép%ﬂ%fﬁfi S5 BRI e o T 66 e e FAEe Cloud B
pregentadfiodhedtses akibingesveddhiat operates dhelTopklapigouns] 04dfCloud A.
Ei ugeCZ. In éhi§ GUI, Ht}ie deviges regcistere%iﬁ/ith Cltlae Clo %administrator

are registered with the' system. Figure 22°shaws e ‘same GUI but in this

case all the users registered with the 10 administrator are displayed.

Here liheretigondinisér Fimshtivatig peigisterfed aliek sl aret exversatsdice 470
Wit 32.0f7he 200 deviges And 1401 thed0R datds4his MeReSNatiieintegrity

user "Jason" is able to register 200 separate devices with the Ioogjf
oA etdhte womdet a8 ikindhose aevicesclottrérity’3g@eligedoud A o

have-heendsgisteredAlengavtia, tdqclevds 41s e e UsekSly, the inteerity link
Egrspective the interface presented to them on their device, which couldg

dRybf thidifeditebdibalsded suovecidShiid in Figure 23. In this

example the device is a personal computer and is referred to as
"TELBAG=BEVWHidThiksisthe finttasucthoniivelcb mevstreenstoibthiewiserteference to

Fig.20. In this example there are four clouds A, B, C and D.

Cloud A contains devices 500, 502 and 504. Cloud B contains device 500, 506, 508
and Cloud A. Cloud C contains devices 502 and 504. Finally, cloud D contains cloud A,
cloud B and cloud C. Links 510 comprise the integrity links for cloud A. Links 512 form
the integrity link for cloud B. Links 514 form the integrity link for cloud C. Finally, the
links 516 form the integrity link for cloud D.

An application of the clouds set out in Figure 20 may be as follows: Cloud A =
Boss’s work cloud; Device 500 = Boss’s office PC; Device 502 = Boss’s Mobile phone;
and Device 504 = Boss’s Laptop. Cloud B = Boss’s Sharing cloud; Cloud A = Boss’s work
cloud (Allows access to shared content from this cloud); Device 500 = Boss’s office PC
(Allows access to content on PC that may not have been shared as part of Cloud A);
Device 506 = Receptionists PC (Allows access to Boss’s schedule etc.); and Device 508 =
Assistants PC; Cloud C = Boss’s private cloud between his mobile 502 and laptop 504; and

Cloud D = Administrators cloud (It is possible to have no private data accessible to this
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If the user is already registered with the lookup point the user can select

"Old" to 20 indicate that they are an e_xé%ti_ng user. As shown in Figure 24

they are prompted to enter their username and password. Once the user

clicks "OK" this information is then sent to the lookup point as previously

discussed with reference to Figure 12. The device then receives from the

toakuprpeinia keynhat Untacksithe applicationlpndhedeyigeviNowihtediice and

func.tionalit){),of the software application on the device is available to the

RSB SBACRHSWN in Figure 25 the application is running but the device is

not connected to any clouds. To create a cloud the user selects "Create

New Gloerdtharid thesdialty boxwvapedrsas shdweripefigitherdgrcTihe tadégures 21

gnters the name of the cloud, their user name and their password. This

registers the new cloud Demo with the lookup point. The display is

synchronized with the lookup point to cause a summary of the cloud 30

Demd @ e?digprayet 1S HHLE Ledhalo g aRpinabiE ird@ L et fus could be the

higute Zfrckiaredthe tdluelaidlis comprisedpftheeenehiorts; filgs: naibf Figure 2.
nd devices. Currently no.content is shared and TELPAC-DEV is the oply.

Rt I IS R CER R Les S HIBPHIE Gt et St he

slewgththey select "local mail sharing" a pop up box that appears by

clicking on summary of the Demo cloud. This 5 causes the dialog box of

Figure; 28 to.appear.and e user seleets,thechack hox.Share malle g e

causes the device name “TELPAC-DEV" to be listed under the "Mai"

baidingarvthecsliniad) diithe Demd cloudsas ‘Shown thaFigureioreBynd they are

28151 TREBAGE REXYEe e Mail' heading &suomany: of e mall te user

available on TELPAC-DEV is displayed on the right hand side of the

interface. téptiesstihmidty theryseicaisnavibale lohreurkithetafireate 400

feldersisinred on HELEAC-BEMnlNe9sarGan alsa shake files AR SNOW with 14

in Figure 30 by clicking on the Demo cloud summary the user can select

ta'dption "local file sharing”. This causes the dialog box of Figure 31 to

be displayed. The user can select "Add" from the dialog box causing the

dialog'hox ghownrin pdgpretd32 thbadisplayedsdidere thehuseoenbeis dbece, which

title the files hauld be Jisted in the summary as, and in this example

e o e A B TR o B gl he

folder to bershared. tntiyistexample thedotderdsasd&ntifidth\bylheVathThis is the

NADS. FoDRRHmERtS.ARd BetingRiason\My Documents”. The

If the user is already registered with the lookup point the user can select “Old” to
indicate that they are an existing user. As shown in Figure 24 they are prompted to enter
their username and password. Once the user clicks “OK” this information is then sent to
the lookup point as previously discussed with reference to Figure 12. The device then
receives from the lookup point a key that unlocks the application on the device. Now the

tull functionality of the software application on the device is available to the user.

As shown in Figure 25 the application is running but the device is not connected to
any clouds. To create a cloud the user selects “Create New Cloud” and the dialog box
appears as shown in Figure 26. The user enters the name of the cloud, their user name and

their password. This registers the new cloud Demo with the lookup point.

The display is synchronized with the lookup point to cause a summary of the cloud

Demo to be displayed to the user as a expandable tree as shown in Figure 27. Here the
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user selects "OK" to return the user to the dialog box of Figure 31, but, as
shown in Figure 33 the selected folder gand share name is listed in the

dialogue box. By selecting "OK" in 20 the dialogue box, the folder is now

made available on the cloud. This is shown in the updated summary of

the Demo cloud shown in Figure 34 where TELPAC-DEYV device is listed
dodendherheadings Files shesmmannaf the teldees. that-areishareshbar is shared
TELP DEV is/are displayed. on the right hand side of the interface. The
ﬂé%eﬁﬁa%aa@é?eﬁﬁléeﬁghﬁgﬁﬁﬁga%(gﬁ %Qh a different device. In the 25
following example the user is now using a PDA called WM Jason.

Interficés: thatrnvashbe tprédsentdditonthd osethortrmePBauwithnowelset “local mail

ibed i e ith- I n in -
deselibed, T0e YSerisipp %%E%E Eﬁie Q&%léf}é%%%%rﬁﬁ(ﬁ? o@%ﬁé‘ﬁrl%é cloud. This

Figure 35. Similarly to Fig ust login to unlock the

eppticatiodiaosheowe infRiguré 36> ArPshotnd il Figtatessizcendes leberddbipx “Share

Hﬁif"i?nt?ﬂfsi%éﬂ%@'%S&Q‘ECES%H@S@EH@I@]@E%*%VSQ witthaQleud e “Mail?
The steps of registering with the cloud is shown in Figure 38, 39 and 40.

s dagcriteswRmrsieehcd e mglvadig, sty théigeer Seidttsdsoam g L-PAC-
plendunder and-emarsitheisloudsname-(wichcanbe framia pickiStPAC-DEV s

created from the inner joina, their user name on the cloud, their password

difeislianibre Himbyt sincthis Ratt Hcts s hsetuRtEa T foinstigan navigate

sloweicalleshiDernas. sihiedusens devicersmtomatically joins the cloud by
creating an integrity link to one or 5 more devices in the cloud and the

statug.pf %Q%ncc'a’r%‘%s%r%ﬁa@e'h%ﬂ ropized,over tisfink. THIS o5 the Pemo cloud
synchronization causes the data t$nat IS alrea avalla%le on tﬁe cloud to
beracoessiblechyathechisvide. ohsishOlwnarfikighra il tHehtsl saes Behrodivdsg box of
ﬁ%ﬂ%@%‘%&“@e"él%ﬁaﬁ&9“%&“%9&&%‘9&@9 Demo ihe.cantepnl, %AE?tch%smg the
expanded as shown’in Figure 42. This shows that on 10 the cloud Demo

talaryDebives thdtigre cohrebiedisihatds ddeiecse TEIPACD hy titedthe files
ISIMMMdJ%(HQt"edEW{HetQWX}QedJ ELPAGHR %yamki%g%ﬂ%ct@o@’msechosen. The

cloud mail, contacts and files are available. Figure 43 shows how the

et vnitie tPEIPEC - DEYcabdMRidatediarke tHe thierragelsritpdolder is
deviaed TELRAGREYmbnde(theukilas' heading cayReselactodd@nd®s”. The
display a tree diagram of the folder shared under the name "Docs" and all _

WSeF SEIBFEIgEPE to return the user to the dialog box of Figure 31, but, as shown in Figure
33 the selected folder and share name is listed in the dialogue box. By selecting “OK” in
the dialogue box, the folder is now made available on the cloud. This is shown in the
updated summary of the Demo cloud shown in Figure 34 where TELPAC-DEV device is
listed under the heading “Files”. A summary of the folders that are shared by

TELPAC_DEYV is/are displayed on the right hand side of the intetface.

The user may also use the cloudy application from a different device. In the
following example the user is now using a PDA called WM_Jason. Interfaces that may be

presented to the user on the PDA will now be described.

The user is presented with a welcome screen as shown in Figure 35. Similarly to

Figure 24 the user must login to unlock the application as shown in Figure 30.

As shown in Figure 37 once logged in no content is visible as the user has not yet
registered with a cloud. The steps of registering with the cloud is shown in Figure 38, 39

and 40. As described with reference to Figure 14, firstly the user selects to “join a cloud”
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listed underneath. If the subfolder "Telpac" (not shown) is selected then a

list of documents included in that foldeg (s then displayed as shown in

Figure 44. By selecting any one of thesé documents, the document will

be downloaded to the device from TELPAC- DEV device using,

preferably, a direct data link between the two devices. 20 As a further
axaemples the tsat camselaatthe dalderoiackidpsisfran tahebheaaiis: join), their
graphic files that can be viewed on the device as shown in Figure 45.

A SHG BACR 1 1 7 A PR B THAGP e PR g A wer s
séteciéebgonh dhislpreserits] tfiodaset. with a summary of the mail folders on
TELPAC-DEV that have been shared as shown in Figure 46. Using the

summajy [Les, {older Gam it SFIegied e 43 R %?%'Péa@%ﬁﬁé gﬁ&ﬁ@'&) one or

of the summary of the e-mails that can be accessed usi oud as

srsvicincRigaréaviondwilibeappratiatteertsyoperasrb akitadhrp e dr tathis link.

THIE‘%@%MQEL@M&Q&@/ e EILQQ ﬁi%@i@ﬂ?e%%@‘ﬁﬂ@% %éﬂ@oﬁﬁ’?@ﬂ?%ccesgble
as shown in the specific embodiments without departing from the spirit or

Eﬁé‘ﬁFede’il‘F?e invention as broadly described. -33- For example, the shared
interface viewed by entities on a cloud could be presented artistically in
way, sayshapersoffipardgetesdhiougDrhousse iselecidevitadsudly asicking on
%o%kSh ves aﬁld TV's to access to sh e&j coptent Ih?rein. d}APF‘PLES 5
aqain emo t content.tree list 1S expande S SNOwMn 11N FH1oure.42L. 1S, SNOWS that on
Smetadditional EMBSdiMents Snd BXaHpias Bre how ovided. (RFiguTe
48, ddlawehart (6O0Yvis Dseddo thatlie therstaridupthrotedeweof thELPAC_DEV”

application, whichdn, thiﬁleré‘?v?gé@ﬁﬂﬁ CAeA RAZREIN  L08 SEILURIS 4 mail,
automated in this embodiment. When the application is initiated on a

devices enddiashuscreed(601 -"A") is displayed, followed by a registration
screen (602 - 'B"), where a user must enter a user 10 name and a

passwiyd iny SrALLIOHKPGRE do eSS HRIRIS IEINA CONNME Y H8gated using the

program from a lookup of this stored information. An example of a login
werearrio - BV AT Eigure 4B A FriR oGt edré dhemAyicaisBHaing sradiityetected to

MPNA0E Betisrifargeiting thele ser-detailt: asshawnindciguiedddl Qneebfolders
ser successfully unlock licatipn (603 - "C"), using

the Il ?it%e ap I security .

RN ot i A Tooh G Tolloiig HodcBsshi e idhistich s of
fefentatkiguiel&in that folder is then displayed as shown in Figure 44. By selecting any
one of these documents, the document will be downloaded to the device from TELPAC-

DEYV device using, preferably, a direct data link between the two devices.

As a further example the user can select the folder “backups” from which contains

graphic files that can be viewed on the device as shown in Figure 45.

Referring back to Fig.42, TELPAC-DEV under the mail heading can be selected and
this presents the user with a summary of the mail folders on TELPAC-DEV that have
been shared as shown in Figure 46. Using the summary tree a folder can be selected to
present the user with details of the summary of the e-mails that can be accessed using the

cloud as shown in Figure 47.

It will be appreciated by persons skilled in the art that numerous vatiations and/or
modifications may be made to the invention as shown in the specific embodiments without

departing from the spirit or scope of the invention as broadly described.
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for more detail), then the application checks to see if the initial "Razberry"

cloud is available on the device (604 - 3g,)) If not (605), the user is invited

to create this cloud. If the initial cloud iS5 already available on the device,

this starts (606). Once this occurs a GUI is displayed (607), allowing the

user to utilise the "Razberry" application. 20 A check of the unlocked data

is mader (cRihpe, see ihthel"'Razbeyyitlotthhas:iadeady bred setidberbresented
this deyice. The device has not yet joined the "Razberry" clou%%(" ") S0 a
TEHUSE B YRG 158K Fp RS FEHSMEY T HHE Bl \9\@8}%586%% b gﬁ%ﬁt such as
begisieredsusdrnas.«)Refesskigiire-&allctarenotiecetatail). The results are

checked ("F"), to see if a "Razberry" cloud has previously been created. If
fasfprpsthen an administration 25 password can entered by the user

or a fixed one can be used by the application. This password is heeded to

add a new device to a cloud. The unique Cloud ID is checked ("H") with

the loRIsFIARRMEGERE NS HKkT RS9 N RseErRhzberry Cloud

data is removed. A join is performed by the application ("J") to try and join

the Razb&gnycCioud. flbshbgaindailsi("Kiydhe usetiis thensprompteetedtartof the
a new cloud, If the user chooses to.30 start.g new cloud.("L") then the .
B R e R Sl R it s ared n
ibisemBiMiiopth&bsertlor applieation Mha®azherdgdloud ipladd sareat@dl —A”)

£ using ihe.new gaminisiiation passyessh T P%ﬁ?‘%ﬂ@% Clowd ig started o user
up ('0") using the locally Stored data. As explained above, the cloud

m@pgdaesla_ @aW@tdol_fﬂd@&ﬁ@ege arraetaihs of @h@il_ﬁé@mm@ﬁ@héh the program
geviceislysiratrdip-afiawehat,2s SRWUMBIEIGUR 98 L& I8ViRBwn in Figure

registers ("A") with the look-up by passing a unique randomly generated _
15 fbhatectetite amay kit e ?‘e%fé]{?éﬁ@r‘ina%&er?aﬁ%@f APigIHBSWisig user details,
Fheeekaupigheds the users registration ("B") to confirm that this device
is registered under this user. Whenever this is an unknown device for the
current user, ("C"), then the_look-up checks the  registration details for this .
b oo B e T ek T e e
adoed ((1)")¢ @mewfregistratiorkupdolid sy eatedefofulhig-device, Gaftheo Figure 50
ok-up. The.new registration record,contains a randomly. created securit .
e, B L, St I Mo
denidecuniobksltsdecal€lotid”applicationoaate (tet)issimgetheoremaortlis cloud. 1f
§E ?}}%91%?&&& |1t§/ alfr%Xdy available on the device, this starts (606). Once this occurs a GUI

is displayed (607), allowing the user to utilise the “Razberry” application.

A check of the unlocked data is made (“D”), to see if the “Razberry” cloud has
already been set up on this device. The device has not yet joined the “Razberry” cloud
(“E”) so a request from the lookup is performed to find out which clouds the current
registered user has. (Refer Figure 51 for more detail). The results are checked (“F”), to see
if a “Razberry” cloud has previously been created. If it has (“G”), then an administration
password can entered by the user or a fixed one can be used by the application. This
password is needed to add a new device to a cloud. The unique Cloud ID is checked (“H”)
with the look-up. Whenever Cloud ID check fails (“I”), the local Razberry Cloud data is
removed. A join is performed by the application (“J”) to try and join the Razberry Cloud.
If the join fails (“K”) the user is then prompted to start a new cloud. If the user chooses to
start a new cloud (“L”) then the look-up is told to delete the exiting cloud. A new

administration password is set (“M”) by the user or application. The Razberry cloud is
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As well, a user may have access to a number of clouds, and the

procedure for 15 obtaining their list is sﬂown as Figure 51. The device

requests a list ("A") of available clouds'tied to a user's registration. The

loop-up receives the request ("B") and retrieves the list of clouds

registered for the requesting devices registration. The list is returned ("C")
tecdae requesting deyvicew haenlist@f@maibabie sloudshe Bisimpeceivedytarted up

he device. rocess for allowing a user to join the clouds that they have
éérﬂiggf@ht% rﬁf(?&quét%e‘%a%own in Figure 52. The cloud name and

invitation are sent ("A") to the look-up to do a join look-up. The look-up
searchesthiiregistered cloude (Bl fodes matcmbhgainsdtveccsloud ridads of the

ARR NYIEAUGN. 108 He;eunent (EHSIAIOR. A HNIGUR Iy ﬁgﬂtéfb%r. for

the matched cloud ("C") is returned to the device. The devicé receives the
cloud id ("D") and performs a look-up using that id. A direct connection is
estabfisHetrt g6 tHe Lot ViR 28R BoRasigerreiie sopngfrated 1D
reauRsidsisentie thencaptagtsdavise fak theneland faksVofhe BAMRGt up checks the

device is the cufrent devi%e re istered?{vith the preferred injtial point of
L i st

BTG Wt e Todd? TR PRGTAS P ATS HE &, HVitagfon™ henever

e andwsermameaipasswerdiforcandaviiadon ity thecleud.iddieup checks the
feceived clpud joining credentiale (G are shecked pgainst anyadive 30 i,
RORARERS Foithe Wt HHd TavitahiS AR VarHSh by Phafihisg tha new devie
clougt nelde, (Tyijation-endgisenivamepasswocaeA fephyif’Hytaat thethe look-up.
jqining Is accepted is sent to the -35- joiner. A request ("J") to the joiner for

A B e IR GRET B D (o
thaclbudcoontaktydeviceuhds infolmatiofilcontaiis thevide mtifiskfortthcal cloud

%%‘ﬂ?&iiﬁirﬁﬁ‘& iehthe DURIG Ky far the.leining device. The received

vice information ("L")’is stored in memory. An invitation ("M") is set back

to the joiner 5 containing the cloud identifier, cloud security keys, a list of
the cittevitlietibeide tor ke aesfiteson tHISRISUS &itithe Hbliekegrordure for

thisidevicacThejeinglbaddstrg;cleud ("Nfktacthe applicatianigdataranaf available
starts up.and initializes the cloud. The joiner ("0") replies to thg%,,clou(f , b
UoHEC e iee thiat KR EBROThE WS B S HeVie TP rocaivaBrersres the

rnd feddsithegetaedsinfornadiontidd dbatis sigseddodnamolytintecthted (“C”) to

ARRlicaton data, Thajoiping deviee (01 pdded el of deviges for

S Ciou verification process IS CO etween the

A process for allowing a user to join the clouds that they have permission to access is
shown in Figure 52. The cloud name and invitation are sent (“A”) to the look-up to do a
join look-up. The look-up searches the registered clouds (“B”) for a match against the
cloud name and invitation for the current registration. The unique cloud identifier for the
matched cloud (“C”) is returned to the device. The device receives the cloud id (“D”) and
performs a look-up using that id. A direct connection is established (“E”) to the cloud via

the Look-up (refer Figure 59).

A join request is sent to the contact device for the cloud (“I”’). The contact device is
the current device registered with the preferred initial point of contact with the cloud. This
request contains the cloud name, invitation name and username/password for an invitation
into the cloud. The received cloud joining credentials (“G”) are checked against any active
invitations for the cloud. The invitation (“H”) is verified by matching the cloud name,

invitation and user name/password. A reply (“I”) that the joining is accepted is sent to the
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joiner and the cloud contact device The standard synchronization process
("S") between peers updates the join(_er?)gv[th the security keys of the other
devices on the cloud along with the device and object records for the

cloud. 15 A process for having a user to create a cloud is shown in Figure
53. A create message ("A") is sent by the device to the look-up containing

{hadiniqueridasdifier fordhen clpiige e mamecoidthenelond mid thechvitation device
to_be used 1o jqin this cloud. The look-up ("B") checks that the cloud .
wé%@ﬁr&%{ Aiééﬁ@eagéackoﬂ@aerga&#a%ﬁ%da%% Fc%‘?%“ﬂﬁ%"é}.“f’ﬂ@m the
semeianafoe tandevikye heinisgdfdr waghubdigistration thEheilook-dericheckse received
"C" 20.that the rent registration allows the creation.of,a.new cloud. .
e R S T R RS AR SReon S DS faobfe e s
¢BYiisrtglthbylthel ldoktbpthatuthescarney dtywedito ofehtecthreeataledice ids for the

evice (') proceeds to start:up and:ipitialize thecloud. Each devige .«
e R e e T 8 (3
thenpipéeofoT Higaistdssupdate dwhthithéasew cldaddiddmifierngs (i$et)igeplies to the

addedio.gloyd 22 (:H"n An,jnvitation ("1") is added to the cloud which

allows other devices to join this cloud. The creation of a new cloud ("J") is
notified to the GUI for presentation to the user. Once the clouds, that the

user A QLSS UBGSRTITinel MEEtehts t6rdaclyoiae dante information
made availableientbs; user 1A ppichadfanthe Bharfdindraesss fonepthidded the

cloud that 30 js registered on a device is provided, in Figure 54. Th
R EASy SIS FEGagh 15 TR T SSkinghi s cOMRPIFe berveen the
paiticutalr dloutbudiquedcettifier iBhegistdned witthtbeidaok:ypoddist 6 fHetween

oud identifiers. iﬁ t%tored h tlge agpl&g:eag&r%ro each dewce -3%— or
h

uni ue%l T :
cr ates, the joiner wit € Ssequrr (S {CCS on € cloud,along with
Ristidgtriat the dévice'is a memberof. The look-up ( V) searches %r e s

dloddvidentfiebjirtits databasecidhendevice ("C") is returned the result of
the look-up. Whenever the unique cloud identifier ("D") is found on the

look-up fhen heeyics procreds e initializethe §laHGwThe GBS 53, A create
notified E()) about the cloud being available for 5 presentation to the

wserat the clbutr tinfuBdritidP () WA RGORSURE S BTSHR- N s h for the

the.glond isdelatad fromdthis devieeiAn initialisationtpreceduse lawchart 1ook-up
is provided in Figure 55. For each cloud already registered on a device, o
irﬂgﬂ élhr‘?fé‘és%i@%%& e fagtis R Pty b Rk frgistration that the device is

under. The same name can only be used for each registration. The look-up checks (“C”)
that the current registration allows the creation of a new cloud. A record (“D”) of the
cloud is added to the registration database. The device (“E”) is told by the look-up that
they are allowed to create the cloud. Device (“F”) proceeds to start-up and initialize the
cloud. Each device (“G”) contains a list of the unique identifiers for the clouds that it is a
member of. This list is updated with the new cloud identifier. A user is added to cloud
(“H”). An invitation (“I”’) is added to the cloud which allows other devices to join this
cloud. The creation of a new cloud (“J”) is notified to the GUI for presentation to the

usetr.

Once the clouds that the user can access are determined, the contents for each cloud
can be made available to the user. A flowchart for the start-up process for each cloud that
is registered on a device is provided in Figure 54. The device (“A”) sends a message to the
look-up asking it to confirm if a particular cloud unique identifier is registered with the

look-up. A list of the unique cloud identifiers is stored by the application on each device
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The cloud id is found ("B") in the lookup database. If found ("C") a cloud is
initialised 10 ("D"). Each cloud ("D") ha 2 unique symmetrical encryption

key which is used for cloud specific communications. Each cloud ("E")

has a integrity thread that is used to maintain the integrity of the cloud,

which includes: synchronization of cloud data; maintenance of cloud state
datajon@nienaneedeficloudantegiyrcitleTandJvipierance @ta@leudor the cloud
security.. Each cloud ('E") contains.an. object action worker thread that |
san'te &a%ecli%a Biion 15 FRGG6418 19r OBjeE bH G e e henever
tlouthi@" )l cloudi¢echied s @ve) thefoaddec foe thelclqudhdisels, davitepantteds to
mempers; Adcard is addad GE) for this.device record. Eloud reeords by for
are regis erec]i {‘]‘ ) for sync ronization. All active dloud invitations are
registerach (td'thwitkeanl friitetond dulquioiddhow otfar tevicestttjoid thishe look-up
lonshdublayieia8.a Hawcharis shown which indicates the steps in a

process for 20 populating a smg‘(e view across all the devices in a cloud

object, which allows all the objects within a cloud to be presented to a

user, 16 tAERIRIHAR RRSPAEtoA W tHe be RiBjaets. Ks Figustrated heEigife cloud
HAeAdthesystemdras faree main layrisad Gihid SORMYURICALIONS)CRIehe look-up.
and objects, which represent data and functionality on a device. The =~~~
GhsgriidoriFiyliten 664 shows tHechtargehsht . Cibvibas Mg igitalised
geyige pathededt OperaiesasmZnthotghetisceiorece)fent kgckosshall theedor cloud
devi%:es. This allows the G%gn@g#ec?t device to .access all of the J o
HRHENAMPARE S e h4bIeH By dbjedtB®r Al tRFES GEtiddaarijgsed to maintain
gituatianits rephateddoralidi thelidreesdevieeszAs indicdted idakighiténtenance of
ggB the Iigking between corfeglci)ls1 anaintained geross the internet, pr oth

r .
d stat ta;“maintenance egarity citcle; a ntenance o cloude security.
networ a connec%sat]ﬁe evices. %\S%n icated in igure g%C, fora 5

pacticdtardgfdtipingnofidevicedjfice 4@ clouwdiitbrethabol éhdata wecbrdparveess action
EQa&@%%'g‘c‘??o%ﬁ‘e%%cohndﬁ}é' %]%-VE nege recorgs arey 8?}?,@095"%%%%95%5%?@ added
a recor manager in the cloud. Each record is identifie Ci)y a unique

iderhifiewhiceis. idifsrendoneabtrelolid:cpné iKalblsd REEOEHidhi Arasterccord.
(9501026 A 1A WHISA Lo A BRIRAES dBNeAHEMEES IRERI davications are

users record and invites record. This record is kept synchronized across
sehecrold and doashdice e afeHarciobersienited eréatichis Fiad.

"Devices Record" contains a list of references to the "Device Record" for

each Hﬁ\lq%@ﬂ@ alaufodfi@rt is shown which indicates the steps in a process for

populating a single view across all the devices in a cloud object, which allows all the objects
within a cloud to be presented to a user, for their further interaction with these objects. As
illustrated in Figure 50A, the system has three main layers, a GUI, a communications core,
and objects, which represent data and functionality on a device. The diagram of Figure
56A shows the arrangement for three devices. The first device on the left operates as
though its core extends across all three devices. This allows the GUI on the first device to
access all of the functionality and data enabled by objects on all three devices. This

situation is repeated for all of the three devices.

As indicated in Figure 56B, the linking between cores is maintained across the

internet, or other network that connects the devices.

As indicated in Figure 56C, for a particular grouping of devices (i.e., a cloud) the

above data records are maintained on each device. These records are kept synchronized by
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devices record is updated when a new device joins the cloud. The "Device

A Record" is the record maintained forﬁevice A. Device A creates this

record and is the only device that can Update this record. The record

contains a list of references to the Object Records 10 that are maintained

for each object on A. The "Object Al Record" contains a list of the

pessibienagtigos ihat atgperfarmabie o theRbjeRddAbyActing caldetiBe: which is

(g% the Iitst of éogjerg, get the list of files, send an email, add a contact,
CPRR'PEEBT afdSllists the classes contained in the object. A class is a

predefined set of required actions. Examples of classes include: file

browddr enlaiidofowsél, icantasts;, cafeddar edouflanlobjestitagsa 18ference to the

particular slasgdhen i 5an.pg Assumed At iHgontamns & %ﬁi@@&%%@& across

of actions. This allows for the standardization of objects. A flowchart

dettitiepd uithelses proinddbjuet sharinglieuillssiritddeisadipure B, fReviseegdecord”
tefered foiin the dpwchart S AR torbHid.are Jollpwed 0GR aLt ebiecloud. The

sharing. A flowchart of some possible object communication is provided in

tigre 58OThis updUtdohovitaE afEicaniprs dtgriersctidhs obetitting Higcord” is

kMleBata-inAiversefomalsis. mapased Ry-acommen standard, mhighy device
may be XML, as shown in this example, or may be some other standard.

Howae e Assexi: 1eRESI BeVaHBsE A EoTitamm srLhthe Object Records
fedunéangiesinadspecifichansdnare soncise sidnpdart cRacbeIdeyeloped fRE of the

use with the "Razberry" lication, that only contains.the information .
PeRlds AN it Ty 85%%{33%@%88 aﬂ%b‘ié%%ig&%%’éﬁ%‘é‘&%&% ¢ list of
findaeddoackealnd farifidisigXMLcdoiglloll activities tecoCTCue. kherdtels lists the
'I‘A"%are carri%d OLEa show iqthe flowclgla[rt. flowcgnart s%gingdouta

ASSES containe the object. . Class 1S rederine SettO requir LAl ons. Examples
mathod f%r]fﬁe evice conniection and1do up is illustrated” in Figure
60¢Ihisutilidaes-atdommestion emaitikrdwieigurenGotsdedicelR wishés4o object has a

§%%E‘§1%Etc adsekiii‘é% k Gahand sendsa deyice 30 CQSQRE%E?%BE’QK'HP actions. This
equest to the ook-up. The loo -up searches Its device registration

dhtabasetidrprdratrievenndtalrktaddress information abut device L. This
information is -38- the IP address on device L as well as the IP address

seen Ryrheclopk-wpifor slavise Lefhs 109k-Upm RIS AIIQUMES! 19 teure 57. The

connection matrix for a new connection link. The connection matrix .

B AR RN RERBTRBOMS (¢°) (HAVAYS firlketrthiprdentgut object sharing
transparently transfer data between the two. These two linked addresses

M1 andfMRchret of some possible object communication is provided in Figure 58. This

also provides an example of interactions occurring via XML. Data in diverse formats is
managed by a common standard, which may be XML, as shown in this example, or may be
some other standard. However, because XML tends to be verbose and contain much
redundancies, a specific and more concise standard can be developed for use with the
“Razberry” application, that only contains the information necessary for it to operate. In
the example of Figure 58, messages are passed back and forth using XML, to allow

activities to occur. The steps (“A”) are carried out as shown in the flowchart.

A flowchart setting out a method for the device connection and lookup is illustrated

in Figure 59.This utilises a connection matrix.

In Figure 59, device R wishes to connect to device L (“a”) and sends a device
connection/look-up request to the look-up. The look-up searches its device registration

database (“b”) to retrieve network address information abut device L. This information is
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5 returned to the look-up. The look-up receives ("d") the connection

matrix. A connection request is sent ("_eé'% to device L. This connection

requests network address information for device R and M2 (half of the
connection link). Device L receives the request ("f") and decides if it wants

to accept the connection. This decision can be based on allowed or

banmredidf- adsersilists. d & -BeM e Pepliess( @ ot BatHe LonNe eitlciSce 1. The
fac%epted. Ié connects to M2 on the cannection matrix ("h"). Device L . K Th
SRSTHPLS T Estabifdir i) a B S OS AL HBAThItH Vi R “THIS HipBctnk:  The
centedtiienmattemplloses beth thevaatuabadgress ofcDeviae Rabididhe in order to
address as seen_ by the Jook-up. Look-up.receives (']") the pk from Devic
i A A LR TS
conmedtionhmatolk-dpl to 15 device R. Device R receives (k") the

connection information for device L. Device R connects ("1") to M1 on the
CO”“Q@I@QBJ@-%&E%U&%Q Mi—’z) 'EMQ%&%ﬁ%ﬁt@&ﬁ&a@%&'i‘x?ecﬂ%%@ﬁ@spfs%ent (“e”)
connection to both M1 and M2 opens ("m") the connection link. When this

8 gpdfed-device R afiR 1 PerEiveh HihiersHake Rsseatns deatanB8yand M2

Ir usentobadiridifeekeommuRications. Davice iR attemplsda&iaalsr it wants to
"n") direct connection with device L. 20 If this connection is established

fRETP IHRSCHIMSEHCH natieirikes raRRsdr AP aI iavitkotBArdnEAes st
Brardesshy switcr o) thie. direet dika dtibig .8 pa:dlownhashilittstratingia on the
rocess for the m switching in the "Raz lication. This is

O DL . BayoRTe 4 QST ardonGUPELb T UG oo with
deceivid bjiithéir&witchirgtCommbipications thoth caniaingligadef Device R and the

éﬁ‘i?rrma%‘soé‘eg%b‘ldet é‘%@%&h? Ecipient of the.d fﬁ% (s REGIRISITS £ the
could bé an.l&) hviter, whi manages and pro ds es joining requests for
clondstion thid dewicedantbaccepts daefectsdbegequesis. didainer, mhichM1 to
g%'%‘ iages gloud. iginin '\;ﬁegl({%séstg)e 3 slaud;trough, the cloud SoNadt  peyice R
evice. (iii Meoﬁator, which'is a relay pomt%etween joiners and Inviters.
¢iv)rReter(@onmeniHications cornietinramates Wenddd B0 lehdifepgmnection matrix, the

HP@S%%@Q GF rﬂé&ﬁ%@t%%\/{};c}q{glﬁ udimessas %%«Qrg'((‘ﬁ’qugg'c%%nection link. When this

communications, which manages communications with the look-up for all

clovarcdritdrsorianadedccchrivedtion RAGUeEsonTIHEacBK-tRrY-39° Tifeto begin

glil%/ég@o@%mamy nisAtiENIEQNLAINS Aseeard-headetidentiiying i device 1.
ff (t)}lfis connection is established, then the connection matrix link is released and all device

communications seamlessly switch to the direct link.

In Figure 60, a flowchart illustrating a process for the message switching in the
“Razberry” application. This is how the various subsystems in a cloud are addressed.
Network data received by the Switching Communications box contains header information

identifying the recipient of the data (see “(a)”).

Recipients could be an: (i) Inviter, which manages and processes joining requests for
clouds on this device and accepts or rejects the requests. (ii) Joiner, which manages cloud
joining requests to a cloud through the cloud contact device. (iii) Mediator, which is a relay
point between Joiners and Inviters. (iv) Peer Communications, which manages device
challenge messages (H) and device/cloud messages (I). (v) Look-up communications,
which manages communications with the look-up for all clouds and also manages

connection request from the look-up.
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device pair on this device that the message is received by (see "(b)"). The

message is switched to the correct clp%l._CIoud messages contain a third

header identifying their type and recipient of the 5 cloud message (see

"(c)"). The recipient is one of. (i) The Integrity manager, where these

messages are performing exchanges of cloud state and synchronization

of cloudcseeutityclkaysediliRecerthsy sehramnizatiorbRRnage; Wheieiesee cloud
essages synchronize the cloud specific records that are u ,gito uild .

U5 Hge el (15 A O AREGATeuESE: TUare thedd raquadismessase i

ar@rdiecktvetcdtoopedocivudctions on objects on this device. 10 Further

message switching is performed to target a message to a particular object

such ag, afilg QDiect MaliRbiesh: §NALRISEAIE S S ol IS Rcipient of the

remote object the' message is switched to the particular action that was
tEdesrsehfioffethe Pemoteéobjeptdses poflowchathsHowkigamergniprehefe these
SRWg.steps R ihe.m i@&%ﬂﬁ%@@ of eloug &5&@!&95}%&&9&%@&@ 1 Bl Qecurity

61. Cloud records that are no longer accessed ("(a)") are removed from

Femdiy BerealicarmBTnismion Rseasnt Bhtre Bplicxisecvperugsizg the cloud

grvige iglplawareRf aay %hﬁﬁi@eﬂfﬁﬁ%ﬁsgl@xﬁmd @ifodyhctRerit Action requests,
attempts to look for the cloud. If the cloud is not found then the device

HhESG RN SBkERs HEdHe PRSI CaiaRt pomticfiie ndbisisiftes

identifiers for a cloud is kept synchronized ("(c)"). This 20 is described
furthdfunteigoretge Wheheyeisdeadcesedme erzeancheffsainepan particular object
determination ("(d)") is made by each opline device in.a d to decide if .
e e e T oHhb o oty it th
tiriesig e freokiech € &) Yhatpimtenlal scaod ihtievlinkehasstedt foeeritchatertgedpject (see
a{g%.a set period of time a new challenge is performed. If the challenge

has not been responded to, after another set period of time, 25 then the

peer is marked as offline and not valid. All other devices on the cloud are
immedidtelhpdattaiith thesimml sedtiemps thisPdelee s HadRfRmAarg of cloud

integHifyisliph(v(Rd functionRsdhe spne aRsJers(the) Arddiowshartibdsteating,)”) are
e Sichineslonofpey oo s ot e €2 St .
36iee [N glaen 63ce-40ain Higirecokciiiermessapge banding funetioptotdheok for the
'c?é’ul%.‘pl‘i“%'”et Ic Oillllhlslgr%toetdfo?lg t%”en the device registers with the look-up at the cloud
contact point. The list of devices identifiers for a cloud is kept synchronized (“(c)”). This
is described further in Figure 63. Whenever devices come on- and off- line, a
determination (“(d)”) is made by each online device in a cloud to decide if they should
become the new cloud contact point. The lefthand integrity link is checked (“(e)”) at
intervals and if the link has not been challenged after a set period of time a new challenge is
performed. If the challenge has not been responded to, after another set period of time,
then the peer is marked as offline and not valid. All other devices on the cloud are

immediately updated with the offline status of this device. The righthand integrity

link(““(f)”) functions the same as for (“(e)”).

A flowchart illustrating the synchronisation of peer information is provided in Figure
62. Similarly, a flowchart illustrating the synchronisation of cloud information is provided

in Figure 63.
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as showing a possible structure of a message and message header that is
involved in this. In Figure 65, the messgge handling function of a join
query is illustrated, as well as showing a possible structure of some
messages that are involved in this. 5 In Figures 66 to 70, various screen
shots of the "Razberry" application are provided. Figure 66 shows the
emaiHﬁt}bgayetem;hwhi@tsdg@&@@mge@emfdsemealdisk@ bulensiR@atcd, as well

olbar. at the to;%J and shows_a number of dewceseui:ae aln Micro f %

Z'ii vedin this.

HSORE ARSI HEPS GEtRE Al S5 GRTREH I S S ﬁ“ g.r%

selected device are shown in Figure 67. Figure 68 shows one device

beinds&@m&%ﬂhﬁth@ﬁ@mﬂdmtm dilaspsteqmdnavdriubeeid, as well as
SRIGSH ;%Eﬁ% device:. neigHre. 82 1he salendarfyneion JH%S been

select rom the top toolbar, which displays the Microsoft "Outlook"
calendar data via the "Razberry" application. Figure 70 shows one email

having? é%ﬁ%;?éﬁ@a@d%ﬁ@w%ﬁﬂéfﬁ%ﬁ&ﬁ%%m%ﬁzmréﬁ?@ [ PrigfeProvided.

Bz@ﬁe @sexanple ehgwgaegbﬁ&peﬁﬁmrhgi then RaehedriroapplicalioBut@ins on a

ssume that John is looking for a file. He starts the Razberry on_his ,
ioBReBAH BRI AR 9B ARG ﬁ Fa 56 RGeS DNE GG e
iR %étlﬁ@ﬁdeﬁiigeth& locatidowdf Jahe'sRdzberrsalosddrem daeidoake Wpown in

{g.nd regel Ii‘sbac é |dent|f|er or h| home PC. 50 hﬂethe ,%]lconnects to

U one selecte 1le , management sub-
he'Rome PCdiredtly’ Y, ana a securit y verl ieation ard s ate and<neader

secordlsynchienizationcctursheduean the IRDA @idtthechionderFGhctihe has been
eP Afede ?ms ttng'ttg gz(?[)k PGS rgl“ IEI) d’i%s:]e a% g‘ (%OE) Q%)“BJ&(I ?.]lendar ata via

ocatlon O e WO connect toget er an
ﬁw/“anzmeg typlphkagcelstaﬁl@hew(behwemme ¢k ldevigebe@b Jodned via the

dﬁgggg %éﬂié’é{@ﬁﬁs to view files on the work PC, and selects this
function’in ‘the Razberry application GUI. The PDA retrieves the device

record for the work PC and uses this to obtain the objects on the work
PeerpHapBe@Rifches through the objects looking for an object with the
object class "file". The PDA creates a new object/action addressed to the

file obﬁemtnowihq)wwoﬁﬁgeﬁd ihesendsothéaCanbeglegipliessagéet Theissume
t%a n R o'face Qe action request message, processes the action

req est and sends” trh A1-

He starts the Razberry on his PDA and enters his user name and password to register
with the look-up. The PDA requests the location of John’s Razberry cloud from the look-

up and receives back the identifier for his home PC.

The PDA connects to the home PC directly, and a security verification and state and
header record synchronization occurs between the PDA and the home PC. The PDA
learns that the work PC is online and asks the look-up for the location of the work PC.
The PDA and the work PC connect together and now an integrity link is established

between the three devices.

John decides that he wants to view files on the work PC, and selects this function in
the Razberry application GUIL. The PDA retrieves the device record for the work PC and
uses this to obtain the objects on the work PC. The PDA searches through the objects
looking for an object with the object class “file”. The PDA creates a new object/action
addressed to the file object on the work PC and the sends the action request message. The

work PC receives the action request message, processes the action request and sends the
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reply message back to the sender. The PDA receives the reply to the

action request message and is able toﬂisplay the list of folders on the

work PC using the PDA GUI. Examples of Razberry functions: File

Browser - allows access to files and folders (see Figure 67) 5 Malil

Browser - allows access to email content and functionality (see Figures 66
&phSh&alendaciBrowserseallows acCessAorealeBdand Seplf-iguiBbtion request

SE55 K0 UBVIEE FSHIDNoNE A SBUa S Yor e o Vit SREATAeY
allows access to video content Chat module - allows text messaging

MredigiéaydrRRehvste fualfsiossemote control of a devices media player
Remote Application Module - allows remote application viewing and

interactign pAdveHisemertMedule aihas.alavdusat specificgnformation

and can reach out to 15 the web and pull in advertisements Banking

Module - ﬁtgres bank (ﬁltéedentials ona sqfe device and performs - 66 &
traﬁsaz\/[l%lns RSt BN RIS A A SRS A RS S U AN (o MgHE
cloud @ganic Module - displays panic alerts from another device. 20 Web

RSS feed module FTP Server module - allows access to existing FTP

serverg fiomha.cloud _BHQS iipdate meduls (2llgw yedaiing of a BLOG

from the cloud Legacy module - allow access to a legacy application over
the cloud -42- Database module - allow database access over the cloud

Web cAMEFSHBERAR - ROsEsESHa M IGIERB A the cloud To those

skilled in the art to which the invention relates, many changes in
construation andulvidelodifferias emnbodiments pinchapplicatidrssabtheOIP
invention will 5 suggest themselves without departing from the scope of

the.inveniionsas defined;inthe. aRpendead claims,, The disclosures and the

descriptions herein are purely illustrative and are

+  Chat module — allows text messaging
*  MediaPlayer Remote — allows remote control of a devices media player
»  Remote Application Module — allows remote application viewing and interaction

* Advertisement Module — has cloud user specific information and can reach out to

the web and pull in advertisements

« Banking Module — stores bank credentials on a safe device and performs

transactions remotely
» Printer Module — allows access to a printer from the cloud
» Panic Module — displays panic alerts from another device.
*  Web RSS feed module
«  FTP Server module — allows access to existing FTP servers from the cloud
«  BLOG update module — allow updating of a BLOG from the cloud

* Legacy module — allow access to a legacy application over the cloud



not intended to be in any sense limiting. -43- CLAIMS 1. A method for

sharing functionality and/or data betweep two or more linked entities

using a network comprising the steps of:"(a) creating on at least one entity

at least one real object, each said real object 5 providing access to the
functionality and/or data of said entity; (b) creating on each entity at least

one virahphjesto@ash- saidh\duiBhobjeedsspradiaglaceess to the

functionality and/or data of a real object on said entity, each said virtual

object gonaining,at lepst one obisct agtion; and (G) crgating on at least

one entity at least one remote oi)ject for tonnection to & 10 virtual object

on a remote entity via the network; said remote object allowing a entity to .
acces<fuRefiorlityhriel/ haded oP aeifbteentitySBIoR rfdtkdd farny changes in
sharngdunclionalitepndier data. Reeanva.ar masechinked ceniitieSvention will
using a network as claimed in claim 1 including the step of: (d) creating on

s tbrBsetty dthastadtiating diemsclig probviingc b actedsierd in the
ippdutnctianalily aRemsdsvaafaplucality-abvishal cfremateandymRidrative and are
objects. 3. A method for sharing functionality and/or data between two or

it ﬂgtﬁﬂ%chtoelﬁ?i%%ﬁ{ﬁe 'HE&HRBrk as claimed in claim 1 wherein said
metaobject can contain data and/or functionality independent of any

virtual or remote objects. 4. A method for sharing functionality and/or data
between two or more linked 20 entities as claimed in any one of claims 1

to 3 wherein a list of the objects of each entity is synchronized between

entities. 5. A method for sharing functionality and/or data between two or

more linked entities as claimed in any one of claims 1 to 4 wherein each

of said virtual and meta objects may include security functionality for

controlling access to the object. 25 6. A method for sharing functionality

and/or data between two or more linked entities using a network as

claimed in any one of claims 1 to 5 wherein said network is a virtual

private network (VPN). -44-
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7. A method for sharing functionality and/or data between two or more
linked entities using a network as clainl d in any one of claims 1 to 6
wherein each of said real objects are selected from the group consisting
of File Browser, Mail Browser; Calendar Browser; Music Streamer; Voice
module; Video Streamer; Chat module; MediaPlayer 5 Remote; Remote
épalisason Module; Advertisement Module; Banking Module; Printer
Module; Panic Module; Web RSS feed module; FTP Server module;
BLOG update, fmodules hedRcymadyle; Daiabase module, Web camera..q
module. 8. A method for s aring functionality and/or data between two or
enotedinkeg 2 extitied ysingtaingtivoskeas @laimed in any one of claims 1 to
7 wherein at least one of said 10 entities is a device having a processor

and that can be.gannecirdcirhe pternat 18 AMELBAd FRI-ERAFNEGd real object

functionality and/or data between two or more linked_ entities using a
PotNe AScersiin i erint B ABHERT Sa1d 2k WdSt6Re said device
includes computers, PDAs, PPC, mobile telephones or smartphones, and
embetdled davicesekth Gompuiterasbfivware farshasiierfunrctional ityrantiibiject
e bemesn OO Mot R KD Ses oG AP Sty cach sid
oftwar resﬁmg on each said entity An comprising: (a) a routing 1or
creatingiatt eastonegredk o ject, @ach saidwealobject providing access to
the functionality and/or data of said entity; (b) a routine for creating at least

one V@E}Ufﬂ Ob@QnEQBH of lé@éﬁo%%‘@ﬁ%'a&@i@@&%@f%@@@%&%? {8dh& tion to a
functionality and/or data of a real object on said entity, 20 each said

VArtea Ie e e aritamiiig A e st BhacsBRE: siiorEo seb(eytaltotitise frity ©
sreatinghatilpastong remnte ebjechiorcamnection to a virtual object on a
remote entity via the network; said remote object allowing an entity to

?ccess /fguncgcl)or(lja 'tys%ndlorfdata of ? remote entity. 11. A method for

sharing unctional y and/or data DEtwen two Gr more Tinked 25 enti |(lenslked

asingsanegworkasrklairledhinl ctaghni6 Whetedngald: WeNas formed by the
steps of: (a) providing a lookup device having a known address with an

Upda@p'e 'Udﬁ%aﬁ’rﬁgQHtA‘?ﬁsM%‘P{E‘é&i%?a%@ﬁ@ﬁ}@_&!‘%aﬁﬁ_m&%ﬁf&t_ m%ing
look up device accepts requests fromknown entities ("joining entity")
WG thaifetstneivend/ asdqp ot sudingiat Mastete preaasymaagbiccts.
contact entity on the VPN to

3. A method for shating functionality and/or data between two or more linked

entities using a network as claimed in claim 1 wherein said metaobject can contain data

and/or functionality independent of any virtual or remote objects.

4. A method for shating functionality and/or data between two or more linked
entities as claimed in any one of claims 1 to 3 wherein a list of the objects of each entity is

synchronized between entities.

5. A method for sharing functionality and/or data between two or more linked
entities as claimed in any one of claims 1 to 4 wherein each of said virtual and meta objects

may include security functionality for controlling access to the object.

0. A method for sharing functionality and/or data between two or more linked
entities using a network as claimed in any one of claims 1 to 5 wherein said network is a

virtual private network (VPN).
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periodically poll the lookup device for received joining requests, (c) said
lookup device receiving a request from&joining entity to connect to the
VPN 5 (d) in response to a poll for joining requests said lookup device
notifying the polling contact entity of at least the address of each joining
entity (236), (e) if the contact entity permits a connection to the VPN, the
rontact antityhsuppliasabdestitsraderess/ o theilbekkiedavice- whighlinked

passes this to the jaining entity, (f) the joining entity and contact entity .
N SH R B TR b égﬂefif@n%%&af@f?ﬁ@%ﬁﬂn%iﬁgﬁﬁf&ﬁmﬁ Hotidee
ebitityscoadticttad faoith enticatipn process oo Ve Saichfiest Nk, Khyvaad (filadar
uthentication process s successful the cqntact entity notifies the joigin
Bt S oA ot 57 ek el DR e Mie AP
Ratifies Binentitiggpbertloe MBNithat dherjoimirgtdduiteciBoiRing thelWMPNrinter
i);said joiRi ewvi iag-the status. er entities pe ing.to the
R e T e e
meigHbdugentities eyl ebasreoiotbile( Vahideormsaonedelaeighbour entities
initiating a process of the type specified in steps (c) to (O with said lookup

gntity toestalishronggimerasreand nksovithsaidwelhiaining eotbiand
terminating said first lin ) and said joining entity and at least one

Kk
RS RDOREA TR B S AR RAEHBAAGR probasddhicipne of said

suecassiubisuistains saidoahe 8bMaresacanhERKsn ckAdBthed dast.
sharing functionality and/or data between two or more linked entities

ysing a getark A claimed in claim k3 wherein said YEN js formed by q
including 25 an initial registration step whereby entities register with the
tookapwiag eerfor adcesddiononén orimdtevtesiregiPNsastnehosdydatwitiegncludes

X%'E&%&Gé%& %ﬁﬁ%iﬁ%‘?ﬂléﬁﬂe%ﬁ’eza%%@@gysﬁﬁg Nized QKNAWA IO  ices.

looKup device, said registration step comprising: the entity sending to the
lookup device registration information including at least a username, a

146- padsBrytanaiatolkab s enstinmysans regrarabisnv s rransmore
fakidentificationgPuipasss, WheRAegisteriarh Bty .seREE anMiNN@WiRGrising:
request to the lookup device.

() a routine for creating at least one real object, each said real object providing

access to the functionality and/or data of said entity;

(b) a routine for creating at least one virtual object, each of said of virtual
objects providing access to the functionality and/or data of a real object on said entity,

each said virtual object containing at least one object actions; and

(0 a routine for creating at least one remote object for connection to a virtual
object on a remote entity via the network; said remote object allowing an entity to access

functionality and/or data of a remote entity.

11. A method for shating functionality and/or data between two or more linked

entities using a network as claimed in claim 6 wherein said VPN is formed by the steps of:

(a) providing a lookup device having a known address with an updatable index
of entities known to be connectable to the VPN, which look up device accepts requests

from known entities (“joining entity”’) wishing to link to the VPN,
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13. A method for sharing functionality and/or data between two or more
linked entities using a network as clai_rggql in claim 11 or 12 wherein said
registration step includes 5 the lookup device sending to registering
entities a security key to allow such entities to access security keys
unique to VPN for which registration has been made and the other
entitigs) registesedHontnat MRAN. pké-ddsineiad datshasing danationaiityo

and/qr data hetween two or more linked entities using a network as
R 21 Bl O IR T MR S e 20 contact

entity further notifies the joining entity of the entity identifiers of other

entitiés belorgiddptek tipedAiiN rd&ivinmethaad:fofrshatingriogctionatityconnect to
ata between two or more linked entities using a network as

claimed in claim 15 wherein in step (i) said joining entity additionally uses

the entity identifiers of other entities belonging to the VPN to calculate its

15 ndde positidAcEEn fetHusd! for shagg TRty At dF tagotifying the

petweendwe: entnose inked deniti@syeinganneiveskas.clamed in claims
14 or 15 wherein said entity identifier is an address. 17. A method for

sharing functignality and/or data between two or mor. Ii%eﬁ 0 entities .
using?g netw&%rk%%sygfé%%teeél tllrﬁy&)neyg%lﬁséaocfoc ams. Oté% 6w é%é?nc %réﬁacf tenuty
suptplenticdtionipreddss congisis dftpattviof thieidwpaesttities chédileging thneity,
other using a key unique to the purported identity of the other entity, each

challe??ge COWE%&%%Q eH@t‘ﬂmﬁ&éPeﬁﬁ%ﬂQﬁBﬂN%ﬁ& [[ETe SUTRACe] 10
the other entity and verification by the challenging entity that the response

is correct. 25 18. A method for sharing functionality gnd/or data between
two o{ginore l éamé?ﬁif'r%té%gﬂ?gt eﬁ8%§f%§%%iﬁgé’8tiﬁncﬂf rpation process

wheraid #achdhallenge between a first entity and a second entity
comprises the steps of: (a) the first entity generates a random sequence

of dai%)(AB_BQ[Q& SR AN BREYRIS LI, NG RUANE KEY (302 d{?tfytHStiﬁes the

second entity and sends the resultant cyphertext 30 to the second entity,

jaATingI e sbeblsaseRtitytrareifeshitreeypridredoadgianichkefiYsheatdnotifies all
AGGYPER Hhe VPN that the joining device is joining the VPN,

) said joining device using the status of other entities belonging to the VPN
to calculate its node position in the VPN including the one or two neighbour entities it will

connect to,.

G) said one or two neighbour entities initiating a process of the type specified
in steps (c) to (f) with said lookup entity to establish one or more second links with said

joining entity and terminating said first link,

k) and said joining entity and at least one neighbour entity conducting a

mutual authentication process which if successful sustains said one or more second links.

12. A method for sharing functionality and/or data between two or more linked
entities using a network as claimed in claim 11 wherein said VPN is formed by including
an initial registration step whereby entities register with the lookup device for access to one
or more desired VPNs and only entities which are so registered are subsequently
recognised or known to the lookup device, said registration step comprising: the entity

sending to the lookup device registration information including at least a username, a
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using the private key of the second entity, encrypts the resultant plaintext
with the public key of the first entity apg 6s_ends it to the first entity, and (c)
the first entity receives the cyphertext from the second entity, decrypts it 5
using the private key of the first entity compares the resultant plaintext

with said stored random sequence of data (AB'600) and if there is a
paaiebBaceeptsdhatithe secandemity.is ruithentieatedidid netbesfton

sharing functionality and/or.data het twao or more linked entitieg .
DTRGS AR AT T I 1 WHEFHIE e Tt Bt e vice
entities 10 connected to a VPN is encrypted using a symmetric key and
§3id symmetriokéyrishsdit; fandomkequdrce bidatav&B 600)r 201A linked

Qﬁ%ﬁ?%JB%%%’J@Q&‘X&%Q%M@&%R nqaipbEWGEn WA 9%&195&&!?5@9 includes

entities using a network as claimed in claim 19 wherein sai -
dgtlnektieatiofrproediss fe pansdicalytiseatedandeiepdliodieghyntities o

&%@é’s@é@&i@'ﬂgﬁfﬂr{i@&@ W%M@h%%gt?ﬁién 12 B AMIGIS YIMEL G he
session key. 21. A method for sharing functionality and/or data between

tRidrst FRPE TRk tetittiBY using a network as claimed in any one of

claims 11 to 20 wherein said entities are devices having a processor that
tan be connreeteddostheiinteineiodihamethodatabshaseng-funatiowaditinked
and/or data between twa or mare linked entities us;j network as
BT T e B MBS TR Re ofh o AR P e
mobite detephones oosimartphomasy amdhembleddetydeviogs:rs of other entities
belonging to the VPN.

15. A method for sharing functionality and/or data between two or more linked
entities using a network as claimed in claim 15 wherein in step (i) said joining entity
additionally uses the entity identifiers of other entities belonging to the VPN to calculate its

node position.

16. A method for shating functionality and/or data between two or more linked
entities using a network as claimed in claims 14 or 15 wherein said entity identifier is an

address.

17. A method for shating functionality and/or data between two or more linked
entities using a network as claimed in any one of claims 11 to 16 wherein said
authentication process consists of each of the two entities challenging the other using a key
unique to the purported identity of the other entity, each challenge comprising a
transmission to the other entity, a response from the other entity and verification by the

challenging entity that the response is correct.

18. A method for sharing functionality and/or data between two or more linked
entities using a network as claimed in claim 17 wherein each challenge between a first entity

and a second entity comprises the steps of:

(a) the first entity generates a random sequence of data (AB’600), stores it and
encrypts it with the public key (304)of the second entity and sends the resultant cyphertext

to the second entity,
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(b) the second entity receives the cyphertext from the first entity, decrypts it
using the private key of the second entity, encrypts the resultant plaintext with the public

key of the first entity and sends it to the first entity, and

(0 the first entity receives the cyphertext from the second entity, decrypts it
using the private key of the first entity compares the resultant plaintext with said stored
random sequence of data (AB’600) and if there is a match accepts that the second entity is

authenticated.

19. A method for shating functionality and/or data between two or more linked
entities using a network as claimed in claim 18 wherein data traffic between entities
connected to a VPN is encrypted using a symmetric key and said symmetric key is said

random sequence of data (AB’600).

20. A method for sharing functionality and/or data between two or more linked
entities using a network as claimed in claim 19 wherein said authentication process is
periodically repeated and the periodically generated random data sequences are used as a

dynamic symmetric session key.

21. A method for shating functionality and/or data between two or more linked
entities using a network as claimed in any one of claims 11 to 20 wherein said entities are

devices having a processor that can be connected to the internet.

22. A method for shating functionality and/or data between two or more linked
entities using a network as claimed in claim 21 wherein said devices include computers,

PDAs, PPC, mobile telephones or smartphones, and embedded devices.



