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METHOD AND SYSTEM FOR USE OF COPYRI GHTED DI G TAL MATERI ALS ON

BACKGROUND (¥ ddigqésNVENTI ON 5 Techni cal Field The present i (?P&hw‘gf’ at es
generally to nmanagi ng collection of royalties for electronic y-publTshed
material distributed over a 10 conputer nefwork. Description of the Rel ated
Art The world Wde web is the Internet's nultinedia information 15
retrieval system In the web environnent, client nachines effect
transactions to wef, 6&3’&%& Jﬂf‘on g%&x FoRA3ECoe c%i?{x?l%%‘lp foTTP)
which is a known appli catton I oVi users access es (e.
g., text, graphics, inages, L ALZ Y ?HEL@F'H’@R’? Tst andard page
descri pti on Ianguage known as Hypertext l\/arkup Language (HTM.). HTM. 20
provi des basackeikroyper ThormsEyToy and all ows the devel oper to specify
"links"s to other servers and files. In the Internet paradigm a network
path to a s tified by a so-called Uniform Resource Locat or
(URL) hav ?#%ﬁ%@%ﬁg ntax for defining a network connection. Use of an
HTM_- corrpatl bl e browser (e. g., Netscape Navigator or Mcrosoft Internet 25
Explorer) at a cliermresaehiinEettien| iFeteHaeneriacay itonmetadany | i 19¢d orhef URL.
I n response,rovhetieki Bt ehadcesn eref tyjreblithedtirgesirly di s {isibaeed mesr reef er r ed
to as @ "welkompi@r)ndwlenti fied in the link and, in return, receives in
return a docunment or other object formatted according to HHM.. 30 Une of
the technicagl Sardiv%rilgna%es of t{‘ate‘é‘)ﬂ d wide web is the ease w~~): which
digital con d, mdeo, novies and the |ike) nmay be
transmtted and di stributed to many users. Indeed, copying a digital file
is as easy as cl |T®R|Wvg1@mla}ec@bpw§eqhenﬁwene@@pwltgn?dtaawgfm#@ia
copyright oweeridvae ®6ebmSi YR tHeghéb kavimpnati/celidne sapyhneghitedcs35 work in
copies, to ctlrgtgacfeyéres %Hmbcgpfveet B t@ePiRleredtt ReSLGELM andodhsRlLayet he

wor k. Each tlhnen ASr a nﬂg‘ne aggg.gcaléﬂr% ! ?:’n§£co,lr§rovgﬁer(g &Qgré ggg%éqett:oangegOpl ei

onto a user S HeEM Feproduct

i mpl i cated (‘&n% p6§’§“t bPFRﬂlﬁFatléﬁ?es'LFR‘é't& + sBHAePy ST s‘é"llélﬁ DS LPRERTS page
copyri gnt ed dgerikingien lehguaghykriawal asniyeertgxt Marisvm dangwpget GRRLYi stHT™Mbut i on.
| ndeecko i N aFcofERR BasStedddulent] forfatiefid @Ra' alaonPuher dacqessd g ideeirl d
wi de Vb thr--qym--a@o | Jehef rs%trv§%r xh&elﬁ’épvuﬂetne( ESRirhet GRRbESOT 2 GRRXEHONE ed
materials C%@tt ndeg ag ynl 'JQ § nu?led 5 C%B %ﬁ%é‘%&&ﬁt‘%@k Q”LA’MaEQP“t

the ability o0 %’Jhe owner t10°co e conpensat

royal ties). WBU» PgEYIeR sRgc#L syntax 5 N t‘.)%”W)a “Ee%s £oB" PEB9§F6§3€28
Many publ i si@r 8TMr connae ib o RT@fer pfo i defes sermeuNay Yogtary erh¥kqnoantt Tatermes
t hei r zsopyr Exghdmed) wor kScaieak | rechénoverolviee specefitetidueft @ ting e@sehev t h
whi ch these yxgt ermhat Sspdhye bene Qniiest aBkesVadeditedt S BhOAeedeM (sBMtlimes

adequat e CO%?Q&%' 95‘ asp£ e-%v%ﬂtén)ée" )Trlfdéﬁﬁ%ﬁegolmﬁ&qlhﬁ%dns i ghhh, 5
unregul ated) and t is no

gentral autfhori gy Lor, mmnaglfg. coll ectiop
al | ocati on cﬁec‘E’oVr?tse’nrt rﬁ?‘b’iﬂ de °°|”5‘§7rétl I e37 *fo? éover V\f"l ¢ puplshers an
content rights societies and organi zatl ons are atterrptl ng to address the
| egal 3nd | ogi st itwalofi shegschbimalazdvanaggepett tthedérdbopide Wl 6 st dechrieal
sol utions. 10:Oneiteciink cilie cbhadnthas gbeejrapr ofposashnianvelases nvappiang ehe
copyrighted ) ke) may be transmitted and distributed to many users. Indeed, copying a

S

nd

digital file is as easy as clicking on a computer mouse. Copyright laws
afford a copyright owner the exclusive right to reproduce the copyrighted

35 work in copies, to distribute such copies, and to publicly perform and
display the work. Each time a digital file is transferred over the
Internet and copied onto a user s memory, the copyright owner’s exclusive
reproduction right 1s implicated (andé possibly violated). Likewise,
transmission of the copyrignted work over the physical wire 1s tantamount

40 to a distribution. Indeed, in an open system (e.g., a personal computer
accessing the World Wide Web through an Internet Service Provider (ISP)),
copies of copyrighted materials can undergo unlimited further copying and
transmission without the ability of the owner to collect appropriate
compensation (e.g., royalties).
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work in a copy protection "environment' to facilitate charging smf r
use of that information obtained fromthe Internet or world W 2%@133
approach) c¢ I NET, links a copyright protection nmecha 5 a
copyri ght né&lé g??egﬁa system and it is described in Chargi ngm&%%}g&&
copyright - |nf ormati on access zn open networks, Bennett et al., 19th
International Online Information Meeting Pr oceedi ngs, Online information
1995 pp. 13-23 (Learned Information Europe Ltd.). Publishers in such a

system can det er g A aRRIAPEE Ahel ekl ppsvoltd%%'n%@umlkjea{@ﬂ LALLG, 20
use and rranar% ng .t he roagl Is also'said pr ovide

of
protection f8f d‘fheltr ?Opr}(atl%}?teglweg(en %?ledgpf{/é YoeEhe qeerte the fease
wor kst at i on. wijth ‘}’J’&Ff‘l ENfsarmatE@EpY s Ay br‘?at:%i?‘ieél ands Wﬂﬁ\?la’pﬁéﬁemeweén‘@r‘ylppton)
and "unw appegtua gomeEpghtiapf. aPreygett fvi clretrher icearéror perevhnsiedgbyy a
t rust eds subsysstematbil emidathdrduss ing Gdtlcyal \Hu&h&h&y t&r tnB@agaﬁgeéMilémr&%nsna
and thus anYalﬁH@aS@l%He&t cUﬁ@JntaBH\H'aér 1%991'\:1%3 %\fgoveqr wlﬁqupubl §r§eLiJs ahdl

t he protected gﬂ r aht, mat an% Id riv td %éi

protected st&t'e whénd vt §?c 3 ﬁs env?rggﬁﬁzéantm“ilatrﬁoﬁ m??fé‘gaf)% dd%ssscﬂlf)ed
approach pr o\ﬁgﬂésanéloh%gléﬂ%/%%t é@%‘ées /i the30THdE@s Yt tadthveser vheblsr sbtiertat
managi ng t hesagdetimsti on of royalties and/or the allocating of such paynents
to content providers. Mreover, ~,. is not an a~cepting solution in the

context of an opeR.PGdah 99&4 %sawrzﬁsswela BopodPh %mi&e@ ufagphﬁg %uta&sﬁlghtea

Internet. It also requires t %OH of, a separate t ustt(g C'rs{‘ %/

gener at e t he ®att Hofi 28t Bh3 567 part| Carar 35 CoRt ent 2t F anef s, u@\?ﬁs f°T s
undesi r abl e.s& ‘Pl%rthRﬁoWﬁO%HﬁPq‘tPé 81385 fHRIh&gF ng‘tG%réeCoPr LRt devEsR  t he

| nt er net tymhéal dopripasiol ¢el EdeCPRIYRT C Lirkmla’ cetyy'ighpmrenegtion aregsanlémowith
prior ast sSystepm ioht trhinsgénspe @rreh) ladst rtat e dieskdLbdX an R rgmt, UpS-i nFadent
Nos. 40 5, 59Qp39/4and 56143, Q04. acEla§§emsy§4rﬁH5u&a}%9I \EenkAPLEX 1har dwar e and

encryption h nolM ey | ult to Ie

practi ce. Tﬁ%ﬁgg;?azuﬁot Bglg{el %gg%%% %’I e to r%{ﬂcgecm nerdarﬂ)ro a??rmaéé?/’ﬁent
schemes for PRt et dont € G dggormation Bur 6I"\I"260)3 §”bﬁHﬁ§erst RBr¥cPefrmi ns

a need to proviee CRRAPIGEERIPe AR APRTeRTd 285 Stedfs FoPratelck eent Whyle ogwid toir el on

t he | ne¢@rnetusasaral mesading ofheuskriof of gpyghight eidi scompenath {Ehelgy @sedtto

invention sqiréesad BrscdciPed trant d:piiedl aateSEVMARY Q%e]EHEellwwlooc\he%@@f di ng

to a first %pﬁﬁatqénth%npga%%ﬁl nvc%m%t &ék%r&aislspr&eapgs yethod for

managi ng use . risin tran ernng one or
nore copi es 6‘?’-‘%”&? i al“”r”rff‘%" dans |%Jelt %fn(? E‘Eeacrléé‘f earultg%lifziaﬁ Phat
prior to th@rev%%if@ﬁ ﬁ@“%tteéps‘tbr?é’sﬁeé‘t ho“&Fte-éwr it8R% Shenlst épssigfe” o the

est abl 23hi ngraizwegne andnihuseemesubsdmmegevisee amdoanotshdr adevsave! awach of
the devices "eepyrg cesdlitf iedheopopered®nutenl a ofi NeIerSET WekiyePEd0ce| and
est abl i shi ngcaa tsage: 5 Ghgrm cdeld nichge QRen Yuc IDIL ccondit igRsn,under which the
digital file may be transferred between the pair of devices, and wherein
the one or nore copies of the digital file are transferred over the secure
link between the A3afeods “bee\?IbE‘ées%eﬁc%%ra(fgﬁﬁ%c}\/v?f%“t‘iﬁé FEE M RPERRERSushge
schene39 Accaiodb myptt eddresecdisdPEdpent ofomaRdtd npridsenel ieavran Pdrroveheres i s
provi ded t henggthate aslldescmgbet] stonpravsémg estabtérshbngv@eeountotdovar, -
nunber of pefgmhéd %el %@ﬁuﬁ%oitﬁ@oﬂ'ﬁ tad dohl & 8RtaVBBLLisd 118 ; Hsagee

scheme comprd sgs, dehelpLI0 whather, Lherdeyhge reausshing, LLANS]er 071 he
digital file1s Auf nster ‘dev

aut hori zed tS6PBFFEct 1HEt TRALTET™ 6F gteﬁéracﬁegr?eala“#’i“?'ézahlﬁnﬁgf‘frhéarctdﬁﬁtla"t 0
det er rthe wWFeRrRETt thensfgrbewhoeh gér miesetrd6pi es have been transferred and
if the nunber of permtted copies have not been transferred, transferring
the digital file datweeBwh NRcRRduedf rdenit@Sng AGCosdicagrd @-vélhltfléj R PECd:

of the present, Q%?”lev%@veteh%E@rdﬁcpru ‘i'wgt%d @r%%QY @@@Qe”ﬁ%wnséé?toer%rt

conprising a | rst gevhl ce_and SEco devi ce and ans_for mana

transfer of “dRe~br °mor e c |e§re * uscflrﬁt‘f%l i Ieé‘aB%JteWeeh Y he F4tF ’t éiﬁd
second*Yevi ces?0did ¥HaPattiefPsed TREsa FuELBAcH @Vt cOmPrexc 8pEdvRirechndo

oper at e undemncavmiiverscheses.i wWiriqgr erecobenauvd dvat: fheusy sioe mmglenedein
gorrpri ses g’QﬁBStifdér eflegbhiss RbhgreaasBC Ul dabnk tlae%maa?tcmeﬂlr shyang second
evi ces an t n nsfer of one or nore copies
of the digi tptgpﬁér}tl gg?i@?eiop%géf%%@?gwtﬁ%étggtsgngﬁal shnment of the secure link,
and t hat - 3J AN 2003 -4 the transfer is conducted in accordance with
copy control information restrictions associated with the digital file.

BRI EF DESCRI PTION OF THE DRAWNGS Figure 1 is a representative systemin

whi ch the present invention is inplenented; Figure 2 is a sinplified block
di agram of a source device and a target device



connected by a channel over which a digital file is transferred JctANIDPGB3
to the present invention; Figure 3 is an illustrative exanple of a source
devi ce connected to a set of target rendering devices in a client computer;
Figure 4 is a block diagramof a representative copyri ght managenent system
according to the present invention; Figure 5is a flowhart of a preferred
met hod of managing a digital file accordi-ng to the present invention;
Figure 6A is pictorial representation of a data processing system unit
connected to aTE@URA teqitits 4 Bded\id praides@iprdbediethivds andbdysteapbt eslketing
Figure 6B is a pictorial representation of a front panel of the data
processi ngyayiss anfhennterngtiag aresulof pse of opwiightedifont@ly esent ati on of a rear
panel of the data processing systemunit; Figure 6D is a pictorial
representation of a renote control unit associated with the data processing
system uni t; afhe presendinkedidh O3 this ilpontare problaén.a bl ock di agram of the

maj or conponents of the data processing systemunit. - ~ ~N~d 003 WO

99/ 60461 PCT/ G 898103828 6 DETAI LED DESCRI PTI ON OF THE PREFERRED EMBCODI MENT

SUMMARY OF THE INVENTION

According to a first aspect of the present invention, there is provided a method for
managing use of a digital file, comprising the step of transferring one or more copies of the
digital file to a device, and characterised in that prior to the transferring step the method
comprises the steps of establishing a secure link between the device and another device,
each of the devices being certified to operate under a given security protocol and
establishing a usage scheme defining one or more conditions under which the digital file
may be transferred between the pair of devices, and wherein the one or more copies of the
digital file are transferred over the secure link between the pair of devices in accordance

with the established usage scheme.

According to a second aspect of the present invention, there is provided the method
as described comprising establishing a count of a number of permitted copies of the digital
file, and wherein the usage scheme comprises determining whether the device requesting
transfer of the digital file is authorized to effect the transfer; if the device is authorized to
effect the transfer of the digital file, using the count to determine whether the number of
permitted copies have been transferred and if the number of permitted copies have not been

transferred, transferring the digital file between the pair of devices.

According to a third aspect of the present invention, there is provided a copy
management system, comprising a first device and a second device and means for
managing transfer of one or more copies of a digital file between the first and second
devices, and characterised in that each device is certified to operate under a given security
protocol, and that the system further comprises means for establishing a secure link
between the first and second devices and that the means for managing the transfer of one or

more copies of the digital file is responsive to the establishment of the secure link, and that



A representative systemin which the present invention is inpleagn
illustrated in Figure 1. A plurality of Internet client 5 nachineslﬁghgggoa
connectable to a conputer network Internet Service Provider (ISP) 12 via a
"resource” such as a dialup tel ephone network 14. As is well known, the a
di al up tel ephone network usually has a given, limted nunber of connections
16a-16n. ISP 12 interfaces the client mdchines 10 to the remainder of the
network 18, which includes a plurality 10 of Internet server nachines 20. A
client magRi pendPii€ alohiudtetf | iHd8&oRaRBE tRitlf cdpORBhttdlt BifBlatioROtStr{®ond-
web browser 13) to access the servers of the nétwork and thus obtain
certain sesediated withribe digiel fileces i ncl ude one-to-one nessaging (e-mail),
one-to-many nessagi ng (bulletin board), on-line chat, file transfer and
browsi ng. var~.ous known Internet 15 protocols are used for these services.
Thus) for exanpl e, browBRIBFiDESCREEPTRINWGOF THE DRRAWINGS ext Transfer

Prot ocol (HTTP), which provides users access to nultinedia files using
Hypertext Markup Language (HTM.). The collection of servers that use HITP

2 R A e TR L

i nvention may be inplenented in hardware and/or in software. The software

i npl ementation_js particularly useful when the client machine is an .
Internet or WeBIZdE® % Bnesimplifed Glock | diggramaeled SPRICE; GFyrEsasiag dBIEC AeYife 25
case of t re . haml t a3t ol Een ' Ciat

hor v £ Ho P H b B R B e R i Ehent
functi onsingéntidug digital file copy protection nethod, as will be described.
The software is preferably a client application (although it nay be

i npl enented with the browser as a plug-in, or with a client-side 30 proxy,
or as a standafpipe 30RlahGahitAMNe cRhhFleNAld 3Rkt &R @ARBIed o Rubd df tafple the
br4dwser) or it i's inplenented as a Java appl et or standal one applicatl on.
Thus, as resderingedeyiaes in mchi¢ntsopanter;cul ar enbodi nent, the software 15 is any
application running on a client machine 10 that perforns the copy

prot ectaon/royal ty nmanagenent tasks) on behalf of the 35 users) of that
client accordi Piguve 4 ieaW16GCalagtdly dTtd dprestiiatitd SEpTHINE mMALEReR 05
primarily uses the words "copying"” or ' "copies" to describe the control of
t:~e rurt#¥eprdngiodthe presentanvedfoni ght right for a particular work. “he
reader should understand that "copyrg' ~ 40 could include other types of
rendering of the work for different devices. That is, "copying"” in a
printer woul d Figuge5lis @flowthargoftapefaned nisthaheftharagiighsdipnildile @ogoydington a
di spl ay iﬁﬁpresentin . an inmage on the screen. Copying in an audi o device

woul d be VRETHENFBYHBBe of an audio portion of the work. Each of these
devi ces both storage devices, e.g., hard disks, 45 tapes in CDR, and
renderi ng devices, e.g., prints, display graph, audio - 3 JAN 2003 WO

99/ 60461 7 PCTFigB986A3i8aRIqpiahympresentatioreofd date procsdsong system wyticqmpecedvia s t he

present invention so that the_copigs are controlled throughout the systens
and net wot9AY SR} telqydion ﬁtﬁodfonp&.égpt? nﬂ’pﬁf”%&?e. 5 The present invention is
a nethod for managing copies of a digital file) which includes content

subj ect to copyright protection, on behalf of sone content provider (e.g.,
an aut hor, pub%lg@neﬁBoq? a pictesta] representgtion e(iarErant peael of the dafa ppeopssing systehene
has been elgablished with respect to the file. Thus, for exanple, such
paynent sthémes include, without 10 Iimitation, prepaynent (for "n"

copi es), pay-per-copy (as each copy is made), 10QU (or copies made offline),
or sone other paynment option. In a prepaynment option, a user prepays funds
for the right Etﬂ%hﬁ‘éﬁ ip agugipaal represantation gif eaparfiapel of|the datp atacsesingHysieny or
~~pay as ¥9F go~~) option, the user pays for each copy of the digital file
when the fil’e is copied. In an 1QU 15 schenme, the user nakes copies of the
digital file (e. g.) while the client machine is not connected to the

net wor k) and gﬁnerates,an,lcu for many, | QUs) that are then submited to a

)
cl eari nghouse Biguse R 1S SRIRORR IERTSSERFAtMN & FrEQis epntfod gl agensiateshithdhe
O her pay UGt a conbi nation of the above options) may al so
be inplen@ﬁ?ggig%%ﬂﬁﬁg&payn%%?dschene is preferably defined in copy contro
information associated with the file and established by the author)
publ i sher or some other third party. Thus, for exanple, the copy control
information may al so include a count of the nunber of permtted copies, a
count of the 25 nunber of permtted pay-per-copy versions, a count of the
nunber of copies that nay be nmade under an | QU paynent option, copyright
managenent information identifying the author, publisher and/ or other
| i cense or use restrictions, information about a bank or other financial

e " - 1 e -, =



35 period the content may be used, and other such information. A particular
usage ‘schene (or sone portion thereof) may also be inplenented M tJAI‘T&Uﬁa
devi ces between which the file is transferred, although preferably such
rest=_ctions are defined by the content provider. 40 According to the
present invention as illustrated in Figure 2, the present invention assunes
the existence of a pair of devices, a "-source" 24 and a "target" 26, that
have been or are certified to use the schene. In particular) devices that

i mpl ement the FpeRYiiYe bR R reh@Rkbr chnbotiStLoARY HsE pGSJekgifég fén t hat
is not accessible (and thus is free from 95 tanpering) and stored therein.
Tne cert: @fmita~e em dences that the dew ce - 3 J AN 2003 WD 99/60461

PCT/ GB98/ 03828 8 i s capabl e of understanding a given security protocol
useful in carrying out the protection schene. A representative security
protocol is CSS, or the Content Scranbling System protocol, avail able
comercially from Matsushita Corp. Thus, for exanple) if the source device
is a disk 5 storage, the device certificate is typically stored inside a
secure chip within the device control hardware. Typically, each of the
devices is "certified" upon manufacture, although this is not a
requirenment. As also illustrated in Figure 2, a channel 28 is established
bet ween 10 the source and target devices over which cop~.es of a digital
file (that is subject to the schene) are conmuni cated in a secure fashion.
Thus, prior to transfer of the digital file, the channel 28 is first

est abl i shed between the devices to ensure that the copy restrictions (such
as set forth in the copy control information) may be enforced. Typically,
this 15 is acconplished by having each device (in accordance with the
security protocol inplenented) require the other device (of the pair) to
verify that its device certificate is valid. An appropriate nessage
exchange may be used for this purpose as defined in the protocol. Once the
secure link has been established, each of the devices can be trusted to
control the 20 digital file in accordance with the file's copy contro
information. Typically, the "source" 24 is a storage device while the
"target" 26 is a rendering device. An illustrative storage device may be

di sk storage, systemmenory, or the like. An illustrative rendering device
may 2S be a printer, a display, a sound card or the |Iike. The source and
target devices may both be storage devices (e. g., a Wb server and a
client disk storage). Wien the technique is inplenented in an "open”
client-server 30 environnent, hardware devices (e.g., mcrocontrollersl are
used in the storage and rendering devices to facilitate generation and
managenent of the secure |link. Wen |ess security may be tol erated, sone of
these functions may be inplenented in software. \Wen the technique is

i npl enented in a "closed" web appliance environnent (Figures 6A-6D)) the 35
secure link may be established in whole or in part using scftware r2s~dent
in the control routines associated with the storage and rendering devi ces.
The secure link may be established in software under such conditions
because, ~n the we4 appliance environnent, it is possible to readily

di sabl e the secure link in the event of tanpering with tre appliance 40
housing or other circuitry. Regardless of the environnent, the secure |ink
is first established between the "certified" storage and rendering devices.
Thereafter, the digital file, together with at |east part of its copy
control information, is transferable between the storage and rendering
devices in accordance with the particul ar usage schene defined, 45 for
exanpl e, by the copy control information. Thus, for exanple, if a - 3 JAN
Q03 ' WD 99160461 PCT/ (GB98/ 03828 9 prepaynent schene is inplenented and an
expiration date (associated therew th) has not occurred, a given nunber of
copies of the file may be transferred between the storage and rendering
devices. 5 Thus, as illustrated in Figure 2 in sinplified form the digital
file copy protection nethod and system of the present invention involves a
"source" device 24 (or one or nore of such devices), and a set of one or
nore ~~target' ~ devices 26a-n connected via the secure channel or |ink 28.
The physical characteristics of the channel, of course, depend on whet her
10 the source arid target devices are located in the sane machine or are in
separate machi nes connected via a network. In a network connection, the
link may be a conventional TCP/IP connection. Channel 28 nmay be a

physi cally secure channel (such as a https connection), but this is not



required as the given security protocol in the certified devigq\sr#(ali 303
est abli shes a secure link. According to the invention, once the | ¢l
est abl i shedyw @996 nore digital files are transferred (undepctaBogiRdgiy ol

of a control routine or nmechani sn) between the certified devices in an
predictabl e, auditable manner so that (a) % controlled nunber of file
transfers can be nade, and (b) the precise nunber of file transfers (and 20
their particular use) may be readily docunented to facilitate dissem nation
of royalties or sone syetakbeseseriaoe roat mon prEYERREE! kBobOvENTOVI der s of
such content. Generalizing, prior to transfer of a given digital file (or
set of files, or fife conmponent) fromthe so yrce to he tarlgtiat via the

secure |ink, that" PFHTEFR atlveSt Pt pe lé:ttlljtth P7e nt anty *35"hé® t r ansf er
itself is tRBRIEPEY dsSofl BErTaRfedsToEiBtrEd! wi t‘*hp%ﬁ'él'%fél 13 pRGhEAteRthen
due tosa combteminepr biadercdnpectiebée ofo suhobidrenetMrekstirereet [fesviceci | it at es
i npl ement at ipeBv Rlera(G@nerakihzed ekt ghlusmRage MRl b Qeakbyoneohd @tk o and

di stributiongschens, A ttzgewds?yﬁtpyt gtbxpmgtwmeuéﬂtﬁgeha%fl at;tdvetarget
26 may be | qQcate

a1 Ll ar CORHEE: PR of So0R ?sahel%ubsiyst’é et
rendering déereess Hakel pErmefeRes’ thedPepicay Yebwh it 186tHEs cardupsiaty
The i lloust r af etheongputser vérs macvimbs Ropl |Par¢¢ee)nt| masthinehtysisel hhensbeigeer | | nk
may be estakhihshed Kasm3ndiohed rabnve). diSi ig s0bisear €3) HaUSIcdsB tHl Servers

exanpl e, eagh SQULCR,ANALY tB@J %Eaﬂe&ﬁ% hnal-udes apﬂ(é%@k?ﬁﬁe&?%@dde
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portrayed conventi onal_ perso ata proce i unit
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The functionality of
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Anal og Devi C%@Rﬁ&’% converter chip. video/ TV converter 21, OPgﬁ’)hfk%iﬂzﬁe
| oadi ng of special operating systemdevice drivers. 5 Keyboard/renote
control interface unit 212 on notherboard ®02 recei ves keyboard codes

t hrough control ler 214, regardl ess of whether a wired keyboard/ poi nting
device or an infrared keyboard/renote control is being enployed. Infrared
remote contr@le Uidec1Q8y{deaNaM b SboNahs dMlich 266 WhihdRhE! NeySERlt Ot he
serial port as,gontrol signals gengraled.py 10 sopventi onal, mouse. ol o

poi nting device no _e‘men?s. TWo Yhut T ohs "on renote contro uni ¥ 108" arese s

i nterpreted déft PR FEAnSEeHE RRFVBER t1BR%R GRVIFSEonEnPP GTaPPSuseachnpf | e

t he remi nderhepfottne bud ttanset danestmayi gherl $nelode esnFoneliabgrs erkestewrr bkas
on an iafraredskeydGardeesThbiSact Bitate 30Bkdmehe Wich dB6rbasansstbsetthef t he
function proyided: B 18npdRbéarngd deybaard. 15 Connectors/indicators 216 on
not her board 202 provi de sone of the connections and indicators on data
processing unit |02 descri bed above. O her connections are associated with
and found on ot hef*%BADGREARS MeRF &R PP 89°UE PSRBT ATk 8T  arlf 18 4r e
| ocat ed on ndHePEX M depawde VOrieadicsdtdre piasikhh BUARCOrorIYPRRIi2E S OThe
216 i sicont raedd ed dy sontknold er Rivér-deveespedl téannhmpichesboamndo?@2thad the
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er
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receives an es.idpu i r SRRtral o et NfLa c
eyboard, W""r%é*gﬁ%g%oi?ﬁﬂ o ey ST o e e o

n T of \NU‘ eid m)uesg't e A( ent.s ! Oelcﬂ n
device is usEEPUET SEHEX 7 &°FHEK STt P B0 1 ghoreaf Tt FUREREEhEY €™ Been
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control s al lpd bBed i €atiqnsawXeeptint it thédireRd deBgureddemeds eredAS qaaktoDf

the failure recoupdd S¥SIEMo GPIHOLLA o2k § %Cirfaz%lﬁf%t@;ﬂe oR 00l 88 GlyRh ey
sel eC:! on dutg}iart]:ghg'%éeg%\sl\xfsribg{lftgoporélg?rfa\yﬁglni'cfo écgign rgn\éedlzs%giguqqgr?‘!otr}sloz
operating systema pIrcations so r Or gata processing uni :
whi ch pref er@@PyigHcFaR'SIEBM DOS 7.0, a ' product of International

Busi ne8s Machi nes Corporation in Arnonk, New 95 York; an operating system

221 such as w ndonsyided na@bgdriegbederyven ypeDdideta datakhsdAdd 2003 pPELRIb60461
ECT/ GB98/2 0382541 qfoll\lleM&Jsosefftﬁgcgg&tgmﬂé d eo&%mg ouﬂh\;@ﬁ.‘pﬁlﬂg:tggﬂteﬁ@d a
rowser such .as scape Navi r ersion 1.0. or.. higher), a_ produc

of “Net scape TR cat Foe CBr Sarat o HSdh hEr Sariial, HeL fven LAt lA

drive 220 mel~APEBTSUPHOrELEFF 18RS ABTHARFS FPL I FVisGEY ¥l P IGRPR HaPY , an
FTP 5 ABchantmpresdracityeanaten pf ecerpanisper ¢ fedorel it ep BT O8] Qe Seraitg

ot her | nt er negiarpept facotheree haniesomviadd. | A @ vknewmeamnpesvidbartiugmaye 220

ibs not ge_nter aidtragcessil getdckhd usgélv@}‘raylaetmwmmlsi afiCene Madesn azzb&?y
e any suita ° o] at.a . i N . , bu
'S oot orabi i BT HEE Cohlhit g@%&%%ﬁﬁhéﬁﬁz R PR e
1o5 and AT ESHRRAFUSIRS RBAM D57 FR COMECtetl A5 R phiFs; Eah of @ set'o
comunBéat i oBLYeRNROTERL RUSVEFFTSi nWithir $RCh ACCYRhEREEPIHE T FRATRICABYIEOP 0Ok e

I nternet (nogyrehmowsyalty value (which may be $0 when the account is established). A

control routine then adjusts the given royalty value in a given provider

45 video/ TV converter 210 may be achi eved through a Trident TVG%mS/A&ﬂﬁﬁS
n

account in response to receipt of an indication that a given digital f:ile
associated with the given content provider has been transferred from a

40 source 24 to a target rendering device 26 1n a given client computer 40.
Periodically, the content provider account is adjusted for any service or
processing fees, and the remainder of the account is then distributed to
the content provider. 1In the situation where the content provider 1is
wllling to allow his or her content (a given digital file) to be used with

45 charges for such use paid later, a given bit may be set in the file's copy



15 Those skilled in the art wll recognize that the conponents d(?ﬂ\ﬁ ﬁﬂ bn
Figures 6A-6D and 7 and descri bed above may be varied for speﬂcﬁ 0
appl i cati onsy@loofedepdi Ments. Such variations in which the pregeiipokayeti on
max be inplenented are considered to be within the spirit and scope of the
present invention. 20 According to the invEntion, the client machine
(typically the hard drive 220) also includes a proxy 225. Preferably, the
proxy is inplenented in software and i ncludes a cache 227 associ at ed

t herewi t h. Tdwmtearheassschchen i nlegitahg tmch herepemnye or okogd @até yinassodopted

t hereinth. 2&&9@1 GReHEnRL 6 erl’a@bﬂ)é’ W8S 8 &deZ6r laantagblssy@e&ahomqr Stbvider
megabytes, whi, Qrénﬁce@"b}%tgapégp%uy EQ% ALTE feh Q?er d gache assQci at ed

with a browder rrachl ne al S0 incl udes
a protocol StHERTYF9SERE™ey g TCP/IP pr ot ocol stack) and a sockets
mechanism 231) which are used to support conmunications in a known nanner.
According to 30 tHhigure\enti orflovtlarpraxyn®2ethal afventageousyal tlozatomdt on
the client alngctiohhwidie bsuseto alhitSiciiie @IAXy) *318Gmened igfBsayher r ed

1o as a ~=cldghb, Sl:idscmg 8xY 1nPLigls e{FébQ' Efdncb DR PLRA: B! ASq tﬁ@e 1khes web

appl i ance is boote ctiv et ween tE ro an rowser

i s achi eved WsiAyS Hé eso@ke’c%eg t]t’fén rhy EBRETGEr i ﬁﬁ ‘ﬁ’é BrovER“T6®Pass
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socket usi nGilheasecked s anBCHRNESNowThE apaGKBt1dnS: § RAGs SRREL GebhgsdiRative
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enbodi ment thevekdent HRCBENG ﬁaxﬁig‘éﬁé}lt PRk anGepreviBiSyl Sesibdd. This

requirement Cf ({He Br géec% Eventio nl;hy@orau?a' &emllmmunsppwcwe Qﬁa@

| t t
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(Advanced | nteractl ve VeIr SI agdy 1,and a ove)lt Qqerat 'm% System Z1

and Server prBGFaHE 2’ 5129”‘? al'50° i el udes hical” user
i nterfate (3513“2‘59 S?DJrFénaﬁéi?én‘Flgéﬁﬂl Gdif rifet MaYi ¥h tr?’t5f%£§/‘£dalf§8mltr?él ude
an appl i cat i SWrpe ogr aNeArgReTR ERFIRtedd\S CEARICFOEANY HPT PheGPT ef &itfu éBY &R t4PR -
transferred fmemirvercldsenbrenehove 1o thecagey videnpifaed omnrhe ipilead loppyi a
the dial -up &Pyt 6neBELMEIEK, rBe QRLAL N sOQUATBN S p& 1 OB QLSO WRIdreds

according to, mwh%&remém% Q%hQ:rhe nlﬂlepl 'ra&%@geaowm& Qeltmsapé}\a@tpé@to}or m

is useful an er. suitab war e/ oper at yste se ver sof tV\B. e nay
b2 used® 20 BHECHIZHhEH°Sf 8T &4 ‘fnpf‘%tr?éﬁ?%ﬁve s ofcotuﬁse’cl Pent U8 deoree ®
server side He@hani ‘OFse®f OLAYF PRREIEFOAREAs Wiskt10FN¢TSPFIRMEREHS (y the
(program codegyntirnl accode)nodwhe rlesHstielit vauet héentafiddmmacbessenyeaount of t he
conput er. Unidforh@GWnl ehsbyiot die abOBUERS coldntensebe ofeti BptehdCidpymsgRy be 25
stored in an&é&%ae&q & ORI xperfa%r eéﬁ@h@bms@e@ berﬂrdum Abh¥EraiRE< | N

a renoyabl e eventu

R A L B ALy i
t he | nt er net SR tot HBLEE FiRFGE B} CHE?WF?(“CGQO 9-A- ad@Prt§ GnPTHPLAGHGR fFfPunt s
vari ous net hesisl, des ory bed uGnecesgave P eriel §n ieppl erentaade a5 ahgamwabeatr qfur pose
conput er sel €&iile¥ el panacédveat @) QEmg18Cdeh§Wne ehd Y oSOt Wad R ss@N@eof ccﬁ:l’ydl nary
skill in thepafd w'ugoﬁléoag %eeruezr@lﬁ hal b%ugbpﬁgsébogﬁplmtp@ searried out

in hardware, .1 n %)i rrg eC|a|zecg apparat us co structedto
per for it he f’%pduﬁ"e]d' 35'”}% h%‘a‘aét PRSBE R PRI WS “Wsh  cP R Hcldf 6
be broadly c%@ﬁu@@lﬂéblrﬁeéﬁo’&ﬁyw%ﬁﬁﬂ‘feér Obpté%ﬁo%ﬁﬂﬁ Phérebivedi r'@%ﬁ I y o.
indirectly comngctad ovcaropnetdcabtlrechnitenyidknewtide iIsasteyrcedvelopetlvgnaer
to a conput efioebdK) 4dpSeshsasndd)endwal,ef Nehat The im@Edn 'sWebca@BVEIready

shoul d ‘al so be Brogdl y.CQRSEL UG 1 G, TRAR 35 GRTPMEEn: GOMRIY EEuRleat fOMT, AN
adj unct to a conputer or platform or any conponent thereof. O course, a

"client" should be broadly construed to mean one who requests or gets the
file, and "server" is the entity which downl oads the file. Moreover,

al t hough the present 45 invention ~s described in tre context of the
Hypertext Markup Language



- 3 JAN Z003 WD 99/ 60461 PCT/ GB98/ 03828 19 (HTM.), those of ordi-nd3r AN 2003
inthe art will appreciate that the invention is applicable to alternative
mar kup | angyagsseeséiC! Udi ng, without limtation, SGML (Standapgr/eiRgiabs zed
Mar kup Languag% and XML ( Ext ended Markup Language) S In addition, the
term ~~Web appliance" should be broadly cor¥strued to cover the di 3p| ay
system ~.llustrated in Figures 6A-6D, as well as any other nmachine in which
a browser application is associated wits sone tel evision c3.ass or other

di spl ay ”Dmntegéssawrtﬁp%ﬁffalnw@l:l ﬁluf'&:g@ir eé&fc@ﬁgla:l{@y,erﬁﬂgd‘é’gﬁmze" Salldustrat ed
in the context of g.dialzypcn EP& %h in hl%% 1§rglat1 odde Thi &l O Qi L the

pr esent i nvents on. %ere may eheck2< B3 Str 685 Tha direct

connect network that could be rranaged indirectly by using this approach.

- 3 JAN 2003 - 20 Apeswdpabbn altedt Aetdrpd fereaddlagicngiaysenigle mhafihgrtalrefrida,

conpri & ng tihe Sicepmafe hid awsi efeck igpdONer DhohDItRe COpitete Ayctde ofli gidpabsfil e
to a device,naneh.charAched sepedu@st_hatxfpmeoau@&msamthéaae%fteu IsRGp %fsepsthe

method compiises, bheshept 9ba. S8l ARG 3,880H 6] LDk Retaren. Said

devi ce and 4not her deV| CE€, el ng cert {0 operate

under a gi vEH'EREALFTY CEPBIEE of "D IR FEBET R B ﬁ@q‘éFsﬁéa’g% a’s‘&’l‘fb‘r’réeiléﬂ ni ng
one or nore ef8erti thorgansider HePhS] ievdegiorase Ri barnfaycdpeatiwnseerihed
bet weers t he wai1s atcaevisaspcarmdntier ebpattyearmnat oto BBI &sseepé®es bf thhe

digital filegsafe beanskesdRdcover 14hR 886UhE inawkrmtf\é@%ytb@aﬁ%weaof or,
CoverThon” EEPIANEP ) LOR, SALAR Shedolpedt SpNgit, shay NG IRHARY. 25

described in alm erein evi ces incl ora evi ce

and a renderPhtdet?HES HY li’ﬁé“a‘r‘?& hd@rﬁsnﬁ’égilr]lybeﬁtﬁp o8 dit tn = "ré?‘ﬁtt%
st orage devicesrtalmd rIe2fENdERi WG SEhacéomMBerotieetPUPh B eoRpurerandd. The
nmet hodisas deecrenteeded noClegion éhdvhbe eisert fryesswifageerdeircds rbldcaced ed pay a

first conputge aRdithasskendent terdesd ce ire hAcRt edridnsdeseeond sosmuter and
the secure lv)hgghér aegsi%@@'.g,ah%h%xeaaa Gomyt egsgls;rﬂl@gpﬁ%ﬂgaﬁﬁt?& tg first

and second conputers. 5. The nmethod as descri erein the
second comp@fér - is a persona

20 If the ocutcome of the test at step 68 is negative, the transfer is
not authorized, and the routine branches to step 70 to so notify the user
of the client machine. Such notification may be in the form of an error
or "access denied" message or the like. The user may be informed merely
that a preset expiration date has passed or that his or her prepaid

25 account is exhausted and requires more funds. If, however, the outcome of
the test at step 68 1s positive, the digital file may be transferred to
the target. The routine then branches to step 72 to initiate the copy
transfer. Preferably, all bytes of the file must be transferred before
the transfer is considered valid. At step 74, the control routine count

30 is adjusted (e.g., decremented) and/or a given charge 1s allocated against
the user’s account. The given charge may be equal to the royalty or use
charge, or some fixed percentage thereof (e.g., 105%) reflecting that
rovalty plus some service charge). At step 76, the appropriate content
provider account is adjusted by the amount of the royalty payment (plus or

35 minus appropriate service fees or other charges).

Neither step 74 nor step 76 need occur at the time of the file

transfer. Typicaliy, the account adjustments will take place in batch at
a given time. Thus, for example, where the Web client is a Web appliance

40 connected to the computer network via a dialup connection, the account
information 'may be transferred to the management server upon establishing
a given connection (e.g. perhaps once each day). Other variations
regarding the timing of delivery of this information are, of course,
within the scope of the present invention.

45



corrf)uter and the tendering device includes circuitry for establighi
secure link. 6. The nethgqd as described in C aim4 wherein the-gmyhﬁa

conput er i sy MebyefPP! i ance and the rendering device includggsesdswasg for
establishing the secure link. 7. The nethod as described in Claim2 wherein
the rendering device is selected froma gfdup of rendering devices
consisting essentially of a printer, a display, and a sound card. - 3 JAN
2003 -21 8. The nmethod as described in CGaim1 further including the step
of establishing @ aceaint 15 &Pt eseRhhfHPpraviesenunarnes adyantabee. c8rtifhea

met hod ﬁs d@&yclabﬁfét itflrgqta@aém%efs ufrltrtberestegimi BGdclee stigp etwadd og:a_titng a
Iven cnar S (0] a
9 PR U BP0 g Heche BB A

file that b ; , ) :
descri bed | TP SRR FRETEPonat GHPFOPLAES SPERCASToRSLBEe ARG e, ven

char ge 5w t heeprgomenth cevEordr 2aesdRy iSonPeidil PE 04t BPe REAFAGAEIt tBE t he

gi ven consi deyiatl 0nilto tshehproovideriof nalieodhugi ¢min frdngfer] bf Heedigeitthaod as
descri bed ipid 8édMebnWIRY 8birdehendisageetSabeimRs| Nl Wdlamma Birvenipay eat

met hod. 12. uJJLedpﬁ%?OO?@%cglﬁ%gé% bch EOnARARY R:%e&?éjlnggw&lk?‘! MG/ §+cr!>91_'nts

est abl i shing a coun ermtted copies of the djgital file,
and wher ei n%%p‘}hﬁ&é@éa%e@néf‘rea GRS 8RR ogat %y ﬁ?nfipaff fb&‘—i‘éfz h‘;e]‘re’tfhbg’td%r\’/ioée
requesti ng ToaEsies tofcaniendiyrest/rPrplehess quihel it2e FOPY ¥RPecieaches the
transfer; iéudboeidsvilteid Saatehori z8d ¢apyeddragtl ting¢otmeganefler tiod coherddi gi t al
file, usingr&aiideCgRtosts0 tHEtANAIdIe ovh@tiiee drideenusnberchef dperiid bedcreopi es
have been tgﬁ{&fa?ririelg;. and if the nunber of permtted copies have not been
triansferred, transferring the digital file between the pair of devices. 13.
A conmput er program conprising program code neans adapted to performthe
steps 16f any of Ehufi-mkn Precempdinent, Atk pyen@iagRinents Sy RERPCoRPFIEng: a
first devi cerandhectsecyridyderivcege pagnereansrd dravrmpagansg 49 dntéerref one or
nmore copi esc&ficd/haishadeell | erRetyren &dtectd Sk of the file and, preferably,
allows only a certain number of copies of the file to be made before the
document is destroyed or otherwise rendered inaccessible (from the client
20 machine). The resulting copyright management infrastructure is robust,

secure, scaleable and easily managed.

In one embodiment of this invention as described above, the Internet

client 1s a data processing system or a so-called "Web appliance" such as

25 illustrated in Figures 6A-6D and 7. Figure 6A 1s a pictorial
representation of the data processing system as a whole. Data processing
system 100 i1n the depicted example provides, with minimal economic costs
for hardware to the user, access to the Internet. Data processing system
100 includes a data processing unit 102. Data processing unit 102 is

30 preferably sized to fit in typical entertainment centers and provides all
required functionality, which is conventionally found in personal
computers, to enable a user to "browse" the Internet. Additionally, data
processing unit 102 may provide other common functions such as serving as
an answering machine or receiving facsimile transmissions.

35
Data processing unit 102 is connected to television 104 for display
of graphical information., Television 104 may be any suitable television,
although color televisions with an $-video input will provide better
presentations of the graphical information. Data processing unit 102 may
40 be connected to television 104 through a standard coaxial cable

connection. A remote control unit 106 allows a user to interact with and

control data processing unit 102. Remote control unit 106 allows a user

to interact with and control data processing unit 102. Remote control

unit 106 emits infrared (IR) signals, preferably modulated at a different
45 frequency than the normal television, stereo, and VCR infrared remote



and second devices, and characterised in that each device is ¢ ruAu::?mjg
operate under a given security protocol, and that said systerl

canpri ses: 953) 2003 -22 neans for establishing a securg CME' 51 jgveen
the first andosecond devices; and that the neans for managin e transfer
of one or nore copies of the digital file 14s responsive to the
establishnment of the secure link, and that the transfer is conducted in
accordance with copy control information restrictions associated with the
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40 If television 104 has no video inputs, an external channel 3/4 mcdulator
(not shown) may be connected in-line with the antenna connection.

Figure 6D 1s a pictorial representation of remote control unit 106.
Similar to a standard telephone keypad, remote control unit 106 includes
45 buttons 142 for Arabic numerals 0 through 9, the asterisk or "star" symbol



10 10 10!‘,40/<100/&'()-!&,40/<10% & ()-OWX Y Z }[MP1 10@D 10@@
10@@ /" 10%@e& ()- !3""10%@@& ()- !"10%@@ ()- "10%@& ()-° 10%a¥ (AN 2003

'WdEM?1 10 % 3

1\6\5/@ () - 10% 1’? %91((%@9 () - SELOUGE () - S10%GE ()- QN 11"] """ GEMST 1068

1010%@&' () - 10%@&' () -, 10%@& () - 10%@& () - L" 10%3E () - 10%@& () " Kitb###FSAEMP 1

10@@ 10- 10%@& () - L* 10%@& () - ( L0%@&' () - % 109%@& () - #10%@&' () -

10%@8 () - F$L$$$$986 % % YNC 10@@ 1 10@ 10@ 10@910%@&’ () - F710%@& () -

410%@& () - f 2L0Y @ )k nPLOXEE i 6 - {¥0 YAERREAKTRE @R s HLOM L (DG
button 144 for selectively viewing television broadcasts and "Web" button
146 for initiating "browsing” of the Internet. Pressing "Web" button 146
will cause data processing unit 102 to initiate modem dial-up of the

5 user’s Internet service provider and display the start-up screen for an

Internet browser.

A pointing device 147, which 1s preferably a trackpoint or "button"

pointing device, 1s included on remote control unit 106 and allows a user

10 to manipulate a cursor on the display of television 104. "Go" and "Back"
buttons 148 and 150, respectively, allow a user to select an option or
return to a previous selection. "Help" button 151 causes
context-sensitive help to be displayed or otherwise provided. "Menu"
button 152 causes a context-sensitive menu of options to be displayed, and

15 "Update" button 153 will update the options displayed based on the user‘s
input, while home button 154 allows the user to return to a default
display of options. “PgUp" and "Pgbn" buttons 156 and 158 allows the user
to change the context of the display in display-sized blocks rather than
by scrolling. The message button 160 allows the user to retrieve

20 messages.

In addition to, or in lieu of, remote control unit 106, an infrared
keyboard (not shown) with an integral pointing device may be used to
control data processing unit 102. The integral pointing device is

25 preferably a trackpoint or button type of pointing device. A wired
keyboard (also not shown) may also be used through keyboard connection
120, and a wired pointing device such as a mouse or trackball may be used
through mouse port 122. Wwhen a user has one or more of the remote control
unit 106, infrared keyboard, wired keyboard and/or wired pointing device

30 operable, the active device locks out ail others until a prescribed period
of inactivity has passed.

Referring now to Figure 7, a block diagram for the major components
of data processing unit 102 is portrayed. As with conventional personal
35 computers, data processing unit 102 includes a motherboard 202 containing
a processor 204 and memory 206 connected to system bus 280. Processor 205
1s preferably at least a 486 class processor operating at or above 100
MHz. Memory 206 may include cache memory and/or videoc RAM. Processor
205, memory 206, and system bus 208 operate 1n the same manner as
40 corresponding components in a conventional data processing system.

Video/TV converter 210, located on motherboard 202 and connected to
system bus 208, generates computer video signals for computer monitors, a
composite television signal, and an S-Video signal. The functionality of
45 Video/TV converter 210 may be achieved through a Trident TVG9685 videc
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chip in conjunction with an Analog Devices AD722 converter chip. Video/TV
converter 210 may require loading of special operating system device
drivers.

5 Keyboard/remote control interface unit 212 on motherboard 202
receives keyboard codes through controller 214, regardless of whether a
wired keyboard/pointing device or an infrared keyboard/remote control is
being employed. Infrared remote control unit 106 transmits signals which
are ultimately sent to the serial port as control saignals generated by

10 conventional mouse or pointing device movements. Two buttons on remote
control unit 106 are interpreted identically to the two buttons on a
conventional mouse, while the remainder of the buttons transmit signals
corresponding to keystrokes on an infrared keyboard. Thus, remote control
unit 106 has a subset of the function provided by an infrared keyboard.

15

Connectors/indicators 216 on motherboard 202 provide some of the
connections and indicators on data processing unit 102 described above.
Other connections are associated with and found on other components. For
example, telephone jacks 116 and 118 are located on modem 222. The power

20 indicator within connectors/indicators 216 is controlled by controller
214.

External to motherboard 202 in the depicted example are power supply
218, hard drive 220, modem 222 and speaker 224. Power supply 218 is a
25 conventional power supply except that it receives a control signal from
controller 214 which effects shut down of all power to motherboard 202,
hard drive 220 and modem 222. Power supply 218, in response to a signal
from controller 214, is capable of powering down and restarting data
processing unit 102.
30
Controller 214 is preferably one or more of the 805x family
controllers, Controller 214 receives and processes input from intrared
remote control 106, infrared keyboard, wired keyboard, or wired mouse.
When one keyboard or pointing device is used, all others are locked out
35 (ignored) until none have been active for a prescribed period. Then the
first keyboard or pointing device to generate activity locks out all
others. Controller 214 also directly controls all LED indicators except
that indicating modem use. As part of the failure recovery system,
controller 214 specifies the boot sector selection during any power off-on
40 cycle.

Hard drive 220 contains operating system and applications software
for data processing unat 102, which preferably includes IBM DOS 7.0, a
product of International Business Machines Corporation in Armonk, New
45 York; an operating system 221 such as Windows 3.1 (or higher), a product
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Modem 222 may be any suitable modem used in conventional data
10 processing systems, but is preferably a 33.6 kbps modem supporting the
V.42bis, v.34, V.17 Fax, MNP 1-5, and AT command sets. Modem 222 is
connected to a physical communication link 227, which, in turn, ain
connected or connectable to the Internet (not shown).

15 Those skilled in the art will recognize that the components depicted
in Figures 6A-6D and 7 and described above may be varied for specific
applications or embodiments. Such variations in which the present
invention may be implemented are considered to be within the spirit and
scope of the present invention.

20

According to the invention, the client machine (typically the hard
drive 220) also includes a proxy 225. Preferably, the proxy is
implemented in software and includes a cache 227 associated therewith.
The cache may be integral to the proxy or logically associated therewith.

25 The cache preferably has a size up to several hundred megabytes, which is
substantially larger than the standard cache associated with a browser
such as Netscape Navigator. The client machine also includes a protocol
stack 229 (e.g., a TCP/IP protocol stack) and a sockets mechanism 231,
which are used to support communications in a known manner. According to

30 the invention, the proxy 225 is advantageously located on the client along
with the browser. Tnus, the proxy is sometimes referred to as a "client
side" DLOXy.

Preferably, the proxy starts up when the Web appliance is booted up.

35 Connectivity between the proxy and the browser is achieved using the
sockets mechanism by configuring the browser to pass the HTTP requests to
the proxy. To send an HTTP GET request, the browser creates a packet
(1ncluding the URL and otner information) and then opens a socket using
the sockets mechanism. The packet is then sent to the IP address/port

40 number to service the HTTP reguest. Thus, when the browser issues an HTTP
GET request, it binds to the socket and sends the reguest. The request is
then intercepted and processed by the proxy instead of being sent directly
over the network, all in the manner previously described.
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computer, e.g., an IBM® or IBM- compatible machine running under the 0S/2®

5 operating system, an IBM ThinkPad® machine, or some other Intel x86 or
Pentium®-based computer running Windows 95 (or the like) operating
system.

A representative server platform comprises an IBM RISC System/6000
10 computer (a reduced instruction set of so-called RISC-based workstation)
running the AIX (Advanced Interactive Executive Version 4.1 and above)
Operating System 21 and Server program(s) 22. The platform 20 also
includes a graphical user interface (GUI) 23 for management and
administration. It may also include an application programming interface
15 (API) 24. HTTP GET requests are transferred from the client machine to
the server platform, typically via the dial-up computer network, to obtain
documents or objects formatted according to HTML or some other markup
language. While the above platform 1s useful, any other suitable
hardware/operating system/server software may be used.
20
One of the preferred implementations of the client side or server
side mechanisms of the invention is as a set of instructions (program
code) in a code module resident i1n the random access memory of the
computer. Until required by the computer, the set of instructions may be
25 stored in another computer memory, for example, in a hard disk drive, or
in a removable memory such as an optical disk (for eventual use in a CD
ROM) or floppy disk (for eventual use in a floppy disk drive), or
downloaded via the Internet or other computer network.

30 In addition, althouch the various methods described are conveniently
implemented in a general purpose computer selectively activated or
reconfigured by software, one of ordinary skill in the art would also
recognize that such methods may be carried out in hardware, in firmware,
or in more specialized apparatus constructed to perform the required

35 method steps.

As used herein, "Web client" shculd be broadly construed to mean any
computer or component therecf direccly or indirectly connected or
connectable in any known Or later-cdeveloped manner toO a computer network,

40 such as the Internet. The term "Web server" should also be broadly
construed to mean a computer, computer platform, an adjunct to a computer
or platform, or any component thereof. Of course, a "client" should be
broadly construed to mean one who requests or gets the file, and "server"
is the entity which downloads the file. Moreover, although the present

45 invention 1s described in the context of the Hypertext Markup Language
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5
In addition, the term "Web appliance" should be broadly construed to
cover the display system 1llustrated in Figures 6A-6D, as well as any
other machine in which a browser application 1s associlated with some
television class or other display monitor. Moreover, while the preferred
10 embodiment is illustrated in the context of a dial-up network, this is not
a limitation of the present invention. There may be other "bottleneck"
resources in a direct connect network that could be manasged indirectly by

using thas approach.



10 h' F: %! yy$109%& ()-s #@O0%G& ()-f! " #@0%& ()-f3@0%% ()- @0%& ()- 10 h

10 h. )WUAH 10 @ (10% & ()-!f" (109 ()-!1 (10%& ()-'k" (10%-&(3-JAN 9003
(109R2& ()-!1C yy$10% & ()-sywsH 10

" 3. 9A0%CE ()-& 9 3. 90UR ()- & 93. 90UR ()-& Q L!)10%& ()-@ L!)10%& ()- @L!
)10%&' ()-@\= 10 @"10% & ()-! @' 10% /& ()-Fyd0% & ()-F 10G 10G

10G 8nmPA0YGE () - G H8MPALOYR () - G SV X9-26=- 10

LY 10% & ()-!> Z9A0%e& ()-!0Z9%A0% /& ()-10% & ()-10° 9%d0% /& ()-S! &V

%0% / | &)l S¥pal 9~\= 10 ! 9S8$10% /

1& ()-G @Y40% & ()-g! +@Y40% ()-g , #Y40%t

& ()-10, #9409 78& ()-!0, #%40% ' & ()-DEFGTr{Y: 10 ! (y"10%Z& ()-!a&l0%& ()-!

&(}/200/%/]02;?&‘&' % - Il%dé% ‘%E ; %ﬁé@?&% %’%igﬁfggﬁég{%"(@‘% t}qﬁi%g%'l (()) -1 f Z9%4.0%
& ()-1 GZX6{ Y. &bhsterriRd®AYEr more L6H¥I BP4He&ifikal file to a device, and characterised in
that prior to said transferring step the method comprises the steps of:
establishing a secure link between said device and another device, each of the
devices being certified to operate under a given security protocol; and
establishing a usage scheme defining one or more conditions under which the digital
file may be transferred between the pair of devices, and wherein the one or more copies of
the digital file are transferred over the secure link between the pair of devices in accordance

with the established usage scheme.

2. The method as described in Claim 1 wherein the pair of devices include a storage

device and a rendering device.

3. The method as described in Claim 2 wherein the storage device and the rendering

device are located in a computer.

4. The method as described in Claim 2 wherein the storage device is located in a first
computer and the rendering device is located in a second computer and the secure link is

established over a computer network connecting the first and second computers.

5. The method as described in Claim 4 wherein the second computer is a personal

computer and the rendering device includes circuitry for establishing the secure link.

6. The method as described in Claim 4 wherein the second computer is a Web

appliance and the rendering device includes software for establishing the secure link.

7. The method as described in Claim 2 wherein the rendering device is selected from a

group of rendering devices consisting essentially of a printer, a display, and a sound card.
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"10%@& ()9.?+bCrhe method as described in Claim 8 further including the step of allocating a given

charge against the given monetary value for a copy of the digital file that is transferred

between the pair of devices.

10.  The method as described in Claim 9 further including the step of associating the
given charge with a content provider account to facilitate the payment of the given

consideration to the provider of the digital file.

11.  The method as described in Claim 1 wherein the usage scheme includes a given

payment method.

12.  The method as described in any preceding claim comprising;:

establishing a count of a number of permitted copies of the digital file, and

wherein the usage scheme comprises:

determining whether the device requesting transfer of the digital file is authorized to
effect the transfer;

if the device is authorized to effect the transfer of the digital file, using said count to
determine whether the number of permitted copies have been transferred; and

if the number of permitted copies have not been transferred, transferring the digital

file between the pair of devices.

13. A computer program comprising program code means adapted to perform the steps

of any of claims 1 to 12.

14. A copy management system, comprising:

a first device and a second device; and

means for managing transfer of one or more copies of a digital file between the first
and second devices, and characterised in that each device is certified to operate under a

given security protocol, and that said system further comprises:
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