SYSTEM AND METHOD FOR DECODI NG DI G TAL ENCODED | MAGES CROSS- REFERENCE TO
RELATED APPLI CATI ONS [ 0001] This application clainms priority to U S

Provi si onal Application No. 60/565,6300 filed April 26, 2004, which is

i ncorporated herein by reference inits entirety. The application is al so
related to U S. Application No. 10/847, 962 ('962 Application) filed May 18,
2004 and U.S. Application No. 10/847,943 ('943 Application) filed May 18,
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important data instantly and makes documents available to the customers at all times, around-
the-clock. However, certain drawbacks are present with electronic documents, including the
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the original.

10004} Many software tools have been suggested to protect the integrity and confidentiality
of electronic documents. These tools, such as plug-ins, may give broad control to adding or
changing notes and form fields in the electronic document, document encryption, as well as

adding digital signatures to the documents.

[0005] - A significant drawback in the protective measures typically used to protect -
documents provided in electronic format is that these measures are often useless once the
document is transferred to a printed media. Further, typical hard copy protective measures may

not be available to the recipient of the electronic document. For example, security ink or secure




transm tted docunment. Clearly, maintaining the security of hard copies of
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val ugbbes)i n ChpkdifelsR 00 kst e PHnie® décuRaRS:n@black market sales of

counterfeit goods are significant problems faced with increasing regularity in today’s world.

Each vear many millions of dollars are iost through the fraudulent use of non-authentic
documents and branded goods. The increasing sophistication of optical scanners, copy machines
and other devices used for replicating items continues to enhance the counterfeiter’s ability to
produce fraudulent documents and other imitations which are of sufficient quality to often go

undetected.

[0009]  Protection of documents has been accomplished through the application of encoded
images. Such images typically cannot be discerned or interpreted without a specially tailored
optical decoder. They may be used on virtually any form of printed document including legal
documents, identification cards and paperé, labels, packaging, currency, stamps, etc. The value

of using non-reproducible encoded images on documents such as drivers’ licenses and vehicle




identifying counterfeit goods. [00010] The use of encoded i mages has .
greatly enhanced the ability to detect counterfeit docunents and docunents
t hat have been altered. There are circunstances, however, where the use of
an optical decoder to detect encoded inmages is inpract]i . There are
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digital document in which a first encoded i mage has been enbedded, the
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obtaining a digital version of the encoded image, determining the at least one encoding

parameter, and constructing a decoded image from the digital encoded image using at least one

of the encoding pararneters in the encoding parameter set.

[00012] Another aspect of the invention provides a method of eﬁhancing the protection ofa
digital decument in which a first encoded iniage has been embedded, the first encoded image
having been constructed using a set of authentication content and a first encoding parameter set.
The method comprises digitally decoding the first encoded image using the first encoding
parameter set to produce a decoded image and extracting the set of authentication content from
the decoded image. A second encoded image is then construcied using the set of authentication

content and a second encoding parameter set.




[00014] Figure 1 is an illustration of the use of an optical decoder to
decode a printed encoded inmage; [00015] Figure 2 is an illustration of an
exenpl ary rasterized encoded image forned from pri mary and secondary

i mges using a raster shifting nethod; [00016] Figure 3 is an illustration
of the us}’eog(fwé‘???’]dptl cal decoder to decode t he encodepd:qusﬁllii]d‘@138?9 Fi gure 2;
[00017] Figure 4 is an illustration of a blank control image having
periodically varying tone density; [00018] Figure 5 is an illustration of

t he C%QE% Eé@@l@f\l 51'*’93%}%3%%56‘ secondary i mage enbedded therein;
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enbo . |nv tlaon; 0 10.is a schemn
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a schigigés;i C represent ation of a conposite image forned from sanples of the
encoded i mage of Figure 10; [00025] Figure 12 is a flowhart of a nmet hod of
pr ot ee0iIsy anigueEtihenilive@ddbon @f #n elegiplady ras@ﬁﬁdrmmdea%e%&bﬁ& dlfRy

enbodi rrentF%J t he invention; 4 WO 2005/109311 PCT/ US20 5/013069 [00026]

Fi gurid™aasy ﬁﬁ?ﬁ?%gﬁ@é%ﬁﬁéﬁwwo% system for protecting and

aut h ?tllg g g documents accord“ﬁ? to_an enbodi ment of the

inve gfb‘@ 2 §itatian pithe useolap patichl fecofeie deorde deicarrdst a system
for ghggfe@ﬂmgtgeand aut hent| cating digital docunents according to an

enbodi nent of the invention; and [00028] Figure 15 is a flowhart of a

et hque7] prEg@etiing ﬂlﬂ&r&%‘dﬁ benblasiaédnBl Bt BhhiRe perBAEHINEM:yiAg ﬁﬂi@d' ng to an

enbodji nent of the invention.
density;

[00018] Figuse 5 is an illusiration of the control image of Figure 4 with a secondary image

embedded therein;

. [00019]  Figure 6 is an encoded image formed from a primary image and the control image of

Figure 5;

[00020]  Figure 7 is a flowchart of a method of decoding a digital image according to an.

embodiment of the Invention;

[00021]  Figure 8 is a flowchart of a method of decoding a digital image according to an

embodiment of the invention;

{00022] Figure 9 is a flowchart of a method of decoding a digital image according to an

embodiment of the invention;
[00023] Figure 10 is a schematic representation of the sampling of an encoded image;

[00024]. Figure 11 is a schematic representation of a composite image formed from samples of

the encoded image of Figure 10;

[00025] Figure 12 is a flowchart of a method of protecting and authenticating a digital

document according to an embodiment of the invention;




DETAI LED DESCRI PTI ON.OF THE | NVENTI ON [ 00029] The present invention

provi des nethods for decoding digital encoded i mages without the use of a
physi cal optical decodi ng device. These nethods can be used to decode
digital encoded inmages that have never been printed and printed encoded

i mges t hat 50&3keen scanned or transforned by ot hefCHEXASALIHEY di git al
form The capacity to decode digital inages allows the user to tanperproof
docunents in both their digital and printed formats, thus bridging the
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el ect Aizfrldoguoenie atcoptingia et pwbodimentng tessiention;and printing. [ 00030)

Enbodi nents of the present invention relate to nmethods for the protection
of  dWFEInt Figurel Loisherhdiabrepusemgionpt i spdidny f@penezids anbgesntiddigse | mages
are tyni I e d.n a kgroupd.or source inmage and printed on
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di scerned by the human eye wi thout the use of a decodi ng device. Sone
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ocuments and other items using optically encoded images. These images are typically

embedded in a background or source image and printed on items that may be subject to
alteration, falsification or counterfeiting. As used herein, the term “encoded image” refers to an
image that is manipulated and/or hidden within a background field or within another image in
such a way that when applied or printed, the encoded image cannot be discerned by the human
eye without the use of a decoding device. Some encoded images are hidden so that their
presence is difficult to discern from a background or primary image. Other encoded images are
easily visible but not readable because the image content has been systematically sérambled or

otherwise manipu]éted.

[00031]  Encoded images of particular significance to the present invention are those that are
configured to be optically decoded using a lenticular lens. Such images take advantage of thé
ability of the Ienticular lens to screen image content based on the lenticule frequency of the lens.

These images are typically encoded by one of several methods that involve establishing a

5




[00032] Digitally encoded i mages can be enbedded into a background or into
other inmages so that the nere presence of the encoded image is difficult
to discern. Wth reference to Figure 1, an encoded i mage 10 nay be
established using a primary or source imge 20 and a seco da[ i mge 40
which is %ﬂﬁ%"dﬁ%"glli nto the primary image 20 in such &’W%’%ﬂ“f%e
secondary image 40 can only be viewed with a decodi ng device 40 of a
predeterm ned frequency. The primary image nay be a blank gray or col ored
background_imge.as_in the encoded image 10 of Fiqure. 1 . or may include
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| MgerckSeRRGPGEE eAclyt 1S embedded. As shown in Figure 1, the secondary
i mage may be viewed Dy placing the decoding device 40 over the encoded
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decodi ng device has a horizontal axis 32 and a rtical axis and the
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devi ce J%Otlil' S o? %ﬁ% 1(';1%}' %efééﬁ?ié&g%?@ﬁ?ﬁéﬁ@n Ih)g S%‘ﬁ(\?ﬁ lﬁlﬁg? ge)s(%rédcef Sef %nda{yh e
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encodj . hat .1 s..estaplished prior to encoding,and enbeddi ng the
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enbeddege oy e p bk gidyor télerep brdkgropnd imagas asihe beodéd/intdgel 10 6t Bighwa gener al
approé;;lrchaeslil llgle‘;igll f.irst a gtro ch %\e reg)ulﬁri ze}ﬁ1e eriodic._ behavior is

i mposBd B T HE PHPIRAFGET SRR ST iy IR TR USRIt 2Py 8 3 Of ipjcia j s
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predet er m ned f re%uenﬁy. The secondary i‘{r&%g is then mapped to the primary
| mage™SBTE RAY ' & PRSI ERES 8 MSeRampionendot Heres P ile jeorpegeimagedidis
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are sHl FS?&WSWW \i e r&F‘i‘e“ﬁ“FW@?ﬂ iptofths PHIREY HBﬁ%Pfé@F@f?QfSﬁﬁ)fsce_r n.
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predeterm ned frequency is placed over the pri rrarg image, it will screen
the (RFIFEISH i/Tege™e oHtiEHE Li the ssrepray impgy made viened Ay plseaeitendeoediag br ought
Out tRvic@udbidiend &bl iREEONAR M dofBE@rientation. In the example of Figure 1, the

decoding device has a horizontal axis 32 and a vertical axis 34 and the encoded image 10 has a

horizontal axis 22 and a vertical axis 24. The secondary image 40 is revealed when the

horizontal axis 32 of the decoding device 40 is oriented at the decoding angle o with respect to

the horizontal axis 22 of the encoded image 10. The decoding angle o is an encoding parameter

that is established prior to encoding and embedding the secondary image.

[06033] The methods by which the secondary image is embedded or merged with the primary
image can be divided into two general approaches. In the first approach, a regularized periodic
behavior is imposed on the primary image using a predetermined frequency. This is primarily
accomplished by rasterizing the primary image at the predetermined frequency. The secondary

image is then mapped to the primary image so that the regularized behavior of the primary image




[ 00034] In the second approach, the regul arized periodic behavior is first
i nposed on the secondary image rather than the primary image, with
alterations in that behavior occurring wherever there is content in the

secondary._ | The secondary inmage is then nmapped to primary i mge
and the &Q?@%ﬁm&l the primary i mge altered pixel b>ycbr}f[£}2?0m§ggg9d on the
content of the encoded secondary image. [00035] Exanpl es of the above

approaches will now be discussed in nore detail. A sinple exanple of the
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Figure 3, when a lenticular decoding lens 120 having a |ine frequency

cor r e¥pbhencAgedisecanday iMageeen frequency is placed over the encoded i mage 110
at the correct orientation (i.e., the raster angle a), the secondary inage
(t he 10803, sEragiplys ofdlie Bevesrevreehes voB ogE Pe Hiseusprdisarrse dotil tAsimambedded

| Mage, RS it i@prodisg Hidftedh ﬁg{f&eﬁiahgﬂ& 3 @bws %@ﬂ%%bi@wto?gn tone
density of small regions or windows of the prinmary iInage. I's can be
acconfticaledceded ipages Y0nghe pecoferdimpigel i E) wis coastarcied frowea piiinfnyduagenefge so

that g, A6L308 akoRGd letof uRf1oRACKT PO Fe0R] - the
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t he “eafbedRaltiefite primary image. Their presence can be further disguised by making the

transition from an unshifted raster poriion of the image to a shifted portion as gradual and

smooth as possible. The result, as shown in Figure 2 is an encoded image 110 in which the

primary image is readily viewed but the secondary image cannot easily be discerned. As shown

in Figure 3, when a lenticular decoding lens 120 having a line frequency corresponding to the

screen frequency is placed over the encoded image 110 at the correct orientation (i.e., the raster

angle o), the secondary image (the letters “SI”) may be viewed.

[00036] The presence of the embedded image may be further disguised by compensating for
changes in the tone density of small regions or windows of the primary image. This can be
accomplished by modifying the individual pixels in the shifted image so that the average tone

density of each window remains the same as the corresponding window of the unshifted image.




In that nmethod, the secondary inmage is encoded first using the scranbling
met hodol ogy described in the 717 Patent and the raster |lines of the
primary inmage are then refornmed to follow the pattern of the encoded
secondary,, The resulting enbedded i mage can be vi d_usin a
Ienticulﬁwbgggﬁﬁ?ﬁb devi ce having the sane frequency %i§@§98ﬁﬁw e primry
image was rasterized and with which the secondary inage was encoded.

[ 00039] The second general approach for enbeddi ng a secondary inmage into a

pri marahos g g v | oAbl S L:gd for the.output | e to be a
contiEuodgatgﬁ%m?%ﬁggmggggg%%g%égOﬁggﬁigﬂﬁygé?%?%?gﬁﬁ?ﬁgﬁémﬁggﬁﬂﬂ%d by the
fir st bapyed satbieny fomm eflios syrebdi odlinerasedaridarnythodslgsy. i Burthenbedada ditient 0 a

"bl ank” ntrol i e Vi Ng..no_content other . th regul ar periodic tonal
vari atl %1%% m Jﬁ!ée l(’:%ﬁtg? %%ﬁ‘%‘ﬁ‘éﬂm‘:ﬂm{%l% & c‘g T FRFFINERNFEGILS t hen
mappegk descritie in he icompeding @2 and VPVAGP1iMibAy).r ef erence to Figures 4-6, a
sinple exanple of this nethod will now be discussed. Figure 4 shows a

bl ank[00038]r 04 sompghadiilirinetidad thah@estitalabyial it @Scieded B %81 A 7Qadupe | mage
i,odi c function, such as a square wave, sine wave, triangle

chan S a_per
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vari ation establishes the angle used to decode the enco I mage. As shown
in Fi ‘%‘E paitazn offhe gpcoferhiegondaginags Ol hegewttinadabdddedtimageran bomicwol usinpge 210
by shi fehdidd@r dbORMNRIRe Uhvik | od] ' Y ;0N
corr espeor_ldi ng t Q1 a (_:on'?en‘{t1 %ggﬁéoﬁ u%m{yhhg%iscgc?% gﬁdﬁf rr%%g{.’asl n this way,

t he d@vriater ong with vwitieh thegpgprdaryZiewse waeengadddat i ons in the nodified control

i mage 210 correspond to the content of the secondary inmage. [00041] The
modi fi08UB% onTheteconfeggacraliapposch foe Amherdjnech sororabrybiynags el a promary pmagenr y i mage
230. Bhy®d $e@ir if 18 ¥edifeh T the HiRY ﬁnﬁg% Bl g &At&ﬂ@f‘s%% i%ag?@'é Iléﬁpncfs%def}o% ratch the

pattern of tonal variations of t correspondl ng pi X coht rol
i mageaganzed Thegsfirpdiced b bd dekt ppraepsh). shn teihowthoile Ecgudary ifhagellie act ual anount

of I'igh.-gal [ e Keni. ng: i i ixels .8.WD 2005/109311
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usual Vayiaigensi Wbelcensrol prrga pithaly eshedddiieseondhuyrichpoin shemayapgid foeke dependi ng on

the i y AP Lication. For,exanple, the transformation functions may be
desi gned spec¢ifically for use with a specific printing process (e.g. ink
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discussed. Figure 4 shows a blank control image 210 in which the tonal values of pixels of the

image change as a periodic function, such as a square wave, sine wave, triangle wave etc. The

frequency of this function matches the frequency of the lenticular decoding lens. The angular

orientation of the periodic variation establishes the angle used to decode the encoded image. As

shown in Figure 5, a secondary image 220 is embedded into the control image 210 by shifting

the phase of the periodic function at any location corresponding to a content location in the

secondary image. In this way, the deviations in the regularized tone variations in the modified

control image 210 correspond to the content of the secondary image.

[00041]  The modified control image 210 is then mapped pixel by pixel to a primary image
230. Pixels of the primary image 230 are lightened or darkened to match the pattern of tonal
variations of the corresponding pixels in the control image 210. The final encoded image is

shown in Figure 6. The actual amount of lightening or darkening of the primary image pixels




be used to enbed nmultiple secondary i mages having different encodi ng
paraneters as described in co-pending 962 Application and " 943
Application. [00043] The output of any of the above nethods may be a
printed d image (i.e., a conbined primary and | atent secondary i nmage
printed 3’28%% 6%9aﬁgnt or other iten) or may be a di g‘fC{TgﬂSZ%"ﬁ@H&@d i mge
that nmay be transmtted or stored for |ater use. [00044] Another nethod of
enbeddi ng an inage is commonly used in banknotes and checks. 1In this

met hod,,v@e lhiagksithed j c ' he directi.on.of raster

el enent s in g _Ev; s d@%ﬁ%ﬁ%@‘?‘%&%‘&f}%ﬂ. it Béhold ?%sa%uﬁ’a‘?‘%%é& Fethe cont ent

i n t héureticlsenayi diffeyalepfdingemanpinage ap@ictiiona [For asitpic, tHeneasfomadibe pri mary

i mage e_changed to horizontal lines at.the |locations .corresponding to
e SEEHeR TR WS nt i R e R p it B SR By E7g ¢ he
banknettdimatibn,déset yrintidgever, the deviations in the primary i nage can al so
be decoded using an optical decoder. This is because the raster |ines of

t he prGoGU2ly ineiticbewintidrstootbyathoRWf ohEndresigh i E att iRt (e @B&eGdtRId thigne of the

decoder at .t he posi.tions ere there is_pno hidden content, but will have
oy B B SRR bR ScoR ey ey B S em e G e dont - Thi s

di f f emesdceenomk et Aolibitdeend Fo43iamgesappear much brighter than the visible
when vi ewed -t hrough the decoder. [00045] The common thread of all of the

above[0se4310d Thebetphthe afiesithd ddge 8RELESE Y BRYBSnibSenchi@linaieY el QVOl Ve
deviations fromregul ar periodic behavior (e.g., spatial Tocation, tone

densi tmbingdpringary anhlatent seqandary IMags RIS adosumarer afsritamor iy dagh t he use

of a digndlicaetdad iHRe At Ry be Aensnhided GiRed HLEQKEREY corresponding to that of
t he regul ar behavior. The frequency of the behavior nmy be equal to the

| ens fooequienavio@er MBYodEr Albe@UBNari st B @nPhonlesel %n&ﬁcﬁ&%ﬁgﬁecklh e

lenticular |1ens acts as a content screen that ‘enphasizes the deviations

f r om orbis mstfindat labeatimage frepsand byrhangingdhp fisection efaptat demends dbondary i mage.
[ 00046LibR ilngsiab pbstonk BolfsHHAIMR 0 HRQHnER i 8 Vipg| coded i mages
whose clc_)ntlen .ahi:;;t'és_S l;)gen_ sﬁgflgnrr}a%t?cal I§ scr aan?(gdgggﬁr}_ eer%%%leag]p?érjmges
enbed¥felcdl FetsT Angsin the pUmaREgagomay by\ehapeaio hogamal BEw 8R0051i01:3069
back ot PUBnaihB%S fic Miknt iR i n fi f a

phy st en na b8 e M URLE (R AR e RO et BRI
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| MBYeS . RREQHR e the positions where there is a hidden content. This difference makes the hidden

image appear much brighter than the visible when viewed through the decoder.

[00045]  The common thread of all of the above methods and the resulting encoded images is
that they involve deviations from regular periodic behavior (e.g., spatial location, tone density,
raster angle). These deviations are méde apparent through the use of a lenticular decoding lens
having a frequency corresponding to that of the regular behavior. The frequency of the behavior -
may be equal to the lens frequency or may be an even multiple of the lens frequency. The
lenticular lens acts as a content screen that emphasizes the deviations from the regularized

behavior and assembles them into the secondary image.

[00046] A lenticular lens can be used to decode both visible encoded images whose content

has been systematically scrambled and encoded images embedded into a primary image or




enbodi nents of the invention nmay be adapted to decode any digital encoded
image including digital encoded i nmages that have never been printed and
printed encoded i mages that have been scanned or transforned by other
means into di(gi tal form The digital encoded images rr€¢( be |atent inmages
enbedded YREY B%k’gr ound or primary imges or may be 'W%P‘E’mﬂ%%;es t hat
have been systematically scranbled or nmani pul ated. [00047] Met hods of
decoding digitized encoded i mages according to the invention will now be
descri I L: h i es._to.he decoded

i-nvol \I]?ga%mﬁ}y ?rrgl?%e ﬁllte?rﬂaog%v\g\ﬁt’ Qh%’\ﬁﬂc@%‘éﬁaég?&%%ggu%mg&ﬁ%%ﬁ al ﬁ'e§uch a way that
it cahaldwane) deveder(isldomeleid)! anshpgsidle. [Taa present arvehtmsherdioes povidar y i nage nay
be a bl ank | e with.no discernible content (e.g., a ray box) or may be
on st RGeS e RS eniE BhehsnpaRe: Sosb b ok ARoRd d8Stost he
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i nfor i on_on _the gﬁgtent of the pri ma_rié%i mage,. the secondary i nmage or
bot h SHEvarEPRsed dgeod @éﬁ’ﬂ)ﬁ?ﬁ‘éﬁeﬁit‘?%@%‘?g Hn@gﬁd%ﬁ%d%eopﬁﬁt do not require
any f emekiigwhedose iRGAIdH M8y bd ARG GUREER ny BRI éﬁ%&é@%ﬁg@gﬁéﬁﬁ%w re
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secondiiy! sopedsd imagse Biaf havginpyer begnepriniqdeant pepige Arspdedhiinaghethht hase bevgl e used
to  ecafs bh@adsfRas] B SthedealiN AWM i TGl ' eps in a
met hod MLOO accor di n }_Sgtilo an enbozi?dr%i[rtf?%gffptahgd%%@%%??%ﬁﬂ?ﬁégﬁ% be used

t o dedasnéimagcepplrdder inrhpekgens aripeimanniodiés @ dnqyrbiervisille imaggethashavknown or
avai | & & 00. At S 110, a digitized copy of the
encodg%jgni rYr%%[g C@%ﬁ%&‘lﬁ%@%rﬁﬁm ?déi ti zed encoded i nage may- be a version of
the e d i}ﬁ@ﬁ&% I - ; : -gggg.ed ncodi ng

pr oceg@.@ uch a fg?%gggggggggggﬁ@%dglgﬂ%%% B%Elggg?glgtl or i %’?‘enrowr etrieval
by a Hedwdibry. phnirsegsiod oberwisey the entadamh smiges edefdecodet vobriagirinador to a
decodi . Mol i St y. t hose. of .qrdin Skill in the
art e BGERaRy ol o S O, B i N e
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image content. Both method types require knowledge of the encoding parameters used to encode

and embed the secondary image. Specifically, the line frequency and the line angle used to

encode the image must be known.

[00049]  Figure 7 shows the steps in a method M100 according to an embodiment of the
invention that can be used to decode an encoded image when the unmodified primary image is
known or available. The method starts at $100. At 8110, a digitized copy of the encoded image
is oﬁtained. The digitized encoded image may be a version of the encoded image that is the
direct output of an antomated encoding process. Such a digitized encoded image may be stored
for later retrieval by a decoding processor or may be transmitted from the originator to a
decoding processor. It will be understood by those of ordinary skill in the art that a digitized
encoded image of this type may never have been printed on a document, prodﬁct, Iabel or other

authenticable item. Because the encoded image is provided in its original, digitized form, there
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product, |abel or other authenticable item If the digitized encoded i nmage
is obtained in this manner, steps nust be taken to assure that the
relative orientation of the encoded inmage is carefully controlled (such as
by contrqlling the orientation of a docunment relativ e nni ng

devi ce) d)yé)a%{'rg’{]??é"ascertai ned (such as by including gprcltrgﬂr‘?%@f"lﬂgsﬁ‘?% ndicia in
or near the encoded inage that will allow a decoding process to assure
proper orientation of the inage for decoding)- [00051] At S 120, a

digitized. ¢ . thecariginal  prinmary, | . used to. pr.oduce the encoded
i mageE%as&ggxg%i}bﬁg%?&{}nﬁ%ﬁ%ogﬁ?nﬂjs?tv %ﬁ@g?, 1}4??]%%%?&#}@% EWOB%W?S@ E}@gmay be -
obt ai nifett firealkrdding procadilogoprotessatatioh o ehybde@inidpe VesteditedMdaha st or age
where it was placed at the time the encoded i nage was produced.

Al t er iM058je] Yy ad Berpriverar tie dvorgahddiyitbel alb@iditded meybd difaindiyr ce t hat

provi ded .t he itg‘a e to the. encodi ng rocessor. At S 130, the digitized
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the encoded image. In particular, the primary inmage is rasterized using

the sERBTSLPEMUEN Bkearipasspiodbat eqelaritoriestaiier of theentodsd image sncodi ng
Pr OCe&&&Hlly EshtiMId G AsHy BREAREANL aﬁgﬁaﬁoh b7 § Q0B ARPLARCE R hd &%gﬁggy of the

primary inmage received from the encoding processor or retrieve om dat a
st or agigeagr epbEamertaacshden by inlulingaitntagpmipdicidisse npatgreataled. 1 n such a
case, ; i : | I i 1€, L i d,as..the -
Cont 1 5127 SRE B! BN 4(cANoE bl P DAy TR ek A% ity B8 Bl I8l e 1
not hi re : alo Ry ; t [ e wll
FesenpeoB AL ST, 3 iERE contt AR bIFRAT mb O EE T et ISy o 1
esseninage isobspiney ilamaoninsfneehsheldigitizedpitnan coagdnayhegdbtainddfou thehe

compar 2hps pPAERRIAR R on (e bt e B 8P MR IEC Y | mage 10

cr eat @cedadiifthgy wacmodurag eAltdthaiveiyf the peneey inmagmanhy obreinad frompisi t e of tone

val ue i orf i xel. based on r t.here is a difference
bot e RuE NRR plovite il e B Rl o P BRES AT AT e S BBR G prinfufmisey

exanpis egsteaizgd toglroduge whoraiol e c Ohik essteriafitidnlie ackdmy3h20Q6ihgd B9 34doding

PCT/ US200 3069 engoded, i e i ifferent fromihe. correspondin i xel
of 1 narnetirs i P RO G SRSk B Endofediniagh) fibapteuby homiiy ipng e 0 P

cor r esgeaingin itheslamk Rasteh enght irfddine fequdndpgewt:s usel byt e edéoding Prdcegpondi ng

to |te3d A}ﬁlgl xelt_..l n which the content of t encoded image is the sane as
the cOPFESpondrng Cpisasr- B Srenstantsy B cPRageIrBy MR 1Xags FFfatrddonyal ue of

" f al sia¢ exoding peoceor @SPOBHATHRPHALtotabe HAE already have been rasterized using

these parameters. In such a case, the previously rasterized primary image is established as the

control image.

[00052] It will be understood that if the primary image is nothing more than a blank
background image, the control image will resemble the control image of Figure 4. Otherwise,
- the control image is essentially a variation of the digitized encoded image without the secondary

image embedded in it.

[00053] At S140, a pixel-by-pixel comparison is made of the control image and the digitized
encoded image to create a difference image. The difference image may be a composite of tone
values established for each pixel based on whether there is a difference between the control

image and the encoded image for that pixel. For example, a pixel in which the content of the
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difference image is set to "0" (corresponding to black). [00054] The
resulting difference image is a reconstruction of the secondary inmage used
with the primary inmage to produce the encoded i nage. The quality of the

differ engﬁ%:z@g)?@z’ﬂay be enhanced at S150 using knomn],réﬁl?sgﬁ)sﬁwﬁggcenent

met hods i g but not limted to application of W- pass
filters, adaptive image filters, norphol ogical processing, and custom
desi gned i nage enhancenents nethods. At S 160, the difference i nage maybe

di spl : ] [ red gr.printed. It w.ll be understood
by ke P ic G on? B C6Pecp STl or BBl ez aydreoiigimy be

di spl agleelobéfuet end e tarespmdihgrpibrgin tanyiflerhenieapeitsetsb e PScolhgondi®i hod ends
at S 170,. [0Q055] .Th ality of the decoded.i mage produced using the
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capt ufi g a aﬁsgpng, HSTEBFF P& SprPyREE cliah eble srcppiegeinpgr Hepdamit mage
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acqui sition éei/@r’ _scanni ng) processes introduce size distdrtions and tone
and sEHERGedPES I sieiksaen imdggenkaapemnt ethoghinclyding diimpt Hedted to,. Al so,
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devi cepp?an 'causg_ taﬂe digiti zeds’gn 0 gdﬁ%’g%gig%&f %ng%ﬁltcmﬁ&gﬁ%g%% t with
the €5 isignpdhigrasmeinednentsonphadss én Si 6, terifferfme dinsgeusmes: ditdayed t hese
ef f ec{S, eARinBt LM g k f [ .acqui sition
process. and/nor ley_ ’;égt)g?du(gitp%%g] pdﬁ%éjﬁﬁl%%ﬁgﬂg Q%?S% ogﬁnbﬁnnaﬁy”?q‘%[zmgtﬁ%%ed i mage
when that thedijereneccicnage 009 b6 {lispsyaddetbré @fted or dutihg abpenhatidemmgestasohsi t i on
devi CQemORARSE A8 odevi ce or systemused to capture or produce a digitized
image froma printed i nage or object. Inmage acquisition devices include

but JoBodt  ThdWiafif) drOhcEARE ] Saer bl nGATRL B8 3R BYSL SB AAY] N0
conb?t:latsirsgn oféTaan nal 0g canera & 5&15]% rl?asgrlgg 'gF %@8?. énalyﬁﬁ °4&Qui si tion
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I mag sy dfShd\ShcbidiNbnabdis e, Y1 S &)I rnon-visible (e.g., U/ and ILR). portions
of the spect rum %%]g eﬁsﬁ?\)g ed’ tg 5"\9'%,111& t‘e‘ﬁ%odhqﬁﬁf@‘%ts% iPELSEHZ ¢t he
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encoded image using an image acquisition device. This is because both the printing and image

acquisition (e.g., scanning) processes introduce size_ distortions and tone and structure variations

that can affect the decoding result. Also, mis-orientation of the encoded image relative to the

image acquisition device can cause the digitized encoded image to be out of alignment with the

contro] image when the comparison is done. As discussed above, these éffects can be reduced

through careful control of the image acquisition process and/or by including alignment keys in or

around the encoded image when it is printed.

[00056]  As used herein, the term “image acquisition device” means any device or system used
fo capture or produce a digitized image from a priilted image or object. Image acquisition
devices include but are not limited to scanners, digital cameras, and systems having a

combination of an analog camera and a frame grabber. The image acquisition device may be
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this requirenment. Figure 8 shows the steps in a nethod M200 of decoding an
encoded inage that is sinmlar to the above except that the control image
is always a rasterized blank image (e.g., a rasterized gray box). The
nmet hod begjns _ 00. At 5210, a digitized copy of the d imge is
obt ai nedgg%éﬂl"ﬁ&g?ﬁe previous nethod, this may be an or Té?%%ﬁbﬁgsﬂ??mdi fied
digitized encoded inmage or nmay be a captured i nage obtained froma
docunment or other itemon which the encoded imge had been printed. At
5220, adapfddtbf @ptuiiBdRadeS ugs th i Sl | iﬂgﬁgﬁ using
t he rastpgéra ang:pe g%d fgr equeénlcf:i%/H g@regg%gen%ﬁg%%ﬂ% ﬁ*gg-g{,fg’gﬁ?ﬁg par amet er s
used PHhEFRGHBM: t he encoded i mage. A difference image is then constructed
at 5230. The difference inmage may be constructed using the sane .

pi xel [QPSPh x éis ngfeffaboeneietigd MEOR seuirsiliatithe privearyrirnigycbecivailiblyu Fer 7.

Enhanﬁﬁ@ ] i , a I i nce i.ma at, 5240 and
the i mge%%lgﬁgég’lﬁgg%f ageat?%%' g%&‘ﬁ@%&%?ﬁ@&%ﬁ%& gi%e%?ﬂgi.%nf §8] | f

t he pHiinmgyiraneageigyed shavptho depsn phmetieddd2iblidoaging & achicdmkagetage, the
e ot AL Bl B s bR BSe? gt Do tpa Mo R blonk i G2t Bl ry
cont arassrigddsgray baxif mameﬂmanbegma’t 0ed; RkeL 10 digitizédRsiph bf 1he ehdoasa nedggod M200

il igni ficantly different f decoded, | mage . prod '
et ol B0 Ak o $85isal gl ihRanch Reenh Rensi g P Rbgeodd 111 1 or ea

out ofmdgher mag bele darituregiznagk BbEBED @ mMPRumb Ve ¥BES itdnh 8n Ghhich BleRcsickmage
will incl gldlf el emeatg g£ both the secondary image and the prinmary inmage.
In t hE9e8 28 byegrast o 4t g2 4dva gentrol %ed%@%gﬂ‘eééﬁéaﬁ&?ﬂ??‘gia%@ impgfears to be

super haROBHE ehsRy Bifgld BRI FRIGUERK Yol rdBERIin BRI Hling PRahBErs GO BRheRE the two

i matgegl this can make it nore difficult to discern or interpret the

secon Slref?ch gerse] édb@@fn%d%g%fhﬁéégn%?dﬁb&ﬁ#ﬁg% $ifeienecdmege odrd | nages
accor gi AstRtddBink e %kemy-?i_xeﬂﬁff&le%@gim@ﬁo@ué@ﬁxn g\]fe HFEPHO%_&' &l y

enul at i nq‘ﬁtnhe actions of a_ lenticular |ens decoder. enticulqar |ens

al | ows BIRANERRRSt ephndquss Miay &a prdigdst s differanee imaggat $2Wand e iagemunal s

det er gd N§faRY at $538. TheAMARE Y &2 kB | enticular lens. The lens magnifies
t hese sanpl'es and human vision Interpolates theminto a continuous

pi ct ufeeosSerF e iR c;}n@gte Ao QREL AR Bed EhloS ; : 2005/ 109311
PCT/ US2005/ 013069 dgvi ati onsO rom tri maroyei rra&elcﬁ%%g{(s:lf%a ?\éﬁ cs having the

sanme $ecedidemase Loline fumpetied PO witlgriekacyl thetshms as withdiemgetbet MIPOM t he
ol oy R AR e R ialy e S0y SnEPS SR Btk e EREINE, U nmge.

image resulting from method M200 will appear significantly different from a decoded image

produced using method M100. This is because in method M 100, the primary image is filtered

out of the encoded image. In method M200, however, the difference image will include

clements of both the secondary image and the primary image. In the resulting decoded image,

the decoded secondary image appears to be superimposed over the primary image. Depending

on the content of the two images this can make it more difficnlt to discern or interpret the

secondary image.

[00059] Some methbds of decoding digitized encoded images according to the invention were
developed as a way of more closely emulating the actions of a lenticular lens decoder. A
lenticular lens allows a viewer to see linear samples of an image taken at intervals determined by
the frequency of the lenticular lens. The lens magnifies these samples and human vision

interpolates them into a continuous picture. When oriented at the proper angle, this causes
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[ 00060] Figure 9 is a flow chart of a nmethod M300 of decoding a digitized
encoded i mage wusing a sanpling approach that is simlar to the action of a
| enticular |lens. The nmethod starts at S300. At S310, a digitized copy of

t he encode& ing@p is obtained. As in the previous nethods, this may be an
ori gi nal 9@ PHled digital encoded i mage or may be HTEEGEL™ nage
obtained froma docunent or other itemon which the encoded i nage had been
printed. At S320, a series of elongate rectangul ar inage content sanples
are t@%ﬁ&ifr$n1the digitized encqoded j e. These sanples are taken at a

f r equENE B I BEBEHIN et Sare T rdaying Qe iegeacy i Erievakdent  encoded

i magemagilfied, enekiandih @ dntdrish mh©ﬁﬁﬁ%qﬁiagé] BHcBotSEatle Qs BRGRAGIKNE encoded

image. Figures 10 and 11 illustrate how the image content sanples are

t aken?SS?iP'@‘g PErodiF OGS of the cagnded Bpags inte A respngrgiiel efithescedendanss-nage 310
and ale n(al e_sanmpl e 322. The _sanple 322" has a_ |ongitudinal axis 324 that
is ortffelly Hisurhiis adlogmhag ohagedod MO0t fecodine p digitizadenended moageal axis  of

the ensriedni g Sridln iR IRIARLESARLET 320 ARALLE AN ARAIRA NP ontiTe

encoded |ma%e ) at a .frequency corresponding to the frequency used to
encode3d0n AteSdEd detisiiizrd gepBafiUhe mvededsiaapt & ohfaiitch. dain the pbefounedtivds,mat ch t he

act uad.: I ecul. I it_can..be preset to sone
el | Ra s Bnof S BB e Rla R BT el e by e BOERE c or; mea
t o f ofrema deormms pt ethgdiepl @ whitlyike ehcvdehindze hakbesappihies. At 83206 kerfeai Nt ai ned
int I Ve ition relative . to.the of.her . sanpl.es. Figure 11

il urs]‘fF rez‘%ggt eé&it:agl l\é&n?agg g%nrtr%q@aaql%s ¢ 81?8?%60&151%6% feied magces 322 t aken
f r om Thvee smpidied: iakege a FtQuendy caanphidimpae theilie flRgudnty Uskinaticse gganpl e of
Figure 11..the QnNpPosi S | e image has gaps between fhe sanples. At
8340,6%8%% lfnﬁ%ega@%saég)n%rfeg%egéngggﬁﬂ?ﬂ%@ %ﬁfgﬁéﬁgﬁ(’(‘?ﬁ?oﬁ thegeneeded il9a86 t udi nal  axi s
to clEgeet Mearglald iigiateitioss theingdyb abitag s&ﬂﬁlﬁi &8 taked NFigu:@MBIsBERSa magni fyi ng
action of %he Ipn@iﬁghﬂr I& S decﬁ&ﬁﬁ' The expansjon _may be acconplished
usi ngd BRFUATRLE" 3 BEFEPhYCy %d?’iag% giringly semelea?e. Thneamnde3dZhang conpl et e
conpdsidiedingbges FHakitesicatell REMO BbdodilgiaOfle @ wilthesReGe Rt Yizb TRYKial ong wi th
elenggts of %ge %%iga%% image. This_ image may be enhanced and/or displayed
at  STBOHFIGOsEaB%E 1on H%’afaglﬁéwalﬁ%3%¥ﬁ%§n acrprs theenbeseneemied imeges370. 14
WO 2@5@&9&3@&1}@@/&%9&@%ﬁ@%qu&ﬁ?@@@ke Lidsge %EH&%BMC gfg.Frgure 8,

met hod 00 .does not_require that the source inmage e known 1 n advance.
Al so SPPRRE Wetiay bretined mpsh therowalseaaliese sdertisalsakas derade. ettibean i ncl udes

sonme Wfprésbao eboeentisnial i@, pri mary i mage. The decoding results of nethod
MBOO are :

[00061] At S330, the image content samples are combined to form a composite sample image

in which the samples are each maintained in the same relative position relative to the other
samples. Figure 11 illustrates a composite sample image 320 formed from the samples 322 taken
from the encoded image 310. As can be seen in the illustrative example of Figure 11, the
composite sample image has gaps between the sarhples. At 8340, each image sample is
expanded perpendicular to its longitudinal axis to close the gap with its neighboring samples.
This emulates magnifying action of the Jenticular lens decoder. The expansion may be
accomplished using any image resizing al gorithm known in the art. The resulting complete
composite image provides a reconstruction of the secondary image along with clements of the
primary image. This image may be enhanced and/or displayed at $350 and S360 as in the
previous methods. The method ends at S370.
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generally better than those of nmethod M200, however, because this nethod
tends to suppress the prinmary inage elenents to a higher degree. [00063]
The result of this nethod can be inproved further by constructing one or
nor e add|¢|08P conposite images from additional sets Zf sanﬁges t aken at
the same ¥P& %?V‘and orientation, but slightly shifTEFHP 8 he ori gi nal
sanpl es. Conbi ni ng these conposite inages together may help to further
suppress the elenents of the primary inage and/or enhance the strength of
t he ar gl CRAR cBERESEEE can be
descﬁﬁ@@@ﬁ ﬂi tln}&é@&%ﬁ&ﬁ&ﬁ?h&%%d@? gs%s angeggyalﬁ?ng then1u5|ng

di f f efeamowhes mmw%ls«mmthad Ma@) arethoﬂ@ﬁml naedueed adpcpdspimpicdhftayers (e. g.

appl yi ng _di ssol aver age er VB laksi on or

ot herln@B%ﬁﬁmﬁﬁgﬁlﬁteru EPiré‘Eaﬂglﬁrge 5 egié]erdés’?gdl?‘fgs%m@fﬁﬁﬁlgganpl eaHE(S)f t he
val uesebraBfbaeitah GRAE oCRSREEHLED, ihoagey, lietasathibeetbekinndstasuipress gt ai n
parts of an encoded inmage, the raster lines of the pri mary image may be so
t hi ckprzwmwl%vwoa@g@ ®he rast er devi ation originating fromthe
secondary image el ements. Taki nég a secq se of sa smal |

s
di st a6 r okie Ferdt pidls mefied G er@?é%?’le %9“5%%%8%8}”?”&9(3 el ement

much Dehieahr con@%ﬁfe@ﬁia@& fonfaddonsiasilop seailes tilky: at §8 Wirhe frequengyr ammled overal |
perception of the secondary inmage. |n another exanple, avera a bi gger

nunbesrieofationhyk elightly shifiedifrem Iﬂteé%figﬁ“@l ST RSWOLIGIRRL §§“’P‘?S1“Fé y vield
the rt% é%ﬂértrﬁnﬁg{e}ﬁfp 13 Qinek P&S%é ﬂﬁ@@ﬁémﬂefﬁ@gﬁﬂle\ﬁﬂk&fy &RBe RRl/deaEhncoteur t her

suppress pri I mage m t he decoded inage. It wll_ be understood that
t her estiesgth®f Hierse¢ondarytitegerin tis@erceived deppiekingge- sTléﬁBTOE?ﬂYﬁo‘?PPE sanpl e i mages

t hat 0d MRQQ bk 3n Phe M@k Qittednt ¥ahdigudsn decodi ng
capt ugeéglbeeﬁc?gg%gtmé}aw&%q%@@d%ﬂbg under st%éc))[fget altgt he |nmage g‘éqw si tion
pr oc ek vasin thert fod ﬂ@teanmgzmlfaﬂdlawcrﬁée gapblaingsipsoly %a’tm%%lﬁ’ avgRER OVeHde

decodi result. .Nore. i LRicab). thentRsaasedr i mage

rel at f]‘\%%mflﬁe Epision or Oéheéc(ﬁw S| {)é%ar? gggféégérﬁ:!é%%ﬁ Y h) [y variab \Q The

r esul {ns velue anyn afditidnel cmhmvatenmagmdsarcwsebe thaj Wﬁ&é@alﬁﬂfﬁﬁ €898t at i ng

certalnfetures i nt nege a i ncl ude
mar kePRag5t! f)f"aéﬁé{“éci‘sr?? ngé’nparcya?“ A e}na% ngé {hFEF(o gtft}%?%?tﬁlé%?a(g]-r%??]? ﬁ:%%fl on and
COr r egdviAdnofiginaiigoiroe teatdoniarg idagh @d;mnnits mkmlgta speopd a¢tod sampde Al | mage

density standards that allow for WO |
2005/ #0Yhdistapse s F%?%Bjé% revfﬁé%%@ffﬁ ﬁam%‘%%?ﬁn%%ggﬁ{:/%ﬁt%ﬁs decodi ng
et hodgeaBivig @leI@oRemplapsiomadeskic mugiprctvlaéovsrdl patdptinn of the kasofidatyn and cont ent

of 1 hlemasggc (I)nngn%il%r L}?a?rlp?e ave-!c-ft]gllr? g a ggér%\é r%lbgreofts ngpllésse 5 Qnd fllfte?mg them with

low-pass filter may yield the reconstraction of the primary image, which can be vsed to further
suppress primary image from the decoded image. It will be understood that there is no limit to

the number of samples sets and composite sample images that may be used.

[00064] Method M300 is of particular value in decoding captured encoded images. It will be

understood that the image acquisition process can introduce size and tone variations that can

affect the decoding result. More importantly, the orientation of the encoded image- relative to the -

image acquisition device may be highly variable. The results of any of the above methods can be
_ improved by incorporating certain features into the image at the time of encoding. This may

include markers at predetermined locations that allow for the identification and correction of

rmisorieniation and distortion. Tt may also include image density standards that allow for

correction of tone density.
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exanpl e, black and white squares, bar codes and ot her synbol ogy instead of
plain text or image- based indicia. [00066] It will be understood that the
decodi ng net hods described above and digital imge decoders constructed to
i mpl enen S5 t hods can be adapted for use in de 2 gncoded

i mge thé?ég&' S'gﬁdecoded using a lenticular |ens degQﬂLr Oﬁ@¥8%ver, t he
nmet hods and decoders of the invention may be used to decode any encoded

i mage that has been encoded based on regular periodic variations in.a

st and e %ﬁﬁ% ﬁjM i in a

pri ma?iyglgﬁa g&g(%ﬁ ackgroun a%ogsndec %ﬁle&}Jat e%%?dr?;e le%f?e%;%%%é@g In sone
enbodsaietivs obhe fdrm dod venteitof thetstrenden sngesi This mhy iﬂvelvd déeade nf) faret hodol ogy
far excee f tical .dec r e. production and use
of encoatl.'ing‘e bfr?ﬁ ae%do‘ﬁlg 3“%% > Vers dessnaé’ﬁ P&ebgm%ggagg “%72%\3? 8%5181??2 R RAIMAR opti cal
decod&mmmnﬂkﬁanot be able to discern. [00067] As discussed in the 962 and
" 942 Applications, multiple secondary i mages may be encoded into-a single
encodppdoéeTag e, wit e Inn@aeammamyhei deagEnpeingdaieaibed abisicngd dighilflilagent set  of
encodlng aranete e above-desc rlbegﬁﬁgcod ? nmet hods, may be used to
decod®< ﬂ%‘s C%Wbcé tBFmB PERIdaTss e ﬁlﬁ‘“éi)‘ pediderodiRe @it oded i mage.

The ngiched iinsgSihaihyy bd@@@@ﬁ%@nfg@nw@a«ﬂ& 16RCRBSIRE. YMOFRI&, 18 hdehokd Snd
assom ated encodi ng, paranmeters. | 00068] As al so di scussed in the 962 and

* 942 Hspiereekihomyen igh Ty s e o daepde ary csadedgees theldis besn capsleddi ng i nto a
di gi t@dse(ﬂ&ﬁégﬁﬁﬁ peddifd G ag AR ﬁ%&ﬂﬁbh@&c@éed@ﬂﬁ@@{e@ a RAbIBPRLEhRedNat may
i ncl ude user-supplied parareters, non-user-suppl i ed paraneters or both
user - SiASHI 9Ty a aﬂ@alﬁ'dwag%@rhagk@wndemwbahaﬁfﬁ@rép@agq ihewheddedriblodoment , t he
encod n ocunent
e rrggbdbdgﬁaﬁe ey %fﬁlé% %@%gigﬁ tIH% %I%El%lﬁlgy of tﬂé &)&:H?ﬁl% %ﬂl%ﬁ&lﬁgf%? gxcfe&ﬁrﬂlgtt %?arg
t her eerfticalrdecayisr.t This allasiihe prodention @ndzlme p?elmﬂedimg@fbasetd@na»bqvmalhes cri bed
001! fichesadhige H&%%Q{)%ﬁmﬁadéféﬁg Y8 bkl BalLgcode the encoded image

(or inmages) romt Ita ocurre t. Intornation in the decoded i mages

(or i Rees) ABMisl6m iR GOIRA %L&Dlnaml@ Almhpfeg@éanﬁaﬁ'nﬁagﬁ?b 9b9' tal

docunent to see If the ocurren as been ta t "was
pr ot ewicedtd iMhiasingterapapded dmageayach eccpodray emgaé*:mwmm}bdl ysitpya difileredostiment user

(8. 9: of Mot ARLANGY IS b%ogaggx%egafﬁ%gogd% O RodtORL R B0 dﬁéosdg'%kﬂ/aforrpa“ ng

|nformat|on I'aye alnt
doc unsmtber ofseatmdelrmmagﬁleln;beQCEdgn $ucbym endodecimazg. The Mﬂhﬁcﬁ)ﬁ&hﬁ;ﬁl93 11

PCT/ U%%%a?e%/fglle %??GCOIE a};\%]ﬁga%?ﬂtﬁgﬁs 8SS%CIE(I%ECP€DC5@gg pﬂrgl'li]lgtgl%gh Cpt i cal  Char acter

Recognttion so
{00068] As also discussed in the ‘962 and ‘942 Apphcatlons, an encoded image may be

generated for embedding into a digital document vsing some combination of encoding
parameters that may include user-supplied parameters, non-user-supplied parameters or both
user-supplied and non-user-supplied parameters. In one embodiment, the encoded image is
based in part on information extracted from the document and méy be embedded back into the
digital document. At any time thereafter, softw.aré.configu'red to carry out one of the above-
described digital decoding methods can be used to extract/decode the encoded image (or images)
from the digital document. Tnformation in the decoded images (or images) may then be
compared with the information in the digital document to see if the document has been tampered
with since it was protected. This comparison may be done either manuaily by the document user
(e.g., by displaying the encoded images on a monitor and visually comparing information from

the displayed images with the data in the digital document) or antomatically (e. g., by extracting
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text with appropriate parts of the digital document). [00069] A nethod M40O
of protecting and authenticating digital docunents in this manner is-
.shown in Figure 12. The method begins a 5400 and at S410 information is

extract e%f)&&)’%?]@%ﬂdi gital docunent that is to be pr Otﬁf:‘[t/ﬁsqnog;l;lf%i?sa

information may Tnclude graphical inmages, text or other Tndicra and/ or may
include an interpretation or sunmary of sonme portion of the content of the
docunent. The information may be identified and extracted nanually, or

aut oMk £ e dﬁﬁded%%gesﬁgl}ogéehc@;ﬂ{cc 2 r@?ﬁ%ﬁ’e@‘ﬁ%gg enftfh shitwg@ g%% rlrngtgfligg 8’11;— he

encodi ng paraneter set na ation of user-su

non- uet wib ppirperthtppart it thedigitahdbenmgnt). ncl ude parameters derived fromthe
information extracted fromthe digital docunent. At 5430, a secondary inmage
to bel@heNded insthed VHIBD iof prottctinfrng astberoivaidngydigied gecumeepishie thisseanmstigpl | ed or

non- user.-s lie Th econdar v, i e be based on or .i.ncl ude sone or
T o PR . TG SEARRRR R SRR NN B aRS o Blrlse TR 2 5240 and
5450, digitel ®ewnerd dray isitorbgproieste@nThid edorandoe mag ddade igtiphichlifagdt @kid!
docurreg?t.. Lt. Wh}g be understpod t hat dependi ng on the, encqodi ng nmet hod used,
5440 SHE IndgBEnHermAL nelidp pr MigiprEtaion of SERHEREOTSSMSIPREPN O Be£PTER.of | n some

met hod® dotdiene NTROA@LbrinbRGEmay BRYddHEf6d B/ XEadBdmS ARG tr &ftoﬂlﬁtﬁ@ﬁfﬂ hted to a
user ég@ | ater incorporation into the digital docunent. It will be

under STEFH PRADERATPPPSCSE CAHBTSH. | Trgreodrgpamncisicsaey bd enbedded into
the dightiadtios @€ HERBhppliERGAH MGRel PSR dRIBtRNERARS, ih@iﬁ&@lpa%nébté& own

encodi ng paranmeter ‘set. The various encoded i mages may each be formed from
any cHebehdemdhe wformatieon eiispied Bem thadizited doeneant. sipi30etisaconigesimagel encodi ng
par anpiiRleicod-0004RbIsHRE PROtEELEE, gk EA i Q0B hifansm tted,
stored, pr?ont ed or équ hervvilse pdr%_'g}i:esa eg@&g\gﬂ%‘y .3lﬁg%§ﬁ%£'§ghg‘??fl%% t he

i ncor pbr weergarygmaghmag he based on eragduderiometon all df i irfbrmation axtented frome

aut et ki hdadfmbe Adisah Loy G Beh AR HELAR A

aut henti %elat%%/on mporf_qi gn %@dt%g&lr{r%te%%o. t %g Eg%%sgﬁ%%&}%ﬁée@%’& d | mage
i s exdigiddeehnfiondnit whilk belimfietsdod tbo depreding am thedecalieginebduedcidédnd mage may
be de (alo B i Qi icodi n t hod _includi t hose.descri bed
above™ ) LicAhcl ot S el o PSR TE NE Rome BN MO RS 058

i ncor pay k¢ edatedard sswéd evatragsthivied tesensenfoalaen imbimadtioy iax thealigitang and decodi ng

encod L mges. f.rnom i gt al cunent. In a particul ar. enbodi t, OCR or
ot her&%lﬁ ]ig%al?ts-‘?ﬁgcb%él af riqtgér)]@{sh% rf“\]/\lgglg S?fﬁﬁ}éa%gnai?seégla?%e F_’ﬁ‘tog?fb?l@ﬂ{%ﬁ@go ntent of
and/ omteetke diggt! dondmoenteciosuch imapetbhin g deadedbasedrag @ syn efoding4$8Bmetenf or mat i on
fromt decaded | e is conmpared to information.extracted fromthe

i o1 81" T SU0RT 001 B BT dBe ety cobifition B bEF sippfed

and non-user-supplied images and encoding parameters.

[06070]  The protected digital document may then be transmitted, stored, printed_' or otherwise
processed. At any time subsequent to the incorporation of the encoded image into the digital
document, the authenticity of the digital document can be verified using the authentication
portion of the method. At 5460 and S470, the encoded image is extracted from the digital
document and decoded. The encoded image may be decoded using any digital decodiﬁg method
including those described above. In preferred embodiments, the digital decoding methéd is
incorporated into software for use in automatically extracting and decoding encoded images from
a digital document. In a particular embodiment, OCR or other optical recognition software may
be used to interpret the content of and/or extract information from the decoded image(s). At

5480, information from the decoded image is compared to information extracted from the digital
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docunent being authenticated. If the information in the digital docunent

bei ng assessed does not match the information gl eaned fromthe encoded

i mge, the user nay be alerted that there has been an unauthorized change
to the digital ument or that the digital docunent j 3 hentic. The
net hod er?gé&g'f“@%a [00071] It will be understood tt#éf”'&r%&em’g%;d entication
portion of nmethod MAOO may be separated fromthe encoded i mage generation
portion and that the authentication action may be carried out on any

41 91 ! B AOGUIRN B RALLCS hOinRE AR Gof dodtiR Glifithsec 0 d68L | OUS

encodi ng an codi ng actions nay be carried out &8s COIfol nation. of

aut onmxit exhtchribe mbormanert gemee tofalhetricodest. imbge, Wiel Userahgobdmeried deat gfeceod t hat t he
i nput, of the authenti.cation portion of netho 00 is not restricted to
o oM grin Ty REHe GBiian bnbe b o mmt SR, BEASHH PRERE ST rmd o

ot her mitlgatit.r Ainshahokehds s S49dn be digitized to reproduce the digital
docunent using an inmage acquisition device and then undergo the

aut help0oTat | DRWiPdE bihdefsiekd thee e iiviition bEEOY & mEtheim@od haglepi Cts a system
400 for au% entjcati gg di gi tal docunents jn which the  encoding and
enbedtFPHGICE (ARt PHFRCOSFRMART FINSHRUBRPOTHYN 2 BHRIRINSHEFAHOB ACUPRANE RS t he

decodiangka Gunen At g BeARdROpdrptRl tOBSai@HE Mtd URfeBdt TRYv-&BuaUt henti cat or
portion 430. The encoder portion 410 may include an encodi ng nodul e 412

and aifcetpeen drgediptiratienypay begaringoupps eibipation ofgwterpatetbandpen
COMMURk Gkt PRnMchE RRiBRCOH Mefsmoemmeq&u@@%ﬁ@a&ﬁem‘h%&ionyggd ngodi ng.

modul e 412 is adapted or programred for producing an enco I mage using an
encodiigod 4P iraoeresisisted e arisiatitdigii flecimieon ifi thedpsumheitwaggyiniedc| ude or be

der i v@ehefi LI EMMEPhsBXEIRE LEMbe &;ﬁ%&o%ﬁ&m thQ%?HH?@éCngminr all of

this information nmay be récelved from an “‘encoder T nterface no e 450
adaptiedge erqpistih deviehandihanindergo lhetanhenticutios portion ofioethodMHOPr ocessi ng
nodul e and the encoder portion 410. The encodi ng nodul e 412 may store

ei t hdPOBR2] boFiguiefl 3idngicts @ nrheh AGC fra reihettisatingatigiteh dodumenta i Weish itheat | on | mage

e Orgiar e haPE RRLEA R TR i hor o Y Sh 110 o e BUBHRR' (70 00

i magemd puthhicdansaivagond 4@ camidd ont hysnuwnibentivetos ponide d30. MHgentaler he encoder
‘interf l.e 450 The. encodi ng -pr ssor.412 Q..0r ovi t he
g e

encoded" 1 mag € e o Ps 3 0% nbeddi ng
t he ededitddnayntege comtronichitendyigi dnadncolbogiméntuaten databager 4400 Thetndodmedi gi t al
documan(} cune with the enbe e can then be

ot e S35 ek B PUHTE Rl Mt e G Bt B8 P

PCT/ YS2045drQdi306 9n anthentication image that may include or be derived from content extracted
from a digital document. Some or all of this information inay be received from an encoder
interface module 450 adapted to provide an interface between a user or document processing
module and the encoder portion 410. The encoding module 412 may store either or both of the
encoding parameter set and the anthentication image in the encoding information database 440
for later use in authenticating the digital docurnent. The encoding module 412 maj} also store the
encoded image in the database 440 and/or return the encoded image to the encoder interface
module 450. The encoding processor 412 may also provide the encoded image to the embedding
module 414, which is adapted for embedding the encoded image into the digital document or a

portion of the digital document. The digital document with the embedded image can then be’

returned to the encoder interface module 450.
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[ 00073] The decoder portion 430 may include a decodi ng nodul e 432 and an
aut hentication nodule 434, either or both of which may be in comuni cation
with the encoding informati on database 440. The decodi ng nodul e 432 is
adapt ed i.eving the encodi ng paraneters and/ ‘gg ntlcatlon

i mage fr&ﬁé?%ﬁhéﬁﬁoding i nformati on dat abase and for (%¢ Hi@ut t he

di gital decodi ng net hodol ogy of the invention to decode the dlgltal encoded
i mge using the encoding paraneters. The decodi ng nodul e 432 nay al so be
adapt aghob9f FREELY C e en at.ed.and

extr agjt;bl n% the enc g%gjg}qbﬁa@g% &%Chfcﬁoa bt ﬁlﬁga'%lgﬁg%ﬁ ar?tg anﬂ%té AT al

docu nmmﬂulﬁﬂrﬁﬁi seheree bbthed whrchmnaarrbeamtdnmmmcahn withnhedricadifg 4bdknfatied 1S

adapt nterface b a thentlcatlon uestor and the
aut heﬁ? i ?%[b "%1'; tdF%OﬁhnﬁﬁOdeka%§ 6‘%8@ fofgetrieyige 3??(?8%?@3’5 HEGEY he decodi ng
modul m%&hmyhan&taﬁroﬂ ithiye fotecodetcddimderotBatidAanbisband foz 3kdfing bittugy f ace

i mage to the authentication nodul e 434. The

and/ or, f t he d ode
aut heflgt %ﬂeﬁﬂg" B‘P‘g’ Q%’A‘I?gfl? BYFR PRI deprdsthe diaital eprpdedimase gsipg e decoded
i mag eeﬁchaifng PRymeRrs. dRERAIAMH gl @I 420 Th:A i @R a@iﬂtédeﬂbf ﬁ:c&(rm %e(i{? tagnt

extracted |rectéé fromthe dlgltal docCunent. he aut hen |cat on nodul e
434 nESFUBETHE &p relentisated end Gpactngdhe fmcgqlqdamagﬁfémrﬁmdlﬁtﬁh ti@cmnegt They be
adapt ﬁ(éltﬁl(?irocﬁﬁérﬁ ﬁﬁ& 'bE' Ekcéﬁrecf fn?rﬁ‘aﬁ Q&h@ﬂtﬁh&ﬂnt&ﬂgé'Mat i %] gptication
nodul e 434 may further be adapted for determ ning an aur Ication result

and rEfagiep brivedicn ap@isuiicatienoregimstor aurt fhe avtherdicaor partier 43 eAﬁeTuecodmg
aut hept i falak®hddedtl @ecé%ﬂ%\ﬁmﬁfe 08 H%g &EOJetcéé&a%m e t%%@e Sade fiticaror
use

|nterpretat|on sof t war e extrac or Rt e rom t he
decodé@ﬂﬁmegémuﬁ@ﬂ@ﬂhh@&@0du@nma¢de@mnhmmmmﬁﬁamm4k4Bn @ht¢! be under st ood

t hat M?]?enﬁ@acf%q 'nﬂ)%&]g‘?’g&' }fgaﬁla&tcd to E%Bg&%on ?%FD rrg% | e déclg?da dec?ll?laglg dul e 432,

aut hent1 cat1on encodi ng ficoder
i nt er dcagrraigd ahtboraGomeriterdudhe nortea Eriraci cdtdixe f thcfeornuabudi gitad BELubrRit. be
t hese el enments may

distr cessor,

for elbitndRATERGe 154 pIRbErfiEld DEaFE a0y gl tudmshl SRferboriat vl y.

t he viar adaplsd ﬁmmsmmang i fof the élgﬂylsioeﬁmQﬁOTnathtndmﬁ)h mdduleerd4 aning a

pl ur cessors in selective nlcatlon V|a a network 420.

oo 75 e e BEARERE R aluirdby Y ABABF Gt oVhEHET cat | ng -

di gi taltheddcddrantsaden The awhintibaitdaenasald 434511@45&1@@ borebiroRe opbS-eas i ed out
plural it er connect ed a-network. In this system

on a f sors in
t he e‘ﬁ&egﬁlﬁﬁ@m{i?ﬁgﬂp §1c F RedpEd R gat 1’6@“’%‘%%&%%8%?@%%6@“@@2 that is

part t@é danaeneadisng server 510 and the decoding functions are carried out
by a decoding processor 532 that is part of an authentication server 530.

The ei00eTH] gl P beasRIstdold Zhdl 8y daodidl mddile 412, embedding module 414,
decoding module 432, authentication module 434, encoding information database 440, encoder
interface module 450 and authenticator interface module 460 may be distributed among one or
more daia processors. All of these elements may for example be provided on a single user data
processor. Alternatively, the various components of the system 400 may be distributed among a

plurality of data processors in selective communication via a network 420.

[00075] Figure 14 depicts an exemplary system 500 for authenticating digital documents in’
which the various system functions are carried out on a plurality of processors interconnected by
anetwork. In this system, the encoding functions are carried out on an encoding processor 512
that is part of an encoding sexrver 510 and the decoding functions are carried out by a decoding

processor 532 that is part of an authentication server 530. The encoding processor 512 may be in
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WO 2005/ 109311 PCT/ US2005/ 013069 sel ective comrunication with a first user
processor 550 over a network 520. The decodi ng processor 532 may be in

sel ective conmunication with a second user processor 560 over a network
520. The encodj ng. processor 510 and the authenticati er 0 are both
in comru‘ﬁﬁ&%”f’}ll%ﬁ“with or have sel ective access to ao%ﬁ'g%i%g@ . This
access nmay be via the sane network 520 or a different network or via

anot her communi cations link. It will be understood that in certain
enbodigen £ } i.naldecogdi raneters may be
used, S‘tgﬁu}ség I muﬁgﬁldrl\]gg Iﬁhlehﬁg‘gsgls?%ceg%%r%g&? ﬂ%é gleﬁc‘)’vét)lI argrie[pgl;hg?%fz%ora%e%e dat abase
540. Iptocassbt S sy Bein seipdise stromdnitdiiwh with acetdndiusergntieskionBél sver £ he encodi ng

processor .5 d the. decodin racessqr .532 ma | ocated in a single
ser vePeHofE \;/gq ?ﬂgleg%o RGeS g ]oog?i’%ttﬁea “?QFEP?""HBE S‘I‘i}é/?fggp ?egﬁotb( He encoding
and deﬁmdiuﬁ'@at_ﬁh’ra‘l\?iﬁdwlﬁ_ Se mﬁg@a&ws &&@ﬂe}gﬁﬂaﬁé 5401.)11!3335%@%&3 Rty gy Wit Rime
processors, __including a conmbinati gn of the encodi ng/ decodi ng processors
and t I‘?Et‘”i?g%?zop?ﬁ%jég"srﬁ‘%é’_e%‘%lf OrS‘BQ)?mOthPﬁéorﬁ%lE‘Pm%‘r‘)B%E%l%gq wilbbgundgswodencodi ng
pr ocegsRn RkdindnbodineatitRifGabeket B eneaR g AL&RINS ar UM i3y 8L a single

processor or server or individual processors connected by a |ocal area

net woPRed: figpeirBialing e pepgite spredirsr avpmgende Hadpigbasq StRek wilkelse bng t o

pr ot eghadsibdthhidh cARGHIRMdiRUN e Snc R SREART 51 h the
first user rocesgpr 550 t%) t he e‘ng%@:ihr%&sess\%g?i%hﬁ'ﬁ%gﬁigatogésgwmy

i ncl udd2 meyee catgd in pfinglhierenc Bail glsp he andststaod thatoamieng aspectswlithean

aut hent | i i | I s...the request may
al so ?Erlld(? ?glgéﬁ ggfr:r%ﬁ%%%g{‘cﬁd‘%% Itﬁﬂé&d@ g?rtd%ﬁbglg%i e ng gllht%sﬂie% ProcstidSencodi ng

pr oc egwbdirtglconbadtior sf the emeding@deddimggeoagsiorsgng the, uselgproadiongs j0afaiet er  set
based t.d t--on_i.nformation jed.by the u in.the request.
The e%g%”)gl%eg lsoﬁ%srs %rsrg?%rﬁge’ueg (é(%flnf%pqgcre e Zﬁj edeg(ﬁdé%%%racﬁsﬁ%EE A% %S i ncl ude
non- usexiulsspid sirgle piondsesrabdresr.or Tlévidnt pdtagorpeanessdby bb2almpas st ore eit her
or bott} %f t he encodi ng paraneters and the authentication inmage(s) in the
dat ab8%8&°540 for later use in authenticati ng the digital docunment. The

encodi rocessor 512 may al so store the encoded i in the database 540
and/ ok@??@ns%ﬁ §ytp Hﬁg? & E%la‘éac THayé uﬁ%?ﬁm{“&” Eoﬁéc’tﬁ‘gé‘r&%&g&%%%}ﬁ SEBHIL o
anot hesn entséed iprage egsat Jurdugh thediriiadel pageekdol 650 taehdégbdiag setogEn@nThe ,

i 512 can enbed the. encoded jnage into the

Al ternati gel ?\;ré f“ codi n Eﬁ{ %gessor . (g
i i t SR BN Some B A o1 BE POd R P P Py e FSHHCE AR A SIS R s i ¢
Ei he dimigead b(daﬁtleﬂmln tIn b@nd é}ﬁtadd&ﬁfb’ntsp ﬂgae@mrm@ai»s_o ih@@&?ﬂﬂn&a gl df gkt al

ocunent t hen rinted, stored or transmitted to other processors
ity P SE el T e e@tmt sRhorotas M tcoma ey bgre Pho. document
whet hesicoliig Gh@irke@t sd®based at least in part on information supplied by the user in the request. -

The encoding parameters used to produce the encoded image may also include non-user supplied
information. The encoding processor 512 may store either or both of the encoding parametle:rs
and the authentication image(s) in the database 540 for later use in authenticating the digital
document. The encoding processor 512 may also store the encoded image in the database 540
and/or transmit the encoded image back to the user processor 550 (or another user processor) for
embedding into the digital document. - Alternatively, encoding processor 512 can embed fhe
enf:.oded image info the digital document or 2 portion of the digital document and then transmit

the digital document to the user processor 550,

[00077]  The digital document may then be printed, stored or transmitted to other processors

including the second user processor 560. The authenticity of the document, whether in digital or
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20 WO 2005/ 109311 PCT/ US2005/ 013069 printed form can be verified at any
time. If the docunent is in digital form it can be transmtted by the
user processor 560 to the authentication server 530 for authentication. The

decodi ng @)%&)cgﬂﬁpr 532 receives the request for aut %&5 ?@0%) o 9and
A\ 4 S 1 S 01306
ata

retrieves e associ ated encoding paraneters fromthe ase 540. The
decodi ng processor 532 then uses the encoding paraneters and the digital
decodi ng net hodol ogy of the invention to decode the digital encoded i mge.

The aythentd gatd I incl.ude. an, aut henti.cati on, processor
534 a aptgﬁin%f odrne%r%g%és%ﬁﬁ an%e%g%pd;o??nﬁ%nqtl%len%@ﬂpﬁfmbl Cﬁnﬁgqﬁﬂ%ﬁl&g g
pr ocebpthe usq peedesser 50 tholre athemntibe st ven 130 for auhenietwdn, Thbdeddingent i cati on

criterja ar onstructed so.tha terial, alterati ons_or, unaut hori zed
or odURCE SRR TR DS FPTR I ABHEOHANGT YPHETES A ASeRsiaed RIS 1 { del ity
or dupartincteferopt the database 540. efhe MRCIdingQfrocsydi 5BhYn 1I¥BER AéRidggnor ed, The

aut hentication processor 534 may include OCR or bar-code interpretation
sof t WhHF&PCf 2t B’ééﬁlﬁlﬁgg%ﬁggw PERSRIPEIES! thepErISRE fecpiedhe tsialsaedsia

encodishgh MEBEauildhBcaivh RGN B0 hia9 AIBIAGRESA huBticHEY, ﬁb&QsoPgsmﬁgIeﬂd to
extract information or. indicia fromthe digital docunment for coOnparison to

i ndi ciPAPIHCHEI R GrRRAINS eskinuhel thedscodine pirsessadie stitda drcuthentidatioge .
[ 00076l gchbral, i AQEHTan B iDFEMAIAMEL s BB DRICS! bkilinblifzqdOCUTeNt

may be verified using an optical decode avi ng characteristics

cor r eRipdirdion gan by idepdifishdutibaigrapaienrdte foslossde fideloy opduwdo de rdsentent oded

I Mg eaje A £EMNAL AN R : tured. usi a_ scanner
or ot?l%r r|}rnafg1€fgIS acq |¥nsl&|1 iQ(f;enlBl'i é‘?x@'ﬁ%@g‘%ﬁﬁ%?q ugée%g%%?g&aaﬁ%cgldsi%}?}tlg{ i mge.
The chastcodaidterpieigitenatoftimmmgehichpant frarsed o durariswiotrhaicn iyt the detsaed pr ocessor

560 t : i i.on.server for. authenti.cation.. The captured

i g t SR e e R B A R 321 m s M MRS SR AR e RO 22

and tindicaftdue heidigite] drupedaseoopaids to mdidieinsa iforming exastell Renumpr i nt ed

digit Icoc%eﬁ%%&'&@ﬁm 00079] It will be understood that docunent protection
g

t hrou e gener ation of an encoded i mge can be perfornmed either by the

docun@pdy utg r by .sanme othe ser, in.th go unment nagement system
The B@ o‘% ect e %dﬁo%oglr]r%lﬁ%{ h?:%bﬁ? B%Bmg{F %rdge Ui&hengm a‘%& E\ Oéu@Fnti‘?ﬂgg’&i"gFgﬁg sent to
ot herusugenptital dagided g nietracristicd doargiondiag toihb efcodiiy\Warakjeterd #ked @4Te
enbodi ts of the. invention, .sqof tware adapted fqr performng the digital
decoo‘%rcr%ngg;;ur(l‘gfh eeeﬁl(%%ﬁggn?% étgmﬁﬁ‘ifhf’ qlﬁ@tEdo‘ﬁ’CﬁrﬁV’tﬁggﬁeﬁ?Rfﬁ@ggﬁFg gThi s software
Wi || soaingr beotus alnbge dequisdandteioe 56D destoimrgesptifediditral BREOITRGPaLanet er s
are available to thgt user. Lf a dilgital d%c ment recipient has_the
deco G(i{git nage can then be transmitied by the user processor 560 to the authentication server 530

for avthentication. The captured digital image can then be authenticated using the decoding

processor 532 and the authentication processor 534 in the same manner as the unprinted digital

document.

[00079] It will be understood that document protection through the generation of an encoded
image can be performed either by the document author, or by some other user in the document
management system. The protected document can be stored in a database or immediately sent to
other users through Internet or Intranet (or other network). In some embodiments of the
invention, software adapted for performing the digital decoding of encoded images may reside
on any user processor. This software will only be usable to decode encoded images if the
encoding parameters are available to that user. If a digital document recipient has the decoding

software and access to the encoding parameters, that recipient can use the decoding software to
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software and access to the encoding paraneters, that recipient can use the
decodi ng software to 21 WO 2005/109311 PCT/ US2005/013069 see if the
docunent has been tanpered with since it was protected. If the recipient

prints t Lgital docunment, the docunent is protect t coded
i mage pr inﬁ?é@h/\?ég%ﬁthe docunent. [00080] The use of ‘a Q%?af}g%o%gcoder
(i.e., any formof digital data processor adapted for decoding digital
encoded i mages according to nmethods of the invention) elimnates the need

Lo pEidF ihd dOGHIR s tebn AbREled Wath\4EIck fedvas bior@Wah @it & - erify that
it has not been tanispgr e%h{\%i teh. Furct ﬁer ,Stpbécausgf%ﬁgéc o%lgér%l]g?th\ré}ay be

ver i f digial dpcpment he ecumeniis protectedibytes snggdedemnge mimésd Widr tha docuopnt. cal
decoder with characteristics matching the encoding paraneters of the
encod EW0BHeagdhs pse ofip digital drsodavéing. .. angk forysofahigited fatyprmcesenbilazed on of a

digit [ deco l. -h ut henti cation of the
ane Qoo gL AR AR et R 0as PR Rl BRI R RE

di gi t atistaglogegpent ihodadtanyrify[i® @0BajticAy di gi tealy it aidoita monyn beapered vidt. a

proce r _having.software for inplenenti.n ne or. nore of the digital
decod?ﬁlghegf&eﬁ% 'gthgg Oflﬁlém?ﬂl\%h? ?"%RI.GEAH iy %‘5&%‘&“&?&6‘&?@? mgbe og %EES’ES%T r include
a har dpmid dcn?ﬁr&ﬁﬁWha’faétlaﬁBtiesfj mauasinlgmhermmli@mﬂﬁ s B?ﬂl(@@%dc)aésmﬁge@ rdwar e
may include, fo exa e, digital, signal. processors (DSPs) or other

progr Ejrfhﬁg‘?démﬁ@@i% pgienypsing %fé‘g?bé%am{i‘f‘ Oﬂ%&@ﬁgﬂécoéif*’e%ﬁ?@%%ﬁ@éﬁf or
execUtnabips tltemgraiRI6Lolhe QPRI RLhRAE iKB&E tidReltina RANRd forD 8RS dlosds: di scussed
above ?]Fr‘::gl _i tal decoder may be used to extract and decode di gi ta% encoded

i magegle I RPFIRO8BY%EY -ect r oni ¢ documents or print ed/ captured documents.

In so nbadj.nents, the digital decoder can also be used to extract and
dec od@%gﬁﬁodg\o&%%a%@dﬁéwéﬁcﬂéa dpi PRRSPESEH RAvEEsRt Veriefor igplomsnting erd digs.

[ 0008@breA eIy dping Hé’oodﬁlg%ejﬂﬁfds 858 SdveMont NEaiz MM AR mBY VY BeS: iRcIBREUr i LY
product that nmakes a. document's transition fromdigital to paper formnore

secur @M IPPISRGRALSRS! oBe oF BpREdeertitgmethedsa Suehkadiesre mragresluiecivange (or
SW t CBardpR klgal sidhaBpro&Sdd (DSPPHIMSE P%M%lé A8ieNGP 08 Jpar anet er  set

used for docunent” protection on the fly when the docunent is printed. The
encodeddy#aglements Rdapis frpergruingsheasgaynneeiof epcatipnsdesribed abevehod of
exchangi ng the encoding paraneters used in an encoded i nage. A method MO0

accor WOREFL oA AcushabPe Atliga]l desedan may ve pheghip ext1st amtivscorstdigithl begi ns  at
5500 @RddatimasdGrordudpringt RROHEdodu RIS oF prifEd docdbnts) e @S

Yift
encoded using a first encodi ng paraneter Set. %e I rst encoded | mage may
be a erﬁwrg}erg% Juutigity esreddtetniatpade upadde ievieatt didrdscedeyentodsthimageencodi ng

Pr oCeggiideBinRbR%FAShY diffraction gratings.

[00083]  Accordingly, another aspect of the invention provides a security product that makes a
document’s transition from digital to paper form more secure. This product may be referred to
as an encoded image exchange (or switch) module. This security feature changes the encoding
parameter set used for document protection on the fly when the document is printed. The
encoded image exchange module is adapted to carry out a method of exchanging the encoding
parameters used in an encoded image. A method M500 according to one embodiment is shown
in Figure 15. The method begins at S500 and ai $510, a first encoded image is received. This
image was encoded using a first encoding parameter set. The first encoded image may be a
newly produced encoded image received directly from an encoding processor, a previously

produced encoded image retrieved from storage, or an extracted image taken from a digital
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produced encoded inage retrieved fromstorage, or an extracted inage taken
froma digital 22 WD 2005/ 109311 PCT/ US2005/ 013069 docunent. In sone
i nstances, the first encoded i mage may have been enbedded into a digital

docunent I t the docunent in its unprinted st ut the user
W shes to‘*’@ﬁﬁ'ﬁé&%f encoded i mage prior to printi n?&f%gwﬁﬂ}3ﬂﬁegar dl ess

of its source, the f| rst encoded inmge is decoded at S520 using a digital
decoder. Particul ar i ndi CI a or a portion of the inmage may then be extract ed

from phenARcatethe in s, he B %g&god%ﬂgﬁ aé%r zﬁ)ﬁﬂav@geetnr% 1388095 4!

i nformation extracte eco en re- Enco at 8540
usi ngdecusenidn grateet heidogpment aritstvepristed statd et élnos&mdshesmgdnangmmjuced with the
secon i arameter set may t hen be enbedded in a digital docunent at
5550. ?Elet%lgl ggt)ﬂol I’tl(g I'mt]r‘l?goded i mge was extracted froma digital docunent,

the s e e enb ed bac sane d| t al
docun@ﬁ?gﬂ RE ag(ﬁ?asggﬂng ur? ’ﬁ% elbclp Mt 1ad lse&és%&é@at ##@ﬁ@ngfﬂg’ gital
docunéaebders Panomladndmﬁljooa ppntmbetﬂe hapd 269 théffRrextrhgedligh iRl decsllegument i s

printed it wi,ll sinclu nd versi on of the encoded i The met hod
ends ‘H28¢ &59% b FB‘@%@%?E{FWI&H rﬂ’j‘%ﬁ ‘??é‘?f?’éma“t"ﬂé’“t@teélrf%ﬂ’ﬁﬂe%gﬁ‘? on S520 of

pr ot eptagon mhareﬁa:me@tat smmaagat&@ﬁ)d SRYdIRE parambiefstt Otile dnobRAIRLE Y Prior to
prlntlngqtﬁgn gél‘?ltal a result, unauthorized printing of a
previ PP dhecepRnd d‘n %qué?té%ﬁy\i@?@%ﬂﬁ@fldqdﬁe a djgitak doswinent afocunent
Wil s3soduage andgﬂaménafdea hﬁa@%@@ﬁ%teﬁ%hd&lgﬂtﬂqg&rﬁéﬂg tifd sreéénd g&%&d I mage,

not the secon Subsequent aut hentication of the unauthorized copy wll
t hus Fagempy be smbssided backdnte therpgme digital|docuraent poa wakagemend forthd erightad

appl i GRbdeARSaR zth@aga@t dR0meRtis e d TRE nt\éE%Psgéot g@%&eggt?%ﬁaages of

docunent generation and transm ssion may be use ne the point at
whi chiacp@ent @y gyinted it wEbinpde thaaerond seaappr ofphe enceded OQO8H e Mithod emds encodi ng
par a r sets used in the nmethod Mo00 nmay be made nutually exclusive. For
exanpl e, the paranmeter sets may be constructed so that an optical decoder

conf | Gisad 19 9 B0l AEORL ARG ) UBIF, fikSlon el 2! docurent

has been printed) would not € to decode e 1 mage encoded using the
fir stmﬁhfPChMé@(emaE b¢ cdrfied v iminpdigiel yweioeto guinting the dagidl tﬂd¢en1dntg iAtsalreshdic oder

Qb e htgith bt oo BNGRMIRA DAY BIELALS Shdio Bl ciBLode b € 19

deco secon afeter set.
Al te rd@aum‘ve [yl produce arogy obthe tih@nthngmtahclm dweﬁrstrmyod@é ughgeenotalkcess to both

fir Stseeatﬁ'lq §§§ngnleﬂl%9€%h&9108%% ﬁlln%nauthonzed copy will thus reveal its counterfeit

nature. It can be seen that multiple applications of the actions of the method M500 at various
stages of document generation and transmission may be used to determine the point at which the

digital document was misappropriated.

[00086] The two encoding parameter sets used in the method M500 may be made mutually
exclusive, For example, the parameter sets may be constructed so that an optical decoder
configured to decode the second encoded image (after the digital document has been printed)
would not be able to decode the image encoded using the first parameter set if that image were
printed and the digital decoder (operating with the first encoding parameter set) would not be
able to decode the second encoded image encoded using the second parameter set. Alternatively,
a uger of the digital decoder may be given access to both first and second encoding parameter
sets. In this case the digital decoder could be used to decode both the first and second encoded

images, while the optical decoder is limited to decoding only the second encoded image.
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sets. In this case the digital decoder could be used to decode both the
first and second encoded imges, while the optical decoder is limted to
decodi ng only the second encoded i nage. 23 WD 2005/ 109311 PCT/ US2005/ 013069
[ 00087] kv aogg%%icular enbodi nent of the protection enq%gce nt met hod
Mb00, the ? 42498 coded i mage nay i ncorporate el enertd’ 0961911”(3?9security
enhancenent neasures such as a digital watermark or bar-code. For exanple,
a first encoded i mage may include a bar-code or watermark, which itself

can b Oﬁﬁggﬁf%gﬂi&ﬂm%ﬂbb&i e &rméfr&%&%feﬁh&ﬁ&ﬂ&ﬂixﬁéﬂ%m @k firdtr ansl at i on

sof tware irst encoding paraneter set. The decoded inmage can then
be eamodedmagsmapimotporas danents ¢flvthes sxsoriiy cabaIGEINeR TFATERFSEEY 25Pet  as

described above. This odi nen t. WELNehe bf the first
encod&@t W%ﬂ;@ﬂﬁﬁ?@ly@g{%%ﬁ %%%??88 %ggeedlg%ﬁé@{a%%ge of the bar-code
or Watvelermiak kwhidih@scfficas be ésvodwdiadinigagerdany eteteab dedguitémapd/an fi r st

encodi ng_paraneter se 0 obtain_the bar-cade. or t er mar. ich can then
be deB#rskdon sifwge ft LE“E': 5&&8@8@86 REEEHT gk dﬁ?ﬁ deg ?c}ale\égﬁn%l%ﬁ%%ﬁ Iﬁ-lse’(r)l ware and a
secongh8AGOPshdaheRBE Eihe SRbrd dlaedinglpeaded endsatesmibed nbavay Thisen be

re-encoded using one or nore_ additional encodjn anet er ets. [00088]
Encodewbedvae resydisanisadedrexan fiather it Gt £5e0g5 e ipr SBA?“?E‘P“%W

digitgl b&é?ﬂe?ﬂx&gé of BESHIEIAL o QRYEMSIOThe B ¥ncddeiSiglagh Ay BYdddo@edursiper
encodecf I mge exchange software can Aor oduce a_printed docunent .that can be
(5]

ver i f &t bycoting permetss ps iiptign Spwthe pdege Fgtraparky Whick cwglfien hafgrodedhacker
br eakﬁﬁ@%a?—c%&iﬁ%[:%@ioglrag oftrlstafibn SREHRERTS: scBHANORESy fR@MBLaREL. Mhent S

t hem nce oes not have the encoded inage exchange software,
t he ededatinfommgéen miy then hote-dpeoded neing et TEe additipnal sRepHyS PRSI t he

docurreqts cannot be authenticated with the corresponding optical decoder.
The b&ftier may be set to work in the other direction as well: If -sonmeone

scans mdggg%]glr ?%‘%g‘é i ”%%é@&‘]an%éécr%wﬂ&mg& ph@ict RenbdiitoR bl BBhperor Creates

a cou t o usi a text editing software and inserts a
capt udeshnencadecsionaelyi atsor hayvingttheeprapegcacaded Heags GEFhapgsIOHVAKTC2he able to

decode_t.he capt d en i . s encoded. i ABge: exghRange nodul e
can aP¥S'Ee ﬂ%é%%ﬁ?mﬁ%i?@a%g%nnp: egflg%?)ﬁ%rgfglz)%%%?%nl ”s&c}ﬁlemas Wi thin tﬂ%
documeni a hhageednints y dhebase Fodigieat dopinentsafldwnieashs $hew and paintsitegnt.al decoder

nodul ¢, can verify the document jin.i LAl I QUL RBE Yadeb §s@Ut hor i zed
user s%\‘zﬂc? ﬂ’eé‘ﬁcgﬁﬁ%eﬁélat }i%ﬁ’ﬁ e egﬁ%dr?gﬁ%ég%ﬁggg#ggéogﬁ Foduce t E_e ab%elpntI ed copy
that decedesnsidedbifte pindperThusphé dahmeets ogtew by MtientieNavitnget hat t he
cert a'che%SQRGn?g opttigs d%gc?d%r. te b%?er ?n%? e B ;[vgxq( i\xllmtﬁehother direction as well: If

someone scans the printed document to convert it to the digital format, or creates a counterfeit

document using a text editing software and inserts a captured encoded image into it, the digital

decoder would not be able to decode the captured encoded image.

[00089] An encoded image exchange module can also be used for more complex authorization
schemes within the document management system. For example, all users with a digital decoder
module can verify the document in its digital form, but only the authorized users with an
encoded image exchange module can produce the printed copy that decodes with the proper
optical decoder, thus revealing that the certain copy of the document has been printed with
proper authorization. This level of control may be particularly impoftant if a digital documeﬁ,t
must be approved by several users before publishing it, or if the document is a unique one and

only one copy must be published, or if every paper copy of the document has a monetary value.
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proper authorization. This .|evel of control may be particularly inportant
if a digital docunent nust be approved by several users before publishing
it, or if the docunent is a unique one and only one copy nust be

publ i she ) very paper copy of the docunent ha e val ue. 24
WO 2005/ %Bg‘f"]’)“;ﬂé‘?’/ US2005/ 013069 [00090] In a vari aﬁ%ﬁ@&’%"%’yﬁ mage

exchange net hod, one encoded i mage may be nmade readable by both digital
decoder and an optical decoder, while a second encoded inmage is encoded

usi ng ncoded .i nage .exchange, nodul e. ~Thi s enabl e tracking the

sour Céb@?ﬂﬁ qﬁgc"&ﬁ%nr?tn%? HE07Ee %&'aé’é? gﬁ%ﬁg’ R 8%@%%?’?@?@% *Si%'fier the

di gi t abaddile bg&othaligitahdecofi: atdin crcadietoder, WBAO9 tcohldl emdolitd RageaiRder st ood t hat
i nst ead ofdusin an %giical decoder,. a conbination of an_ image capturing
devi c &R 45188 The cafoltbEge FX%&*}@EH%O%% of bis st gfable dgglang the sowufgefisal  decoder
used dogimctrReR deeatd 8% @hinfeheit SRR B ARl deSoddl 8 fhb 256LPAIBEGd document
may be preset to use the second encodi ng paraneter set, which nmatches the

one ugeshoby tihwiERGAMeGbMBLEINSXAFNGRe af Bttt Edecoddr GO MinatiBy SOIE
applications, the previously-described encodi ng nethods may %e used to

pr odudBasAfRPIERSdTicrand adigiiahideserongay Phbspdndy thisecass Sorfigiia Aeddasysshc odi ng
an al realen&NEeMeent FRARPard g-r Ilz%ng f tgag gécgﬁ%éﬁ{‘iﬂlebe DePRGRARME | mage may

be formed froma first”™ secon Irst” primary 1 nmage. That
encodégrondregredivg parameisr i wiidumaishes tyememsed yeboadarsd inmggexchimge can be
used g#k@k@:second primary inmage to forma second encoded inmage. The
second encoded i nrage may be produced using a different encodi ng paraneter

set oOf i : i s 3 cess._can, be repeated
any. neuBash g s o A e R S D SR8 0bo3) 1 1
opt i catoddecoddipks level of seapdingr THis awgi begedvingdisimedihyfeoraditg @mletdye t op | evel

oot Shiler IB0E Mokt B, EERATER, el GO Rhed 8 8T “The firs:
t 0 r eveahdarhenape euha firsy piimayémbgeo Mhirhancpded\iinagismay B be ased as®s«@band [ 00094]

As an_al ternat] t.he use.of nultiple optical. decoder the .di gital

dec odé‘%& B&(; f}‘%}%g %ﬁtrt gasnebr?tus?d?]‘iv/lé% Fegﬁn&n%@n%ré ”5%‘%6(}0 if%rmdﬂe?ﬁ‘i‘a‘éféﬁﬁ?c%%ﬁlé% evel
encod@le savagbsichiedSmagd agiEpprydurgd asitk a difafat oicoding Perasieenst: BEveh@PS USI Ng

t he ag fqggia%g enc diqg gafaneters. he di%%tal decoder s f the invention
are e 18&5 i"af 1y 1%6}(3@18?1? PE FBPTRIrC 8 TRSHEL AT BIMYeR et IS RES i vi t y,

fl exi bichtirtgymalnple l@aBerf edcodimg. For exanple, in software-based decoders, the

encodi ng paraneters used can be
[00093}  If optical decoders are used for decoding hidden information, the top level secondary

image will be revealed by using the decoder that matches the last encoding process. Then
_ another decoder may be placed over the first to reveal the secondary image from the previous

level and so on.

[00094]  As an alternative to the use of multiple optical decoders, the digital decoders of the
present invention may be used to decode multiple-level encoded images by simply applying and
reapplying the decoding steps using the appropriate encoding parameters. The digital decoders
of the invention are especially appropriate for this use because of their sensitivity, flexibility and
ease of use. For example, in software-based decoders, the encoding parameters used can be
adjusted easily and can be readily controlled so that unauthorized decoding of a particular

encoded image level can be prevented.
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adj usted easily and can be readily controlled so that unauthorized decodi ng
of a particular - encoded inmage |evel can be prevented. 25 WD 20051109311
PCT/ US2005/ 013069 [00095] In another approach to multiple-Ilevel encoding,

t he opt| encodi ng processes described abov ined with
ot her |nageﬂhngg%8 or disqgui sing nethods. For exanplgmﬁﬂxugﬂgﬁﬁgF i mge
including a digital watermark or bar code may be used as a secondary i nage
that is then encoded using one of the above optical encoding nethods (or

anot h had fo pr oduci n i,mage decodabl e using a lenticular |ens).
Alter ﬁ@?@i 3’9‘ 518%?8’&?@ ng‘dB&ﬁﬁiye codjas s %’Haaldin@ﬁ eArodiRg IPPREFER or
enbeddiecribed Soove b@ly b@@ﬂﬁbin@@@ﬁh oflBERha ?Qﬁi'dﬁl’g dr ARz Ekb LRhofE L €k fn &9‘“ the

present invention provi de a sig cant advantage 1 n the decodi’ng of

i ndi vi&figfal F%%Eéll%cludé?g 1 %lt@ﬂ@é‘ﬂmﬁ@( %P@roé?ﬂ%wy b¢ BBG96 | s¢condery imdge thaeadi | y
under st gRM Rt RHE: ARTEARSLSI dptied] chddalisn &}%ﬁé I nvention
IS susce Fble to broad utllltypandeapp%@céﬁﬁgﬁk 0ﬁ£ﬁ?§£§fnents and

adapt FrPdeing et imugealeprdablensing avanticilericas. héHerniigvalst hmsze:otmhmage nheﬁbﬂs i bed, as
wel | ag \ quyh val ent [,.a will
be appafrjcg%{a ¢ %{ %Im{ygttreh?%gg on %idg&ggjg&g lmageh 5P 888 e ﬁhﬁggﬁf’?" Sand

f or egoif tiy piesswinERiionmeherosk 2 sxgntfhamttad@p@e it thg decodmgtoi ndduithst RRES OF

scope on. [00097] Methods for protecting docunents according
to théﬁﬁﬁ§§gcmgﬂngﬁ&h¥d not be confused wth systens for the encryption of

emai | d| rs.an en tire docunent
unr ea @P f&?“&%ﬁ? (ﬁyluflg%fs %GEE%{%{) Heff%sr%g%ﬁd? Q‘eaf"tﬁ YHFREEP the net hods
of t hénvepti@siestscemibérnt |b|md|uqul e agﬂmmhnn MayEnerbReaisngd adRgfisnd &at

pr ovi for in th ment but do nqt, involyve disguising
Phe. adiumrened 8725w BRET 0 G et Gscamint »orbress e tisngadiesternods. of
the i nueeduieien ﬁrr@ger&ezd@ﬁﬁdmlhpﬂbﬁéﬁt FEmaA rRBGH H]?Q;uhgﬁﬁ@b éi@ﬁd therein)
may al.so be e ted with no effect on the tanper protection

and decr
af f or OGP at“ﬁgmyg‘?}%‘f“?sﬁﬁpuo?ﬁ%‘% Pr BihYEderaring dort tp suistanes 1 seee ofthst ect i on
t hat ahvedtddm. users to create conplex nmulti-Ilevel protection systens. In
such systens, encryption would protect against unauthorized view ng or

i Nt er ¢EQITION Mitkddd Gorglr@6é i@ ioCurhdnds B8k ihe 3MEniSEshOh1aaB: bERBARED | Mage
W th docunent content and agai nst

mould otect g nst tanperlnq
Count SPRGHITHYLO? [HSGBUEP IR BT br BURHGEP| Hoey Rt BT RivE BBER bes
exenplagéumeaiieeidamp ts 1@huth®iA&d users or interceptors. In contrast, the methods of the

present invention involve encoding and embedding images that provide for tamper proofing of

the document but do not involve disguising the document’s content. A digital document
protected using the methods of the invention (i.e. a document having an encoded image
embedded therein) may also be encrypted and decrypted with no effect on the tamper protection
afforded by the invention. This provides an additional level of protection that allows users to
create complex multi-level protection systems. In such systems, encryption would protect
against upauthorized viewing or interception during electronic transmission, and use of an
encoded image would protect against tampering with document content and against

counterfeiting.

[00098] While the foregoing illustrates and describes exemplary embodiments of this
invention, it is to be understood that the invention is not limited to the construction disclosed
herein, The invention can be embodied in other specific forms without departing from its spirit |

or essential atfributes.
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invention, it is to be understood that the inventionis not limted to the
construction disclosed herein. The invention can be enbodied in other
specific forns without departing fromits spirit or essential attributes.
26 CLAIMS What is clainmed is: 1. A nethod for decodi ng an encoded i nage
produced froma primary i mage and at | east one secondary inmage using at

| east oneLameisdi ng paraneter, the encoded i mage being fornmed so that when
the encoded imge is printed, the secondary inage is not discernible to a
vi ewer w thout an optical decoding device having characteristics
correspowdiingclhfndiNe at | east one encodi ng paraneter, the nethod
conprising: obtaining a digital version of the encoded i mage forned so that
when the encoded image is printed, the secondary imge is not discernible

to a viewer Mg eIl Lcal i i A istics
corres poirli\gi ngwnrt1 ot fgpg?cgpggg? egﬁgﬁg%% ipﬂgdﬂgg(?ggn%tde@?m Zﬁjg?%r Eﬁllrdnag t he at
| east oneastncodergdparienet esipg ahdcasomst engotling grasantbée o thedencodageinfagem t he

di gital .encoded inma usi ng,.the at l.east. on odi n araneter. 2. A
method IIEISEBET (16 "0 RIS ohs A T HES dPARC B RES (B SRR A B0 he
action diceaiflst tougt viegerawitbomded dpiage dédddingdésicer AstRYE | chiRgtcAstkeNt r ol
image to producge a rasterized control image having a rasterization

f r equenciPISFRNEINE Ehibs ot 15A5t QR sRrafing PERETRE g MPBad EOBREI%ncodi ng

paraneter; CoSmRahinde dBAGIVRLiNChE tBE edddBeLRERH @AM Mat Ahdh BOLRRaRPNdI Ng
pixel in the rasterized control imge to identify those encoded inage

pi xel s whose conti&wee iis panfelethentecprdsiy imagec npendisesmiblgeloch viepondi ng
rasterized cont r%itﬁd\%%?gﬁ Bl dec &J\}ci}.lre;fl#agrglgﬁq[h%aweﬁgt%%%nje%ﬁ%gﬁngS' ng the

encoded i mage pixels ose content 1S romthe corntent of the
correspondi ng r asttethea deasiomercotodinpggeamgsérkel ; and form ng the decoded

I mage fromt hc?etegrlngiggr fOGEATBRE éncoding parameter; and

constructing a decoded image from the digital encoded image using the at least

one encoding parameter.

2. A method for decoding an encoded image according to claim 1 wherein the action
of constructing a decoded image includes:
rasterizing a control image to produce a rasterized control image having a
rasterization frequency and orientation derived from the at least one
encoding parameter;
comparing each pixel of the encoded image to a corresponding pixel in the
rasterized control image to identify those encoded image pixels whose
content is different from the content of the corresponding rasterized
control image pixel;
constructing a difference image using the encoded image pixels whose content is
different from the content of the corresponding rasterized control image
pixel; and

forming the decoded image from the difference image.

3. A method for decoding an encoded image according to claim 2 wherein the
control image is a blank image.
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3. A nethod for decoding an encoded i mage according to claim2 wherein the
control image is a blank inmage. 27 4. A nmethod for decodi ng an encoded

i mge according to claim?2 wherein the <control inage is a digital version
of the primary inmage. 5. A nethod for decodi ng an encoded i mage accordi ng
to claim1 wherein the action of constructing a decoded i mage incl udes:
obtai ni ng a fArmttheeforoficcoéigylar cpedédothayesaompiiag wf clhihe 2enbadadhe rage, t he
configuration, orientation and_.frequency of these sanples being derived
from t he?oRirol 1mage 1s ’E%E@ﬁ?ﬂ@fﬁﬁp HEef @88 onst ructing a first conposite
sanple imge fromthe first set of regular periodic sanples; and expandi ng
the sanples of the first set of regular periodic sanples to fill in spaces
bet ween the sAmsthod fandecpdipgam crgoded impge aerorlingiggdaimgl wherpipthotipy
decodingﬁqﬂnﬁﬁﬁggfpd&ﬂ@gﬁnﬁggQﬁghgg to claimb5 wherein each regular
periodic sanple 1I's an el ongate rectangul ar segnment having a | ongitudi nal
centerline axibaising aing seiof reghier perepiiesanplasfof theenewlep iresgectier esponds to an
encodi ng frequenc sed.to encode 1 he.encoded. jnmage and .t he angul ar
orientation of t heou BAgIThATRIFIT, MCHFIREES WREPrlS dte PAMER encodi ng
angl e used to encofian tieest drastathe @ncodimggarameterA net hod for decodi ng an
encoded i mage according to claim5 erein th ction. of constructing a
decoded | mage PRIFHRs 2 P FRRRETS SHRRlF ARee ok e Jidt SSQ rhIaf BGAGS per odi ¢
sanpl es of the enc@dptsidmge, the configuration, orientation and frequency
of these sanples being the sane _as for the first set of regular periodic

sanpl es excepPuning hpsangplegHdhsibest st of iegyan ReFlodis srmpiptloddhig seaces s of f set

fromthe first setp@fedh aApldRahd A G fir3edBRb AR ik¥g@a Predetermned fraction
of the period between sanples; constructing a secohd conposite sanple inage

fromthe regular periodic sanples; and expanding the sanples of the second

set of 1eoul ar RERLON CRIR! &R chdch ihabd accBRAGET: DERISCMALR SRFP! €5 and

forma sécond deco
regular periodic sample is an elongate rectangular segment having a longitudinal

centerline axis and wherein the frequency of the samples corresponds to an encoding
frequency used to encode the encoded image and the angular orientation of the
longitudinal centerline axis corresponds to an encoding angle used to encode the encoded

image.

7. A method for decoding an encoded image according to claim 5 wherein the action
of constructing a decoded image further includes:
obtaining a second set of regular periodic samples of the encoded image, the
configuration, orientation and frequency of these samples being the same
as for the first set of regular periodic samples except that the second set of
regular periodic samples is offset from the first set of regular periodic
samples by a predctermined fraction of the period between samples;
constructing a second composite sample image from the regular periodic samples;
and
expanding the samples of the second set of regular periodic samples to fill in

spaces between the samples and form a second decoded image.

8. A method for decoding an encoded tmage according to claim 7 wherein the action
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8. A nethod for decoding an encoded i mage according to claim7 wherein the
action 28 of constructing a decoded i mage further includes: formng the
decoded i mage by applying a layer flattening operation to the first and
second decoded images. 9. A nmethod for decodi ng an encoded i mage accordi ng
to claim8 wherein the layer- flattening operation includes conducting at
| east ongf cofisttubingc tidcods iemps fisthenigcloties: di ssol vi ng, mul ti pl yi ng, averaging,

overl aying, differencin nd excl usion op t first and second decoded
Crages. 16, dombERIHF Batas Bl e by oad e TS crarm
further conprisingind sefdhanicédied ihgsegual ity of the encoded inmage using one
or nore of the set consisting of nedian filtering, |owpass filtering,

adaptive inmage filtering and norphol ogi cal processing. 11. A nmethod for

decodi ng an eneaded hIBIBaAE 4R EAlA8 L&ag%'aa&id?&iﬁg ‘M"&éﬁil @gh&%inatﬁé 1298 of

obtaining a digital version of the encoded 1 mage 1 ncludes: retrieving the
di gi t al fering nopsfationeinghiderd ednductinge af rlowst daeaok ey agfeons 1@nsistimetofiod f or
decodi ng;; 2 C i cor di 10 ' erein the action, of

obt ai ni R RS E 35 AP 50 IR SR AR Il PRk e ng ¢ e

di gi tal seemslidecodet] imbgesencoded i mage from an encodi ng processor. 13. A

nmet hod for decodi ng an encoded i mage according to claim 1l wherein the
action of obtaining a digital version of the encoded image includes: using

i mage acigui siAl meRod &t ide& ding MmaRtited i Mbidinglo Viais i @it cdhgisneoded
i mge fron1%§ﬁrev|ously printed version of the encoded i mge. 14. A nethod
for decodi ng AAAEHEFER AU iRagfcbasicare Myt BsiBg AR IMOGAEMESH t he | mage

acqui si tion deViCQxhﬁmﬁ@ﬁﬁQ£aﬁﬁﬁﬁﬁ&&g?&ﬂé&é&hﬂgmﬁﬁa&ﬁﬁ@@hﬁ&&kﬂ%ﬁﬁ@ner’ a
digital canera, and a systemincluding an analog canera and a frane
grabber. 15. A netanddndrpirolemiendatiogessias. encoded i mage according to claim1
wherein the action of determning the at | east one encodi ng paraneter
includes: 29 retrieving the at | east one encodi ng paraneter from data
st orage.1116. Ametodddr deondidg ewehicndedaimagen eaoating wadpemdacebren g dctioe! ai m 1
wher ei n thg action . . ) . _

of obtaining & digital version of the encoded image includes:

retrieving the digital version of the encoded image from data storage.

12. A method for decoding an encoded image according to claim 1 wherein the action
of obtaining a digital version of the encoded image includes:

receiving the digital version of the encoded image from an encoding processor.

13. A method for decoding an encoded image according to claim 1 wherein the action
of obtaining a digital version of the encoded image includes:
using image acquisition device to capture the digital version of the encoded image

from a previously printed version of the encoded image.

14. A method for decoding an encoded image according to claim 13 wherein the
image acquisition device is one of the set consisting of an optical scanner, a digital

camera, and a system including an analog camera and a frame grabber.

15. A method for decoding an encoded image according to claim 1 wherein the action

of determining the at least one encoding parameter includes:
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of determning the at | east one encodi ng paraneter includes: receiving the
at | east one encodi ng paraneter froman encodi ng processor. 17. A nethod of
aut henticating a digital docunment in which an encoded i mage has been
enbedded, the encoded i mage havi ng been constructed using a plurality of
encodi ng paraneters and authentication content extracted fromthe digital
docunent so tleaievidg thdat leeneedacodinpgearnaenfiomtad stokdge. aut henti cati on
content of the encoded image is not discernible to a viewer wthout an
opti cal decodi ng device having characteristics corresponding to one or

nore of tde eneRdhdifoPaéRaR g@ﬁ%ncoub&ms@e heshr&ReRY dishnOwh@¥inltRCidtiag from the
digital docunent the encoded i mage constructed so that if the encoded

i mage i sCipletermping theat Isast pesnicedips Baaweist BRI t he encoded i mage i s not
di scerni bl e tr%cé}vﬁﬁg%lé%ttdf&%ﬁco@&gg)gﬁz&?é ﬁ%ﬁ%}{jéﬂagdxqgﬁf& sfavi ng

characteristics corresponding to O or nore of the codi ng paraneters;
digitally decoding the encoded i mage to produce a decoded i mage using the

encod noRer SREhERR oPKLAARLANY ARRRASH L MBAS, SAIUPE] L8R i dRg o=
aut hent i leah lembectdadl,tth@ tncoddBimage lmtﬂig)bhea@ommibneg ublﬁg alphirglic} 6f wheediagn t he

aut henti cation content conprises. an entic nlma nmet hod
oo di g EBSEs SR aRE sorie Come L e S b URE o i 1 o
docunentensp@@i frhdpedRt pridtbat thal Ruisdhsdiont doateny ofinthélUdcddedt Meidiigi da!

docunent . 20. A nethaod according to claim 17 wherein the action of
conpar i riseEREbIg o et eV S iHgEoRo AR etntictlodending x S5Vt BaViRgItRBREREHIC on

cont ent doﬁ%&;}bﬂﬁﬁﬁ 16161 S FE BEhRRINGT: %%ﬁ& Hachetlod thel mage cont ent

mat ches the " authentication content. A n8t hod accordingto claimi17
wher ei n t he atxtiaetig fecn itendigitn desumena thelseeailed 30agst onsliticiad sg tmtltbase and

the actl Ao & £ ¢ e%t&d"ethg %ﬂ%ﬁﬁ‘ a'nHRQc%n{%B P Mhe ¢ 34%?0 gfaé&r 8% d

aut hent i cation ¢ nél udes: T evi ng he aut on content from
t he dat abasmibl@ 2to A mhodmacmomdl apgca;lod@bémgl détioshbaenn chivectagéticon of
conpari n(% t he ? %ontegt to the extracted authentication
cont ent PHERG 1§1g 0 one or mor ft ¢ encoding parameters;
digitally decoding the encoded image to produce a decoded image using the
encoding parameters;
extracting decoded image content from the decoded image; and

comparing the decoded image information to the extracted authentication content.

18. A method according to claim 17 wherein the authentication content comprises an

~authentication image.

19. A method according to claim 17 wherein the authentication content comprises

document specific data that are substantially unique to the digital document.

20. A method according to claim 17 wherein the action of comparing the decoded
1mage content to the extracted authentication content includes:
determining whether the extracted decoded image content matches the

authentication content.

21. A method according to claim 17 wherein the authentication content has been
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extracting the authentication content fromthe digital docunent. 23. A
system for authenticating digital docunents conprising: an encodi ng nodul e
adapted for constructing an encoded i mage for enbedding into a digital
docunent, the encoded i nage being constructed using at |east one encoding
paranet er and aut hentication content extracted from the digital docunent,
t he encodedd iimegdathtmisegnd aharecdicmoof bahpasing ntht iecoded doded comegetoi thepri nt ed,
a secondan% i e nbedded therein is not discernible to a viewer w thout
et B dn

an opti c&l CBEHHIFRES char act eri stics corresponding to the at

| east one encediRhgiid ANRndtitioaRoaeidgesh Mg dmpvaske i n communi cation with the
encodi ng nodul e, the enbeddi ng nodul e being adapted for enbeddi ng the
encoded image into the digital docunent; an encoding information database

in sel ecjd ve KGNIHO G&bidM: W Lfint 18 ARARH RGciPR I LEmpidiy MalREARE bei ng
adapted for storage of the at |east one encoding paraneter; a decoding
modul e iimage Fendert Yathe oxtmstidcathcniicaiipr portdns inshidedli ng i nformati on  dat abase,

the decoding %qgﬁ tﬁ@%&&nﬁgﬁ%% nﬁfg?{fﬁérﬁﬁ%id‘{%{rlggéct&&e jgital document,

retrieving the atf "east one encodi ar anet romthe database,
extracting the encoded image fromthe digital docunent, digitally decoding

the encagded i tQ produce.a decaded | e using the at |east one
encodi ng™par afgg%i?‘??"éﬁa%&&‘%%‘&% gﬁﬁgﬁd@&%%gg?w&@%mem from the decoded
i mage; an auidheBsdif@inbeile BRgiddefot Cons@IBMMP a6 altidoded Mdgh férlenbdedingli ng nodul e,

the authentication nodul e being adapted for conparing the decoded i mage
information to the®x b doRHRE RF CHEIGH IRB%R BFiRg cpnstrqicd psing by st em

according to clai Me£d Wb eh&idingt hafidet S0 SARRKLARS AnHaLExtfRlea frdth ocessor
conprising an encoder interface nodule in selective communication with the

encodi ng nodul e ariic delpt depupspt, tleyensedicnignagn beine dereerdi welfel Wean drbeddi ng
into the digital &QS&Hﬁeﬂage is printed, a secondary image embedded therein is not

discernible to a viewer without an optical decoding device having
characteristics corresponding to the at least one encoding parameter;
an embedding module in communication with the encoding module, the
embedding module being adapted for embedding the encoded image into
the digital document;
an encoding information database in selective communication with the encoding
module, the database being adapted for storage of the at least one
encoding parameter;
a decoding module in selective communication with the encoding information
database, the decoding module being adapted for
receiving the digital document,
retrieving the at least one encoding parameter from the database,
extracting the encoded image from the digital document,
digitally decoding the encoded image to produce a decoded image
using the at Ieast one encoding parameter, and
extracting decoded image content from the decoded image;
an authentication module in communication with the decoding module, the
authentication module being adapted for comparing the decoded image
information to the extracted authentication content.
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25. A system according to claim?24 wherein one or nore of the group
consisting of the encodi ng nodul e, enbeddi ng nodul e, and encodi ng

i nformati on database is part of the user data processor. 26. A system
according to claim23 wherein the system conprises an authentication F
server in selective communication with at | east one user data processor
over a nrxtwork, sysiesr edcordilie tadetddi 23y whedhind ehcangstdoh ecaptibans icat daa nodul e

t of th t.henti ti . , d F el the.auth i ti
o oo R RO CAL BRSPSy AN AELS DA SIS ER o0

at | eastenofEng sRidudaind JdhREE S QEqRBEh &1 edcOlet hhapg faMemBddih@ihioc@ti on
result to the at | east one user data processor. 27. A nethod of enhancing

the protH&falgpcusreny digital document in which a first encoded i mage has
been enbedded, the first encoded i nage havi ng been constructed using a set
of authentication content and a first encodi ng paraneter set, the nethod
conpri sid®g: dhgritem lageaidiop i plgim A¢ wherest ormeroders dlitegyerous icomrpisting of i r st
encodi n a d . " ti- set of
ot hent | REPHARERR0AR, <rlbadlho G2 IR GR0R, RGO BB PR Second
encoded theragedais prgedstee set of aut hentication content and a second
encodi ng paraneter set. 28. A nethod according to claim 27 wherein the

aut henti cati on content conprises data that are substantially unique to the

di gi tal 2ocuneRrysterd ccoldifi tdeidin@e® heieitdthe Gy géiaicBindrisds WntenGalBA | ST NQ:
extracting the first encoded.imge fromthe digital docunent. 30. A nethod
accor di m§TEDICTECHYD FOrRRRIREIONCHRD Y 1675h §ne 83T dABBdUeRCHYT K SBYBAK: encoded

i mage i Rfrdil ehelicBbdidd me@aY AEMhe auBluticAidEhbAde 3¢ Gaf Bl 3 AhBehtitibh 28
further conprising: printing the digital document wth the second encoded
i mage erfedtethd Wapwim the gathenpcpfianhsiveic bordipked o retaaving 31 dpennpdvér

it hent T A e P Rl B PP AL B e
t her ei n;avthedtication heswlt tocthe htrlgast bre: weat danpriocabdre docunent by attenpting to
decode the
27. A method of enhancing the protection of a digital document in which a first
encoded image has been embedded, the first encoded image having been constructed
using a set of authentication content and a first encoding parameter set, the method
comprising:
digitally decoding the first encoded image using the first encoding parameter set
to produce a decoded image;
extracting the set of authentication content from the decoded image; and

constructing a second encoded image using the set of authentication content and a

second encoding parameter set.

28. A method according to claim 27 wheremn the authentication content comprises

data that are substantially unique to the digital document.

20. A method according to claim 27 further comprising:

extracting the first encoded image from the digital document.

30. A method according to claim 27 further comprising:
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aut henti cabl e encoded i mage using the second encodi ng paraneter set.

embedding the second encoded image into the digital document.

31. A method according to claim 28 further comprising:

printing the digital document with the second encoded image embedded therein.

32. A method according to claim 31 further comprising:
receiving an authenticable document for authentication, the authenticable
document having an authenticable encoded image embedded therein; and
authenticating the authenticable document by attempting to decode the

authenticable encoded image using the second encoding parameter set.

33

33




